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Abstract

The increasing demand for robust and efficient information security has led to the growing
adoption of specialized hardware for cryptographic operations. In response to the rise in
cyber threats and the need to process large volumes of data in real time, hardware-based
cryptographic solutions offer significant advantages in terms of performance, resistance to
attacks, and secure storage of cryptographic keys. This paper presents the implementation
of a secure communication system using the UART (Universal Asynchronous Receiver-
Transmitter) protocol as the foundation for a Register Transfer Level (RTL) design on an
FPGA platform. The base protocol was modified to introduce an additional hardware-
level security layer. Furthermore, cryptographic techniques—specifically encryption and
decryption—were integrated into the design to enhance data protection and integrity
during transmission. The results demonstrate the feasibility of embedding cryptographic
mechanisms directly into communication hardware, providing a scalable and efficient
solution for secure embedded systems.

Keywords: cryptographic hardware; information security; encryption; decryption;
cryptographic keys; digital signatures; authentication; cyber threats; data processing;
communication protocols; UART (Universal Asynchronous Receiver-Transmitter); FPGA
(Field-Programmable Gate Array); RTL design (Register Transfer Level); hardware security
layer; cryptographic techniques; critical infrastructure

1. Introduction

Currently, information security has become a fundamental pillar for the development
of reliable digital systems. The increasing sophistication of cyber threats, combined with the
exponential growth in data generation and transmission, demands increasingly robust and
efficient solutions. Cryptographic hardware offers significant advantages, such as higher
performance, lower latency, reduced energy consumption, and greater resistance to both
physical and logical attacks. Field Programmable Gate Arrays (FPGAs) have become one
of the most versatile technologies for electronic system design [1]. These devices provide
a cost-effective solution, especially for low-volume production, since the initial cost of
prototyping is considerably lower compared to Application-Specific Integrated Circuits
(ASICs). Moreover, a key advantage is their reconfigurability during operation, which
allows a single device to perform multiple predefined functions, thereby optimizing space
and reducing costs. Modern integrated circuit technology makes it possible to integrate
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complex systems into highly compact dimensions, referred to as embedded systems or
Systems on Chip (SoC). These systems, designed to fulfill specific functions, combine
hardware and software tailored for each task. In this context, FPGAs, thanks to their
reconfigurability, are valuable tools for developing prototypes or small-scale series at
affordable costs. Among the most widely used communication protocols in embedded
systems is the Universal Asynchronous Receiver-Transmitter (UART), due to its simplicity,
low implementation cost, and broad compatibility. However, this protocol lacks native
security mechanisms, making it vulnerable to interception, manipulation, and unauthorized
access. This work proposes the design and implementation of a cryptographic security
layer on top of the UART protocol, using a Register Transfer Level (RTL) approach on an
FPGA platform. The implementation leverages a Hardware Description Language (HDL)
to model and design digital circuits [2]. The modification of the protocol not only ensures
secure data transmission but also integrates encryption and decryption techniques directly
into hardware. This solution aims to demonstrate the feasibility of incorporating efficient
cryptographic security into embedded communication systems without compromising
performance or scalability.

2. Materials and Method

This chapter reviews the foundations of classical cryptography, emphasizing the Cae-
sar cipher as an illustrative example of monoalphabetic substitution techniques [3]. While
obsolete for modern applications due to its vulnerability to brute-force and frequency anal-
ysis attacks, the Caesar cipher remains valuable for educational purposes and as a test case
for implementing sequential processing, finite state machines, and resource evaluation in
FPGA-based platforms. Its simplicity makes it an effective starting point for understanding
the relationship between mathematical algorithms and their hardware representation.

Overall Arquitecture

From a mathematical perspective, the Caesar cipher can be represented by the
following function:
C(x) = (x + k)modn

where

o  (C(x)is the encrypted character.

e  xis the index of the character in the alphabet A=0,B=1,...,Z=25.

e  kis the shift key.

e nis the total number of characters in the alphabet, usually n = 26 for the Latin alphabet.

Decryption consists of applying the inverse operation:
P(x) = (x — k) mod n

For example, if the word “HOLA” is encrypted with a shift of k = 3, the result is
“KROD"”. To decrypt, the inverse shift is applied. The discussion then traced the evolution
of digital design methodologies, from early breadboard prototyping to the integration of
computer-aided design (CAD) tools, which enabled accurate simulation and validation of
electronic systems. The emergence of hardware description languages (HDL) such as VHDL
and Verilog marked a turning point by providing standardized, structured methods for
system modeling and verification. The subsequent development of SystemVerilog extended
these capabilities, incorporating object-oriented programming, functional verification, and
reusable testbench environments, thus consolidating the design and verification process
within a unified framework.
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A comparative analysis with software engineering highlighted both syntactic similari-
ties and conceptual differences, underlining the importance of adopting a hardwareoriented
mindset when aiming for physical synthesis and implementation on FPGA or ASIC plat-
forms. This distinction is essential to ensure that HDL-based models accurately reflect
hardware behavior rather than abstract algorithmic processes.

Finally, the Altera DE2-115 development board was presented as a versatile and widely
adopted prototyping platform. Equipped with a Cyclone IV FPGA, embedded and external
memories, extensive I/O interfaces, and compatibility with tools such as Quartus Prime,
this board provides the necessary infrastructure for developing, simulating, and validating
digital systems [4]. Its relevance in academic and research contexts makes it particularly
suitable for projects focused on integrating cryptographic algorithms into reconfigurable
hardware architectures.

3. Results

In order to validate the proposed obfuscation mechanism as an enhancement to the
traditional Caesar cipher, a series of experiments were conducted both in software and
hardware domains. The primary objective was to demonstrate that the integration of an
additional obfuscation layer not only increases the complexity of deciphering the encrypted
message but also preserves functional equivalence between the software prototype and its
hardware implementation.

The first stage of the experimentation involved the development of a Python 3.11.9
script that implemented the Caesar cipher combined with the proposed obfuscation tech-
nique. This environment allowed rapid prototyping and verification of functional cor-
rectness. Various input datasets, including alphanumeric strings and binary sequences,
were subjected to encryption and decryption tests. Statistical measures were then applied
to evaluate the distribution of ciphertext characters Figure 1, aiming to confirm that the
obfuscation achieved a reduction in predictable frequency patterns typically exploitable in
classical substitution ciphers. The resulting charts demonstrated a noticeable flattening of
character frequency distributions, indicating that the modified cipher effectively mitigates
one of the main weaknesses of the traditional Caesar scheme.

Histograma de Caracteres Recuperados (Inverso)
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Figure 1. Plain Spanish text distribution.

Following successful validation in the software domain, the algorithm was translated
into a hardware description suitable for FPGA implementation. Specifically, an RTL (Reg-
ister Transfer Level) block was designed using VHDL to replicate the operations of both
the Caesar cipher and the obfuscation layer. The choice of RTL ensured that the design
remained synthesizable and could be physically deployed on the Altera DE2-115 FPGA
platform. This translation process required special attention to timing, resource utilization,
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and concurrency management, as hardware execution introduces constraints not present in
sequential software execution.

Simulation of the RTL block was performed prior to synthesis, ensuring that the
output matched the reference Python implementation across all test vectors. Waveform
analysis confirmed correct alignment of data paths, clock synchronization, and control logic
behavior. Subsequently, the design was synthesized, placed, and routed onto the FPGA.

Resource utilization reports indicated that the additional obfuscation logic introduced
only a modest increase in logic element consumption, remaining well within the capacity
of the Cyclone IV device.

To further validate the effectiveness of the hardware design, experimental results were
collected directly from the FPGA implementation. Input text sequences were encrypted,
processed through the obfuscation mechanism, and then decrypted in real time. The
resulting ciphertexts were again subjected to statistical frequency analysis Figure 2. Com-
parison between the software-generated and hardware-generated distributions confirmed
functional equivalence: both platforms achieved similar levels of character dispersion
and unpredictability.

Histograma de Caracteres Modificados (Directo)
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Figure 2. Exit text hardware-generated obfuscation distribution.

Conclusions and Future Work

In summary, the experimental results provide strong evidence that the proposed
obfuscation technique enhances the Caesar cipher without compromising its functional
reliability. The consistency observed between the Python prototype and the FPGA-based
RTL implementation demonstrates that the approach is both feasible and scalable across
computational platforms. Furthermore, the low hardware resource overhead highlights the
practicality of deploying the system in constrained environments where lightweight, yet
effective cryptographic mechanisms are required.
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Data Availability Statement: Python script has been updated into the following public reposi-
tory (https:/ /github.com/chrismisti/ ARTICULO-ESIME /blob /main/scripts/bits_change_comas.
py) (accessed on 31 August 2025). The plain text could be any content including symbols, for this exer-
cise I request ChatGPT-3.5 a text with 42,600 words, this file is available in the same repository under
the name “segunda_guerra_mundial.tx” (https:/ /github.com/chrismisti/ ARTICULO-ESIME/blob/
main/scripts/segunda_guerra_mundial.txt) (accessed on 31 August 2025). The result file including
the histograms will be generated automatically.
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