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Abstract

Trust assurance will be a cornerstone of the security and autonomy of sixth-generation (6G)
networks. Traditional trust models focus on data authenticity and integrity; however, 6G
systems increasingly rely on autonomous decision-making. This article presents blockchain
as a dual function in 6G: first, as a decentralized and immutable ledger, and second, as a
trustor, an entity that guarantees the transparency, traceability, and immutability of the
trust assessment process itself. A conceptual framework is proposed in which blockchain
houses both trust metrics and the logic that governs their assessment using smart contracts.
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1. Introduction

Sixth-generation (6G) networks promise a paradigm shift toward hyper-connected,
intelligent, and autonomous ecosystems. This paradigm encompasses new applications
and devices, such as telemedicine, the Internet of Things, autonomous transportation,
and smart cities [1]. As new enhancements and connected devices emerge, new security,
privacy, and operational challenges inherent to managing these networks arise. These
next-generation networks will be able to natively establish trust mechanisms and enable
continuous trust verification.

A multi-criteria method was proposed by [2], which takes into account criteria such
as network structure, user comments, etc. These criteria are then combined using weights
and techniques such as weighted average and weighted moving average to obtain a trust
value. Generative Adversarial Networks have also been used for trust management [3].
They first perform a trust assessment using fuzzy logic, the results of which are used to
train the neural network. This model allows networks to be classified using medium, high,
or low trust. The work carried out in [4] proposes the use of support vector machines to
determine whether a node is trustworthy or not in underwater sensor networks. Evaluating
trust using fuzzy logic is characterized by its ability to address uncertainty and allow trust
information to be represented in linguistic terms, making it a more flexible system. A review
of trust evaluation methods is presented in [5], highlighting fuzzy methods as scalable,
dynamic, and context-aware. In Blockchain technology, information is stored in different
nodes of a decentralized network, and each node has an identical copy of the book. This
allows information to be secure, traceable, decentralized, and immutable [6]. Considering

Eng. Proc. 2026, 123, 21

https:/ /doi.org/10.3390/engproc2026123021


https://crossmark.crossref.org/dialog?doi=10.3390/engproc2026123021&domain=pdf&date_stamp=2026-02-05
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/engproc
https://www.mdpi.com
https://orcid.org/0000-0002-6636-5323
https://orcid.org/0000-0002-3404-8657
https://orcid.org/0000-0001-7573-6272
https://doi.org/10.3390/engproc2026123021

Eng. Proc. 2026, 123, 21

2 of 5

these properties, blockchain technology can ensure that trust-related data is legitimate, thus
making the network environment more reliable. A trust evaluation mechanism for dynamic
spectrum access for IoT systems is proposed in [7]. This dynamic aspect causes different
unrelated services to share information; thus, this method guarantees privacy, information
transparency, decentralized access to the spectrum. A review of blockchain technologies to
guarantee trustworthy systems is carried out by [8]. Here, a trustor and trustee perspective
is presented in which the user can act as a trustor and the blockchain as a trustee. There,
the improvement in trust that this scheme provides is discussed, since the blockchain is a
trustworthy entity by nature. In the work carried out by [9], some attributes that should
be considered when evaluating trust in IoT systems using blockchain are discussed, such
as reputation, accuracy, confidence in authentication and authorization. It also discusses
how blockchain types influence trust and the challenges of trust in IoT, including trust
challenges in privacy, interoperability, and system integration.

2. Materials and Methods

Through the dual vision of leveraging blockchain technology, a system is proposed to
evaluate trust. The DLT performs two fundamental functions: the first is the decentralized
recording of trust-related data, which then acts as a trustor, evaluating trust through a
smart contract. The blockchain as a trustor implies that it will be the entity in charge of
estimating the trust of other entities, and these other entities known as trustees will be
continuously evaluated and the trust values will be stored in the DLT. Blockchain as a
trustor implies that it will be the entity responsible for estimating the trust of other entities.
These other entities, known as trustees, will be continuously evaluated, and the trust values
will be stored in the DLT. This approach provides a significant differentiation by ensuring
that the trustor is trustworthy in and of itself, and also by ensuring that the trustor is
decentralized, immutable, and transparent. The information needed to calculate trust is
collected through an independent module that can query external APIs and manage events.
This information will be used as input to calculate the trust level. The proposed system
will collect this information and process it using a fuzzy logic algorithm, in conjunction
with the blockchain, where the input information will be stored in the DLT. This algorithm
will be executed in a smart contract. The proposed architecture is shown in Figure 1.
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Figure 1. Trust Assessment Architecture.

2.1. Data Integrity Layer

This is responsible for collecting and recording information. To do this, it will consult
other algorithms to obtain information related to trust. This information will then be
used in another stage to obtain a final trust value. The algorithms will be responsible for
generating values that indicate how the nodes behave in a system. In addition, in this stage,
the input data will be processed so that it can be used to calculate the trust level. This
processing consists of giving the information a uniform structure, in addition to handling
values that are not available at a given time. Finally, since the information will depend on
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multiple different sources, this module will ensure that the input attributes have the same
format and are associated with a specific service or node at a given time.

2.2. Process Integrity Layer

As seen in Figure 1, there is a processing layer to calculate trust values. In this layer,
the DLT technology to be used and the protocols implicit in this technology must be taken
into account. This is because, depending on the DLT selected, it is easier to control costs or
even transact without incurring fees, as occurs in certain blockchains such as Ethereum.
An example is permissioned systems, which guarantee that network participants are
trustworthy and, likewise, the transactions executed will be more reliable. Furthermore,
since they are private, information will remain confidential. Another consideration is the
consensus protocols for approving transactions. There are many consensus protocols [10],
such as Raft, which consumes few resources but is not tolerant to Byzantine faults, or PoW,
which is decentralized and provides great security but presents scalability issues and high
consumption of computational resources. A smart contract will be deployed in the DLT
that will perform different functions. The first is that for each attribute, a value will be
calculated that indicates how good or bad that attribute is for the system. This can be done
with an artificial intelligence algorithm, fuzzy logic, weighted sum, etc. Algorithm 1 shows
some of the smart contract’s functions. It shows that for each dimension (attribute), a fuzzy
logic calculation is performed. These results are then processed again to obtain a final
confidence value. In addition, methods that allow information to be queried from the DLT
are necessary.

Algorithm 1 Smart Contract (Chaincode) of the Trust Assessment System

1: function TRUSTASSESSMENT (dimensions...)

2 Attestation <— TRUSTBYDIMENSION (atestacionInputs)
3 SAVEASSESSMENT (dimension, Attestation)

4: finalTrust < TRUSTASSESSMENT (Attestation, CTI, ...)
5 SAVEASSESSMENT (finalTrust)

6 return finalTrust

7: end function

3. Results

The results obtained using blockchain to evaluate trust are now shown. We focus on
the performance of the functions for calculating and reading information. The experiment
was conducted on a Hyperledger Fabric network, using the Raft protocol as a permissioned,
private network. The performance indicators presented were obtained using Caliper. The
results of performing the TrustAssessment transaction are shown in Table 1.

Table 1. Trust Assessment Performance.

Tx Rate (TPS) Latency (s) Throughput (TPS)
10 133.3 0.23 37.2

100 73.7 0.28 59.6

1000 76.5 0.20 73.7

Tx: Transaction number. Rate: Send rate from client Throughput The actual confirmation rate.
Latency expresses the response time per transaction.

As can be seen in Table 1, several experiments were performed varying the number
of transactions to measure the impact on latency and throughput. It can be observed that
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the throughput is maintained for a large number of transactions. Considering this, we can
say that it is a viable way for many services, since trust does not necessarily have to be
evaluated in real time; however, the capacity to process a large number of transactions
is evident.

The results obtained demonstrate the feasibility of using blockchain technology for
trust in 6G networks, as they demonstrated the ability to use smart contracts to execute
complex calculations, such as the implementation of the fuzzy logic engine. This, coupled
with the immutability and transparency inherent in DLT (for both data and smart contracts),
provides a solid foundation for a robust trust system. We can also say that the inclusion of
an external database makes data available for real-time decision-making.

4. Conclusions

The Trust Trustee stands as a cornerstone for achieving the integrity and accountability
of algorithms in 6G trust evaluation systems. It designates the blockchain not only as
a support layer, but also as a trusted authority for the trusted algorithms themselves.
The blockchain-based trust evaluation algorithm provides guarantees that make trust
mechanisms much more robust. First, it allows the trust logic to be immutable, since
modifying it requires a process that will always be verified and traceable. By storing each
entry and its logic, transparency can be guaranteed, allowing us to understand at any time
how certain trust values were obtained. A third point is that the trustor will no longer be a
central authority, which allows for greater trust.

By proposing a multi-stage system, we have a trust assessment that is more resilient
to failure and can work for applications that require real-time results, as we include a
decentralized application and an event-based system. The use of blockchain provides an
additional level of trust in the assessment system itself, ensuring that the records stored
there are transparent and authentic.
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