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Abstract

From hieroglyphic writing in ancient Egypt to the post-quantum edge, cryptology is usually
seen as an immortal concept that evolves within the enhancement of human civilization.
However, modern cryptography primitives try to make revealing ciphered information
as tough as possible for attackers. As a sort of enhancement, substitution boxes play an
important role in leveraging security, especially for symmetric-based algorithms. The S-box
concept is integrated internally into the encryption process for block ciphers and added as
a strengthened layer for stream ciphers. Consequently, in-depth analytical considerations
are always needed to gather the required information if any S-box wants to be integrated.
For this reason, this paper is about providing a scrutiny cryptanalysis for these S-boxes
and, more precisely, size ones, since they are not widely investigated.

Keywords: substitution box; cryptanalysis; security

1. Introduction

Cryptography is derived from two words from the ancient greek language, ‘Krypto’,
meaning secret, and ‘graphein’, meaning drafting or writing. Cryptography at first sight
comes as a technique to cover up the information and make it secretly transmitted be-
tween different instances (humans, servers, wall writes) [1]. It tries to transform a human-
comprehensible message into an obscure text called a ciphertext (incomprehensible). This
process is called encryption, and to obtain the original message, reversing the procedure is
sufficient to recover its value. The ciphering and deciphering approach plays a paramount
role in safeguarding communications. Nevertheless, cryptology is considered a timeless
science that has been in progress since its early appearance. The first exemplars of cryptog-
raphy were seen in Ancient Egypt (4000 BC) with the pharaohs, while its edge today is the
post-quantum era, where the National Institute of Technology (NIST) tries to prepare some
cryptosystems immune to quantum computer attacks. In general, cryptography provides
some necessary security properties that guarantee the trustworthiness of the information
flow. This illustrates its importance to always be in the enhancement process. One of
its main objectives is to ensure the confidentiality of any system’s users by hiding the
real value of the information that typically crosses the Internet [2]. Thus, cryptography
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primitives are categorized into two main sorts: symmetric and asymmetric algorithms.
The first ones are set to use the same key for both the encryption and decryption processes.
Meanwhile the second ones apply two different keys referred to as the public key and
private key for encrypting and deciphering, respectively [3]. Since asymmetric algorithms
are not resource-friendly in operational use, symmetrical ones are widely preferred due
to their simplicity of usage (only one key is needed). One of the main components of the
symmetric primitives is the substitution boxes, since they are the only part of the ciphering
process that offers nonlinearity between the input and the output. Therefore, this essential
component requires in-depth consideration due to its significant impact on the cryptosys-
tem’s security strength. As a result, this paper provides an analytical cryptanalysis from
several standpoints. This paper is structured as follows: Section 2 highlights the article
topic’s state of the art. Section 3 illustrates several cryptanalysis properties that an S-box
must consider to level up its resistance to cryptanalysis-based attacks. Section 4 uncovers
some of the well-known odd S-box cryptographic measurements in the literature. At the
other end, Section 5 calls attention to further consideration that must be take in into action
by researchers to enhance the S-boxes’ resilience to several cryptanalysis-related attacks.
To summarize, Section 6 synthesizes this article and open pathways for future perspectives
on the topic.

2. State of the Art

Substitution box (S-box) designs are frequently used to enhance cryptographic primi-
tives’ security, more precisely, the relation between the input and the output for the attackers
to counterfeit. In cryptography, Boolean functions are used as a source of nonlinearity
to build this sort of S-box, making it the only part of the cryptosystem that offers this
crucial attribute [4,5]. S-boxes are considered transform Boolean functions that generally
take n input bits and generate m output bits. The generated S-box can be represented
mathematically as the following function:

S:F — F', x— S(x)

Based on the published works in the literature, there are three types of S-boxes based
on their input/output sizes. They can be presented as follows in Table 1.

Table 1. S-box types in the literature [4].

S-Box Type Description

Straight S-box Refers to the S-box design whose input and output have
selfsame length

Compressed S-box Highlights the S-box architecture in which its input length is
greater than the output length

Expanded S-box Contrary to compressed S-box designs, the input is shorter than
the output in length.

Also referring to the literature, the S-box size does not exceed 9 bits in size and remains
at a 3-bit size as the lowest possible. Passing from the example of the Pyjmasks integrated
S-box to the DryGASCON256 one, even S-box sizes are widely adopted due to their ease of
use for block ciphers, since block sizes are also even (32-bit, 64-bit, 92-bit, 128-bit, 192-bit,
256-bit). For example, the widely employed AES cipher integrates a straight 8-bit S-box,
and DES incorporates a compressed 6-bit-to-4-bit S-box. Hence, odd-sized ones are ordinar-
ily neglected or rarely utilized. For this reason, we will try to focus on some of the efforts
made by researchers to mainstream the latter, along with providing an overarching idea
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about their security strength based on some of the well-known cryptographic measure-
ments that exemplify these S-boxes’ resistance to the following cryptanalysis attacks [6]. We
can mention bijectivity, nonlinearity, linearity, differential attack resistance, the avalanche
effect, and the immunity to algebraic attacks. Consequently, odd-sized S-boxes require
specialized cryptanalysis because they do not fit neatly into classical binary cryptographic
frameworks. Their mathematical properties, attack surfaces, and implementation quirks
make them both interesting and challenging to analyze. Hence, cryptologists must adapt
standard techniques (linear/differential cryptanalysis) or develop new ones to evaluate
their security.

3. Cryptographic Measurements for S-Box Security Assessment

In this section, we try to point out the widely used cryptographic measurement
by researchers to assess the substitution boxes” security strength. Hence, the security
evaluation differs between even and odd S-box sizes. In our work, we are concerned only
with measurements related to odd sizes as follows.

3.1. Bijectivity

Since S-boxes are considered a Boolean function, one of their main properties is that
an input must have only one output. For this reason, the bijectivity property carries this
out, where hamming weight is used for this matter.

Huy, (Y bip) =271 (1)
i=1

In this article, all the involved S-boxes meet the bijectivity property.

3.2. Nonlinearity

The major idea of this cryptography property is to make solving a set of equations
to obtain the initial input a hard task for the attacker to accomplish. Thus, the average
hamming distance is used for odd-size S-boxes.

3.3. Linearity Property

This property refers to a type of statistical attack that seeks the highest value of the
input-output factor disproportion, where the Linear Approximation Table is set to be
constituted as a fact of fact. We will consider the linear uniformity (LU) measure, which
indicates the highest value in the Linear Approximation Table [4,7].

3.4. Differential Property

This property refers to a type of statistical attack that utilizes the S-box Differential
Distribution Table (DDT) attributes to harvest information about the previous input/output
values. We will consider the differential uniformity (DU) measure, which indicates the
highest value on the DDT.

3.5. Avalanche Effect

This is a metric that examines the extent to which a cryptographic function’s output
varies when its input is moderately altered [8]. To attain a good avalanche effect property,
the Strict Avalanche Criterion (SAC) must have a change in the output greater than or equal
to half (0.5 or 50%),
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3.6. Algebraic Attack Resistance

This kind of cryptanalysis attack depends on the function’s algebraic characteristics.
The primary intention of an algebraic assault is to identify a polynomial with a certain
quality related to the Boolean function [9]. We will consider the Algebraic Immunity
measure, which indicates the maximum polynomial degree that is needed to break through
the whole S-box.

4. S-Box Cryptanalysis

To draw attention to the different cryptographic characteristics of odd-sized substitu-
tion boxes in the literature, this section will attempt to highlight the commonly used ones
together, highlighting their strengths and identifying the qualities that specifically require
more examination, despite their infrequent incorporation. Thereby, some instances of each
odd-size length will be taken into the evaluation process just to highlight how the values
of the cryptographic measurements differ from one S-box size to another. Thus, for 3-bit
S-boxes the choice is Pyjmasks [10] and PRINTcipher [11] S-box ciphers. For 5-bit S-boxes,
Ascon’s [12], Fidess [13] and Shamash [14] are considered. For 7-bit S-boxes, Wage [15]
is selected, and for 9-bit the DryGASCON256 [16] integrated S-box will be also involved
(Figures 1-6).

It is known that a cryptosystem’s strength is directly related to its S-box resilience.
However, an S-box’s strength always depends on the construction methods used. To the
best of our knowledge, there are three widely used methods: random search, metaheuristic,
and mathematical. As an example, random search could find acceptable S-boxes with ease
of implementation. Metaheuristics need more thoughtfulness but offer near-to-optimal
dynamic patterns. Lastly, mathematical methods offer robust solutions that suffer from
being statistical [4]. In this work, we are focusing on providing a thorough cryptanalysis to
spotlight some of the S-box sizes that require more exploration by cryptographers. Based
on Table 2, we can notice the following:

¢  The sophisticated small-size S-boxes highlight satisfactory cryptanalysis values, where
Pyjmaskz and PRINTcipher have similar results, where the nonlinearity equals 1.7142,
which is extremely good for a 3-bit S-box. For linear uniformity and differential unifor-
mity, the outcomes are tolerable due to the small number of possibilities. The avalanche
effect is broadly met by both ciphers together with immunity to algebraic attacks.

*  For 5-bit sboxes, thrice-evaluated S-boxes carry out flawlessly the cryptanalysis rec-
ommendations by NIST. However, Shamash exhibits the best upshots in comparison
with both Ascon and fidess.

e  Larger odd-size S-box cryptographic properties need to be more optimized, since for
average hamming distance the values 3.156 and 3.75 for Wage and DRYGASCON256,
respectively, are under what a good nonlinearity is expected to be.

e  For linear and differential attack resistance, Wage provides an acceptable value when
compared to DRYGASCON256 but needs more improvement in order to be catego-
rized as a good S-box contender.

*  SAC values are not as they are recommended to be, where both Wage and DRYGAS-
CON values are under 50%, at 35% and 47.57% accordingly.

e  For algebraic immunity, the value is always preferred to be at least half of the number
of the used bits in the S-box. All the examined S-box examples need more consideration
regarding this property. But, the 7-bit and 9-bit ones require some serious attention,
especially DRYGASCON256, where an attacker can solve a polynomial of degree 3 to
gain information about a 9-bit Boolean function.
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Figure 1. Pyjmask3 3-bit S-box Linear Approximation Table.

Figure 2. Fidess 5-bit S-box Linear Approximation Table.
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Figure 4. Ascon 5-bit S-box Distributed Differential Table.
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[[0.25  0.4375 0.5 0.4375 0.3 0.5625 0.4375 ]
[0.5 0.65625 0.3 0.4375 0.3 0.5 0.5 ]
[0.4375 0.5625 0.25  0.53125 0.625 0.40625 0.4375 ]
[0.375 0.5 0.75  0.40625 0.4375 0.4375 0.5 ]
[0.5 0.4375 0.575 0.5 0.375  0.46875 0.625 ]
[0.375 0.5 0.9 0.5625 0.5 0.25 0.5 ]
[0.75 0.5 0.5 0.46875 0.375 0.5 0.375 ]

Figure 5. Wage 7-bit S-Box SAC matrix values.

]

[[06.5625 0.9375 06.0625 0.0625 0.0625 0.0625 0.0625 0.5625 0.375
[0.5 0.5 0.9375 0.9375 0.0625 0.0625 0.0625 0.0625 0.625
[0.5 0.46875 0.9375 0.9375 0. 0. 0. 0. 0.
[0.0625 0.53125 0.46875 0.46875 0.9375 0.9375 0. 0. 0.
[0.0625 0.08625 06.46875 0.46875 0.9375 0.9375 0. 0. 0.
[0.03125 0.03125 0.0625 0.53125 0.46875 0.46875 0.9375 0.9375 0.
[0.03125 0.03125 6.0625 0.0625 0.46875 0.46875 0.9375 0.9375 0.
[0.9375 0.0625 0.0625 0.0625 0.6625 0.5 0.4375 0.4375 0.875
[0.4375 0.9375 0.0625 0.0625 0.0625 0.0625 0.4375 0.4375 0.625

Figure 6. DRYGASCON256 9-bit S-Box SAC matrix values.

— s L4 L 4 4 b 4

Table 2. Cryptanalysis of some well-known odd-size S-boxes.

S-Box Size Algorithm A_HD LU DU SAC Algebraic Immunity

3-bit Pyjmasks 1.7142 2 2 66% 2
PRINTCipher 1.7142 2 2 66% 2

5-bit Ascon 2.5 8 8 57% 2
Shamash 2.5 4 2 60% 2

Fidess 2.5 4 2 54% 2

7-bit Wage 3.156 20 8  47.57% 3
9-bit DRYGASCON256 3.75 160 130 35% 3

5. Discussion

Building on the aforementioned information, S-box pattern security needs progressive
enhancement since the cyber information world has developed so quickly. This fact can
jeopardize the cryptographic properties of any proposed scheme. From the cryptanalysis
results we have, it can be seen that smaller S-boxes are a little bit immune to some sort of
cryptanalysis measurement. Nevertheless, their search space is not that large for brute-
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forced searches. For example, 3-bit possibilities scale to 40,320 combinations, which are
not that hard to be audited. For 5-bit built-in substitution boxes, 32! ~ 2.63 x 10 is the
number of possibilities. This fact denotes that the larger the size of the S-box, the harder it is
for it to be hijacked. However, resource requirements also need to be considered, since the
larger size stipulates more time and energy to process one permutation. As a consequence,
several endeavors have been made by researchers to mitigate as much as possible the
aforesaid assault probabilities. We can cite the work presented by El Gaabouri et al. [4],
where the random search method was used to provide good security, where the latter can
be distinguished as the only 5-bit S-box that offers an algebraic immunity value equal to 3.
Moreover, there have been other attempts to increase the number of bits used by the S-box,
where lately, Prévost et al. [17] attempted the design o f a 10-bit S-box that might encourage
great extensions. However, considerations of the required computational resources and also
the design compatibility with the block size used by any cipher are some of the enormous
challenges that cryptographic designers face.

6. Conclusions

Achieving an ideal S-box will always be a challenging task. Thus, this topic is an
open field for development. This article can be approached from the point of view that
cryptographers should be aware of several challenges and how an S-box is evaluated on a
cryptanalysis basis. The different outcomes emphasize the need for additional considera-
tions of larger odd S-box sizes, which are unconventional due to the narrow regard given
to them in the literature. On the other side, small ones are commonly utilized, but they
have limited search spaces, which makes their fraud a question of time. For this matter,
a research question can be spotlighted: How can we arrange a secure substitution box with-
out neglecting its resource requirements? If so, can this be easily integrated into traditional
cryptosystems without requiring any changes to the fundamental core of their encryption
and decryption processes?
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