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Abstract

Machine learning (ML) in cloud architectures is used to manage powerful servers that run
distributed systems over the internet. ML predicts the workload and traffic from cloud
consumers and allocates resources according to the demand. ML in cloud architectures
is there to improve performance and increase availability to manage cloud computing
resources. The combination of ML and cloud architectures balances the workload and
ensures reliability. This research discusses cloud architectures that use ML to run different
algorithms to predict the improvement in the cloud architectures by using a cloud com-
puting resource dataset. The dataset is used with different classifiers with the same ML
framework that is discussed in this paper; the ML framework has a sequence to provide the
steps of the model training and testing and uses different techniques and methods for the
better performance of the cloud architectures. The researchers used various ML techniques
to create a model for predicting the workload. To enhance the model’s performance and
flexibility, we used a regression-based dataset that was recently updated, which was used
with different ML approaches to predict better performance in the cloud architectures. By
using the Generalized Linear Model, we achieved the highest performance. The R2 value
refers to the goodness of the model and its performance. Using cloud datasets and machine
learning with cloud architectures enhances performance using the different techniques in
this paper, resulting in a more generalizable model with overfitting risk. This study focuses
on refining the execution of cloud architectures with the help of ML.

Keywords: machine learning; cloud architecture; workload prediction; resource allocation;
model performance

1. Introduction
Cloud computing (CC) delivers computing services over the internet and provides

resources and access to users without physical infrastructure. Cloud resource management
is a process allocating and deallocating resources according to demand so that resources
can be used effectively, with minimized cost and high utilization and performance. ML and
cloud architectures enhance cloud resource management by predicted analysis, optimized
workload, and automatic scaling [1,2]. For instance, supervised learning techniques like
Decision Trees (DT), Support Vector Machines (SVM), K Nearest Neighbor (KNN), and
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many others evaluate attested and actual-time data that predict workloads, which helps
increase performance and utilization. By using ML algorithms to predict the workload
of a Google dataset, which has half a million tasks, a model predicted 80% of the cloud
workload and improved resource utilization and energy consumption [3]. Computing
resources are allocated dynamically by auto-scaling such Virtual Machines (VMs) or stor-
age based on the real-time demand [4]. CC faces several challenges, including efficient
allocation of workload complexity and resource cost optimization. Integrating ML into
cloud architectures improves decision-making, resource allocation, forecasting demand,
and workload distribution [5]. The ML model uses historical data to predict resource needs
according to cloud architectures that optimize the cloud network by enhancing service
load balancing and workload complexity. Using ML algorithms and cloud architectures
to predict consumer requests and workload helps to reduce the cost and traffic of cloud
consumers and ensures a high availability of resources. ML-and-cloud architecture combi-
nation is a powerful tool for innovation that advances the technology in different features
like predictive analysis, resource optimization, creating scalable solutions, making cloud
platforms more intelligent and efficient, enhanced security, and seamless scalability.

ML algorithms make cloud architectures smart and accurately predict the needs of
resources (CPU, memory, storage) and then allocate dynamically, resolving the issues of
over-provisioning and under-utilization. In this research, we integrate the ML of different
algorithms in cloud architectures for better performance and increased utilization. ML
predicts consumer requests and workload by using workload complexity and services,
load-balancing cloud architectures. Workload cloud architectures help to improve the per-
formance of resources and allocate them according to demand, and service load balancing
in cloud architectures helps to improve utilization, increase availability, and better perfor-
mance by using an ML model that predicts the load according to the needs. Our framework
seeks to improve the execution of cloud resources by using different techniques and meth-
ods that help better model prediction [6]. The researchers applied ML techniques in CC
resource management by using supervised, unsupervised, and reinforcement learning to
predict current and future workloads. The main objective is to minimize the servers or
VMs to keep them safe from power and expenses [7]. Furthermore, some researchers apply
ML algorithms to predict security in the cloud for data management to more efficiently
solve issues and improve security threats in CC. This research is based on cloud resource
performance in cloud architectures that face the issues of workload and performance due
to the heavy traffic of cloud consumers, so to achieve high performance and efficiency in
CC, we used the cloud resource management dataset from Kaggle. This dataset contains
all the effective features that help to refine the utilization, execution, and stability of the
data. Figure 1 shows the cloud computing resources. We used several methods like feature
selection and a synthetic approach to extract the essential features. Different ML algorithms
like Logistic Regression (LR), Gradient Boosting (GBT), Generalized Linear Model (GLM),
DT, SVM and KNN were applied to maximize the performance. Figure 2 shows the research
paper workflow.
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Figure 1. Cloud computing resources.

Figure 2. Research paper workflow.

2. Literature Review
Cloud resource management improves resource allocation, costs, and efficiency in

cloud computing, and supervised, unsupervised, and reinforcement learning techniques
are also used. Ref. [1] surveyed the latest objections to power effectiveness and cloud
source control using ensemble learning methods. Machine learning techniques for resource
management in CC focus on workload, optimizing costs, energy, and resource utiliza-
tion [8,9]. Some focus on statistical approaches and popular ways to predict workload. The
resource management [10] has some features like task scheduling, virtual machine place-
ment, and VM rescheduling and relocation. Challenges face managing heterogeneous cloud
infrastructures and balancing energy, cost, and workload. One issue faced is abnormal
workload prediction. Workload prediction for CC is systematic resource optimization and
maintains the quality of services by suggesting collection grounded in workload forecast
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techniques for excellent perfection of CPU usage and memory usage [11]. ML and big data
can handle dynamic workloads and help to improve production in large-scale factories;
they use techniques to predict energy usage and resource needs, making factories run
evenly [12,13]. ML in cloud architectures helps increase utilization, availability, and perfor-
mance. Resource managers can easily allocate resources according to the base of prediction.
Unsupervised learning and big data processing enhance the system’s manageability and
result in better real-time decision-making [14]. ML techniques optimize resource usage,
improving performance and reducing downtime and decision-making. ML algorithms in
dynamic resource allocation for CC, such as supervised learning tasks similar to regres-
sion, SVM and Random Forests (RFs), help to forecast source requirements grounded in
authentic data [15]. Resource management and workload prediction in CC environments
using ML techniques and their application’s increasing dependence on virtualization and
cloud services make resource allocation better. By using the ML technique for workload
prediction using the Mean Gap (M-GAP) forecasting and Zero Gap (0-GAP)forecasting
procedures, the enhancement is between 75% and 90% in CPU use forecast and 92% to 95%
in memory use forecast. Applications of workload prediction methods such as neural net-
works and SVM have focused on improving prediction accuracy with clustering strategies
such as prediction clustering and dynamic-based clustering to provide magnified results
in cloud resource management, and ML approaches have crucially enabled better predic-
tion, scheduling, and resource allocation [16]. Future strategies will focus on improved
system manageability and elasticity, multi-dimensional resource management, and the
integration of sophisticated learning techniques [17,18] to meet the demands of quickly
expanding cloud applications. Workload prediction approaches like neural networks and
SVM have focused on making prediction accuracy better using clustering techniques like
prediction clustering and dynamic-based clustering to enhance cloud resource management
results [19,20]. Better scheduling, prediction, and resource allocation have also been made
possible by machine learning techniques [21]. Importantly, prediction, scheduling, and
resource allocation have increased.

3. Methodology
The proposed methodology for this research uses CC architectures integrated with ML

to improve performance of cloud resources, where it can manage resources and distribute
workloads using the cloud architectures. The performance predictions are made by using
ML algorithms such as LR, GBT, GLM, DT, SVM, PR, and KNN. The cloud architectures
are the workload architecture and service load balancing. By using the architectures
to predict the performance of cloud resources, we use regression data to improve the
accuracy and execution of workload prediction. Overall, the key point as to methodology
deals with creating an effective model using ML to predict the resource workload based
on architectures.

3.1. ML Enhanced Cloud Architectures
3.1.1. Workload Architecture

The workload architecture handles the available resources to optimize performance
and prevent disturbance. According to the workload complexity dataset features, initial
utilization and initial performance scores are inputs to predict performance improvement
using ML models. ML predicts the current and future workload based on historical data
and ensures that the resources are dynamically allocated and reallocated according to their
needs for better efficiency, as shown in Figure 3.
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Figure 3. Workload prediction.

3.1.2. Service Load Balancing Architecture

Load balancing distributes the incoming network traffic and workload from multiple
servers or resources in CC to ensure high availability and performance. ML models can
help minimize under-provisioning or over-provisioning which leads to a balance between
cost and performance. The load balancer distributes workload according to the model
traffic prediction and more efficiently reduces suspension, and faster response time can
improve performance or help prevent bottlenecks, as shown in Figure 4.

Figure 4. Service load prediction.

3.2. Machine Learning Classifiers
3.2.1. Linear Regression

LR exists as a supervised machine learning classifier used for continual outcomes;
in our case, linear regression utilizes the model relationship between features like the
initial resource pool, initial cost per unit, and workload complexity to predict performance
improvement. It pretends to relate to I/O features. The simpleness of linear regression
makes it interpretable and offers a perception of resource allocation and utilization efficiency
directly to performance outcomes.
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3.2.2. Gradient Boosted Tree

GBT is an ensemble learning algorithm that builds models according to a sequence;
each model corrects the errors in the previous one. We used GBT to predict performance
improvement through features like optimized resource allocation, initial performance
score, and cost efficiency improvement. GBT handled the missing data and feature im-
portance that helped us to understand which ingredient had the greatest influence on
performance improvement.

3.2.3. K-Nearest Neighbor

The KNN classifier exists as a supervised machine learning model that is applied
for both regression and classification problems. KNN predicts and is dependent on the
nearest data end in a special space. “K” in KNN is the digits of neighbors. In our case, we
used KNN to predict performance based on features’ initial resource pools, initial cost, and
workload complexity. It is used for smaller datasets because of its simplicity and minimal
training. KNN has distinct ways to measure the distance between points. Distance metrics
are very important because KNN accuracy depends on distance.

3.2.4. Decision Tree

DT exists as a supervised ML classifier that is applied for classification problems or
regression problems. The algorithm aids in predicting improved performance based on
features’ initial performance score and optimizes resource allocation and initial utilization.
The tree has structured nodes and branches, and the leaf nodes represent the prediction
value or class label. Its Greedy approach is the step where it splits and obtains the best
possible data like Gini impurity and Entropy. It is an easy method because every decision
is clear and visual.

3.2.5. Generalized Linear Model

A GLM is a model that is used for regression and classification and uses a wide range
of relationships among predictor and response variables when the response variables do
not track the usual dispensation. Features like initial performance score, optimized resource
allocation, and cost efficiency improvement can predict improved performance.

3.2.6. Support Vector Machine

SVM exists as a supervised ML classifier applied to classification problems and regres-
sion problems. SVM finds the best boundary that disconnects the ends of separate classes.
SVM forecasts the improved performance finds the hyperplane and separates different
points. The edge is the distance between the plane and closest support vectors. We used
features like the initial resource pool, workload complexity, and optimized performance
score. SVM’s main point is to increase the edge for exceeding generalization. SVM can
manage linear and non-linear data using kernel tricks.

3.3. Machine Learning Framework

Our framework is the guidance, tools, and libraries that are used to build, develop,
and implement ML models. The framework also works with several datasets and ML
algorithms, to make development faster. The framework supports several ML techniques,
including supervised and unsupervised learning, and can integrate with cloud services.
It has a sequence of processes, including data collection, model selection, training, model
evaluation, and deployment. In Figure 5, we present a dataset from Kaggle that is updated.
After collecting data, we started data preprocessing, cleaned the data, and replaced missing
values. After cleaning the data, we used the outlier removal approach to balance the
data and variables and chose to minimize the number of inputs by picking the most
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relevant variables. Then the data was divided into developing, validating, and testing
parts. In developing and validation, we selected the input features and target features;
after selecting features, we selected the ML algorithms according to the dataset. In the ML
algorithms’ processing of the model predictions, some values were used in formulas to
examine the performance of the model; end results are displayed in the table at the end of
the discussion below.

 

Figure 5. Machine Learning Framework.

3.3.1. Feature Selection

The procedure of picking out and appointing the highest applicable variables and
removing the non-applicable variables improved the model’s accuracy and performance.

Feature selection was applied to predict improved performance. It had many proce-
dures for variable selection like the refining process, envelope process, and encased process.
We combined features like workload complexity and initial utilization to devise novel
variable workload utilization and understand the connection among the resources and
workload, which was used for bettering performance and leading to accurate prediction.

3.3.2. Outlier

An outlier is a data point that lies at an abnormal distance in a random sample from a
population. Outliers can impact model accuracy, which makes their identification crucial.
The tool Rapid Miner can be applied to outliers to detect or generate outlier scores which
helps to handle outliers and make the accuracy of the model the best.

3.3.3. Split Data

The data splitting process divided the dataset into separate sets such as training and
validation and testing. The training and validation sets were employed to develop the ML
standard and make predictions, and the authentication data was employed to evaluate
performance during training to ensure that it did not overfit. Finally, testing data was used
to evaluate model performance on unseen data after training was completed. The data
was split into 70% for training and validation and 30% for testing to ensure that the model
avoided underfitting and overfitting on unseen data.
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3.4. Tool

RapidMiner is an open-source platform popular in data science and ML tools. It is used
for data preparation, modeling, evaluation, and deployment. We used RapidMiner 10.3 to
predict CC resource management.

3.5. Dataset Description

There are many datasets on Kaggle related to CC resource management. Still, we
used an updated dataset that is a CC resource prediction dataset based on the basics of
its 12 features. The dataset has various parameters of resource allocation both before and
after optimization. The number of instances in the dataset is 1000. The target features are
utilization improvement, cost efficiency improvement, and performance improvement. The
features and their descriptions are shown in Table 1.

Table 1. Features and their descriptions.

Feature Description

Initial resource pool The set of computing resources available for cloud
services before workload execution begins.

Workload complexity How demanding or complicated a task being
processed is.

Initial utilization The available resource pool being used for the
workload execution.

Initial cost per unit The initial cost of the resources before the execution.
Initial performance score A score of the workload before optimization.

Optimized resource allocation Dynamic reallocation of resources based on the actual
demand of the task.

Optimized utilization The percentage of resources used after the
optimization process.

Optimized cost per unit The cost of used resources after the optimization.

3.6. Predicted Analysis

The ML algorithm was selected to find the best execution with the dataset. We
compared to the predicted value the actual outcomes for the best performance and reliability.
So, we applied various ML algorithms [22–24] such as LR, GBT, GLM, DT, SVM, PR, and
KNN. According to the framework, all algorithms were applied individually to check the
performance and obtain a higher R2, which meant that the model had high goodness and
performed very well. The RMSE and MAE explain prediction errors but they are sensitive
to outliers; both values are better when they are lower [25]. Many classifiers were applied
to the dataset, which is described above in this paper, but the best one which fitted the
model and gave the best results is described below.

3.7. Predictive Modeling Process

The GLM uses linear regression to handle several types of data distributions, not
just normal distributions. The GLM achieved the best R2 value of 1.000 and the model
explained the goodness of the variance in the data; also, the RMSE and MAE showed
minimal prediction errors. So, the GLM predicted performance accurately and was reliable
choice for the dataset [26,27]. RapidMiner was used to check the best result. In the
processing, we selected a set role to describe the role and then selected an attribute from
the dataset; after this, we split the data and used the GLM. The RapidMiner processing for
the GLM is shown in Figure 6.
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Figure 6. GLM.

4. Results
This paper discusses the findings of the predicted analysis of the performance en-

hancement in CC by ML. The results are based on different ML algorithms using cloud
architectures to achieve better performance. According to our dataset, regression data
accuracy was found through evaluation metrics. Commonly used methods for this are
R2, RMSE, and MAE. These results are shown in Table 2. R2 is the proportion of variance
explained by the model; it being closer to 1 means better model performance. The combi-
nation of R2 and RMSE to find the overall accuracy for regression data is used because it
covers both the model fit and error. The table below shows the accuracy found based on R2.
The values are given below. Given the data, it can be noticed that the GLM is the winning
model, as it has the maximum R2 value of 1.000, the lowest RMSE of 0.179, and an almost
low MAE of 0.086, but Decision Tree is better than the GLM. Decision Tree has an R2 value
of 0.999, which is quite good, RMSE of 0.132, and MAE of 0.080, which is better than that
of the GLM. LR comes in third with a satisfactory R2 of 0.996, with a borderline RMSE of
0.488 and MAE of 0.295. Other models such as SVM, PR, and KNN have a lower R2 and
wider scope of errors and, therefore, performed poorly. The given chart compares the ML
classifiers applied to improve the performance prediction, with the R2 achieved by cloud
resource workload prediction. For comparison, Table 3 shows previous work performed
on the proposed system.

Table 2. Performance metrics of different algorithms.

Algorithm R2 RMSE MAE

LR 0.996 0.488 0.295
GBT 0.998 0.523 0.299
GLM 1.000 0.179 0.086
DT 0.999 0.132 0.080

SVM 0.000 0.542 0.252
KNN 0.992 0.5671 0.495
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Table 3. Comparison of techniques and classifiers with reported accuracy.

Author Year Technique Classifier Accuracy

IKHLASSE [18] 2020 CGPANN Neural Network 97.81%
FATIMA [19] 2019 NOMA SVM 98%
THANG [20] 2019 QOS Auto-scaling 91%
GAITH [21] 2020 RNN-LSTM DL 96%

JIECHAO [22] 2020 T-D Clustering-based 95%
SUKHPAL [23] 2019 HRM CO 95%

UMER [24] 2020 DDoS SVM 99.7%

5. Conclusions
This research used ML algorithms in cloud architectures due to issues and challenges

faced related to workload complexity and the traffic of cloud consumers. Using ML algo-
rithms, that is, LR, GBT, GLM, DT, SVM, PR, and KNN, in the workload cloud architecture
and service load balancing cloud architecture can improve the performance and decrease
the workload according to dynamic allocation. Among all the classifiers, the GLM had the
maximum R2 value which means that the model had goodness of fit. The GLM achieved
the best result using the cloud resources to increase the performance. The framework was
used for all classifiers which divided data which were for testing or training and validation.
Input data were selected and target data were selected for training and testing. After the
data selection, the model was selected for an ML algorithm; all algorithms succeeded using
the framework and the best performance was gained. After the testing, the result was
checked by using different formulas and the best result was given by the GLM classifier.
The testing model used in this paper for machine learning was RapidMiner; through Rapid-
Miner, the result was obtained and it was decided which was the best for the cloud resource
performance. The ML model can predict real-time workload and dynamically allocate and
deallocate cloud resources, which optimizes cost and reduces resource wastage which helps
cloud services to work efficiently. In the future, cloud systems will use the ML model for
self-healing capability, modeling cloud logs, and metric analysis that will predict failures
and automatically perform the resolution actions. So, downtime will be minimized and the
system will be reliable. The results are visualized in Figure 7.

Figure 7. Classifiers’ R2 comparison.
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