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Abstract

Intelligent sensors with embedded AI are key to modern cyber-physical systems. They
find applications in industrial automation, medical diagnostics and healthcare, smart cities,
and autonomous systems. Despite their significant potential, they face several hardware
challenges related to computing power, energy consumption, communication capabilities,
and security, which limit their effectiveness. This article analyzes factors influencing the
production and deployment of AI sensors. The key limitations are energy efficiency, com-
puting power, scalability, and integration of AI sensors in real-time conditions. Among the
main problems are the high requirements for data processing, the limitations of traditional
microprocessors, and the balance between performance and energy consumption. To meet
these challenges, the article presents several practical and innovative approaches, including
the development of specialized microprocessors and optimized architectures for “edge com-
puting,” which promise radical reductions in latency and power consumption. Through a
synthesis of current research and practical examples, the article emphasizes the need for
intermediate hardware–software solutions and standardization for mass deployment of
AI sensors.

Keywords: smart sensors; AI sensors; hardware; energy efficiency; edge AI; challenges

1. Introduction
The development of technology is giving impetus to the production and application

of smart sensors that collect and process multi-sensor signals and perform interactions
required for monitoring and control in many fields such as medicine, healthcare, agricul-
ture, military industry, autonomous aircraft and vehicles, security, marketing profiling
of customers, etc., [1]. AI provides powerful tools and algorithms for processing and
analysis that enable the huge amount of data collected from intelligent sensor monitoring
of the physical world to be analyzed and used to generate insights, make highly accurate
predictions, and take effective actions. Combining AI and sensors is a rapidly developing
field and a powerful way to understand and influence the world around us. Research
shows a strong, growing demand for energy-efficient, high-performance hardware tailored
to the unique requirements of AI-based applications implemented on IoT devices [2].

The rapid development of AI and its penetration into peripheral devices pose signif-
icant hardware challenges for modern sensor systems. The integration of AI with AIoT
devices has experienced rapid growth, largely due to the effective implementation of deep
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neural networks (DNNs) and machine learning (ML) models across various domains. How-
ever, deploying ML and DNN on such devices comes with challenges, primarily related to
computational capacity, storage, and energy efficiency [3]. The implementation of AI in
sensors is associated with challenges such as temperature constraints caused by the huge
computations and the heat generated during these intensive computations. At the same
time, AI sensors require more memory. Integrating memory modules into small sensors
requires creative solutions for data compression and optimization. The transmission of
AI-based information requires high-speed and secure communication protocols. Efficient
edge computing protocols are needed. The challenge is to minimize latency and maximize
throughput and security [4,5].

This paper analyzes the key constraints related to energy efficiency, computing power,
and the integration of AI sensors in real-time environments. The analysis highlights the
main issues related to high data processing requirements, the limitations of traditional
microprocessors when working with ML and neural networks, and the balance between
performance and power consumption using high security in the IoT or cloud. Approaches
are promising and will improve performance. By outlining and addressing the relevant
issues, we hope to demonstrate the real benefits of these technologies and the need for a
multidisciplinary expert approach and collaboration between researchers, industry partici-
pants, policymakers, and end users to find practical and actionable solutions for innovative
sensor hardware.

To address these challenges, various innovative approaches can be used, leading to
a reduction in data transfer and processing delays and, consequently, energy consump-
tion. Therefore, the latest innovative technologies in the field of memories used in sensor
devices, optimization of architectures for Edge AI, and implementation of specialized AI
microprocessors can be used.

2. Related Works
2.1. Applicability of Sensors with AI Factors

According to research works [6–8], there is an increased consumer interest in the devel-
opment of applications based on AI, which enable decisions to be made in various industrial
areas, driven by sensor data utilizing the most adaptive AI technologies. Technological
innovations in sensor technology, such as minimizing sensor size, increasing accuracy, and
reducing power consumption, enable the integration of these sensors into smaller devices
and collect more data in real-time. There is a trend towards the increased adoption of
intelligent systems in various fields such as agriculture, medicine, home automation, and
industrial applications of the Internet of Things [9,10]. Government initiatives, funding
programs, and partnerships also play an important role in determining how AI sensors
are used and adapted. For example, the European Union is allocating a lot of money to
AI-related projects and AI sensors. The development of smart cities is also driving the
growth of the AI sensor market [11].

The increasing use of cloud platforms for data storage and processing also contributes
to the rise of the AI sensor market. Cloud infrastructures provide access to vast amounts of
data, processed and analyzed in real-time by AI sensors, allowing them to make informed
decisions. This increases the demand for AI sensors, especially in healthcare for patient
diagnosis and treatment, as well as in drones and vehicles for obstacle detection and
collision avoidance [12].

2.2. Problems Integrating AI Sensors with Industrial Systems

The authors in [13] consider sensor hardware from the perspective of architectural con-
straints caused by the requirements for limited energy resources, small size, and real-time
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processing. In [14], the integration of artificial intelligence techniques into electrochemical
biosensors for disease prediction and diagnosis is analyzed. In [15], an energy manage-
ment system in smart buildings using artificial intelligence sensors is proposed, which
more accurately predicts energy consumption, facilitates real-time monitoring, and detects
anomalies. The authors in [16] discuss the issue of faulty AI sensors in the agricultural
sector and the likelihood that they provide misleading data, which can reflect incorrect
plant development and profitability. Defect detection in AI sensors for agriculture using
neural networks is proposed in [17]. A study on hardware risks in AI sensors is proposed
in [18]. The authors examine FPGA-based security approaches, utilizing AI for security in
conjunction with traditional processors, and developing AI-based security solutions on
FPGA platforms.

2.3. State of the AI-Powered Smart Sensor Market

Research conducted by consulting and marketing companies on the trends of the
global AI sensor market [2,19,20], etc., focuses on the manufacturing technology of AI
sensors, the market segments in which they are used, the key manufacturers of these
sensors, and what is the global and regional market status of AI sensors. The results of
the research by various marketing companies show an increase in their production from
31.4% to 45.3% by 2030. The global AI sensor market reached USD 4.06 billion in 2023
and is expected to reach USD 55.62 billion by 2030. The European AI sensor market is
also expected to grow at a compound annual growth rate (CAGR) of 38.4% from 2024
to 2030. The dominant consumer of AI sensors is Germany, followed by the UK and the
French market [21]. There is also a trend of increased interest in the production of chips
for sensor-based intelligent devices, and according to [22], their market is expected to
reach USD 400 billion by 2027, up from USD 45 billion in 2023. Nvidia is the leader in the
production of all chips used for AI, producing more than 80% of the chips and holding a
near monopoly in the network equipment used to combine the chips in data center servers.
Table 1 summarizes the interest and applicability of sensors with AI.

Table 1. Interest in AI sensors.

Sensor Types By Technology, Managing
the Functionality

List of Companies,
Leading AI Sensors

Purpose of the
Application

Light
Position
Pressure

Navigation
Temperature

Ultrasonic
Optical
Motions

Machine learning,
Natural language

processing,
Computer vision,

Context-aware Computing
data

Teledyne Tech. Incor.,
Goertek Inc., Yokogawa

Electric Corp., Robert
Bosch GmbH, Sensata

Tech., Excelitas Tech. Corp.,
Sony Corp., Baidu, Inc.

Hokuriku El. Industry Co.,
BAE Systems PLC,

Oracle Corp., RELX PLC,
Inc. Sensirion AG,

Sensortek Tech. Corp.,
Silicon Sensing Systems

Limited data.

Industrial support and
process management in

various industries such as
power supply, agriculture,
mechanical engineering,

etc., smart home,
innovative city

management; monitoring,
diagnostics of patients in

healthcare;
Autonomous driving of

cars, etc.

Figure 1 shows the interest in a specific type of AI sensor. Users show the greatest
interest in pressure, temperature, optical, position, motion, and navigation sensors. AI
motion sensors hold a leading position [23]. This is related to the tasks they perform
in various systems, including industrial automation, fitness wearables, healthcare, and
monitoring and security systems, which increases their demand.
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Figure 1. AI sensor market by type in 2023.

Leaders in the production of AI sensors include companies such as Teledyne Technolo-
gies Incorporated, Goertek Inc., Yokogawa Electric Corporation, Robert Bosch GmbH, and
Sensata Technologies, among others. When familiarizing themselves with the activities
of the companies, it is immediately noticeable that almost all of them develop research
and innovation activities in the field of sensor technologies and are leaders in this field.
For example, Yokogawa develops molecular spectroscopic sensors to visualize and detect
invisible information. This technology is expected to boost various industries, including
minimally invasive medical treatments for cancer diagnosis, blood sampling, and genetic
testing, as well as logistics management. The authors in paper [23] consider the application
of flexible, thin sensors that can be flexibly installed over large areas and adapted for vari-
ous purposes and measurements, including industrial infrastructure, traceability, robots
and cars, healthcare and other applications, as well as for optimal plant monitoring, quality
control in logistics and vital data management.

3. Characteristics of Smart Sensors with AI
Sensors with integrated AI are designed to process raw data, identify patterns, and

make sense of the information they collect. They have the ability to collect, understand,
interpret, learn, predict, adapt, make decisions, respond to various interfaces, and function
autonomously without human intervention. Data processing is performed by AI models
that are trained on large datasets collected from various sensors. AI sensors with embedded
intelligence can communicate collaboratively or over the internet.

3.1. Functional Difference Between an Intelligent Sensor and a Sensor with Built-In AI

The difference between a “smart sensor” and an “AI sensor” lies in their functionality
and data processing capabilities, which are systematized in Table 2.

Table 2. Comparative analysis between an AI and a smart sensor.

Characteristics Smart Sensors AI Sensors

Data processing
Local processing of essential data
with predefined algorithms. Basic

filtering

Working with AI algorithms,
machine learning, neural networks,

and pattern recognition
Adaptivity Adaptability is limited Self-learning models

Noise filtering Filtering through specific
mathematical algorithms

Self-learning noise and detecting
anomalies

Calibration Manual or semi-automatic Automatic with AI-based corrections

Real-time solutions Fast responses, but with limited
complexity

Autonomous decision-making based
on more complex AI analyses

Network integration Connectivity with IoT platforms and
industrial protocols

Integration with AI-based networks
and self-learning

Energy consumption Lower Higher
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Table 2. Cont.

Characteristics Smart Sensors AI Sensors

Predictive analysis Limited Autonomous
Energy efficiency Lower energy consumption Algorithm-dependent
Communication Local or cloud Mostly local

Latency Minimal Depends on the algorithm

Complexity of implementation Easy Complex implementation and
training of AI models

Applications Industrial automation, medicine, IoT,
and more

Autonomous vehicles, Industry 4.0,
customized solutions

Benefits Lower energy consumption
Easier integration and reliability

Self-learning, adaptation, prediction,
trends, autonomy, independence

from external computing resources

Disadvantages

Limited adaptation to new conditions
and inability to process complex

unstructured data. Making complex
decisions through external systems

Higher consumption,
Requires training and setup,

Complex implementation and
maintenance

3.2. Hardware Components of an AI Sensor

Figure 2 presents a block diagram of an AI sensor, and Tables 3 and 4 describe the
main modules.

 

Figure 2. Main components of AI sensors.

Table 3. Hardware analysis and smart and AI sensors.

Characteristic Smart Sensor AI Sensor

Processor (CPU/MCU/AI chip) Low-power microcontroller (MCU) High-performance CPU/GPU/NPU
for AI computing

Memory (RAM/Flash/EEPROM) Small amount of RAM and Flash
memory for basic operations

More RAM and NAND/SSD
memory for processing complex AI

algorithms

Analog-to-digital converter (ADC) Built-in low-resolution ADC
(10–12 bits)

High-precision ADC (16–24 bits) for
processing complex data

Sensor module Basic sensor element (temperature,
pressure, motion)

Advanced sensors (lidar, infrared,
multispectral)

Embedded algorithms Fixed filtering and calibration
algorithms

Dynamic algorithms for machine
learning and neural networks
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Table 3. Cont.

Characteristic Smart Sensor AI Sensor

Neural processing unit (NPU) Lacks Dedicated NPU for AI computing

Communication interfaces 2C, SPI, UART, RS-485 I2C, SPI, UART, RS485 + Ethernet,
Wi-Fi, 5G, Edge AI

Power consumption Low (few milliwatts) Higher (watts to tens of watts) for
complex processing

Power supply Batteries, energy-efficient solutions High-performance power supplies
(12 V, 24 V, PoE)

Form factor Compact, integrated into IoT devices Larger size due to additional AI
hardware

Thermal management Minimal heat dissipation, no active
cooling required

Higher due to powerful hardware
and AI capabilities

Price Lower, affordable mass production May require heatsinks or active
cooling (fans)

Table 4. Comparative analysis of smart and AI humidity sensors.

Characteristic Smart Sensor AI Sensor

Processor Microcontroller (MCU) with basic
processing

Powerful processor (MCU + NPU)
for AI analysis

Memory A little RAM (2–32 KB) и Flash (up
256 KB)

Expanded RAM (512 MB–4 GB) and
NAND/SSD

Sensor module Capacitive or resistive sensor for
moisture measurement

Advanced multi-channel capacitive
sensor with ML processing

Analog-to-digital converter (ADC) 10–12 bits for basic measurements 16–24 bits for precise humidity
analysis

Embedded algorithms Fixed calibration and noise reduction
algorithms

Dynamic machine learning for
improved accuracy

Neural processing unit (NPU) Missing Specialized NPU for real-time data
analysis

Communication interfaces I2C, SPI, UART, RS-485 I2C, SPI, UART, RS485 + Ethernet,
Wi-Fi, 5G, Edge AI

Power consumption Low (1–5 mW) Higher (200–500 mW) due to AI
calculations

Power supply 3 V–5 V DC 5 V–12 V DC or PoE

Form factor Compact, suitable for IoT devices Bigger due to additional AI
processing hardware

Thermal management Minimal heat dissipation Possible need for a heat sink for high
computing power

Price Lower (USD 5–USD 50) Higher (USD 50–USD 300)

The data analysis in Tables 3 and 4 clearly outlines the hardware challenges of
AI sensors.

As shown in Tables 2–4, smart sensors are more compact, energy-efficient, and utilize
basic microcontrollers. They are suitable for simpler measurements and monitoring in
standard measurement and control systems. Sensors with built-in AI feature powerful
processors, larger memory, and advanced sensor modules. They usually have more complex
data processing algorithms that allow them to recognize objects, predict trends, analyze
behavior, and take automated actions in real-time, making them suitable for autonomous
systems, predictive maintenance, and advanced data analysis.
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3.3. Ways to Implement AI in Sensors

AI is most often integrated into the software part of the sensor device; it runs on the
sensor’s computing platform, and can be implemented in several ways:

3.3.1. Embedded Software

Directly integrated into the sensor software stack and running on the microcontroller
or processor, they are often called Edge AI sensors. These sensors perform intelligent local
feedback, such as real-time data analysis and interpretation without external computing
resources. Embedded AI software in sensors may include the following components [24]:

• Machine learning algorithms train the sensor to recognize and analyze the objects,
scenes, patterns, or behaviors in the collected data;

• Prediction and optimization models, based on past data to predict future events,
optimize resources and processes, forecast trends, warn of anomalies, or optimize
resources such as energy or time;

• Image and video processing algorithms that enable the recognition of objects, faces,
motion, and other features in visual data;

• Interfaces for interaction and communication with other devices or systems allow the
sensor to transmit data, receive commands, and integrate with various control and
monitoring systems.

These embedded AI software components work together to enable the sensor to
analyze and interpret data in real-time, delivering features and application capabilities
with intelligent characteristics.

3.3.2. Cloud Data Synthesis

AI can be integrated into the sensor by connecting to cloud services for data processing
and analysis. The sensor sends data to a cloud infrastructure for processing and analysis.
This model is used when the sensor does not have sufficient computing resources or algo-
rithms to process data on the device, but can connect to the Internet. Cloud-based data
synthesis allows devices with limited resources to use complex analytical algorithms and
data processing models, while providing the ability to centrally manage and monitor data
from different devices. At the same time, it should be noted that cloud solutions have dis-
advantages, especially in terms of energy consumption, data security, and response speed.

3.3.3. Hybrid Approach

Sensors powered by both on-premises and cloud-based AI use a hybrid approach.
Such sensors can process data in real-time, while more complex analytical operations are
performed on the cloud platform. This approach increases the sensor’s flexibility and
ability to handle various requirements and scenarios. The choice of a specific approach
depends on the application requirements, including real-time data processing, level of
intelligence, internet accessibility, and other factors.

3.3.4. Comparative Analysis and Evaluation of Possible Applications and Real-World
Implementations Between Edge AI and Cloud AI

Research shows that Edge AI sensors significantly reduce latency by processing data
closer to the source, making them ideal for real-time applications such as autonomous
vehicles and IoT devices that require immediate responses. Such sensors reduce the need
for constant data transmission, saving bandwidth and lowering communication costs,
especially when network quality is variable or data volumes are high [25]. Edge AI sensors
are also believed to enhance privacy by keeping sensitive data locally, reducing exposure
to external threats during transmission [26]. At the same time, criticism has also been made
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regarding the suboptimal accuracy resulting from smaller training datasets and limited
resources [27]. These sensors offer an advantage in reducing operational costs and fees
for data transfer and cloud usage, but at the same time, may require investments in more
powerful edge hardware.

Cloud AI sensors have been found to have higher latency due to data transmission
to remote servers, which is considered unacceptable for time-sensitive tasks [28–31]. Also,
processing sensor data by Cloud AI requires significantly more complex and large-scale
models. Cloud AI relies on continuous data transfer, which can lead to congestion, higher
costs, and delays, especially with high-frequency data streams [25,31]. Research in [28,31]
on data security and privacy when processing sensor data with Cloud AI confirms the
potential for an increased risk of large-scale breaches when the cloud is compromised.

Many studies recommend a hybrid edge-cloud model to dynamically balance latency,
accuracy, resource utilization, and cost, thereby leveraging the strengths of both paradigms
to meet different application needs [32–34].

The choice between Edge AI and Cloud AI involves latency, computing resources,
privacy, accuracy, and cost trade-offs. Hybrid models that combine the two approaches are
increasingly preferred to meet diverse application requirements.

3.3.5. Types of AI Integrated into Sensors

AI can be implemented differently depending on the specific applications and sensor
requirements. Here are some of the main types of AI that can be embedded in sensor
devices, shown in Figure 3.

Figure 3. Types of AI embedded in sensors.

Machine learning is one of the primary methods for embedding AI in sensors. ML
allows sensors to learn by analyzing data and identifying patterns without explicit pro-
gramming. This includes supervised, unsupervised, and reinforcement learning [35,36].

Neural networks can recognize complex patterns and regularities in data, making
them suitable for sensor data analysis applications [37].

Deep learning is a specific type of ML that uses neural networks with many layers
to extract high-level abstractions from data. This method is used in sensors for object
recognition, image classification, speech processing, and other tasks [38].

Image processing is applied to cameras that use image processing methods to analyze
and recognize objects, faces, gestures, and other visual data. These methods include various
techniques such as segmentation, object detection, feature extraction, and classification [39].
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Signal processing is typical for sensors with microphones or accelerometers. It plays
an important role in analyzing and interpreting data [40].

Real-time data analysis allows quick and effective response to events and data anoma-
lies without delay [41].

4. Hardware Challenges in AI Sensors
As the comparative analysis in Tables 2–4 demonstrates, AI sensors are highly func-

tional because they perform processing and communication with other devices in sensor
networks, as well as measure and store data. This increases the complexity of the design
and requires high-performance hardware. At the same time, they face several challenges,
some of which are discussed below, as shown in Figure 4.

 

Figure 4. Hardware challenges for AI sensors.

Implementing AI sensors in extreme conditions, such as temperatures, humidity, vi-
brations, or pollution, requires specialized materials and housing designs. Embedded
data processing, on the other hand, requires the protection of sensitive information. This
includes adding cryptographic modules or specialized chips, increasing complexity and
energy costs. AI processors generate a lot of heat. The small size of the sensors makes
it difficult to effectively dissipate this heat, which can lead to overheating and malfunc-
tion. Overcoming this challenge requires mounting passive coolers on the sensor, which
increases their size. Some AI algorithms require significant power, especially when contin-
uously processing real-time data. Artificial intelligence sensors integrate with various IoT
networks, including heterogeneous devices from multiple manufacturers that use different
communication protocols and standards. Standardized interfaces, protocols, and interoper-
ability frameworks are needed to seamlessly integrate these heterogeneous devices into a
single energy-optimized system and enable coordination and communication [38,40]. En-
suring low latency in data processing is also essential for applications such as autonomous
systems and industrial robots. Hardware must be optimized for maximum performance
with minimal latency. Addressing diverse challenges has led to several hardware and
architectural approaches and specific tactics that reduce power consumption and increase
data security.

Therefore, we can summarize that balancing sensor performance and power consump-
tion is a significant challenge. Less computation, fewer data, and less data movement
mean less power consumption. It is these challenges that highlight the need to innovate in
the hardware design of AI sensors. It should be noted that the development of AI sensor
hardware requires high-quality and more expensive components, which leads to higher
manufacturing costs.
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5. Possible Approaches to Solving Sensor Hardware Challenges
5.1. Implementing AI Accelerators in Microprocessors of AI Sensors

The requirement for low power consumption is due to the fact that AI sensors are
mostly battery-powered and must maintain a long lifespan. This limits the possibility of
using powerful processors, resulting in limited computing resources. At the same time, the
trend towards minimizing dimensions leads to their compactness and reduced hardware
space for sensors, which in turn reduces the space available for more powerful chips and
cooling systems in sensor designs. Integrating complex algorithms, especially DL algo-
rithms, by embedding ML models in hardware requires significant storage capacity for
large databases and powerful computational processing. Their implementation requires
expensive, high-performance computing resources. They are developed and tested on
development platforms to optimize the performance of AI algorithms for sensors [36].
Suitable platforms might be Azure OpenAI, Google Vertex AI, Microsoft Azure Machine
Learning Studio, Amazon SageMaker, Hugging Face, TensorFlow, Keras, Caffe, or freely
available ones such as Azure OpenAI. Some platforms are popular standard neural net-
works (NNs), such as AlexNet and VGG from the Visual Geometry Group. User research
shows that as of January 2025, the Google Vertex AI platform has the highest approval
rating at 18.8% [41]. NNs are developed for specific applications and then implemented
in hardware called hardware accelerators. Hardware accelerators use parallelism to in-
crease performance and provide much higher performance than traditional processors, and
provide the computing power needed for AI and ML. An AI accelerator is a specialized
hardware accelerator or automatic data processing system designed to accelerate computer
applications, especially artificial neural networks, machine learning, and machine visu-
alization. Typical applications include algorithms for AI, IoT, and various data-intensive
or sensor-driven tasks [42]. Hardware implementations of accelerators are implemented
using FPGAs, GPUs, and ASICs to accelerate computations and maintain the required accu-
racy [42,43]. Some companies have begun manufacturing specialized AI microcontrollers
with built-in hardware accelerators for battery-powered applications, addressing these
challenges. Hardware accelerators with AI minimize data movement and use parallelism
to optimize power usage and performance. For example, the MAX78000, MAX78002 AI
microcontrollers have a hardware-based convolutional neural network (CNN) accelerator
and enable battery-powered applications to perform manufacturing tasks while consum-
ing ultra-low power, only microjoules of energy [44]. Applications for the MAX78002
AI microcontroller include factory robots and drone navigation, industrial sensors and
process control, embedded vision systems for quality assurance, smart security cameras,
and portable medical diagnostic equipment. The Apollo5 and Apollo510 AI microcontroller
families are claimed to deliver exceptional power efficiency with 300× performance [45].
These ultra-low power microcontrollers are based on the industry-standard Arm Cortex-M
and SPOT platforms, which include a range of cores to suit different levels of complexity.
They also enable advanced processing for power-sensitive applications, maximizing battery
life without compromising performance. These intelligent sensor microcontrollers also uti-
lize lower voltages and a design with new deep sleep modes, providing unparalleled power
efficiency and high connectivity. Their high security is realized through hardware isolation
to protect sensitive data with Trust Zone (M23/M33), cryptographic accelerators such as
AES, SHA, RNG, or STM32L5, and Secure Boot/Flash to prevent unauthorized access.

5.2. Reducing Energy Consumption by Reducing the Volume of Data Processed

AI sensors integrated in various sensor networks extract important and meaningful
information about the observed processes and objects by collecting zettabytes of data daily,
which is associated with the consumption of a large amount of energy by the sensors. The
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approach of collecting and storing all possible data in the cloud with the expectation that it
will later be structured, analyzed, and evaluated is widespread. In most cases, a significant
amount of collected data is not processed, the collected and stored data is not used, or its
subsequent use after a long period makes its storage expensive. Then it is more appropriate
to make conceptual considerations earlier, and to determine which information is suitable
for the application and where in the data flow the information can be extracted [35]. It is
recommended to filter the data so that only the essential and helpful information for the
specific task is stored and processed. Reducing the volume of data for processing, analysis,
and decision-making can be carried out in several different ways, such as the following:

5.2.1. Transforming Sensor Data into Intelligent Data

If only data is available, but not essential information that can be described in math-
ematical equations, then data-driven approaches should be chosen. These algorithms
directly extract the desired information, known as intelligent data, from sensor data, also
referred to as big data. Two approaches to building a model are always part of an AI
algorithm: intelligent data-driven and model-based [35]. Smart data is structured, contextu-
alized, analyzed, and ready for making informed decisions, typical of IoT devices. It differs
from ordinary raw data in that it has been processed, made meaningful, and often enriched
with additional information through technologies such as AI, machine learning, and big
data analytics, as shown in Figure 5. Using AI algorithms, sensor data can be transformed
into intelligent data, resulting in reduced bandwidth and reduced power consumption
compared to directly transmitting raw sensor data to the edge or cloud [46]. Thus, this
approach sends only the relevant data to the application for storage and processing.

 
Figure 5. Transformation of raw data into intelligent data.

5.2.2. Local Embedded Processing near the Sensor, Edge AI

Another approach to reducing the energy consumption of sensor data processing is
to perform local embedded processing near the sensor before processing the data in the
cloud [47]. This approach is also useful when privacy, latency, or bandwidth constraints
exist. The microcontroller performs local embedded processing and data storage in the
sensor without sending the data to the cloud or a central server. As a result, the transmitted
data volume is reduced, as only the results processed by the sensor processor are included.

In essence, Edge AI combines Edge Computing and AI, where the machine learning
AI processes the data generated by the hardware device locally, with or without an internet
connection. Therefore, Edge AI performs more advanced processing, such as running



Eng. Proc. 2025, 104, 19 12 of 16

neural networks on the device. This way, instead of sending data to the cloud for analysis,
the device can make decisions or inferences on-site at the sensor. This would also reduce
the data transmitted, because only the results are sent, not the raw data. This way, the data
can be processed within a few milliseconds, providing real-time feedback [48]. Edge AI
can run on a wide range of hardware platforms, from regular MCUs to AI microprocessors.
Edge AI software has many ML algorithms that run on physical devices such as sensors or
gateways. These algorithms process data locally, eliminating the need to send it to remote
servers in real time. This also increases the security and privacy of sensitive information,
as the data is not exported outside the device. This eliminates the exposure of sensitive
data to cybercriminals while cryptography is performed on-site. Decision-making is low-
latency, occurring in milliseconds, whereas in Cloud AI, latency can reach seconds or
minutes [4,5,49]. Data filtering also reduces network load, as only relevant or aggregated
results are transmitted to the cloud. Bandwidth requirements and costs are reduced, as
Edge AI processes data locally on the device itself, reducing the cost of internet bandwidth
and cloud storage [50]. Devices work even without the internet (e.g., sensors in remote
areas). Moving data over fewer and shorter distances also reduces energy consumption.
Since Edge AI processes data at the device level, it saves energy costs when moving it to the
cloud for processing, which is recommended according to the study in [51]. Therefore, in
most cases, implementing the algorithms in the sensor or as close to the sensor as possible
is more profitable. This compresses and refines the data early, reducing communication
and storage costs. In these cases, the essential information from the data is extracted earlier,
and the algorithm development is not complicated. Therefore, both approaches involve
local processing of the data, reducing the amount of data transmitted. Edge AI uses AI
algorithms, while locally embedded processing can be any processing, even simple filtering
or basic calculations. So, Edge AI is a subset of local processing with AI included. The
hardware difference is in the type of microprocessor. Edge AI requires more powerful
processors or specialized chips to run the models efficiently, while traditional embedded
systems can use simpler microcontrollers.

5.2.3. Reducing the Accuracy of Collected Data

Such an approach to using more efficient ML models with reduced precision is pre-
sented in [40]. According to the authors, the default data size for programmable platforms,
such as CPUs and GPUs, is often 64 or 32 bits with floating-point representation. In ML
training, data can be represented with fixed points and significantly reduced bit widths to
save power and storage area and increase performance. In hand-crafted approaches, the
bit width can be drastically reduced to below 16 bits without affecting accuracy. The au-
thors [52] published research on accelerators that support up to 16-bit fixed point, resulting
in reduced data collection.

5.2.4. Data Compression and Optimization

Data compression is often recommended to reduce the cost of data movement and
storage. It reduces the amount of information being transmitted and the data rate, an
essential factor in reducing data volume. Various forms of lightweight compression have
been investigated to reduce the amount of data being moved. Lossless compression can
facilitate data transfer on and off the chip [53].

5.3. Using Energy-Efficient Sensors and Minimizing Their Number in Sensor Networks

Choosing low-power sensors explicitly designed for IoT and AI applications is advis-
able when building sensor systems. Integrating sensors with communication technologies
such as Bluetooth Low Energy (BLE), Zigbee, LoRaWAN, and Smart Mesh, and operating
in low-power modes are popular options for switching sensors to power-saving mode
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when inactive. Another approach involves using smart timers to activate and deactivate
sensors as needed. Using alternative methods to power sensors with solar panels or other
renewable energy sources is an approach that has been gaining popularity recently. Mini-
mizing the number of sensors and optimizing their number and placement in the sensor
field is often applied to avoid unnecessary power consumption.

5.4. Using Modern Memory Technologies

Smart sensors with embedded AI require high-performance memory technologies that
provide fast data processing, low power consumption, and high reliability. The choice of
memory depends on the specific requirements of the smart sensor—speed, energy efficiency,
endurance, and storage capacity. Some of the most advanced memory technologies used in
these devices include Magnetoresistive RAM (MRAM), which combines DRAM’s speed
with flash memory’s robustness. It is suitable for applications requiring energy efficiency
and radiation resistance. According to the work in [54], this memory provides low power
consumption and high speed of operation. It is suitable for neuromorphic calculations in
AI sensors that mimic the human brain’s work. It gives the ability to store the weights of
neural networks directly in memory. Ferroelectric RAM (FeRAM) memory provides high
write speed and low power consumption. The advantage is that it retains its data even
when power is lost. It is used in IoT devices and sensors operating in energy-constrained
environments [55]. This memory is based on carbon nanotubes and provides extremely
high density and speed. Suitable for AI-based sensors that process large data sets. The 3D
XPoint (Intel Optane) is faster than NAND flash memory but has a similar architecture.
It is used for high-performance AI sensors that require high data bandwidth. Embedded
Flash (eFlash) is often used in microcontrollers with embedded AI. It allows firmware and
AI models to be stored directly in the sensor. PCM (phase-change memory) has high read
and write speeds and good energy efficiency. It is used in AI sensors that require frequent
updating of model parameters. It is used in sensors that store data when the power is
turned off. RRAM and PCM are particularly promising for future AI applications in sensor
technologies, as they balance performance and efficiency.

6. Conclusions
Using AI, smart sensor technologies that collect and process environmental data

are changing the technology altogether. Smart sensors have hardware and functional
differences and AI-based solutions that reveal the technological potential of this evolution in
systems can be integrated into almost any device. Despite the existing hardware challenges,
the proposed approaches to overcoming them show that the industry is actively optimizing
and improving these systems. Implementing AI accelerators in microprocessors, innovative
methods for reducing power consumption, and optimization of data processing outline a
clear course for the future development of AI sensors. Local data processing solutions and
Edge AI increase efficiency and solve significant problems with data latency and security.

It is essential to continue research to address the current technological limitations
and adapt new hardware and software innovations to the specific needs of application
areas. Solving these challenges is inconceivable without the joint efforts of specialists from
academia and industry.
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