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Abstract

Reliable coordination of unmanned aerial vehicle (UAV) swarms is significantly challenged
by random denial-of-service (R-DoS) attacks, which introduce stochastic packet loss, time-
varying communication interruptions, and strong concealment. Existing fault-tolerant
consensus approaches typically assume known attack information or treat attack detection,
topology recovery, and control design as separate processes, resulting in limited resilience
under dynamically evolving attack conditions. To address this issue, this paper proposes
a detection-guided resilient consensus control framework for UAV swarms under R-DoS
attacks. A dual-dimensional statistical detection method is developed by jointly modeling
packet reception rate (PRR) and inter-arrival time (IAT), enabling real-time identification
of attack-induced anomalies through spatio-temporal feature fusion. Based on the de-
tection results, a distributed topology reconstruction strategy is designed, incorporating
redundant node identification and cluster-based dynamic communication reconfiguration.
The communication graph is adaptively updated via online adjustment of adjacency and
Laplacian matrices, and robustness guarantees for the resulting consensus process are
analytically established. Hardware-in-the-loop simulation experiments under both single-
leader and multi-leader architectures demonstrate that the proposed method can accurately
detect attacked nodes, effectively reconstruct the communication topology, and maintain
stable formation coordination under severe R-DoS attacks. The position tracking error is
constrained within 0.4 m, validating the effectiveness and robustness of the proposed frame-
work. This study is limited to defensive cyber-resilience in a closed hardware-in-the-loop
simulation environment and does not address reconnaissance payloads, weaponization,
target selection, or operational attack execution. Unlike methods that assume known attack
schedules or treat detection, topology recovery, and control separately, this study focuses
on their online coupling under unknown random packet loss; its validation is limited to
the stated closed HIL impairment model.

Keywords: UAV swarm; Random DoS attack; dual-dimensional joint detection; hierarchical
tree topology; fault-tolerant control

1. Introduction

Unmanned aerial vehicles (UAVs) have been widely deployed in disaster search and
rescue, environmental monitoring, precision agriculture, and industrial inspection due
to their high maneuverability, environmental adaptability, and flexible task execution
capabilities. The effectiveness of UAV swarm cooperative control critically depends on
the reliability and continuity of inter-agent communication networks. However, such

Eng 2026, 7, 451

https://doi.org/10.3390/eng7090451


https://crossmark.crossref.org/dialog?doi=10.3390/eng7090451&domain=pdf&date_stamp=2026-09-03
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/eng
https://www.mdpi.com
https://orcid.org/0000-0002-9020-3789
https://orcid.org/0000-0002-9999-2999
https://orcid.org/0000-0003-2157-281X
https://doi.org/10.3390/eng7090451

Eng 2026, 7, 451

2 0f 29

networked control systems are highly vulnerable to cyberattacks, among which denial-of-
service (DoS) attacks—especially Random DoS (R-DoS) attacks characterized by strong
randomness and concealment—pose significant threats. By randomly varying attack pulse
intensity, duration, and intervals, R-DoS attacks introduce packet loss, communication
delays, and transmission anomalies, which can severely degrade consensus performance
and even lead to formation collapse and mission failure.

As UAV swarms are increasingly deployed in safety-critical civilian applications such
as emergency response, wildfire monitoring, environmental surveying, and infrastructure
inspection, their cybersecurity issues have attracted extensive attention [1-3]. Existing
studies have investigated multiple types of attacks, including deceptive attacks [4-6], DoS
attacks [7,8], and physical-layer interference [9,10]. Among these, DoS attacks, particularly
R-DoS attacks with stochastic and covert characteristics, have become a major threat to
the communication reliability of UAV swarm systems [11-13], potentially resulting in
formation instability and mission failure [14,15].

In terms of theoretical modeling and analysis of DoS attacks, Amin et al. [16] sys-
tematically studied their impact on networked control systems within a secure control
framework. De Persis et al. [17] further investigated input-to-state stability under DoS
attacks and derived constraints on attack frequency and duration to guarantee system
stability. Feng et al. [18] extended these studies to stochastic DoS scenarios. However,
most existing work focuses on periodic or deterministic attack patterns and lacks effective
mechanisms to capture the stochastic, time-varying, and highly concealed characteristics of
R-DoS attacks.

From the perspective of attack detection, current methods mainly rely on single-
dimensional indicators such as packet loss rate or communication interruption dura-
tion [19-21]. These approaches often fail to accurately characterize R-DoS attacks with
random, intermittent, and multi-link coupling features, resulting in missed detections
and false alarms. From the perspective of fault-tolerant control, existing methods can be
broadly categorized into robust control approaches [22,23] and topology reconstruction
approaches [24,25]. Robust control methods enhance system tolerance without requiring
explicit attack detection but may sacrifice nominal performance, whereas topology recon-
struction approaches dynamically adjust the communication structure based on detection
results but often assume accurate attack information.

As a result, most existing studies treat attack detection, node isolation, topology re-
construction, and control design as separate processes. This separation leads to a critical
limitation: the lack of an integrated closed-loop mechanism capable of rapidly identifying
attacks, isolating compromised nodes, reconstructing communication topology, and updat-
ing control strategies in real time. This challenge becomes more prominent in multi-leader
UAV swarm scenarios, where maintaining leader information reachability and ensuring
hierarchical coordination under partial communication failures remain open problems.

Recent complementary studies address cooperative multi-AAV planning, multirate ob-
servation with multiple delays, swarm perception, cooperative localization, and trajectory
tracking [26-30]. These developments improve planning and state/trajectory information,
but they do not by themselves close the detection—reconfiguration—control loop considered
here. Table 1 summarizes the distinction.
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Table 1. Representative techniques and limitations relevant to the problem addressed here.
Category Capability Remaining Limitation Refs.
DoS-resilient control Maintains stability under specified  Often assumes a.ttack bounds or [16-18]
attack/loss bounds separates detection and recovery
Detection/topology Identifies anomalies or restores Single indicators and candidate-link [19-25,31]
recovery connectivity selection may be insufficient ’
Planning, observers, Improves task planning and Does not directly provide R-DoS [26-30]
localization, tracking state/trajectory quality detection and graph repair
. Couples PR.R_IAT detection, Limited to stated graph, calibration,
This work reconstruction, and consensus Proposed

control delay, and HIL assumptions

To address the above issues, this paper proposes a detection-guided resilient consensus
control framework for UAV swarms based on Packet Reception Rate (PRR) [32] and Inter-
Arrival Time (IAT) [33] dual-dimensional joint detection. The main contributions are
summarized as follows:

(1) A PRR-IAT joint detector is developed with a dimensionless PRR threshold and an
aggregate-stream IAT model, allowing online R-DoS indication without requiring a
detailed UAV dynamic model.

(2) A multi-leader hierarchical communication topology and distributed redundant node
identification algorithm are developed, including explicit link-quality and geometric
screening criteria.

(38) A hierarchical cluster-based reconstruction strategy updates the adjacency/Laplacian
matrices online and coordinates the consensus controller with node isolation, recovery
verification, and optional re-entry.

2. Preliminaries

The communication topology of a UAV swarm with N nodes is modeled as a weighted
directed graph G = (V,£,A) [34-36], where V = {1,2,...,N} is thenode set, E CV x V
is the edge set representing communication links, and A = [A;j] € RN*¥ is the adjacency
matrix. An edge (j,i) € £ indicates that node i can receive information from node j. The
adjacency matrix element satisfies Al-]- =1if (j,i) € &, Ai]- = 0 otherwise, and self-loops
are excluded, i.e., A;; = 0. The neighbor set of node i is defined as \; = {j € V|(j,i) € £ }.
The in-degree of node i is defined as:

Clarification for the spectral analysis: the routing relation may be directed, whereas
a control edge is admitted only after the bidirectional verification in Algorithm 1.
The effective control adjacency is therefore symmetrized (a;; = aj;), and all positive-
semidefinite, square-root, and ordered-eigenvalue statements below refer to this effective
undirected graph.

di = Z]Iil Ajj 1)

The degree matrix is D = diag(dy,dy, . ..,dy). The Laplacian matrix of the graph G is
defined as:
L=D-A (2)

For the bidirectionally verified effective graph, A = AT and L = D — A are positive-
semidefinite. Its eigenvalues are real and nonnegative; for a connected effective graph, the
zero eigenvalue is simple and Ap(L) > 0 is the algebraic connectivity. These properties are
not asserted for a general nonsymmetric directed Laplacian.
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Algorithm 1: Neighbor Node Identification Algorithm

// Input: Node i info (ID_i, cluster ID_cluster, level level_i, link threshold Q_th, wait
time t0)
// Output: Local neighbor table neighbor_table_i of node i
Function AdjacentNodeRecognition(ID_i, ID_cluster, level i, Q_th, t0):
neighbor_table_i =[]
response_packets = []
start_time = GetCurrentTime()
// 1. Broadcast neighbor discovery request to assigned cluster
BroadcastToCluster(ID_cluster, {node_id:ID_i, cluster_id:ID_cluster, level:level_i,
Q_th:Q_th})
// 2. Receive and filter response packets meeting link threshold within timeout
While GetCurrentTime()-start_time < t0 and HasNewPacket():
pkt = ReceivePacket()
if pkt[link_quality] >= Q_th: response_packets.append(pkt)
// 3. Hash deduplication + bidirectional verification + build neighbor table
unique_pkts = RemoveDuplicates(response_packets, Hash)
for pkt in unique_pkts:
if SendVerify AndWaitAck(pkt[node_id], ID_i):
neighbor_table_i.append({node_id:pkt[node_id], cluster_id:pkt[cluster_id],
level:pkt[level], link_quality:pkt[link_quality]})
// 4. Synchronize neighbor table to cluster shared data area
SyncToClusterDataArea(ID_cluster, neighbor_table, ID_i, neighbor_table_i)
Return neighbor_table_i

Definition 1 (Spanning Tree). A directed graph G contains a spanning tree if there exists a
root node v € V such that every other node in V has a directed path from r. For leader—follower
consensus, the existence of a spanning tree rooted at the leader node is a necessary condition for
consensus convergerce.

Definition 2 (Strong Connectivity). A directed graph G is strongly connected if for every pair
of nodes i,j € V), there exists a directed path from i to j and a directed path from j to i. In the
multi-leader hierarchical tree topology, each cluster sub-topology is required to maintain connectivity
of its effective control graph to guarantee state information reachability.

3. R-DoS Attack Joint Detection Mechanism Based on PRR-IAT Dual
Dimensions

For leader—follower UAV swarms, all nodes periodically transmit data over the same
wireless communication channel, while communication and computing resources are lim-
ited. In this study, R-DoS is represented only by its observable network effects—stochastic
packet loss, intermittent communication interruption, and abnormal packet timing—rather
than by a real-world attack implementation. Such effects may arise from generic traffic
flooding, selective link disruption, or packet filtering; however, no intrusion procedure,
exploit code, access method, radio-frequency interference configuration, or mission-specific
operational detail is developed or disclosed. The resulting anomalies are summarized by
a sudden decrease in PRR and abnormal IAT fluctuation [34], which are used solely as
defensive detection indicators.
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3.1. PRR Detection Model

As one of the quantitative indicators of inter-node communication link transmission
quality, abnormal fluctuations in PRR can directly reflect data transmission anomalies
caused by R-DoS attacks. Within time window T, the mathematical expression for PRR is
given by Equation (3)

PRR = N/Niotar )

where N is the total number of packets successfully received by the receiving node within
time window Ty, and Ny, is the total number of packets sent by the corresponding
sending node within Tp,.

When the UAV swarm is in normal communication state, PRR remains stable and
above the preset threshold. When a node in the swarm is under R-DoS attack, the packet
loss rate of that node increases sharply, causing N to decrease significantly, leading to the
PRR value falling markedly below the preset threshold. To avoid false alarms caused by
inherent network fluctuations, a statistical model for PRR needs to be constructed, and
the normal fluctuation range of PRR determined through a confidence interval. When the
PRR value falls below the lower bound of the confidence interval, it can be determined as a
communication anomaly caused by R-DoS attacks; when the PRR value exceeds the upper
bound of the confidence interval, potential deceptive attack behavior should be suspected.

Assuming that the UAV swarm network is not subject to DoS attacks, strong electro-
magnetic interference, extreme weather, or other sudden environmental disasters, and that
the UAV swarm hardware is intact and fault-free, then the packet transmission success
events of each node are mutually independent. Based on the above assumptions, within
a fixed time window T, the number of packet transmission failures K of a single node
follows a binomial distribution K = B(n, p), where n is the total number of packet trans-
missions initiated by the node within Ty, and p is the probability of a single transmission
failure. Since the computational complexity of the binomial distribution is high, it can be
approximated as follows according to the approximation principle of probability statistics:

(1) When p — 0 and n — oo, the binomial distribution can be approximated as a Poisson
distribution P(A) = np, applicable to scenarios with normal UAV swarm communica-
tion and low packet loss rates.

(2) Whennp > 10, the binomial distribution can be approximated as a normal distribution
N ( U, 02), applicable to scenarios with a high UAV swarm communication load and
relatively high packet loss rates.

For the actual communication scenario of UAV swarms, a normal distribution is used
to statistically model PRR. The specific steps are as follows:

(1) Use m trusted initialization windows (m > 30 when the normal approximation is
used). If an attack is suspected during startup, adaptation is frozen and a stored
commissioning threshold or conservative design threshold is used; without either
baseline, the detector remains UNCALIBRATED and does not declare a healthy
adaptive threshold.

(2) Based on the sampled data, calculate the mean N, sample mean y, and sample
standard deviation S of the successfully received packet counts as follows:

m

—liN-s— R VA vt (4)
= LN S =y o BN

=
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(38) Calculate the mean reception ratio PRR = N/ny, where 1y, is the fixed number
of scheduled packets per window. Dividing the count dispersion S by 7 gives
dimensionless 35 /1, and 6S /1, PRR intervals:

PRR = PRR— — < PRR<PRR+-—, PRR—— <PRR<PRR+— (5

E 3S 3S 6S 6S
ny’ Ny Ny Ny My

During initialization or low-loss operation, the count model is supplemented by a
one-sided upper confidence bound on the normal packet-failure probability. This correction
is used only to obtain a dimensionless lower PRR threshold; it is not interpreted as a
confidence interval for successful-packet counts.

(1) If inter-loss times are approximated as exponential, A = k £/ L t; estimates the loss-
1

event rate from k f failures, so ATy, is the expected number of loss events in a window,
not the number of successfully received packets.
(2) Combining the approximation relationship between the binomial distribution and the
Poisson distribution: ‘
(A)'e?
i!

k
P(K <k) = Z
i=0

(6)

(3)  Using k¢ observed failures among n scheduled transmissions, define the exact one-
sided (1 — a) Clopper—Pearson upper bound py; on the normal failure probability.
Here, I~! denotes the inverse regularized incomplete beta function:

Y (ke+1,n—ky), kf<n,
pu = 1alks r)r ks (7)
1, kf:n.

(4) The corrected attack threshold is the corresponding lower bound on packet reception
probability:
Mo =1—pu (8)

If the dimensionless monitored PRR falls below the dimensionless threshold p,, the
PRR channel is declared abnormal.

3.2. IAT Detection Model

Each individual node transmits periodically. The IAT detector is applied to the aggre-
gate authenticated arrival stream formed by many nodes with independent clock phases,
access delays, and jitter; for this aggregate stream, an exponential IAT model is used as a
calibrated engineering approximation rather than as an exact per-node periodic-arrival law.
The approximation and its prediction limits are checked during initialization.

1—e M >0
P(T<t)= - )
0, t<0

where A is the rate parameter reflecting the packet arrival rate. A larger A indicates more
frequent packet arrivals and smaller IAT values, and A is positively correlated with the
communication frequency of the UAV swarm. When under R-DoS attack, the attacker
injects large numbers of meaningless attack packets into the communication channel,
disrupting the arrival rhythm of legitimate packets. This mainly manifests as two types
of IAT anomalies: (1) high-frequency injection of attack packets significantly shortens the
arrival intervals of some legitimate packets, with IAT values far below the normal level;
and (2) attack packets blocking the channel cause legitimate packet transmission delays,
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with IAT values far above the normal level. Both types of anomalies cause the distribution
characteristics of IAT to deviate from the exponential distribution. By monitoring the
deviation of IAT values from the exponential distribution model, R-DoS attacks can be
identified. Based on the exponential distribution model of IAT, the normal fluctuation
interval of IAT is determined according to significance level «. When the monitored IAT
value exceeds this interval, communication anomaly is determined. The specific threshold
calculation process is as follows:

(1) From aggregate IAT samples ty, 15, ..., t,, estimate A by A = n/Y" ; t;. The expo-
nential approximation is retained only when a goodness-of-fit check on the trusted
initialization data is passed.

(2) For a plug-in rate A and a central prediction probability 1 — &, the exponential CDF
and survival function give:

In(1—a/2 In(a/2
tow = _¥/ high — _% (10)

(3) Parameter uncertainty is handled separately. Let A} and Ay; be the chi-squared confi-
dence limits for the rate; substituting the conservative endpoints into the prediction
limits gives:

2 2
= Xona/2 _ Xoni-a/2
L

In(1—a/2) Y In(a/2)
Toappy M7 -

Avn L t, -5 i = -
22?:1 t; low AU high AL

(11)

The interval [t'15y, ' high} is a conservative prediction interval for an individual
aggregate-stream IAT after accounting for rate-estimation uncertainty; it is not described as
a confidence interval for an observation.

3.3. PRR-IAT Dual-Dimensional Joint Detection Strategy

PRR detection is based on the statistical features of packet quantity, with a low false
alarm rate but limited feature capture ability for attacks, unable to identify IAT anomalies
caused by some low-intensity R-DoS attacks. IAT detection is based on the distribution
features of packet inter-arrival times, with high sensitivity to attacks but susceptibility
to inherent network fluctuations, resulting in a higher false alarm rate. To compensate
for the limitations of single-dimensional detection, this section proposes a PRR-IAT dual-
dimensional joint detection strategy with spatio-temporal feature fusion, integrating the
spatial features of PRR with the temporal features of IAT, formulating a multi-rule joint
decision mechanism to achieve accurate, real-time identification of R-DoS attacks. The core
advantage of this strategy is that it does not rely on precise UAV swarm system models,
adapts to dynamic changes in attack features through dynamic threshold adjustment, and
can flexibly adjust threshold parameters to meet the detection accuracy requirements of
different swarm systems.

The basic principle of PRR-IAT dual-dimensional joint detection is embodied in three
aspects of collaborative design, with the two exhibiting strong feature complementarity.
PRR is the dimensionless fraction of scheduled packets successfully received within a
detection window and mainly captures the surge in packet loss caused by R-DoS attacks;
IAT reflects the arrival interval of adjacent packets and mainly captures the traffic burst
features caused by R-DoS attacks. Therefore, PRR-IAT dual-dimensional joint detection
can comprehensively characterize the communication anomaly features of R-DoS attacks
from both temporal and spatial dimensions. Meanwhile, the detection thresholds of
both PRR and IAT are dynamically adjusted based on real-time monitored sample data,
and keeping their time windows T, consistent ensures temporal consistency of detection
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results. In addition, the PRR-IAT dual-dimensional joint detection adopts a logic of PRR
primary decision + IAT auxiliary verification, combined with historical detection data for
comprehensive determination, which can effectively reduce missed detection and false
alarm probabilities.

Let Ap(t) = 1{PRR(t) < s} and A(t) = l{IAT(t) & [ 1ow, thign] } With window
Tw and k required consecutive PRR violations, the joint decision is:

D(t) = I{Ap(t)AI(t) =1V kﬁAp(t —1Ty) = 1} (12)
r=0

where D(t) = 1 indicates that an R-DoS attack is detected at time ¢, and D(t) = 0 indicates
normal communication. The specific joint detection rules are:

(1) Rule1: If PRR < py and IAT ¢ [t; 0w’ t;zigh] are monitored in the current time window,
then D(t) = 1, determining that the swarm is under R-DoS attack, immediately
triggering attack warning and fault-tolerant control commands.

(2) Rule2:If PRR < pa but IAT € [t],,., t;”-gh] is monitored in the current time window,
continuous monitoring is initiated. If PRR < p, is satisfied for k consecutive time
windows, then D(t) = 1, determining that the swarm is under R-DoS attack, trigger-
ing a warning. If PRR recovers to normal levels during continuous monitoring, then
D(t) = 0, determined as a transient network fluctuation, and no warning is triggered.

(3 Rule 3: An IAT-only anomaly with PRR > y, does not cause immediate isolation.
It is recorded in a rolling K-window suspicion counter; & or more timing anomalies
in that horizon trigger enhanced monitoring and an alarm. This cumulative branch
reduces the risk that an ultra-low-frequency, high-variance attack repeatedly passes
as isolated jitter.

(4) Rule4: If PRR >y and IAT € [t , 1) ou] are monitored in the current time window,
then D(t) = 0, determining that the swarm is in normal communication state.

In the above rules, the number of consecutive anomaly determinations k can be flexibly
adjusted according to the actual application scenario of the UAV swarm. A larger k leads to
higher detection accuracy but reduced real-time performance.

4. Dynamic Fault-Tolerant Control of UAV Swarms Based on Hierarchical
Tree Topology

When the PRR-IAT dual-dimensional joint detection mechanism determines that
the UAV swarm is under R-DoS attack, some nodes” communication links will fail due
to packet loss and transmission delays. Traditional UAV swarm consensus control uses
static communication topology with fixed adjacency matrices and Laplacian matrices.
Communication link failures cause interruption of inter-node state information exchange,
destroying the convergence of consensus control protocols, which in turn leads to formation
control deviations.

To address the above problems, this section constructs a consensus fault-tolerant con-
trol system for UAV swarms under R-DoS attacks and proposes a dynamic fault-tolerant
control method based on hierarchical tree topology. This method, based on consensus
control, achieves adaptive repair of the communication network after attacks through
hierarchical tree topology design, distributed redundant node identification, and hierar-
chical dynamic topology reconstruction, enabling online updates of the adjacency matrix
and Laplacian matrix based on communication link status, thereby online adjusting the
consensus control law. This ensures that UAV swarms, even under R-DoS attacks, can
maintain consensus control accuracy of position, velocity, and acceleration, and guarantee
the integrity of formation configuration and continuity of task execution.
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4.1. UAV Swarm Consensus Control Model

To adapt to the design requirements of distributed consensus control, the UAV dy-
namics model is reasonably simplified by taking position, velocity, and acceleration as state
variables, constructing a simplified third-order dynamics model [37] for the UAV swarm:

X‘i = 0
iJi = a; (13)
l;li = Uu;
T [, [ . e
where x; = [x;,v;,2zi] , vi = [x;,V;,2i] , ai = [X;,Y;,2i] are, respectively, the position,

velocity vector, and acceleration vector of the i-th UAV in the swarm, and #; is the control
input vector for consensus control. For the above simplified dynamics model, a distributed
consensus control protocol based on a leader—follower mode is designed. The core idea of
the protocol is that each follower node adjusts its control input based on state deviations
between itself and its neighbor nodes through information exchange, driving all the nodes’
positions, velocities, and accelerations to converge to the state of the leader node.

Assume the swarm contains N UAV nodes, with the first M (1 < M < N) nodes as
leader nodes forming leader node group £ = {1,2,..., M}, and the remaining N — M
nodes as follower nodes ¥ = {M +1, M +2,...,N}. Leader nodes move cooperatively
along preset mission trajectories; their states x;,v;, a; (I € L) are not affected by follower
nodes, and their control inputs are trajectory planning commands. Follower nodes converge
toward the state of their assigned leader node by adjusting control inputs based on state
deviations through information exchange with neighbor nodes. For the multi-leader archi-
tecture, a distributed consensus control protocol is designed. Fornode i, i =1, 2, ..., N,
the control protocol is given by Equation (14):

Uj ref, ie L,

w = .
' Ug (i), ref — 71],62/\& Ajj(xi — x;) — ’YszZM Ajj(v; —vj) — ’YsjEZNi Ajj(a;—a;), icF.

(14)

where u; ;s is the leader reference input and u;) ,¢f is the input of follower i’s assigned

leader. The added feedforward term cancels u;) re i €5 = U; — Uy(;) e, SO the error

refr
dynamics remain homogeneous for the nonzero-jerk trajectories used in Section 5. The

remaining notation and gains are unchanged.

Xi — X]
ei= |v,—v|,ieF,leLl (15)
a;—a

where e; € R? is the state error of follower node i relative to its assigned leader node I, and
x, v, a are all three-dimensional vectors. Define the global state error matrix E as:

-
E= e;[“ e;{ﬂ elT, e RIN-M) (16)

Let Lr be the follower-subgraph Laplacian and B the diagonal leader-pinning matrix.
The grounded Laplacian used in the stability analysis is:

H=Lr+B=HT+0 (17)
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Because H is really symmetric, an orthogonal eigenvector transformation decouples
the stacked third-order error dynamics. For every A € o(H), the modal characteristic
polynomial is:

pa(s) = s° + 137> + 1aAs + 71 (18)

The cubic Routh-Hurwitz criterion gives asymptotic convergence of every mode
under the following sufficient conditions:

Delay coupling: the conservative PRR-only detection interval is kT, and reconstruction
takes Atrec, SO Tmax = kT + Atrec. During this finite interval, |le(t; + Tmax)|| is bounded
by exp (|| Agl|Tmax)|[e(ta)|| + [exp(||Ag||Tmax) — 1]d/|| A4 for bounded pre-reconstruction
dynamics A; and disturbance d. Thus Ty and Aty must be selected jointly against the
mission error limit.

11>0, 12>0, 73>0, 7273 Amin(H) > 711 (19)

4.2. UAV Swarm Hierarchical Tree Communication Topology

The multi-leader hierarchical tree topology takes the leader node group as the top-level
core and performs hierarchical division according to the principles of leader clustering,
master—slave communication, and local connectivity, constructing an m-layer tree commu-
nication network. The specific division rules are as follows: The parent—child hierarchy is a
logical routing structure; every edge used by the spectral control analysis is bidirectionally
verified and represented symmetrically.

(1) Leader node layer: Contains all leader nodes £ = {1,2,..., M}, serving as the top-
level core of the entire tree topology. Direct communication links are established
between every pair of leader nodes, forming a connected leader node sub-topology
responsible for motion control, trajectory planning, and state information distribution
of their respective clusters, while achieving cooperative motion of the leader node
group. Each leader node serves as the core of a cluster, corresponding to a follower
node sub-cluster.

(2) Intermediate node layer: Internal node layer. Nodes at the j-th layer (2 < j < m — 1)
are follower nodes, labeled u Lo Uiz o Uity where bj is the number of nodes at the j-th
layer. Each intermediate node establishes a direct communication link with only one
parent node in the layer above, and simultaneously establishes direct communication
links with several child nodes in the layer below, achieving hierarchical transmission
of state information.

(3) Leaf node layer: Terminal follower node layer. Nodes are labeled t,,1, Uy, . . ., yp,,-
Each node establishes a direct communication link with only one parent node in
the layer above, with no child nodes in the layer below. Leaf nodes all belong to a
cluster of a certain leader node, obtaining state information of the assigned leader
node through hierarchical links. The total number of nodes in the entire multi-leader
hierarchical tree topology satisfies the constraint:

M+by+b3+...+by, =N (20)

Combining the clustering characteristics and hierarchical structure of the multi-leader
hierarchical tree topology, three core definitions are clarified that are fully compatible with
the single-leader scenario: (1) Internal nodes, referring collectively to leader nodes and
follower nodes in the intermediate node layer. Leader nodes handle cluster core control
and swarm coordination functions; intermediate layer follower nodes handle informa-
tion relay within clusters. (2) Communication-redundant nodes, specifically referring to
follower nodes in the intermediate node layer that have no child nodes in the next layer
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and do not affect the connectivity of the cluster, providing link backups for fault-tolerant
control. (3) Cluster sub-topology, the local tree topology rooted at a single leader node.
Each cluster is independent and interconnected through the leader node group, enhancing
swarm anti-interference capability. The topology communication relationships are quan-
titatively represented using adjacency matrix A and Laplacian matrix L. Core definitions
are consistent with the preceding text. The leader node layer achieves full connectivity to
ensure swarm coordination. For each connected effective cluster, the Laplacian has one
zero eigenvalue, while the corresponding grounded Laplacian is positive definite under
leader pinning.

4.3. Distributed Communication-Redundant Node Identification Algorithm

The distributed communication-redundant node identification algorithm adapted
for the multi-leader cluster architecture uses a mode of cluster-independent execution
and global aggregation synchronization. Each node autonomously completes neighbor
node identification and self-state determination without requiring central-node centralized
control, and the identification processes of each cluster sub-topology do not interfere with
each other. This both ensures identification efficiency and enhances algorithm robustness
and scalability, suitable for large-scale multi-leader UAV swarms. The algorithm is divided
into two core stages: neighbor node identification and redundant node screening. The
pseudocode for its execution process is as follows:

(1) Neighbor Node Identification Algorithm Pseudocode
(2) Redundant Node Screening Algorithm Pseudocode (Algorithm 2)

Algorithm 2: Redundant Node Screening Algorithm

// Input: Node i info (ID_i, ID_cluster, level_i, total layers m), local neigh-bor_table_i
// Output: Redundancy status is_redundant of node i
Function RedundantNodeFiltering(ID_i, ID_cluster, level_i, m, neighbor_table_i):
// 1. Non-redundant determination: leaf node / has child node / critical relay node
if level i == m or HasChildNode(neighbor_table_i, level_i, ID_cluster) or
IsCriticalRelay(ID_i, ID_cluster): Return False
// 2. Mark as redundant node, upload info to cluster shared data area
redundant_info = {node_id:ID_i, cluster_id:ID_cluster, level:level_i, sta-tus:available}
UploadToClusterDataArea(ID_cluster, redundant_node, redundant_info)
// 3. Cluster master node aggregates deduplication, synchronizes to global data area
if IsClusterMaster(ID_i):
cluster_redundant_list = GetUniqueList(GetAllFromClusterDataArea(ID_cluster,
redundant_node))
SyncToGlobalDataArea(global_redundant_list, cluster_redundant_list)
Return True

In the execution process of the above algorithms, candidate links must pass a bidirec-
tional handshake, distance d;, < r, delay T;; < Tjink, and PRR/SNR floors. Feasible nodes
are ranked by Q;, = w1 PRR;, +woSNRY, +w3(1 — djy /7¢) +w4a(1 — T/ Tiink ) + wsE}}, with
Y w; = 1; the highest score satisfying Q;; > Q, and the connectivity test is selected.

j
4.4. Hierarchical Dynamic Topology Reconstruction Rules for R-DoS Attacks in UAV Swarms

When the PRR-IAT dual-dimensional joint detection mechanism determines that a
node in the swarm is under R-DoS attack, the system immediately activates the dynamic
topology reconstruction mechanism. The core objective is to cut off all communication
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links of failed nodes, simultaneously activate the corresponding cluster and global re-
dundant nodes, establish new communication links, update the adjacency matrix and
Laplacian matrix, and verify and ensure connectivity of the leader layer and each effective
cluster graph.

For the hierarchical features and clustering characteristics of the multi-leader UAV
swarm hierarchical tree topology, hierarchical cluster-based dynamic topology reconstruc-
tion rules can be formulated. Based on the type and layer of the attacked node, differentiated
reconstruction strategies are adopted to verify and ensure that the reconstructed topology
still meets the connectivity requirements of multi-leader swarm consensus control, and to
ensure that the reconstruction process is simple and efficient. Each cluster sub-topology can
independently execute reconstruction operations, triggering global swarm reconstruction
only when the leader node layer is under attack, improving system reconstruction efficiency.
Before formulating reconstruction rules, the following assumptions are made:

Assumption 1. There exists a scenario where a single node q in the UAV swarm is under R-DoS
attack. The cluster to which q belongs is Ly, and q’s layer is 1,. After being attacked by R-DoS, q's
PRR value will continuously fall below threshold y,, and communication links are completely failed.
The number of leader nodes in the swarm M > 2; when M = 1, the framework can degenerate to a
single-leader scenario.

4.4.1. General Procedure for Topology Reconstruction

In the UAV swarm, regardless of whether the attacked node is a leader or follower
node, topology reconstruction follows the principles of cluster-independent reconstruction
and global coordination guarantee to ensure the standardization of the reconstruction
process. To accommodate the independence requirements of the cluster architecture, the
general steps for topology reconstruction are designed as follows:

(1) Link severance and cluster localization: The system notifies all nodes via broadcast
mechanism to immediately cut off all direct communication links with the attacked
node g, and delete g from the local neighbor tables of all nodes. Let the adjacency
matrix before topology reconstruction be Ayq. After cutting off all communication
links of g, the adjacency matrix is updated as shown in Equation (21), where e, is a unit
basis vector. Simultaneously, based on g’s cluster ID, locate the cluster £, to which g
belongs and initiate the local reconstruction process of cluster £;. If the attacked node
is a leader node, global reconstruction of the swarm needs to be initiated.

Adel = Aold — eql‘f,;r Aold — 1‘1o1d€ql‘3qT (21)

(2) Cluster status update: All nodes in the cluster to which the attacked node belongs re-
execute the neighbor node identification algorithm, update the local neighbor tables,
and synchronize the updated neighbor tables to the cluster shared data area. When
the leader node layer is attacked, all leader nodes synchronize updated neighbor
tables to the swarm global data area.

(3) Redundant node activation: The master control module selects available redundant
nodes in the same cluster, same layer, or adjacent layer as the attacked node g from
the cluster-redundant node list (if a follower node is attacked) or the swarm-global
redundant node list (if a leader node is attacked), and marks them as reconstruction
backup nodes.

(4) Hierarchical cluster reconstruction: Based on the type and layer of the attacked node,
execute the corresponding hierarchical cluster reconstruction strategy to re-establish
communication links. Let the activated redundant node be r, and establish new links
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for child nodes C;. The link association matrix is B € RN*N where b;, = 1 indicates
that node i € C; has a new link with r, and the rest are 0.
(5) Matrix hierarchical update: The global adjacency matrix after reconstruction is:

Anew = Agol + B+B' (22)

From the Laplacian matrix definition L = D — A, the diagonal elements of the recon-
structed degree matrix Dpew are:

N

dii = Y Aijnew (23)
=1

Therefore, the global Laplacian matrix after reconstruction is:
Lnew = Dnew — Anew (24)

The updated Apew and Lpew are synchronized to the corresponding clusters and all
nodes, providing core matrix parameters for online adjustment of the consensus
control law.

(6) Adaptive adjustment of control law: Each node online adjusts the consensus control
gains 71, 72, 73 based on the updated Laplacian matrix combined with the conver-
gence conditions in Equation (19), and updates the control law. When the leader node
layer is attacked, the leader node group synchronously adjusts the cooperative control
strategy to achieve fault-tolerant control.

4.4.2. Connectivity Verification for Topology Reconstruction

The core objective of topology reconstruction is to repair communication links dam-
aged by R-DoS attacks and ensure that the reconstructed topology still meets the con-
nectivity requirements of multi-leader swarm consensus control. Therefore, connectivity
verification is a key concluding step of the topology reconstruction process and directly
determines whether the reconstruction is effective.

After completing the updates of adjacency matrix Anew and Laplacian matrix Lpew,
connectivity verification needs to be conducted from two dimensions. The verification
formulas are embedded directly into the verification logic as follows: First, verify the
connectivity of the leader node group. The connectivity of the leader node group, as the
control core of the swarm, is a prerequisite for overall swarm consistency. The verification
standard is that the rank of the leader node group Laplacian matrix L ;. satisfies:

rank(LE,new) =M-1 (25)

where M is the number of leader nodes in the swarm. Equation (25) intuitively shows that
there are no isolated nodes within the leader node group and effective communication
coordination can be achieved between nodes. Second, verify the connectivity of each
effective cluster graph. The connectivity of a cluster, as the basic component unit of the
swarm, is a guarantee of state information transmission between follower nodes and
leader nodes. The verification standard is that the rank of each cluster’s Laplacian matrix
Ly 1 satisfies:

rank(Lk,new> =n—1 (26)

where 7y, is the total number of nodes in the k-th cluster. Equation (26) ensures that all
nodes within the cluster can complete state synchronization through communication links.
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If both dimensions of verification pass, the topology reconstruction is considered
successful. At this point, the updated Lpew is synchronized to the consensus control
layer to provide effective topology parameters for control command generation. If either
dimension fails verification, the reconstruction is deemed failed, and it is necessary to
immediately revert to the adjacency matrix and Laplacian matrix before reconstruction,
and re-execute redundant node selection and link reconstruction operations until the
connectivity requirements are satisfied.

Optional re-entry is permitted after an isolated node passes $h$ consecutive healthy
PRR-IAT windows, authentication and clock checks, and a receive-only probation period.
One provisional low-weight link is then restored and monitored; any renewed alarm
removes that link and returns the node to ISOLATED.

4.5. Closed-Loop Implementation of Multi-Leader UAV Swarm Consensus Fault-Tolerant Control

The closed loop combines detection, isolation, hierarchical reconstruction, connectivity
verification, and controller update. For a fixed reconstructed graph, let each retained control
edge e have effective delivery factor g, = (1 — p) (1 —p f,e) , assuming independent attack-
induced and residual failures, with g, > gmin > 0. If b, is its grounded incidence vector,
then Hegr = Y qebgbgT and Hpew = ). bgbeT , which gives:

e e

Heg — qmianew = Z(qg - Qmin)bebgT =0, Amin(Heff) > Qmin)\min(Hnew) = Aeff (27)
e
The positive-semidefinite matrix difference in Equation (27) establishes the eigenvalue
lower bound directly. Substituting that bound into the modal polynomial in Equation (18),
the Routh array requires 72Y3Amin (Hetf) > Y1, S0 @ worst-case sufficient gain margin is:

Y23t — 71 > 0 (28)

When Equation (28) holds, the fixed effective weighted graph is asymptotically stable
under the stated edge-delivery model. This result is not a sample-path guarantee for
arbitrary random link switching; repeated topology changes additionally require a positive
dwell time.

Based on the above analysis, the core logic and key formula mapping of the UAV
swarm closed-loop consensus fault-tolerant control framework are as follows (Algorithm 3):

Algorithm 3: Multi-Leader Swarm Fault-Tolerant Control Closed-Loop Core Logic

Initialize: N (total nodes), M (leader nodes), control gains y1, 2, 3, attack detection
thresholds (pi,t},,,, tlhz‘gh)
Initialize adjacency matrix A, Laplacian matrix L
Execute fault-tolerant closed loop:

1. Collect: node states (x, v, ) and communication metrics (PRR/IAT)

2. Detect: determine DoS attack per Equation (12), locate attacked nodes and clusters

3. Reconstruct: if attacked, update A and L per Equations (21)—(24); verify
connectivity per Equations (25) and (26)

4. Control: generate control commands u per Equation (14) (adapted to
reconstructed L)

5. Feedback: update node states; verify fault-tolerant robustness per Equations (27)
and (28)

6. Loop: feedback states to collection step; iterate
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The multi-leader UAV swarm closed-loop consensus fault-tolerant control framework
relies on the hierarchical cluster topology architecture, with clusters independently execut-
ing attack detection and topology reconstruction to improve fault handling efficiency and
reduce global communication overhead. All core steps are quantified through mathematical
formulas—from attack detection to topology update and robustness verification—ensuring
theoretical rigor and verifiability of the system design. When the number of leader nodes is
M =1, the same framework applies with one grounded follower Laplacian; the retained-
link lower bound in Equation (27) and gain-margin test in Equation (28) are unchanged.
Therefore, the algorithm framework proposed in this paper has good compatibility and
extensibility, adaptable to UAV swarm application scenarios of different scales and different
leader modes.

An isolated UAV executes the local safe-hold jerk law u%so = —kp ((xl- — xlh) — kyv; —

kaa;, where xf.z is captured at isolation. The gains satisfy ky, ky, k, > 0 and koky > kp,
ensuring convergence to the local hold state without neighbor data.

5. Simulation and Results Analysis
5.1. Architecture and Parameter Settings of the HIL Semi-Physical Simulation Platform

A hardware-in-the-loop (HIL) semi-physical simulation platform was constructed for
the experiments. Figure 1 presents the software-level detection-reconstruction—-control
workflow, whereas Figure 2 shows the corresponding hardware architecture and closed-
loop data flow.

The platform comprises three interacting layers. First, the upper computer config-
ures the reference trajectories, initial swarm topology, synthetic impairment schedule,
and experimental parameters, and records and visualizes the flight states. Second, the
real-time emulator executes the UAV dynamics, atmospheric-environment, sensor, and
communication-network models. Third, each connected Pixhawk board represents the
physical flight controller of one virtual UAV and executes the embedded control program.
Accordingly, the UAV plant and environment are simulated by the real-time emulator,
whereas flight-control calculations and PWM generation are performed on physical Pix-
hawk hardware.

During each closed-loop cycle, the real-time emulator transmits simulated GPS and
inertial measurements to the corresponding Pixhawk through the Ethernet TCP/IP interface.
The Pixhawk calculates the control input and returns PWM commands to the emulator,
which advances the UAV dynamic model and generates the measurements for the next
cycle. Flight states are also returned to the upper computer for monitoring, visualization,
and logging. Connecting multiple Pixhawk boards through the same real-time emulator
provides a closed-loop swarm experiment in which the controllers are physical devices and
the vehicles, sensors, environment, and communication links are simulated in real time.

Detection-Guided Resilient Consensus Closed Loop

1 Monitor 2 Detect 3 Recover 4 Control

¢ PRRin each window
e Schedule-aware IAT

o Link quality and state

 Binomial PRR test
o Instant joint rule

e Slow CUSUM channel

# Isolate confirmed node
* Rank candidates by Q

 Reconnect and verify

o Update A and H
o Leader feedforward

 Consensus / safe hold

!

Figure 1. Detection-guided resilient consensus control workflow.

Authenticated state and communication feedback
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Figure 2. Hardware architecture and closed-loop data flow of the semi-physical simulation platform.

At the communication layer, authenticated inter-UAV state packets pass through the
synthetic R-DoS impairment module before being processed by the PRR-IAT detector. The
impairment module modifies only packet-delivery and packet-timing variables according
to the prescribed schedule. A positive attack decision is passed to the isolation and topology-
management logic, which removes the affected node or links, screens redundant candidates,
verifies connectivity, updates the adjacency and grounded-Laplacian matrices, and pro-
vides the revised neighbor and reference information to the controllers. This functional
allocation closes the loop between communication monitoring, topology reconstruction,
and embedded control without using an external network or radio-frequency interference.

All experiments reported in this study were conducted in a closed laboratory HIL
environment. The R-DoS component was implemented as a synthetic network-impairment
model that modifies packet reception and timing variables; it did not involve access to an
external network, intrusion into an operational UAV system, radio-frequency jamming, or
field deployment. The study evaluates only defensive detection, node isolation, topology
reconfiguration, and consensus recovery.

The most recent sensor sample and PWM command are held between the two update
rates, forming a multirate closed loop. Inter-UAV communication packets are generated
at 50 packets/s. A first-order 10 Hz low-pass filter and the stated sensor-noise model
are applied before the feedback measurements are delivered to the controllers. The UAV
parameters are listed in Table 2. The Pixhawk control routine operates at 200 Hz with a
5 ms control period, whereas the system-level plant and communication emulation use the
0.01 s step reported in Table 3.

The synthetic R-DoS impairment, PRR-IAT detector, topology manager, and consensus
controller are integrated into the HIL platform. The principal settings are listed in Table 3.
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Table 2. UAV Parameters Used in Simulation.
Symbol Parameter Name Value Unit
m UAV mass 1.2 kg
g Gravitational acceleration 9.8 m/s?
b Lift coefficient 5 N-s?
d Torque coefficient 1.239 x 107° N/(rad/s)?
L Moment of inertia about x;, axis 0.0091 kg-m?
Iy Moment of inertia about y;, axis 0.0096 kg m?
I Moment of inertia about z; axis 0.0189 kg-m?
K Air drag coefficient in x, direction 0.01 N-s/m
K> Air drag coefficient in y, direction 0.012 N-s/m
K3 Air drag coefficient in z, direction 0.019 N-s/m
Ky Air drag moment coefficient about x, axis 0.0022 N-m-s/rad
Table 3. Main Simulation Parameters.
Parameter Name Symbol Value Unit
Simulation step size At 0.01 s
Total simulation time T 30 s
Synthetic impairment start tatt sta 10 S
Synthetic impairment end tatt_fin 25 s
Detection delay tdet 0.5 S
Reconstruction delay trec 1.0 S
Detection time window Tw 1.0 S
Communication frequency feom 50 pkt/s
Calibration window count m 30 —
Significance level o 0.05 —
Consecutive anomaly count k 3 —
Consensus control gain 7 3
Consensus control gain 0%) 8
Consensus control gain 73 4
Impairment pulse duration — exp(1.5)
Impairment pulse interval — exp(2.0)
Simulated packet-loss intensity — Beta(2,3) +0.3
Impairment random noise — N(0,0.05)

The reported HIL results correspond to a 0.5 s detection delay and a 1 s topology-
reconstruction delay. Because tracking error at larger delays depends jointly on attack
duration, reconstructed topology, controller gains, and UAV dynamics, these results should
not be extrapolated beyond this setting. Systematic varied-delay HIL sensitivity testing
remains necessary.

5.2. Single-Leader UAV Swarm Fault-Tolerant Control Simulation

The single-leader scenario consists of six UAVs, with the topology structure shown in
Figure 3. The leader node moves along a circular trajectory superimposed with sinusoidal
altitude changes. The reference trajectory is given by Equation. The initial positions of
follower nodes are randomly offset within 2-6 m from the leader node, simulating the
initial formation deployment state.

x(t) = 10cos(0.2t)
y(t) = 10sin(0.2t) (29)
z(t) = 54 2sin(0.3t)
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Figure 3. Single-leader UAV swarm topology structure.

In the simulation, the R-DoS attack targets UAV3. After the attack, the state information
transmission of its downstream node UAV6 is interrupted. Simulation results are shown in

Figures 4-7.
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Figure 4. PRR-IAT Dual-Dimensional Joint Detection Results (single-leader scenario).
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Figure 5. Topology comparison before R-DoS attack and after fault-tolerant reconstruction (single-
leader scenario).
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Figure 6. Comparison of Consensus Control Effects (single-leader scenario).
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Figure 7. Comparison of x/y/z-axis position tracking (single-leader scenario).

Figure 4 (with its PRR axis normalized to [0, 1]) shows the PRR-IAT dual-dimensional
joint detection results after the single-leader UAV swarm receives the R-DoS attack. As
can be seen from Figure 4, the PRR-IAT dual-dimensional joint detection mechanism can
accurately identify the onset of R-DoS attacks. After the attack begins, the PRR value
of UAV3 drops sharply, falling clearly below the dimensionless decision threshold p.
Meanwhile, the IAT value shows large fluctuations, leaving the conservative prediction

interval [t

tow thi gh]' The simultaneous anomalies in both dimensions trigger the attack
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determination, verifying the accuracy of the PRR-IAT joint detection strategy in a single-
leader UAV swarm.

Figure 5 shows the UAV swarm topology before the R-DoS attack and after reconstruc-
tion. Before the attack, UAV3 served as an intermediate node to relay state information
for UAV6. After the attack, the system identifies UAV4 as an available redundant node
through the distributed redundant node identification algorithm, and establishes direct
communication links between UAV?2 and UAV6, as well as between UAV4 and UAVS6,
completing the topology reconstruction. The reconstructed Laplacian matrix satisfies the
connectivity requirement of Equation (26), ensuring that the remaining effective graph is
connected after exclusion of the isolated node.

Figure 6 compares the consensus control effects, and Figure 7 shows the position-
tracking results on the x/y/z axes.

From Figures 6 and 7, all followers converge in approximately 5 s in the no-attack
baseline. During an attack, nodes retained without fault tolerance may drift as their prior
acceleration continues to integrate. Under fault tolerance, the attacked node is isolated and
executes the local safe-hold law defined in Section 4.5, while healthy nodes reconnect and
recover tracking.

The comparison distinguishes short-term natural link recovery from defensive iso-
lation. The plotted fault-tolerant case keeps the attacked node in safe hold; if authen-
ticated communication remains healthy after the attack, the probationary re-entry pro-
cedure in Section 4.4.2 may restore it. Permanent exclusion is therefore not required by
the framework.

5.3. Multi-Leader UAV Swarm Fault-Tolerant Control Simulation

The multi-leader scenario consists of eight UAVs, with UAV1 and UAV?2 as leader
UAVs, divided into two independent clusters. The multi-leader hierarchical tree topology
is shown in Figure 8. The two leader nodes move along symmetric circular trajectories with
a phase difference of 7. The reference trajectories are:

UAV1 : x(t) = 10 - cos(0.2t),y(t) = 10 - sin(0.2¢t)

UAV2: x(t) = 10 - cos(0.2¢t 4 ), y(t) = 10 - sin(0.2¢ + 1) (30)

Cluster 1 Cluster 2

Figure 8. Multi-leader UAV swarm topology structure.

In the simulation, R-DoS simultaneously attacks two targets: UAV4 and UAV7. Simu-
lation results are shown in Figures 9-12.

As can be seen from Figure 9 (with its PRR axis normalized to [0, 1]), in the multi-leader
scenario, the PRR-IAT dual-dimensional joint detection mechanism can simultaneously
identify attacked nodes in two clusters. After the attack begins, the PRR values of UAV4
(Cluster 1) and UAV7 (Cluster 2) both drop sharply and fall clearly below the dimensionless
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decision threshold .. Meanwhile, the IAT values show large fluctuations, leaving the
conservative prediction interval [t] 1. gh]' The simultaneous anomalies in both dimen-
sions trigger the attack determination. The dual-dimensional joint determination accurately
identifies the multi-target characteristics of the R-DoS attack, verifying the adaptability of

the detection mechanism to the multi-leader cluster architecture.
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Figure 9. PRR-IAT Dual-Dimensional Joint Detection Results (multi-leader scenario).

Figure 10 shows the UAV swarm topology before and after reconstruction in the multi-
leader scenario. After the attack, Cluster 1 activates redundant node UAV3 to establish
alternative communication links for UAV5 and UAV6; Cluster 2 activates redundant node
UAVBS to establish alternative links for other follower nodes. The two clusters independently
execute reconstruction operations without interference. After reconstruction, the Laplacian
matrix ranks of each cluster satisfy the connectivity requirement of Equation (26), while
the leader node group Laplacian matrix rank satisfies the connectivity requirement of
Equation (25), ensuring the overall consensus control foundation of the multi-leader swarm.

(a) Topology before attack (b) Fault tolerant reconstruction topology
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Figure 10. Topology comparison before R-DoS attack and after fault-tolerant reconstruction (multi-

leader scenario).

Figure 11 compares the consensus errors of two clusters under three conditions. Similar
to the single-leader UAV swarm, in the multi-leader UAV swarm, attacked nodes and their
child nodes exhibit position divergence due to control input interruption during the attack.
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Under the no-fault-tolerance condition, since the topology matrix remains intact, nodes
can naturally converge after the attack ends. Under the fault-tolerant condition, attacked
nodes UAV4 and UAV7 remain in safe hold in the plotted scenario and may later enter
the probationary re-entry process, but the core subset of the formation maintains stable
tracking during the attack period. Compared with the single-leader scenario, the error
convergence time in the multi-leader scenario is slightly longer, due to the additional
information synchronization overhead required for inter-cluster coordination. However,
the advantage of the multi-leader architecture is that the attack impact is confined within a
single cluster and will not propagate to the entire swarm through the leader node group,
reflecting the natural isolation characteristics of the hierarchical cluster topology.

(a) Mean consistency error (b) Maximum consistency error
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Figure 11. Comparison of Consensus Control Effects (multi-leader scenario).
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Figure 12. Comparison of x/y/z-axis position tracking (multi-leader scenario).
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Figure 12 shows the position tracking effects on the x/y/z axes in the multi-leader
scenario. The follower nodes of the two clusters track the symmetric circular trajectories
of their respective leader nodes. There is a brief trajectory deviation during the fault-
tolerant reconstruction phase after the attack, but trajectory tracking quickly recovers
after reconstruction is complete. Consistent with the single-leader scenario analysis, the
trajectories of isolated nodes (UAV4, UAV7) show a characteristic of decreasing arc after the
peak, reflecting the explicit local safe-hold controller; nodes reconnected through redundant
links gradually converge from the offset positions to the desired trajectories. Ultimately, the
tracking errors of each axis (excluding isolated nodes) are stabilized within 0.4 m, meeting
the accuracy requirements of UAV swarm cooperative tasks.

5.4. Fault-Tolerant Control Simulation for Leader Node Under Attack

To evaluate the fault-tolerant framework under loss of a reference source, the leader-
node attack experiment uses the same eight-UAV, two-cluster topology as Section 5.3. UAV1
and UAV2 initially provide the reference inputs for their respective clusters. The synthetic
R-DoS impairment is applied to UAV2 from 10 s to 25 s; therefore, UAV2 is both the attacked
communication node and the unavailable reference source for Cluster 2. Simulation results
are shown in Figures 13-16.
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Figure 13. PRR-IAT Dual-Dimensional Joint Detection Results (leader node attack scenario).
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Figure 14. Topology comparison before R-DoS attack and after fault-tolerant reconstruction (leader
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After the PRR-IAT detector declares UAV2 abnormal, UAV?2 is removed from the
effective leader set and executes the local safe-hold controller. The topology manager then
selects the healthy leader UAV1, activates the bidirectionally verified link between UAV1
and UAV7, and recalculates the adjacency and grounded-Laplacian matrices. UAV7 and
UAVS consequently switch from the unavailable UAV2 reference to the surviving UAV1
reference. The original two-cluster topology is thereby converted into a unified single-
leader topology after the configured 0.5 s detection delay and 1 s reconstruction delay.
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Figure 16. Comparison of x/y/z-axis position tracking (leader node attack scenario).
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As can be seen from Figure 13 (with its PRR axis normalized to [0, 1]), in the sce-
nario where a leader node is under attack, the PRR-IAT dual-dimensional joint detection
mechanism can also accurately identify the attacked node. The PRR value of UAV2 (leader
node 2) drops sharply and falls clearly below the dimensionless decision threshold p.
Meanwhile, the IAT value shows large fluctuations, leaving the conservative prediction
interval [t], , t. onl triggering the attack determination and verifying the adaptability of
the detection mechanism when a leader node is under attack.

Figure 14 shows the UAV swarm topology before and after reconstruction when
leader node 2 is under R-DoS attack. After the attack, the system isolates the attacked
leader node UAV2 and transfers leader authority to the healthy leader node UAV1, while
activating redundant links connecting UAV1 and UAV7. At this point, the dual-cluster
structure is reconstructed into a unified single-leader UAV swarm. The Laplacian matrix
rank of the reconstructed single-leader UAV swarm satisfies the connectivity requirement
of Equation (26), ensuring connectivity of the reconstructed effective graph.

Figure 15 compares the consensus-error evolution in the leader-node attack scenario.
This case is more demanding than a follower-node attack because loss of UAV2 simultane-
ously removes a communication node and the reference input of an entire cluster. Without
fault-tolerant reconstruction, the followers of Cluster 2 accumulate tracking error after
losing the UAV2 reference. The impairment ends at 25 s, leaving only 5 s in the reported
30 s observation interval; the curves therefore show that the errors do not recover within
the remaining experiment rather than proving that recovery is impossible for all later times.
With fault tolerance, the errors first increase during detection and reconstruction and then
decrease after leader-authority transfer, link activation, and reference switching. The need
to perform both topology repair and authority reassignment explains the longer transient
relative to the follower-node attack cases.

Figure 16 presents the x/y/z-axis tracking results. In the no-attack baseline, each
follower tracks the reference trajectory of its assigned leader. Under attack without fault
tolerance, UAV7 and UAVS lose the UAV2 reference and develop coordinated drift on all
three axes. Under fault tolerance, the trajectories of UAV7 and UAVS leave the drifting
state after UAV7 is linked to UAV1 and both followers adopt the surviving leader reference.
Cluster 1 remains comparatively continuous because its leader is not attacked. The isolated
UAV2 no longer supplies a reference to the swarm and is decoupled from the reconstructed
control graph. By the end of the reported interval, the surviving followers recover tracking
errors close to the baseline, supporting the effectiveness of the combined isolation, authority-
transfer, and topology-reconstruction mechanism under the stated HIL conditions.

5.5. Discussion

The three HIL scenarios reveal different reconstruction requirements. A follower attack
in the single-leader swarm requires local link replacement, whereas simultaneous follower
attacks in the multi-leader swarm can be handled independently within the affected clusters.
In contrast, a leader attack requires both topology reconstruction and reassignment of the
reference authority. This structural difference explains the larger transient error and longer
recovery process in Section 5.4. Across all three cases, the PRR-IAT detector supplies the
same attack decision interface; the subsequent recovery action depends on whether the
affected node is a follower, an inter-cluster relay, or a leader.

The results also illustrate a trade-off between detection reliability and recovery speed.
Increasing the detection window T, or the consecutive anomaly number k can reduce
sensitivity to short network fluctuations, but it also increases the conservative interval
Tmax = kT + Atrec before the reconstructed controller becomes active. The accumulated
error during this interval must therefore be considered together with the modal gain condi-
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tion in Equation (19) and the effective-connectivity lower bound in Equations (27) and (28).
Similarly, conservative node isolation improves containment but temporarily reduces the
available graph, while additional redundant links improve connectivity at the cost of
communication and verification overhead.

The HIL platform strengthens the validation by closing the loop through physical
flight-control hardware, but it does not constitute field-flight validation. The current ev-
idence is limited to a synthetic communication-impairment model, the stated 0.5 s/1 s
delay setting, a limited swarm size, fixed reconstructed graphs over each analysis interval,
and the implemented sensor-noise and vehicle models. Wind disturbances, unmodeled
dynamics, time-varying sensing delays, arbitrary random graph switching, larger swarms,
and radio-channel effects remain outside the validated scope. Future work will there-
fore require varied-delay HIL sensitivity experiments and field tests under more realistic
communication and environmental disturbances.

6. Conclusions

This paper addresses the security problem of UAV swarm consensus control under
R-DoS attacks, and proposes a dynamic fault-tolerant control method based on PRR-IAT
dual-dimensional joint detection. The main conclusions are as follows:

(1) The proposed PRR-IAT dual-dimensional joint detection mechanism achieves ac-
curate, real-time identification of R-DoS attacks through spatio-temporal feature
fusion and multi-rule joint determination without relying on precise system models.
Compared with single-dimensional detection methods, it effectively reduces missed
detection and false alarm probabilities.

(2) The dynamic fault-tolerant control method based on hierarchical tree topology
achieves adaptive repair of the communication network through online updates
of the adjacency matrix and Laplacian matrix. In three typical scenarios—single-
leader, multi-leader, and leader node under attack—it can effectively restore swarm
consensus control.

(8) Theoretical analysis and simulation experiments verify that, when the effective-
weighted-graph lower-bound condition in Equation (28) is satisfied, the reconstructed
fixed topology preserves consensus convergence under the stated assumptions; the
HIL results show position tracking errors on each axis within 0.4 m.

This HIL model does not include wind gusts, unmodeled vehicle dynamics, or time-
varying sensing delays. Integrating disturbance observers and delay-aware consensus
mechanisms is therefore left for future work.
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The main symbols used in the manuscript.

Symbol Description

G=(V,E), N; Communication graph and neighbor set of node i

A, D, L Adjacency, degree, and effective symmetric Laplacian matrices

Lr, B, H Follower Laplacian, leader-pinning matrix, and grounded Laplacian

Ty, 1, 11 Detection window, trusted calibration window count, and scheduled packets

per window

N, Ntotal/ S
PRR, ya

ke, pu

)\, AL/ )Lu, o
IAT, #iom, t'high
k, K, h

Ap, A, D(1)

Xi, Ui, Aj, Ui

Y1, Y2, 73

Received count, scheduled count, and count standard deviation

Packet reception ratio and its dimensionless lower threshold

Observed failure count and its one-sided binomial upper probability bound
Estimated IAT rate, its confidence limits, and significance level
Aggregate-stream inter-arrival time and conservative prediction limits
Consecutive PRR count, suspicion horizon, and timing-anomaly count

PRR flag, IAT flag, and joint attack decision

Position, velocity, acceleration, and jerk input of UAV i

Consensus gains for position, velocity, and acceleration errors

Atrec, Tmax

Jes Gmins Pes Pfe
dir/ Te, Tirs Tink
Qirs Qth, W;
Ky, ko, ka

Reconstruction delay and conservative detection-plus-reconstruction interval
Edge delivery factor, its lower bound, attack loss, and residual failure probability
Candidate distance/range and measured/allowable link delay

Candidate score, admission threshold, and score weights

Isolation hold position and local safe-hold gains
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