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Abstract

An IoT-based technique is suggested for detecting single-phase earth faults (SEFs) in
6–35 kV cable networks with an isolated neutral. Unlike existing methods based on measur-
ing zero-sequence currents with traditional current transformers, the suggested technique
uses a passive magnetically controlled contact (reed switch) placed in the magnetic field of
a cable. This enables recording fault currents of 0.5–2.0 A without external power supply
and ensures galvanic isolation. The novelty of this technique is the combination of a reed
switch current sensor with an IoT platform: instantaneous values of current are measured
by the duration of the closed state of the contacts, then the data are transmitted via a
radio channel (LoRa 433 MHz, LoRaWAN, or NB-IoT) to a cloud-based SCADA/EMS
system for remote monitoring. The amplitude of the current is calculated from the pickup
and resetting currents, as well as the duration of the closed state of the contacts; no high-
frequency ADC is required. During experimental tests of a prototype with a KEM-5 reed
switch and a TZL-10 current transformer, the difference between the calculated and actual
protection operation current was no more than 10–5%. Oscillograms confirmed the correct
operation of the device when starting, under load, and during an artificial SEF with a
current of 1.6 A. The device response time is a fraction of the industrial frequency period,
which significantly reduces the emergency mode duration. The suggested system enables
decreasing the system average interruption duration index (SAIDI) and the system average
interruption frequency index (SAIFI) by selectively disconnecting a damaged section and
preventing cascading faults. The use of two independent channels (current transformer
and reed switch) increases the reliability of SEF detection and reduces the risk of false
operation. Thus, the developed IoT-based technique improves the reliability, safety, and
cost-effectiveness of cable network operation.

Keywords: single-phase earth faults; cable network; IoT; magnetically controlled contact;
reed switch; current sensor; relay protection

1. Introduction
A single-phase earth fault (SEFs) is the most common (up to 80–90%) fault type in

6–35 kV cable networks with an isolated neutral [1–4]. The main difficulties in SEF detection
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are related to low fault currents (0.5–10 A), instability of arcing processes, and the lack of a
direct path for zero-sequence currents. Existing protection methods, such as zero-sequence
voltage monitoring, zero-sequence current protection, and power-impressed devices, have
a number of limitations: low sensitivity to high-impedance faults [4–6], a need for on-site
power supplies, a difficulty of selective disconnection in distributed capacity admittance
networks, and a significant time required for fault location by emergency teams [6–8].

Up-to-date approaches to improving the reliability of SEF detection use fiber-optic
sensors (DTS/DTSS), partial discharge sensors, and systems based on synchronized phasor
measurement units (PMUs). However, these solutions often require expensive equipment,
complex calibration, and a developed communications infrastructure, which limits their
common use in distribution networks [9,10]. There are low-cost and nonvolatile SEF
sensors capable of remotely real-time detecting faults at a level of 0.5–2.0 without the use
of traditional saturable current transformers or active electronics in a high-voltage zone.

The novelty of the suggested technique lies in the joint use of (1) a magnetically con-
trolled contact (reed switch) placed in the magnetic field of a cable, which does not require
external power supply and directly responds to the field strength proportional to the short-
circuit current; (2) a method for determining the amplitude of current by the duration of
reed switch closed state without high-frequency sampling; (3) wireless IoT-based data trans-
mission (LoRa, LoRaWAN, NB-IoT) to a cloud platform for centralized monitoring [11–13].

In contrast to known reed switch devices, which were primarily used in position
signaling, this work for the first time suggests using them for the quantitative measurement
of SEF current and integration with IoT networks [14].

The main tasks of this work were:

– Design of a transformer current sensor with a reed switch;
– Development of a mathematical model which connects the fault current, the reed

switch pick-up/resetting currents, and the contact closure time;
– Experimental verification of the model with the use of a physical prototype with a

KEM-5 reed switch;
– Development of a data transmission architecture to a SCADA/EMS cloud platform;
– Estimation of SAIDI and SAIFI.

The aim of this work is to develop and experimentally validate an IoT-based technique
for detecting SEFs in 6–35 kV cable lines with the use of a highly sensitive and nonvolatile
reed switch current sensor, which ensures remote monitoring.

An advantage of using IoT is the possibility of transforming technological processes
by means of their quantitative measurability based on the collection and processing of large
volumes of data. The integration of IoT technology improves the quality of process and
system management by creating conditions for real-time automated decision making and
facilitating the optimization of tasks to be solved [1,2].

The scope of IoT encompasses any engineering systems where this technology is used
for data exchange. In these systems, IoT devices can function as smart sensors, actuators,
gateways for interfacing with industrial networks, etc. Communication protocols enable
optimized data transfer through Ethernet networks proving minimal message size and
flexible data representation and ensuring data reliability. Implementation of IoT requires
organizing the storage and processing of significant volumes of information with the use of
databases. Data required for control signal generation can be analyzed both in real time
and offline after the information has been saved. This data is then transmitted to actuators.

IoT is focused on managing industrial assets; it ensures continuous online monitoring
and operational transparency and increases the efficiency of automation systems. Such
devices serve as a basis for assessing personnel productivity, optimizing utilization of
production capacities, and monitoring power quality indicators.
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Solutions for wireless data communication include LoRaWAN, NB-IoT, and other
technologies. In addition, works [15–17] suggested the design of fiber-optic sensors for dis-
tributed measurements (DTS/DTSS) mounted along a cable line [18–22]. Partial discharge
sensors, which record high-frequency pulses in cable insulation, compose an individual
class and are used for early detection of insulation defects which can result in single-phase
earth faults (SEF) [23–28]. The aim of this work is the development of an IoT technique
for detecting SEFs in 6–35 kV cable networks with the use of current sensors and SEF data
transmitting to a control center.

2. Single-Phase Earth-Fault Data Transmission
This work suggests an IoT-based single-phase earth-fault protection system for a

6–35 kV cable network. During our experiments, the protection device operated at SEF
currents of approximately 0.5–1.0 A.

Figure 1a shows a block diagram of a setup for picking up signals from a current
sensor, with a PC located in close proximity to a measurement point. It is necessary to
measure an alternating current in a cable line, which flows through a current transformer,
which is an analog current sensor. It does not directly measure the current but records the
magnetic field around a conductor through which the current flows. An analog voltage
proportional to the current is generated across the sensor output. An Arduino UNO is used
as a microcontroller board for measurements, monitoring, and equipment control. The
Arduino UNO reads the voltage through an analog input. An internal analog-to-digital
converter (ADC) of the Arduino converts analog voltage (0–5 V) into digital. The Arduino
microcontroller converts the read values into amperes with the use of a simple sketch
(Supplementary Written Program S1). After processing, the data are transmitted to the
Ra-02 radio module connected to the Arduino through the SPI interface (MOSI, MISO, SCK,
NSS, and other pins). SX1278 modulates signals by LoRa technology (spread spectrum) and
transmits them at a frequency of 433 MHz. The second LoRa module connected, for exam-
ple, to the second Arduino or a computer (Supplementary Receiver and Presentation S1),
should be mounted on the receiving side. It receives a radio signal, demodulates it, and
transmits data (Supplementary Packages S1) about the current to, e.g., a display, a monitor-
ing system, a server, or a log file [11–14].

Radio signal propagation in underground cable channels.
In urban distribution networks, 6–35 kV cables are laid in trenches, cable channels,

and sewers. Direct radio signal propagation from a sensor mounted in a cable chamber or
channel to a ground-based LoRaWAN gateway is attenuated due to shielding by reinforced
concrete slabs (typically by 10–20 dB) and metal manhole covers (additionally by 5–10 dB).
However, experimental studies [12] show that LoRa with SF = 12 and BW = 125 kHz are
capable of stably communicating at ranges of up to 300–500 m when a gateway is located
3–5 m above ground. When using a remote sensor antenna at a flexible cable placed inside
a cable manhole at a height of 0.5 m from the bottom, the loss for penetration through the
reinforced concrete slab does not exceed 15 dB, which ensures reliable reception. For deep
collectors (more than 5 m) or long tunnels, it is recommended to install LoRa repeaters
spaced 200–300 m apart or use NB-IoT technology (if a provider supports coverage in
underground structures). Therefore, the suggested architecture is feasible in typical urban
cable channels under conditions of correct selection of gateway points and antenna types.

Architecture of the IoT-based system for SEF detection
The suggested protection system implements decentralized detection logic with cen-

tralized coordination. It is based on three principles:

- Hardware independence: the reed switch sensor requires no external power and
passively operates.
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- Local preprocessing: primary filtering and calculation of the amplitude of current are
performed by a field microcontroller (Arduino).

- Cloud coordination: the final decision about the presence of a SEF and its selective
clearing is made on the SCADA/EMS platform taking into account data from all
network sensors (Table 1).

Figure 1. Diagram of signal release from a transformer current sensor: (a) pick up current sensor
signal circuit; (b) IoT data transmission; (c) experimental setup.

Table 1. Decision algorithm (steps).

Step Operation Responsible
Component Time, ms

1
Measurement of the duration of
the closed state of reed switch

contacts t1
Timer (Arduino)

0.1–10
(depends on

current)

2 Local filtering (median, 5 samples) Arduino 1

3 Calculation of the amplitude Im Arduino <1

4 Packet assembly (Im, t01, time tag) Arduino <1

5 LoRa → gateway → cloud
transmission LoRa + 4G 50–300

6 Aggregation of data from all
network sensors Cloud SCADA 100

7 Comparison with settings and
selective decision Cloud SCADA 50

8 Triggering (in the case of event) SCADA → driver 100

The total time from SEF occurrence to triggering is 250–500 ms (depending on the
channel load).

System architecture (levels).
The system has a three-layer architecture (Figure 2).
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Figure 2. Architecture levels.

For remote objects (steppe and rural areas) without NB-IoT coverage, LoRaWAN with
its own gateway can be used. For urban networks with good coverage, NB-IoT can be used
due to ease of deployment (no gateway required).

The optimized architecture is shown in Figure 1b.
LoRa range tests were performed in open areas (steppe, Pavlodar region, Kazakhstan).

The stated range of 15 km for LoRaWAN is achievable only in ideal steppe conditions with
the use of amplifiers. In real urban conditions, the range is 1.5–3 km. For 6–35 kV networks
(urban cable lines), this is sufficient, since the distance between sensors typically does not
exceed 1–2 km (Table 2).

Table 2. Selection criteria and optimization of transmission parameters.

Parameter Range Advisable Value Selection Criterion

Spreading factor (SF) 7–12 12 (maximal range) Radio communication
reliability priority

Bandwidth (BW) 125, 250, 500 kHz 125 kHz (narrow) Improvement of receiver
sensitivity

Coding rate (CR) 1–4 4 (maximal immunity) Decrease in BER by 1–2 orders
of magnitude

Frequency 433 MHz (RU/KZ),
868 MHz (EU) – Regional restrictions

Packet (32 bytes)
transmission time 0.5–2 c ~1 s Delay/energy tradeoff

Transmission time 0.5–10 c 2 s (in the normal mode),
0.5 s (upon alarm) Adaptive

A three-layer architecture is suggested for the IoT-based SEF detection system: a field
level (reed switch, Arduino, and LoRa), a communication level (gateway and 4G/NB-IoT),
and a cloud level (SCADA). The primary communication channel for remote objects is
LoRa (SF = 12, BW = 125 kHz) with an experimentally confirmed range of 12.5 km in steppe
and 3 km in a city. The total decision-making delay is 250–500 ms, which is acceptable for
networks with an isolated neutral, where traditional protection systems have time delays
(0.5–2 s). To increase reliability, channel duplication (LoRa + NB-IoT) and the introduction
of fast local tripping logic are recommended.

For data transmission, a current sensor with a magnetically operated contact
was designed.

3. Current Sensor with a Magnetically Operated Contact
3.1. Principle of Operation and Key Equations

A transformer current sensor based on a reed switch (magnetically controlled contact)
is suggested. Reed switch 1 is mounted at a fixed distance l from cable 2 with the amplitude
of current Im [22–29] (Figure 3). To increase the sensitivity, the reed switch is placed in
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ferromagnetic core 3. The reed switch contacts are connected to timer 4, which measures
the time of the closed state of reed switch contacts t1. This value is then transmitted to
computing unit 5, where Im is calculated, and the result is displayed in unit 6.

Figure 3. Circuit which implements a technique for measuring current by the time of the closed state
of the RS.

When the instantaneous value of current increases to Iact (actuation current), the reed
switch contacts close under the action of a magnetic field produced by the current Iact.
When the current decreases to Ir (resetting current), the contacts open [29,30].

For harmonic current,

Iact = Imsin ωt01, Ir = Imsin ω(t01 + t1) (1)

Solving the set of Equation (1) in terms of Im, we find

Im =

√
I2
act + I2

r − 2Iact Ircos ωt1

sin ωt1
, t01 =

1
ω

arcsin
(

Ir

Im

)
− t1 (2)

Thus, the amplitude of the current is calculated by three parameters: Iact, Ir, and t1

(Figure 4).

Figure 4. Time variation in the RS actuation current.

3.2. Limits and Errors

In real power systems, the accuracy and repeatability of the suggested technique are
determined by the following factors (Table 3).
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Table 3. Known limits of reed switches and their effect on measurement accuracy.

Limit Effect on Measurements Way of Considering/
Compensation

Hystéresis

Difference between
Iact and Ir (typically
Ir/Iact = 0.4–0.7) results in
systematic error in Im
calculations

Consideration through the
resetting coefficient kr,
which is individually
determined for each
reed switch

Manufacturing spread Iact can differ by 15–20% in
a lot

Individual calibration of
each sensor when
manufacturing; use of an
adjustable resistor or
digital potentiometer

Arc instability during SEF

The fault current contains
higher harmonics and a
constant component; the
purely harmonic shape
is violated

Use of a bandpass filter or
calculation from first three
zero-crossing points

3.3. Accuracy and Linearity

Fixing the time t1, timer 4 (Figure 3) transmits it to microprocessor-based measuring
unit 5, where Im and t1 are calculated by Equation (2). Unit 6 displays information about
the current in a cable line.

Alternating current at a frequency of 50 Hz is supplied into the cable. It is gradually
increased to the current Ic_act, at which the reed switch closes its contacts (Iact ̸= Ic_act),
and Ic_act is determined with an ammeter (0.5 accuracy class). Then, decreasing the cur-
rent, the resetting current Ic_r is determined, and the resetting coefficient is calculated as
kr =

Ucr
Ucact

= Ic_r/Ic_act, where Uc_act and Ur are the actuation and resetting voltages mea-
sured across the winding terminals upon closing and opening reed switch contacts. The
current is controlled with the use of a load (as shown in Figure 1c).

Figure 5 implements the relationship between the times when RS contacts are closed
and open and the ratio of the cable current to the RS actuation current. The time t1 when RS
contacts are closed during a half-period T/2 is a function of the ratio of the busbar current I
to the RS actuation (closing) current Iact: t1 = f

(
I

Iact

)
= f (K). The study has shown that

the curve t1 = f (K ) becomes flat at K = 3–4 (Figure 5), and the time increment ∆t when RS
contacts are closed is insignificant and comparable with the scatter of t1 within a lot of the
same RS type. An increase in the cable current increases the duration of the closed state of
RS contacts and the output signal amplitude. However, the current measurement accuracy
decreases, which can cause failures of the protection.

Figure 5. Dependence t1 = f (K ).
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Experimental repeatability (estimated over 30 experiments for a lot of KEM-5
reed switches):

- Difference in t1 at the same current: ±3–5%;
- Difference in calculated current with Im: ±7–12% at K = 1.5–3.5.

Linearity of “cable current → calculated Im current” conversion: nonlinearity is ap-
proximately 5–8% in the operating range (K = 2–3), which is acceptable for protection in
networks with an isolated neutral.

The suggested technique for measuring the amplitude of current based on the time of
the reed switch’s closed state is physically justified. An experimentally confirmed error of
10–15% is sufficient for relay protection of 6–35 kV networks against SEFs. To improve the
reliability, individual calibration, rebound compensation, and temperature compensation
are required.

4. Experimental Structure
4.1. Sensor Design

The design of the current sensor with a reed switch is shown in Figure 6. It is based on
ring-shaped ferromagnetic core 1 with transverse air gap 2 and tangential through-hole
3 perpendicular to it. Reed switch 4 is fixed in the tangential hole so that the air gap between
its contacts coincides with the center of transverse gap 2. The reed switch is connected to
an adjusting resistor and an oscilloscope. The measuring winding of transformer current
sensor 5 is used for magnetization. This winding is connected to the operating current
source through adjusting resistor R1. Thus, the current in the magnetization winding can
be set by varying the value of this resistance.

Figure 6. Current measuring sensor with a reed switch.

The bias winding includes wbias = 20 turns and is connected to the DC source through
control resistor R1.

4.2. Calibration Procedure

Calibration of each sensor is mandatory and is carried out in factory conditions or
before commissioning according to the following procedure.

1. Estimation of the actuation current Iact and resetting current Ir:

https://doi.org/10.3390/eng7060256
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An alternating current at industrial frequency is passed through the cable with a
smooth increase (at a rate of 0.1 A/s). The instantaneous current at the time of closing
(Iact) and opening (Ir) of the reed switch contacts is recorded with a class 0.5 ammeter. The
following typical values were obtained for KEM-5: Iact = 2.7 A, Ir= 1.76 A.

2. Calculation of the resetting coefficient:

kr = Ir/Iact = 0.65 (for KEM-5). The range of kr was 0.62–0.68 in a lot of 30 reed switches.

3. Calibration of the dependence t1 = f(K):

For 5–7 fixed values of K = I/Iact (where I is the actual value of the cable current),
the contact closed time t1 is measured with a timer (with an accuracy of ±10 µs). A
calibration curve is constructed by the obtained points and then approximated by an
analytical relationship.

4. Correction of a temperature drift:

A sensor is placed in a thermal chamber at temperatures of −20 ◦C, 0 ◦C, and +20 ◦C
and Iact(T) is measured at each temperature. Correction factors are stored in the microcon-
troller memory. The calibration time for a sensor is approximately 15 min. Calibration is
performed once and repeated whenever a reed switch or a core is replaced.

4.3. Statistical Analysis of Reed Switch Parameters

An experiment was performed with a delivery lot of 30 KEM-5 reed switches; Iact and
Ir were measured for each reed switch (Table 4) under identical conditions (20 ◦C, current
circuit without hysteresis).

Table 4. Experimental results.

Parameter Mean Standard
Deviation

Range
(Min–Max)

Variation
Coefficient

Iact, A 2.71 0.22 2.28–3.15 8.1%
Ir, A 1.74 0.19 1.45–2.08 10.9%

kr = Ir/Iactt 0.642 0.032 0.59–0.69 5.0%

Correlation between Iact and Ir: the Pearson’s r = 0.78 (strong positive correlation).
Practical conclusion: Iact variation attains ±0.43 A (16% of the mean) even within a

single lot. Therefore, the technique is unacceptable without individual calibration.

4.4. External Effects

Additional tests were performed to estimate the effects of external factors on a reed
switch. Variations in the air temperature and humidity and vibrations have minor effects,
and the effect of an external magnetic field is strong [29]. Without shielding external fields,
the error increases to 20–25%.

4.5. Recommendations for Mounting Sensors in Multi-Cable Trenches and Channels

In urban 6–35 kV cable networks, several cable lines (up to 6–12) are often laid in a
single trench, cable channel, or collector. When a sensor is fixed on a cable, it can be affected
by magnetic fields produced by adjacent current-carrying cables, which can result in false
operation or distortion of the measured SEF current.

The following rules for selecting an installation point have been experimentally es-
tablished. The minimal distance between a sensor axis and an adjacent cable should be
at least 2–3 cable diameters (i.e., at least 100–150 mm for 10-kV cables). At this distance,
the effect of the field from the adjacent cable (at currents of up to 200 A) does not exceed
5–8% of the field from the controlled cable during a SEF. When several cables are laid in
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parallel, it is advisable to fix a sensor on a cable at the edge of the trench (minimal effect
from neighboring cables) or in a separate tray if available. For a bundle of 3–4 cables
(e.g., in a collector), it is permissible to fix a sensor on the central cable, but individual
calibration is required with allowance for the background magnetic field from adjacent
lines in normal operation. This calibration is performed once during commissioning. If
currents in adjacent cables are comparable to SEF current (more than 10 A), it is necessary to
use a magnetic shield (permalloy 1–2 mm thick) between the sensor and an adjacent cable.
Experiments have confirmed a 3–5-fold reduction in interference. If a sufficient distance
cannot be ensured (dense bundle in a tube), it is recommended to use two reed switches
with opposite orientations and subtract their signals (differential circuit). This suppresses
common-mode interference from adjacent cables.

The suggested reed switch current sensor design requires mandatory individual
calibration to attain an error of 10–15%. The assumptions of the analytical model have
been experimentally confirmed with an error of no more than 12%. The main contributors
to the inaccuracy are contact bounce (especially at low K) and the variation in Iact during
manufacturing. The recommended operating range is K ≥ 1.8, which corresponds to the
cable current ≥ 4.9 A for Iact = 2.7 A. For low SEF currents (<4–5 A), Iact should be decreased
by increasing the bias winding.

5. Parameters of Reed Switch Current Sensor
5.1. Pick-Up and Resetting the Magnetic Field

In a cable network with an isolated neutral,

.
IA +

.
IB +

.
IC =

.
IK (3)

where
.
IA,

.
IB, and

.
IC are the currents in conductors of cable phases;

.
IK is the SEF current.

For ease of consideration of the operation of this protection device, three phase conduc-
tors of a cable with the currents

.
IA,

.
IB, and

.
IC are replaced by one conductor in the center of

the window of the transformer current sensor with the current
.
IK. As a result, the magnetic

field strength HRS [18] in the air gap between the RS contacts consists of the magnetic
field strength Hc of the conductor with the current Ic and the magnetic field strength Hδ of
winding 5 with wbias turns the direct current Ibias flows through. Moreover, at an arbitrary
time point, Hc depends on the instantaneous current Ic, and Hδ is determined by the direct
current Ibias (see Figure 2). Hence,

HRS = Hc + Hδ = Hagsin ωt + Hδ, (4)

where Hag is the amplitude of the magnetic field strength in the RS air gap versus the current.

Ic = Hcδ + HMClc (5)

where lc = 2πRmid − δ; HMC is the magnetic field strength in a magnetic conductor; Rmid

is the radius of the middle plate of the ring core.
Considering the principle of magnetic flux continuity in a closed magnetic circuit,

the ratio of the magnetic field strengths in the core and the gap can be represented as
HMC = Hc/µs. As a result,

Ic = Hcδδ +
Hcδlc

µs
= Hcδ

(
δ +

lc
µs

)
(6)

where µs is the permeability of steel.
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Since current transformer cores are manufactured of transformer steel with high µs,
the second term in Equation (7) can be neglected. Therefore, in the presence of a transverse
air gap,

Ic = Hcδ or Hc =
Ic

δ
(7)

The strength Hδ of the magnetic field produced by the direct-current winding in the
air gap is determined in a similar way. Thus,

Hδ =
Ibiaswbias

δ
(8)

If the inductive component is neglected, then the bias current Ibias in the winding can
be found as

Ibias =
Uop

(Rbias + R1)
(9)

where Rbias is the active resistance of the bias winding, which can be found in the reference
table for the corresponding transformer current sensor or measured with a DC bridge; Uop

is the voltage of bias current source.

5.2. Experimental Parameter of KEM-5 Reed Switch

The strengths of the magnetic field of reed switch actuation HRS_act and resetting
HRS_r strongly vary even within a lot of reed switches. In the suggested protection device,
these parameters are controlled by currents IRS_act and IRS_r in the reed switch coil with the
wrsc turns, drsc diameter, and hrsc length at the time of closing and opening the reed switch
contacts. From them, with allowance for Figure 5 and [24,25], the strength of the magnetic
field of reed switch actuation on the coil axis is

HRS_act =
Iactwrsc

2hrsc

(
x
r1

+
hrsc − x

r2

)
(10)

where r1 =

√(
drsc

2

)2
+ x2 and r2 =

√(
drsc

2

)2
+ (hrsc − x)2 (Figure 6).

Since the air gap of the reed switch is in the center of the winding, which corresponds

to x = hrsc/2 and r1 = r2 =

√(
drsc

2

)2
+ (hrsc/2)2, then the strengths of the magnetic field

of reed switch actuation and resetting is

HRS_act ≈
IRS_actwrsc

r1
and HRS_r ≈

IRS_rwrsc

r1
(11)

The RS resetting factor:

kr =
HRS_act
HRS_r

=
IRS_r

IRS_act
=

Ur

Uact
(12)

To determin parameters of RS protection, we used a coil with wrsc = 66 turns,
hrsc = 0.062 m, drsc = 0.01 m. The experiment has shown that KEM-5 RS contacts close
and open at current of 2.7 and 1.76 A, which correspond to the magnetic field strengths
2838 and 1847 A/m. The distribution of the magnetic field strength of the coil along the
magnetic system at the time of the reed switch closing is shown in Figure 7. The resetting
coefficient kr = 0.65. For KEM-5 with the same coil and the current Irsc = 1.289 A, the
magnetic field strength Hact = 1355 A/m at kr = 0.54.

To implement the protection with a specific RS, it is necessary, first of all, to determine
its actuation and resetting parameters, as it is done by a manufacturer when checking the
response threshold, for example, of current relays.
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Figure 7. Distribution of winding magnetic field along the KEM-5 RS axis.

The analysis of the design of a transformer current sensor with RS and Equation (2)
shows that the magnetic field strength in the air gap should be such that the reed switch,
on one side, actuates when SEF current is zero, and on the other side, when the bias current
is zero. These two points of the dependence Ic = f (Ibias) in Figure 5 are designated by the
letters A and B, respectively.

5.3. Dependence of the Actuation Current on the Bias Current

The analysis of the design of the transformer sensor with a reed switch and
Equations (1) and (2) shows that the magnetic field strength in the air gap should ensure
reed switch actuation at both zero SEF current and zero bias current. These two points of
the dependence Iact = f (Ibias) are indicated by the letters A and B, respectively, in Figure 8.

Figure 8. Operation current of KEM-5 RS-based protection for TZL-10 current transformer as a
function of the bias current.

Experimental testing of the protection device based on a KEM-5 reed switch has shown
that Iact = 55 A and Ibias = 2.75 A. The dependence Iact = f (Ibias) is linear. The discrepancy
between the calculated and experimental values does not exceed 10–15% (Figure 8).

6. Protection Operation Results
6.1. Testing Software and Conditions

Experimental testing of the protection device based on KEM-5 RS has shown that
Ic = 55 A and Ibias = 2.75 A for this device. The dependence Ic = f (Ibias) should be linear.
Figure 8 shows the results of calculations by Equations (2) and (4) and the experimental
dependence Ic = f (Ibias) (shown by dots). According to Figure 8, the difference between
these results does not exceed 10–15%.

Results of the experimental study of the transformer current sensor with KEM-5 RS
are shown in Figure 9 in the form of oscillograms of the current Irsc in the RS contact circuit
and the current Ic of phase C of an asynchronous motor in a network with an artificial

https://doi.org/10.3390/eng7060256

https://doi.org/10.3390/eng7060256


Eng 2026, 7, 256 13 of 17

isolated neutral and the SEF current Ic = 1.6 A. Figure 9 confirms the correct operation of the
protection device during starting, under the load, and during SEF [18,19], which is ensured
by closing the terminal of the winding of phase C of the stator of AO-31-4 asynchronous
motor and external and external phase-to-phase short circuit through the control resistance.

Figure 9. Oscillograms of FES protection operation modes.

In relay protection systems for 6–35 kV cable lines, especially in networks with an
isolated neutral, the use of only one current sensor type cannot ensure sufficient sensitivity,
selectivity, and speed of response to ground faults or other emergency conditions. In this
context, the combined use of current transformers (CTs) and RSs is an effective solution.

Information is simultaneously received from the current transformer and the RS
mounted within the magnetic field of a cable line. This increases the reliability of short-
circuit detection, minimizes the probability of false alarms, and provides multi-level control.
When a signal is received from both the CT and the RS, the system confirms a fault from
two independent channels. This reduces the risk of false failure and increases the reliability
of information about an accident. The RS almost instantly responds to local changes in the
magnetic field, thus ensuring rapid initial short-circuit detection. This is especially valuable
for low-current ground faults, typical in networks with an isolated neutral.

Reed switches can detect even weak changes in the magnetic field when the short-
circuit current is insufficient for reliable operation of a conventional relay powered by a
CT. Reed switches do not require a power source and can operate (diagnose faults) during
a complete power outage in the fault zone. Reed switches can operate in monitoring
mode, detecting short-term pulse currents or transient conditions missed by conventional
protection. Up-to-date reed switches can be integrated into a remote monitoring system
with signal transmission to a cloud platform (e.g., via LoRaWAN or GSM modules). This
opens the way for the design of smart cable lines. The use of several current measurement
levels (through CTs and reed switches) enables more accurate fault location without fault
tripping of adjacent sections. The closed housing of a reed switch and its passive operation
enhance its electromagnetic pulse immunity as compared to electronic sensors.

6.2. Experimental Results of Protection Operation

Limits of applicability (experimentally verified):

- Minimal SER current for reliable operation (>90%) is 2.0 A (not 1.5 A, as was assumed).
- The effectiveness decreases to 70–85% at currents of 1.5–2.0 A.
- At currents < 1.5 A, the use is not recommended (effectiveness < 50%).

Quantitative substantiation of the declared advantage:

- The sensitivity is 1.75 times higher than that of traditional protection systems.
- Selectivity is 86% (upon IoT-based coordinated adjustment) against 85% for zero-

sequence current protections; this difference is statistically insignificant, though it was
achieved without additional directional relay.
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- Energy independence is a unique advantage; it has been tested in 20 cycles with a
complete power outage.

- The cost is 5–10 times lower due to the use of a cheap reed switch.
- Experimental repeatability (estimated over 10 on/off cycles for a KEM-5 reed switch):

t1 spread is ±3–5% at the same current (neglecting rebound) and up to ±10% when
considering rebound.

- Linearity of “cable current → current of calculated amplitude Im” conversion: non-
linearity of about 5–8% in the operation range (K = 2–3), which is acceptable for
protection of networks with an isolated neutral.

Physical substantiation and verified assumptions of the model.
Main assumptions of the mathematical model:

1. Cable current is strictly harmonic (frequency is 50 Hz).

Verification: oscillography of actual SEF currents showed the content of harmonics to
be of up to 15–20%, which gives an additional error of up to 5–7%.

2. The magnetic field at a reed switch point is linearly proportional to the cable current.

Verification: If a ferromagnetic core is not saturated, the linearity error is <3%.

3. The reed switch operates and resets at strictly fixed Hact and Hr values (no
dynamic hysteresis).

Verification: In reality, the dependence Hact(
di
dt ) results in an error of up to 5% at a

current rise rate higher than 50 A/ms.
Experimental verification and recommendations for improving reliability.
During tests with a prototype with a KEM-5 reed switch:

– The actual error in determining Im relative to the reference ammeter was 10–15% in
the short-circuit current range 0.5–2 A;

– Repeatability in 30 switching cycles: The standard deviation of the calculated current
from the mean value was 8%.

Recommendations for industrial use:

1. Individual calibration of each sensor (saving Iact, Ir, and kr in nonvolatile memory).
2. Digital filtering of t1 intervals (rejection of rebound-related outliers).
3. Temperature compensation by measuring the reed switch temperature and adjusting

Iact(T) according to an empirical table.
4. For critical applications, reed switch duplication with an independent current trans-

former and logical “AND” (reliability improvement).

The suggested technique for measuring the amplitude of current based on the time of
the reed switch’s closed state is physically substantiated, but its accuracy and repeatability
are limited by hysteresis, contact rebound, temperature instability, and process variability.
An experimentally confirmed error of 10–15% is sufficient for relay protection of 6–35 kV
networks against SEFs; however, calibration, rebound compensation, and temperature
compensation are necessary to improve the reliability. Further research should be aimed at
a statistical assessment of repeatability under actual operating conditions.

6.3. Minimal Detected SEF Current

At K = 1.2 (the cable current is only 20% higher than Iact), t1 time is approximately
0.5 ms, which is comparable with the rebound duration, and the error exceeds 25%. The
recommended operating range is K ≥ 1.8, which corresponds to cable current ≥ 4.9 A at
Iact = 2.7 A. To detect weaker faults, Iact should be decreased by increasing the number of
bias turns.
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The following assumptions are made in the analytical model: negligible leakage fluxes
in an air gap; harmonic SEF current; reed switch contact rebound time is 10−6 s [29,30],
which is negligible.

The manufacturing range of Iact for reed switches is ±20% even within a single lot.
Therefore, before mounting a reed switch, individual calibration, measurement of the
dependence, and corresponding adjustment of the relay protection are required.

Verification results (over 30 measurements at Iact = 5.0 A and Ibias = 2.75 A):

– Mean calculated Im: 7.2 A (reference value is 7.07 A);
– Relative error is +1.8%;
– Standard deviation is 0.6 A (8.5%);
– Confidence interval (95%) is 7.2 ± 1.1 A.

Tests in 30 different scenarios confirmed the stated error of 10–15% in 86% of mea-
surements. The main contributors to the error are contact rebound (34%) and spread of
manufacturing process-related Iact (28%). The technique ensures a sensitivity of 2.0 A,
which is 1.75 times higher than traditional protection, at a (5–10 times) lower cost and built-
in IoT support. Limitations: not applicable for currents < 2.0 A and SEF durations < 20 ms.
To implement the suggested technique in real networks, the algorithm should be modified
for detecting intermittent faults.

7. Conclusions
This work suggests and experimentally validates an IoT technique for detecting

single-phase ground faults (SEFs) in 6–35 kV cable networks with an isolated neutral.
Unlike traditional approaches which use zero current transformers or voltage monitoring,
the developed technique uses a passive reed switch sensor placed in the magnetic field
of a cable. The fault current amplitude is estimated by the operating current, resetting
current, and measured reed switch contact closing time, which does not require a high-
frequency ADC. The results are transmitted via a LoRa radio channel (433 MHz, SF = 12,
and BW = 125 kHz) or NB-IoT to a cloud-based SCADA/EMS platform, thus enabling
remote monitoring and protection coordination.

The technique was tested with a physical prototype of the sensor with a KEM-5 reed
switch and a modified TZL-10 current transformer (20-turn bias winding) in 10 different
scenarios (metallic and intermittent arc faults, high-impedance damage, harmonic distor-
tion, temperature changes, and external magnetic fields). The results showed that the total
error in the fault current amplitude does not exceed 10–15% for 86% of measurements. The
systematic error was −3.2%, and the random error (SD) was 9.4%. The minimal stably
recorded SEF current (efficiency of more than 90%) was determined to be 2.0 A, which
was approximately 1.75 times lower than the typical response threshold of traditional
zero-sequence current protection. The total time from the onset of a SEF to alarm signaling
(including local processing and wireless communication) does not exceed 2 s for stable
metallic faults. The sensor operates even upon substation blackout, which is its essential
difference from relay protection devices that require an operational current source.

Main limitations of the technique are the need for individual calibration (the spread
of actuation and resetting currents can attain 16% in a single lot of reed switches) and a
minimal fault duration, which should be no less than 20 ms for reliable detection. Practical
recommendations for mounting sensors in multi-cable trenches and channels are as follows:
a minimal space to adjacent cables is at least 150 mm; the use of a magnetic permalloy
shield (to reduce interference by 3–5 times); and, in dense bundles, differential connection
of two reed switches with opposite orientations to suppress common-mode interference.

The suggested solution is cheap (5–10 times cheaper than traditional current
transformer-based protection), energy independent, and has built-in IoT support. This
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enables integrating it into existing SCADA systems and ensures selective disconnection
of a damaged section, thus increasing SAIDI and SAIFI. Further research should focus on
long-term field testing (at least 12 months) in real 6–35 kV distribution networks, imple-
mentation of a unified IEC 61850 communication protocol, and the development of digital
filtering algorithms to reduce the impact of higher harmonics and intermittent arcing.

Supplementary Materials: The following supporting information can be downloaded at: https:
//www.mdpi.com/article/10.3390/eng7060256/s1, Supplementary Written Program S1: Written
program in C/C++ in Arduino IDE; Supplementary Receiver and Presentation S1: Receiver and
presentation in Serial Monitor in Arduino IDE; Supplementary Packages S1: Packages that were
accepted during the experiment.
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