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Abstract

Computer numerical control (CNC) machining process simulation is increasingly central
to intelligent manufacturing, yet its deployment in brownfield environments remains con-
strained by legacy controllers, heterogeneous data semantics, limited computational re-
sources, and rising cybersecurity requirements. While digital twins (DTs), artificial intelli-
gence (Al), and multi-physics simulation have matured conceptually, practical adoption,
particularly among small and medium-sized enterprises (SMEs), continues to lag behind
theoretical capability. This paper presents a PRISMA-guided systematic review of peer-
reviewed literature, standards, and industrial reports published between 2019 and 2025,
focusing on CNC machining simulation, digital twin architectures, interoperability stan-
dards, and intelligent optimisation under brownfield constraints. Rather than proposing
new simulation algorithms, the review synthesises fragmented evidence into a deploy-
able, standards-aligned integration perspective. The review consolidates prior work into
a seven-layer architecture grounded in ISO 23247, explicitly separating sensing, communi-
cation, digital twin entities, analytics, and human-machine interaction. It derives practi-
cal decision rules for middleware selection, edge-cloud compute placement under latency
constraints, and modelling strategy selection, ranging from mechanistic and finite-element
methods to hybrid reduced-order and machine-learning surrogates. An SME-oriented im-
plementation and validation roadmap links staged retrofitting to measurable operational
indicators, including overall equipment effectiveness, first-pass yield, downtime, cycle
time, and energy intensity.

Keywords: CNC machining simulation; digital twin; brownfield integration; multi-physics
modelling; Al-driven optimisation; cybersecurity; transfer learning

1. Introduction

CNC machining process simulation has become a foundational capability for mod-
ern manufacturing, enabling toolpath verification, process optimisation, predictive main-
tenance (PdM), and quality assurance prior to physical execution. Advances in finite el-
ement modelling, DTs, artificial intelligence (Al), and multi-physics simulation have sig-
nificantly improved predictive fidelity and enabled tighter coupling between virtual and
physical machining environments [1-8]. These developments position machining simu-
lation as a key enabler of Industry 4.0, supporting real-time monitoring, adaptive control,
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and data-driven decision-making in advanced manufacturing systems [9]. In modern man-
ufacturing practice, simulation tools are essential for predicting and optimising the ma-
chining process before validation experiments. Using computer-aided engineering (CAE),
engineers can predict chip formation and cutting forces for components during turning,
forging, or drilling, thereby enabling better optimisation of tool geometry and the pro-
jection of the cut site. This method prevents material waste, extends tool lifetimes, and
reduces production costs by ensuring flaws are identified before real examination [10]. It
is then possible to validate, through experiments, what was performed in the virtual world
via simulation, thereby gaining confidence in process planning and reducing the need to
iterate experimentally [11].

Despite this progress, the majority of industrial CNC assets continue to operate in
brownfield environments, characterised by legacy controllers, heterogeneous data inter-
faces, limited onboard computation, and evolving cybersecurity requirements. While high-
fidelity simulation and DT concepts are well-established in academic research, their de-
ployment on existing CNC platforms remains constrained by computational cost, seman-
tic inconsistency, latency sensitivity, and integration complexity, particularly for small and
medium-sized enterprises (SMEs) [12-18]. As a result, there is a persistent gap between
conceptual simulation frameworks and technically and economically feasible solutions for
mixed-vintage CNC systems.

Existing review articles provide valuable coverage of machining simulation meth-
ods, DT architectures, and Al-enabled optimisation strategies. However, most remain
technology-centric, focusing on modelling techniques or analytics in isolation, with limited
guidance on how to coherently integrate these components under realistic brownfield con-
straints. In particular, issues such as standards-aligned interoperability, edge-cloud com-
pute partitioning, latency-aware deployment, cybersecurity trade-offs, validation strate-
gies for SMEs, and the evolving role of human operators are often discussed separately
rather than synthesised into a deployable system perspective [9,14-19].

This review addresses these limitations through a PRISMA-guided systematic litera-
ture review of peer-reviewed studies, international standards, and industrial publications
from 2019 to 2025. Rather than proposing new simulation algorithms, the contribution
lies in structuring, consolidating, and operationalising existing knowledge into a standard
grounded, latency-aware blueprint for CNC machining simulation in brownfield environ-
ments. The review explicitly aligns simulation models, DT concepts, middleware tech-
nologies, and Al services with practical deployment constraints faced by SMEs. First, we
convert PRISMA-guided evidence-based into a seven-layer, standards-aligned framework
(ISO 23247 [20]; MTConnect/OPC UA (Open Platform Communications Unified Architec-
ture); Standard for the Exchange of Product Model Data for Numerical Control (STEP-
NC)) and make the mapping from literature themes to architectural roles explicit, ren-
dering the transition from review to design traceable [17]. Secondly, we introduce a
brownfield feasibility lens that quantifies compute and network budgets and discusses
the latency and security implications of OPC UA v1.05 (PFS—Perfect Forward Secrecy)
for SME retrofits, alongside edge-cloud split rules grounded in recent DT-at-the-edge find-
ings [16,21,22]. Thirdly, we propose a staged, costed roadmap for SMEs and pair it with an
implementation-ready validation plan (OEE, energy/part, downtime, first-pass yield), re-
sponding to the lack of ROI/OEE anchors in existing roadmaps and aligning with emerging
SME case evidence [23]. Fourthly, we embed a human-in-the-loop module, role-oriented
HMIs (human-in-the-loop), and explainable indicators, along with an associated reskilling
pathway, so organisational readiness co-evolves with the technical stack [19]. Collectively,
these contributions go beyond trend synthesis to provide a standards-grounded, latency-
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aware, and workforce-centred blueprint that SMEs can adapt to modernise legacy CNC
machines with measured risk and observable benefit [17,18,21].

Figure 1 introduces the end-to-end brownfield CNC digital twin (DT) system archi-
tecture adopted in this study. It illustrates how sensing, secure middleware, semantic
data models, simulation engines, analytics, and human-machine interfaces are organised
across the edge-cloud continuum, in line with standards such as ISO 23247 and OPC UA.
This architecture provides a unifying reference that anchors the subsequent review sec-
tions and enables traceability from reviewed literature to system-level design choices. The
sensors feed into an edge gateway, where typed semantics (Asset Administration Shell
(AAS)/ISO 23247) and secure middleware (OPC UA v1.05 with PFS, MTConnect bridging,
and Message Queuing Telemetry Transport (MQTT), where appropriate) stabilise data for
the digital thread. DT engines (geometric/finite element method (FEM)/hybrid Reduced-
Order Model (ROM)) and Al services run under edge-cloud orchestration: sub-100 ms
loops remain local; training and fleet benchmarking execute in the cloud. Operator HMIs
surface explainable recommendations and alarms, while governance enforces security (In-
ternational Electrotechnical Commission (IEC) 62443), semantics, and audit trails [24,25].

Brownfield CNC DT System Architecture (Overview)

Sensors & Edge Connectivity & Digital Thread & Governance A
Sensing Middleware Semantics Security
(vibration, power, (OPCUAv1.05, (AAS/1SO 23247, (IEC 62443, PK],
temperature) MTConnect, MQTT) STEP-NC, QIF) PFS)
7

Dg' En%in'es . Al Services Orchestration
imulation Wear/Quality, RL
(Geometric, FEM, ( toolp:?ths, X}AI) (Edge <-> Cloud)

hybrid ROM)

HMI & Human-in-the-Loop
(role-oriented dashboards, alarms, explanations)

Data flows from sensor acquisition through middleware to a standards-governed digital

thread, feeding DT engines and Al services orchestrated across edge and cloud. Operator
HMIs surface explanations and controls; governance enforces semantics, security and /

auditability.

Figure 1. Brownfield CNC DT System Architecture.

Through this structured synthesis, the review moves beyond descriptive surveys to
provide a deployable, standards-grounded, and human-centred roadmap for advancing
CNC machining simulation in brownfield manufacturing environments. Compared with
recent reviews on machining simulation, digital twins, and Al-enabled CNC optimisa-
tion [14,15], this study differs in three key respects. First, it explicitly addresses brown-
field CNC environments, whereas most surveys assume greenfield or controller-agnostic
settings. Second, rather than cataloguing modelling or optimisation techniques in isola-
tion, it synthesises standards (ISO 23247, OPC UA, MTConnect, STEP-NC), middleware,
modelling strategies, and compute placement into an integrated, deployable architecture.
Third, it links this architecture to SME-oriented validation and ROI metrics, which are
largely absent from existing reviews. This positioning enables the review to move beyond
descriptive taxonomy toward prescriptive guidance for real-world deployment.
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2. Systematic Literature Review (SLR)

The systematic review explores four domains central to brownfield CNC simulation:
(i) simulation technologies (multi-physics, hybrid models), (ii) DT adoption (semantic data
models, synchronisation strategies), (iii) Interoperability standards (ISO 23247, OPC UA,
MTConnect, STEP NC) and (iv) cybersecurity (secure communication, OPC UA v1.05 hard-
ening, governance). Study types include peer-reviewed journals, international standards,
and reputable industry reports. Additionally, this study adopted Braun and Clarke’s re-
flexive thematic analysis (RTA), iterating through six phases: familiarising with the dataset,
generating initial codes, constructing themes, reviewing and refining themes, defining and
naming them, and producing the final report, as depicted in the following diagram. This
is in accordance with their foundational exposition and subsequent guidance on RTA prac-
tice, as illustrated in Figure 2, adapted from [26,27].

-

(1 @ @)
Familiarisation Initial Coding Theme
Development

(5)
Defining/ Naming
Themes

@)

Theme Review

(6)
Reporting

N

Figure 2. Six Phases of Reflexive Thematics Analysis [26,27], redrawn by the authors.

/

2.1. Research Questions

(i) RQ1: How can hybrid multi-physics and surrogate models achieve near real-time
fidelity on legacy CNCs?

(i) RQ2: What sensor fusion/ML strategies best predict tool wear and surface integrity
under sparse, noisy data?

(iii) RQ3: How does ISO 23247 + OPC UA/MTConnect/STEP NC improve semantic inter-
operability across controllers?

(iv) RQ4: What is the ROI/OEE impact of the four-phase roadmap compared to ad hoc
retrofits in SMEs?

(v) RQ5: How do OPC UA v1.05 security changes (Diffie-Hellman (DH), PES) alter risk
posture/integration overhead for shop floor DTs?

2.2. Review Protocol (PRISMA 2020)

The review protocol adheres to PRISMA 2020 guidelines, as shown in Figure 3. Spe-
cific search queries such as “CNC machining simulation,” “digital twin,” “brownfield in-
tegration,” and “Industry 4.0” were used across Scopus, MDPI, ACM, IEEE Xplore, and
ScienceDirect.

2.2.1. Transition from Evidence to Architecture

Drawing on the screened corpus, we translate the SLR themes into a seven-layer,
standards-aligned architecture by (i) mapping interoperability records onto I1SO 23247
roles and artefacts (observable — device-communication — DT entity — user); (ii) select-
ing OPC UA as the default typed-semantics transport (with MTConnect—OPC UA bridg-
ing when legacy machines already expose MTConnect), supported by formal companion
testing; (iii) constraining security via OPC UA v1.05 with PFS and edge-terminated ses-
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sions to protect legacy controllers; and (iv) partitioning compute so near-loop functions
execute at the edge while training and fleet bench-marking remain in the cloud. This
PRISMA-to-framework move is codified in Table 1, where each layer cites the represen-

tative studies that justify its role, interfaces, and deployment constraints.

Ide ntification

Screening

Included

Identification of new studies via databases and registers

Records identified from:
Databases (n = 5):
Academic search only (n = 100)
MDPI (n = 300)
Science Direct (n = 300)
ACM (n = 100)
Springer (n = 100)

Records removed before screening:
Duplicate records (n = 500)

A

Records screened

Records excluded

(n = 400) (n = 100)
Y
Reports sought for retrieval Reports not retrieved
(n =300) (n=50)

4

Reports assessed for eligibility
(n=200)

Reports excluded:
Not relevant (n = 50)

New studies included in review
(n=20)

Figure 3. PRISMA 2020 Flow Chart [28].

Table 1. Key Standards and Technologies Supporting the Simulation Framework.

Dimension Description Standards/Tools Timeline References Evidence from SLR
Modular,
SME-pilotable
Purpose framework ISO 23247 (DT Continuous [29] ISO 23247 analysis &
urp embedding DT framework) uod layering guidance [17]
into legacy
CNC assets
Edge containerisation and
Real-time low-latency gateway
. . s patterns [21]; Edge
Layer 1: acquisition of Sensors, Phase 1 [30-32] instrumentation enables
Edge Sensing machine states and MTConnect (0-3 months)

tool conditions

early kWh/part and OEE
monitoring under
brownfield constraints.
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Table 1. Cont.
Dimension Description Standards/Tools Timeline References Evidence from SLR
OPC UA v1.05 (PES)
implications [16];
MTConnect—-OPC UA
Secure data companion testing [18];
Layer 2: exchange between OPC UA, MQTT, Phase 1-2 [4,33] OPC UA information
Connectivity machines and MTConnect (0-6 months) ! models (CNC) provide
middleware. typed semantics and
interoperable access
across heterogeneous
controllers.
ISO 23247 reference
model [17]; Lifecycle
Semantic ISO 23247, semantics (ISO 23247)
Layer 3: interoperability STEP-NC, Quality Phase 2 [34] reduce rework when
Digital Thread across Information (3-6 months) scaling beyond single
lifecycle data. Framework (QIF) cells; governance keeps
key performance
indicator (KPI) consistent.
Edge-DT latency
Hybrid reduction [22]; Virtual
.Layer 4 multi-physics and Proprietary/academic Phase 3 monitoring an.d what-if
Simulation reduced-order . . . [35,36] simulation inform
. simulation engines (6-12 months) . .
Engines models for operational tuning
machining fidelity. without
controller intrusion.
aneI:lricilclst(lv‘ifeear SME DT implementation
a}r]10ma1 ! case [23]; Edge-side
Layer 5: detec tior}ll) ML/AI Phase 34 [36-38] inference with
Al Services ! toolkits, XAI (6-18 months) explainable indicators at
toolpath . )
. HMI yields practical
reinforcement .
. gains and operator trust.
learning.
Standards ensure 155 347 opc .
interoperability, UA v1.05 Standards + security
Rationale security, and STEP—N C’ Continuous [29,34,39] rationale consolidated
scalability for MT Connec; ¢ [16-18]
brownfield CNC.
Edge-first orchestration
Edge-cloud for CNC [21]; Edge-flrst
- Cloud/edge closed-loop execution
Layer 6: pipelines, DT : Phase 4 -
. L orchestration [40-42] with cloud
Orchestration synchronisation (12-18 months) . L
frameworks training/benchmarking is
cadence.
favoured for latency and
resilience.
Explainable Al improves
task performance [19];
Dashboards, HMI plus governance
Layer 7. HMI &  alarms, audit trails, HMI platforms, Phase 4 [16,40,43] (privacy/standard
Governance and OPCUA v1.05  OPC UA security (12-18 months) T operating procedure
security with PFS. (SOP)) improves task
performance and
auditability.

2.2.2. Traceability from SLR to Layers

To maintain methodological traceability, each layer in the proposed framework is
linked to named evidence clusters from the PRISMA-screened set—specifically, the stan-
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dards and empirical studies that justify the layer’s role, interfaces, and edge-cloud place-
ment. The “Evidence from SLR” column in Table 1 records these anchors (e.g., ISO 23247
for role partitioning; MTConnect-OPC UA companion mapping for semantic preserva-
tion; OPC UA v1.05 analyses for security posture; and edge orchestration studies for la-
tency/resilience planning).

2.3. Building the Framework

Findings from the SLR were translated into a modular architecture aligned with
ISO 23247 roles and artefacts. Interfaces include OPC UA, MTConnect, and STEP NC,
ensuring semantic interoperability. Assumptions include phased SME adoption and incre-
mental retrofitting to minimise disruption. The framework (Table 1) is structured across
seven layers: edge sensing, connectivity, digital thread, simulation engines, Al services,
orchestration, and HMI/governance.

From Table 1 with PRISMA-linked evidence, each row aligns an architectural layer
with its governing standards/tools and cites representative studies in the “Evidence from
SLR” column to show traceability from the screened literature to the design choice (role par-
titioning per ISO 23247; OPC UA and MTConnect companion mapping for typed seman-
tics; OPC UA v1.05 for security posture; edge-cloud orchestration for latency/resilience).

3. Advances, Challenges, and Opportunities in CNC
Machining Simulation

The history of CNC machining has revolutionised manufacturing systems, with sys-
tems introduced in the 1940s to replace manually controlled lathes and mills and evolving
into fully integrated, computer-driven, multi-axis machining centres. Such technological
development has led manufacturers to enhance precision, accuracy, and efficiency in the
production of complex parts, as shown in Figure 4.

Key Milestones in CNC Machine Evolution

1940s- 1970s-
1950s 1960s 1990s

— @
— (o) Q)

Origins of NC Transition to Advancements
Punched tape CNC Multi-axis Automation, loT,
control Qeveloped at Computers machining, a?j)cliti)trii\?ecfr-\\ll?l\/;L
MIT; first NC integrated; G-Code ~ CAD/CAM Bl
machines used in introduced: real-time mtegrauon, global
aerospace adoption

programming
enabled

Figure 4. Key Milestones in CNC Machine Evolution [44].

The literature review indicates significant advances in CNC machining simulation,
especially with DT technology applied for real-time monitoring and predictive data ana-
lytics. The integration of semantic data models with intelligent Al algorithms has enabled
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adaptive control and process optimisation, though retrofitting traditional CNC equipment
is impractical due to the lack of standard communication protocols and the high cost of
sensor updates. Recent initiatives, such as OPC UA-based architectures and 1SO 23247-
API (application programming interface) standards, offer hope for improved interoper-
ability. Nonetheless, considerable challenges persist. Complementary challenges, such as
real-time model recalibration, multi-fidelity data stream control, and cybersecurity for IoT-
enabled infrastructure, continue to receive attention. Multi-physics and hybrid modelling
techniques (physics-based simulation and ML) are also becoming increasingly popular to
reconcile computational efficiency with predictive accuracy. In addition, state-of-the-art
sensor technologies and middleware platforms must be integrated to convert brownfield
CNC equipment into intelligent, Industry 4.0-capable systems.

Table 2 presents a comparison of the adoption and implementation priorities for pat-
terns of CNC simulation technology. It is the high maturity and low integration costs that
have made middleware solutions the most effective approach to interoperability in the
brownfield area. Although they may require more financial investment and implementa-
tion time than other solutions, DT frameworks are now widely considered the strategic
pathway for PAM and lifecycle optimisation on the journey to 2028, when adoption is ex-
pected to accelerate. Al-driven optimisation is therefore an attractive mid-term solution
that enables quick productivity wins at low cost.

Table 2. Qualitative Metrics Comparison [45,46].

. . Estimated Implementation Average Retrofit
Technology Type Maturity Level Adoption (est.) Timeline Cost Range
DT (DT) Developing = 55 0, by 2028 6-18 months US$50k-US$250k
Mature
Al Optimisation Developing 30-50% pilots 4-12 months US$20k-US$150k
Multi-physics Emerging 10-25% 6-24 months US$30k-US$200k
Simulation Developing
Middleware (OPC o
UA/MQTT) Mature 50%+ 1-6 months US$5k-US$50k

Meanwhile, the multi-physics simulation has not yet been generalised and has been
applied only to a few specific high-precision fields due to its prohibitive computational cost
and slow development. These observations are in Figure 5 [4,45], demonstrating a gradual
adoption plan where basic connectivity is established before implementing sophisticated
modelling and smart control.

The decision matrix in Table 3 shows that DT in CNC machines greatly influences
overall operational efficiency and interoperability and should be strategically prioritised
for long-term resilience, despite moderate costs and implementation times. Al-based tool-
path optimisation has the most practical implications in the medium term, enabling more
affordable setups that deliver quick returns. Conversely, hybrid multi-physics methods
are adopted only when very high-quality requirements are necessary, due to their com-
plexity and long time-to-benefit [4]. However, issues with interoperability, data quality
and standardisation continue to stand in the way of the widespread adoption of such sys-
tems. Overcoming these obstacles will be vital to realising the considerable potential of
advanced simulation techniques across new and established manufacturing processes.
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Adoption Plan (Phases)

Multi-physic Simulation

Digital Twin

Al Optimisation

PriorityLevel

1
I
1
Middleware :
1
1

Phase 1 Phase 2 Phase 3 Phase 4
Phase Order

Figure 5. Phased Adoption Strategy for CNC Simulation Technologies (redrawn by the authors).

Table 3. Decision Support Matrix—Selecting Technologies for a brownfield CNC Line [4].

Option Impact on OEE  Interoperability Cyber Risk Cost Fl;::;-fti(:- Overall
DT for critical High High Medium Medium-High Medium High
machines
Al .tO(.)lpa.th Medium-High Medium Medium Medium Short Medium-High
optimisation
Hybrid . . . . . .
Medium Medium Low-Medium High Medium-Long Medium

multi-physics

To clarify the logical relationships among the various technological and organisa-
tional aspects, Figure 6 provides a conceptual abstraction of the system architecture shown
in Figure 1. While Figure 1 presents the physical and digital system layers, Figure 6 high-
lights the logical dependency and progression among simulation modelling, DT enable-
ment, brownfield constraints, standards-aligned integration, and SME-oriented deploy-
ment outcomes.

The diagram illustrates how CNC simulation modelling foundations (mechanistic,
FEM, and hybrid approaches) enable digital twin functionality that must operate un-
der brownfield constraints, such as legacy controllers, latency, and cybersecurity. These
elements are synthesised through a standards-aligned integration framework based on
ISO 23247, leading to an SME-oriented implementation and validation roadmap with mea-
surable operational outcomes.

3.1. Cost, Scalability, Efficiency, Environmental Impact, and Technology Maturity

In supporting decision-making for SMEs and brownfield modernisation, it is useful
to examine the principal simulation approaches through five applied criteria on cost, scal-
ability, computational efficiency, environmental impact, and technology maturity as sum-
marised in Table 4. Recent studies show that cost and scalability across mixed controllers
are shaped not only by a method’s computational burden but also by its fit with standards-
based orchestration. For example, the ISO 23247 DT framework and its layered entities,
while interoperability in brownfield roll-outs is frequently realised via MTConnect-OPC
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UA companion mappings and gateways in staged deployments [18,47]. By contrast, en-
vironmental impact enablers hinge on whether a technique supports energy-aware plan-
ning. For instance, modelling cutting power, using tool-life optimisation to reduce scrap,
and instrumenting processes for electricity metering or exergy-style assessments [48,49].
Contemporary reviews consistently report that idle and auxiliary loads constitute a major
share of machine-tool energy; therefore, improvements in scheduling, feed-rate/tool-path
optimisation, and shorter prove-out often yield disproportionate sustainability gains rela-
tive to hardware-intensive retrofits [48]. In addition, when the material and cutting regime
allow, minimum quantity lubrication (MQL) demonstrably reduces coolant use and waste;
it can also lower process energy, providing a practical complement to simulation-guided
parameter selection for cleaner, resource-efficient machining [50,51].

Simulation Modelling Foundations (Section 3.1 — 3.3)

Mechanic/ w FEM & Multi- w ‘ w
[ Analytical [ Physics [Hybnd ROM/ML DT Enablers
J J /
f el ’//_/

Semantic Data Real-Time Al-driven Cons?r';:vtr;fl(esl(:ction
Models Synchronisation Optimisation

3.4-325)

Standards-
Legacy Limited Sensors Latency & Cybersecurity Aligned
Controllers & Data Quality Compute Limits Requirements Integration
) ) (Section 3.6)

P Vé//

N =
1SO 23247 OPC UA/ Edge-Cloud HMI & Implemgntgtnon &
Architect MTConnect 3 Validation
rcehitecture ” Orchestration Governance 2
Middleware J ] (Section 3.7)

Human-In-the-

Downtime Loop Adoption

Phased SME
Retrofit Roadmap

‘ OEE, FPY, ‘

Energy Intensity ’

Figure 6. Logical structure of Section 3.

Table 4. Multi-criteria snapshot for key CNC simulation approaches (brownfield focus).

Simulation Typical Cost (Pilot Scalabll_lty Computational Environmental Ted{
Family Purpose _, Scale) Across Mixed Efficiency Impact Maturity = References
Controllers Enablers (TRL)
Geometric/ Pros‘;?;?u't = High rosgziis &
G-code Y Low — Med (controller- High P _ 89 [52]
verification cycle-time agnostic) Scrap;
tuning higher OEE
MeChan.lStIC/ Forces, Power models;
analytical ower, chatter-free
(Merchant- power, Low — Med High Very high . 6-8 [53,54]
chatter limits, windows;
Oxley- . . .
. and tool-life tool-life gains
Kienzle)
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Table 4. Cont.

Simulation Typical Cost (Pilot Scalabll}ty Computational Environmental Tecl{
Family Purpose ., Scale) Across Mixed Efficiency Impact Maturity  References
Controllers Enablers (TRL)
Higher
material
Stability-lobe
Stable/unstable . . removal rate
Errlneitlllli(r)ldi islands Low High High (MRR) at 7-8 [53]
& chatter-free
points
Physics- Chip, Right-first-
k?ased FEM. tempgrature, Med — High Medium Low time cuts 46 [55]
(single/multi- residual reduce
physics) stress rework/scrap
?Y]:irclsdJr Near Same as FEM
phy real-time Med Medium Med — High at lower 5-7 [18,20]
surrogates with fidelit compute
(ROM/ML) y P
Discrete- Flow, L:;i;dleﬁzx
event/ bottlenecks, = Low — Med High High be%t};.r 7-8 [56]
factory-level scheduling scheduling
DT Interop Continuous
frameworks gover- Med — High High N/A ei?oe;ri);;ce 6-8 [18,20]
(ISO23247)  nance, trust pertorma
monitoring

Thus, across these criteria, cost and scalability hinge on standards-driven integration;
efficiency gains are unlocked by mechanistic planning and stability-lobe selection; and en-
vironmental impact improvements frequently result from fewer prove-outs, reduced scrap,
and better scheduling that mitigates idle/auxiliary loads; technology maturity follows from
the breadth of industrial validation.

3.2. Machining Governing Principles

Recent machining research converges on a small set of governing principles that con-
nect planning-time decisions to both physics-based and data-driven predictions. First, an-
alytical mechanics remains useful well beyond introductory treatments: modern variants
of shear-angle models explicitly couple material flow stress, strain rate, and temperature,
thereby improving agreement with experiments relative to the classical minimum-work
assumption. Second, constitutive fidelity matters; studies show that Johnson-Cook (JC)
parameters estimated via inverse or multi-objective procedures substantially reduce force
and temperature errors in FEM cutting simulations and should be documented with sensi-
tivity bounds. Third, chatter stability is best addressed with Frequency Response Function
(FRF)-based lobes that treat milling as a time-periodic system, enabling direct selection of
safe speed—depth “islands” and boosting MRR without compromising quality. Fourth,
these principles scale more effectively when embedded in standards-aligned DT layers
(ISO 23247), which clarify where sensing, semantics, and models reside in brownfield
retrofits. Finally, comparative reviews emphasise that analytical, hybrid, and DT-enabled
approaches complement rather than replace each other; analytical laws guide windows;
FEM clarifies extremes; and orchestration provides trustworthy, cross-system execution.
To anchor the discussion of the governing principles of machining, Table 5 summarises the
core analytical, mechanistic, and DT-oriented relationships commonly employed in CNC
machining simulation. Rather than presenting full derivations, these representative equa-
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tions capture how cutting mechanics, tool life, chatter stability, material behaviour, and DT
orchestration are abstracted into practical relationships that link process parameters to ob-
servable outcomes. In practice, such formulations are widely used as first-order predictors
and consistency checks to guide parameter selection, simulation setup, and the structuring
of optimisation problems prior to the application of higher-fidelity or data-driven models.

Table 5. Core equations used in CNC machining simulation and planning.

Phenomenon Governing Equation(s) Symbols Typical Use References
Shear angle (modern Phi (.(p )~ 457+ af2 — ¢ & p Force trends; link to
. B/2 with stress-coupled @ shear angle; « ) . [57]
analytical) 1 chip ratio
shear-zone rake; B =tan™
Mechanistic Kienzle m b width; h thickness; Fast force &
F. = kcbh™ . [54]
force law k., m. constants power; sweeps
Tool-life VT =C(or V- T f* V speed; T life; f,d .
(extended Taylor) ¥ =CQ) feed/depth Life-cost trade-offs [58]
. bim &« —1/{Re{G(jw)}K}} biim, limit chip
Chatte}‘ §tab1hty with time-periodic width; GFREF; K; Stable spee.d —depth [53]
(milling) . . selection
coefficients cutting coeff.
c=(A+Be")(1+Cln . FEM chip/T
JC flow stress (1 — TM) e ¢, T prediction [59]
DT orchestration F_o)ug lji};eri: g?;eliaglf _ Governance & [20]
(1SO 23247) evice co interop
— user
* Dimensionless plastic strain rate.

The applicability of these governing relationships, however, is strongly influenced
by the assumptions under which they are derived. When transferred from idealised con-
ditions to heterogeneous brownfield CNC environments, factors such as parameter sen-
sitivity, validity range, and computational cost become increasingly important. Table 6,
therefore, complements Table 5 by explicitly stating the key assumptions, representative
use cases, and practical considerations associated with each principle. Together, the two
tables provide a structured bridge between foundational machining theory and its selec-
tive, evidence-based application within contemporary CNC simulation and digital-twin
frameworks.

Table 6. Assumptions and Applicability of Governing Equations.
Principle/Model Core Assumptions Best-Fit Use Cases Notes for Brow?ﬁeld References
Implementation

Speed/feed

Modern Shear-zone direction windows; Use as a consistency [57]

shear-angle models & flow stress govern ¢ orthogonal check vs FEM and chips
surrogates
. .. Local forces « Planning sweeps; Identify k., m,; report
Kienzle mechanistic law b-h™Mmc) power/kWh-per-part uncertainty [54]
Time-periodic
Milling stability lobes regeneration; Chatter-free islands Impact-test FREs; re-ID [53]

Frequency Response
Function (FRF) limits

after changes
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Table 6. Cont.

Notes for Brownfield

Principle/Model Core Assumptions Best-Fit Use Cases . References
Implementation
Thermo-viscoelasticity High-fidelity Prefer inverse
JC in FEM via JC; params thermal/force identification; [59]
context-specific predictions sensitivity
Separation of sens-  Interop across mixed = Map MTConnect items
150 23247 DT layers ing/semantics/DT/user controllers into OPC UA node sets [18,20]

As such, the emerging consensus across machining research is that analytical laws,
high-fidelity constitutive models, stability-aware dynamics, and standards-aligned DT
architectures each contribute distinct and complementary strengths, forming a coherent
foundation for trustworthy planning and simulation. Together, these principles point to-
ward an ecosystem where physics-based insight, empirical refinement, and interoperable
data governance work in unison to deliver more accurate predictions, safer process win-
dows, and scalable shop-floor implementation.

3.3. Current Development and Advancement in CNC Machining Simulation

To minimise repetition, narrative trend summaries in Sections 3.3.1-3.3.4 are con-
densed; method-versus-method contrasts and the associated selection rules are centralised
in Section 3.6.2, with an implementation checklist in Appendix A for direct application to
brownfield CNC lines [16-19,22,23,60].

Modern advances in CNC machining simulation focus on the combined construction
of geometric and physical models, enabling a comprehensive multi-aspect analysis of tool-
path generation, material removal, and dynamic cutting forces. These models can optimise
numerical control (NC) programmes, enhancing the accuracy and quality of machined
parts [61]. Real-time adaptive compensation in CNC machining can be achieved using ad-
vanced temperature sensing and simulation-based error prediction. The approach enables
on-the-fly modification of cutter paths based on thermal feedback, thereby improving ma-
chining accuracy and reliability [62]. Sophisticated modelling and simulation techniques
are urgently needed to predict and mitigate residual stresses and machine-induced defor-
mations that affect surface finish and functional properties of machined parts [63]. The
integration of smart systems with advanced measurement technology is crucial for more
reliable, accurate manufacturing processes, as it will enable the real-time detection and
compensation of in-process errors to help in ultra-precision machining [64]. Furthermore,
incorporating virtual machining (VM) principles into the Industry 4.0 environment leads
to improvements in simulation tools to reduce flaws in machining processes and in robot
optimisation to minimise energy consumption for proper performance of a manufactur-
ing system [65]. Recent developments in CNC machining simulation have combined ge-
ometric and physical modelling with online sensing and intelligent error compensation,
enabling ultra-precision manufacturing through online optimisation algorithms and pre-
dictive control. The following reviews indicate a heterogeneous body of work in CNC
simulation research for manufacturing.

3.3.1. Integration of Digital Twins and Semantic Data Models

DT technology represents a significant advancement in CNC machining simulation by
enabling real-time synchronisation between physical machine tools and their virtual coun-
terparts, thereby improving process visibility, predictive capability, and adaptive control.
Recent studies indicate that DT frameworks increasingly integrate live sensor data with
simulation models to support predictive maintenance, adaptive process optimisation, and
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intelligent decision-making in machining systems [45,46,66]. A key enabler of scalable DT
deployment is the use of semantic data models that harmonise heterogeneous CNC data
across controllers, sensors, and software platforms. Knowledge-graph-based modelling
has been proposed to manage heterogeneous simulation models and automate configura-
tion and adaptation, enhancing interoperability and system flexibility in complex manu-
facturing environments [67]. Complementary work demonstrates that DT-based machin-
ing systems can integrate process simulation with sensor feedback to address phenom-
ena such as chatter suppression, residual stress control, and tool condition monitoring in
high-speed operations [45]. Standards-aligned DT architectures further support seman-
tic interoperability and lifecycle integration. The ISO 23247 framework provides a refer-
ence structure that formalises DT entities, data flows, and role separation, thereby enabling
consistent interpretation of machining data and model outputs across mixed-vendor sys-
tems [17,47]. Empirical studies also show that tailoring material and constitutive model
parameters, such as JC coefficients, using inverse- or optimisation-based identification
methods improves the fidelity of finite-element machining simulations and strengthens DT
validation [55,59]. Overall, current research demonstrates that the convergence of DT tech-
nology, semantic data modelling, and standards-based reference architectures forms the
conceptual foundation for intelligent CNC machining simulation. Detailed considerations
regarding brownfield integration, middleware selection, real-time deployment constraints,
and operational governance are addressed in Section 3.5 to avoid repetition and maintain
a clear distinction between technological development and implementation practice. To
avoid narrative repetition, the modelling choices for process prediction and optimisation
are summarised in Table 7, with the decision logic illustrated in Figure 7.

Table 7. Evidence-informed model selection balancing fidelity, latency, and SME deploy-
ment burden.

Need

Method Why Appropriate Limits/Governance Evidence Anchors

Planning-time

windows;

Identify k., mck_c,

m. cke, ., FRFs; Mechanistic laws;

Mechanistic + lobe-based MRR

Very fast; low

quick wins; stability lobes data demand document selection
chatter-safe islands uncertainty
Phy51cs 1n31ght. for FEM (single/multi- High physical . Calll?ratlon— FEM par.arr}eterlsa-
critical parts (chip, T, hysics) fidelit intensive; keep tion/insight
residuals) phy y offline in SME pilots trade-offs
Nea'r r'eal—tln}e Hybrid ROM/ML at Retains physms Requires data Hybrid frameworks
predictions with the edge trends with governance + and edge

plausibility

reduced latency retraining pipeline inference reports

Modelling strategy under brownfield constraints (summary view):

e  Mechanistic + stability-lobe methods: Suited to planning-time windows, quick wins,
and chatter-safe islands; deliver fast evaluation with modest data requirements (iden-
tify kc, mc; document FRFs and uncertainty).

e  FEM (single/multi-physics): Appropriate when high-fidelity physics (chip formation,
temperature, residual stress) is essential for critical cuts; recommended offline in SME
pilots due to calibration cost.

e  Hybrid ROM/ML at the edge: Appropriate when near-real-time predictions are re-
quired while maintaining physics-guided plausibility; requires data governance and
a disciplined retraining cadence.
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Modelling Strategy Decision Tree

-
/ Are immediate, low-data

planning windows needed?
N

\\
Choose Mechanistic + stability-

lobes methods (fast, robust)

Is high-fidelity physics for
critical cuts the priority?
.

J
~
Is high-fidelity physics for
critical cuts the priority?
_4

Is near-real-time fidelity at
the machine boundary

Choose Hybrid ROM/ML at the R
edge; govern data, drift

required? monitoring, and retraining
N\ cadence J/

Figure 7. Stepwise logic for selecting mechanistic, FEM, or hybrid ROM/ML models.

3.3.2. Learning-Enabled Toolpath Optimisation

Al and ML techniques have become increasingly influential in CNC machining simu-
lation, particularly for toolpath optimisation, parameter adaptation, and predictive main-
tenance. Reinforcement learning and data-driven optimisation approaches have been re-
ported to reduce tool wear, improve surface quality, and enhance productivity by enabling
adaptive toolpath generation based on real-time feedback [68-70]. In process inspection
and sensor-assisted adaptive control strategies further support real-time optimisation by
dynamically adjusting cutting parameters to compensate for disturbances and process vari-
ability, thereby improving machining accuracy and reducing scrap rates [69]. Deep rein-
forcement learning methods, in particular, have demonstrated substantial computational
efficiency gains over traditional optimisation techniques, enabling near real-time adapta-
tion using modest computing resources [68]. Recent studies also emphasise the value of
combining learning-based methods with established machining theory. Physics-informed
machine learning approaches, such as those grounded in shear-zone mechanics and mech-
anistic cutting laws, improve model interpretability and robustness under sparse or noisy
data [54,71]. Bayesian formulations of mechanistic models further enable the quantifica-
tion of uncertainty, supporting more reliable planning and optimisation when experimen-
tal data are limited [54]. Collectively, learning-enabled toolpath optimisation represents
a key development trend in CNC machining simulation, offering practical performance
gains while complementing physics-based modelling. The deployment of these methods
in brownfield CNC environments, including real-time constraints, sensor integration, and
HMI considerations, is discussed in depth in Section 3.5. In short, Al-based adaptive con-
trol and real-time feedback in CNC machining are enabling intelligent toolpath optimisa-
tion, PdM, and in-process inspection, which lead to greater accuracy, faster production,
and cost-effective manufacturing as illustrated in Figure 8.

Al-enabled workflow in CNC machining, showing how shop-floor data (controller,
vibration, thermal, energy, and quality signals) feeds analytics such as anomaly detection,
tool-wear prediction, chatter assessment, adaptive optimisation, and energy modelling.
These Al-driven insights enhance operational performance by reducing downtime, im-
proving accuracy, increasing first-pass yield, and lowering energy use within an integrated
Industry 4.0 environment [45].
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/ From Shop-Floor Data to AI-Driven Outcomes \

PURPOSE IN
STAGE KEY ELEMENTS CNC MACHINING

Capture real-time

Controller tags, energy - s
. .9 operational, condition, and
Data Sources meters, vibration/AE sensors, quality signals from leﬁacy and

thermal sensors, quality metrics modern CNC machines

Anomaly detection, tool-wear
: predicﬁ}c/)n chatter detection, Transform heterogeneous
AI & Analytics . e i’ shop-floor data into predictive
adaptlve optimisation, energy d L 1l
modelling and prescriptive intelligence

A S . ..
Y~ . Reduced downtime, improved Deliver measurable productivity,
<DOQ[> Operational accuracy, shorter cycle time, higher quality, and sustainabilit
\%

Outcomes FPY, lower kWh/part improvements on the shop floor

Figure 8. Al in CNC machining —data sources, analytics methods, and outcomes.

3.3.3. Simulation-Enhanced Performance Optimisation in CNC Machining

With the development of simulation technology, there is a trend toward improving
the efficiency, precision, and flexibility of CNC machining. In recent years, simulation-
based techniques have been particularly relevant to a number of industry problems, such
as toolpath generation and process optimisation, where these solutions have proven to be
specifically useful in ensuring that machining operations become leaner and production
quality better (Refer to Table 8 for a summary related to optimisation in CNC machining
using simulations). Therefore, simulation has assumed an increasingly important role in
CNC machining, toolpath optimisation, structural analysis, and tuning processes, thereby
enhancing accuracy, efficiency, and flexibility in manufacturing across a wide range of
applications.

Table 8. Overview of Recent Studies on CNC Machining Optimisation Using Simulation.

Simulation Tool

References Focus of Study Summary

ICAM3D

Simulator Tools like ICAM3D greatly
Toolpath enhancement and simplify CNC applications by reducing
[72] influence of linear travel and optimising G-code,
real-time feedback. delivering immediate impact on machining
and control.

Custom virtual
simulation system

A presentation of a control and
optimisation system for CNC machining
that is applied in virtual simulation to
enhance the utilisation of equipment and
DT, monitoring and semantic production among machines based on a
data modelling. data model and communication protocol.
The architecture combines DT and
synchronous simulation models to
improve the control procedures for flexible
manufacturing cells.
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Table 8. Cont.

Simulation Tool

Summary

Arena

Sevella et al. applied Arena simulation and
design-of-experiments methods. Provided
an example of how performance
limitations in CNC systems can be traced
and alleviated, by showing that simulation
is a feasible tool for operation optimisation
during production.

Simulation tools
not specified

This paper introduces advanced control
algorithms and cutting methods to improve
the control accuracy and performance of
CNC top cutters. An example of this is the
use of simulation-based methodologies for
performance bottleneck identification and
machining accuracy improvement in
aerospace and automotive applications.

SolidWorks
and Abaqus

References Focus of Study

[73] Production system modelling

and bottleneck analysis.
High-end CNC tools,
[74] accuracy, and performance
optimisation.

[75] Structural analysis of the

CNC milling machine.

To model the structural performance of a
3-axis CNC milling machine, with its
structure analysed under different
configurations for developing methods to
optimise the stiffness and integrity of such
a system, an area not participating in our
research (such as vibration modelling or
thermal behaviour) is also considered to
prevent mechanical limitations and
support the design of robust
machining systems.

Transport and semantic choices in mixed-vintage cells are summarised in Table 9,
with stepwise selection logic presented in Figure 9.

Transport & Semantics Decision Tree

-

[ Is an MTConnect agent already available on the machine ]

\

Yes

Use MTConnect-> OPC UA
companion; keep semantics, gain UA

[Adopt OPCUA vl.Og; terminate at the ]

security/IT integration .
M -
A 4
p

—

Are typed semantics + strong crypto
(PES) required end-to-end?

Is the primary objective lightweight
telemetry to cloud services?

Yes

Use MQTT with governed
schemas/ontologies

edge for legacy controllers

No

\ 4

~

(" If the cell is QoS-critical/deterministic,
consider DDS /

\

Figure 9. Three-question logic to select OPC UA/MTConnect, MQTT, or DDS.

https://doi.org/10.3390/automation7030066


https://doi.org/10.3390/automation7030066

Automation 2026, 7, 66

18 of 68

Table 9. Transport and semantic options for brownfield CNC lines.

Context in the
Brownfield Line

Preferred Option

Rationale (Seman-
tics/Security/Perf)

Caveats

Evidence Anchors

Machines already
expose MTConnect

Bridge MTConnect
— OPCUA

Preserves
MTConnect
vocabulary while
gaining UA’s typed
namespace, IT/OT
integration, and
security model

Add UA companion
and gateway; tune
polling —
Pub/Sub cadence

MTConnect-OPC
UA companion tests;
ISO 23247
role mapping

Need typed . Terminate UA atthe  Formal analyses of
i Information dee t d OPC UA v1.05: ed

semantics OPC UA (v1.05) modelling + PFS; cdge o avol ViU edge

end-to-end + strong burdening legacy segmentation

access control, certs .
crypto (PES) controllers guidance
. . Comparative
Lightweight cloud Topic spaghetti middleware

Easy broker model;

without governance;

telemetry, semantics MQTT ’ . . guidance in
wide ecosystem no native domain .
handled upstream . Section 3.5.7;
semantics .
orchestration notes
Deterministic, Low-latency, Qualit Integration Middleware
QoS-critical cell Data Distribution ¢ -eney, . }}: % L. .
coordination Service (DDS) of Service (QoS)-ric complexity in comparison;

(e.g., robotics)

peer-to-peer

mixed-vintage shops

cell-level constraints

Transport and semantics (summary view):

e  MTConnect is already present — Bridge MTConnect — OPC UA to preserve vocabu-
lary and gain UA typed namespace and security.
o Typed semantics + strong cryptography (PFS) required — OPC UA v1.05, with edge-
terminated sessions on legacy controllers.
e Lightweight cloud telemetry (semantics governed upstream) — MQTT with schema

governance.

e  QoS-critical, deterministic cell — DDS, acknowledging higher integration effort in

mixed-vintage shops

3.3.4. Integration of Industry 4.0 and Smart Manufacturing

Detailed recommendations on transport and semantics, compute placement, and

operator-facing XAI appear in Section 3.6.2, and Appendix A supplies a one-page, SME-
oriented checklist to support staged deployment and auditability [16-19,22,23,60]. The evo-
lution of CNC simulation is closely connected to the broader implementation of Industry
4.0 technologies. Connecting IoT-based CNC machines to simulation-driven production
models via a DT platform will enable PdM, adaptive control, and resource-efficient pro-
cess flows. Thereby, it will reinforce sustainable manufacturing and be able to enable more
flexible responses to changing market needs [76]. The coexistence of the two concepts in
Industry 4.0 and smart manufacturing has profound implications for the CNC machining
simulation landscape, driving a transformation from classical offline modelling to smart,
real-time, cyber-physical systems. DT development has primarily focused on the virtuali-
sation of physical machining (process modelling) and its potential for real-time condition
monitoring, predictive analysis, and adaptive control [77]. So, the convergence of Indus-
try 4.0 and DT technologies is transforming CNC simulation from static offline models
into intelligent, real-time cyber-physical systems that enable PdM, adaptive control, and
sustainable manufacturing. The following studies examine the effects of Industry 4.0 and
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smart manufacturing on the development of CNC machining simulation. The standards
and governance anchors for brownfield deployments are consolidated in Table 10.

Table 10. Standards-anchored governance to stabilise brownfield rollouts.

Practical Effect in For the
Concern Standard/Artefact Brownfield Reviewer-Visible Trace
Role partitioning; deviceliiiiinsjr?iscl:t%ém DT Table 1 “Evidence from
decoupling ISO 23247 s ! SLR”; Section 3.9
during retrofits entities, and user apps mapping logic
separable
Semantic preservation MTConnect-OPC UA  Retains machine vocabulary Companion tests and
across ecosystems companion while moving to UA node-set validation

SeFurlty Posture for OPC UA v1.05 (PFS) Edge—term}nated sessions; Formal analyses anc'l

mixed-vintage cells cert & policy governance deployment posture in

Standards and governance overview:

e  Role partitioning and decoupling — ISO 23247 (observable — device-communication
— DT entity — user).

e Semantic continuity across ecosystems — MTConnect-OPC UA companion
specification.

e  Security posture in mixed-vintage cells - OPC UA v1.05 with edge-terminated ses-
sions; certificate and policy governance.

While the above advances demonstrate significant progress in CNC machining simu-
lation, digital twins, and Al-enabled optimisation, much of the existing literature remains
focused on conceptual development and isolated technological capabilities. Practical de-
ployment in brownfield CNC environments introduces additional constraints, including
legacy controllers, heterogeneous data interfaces, limited computational resources, cyber-
security requirements, and workforce readiness. These implementation-centric considera-
tions, along with sensor retrofitting strategies, middleware selection, edge-cloud partition-
ing, and human-in-the-loop integration, are therefore examined in detail in Section 3.5 to
avoid redundancy and to maintain a clear separation between technological development
and deployment practice.

3.4. Challenges in CNC Machining Simulation

The simulation of CNC machining has become even more crucial in today’s manu-
facturing environment, as it provides a predictive approach that minimises trial and error,
fine-tunes tool paths, and streamlines operations. Despite advancements in simulation
technologies, several challenges persist and prevent their seamless integration into com-
plex industrial systems.

3.4.1. Critical Challenges in Advancing CNC Machining Simulation Towards
Smart Manufacturing

CNC machining simulation has also made major breakthroughs, but for the next gen-
eration of smart manufacturing, it still faces many challenges. One major issue is the simu-
lation of multi-physics effects (e.g., thermo-mechanics, tribology: friction, lubrication and
wear, high-strain rate material behaviour), which need extensive computational time and
do not allow adaptive control in these models [45]. Tool life and surface integrity are ad-
ditional challenges in simulation and are governed by microstructural dynamic evolution
and random processes that are difficult to predict from a deterministic perspective [15]. Itis
also noted that, despite advancements in finite element and hybrid modelling technologies,
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rapid and precise modelling of machining conditions with complex thermal-mechanical-
tribological interactions remains challenging today [14]. Another important problem is the
construction of DTs as an integration framework for all heterogeneous data sources and
simulation models that allow real-time optimisation, semantic interoperability in Industry
4.0 [4]. In addition, the implementation of DT in machining has faced some practical chal-
lenges, for example, data management issues (storage, cleaning, and ownership), the large
capital investment required to kick-start it and to ensure scalability and compatibility with
other platforms for interoperability [78]. From the above, the challenges are summarised
and illustrated in Figure 10. To sum up, despite significant progress, CNC machining
simulation still faces crucial challenges in the complexity of multi-physics modelling, un-
certainty in tool wear, and the need for a standardised interoperability framework for DTs
to enable real-time, optimal, and scalable smart manufacturing.

CNC Machining Simulation
Challenges and Potential Solutions

(Complex multi-physics modelling (thermo- Use advanced multi-scale and hybrid modelling )
Ha

mechanical, tribology, high-stain-rate pproaches; leverage High-Performance Computing

deformation) (HPC) and cloud-based simulation platform |
Uncertain tool wear and surface integrity due Integrate AI/ML predictive models trained on real-
to dynamic microstructure changes and time sensor data; employ adaptive algorithms for
L random conditions wear prediction and surface quality monitoring

Develop reduced-order models and surrogate
modelling techniques to balance accuracy and
L computational speed )

P
DT development for heterogeneous Implement open standards (e.g., OPC UA, ISO

Difficulty in modelling complex machining
environments quickly and accurately

data and semantic interoperabilit 23247) and middleware frameworks to enable
P Y interoperability and real-time data exchange

Adopt modular, cloud-based DT architectures; start )
with pilot-scale implementations for SMEs to
L reduce upfront investment )

High initial cost and scalability
issues in DT implementation

for Industry 4.0 integration apply standardised ontologies for machining
processes

Data management and standardisation Use big-data platforms with semantic data models; }

Figure 10. CNC Machining Simulation—Challenges and Potential Solutions [4,14,45,78,79].

3.4.2. Advancing Simulation Fidelity in CNC Machining: Trade-Offs and Hybrid
Modelling Approaches

Simulation fidelity refers to the accuracy with which a model represents its system,
and higher fidelity frequently requires greater complexity, more important parameters
and/or stronger computing engines [80]. Recent reviews stress that research on simulating
CNC machining has adopted analytical, finite-element, and statistical models to predict the
main outputs. These attempts increasingly include thermomechanical-coupled and tribo-
logical models, using hybrid modelling techniques to achieve an optimal balance between
precision and computational burden [14]. Researchers have presented a set of axioms that
provide a theoretical foundation for the measurement and evaluation of model fidelity in
order to decrease ambiguity surrounding current definitions and a common starting point
against which simulation results may be compared to reality, containing information from
organised collectors in an even-handed, context-specific manner [81]. High-quality simu-
lations usually require a trade-off between precision and computational cost, and modern
multi-fidelity methods aim to tailor the simulation with respect to each specific applica-
tion, combining low and high quality models uniquely suited for general concepts to high-
accuracy synopses and ensuring both reliability (i.e., assessing consistent solutions) and
efficiency (i.e., not paying more than is necessary) [82]. CNC is progressing towards a hy-
brid computing model that blends physics-based AI/ML approaches, capitalising on live
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data streaming and DTs. These methods are designed to provide high-fidelity simulation
close to real-time, with much reduced computational expense for adaptive control and sus-
tainable manufacturing needs in Industry 4.0 [83]. Finally, the computer real-time fidelity
simulation for CNC machine aims to reconcile accuracy and computational efficiency by
adopting a hybrid modelling approach that combines physics-based methods with Al, fed
by real-time information, enabling us to provide trustworthy, adaptive, and economical
solutions under Industry 4.0 precepts.

3.5. Modernising Brownfield CNC Machines Through Digital Twin and
High-Fidelity Simulation

This section consolidates and extends prior discussion by focusing explicitly on the
integration, deployment, and operationalisation of CNC simulation and digital twin tech-
nologies in brownfield environments. Implementation guidance. For phased brownfield
roll-outs, consult Appendix A for latency, security, and ROI targets, and apply the decision
rules in Section 3.6.2 prior to sensor selection and gateway engineering [16-19,22,23,60].
Brownfield CNC machine is a legacy machine that has been running for decades, typically
20-plus years old. The inclusion of simulation capabilities in these machines is a major
innovation in modernising manufacturing technology. While the industry is now aim-
ing to exploit DTs and high-fidelity simulation (HFS) to optimise machining processes on
shop floors, the focus is shifting towards adapting existing CNC equipment with the lat-
est simulation technology in a non-disruptive manner. Efficient simulation deployment
within DT environments is key to enhancing operational performance, PdAM implementa-
tion, and process efficiencies, as well as the legacy simple CNC system’s functionalities [84].
The creation of DTs, as high-fidelity virtual representations of CNC machine tools, is im-
portant for studying complex, time-varying, locally coupled operational data to improve
precision and lifecycle management [85]. Based on the integration of physical and cyber
data, DT-based models enable real-time simulation of milling processes, predict defects,
and optimise parameters [86,87]. Thus, bringing legacy CNC machines into the 21st cen-
tury through DT would enable real-time, high-quality simulations that enhance machine
utilisation, PdM, and life-cycle management without disrupting production, as illustrated
in Figure 11 for a proposed integration of brownfield CNC machines for DT and HFS.

4 N

DT and HFS Integration

Digital Twin (DT)

\ 4

CNC
Machines
(Brownfield)

Modernised
Operations

Simulation
Integration

a

High-Fidelity
Simulation (HFS)

.

Figure 11. Brownfield CNC Machines—Integration Framework for DT and HFS.

v

As a critical factor in the CNC machining simulation, DT has completely changed
the design, monitoring and optimisation processes of the manufacturing system. DT tech-
nology redraws production paradigms by enabling smart, connected processes in which
sophisticated algorithms support real-time decision-making and seamless process optimi-
sation [88]. In this sense, a DT differs from conventional stationary simulation tools and
constitutes a “digitalisation” of the machine tool that is continually updated using multi-
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sensor data, along with knowledge of machine kinematics and operating feedback, to ac-
curately represent the machining process in real-time [89]. For CNC machining, a DT is, in
fact, an intelligent monitoring and analysis centre that mimics the real-world processing
process in the virtual world, providing a critical approach to realise “intelligent” manu-
facturing [67]. The shift towards DT as core technology in CNC machining simulation is
further enhanced by the possibility to deliver process-related information, including a com-
plete virtual representation of real manufacturing equipment, online monitoring, analysis,
and machine optimisation, as well as power consumption predictions [90]. The idea of a
DT enables virtual commissioning and operator training, testing the CNC programme or
machine setup in a safe-off condition while enhancing safety in use and shortening learn-
ing time for new machinists and programmers [91]. Edge-cloud orchestration frameworks
serve as the foundation for synchronising DT pipelines across diverse environments. Re-
cent reviews identify deployment strategies and scalability challenges [40,41]. Further-
more, the emerging decentralised approaches suggest SME-centric orchestration in current
CNC-manufacturing environments [42]. In short, DT will revolutionise CNC machining
simulation with unprecedented process accuracy and flexibility, enabling real-time ma-
chine models enhanced by sensors for intelligent monitoring and predictive control, as
well as efficient/safe process optimisation in advanced manufacturing.

3.5.1. Brownfield CNC Machines: Characteristics and Integration Challenges in
Industry 4.0

Brownfield CNC machines, known for their robust mechanics and high-performance
accuracy, often use legacy controllers with non-standardised protocols, which hinder sim-
ple integration with modern IloT-based real-time analytics. Therefore, a streamlined edge-
to-cloud approach which can ensure data interoperability and facilitate monitoring is re-
quired [92]. Such systems are not natively connected and or able to access real-time data,
which is a limiting factor in smart manufacturing integration [93]. As traditional indus-
trial machines are mostly used throughout several decades and represent correspondingly
large capital investments, intelligent retrofitting and digitalisation can also be seen as a
possibility to raise productivity and extend the lifetime of machine tools [94]. The de-
velopment of high-precision DTs for CNC machine tools plays a crucial role in enhanc-
ing production efficiency, PdM, and machining process optimisation by using the existing
production system for as long as possible [95]. A PRISMA-guided systematic review on
smart retrofitting in maintenance concludes that upgrading rather than replacing legacy
equipment can yield credible, stepwise gains when retrofits add sensing, networking, and
analytics; the review also documents typical drivers, integration hurdles, and a practical
roadmap, reinforcing the case for low-disruption upgrades in brownfield CNC lines [96].
Recent edge-centric studies validate that OPC UA-based standardisation at the machine
boundary, coupled with edge pre-processing and streaming backbones (e.g., Kafka), can
stabilise latency, improve throughput, and tame heterogeneous data flows, a combination
that maps well to brownfield CNC cells where legacy controllers and nonuniform tag dic-
tionaries constrain real-time analytics [97]. In conclusion, while brownfield CNCs remain
exemplary for mechanical precision, their legacy controls and fragmented connectivity cap
the attainable benefits without targeted digitalisation. Standards-aligned, edge-first inte-
gration (e.g., OPC UA at the machine boundary) and smart retrofitting (sensing, governed
semantics, and analytics) provide a low-disruption path to real-time visibility, predictive
maintenance, and extended asset life, turning installed bases into interoperable, data-ready
resources for Industry 4.0. A successful modernisation of brownfield CNC machines re-
quires standards-aligned, edge-first integration that decouples legacy control constraints
from higher-level analytics. A structured expansion of steps:
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Identify controller limitations and accessible signals without intrusive modification.
Introduce edge gateways to terminate protocols and stabilise data acquisition.

Map machine states to standard semantics (e.g., ISO 23247, OPC UA).

Incrementally enable monitoring and analytics while preserving production

continuity.

3.5.2. Classification and Applications of CNC Process Simulation: Current Practices and
Emerging Trends

CNC process simulation is well-established and today an integral part of manufactur-
ing practices, helping eliminate the need to test every application. Production engineering
has become more process-specific due to high precision and quality requirements. The
following tables explain. Table 11 highlights the existing types of CNC process simula-
tion available in the market, their impact on production efficiency, and recent advances.
The types of CNC process simulation identified in the reviewed literature can be broadly
classified into four categories: (i) stand-alone computer-aided manufacturing (CAM) soft-
ware, (ii) integrated CAM modules embedded within CAD/CAM platforms, (iii) educa-
tional CNC simulators, and (iv) high-end virtual reality (VR) and digital-twin (DT) sys-
tems. This study is a systematic literature review and does not involve the direct use or
experimental execution of any CAM or CNC simulation software. The software platforms
mentioned in this section and in Tables 11-13 are cited solely as examples reported in the
reviewed literature, rather than tools used by the authors. Therefore, specific software
versions are not stated.

Table 11. Representative CNC process simulation tools and applications as reported in the reviewed

literature.
Simulation Tool References Focus of Study Analysis
Mould cavity machinin Verified NC codes and avoided
VERICUT + PowerMill [98] cavity T & tool crashes, minimised test cutting
simulation. . . -
and improved working efficiency.
Applied dynamic programming
VERICUT [99] Optimisation of NC programme ' and VERICU.T §1mulat19n to
for complex surfaces. improve machining quality and
empty stroke ratio.
Swansoft CNC Operator training and skill Improved lealirrung outcomes with
. [100] the use of a simulation programme
Simulator development. . . .
in vocational education.
Created a machine tool-related
SolidWorks Teaching an experimental system . Vlrtl.lal simulation platform .
[101] . integrating the structure, operating
software platform for CNC machine tools. . .
and processing modules for its
enhancement.
Designed the perception
monitoring-feedback-based
DT Simulation System [102] DTl"—basgd CNC mach.me'tool archltecturg, 'equlpped. with
simulation and monitoring. real-time collision detection and
tool wear monitoring in smart
manufacturing.
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Table 11. Cont.

Simulation Tool

References

Focus of Study

Analysis

Extended Reality (XR)

[103]

Systematic review of XR for
CNC training.

Explored VR/AR applications for
CNC training, stressing increased
learning effectiveness, safety and
relevance to Industry 4.0
principles.

CAM Simulation
for Robotics

[104]

Toolpath optimisation and
robotic machining integration.

CAM-oriented simulation methods
are reviewed for toolpath
optimisation and collision

avoidance in robotic and CNC
machining.

Table 12. Reported implications of CNC simulation tools for manufacturing systems, based on

prior studies.

Simulation Tool References Focus of Study Analysis
Identified and resolved blockages,
Arena Simulation [75] Optlmlsmtg CNC-based decreased waiting time, and
production systems. levelled work to increase
productivity.
A real-time simulation based on
DT System [4] V1rtua11.sec.1 monitoring and optimisation an.d smart
optimised process. manufacturing equipment was
developed.
Developed a simulation-based
Simulation-based Error Dynamic geometric modelling approach to predl.ct anfi .
. [105] o compensate for part distortion in
Compensation for error mitigation. o .
CNC machining, improving
accuracy and repeatability.
Simulation-driven planning
Set-up and tool-chanee time reduced production time to just
FlexSim Simulation [106] pan e 11.6 shifts, improving throughput
reduction in CNC machining. : -
and enabling more efficient energy
management.
Swansoft CNC Human capital development in Shorteped.the lealinl'ng curve of
. [100] . multi-axis machining with a
Simulator smart manufacturing.

virtual training environment.

Table 13. Emerging trends and innovations in CNC simulation platforms.

Simulation Tool References Focus of Study Analysis
DT applications that have been
DT Framework [77] Industry 4.0 integration. surveyed for real-time monitoring
and PdM.
. Highlighted Al-driven DTs for
DT+AI [107] Smart machining, PdM and adaptive machining.
Explored the integration of IoT and
Cloud-based CNC [108] Real-time optimisation. cloud technologies for adaptive

Simulation

path planning and
predictive analytics.
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Table 13. Cont.

Simulation Tool

References Focus of Study Analysis

Toolpath Simulation

Developed a point cloud toolpath
generator with pre-processing and
optimisation that achieves 10%
error reduction and computation
speed-up.

Data model-based toolpath

[109] generation for CNC milling.

DT Optimisation

Developed a DT-based
optimisation that integrates
real-time data and virtual
simulation, reducing machining
time and costs.

CNC machining parameter

[110] optimisation using DT.

Table 12 presents the implications for manufacturing systems. The use of a CNC
simulator leads to higher efficiency, safety and shorter handling times in production.
By remotely simulating machining programmes, manufacturers prevent downtime and
tool damage, enhancing safety and saving money. Improved productivity as there is
no physical dry run during virtual prove-out, and it even speeds up the setup and
production cycles.

Table 13 summarises the emerging trends and innovations. The background of the
development of CNC simulation technology is Industry 4.0, which is evolving rapidly.
Machining by a CNC machine with DTs enables easy testing of all components, and pas-
sive control can also be conducted simultaneously. Al-driven simulations leverage ML to
smooth toolpaths and forecast potential issues, reducing human involvement in the pro-
cess. Also, modern simulators provide multi-axis and high-speed machining technologies
that are increasingly in demand for complex geometries and to reduce cycle time.

CNC automation and simulation technologies are robust and promising. However,
SMEs find adoption difficult due to high initial costs, uncertain returns on investment,
and a skills gap that limits widespread adoption [111]. The lack of compatibility between
simulation software and CNC control devices hinders integration, development, and pro-
cesses. Future work will focus on developing cloud-assisted, low-cost simulators with
Al-based adaptive control schemes that provide feedback from real-time sensors to the
system. Thus, increasing accuracy, decreasing machining time, and facilitating interoper-
ability across various CNC systems [68]. Therefore, CNC process simulation has become a
cornerstone of modern manufacturing, providing cutting-edge tools and technologies that
have improved precision, efficiency, and flexibility in the industry. Various research stud-
ies are being conducted to address cost factors and integration issues related to CNC skills.

3.5.3. Integration Challenges in Digital Twin-Enabled CNC Simulation for
Smart Manufacturing

The deployment of DTs to support real-time, bidirectional communication between
CNC systems and their virtual counterparts remains technically demanding and is still far
from routine industrial practice. As noted in recent studies, achieving adaptive control
and predictive decision-making with tightly coupled DT-CNC architectures remains con-
strained by several structural and technological barriers [112]. A central obstacle stems
from the prevalence of proprietary communication protocols and closed data interfaces on
many legacy CNC platforms. These restrictions make it difficult to realise seamless end-
to-end integration inside broader smart manufacturing ecosystems, where interoperability
and transparent data exchange are essential [113]. Another challenge concerns the absence
of widely accepted reference models or standardised development frameworks for DT im-
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plementation. Without such shared foundations, coordination among design engineers,
software developers, and maintenance teams becomes fragmented, frequently leading to
inconsistent model assumptions, duplicated work, and difficulties sustaining DT applica-
tions over time [114]. These complications are further escalated when DTs are introduced
into brownfield manufacturing environments. In such cases, heterogeneous simulation
models, numerical instability, and the propagation of uncertainty across coupled subsys-
tems can markedly degrade the predictive accuracy and robustness of DT-enabled simula-
tions [115]. Practical limitations often arise from the difficulty of accessing real-time oper-
ations data from machinery, especially when those machines were not originally designed
for digital integration. Combined with the scarcity of consistent interoperability standards
and the demands of continuous production, these constraints hamper the development
of DT models that can remain both valid and computationally practical under real-time
scenarios. Dealing with these gaps requires advances in adaptive simulation procedures,
the adoption of standardised data schemas and the design of scalable, modular architec-
tures compatible with Industry 4.0 principles [116]. All in all, although DTs maintain a
notable ability to enhance CNC systems through real-time decision support and adaptive
control, their broad adoption remains limited by proprietary technologies, fragmented con-
nectivity infrastructure, and the complexity of high-quality modelling. Progress toward a
common standardisation framework and expandable integration strategies will be key for
enabling CNC-DT systems that sincerely meet Industry 4.0 expectations.

Achieving real-time adaptive control through digital twins in brownfield CNC envi-
ronments requires tight integration across controllers, programming models, and semantic
communication layers. Recent CNC developments extend full autonomy further through
real-time adaptive control and model-based feedback, allowing machines to sense, predict,
and self-optimise the manufacturing process [45]. A recent study proposed a flexible CNC
programming model within an open LinuxCNC architecture that couples CAD/CAM sys-
tems with STEP-NC to enable continuous data exchange and support the realisation of In-
dustry 4.0 principles through digitisation and production flexibility [117]. Closed-loop en-
gineering workflows integrated with connected value chains and real-time data feedback
are increasingly being applied in smart production environments. These systems enable
real-time observation and correction, thereby removing errors and uncertainty through
immediate feedback [118]. DT integrated platforms and closed-loop controllers have been
proven recently to be beneficial for improving cutting accuracy by reducing residual stress
and chatter in high-speed CNC machining [45]. Similarly, semantic OPC UA-based ar-
chitectures enable condition monitoring and optimisation in heterogeneous CNC envi-
ronments by validating the incremental roadmap approach for brownfield retrofits [4].
See Figure 12 for an incremental OPC UA—centric brownfield retrofit roadmap that leads
from secure isolation and semantic gatewaying to DT-driven monitoring and optimisa-
tion. This figure synthesises workflow patterns reported in the OPC Foundation CNC
Information Model specification and in contemporary brownfield integration studies that
use OPC UA as a semantic interoperability layer. The roadmap reflects common indus-
trial retrofit trajectories in which legacy systems are incrementally integrated through se-
cure gateways, standardised semantic namespaces, and digital-twin-based optimisation
frameworks [119,120]. Incremental OPC UA—centric brownfield retrofit roadmap illustrat-
ing four progressive phases: (1) assess and isolate, (2) semantic gatewaying, (3) progres-
sive model enrichment and monitoring through OPC UA semantic information models,
and (4) integration with digital-twin-driven closed-loop optimisation.
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Incremental OPC UA-Centric Brownfield
Retrofit Roadmap

ﬁ 1. Assess & Isolate

G o .
: 2. Semantic Gatewaying

3. Progressive Model
Enrichment & Monitoring

Closed-Loop Optimization
% &DT Integration

Figure 12. Incremental OPC UA-centric Brownfield Retrofit Roadmap [119,120].

3.5.4. Enhancing Brownfield CNC Systems Through Digital Twin-Based Simulation:
Benefits and Implications

Validation guidance: Appendix A details the protocol and metrics (OEE, FPY, down-
time, cycle time, kWh-part) for rigorous pre-/post documentation in SME settings [22].
Through its virtual prototyping and testing capabilities, process simulation can forecast
and evaluate the performance of manufacturing operations, reducing the need for physi-
cal trial-and-error experimentation and parameter fine-tuning that occur after implemen-
tation on the shop floor. Worth mentioning, simulation is an essential tool for modelling
and predicting complex manufacturing behaviour and can enable proactive adaptation
and superior decision-making in a smart factory environment by employing a data-driven
DT framework [121]. The implementation of DT technology can provide countless advan-
tages to existing CNC machines by enabling virtual testing of performance tuning without
halting production. This is relevant to long-term retrofit strategies as well as to reduc-
ing operational risks [112]. For traditional CNC machines, the PAM model could be en-
hanced by employing DT-based simulation models that incorporate operating data and
expert knowledge [122]. Thereby, enabling accurate behaviour prediction under changing
conditions and taking proactive measures to prevent faults. Again, to further illustrate the
impact of simulation on brownfield CNC operations from different angles, major works
demonstrating the importance and results of applying simulation technologies are tabu-
lated and summarised in Table 14. This table summarises key work that highlights the
benefits of integrating simulation into the conventional CNC machine environment. To-
gether, they demonstrate the research’s focus and analysis results through virtual proto-
typing, predictive modelling, and DT architecture, which facilitate greater efficiency, flex-
ibility, and sustainability in manufacturing. Through this vision, simulation technologies
(e.g., DT structures) for virtual prototyping and predictive computation, and real-time op-
timisation, can address the aforementioned trial-and-error concern, enable high-quality
decisions, and transform the performance of brownfield CNC production from both effi-
ciency and sustainability perspectives.

https://doi.org/10.3390/automation7030066


https://doi.org/10.3390/automation7030066

Automation 2026, 7, 66

28 of 68

Table 14. Significance and Advantages of Simulation Integration in brownfield CNC Machines.

Focus of Study

Importance & Benefits Analysis References

Virtual prototyping and real-time
simulation for machining.

Solves redundant trial-and-error, optimising
parameters, and improves efficiency and quality [102]
using 3D visualisation.

Predictive modelling for complex

Enabled the implementation of pre-emptive

production systems. changes and improved decision-making. [121]
Simulation for retrofitting brownfield Lowered cost/time for physical tests and easier [86]
performance optimisation.
Hybrid-model-based CNC machining Presen.ted a DT model framevyork employmg the

. . hybrid models and Al algorithm for trajectory
trajectory error prediction and L L [123]

. errors prediction and compensation in order to

compensation. . .. o1
improve machining accuracy and flexibility.
Real-time optimised and a fully involved
DT integration with simulation. stereoscopic original photo-realistic [124]
virtual model.
Sensor-based, real-time models of data. Itis smart to ad]just the settings, s1-11table speed, [125]
and high-quality material.

Virtual testing of the machining Reduced risk and cost of physical prototypes;

strategy and tool path bust d [126]
y and tool path. process robustness assured.
Al-based simulation and DT analogy to Individual PdM concepts for [127]
precision management. brownfield machines.
Modular frameworks (TwinEco) for Enhanced flexibility and scalability in DT [128]
heterogeneous environments interfacing.
Al and digitalisation for mass data Accelerating research, development, and rolling [129]
interpretation. out increases in production.

Advanced modelling and optimisation = Designed, synthesised, and optimised brownfield [130]

strategies.

processes.

Beyond technical feasibility, DT-based simulation fundamentally transforms the op-
erational value of brownfield CNC systems. Industry 4.0 has also sparked a new wave
of revolution in simulation modelling, from classical offline to dynamic and real-time dig-
ital copies of physical machinery. The importance of DTs in the era of Industry 4.0 lies
in their real-time synchronisation with both physical and virtual CNC systems. This pro-
vided a breakthrough towards the next generation of manufacturing, where predictive and
adaptive control can be applied to enhance process efficiency [45]. Building on this con-
cept, [131] found that integrating a mathematical model, real-time simulation, and data-
driven optimisation promoted self-adaptive DT innovation, thereby enhancing operational
resilience, personalised production operations, and smart manufacturing efficiency. Indus-
try 4.0 is thus pushing the boundaries of CNC simulation from the traditional offline static
mode to intelligent DTs with real-time operational value and insights, embedding mathe-
matical constructs, Al optimisation algorithms, and new functionalities such as LLMs for
adaptive control, predictive analytics, and robust smart manufacturing.

3.5.5. Design Strategies and Implementation Frameworks for Simulation-Integrated
Brownfield CNC Systems

When incorporating simulation capabilities into a legacy CNC machine, the controller
architecture, data acquisition, and communication standards should be carefully consid-
ered to ensure secure, optimised data access. Gateway or Wrapper solutions are widely
used to interface proprietary protocols with open, semantically enriched interfaces across
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heterogeneous environments, utilising OPC UA [132]. Advanced Al and ML methods
come into play when analysing sensor and historical data streams; for instance, in predic-
tive models for equipment health, parameter enhancement, or adaptive control in smart
manufacturing [133]. Modular DT platforms extend the economic life of available re-
sources by creating intelligent, reconfigurable systems that, in turn, improve sustainability
and responsiveness [134]. Next-generation technologies, such as 6G architecture combined
with semantic communications, ensure ultra-reliable, low-latency connectivity, enabling
live monitoring and wireless DT control systems [135]. Yet interfacing heterogeneous sys-
tems remains a primary difficulty in cyber-physical integration [136]. A phased roadmap
for brownfield integration, with an incremental focus on SME-friendliness, is presented in
Table 15, from cyber assessment to security hardening, with illustrative cost ranges [137].

Table 15. Implementation Phases and Estimated Costs Guide [137].

Phase

Timeline Activities Indicative Cost

Phase 1

0-3 months Assessment & cyber baseline US$10k-$30k

Phase 2

3-6 months Sensor retrofit + gateway US$25k-$75k

Phase 3

6-12 months Al optimisation + middleware US$40k—$120k

Phase 4

12-18 months Security hardening US$20k—$60k

To operationalise trustworthy DTs on the shop floor, SMEs can anchor their design
and deployment activities in NIST IR 8356, which consolidates DT-specific security and
trust considerations. This includes identity management, provenance and traceability con-
trols, lifecycle risk management and presents these as practical guidance that can be ap-
plied as a checklist during engineering reviews and commissioning [138]. In parallel, [47]
contends that systematic standardisation explicitly links ISO 23247 to companion specifi-
cations and information models, thereby reducing the fragility of cross-vendor integration
and strengthening DT reliability and overall trustworthiness. Complementing these se-
curity and governance perspectives, Research [139] advocates ontologizing the DT frame-
work by aligning top-level and mid-level ontologies with ISO 23247, thereby supporting
consistent semantics and security reasoning across heterogeneous systems and domains.
As such, the success factor of attaining real-time monitoring and efficient operations de-
pends on navigating interoperability challenges through protocol adaptation, Al-driven
predictive modelling, and modular DT architectures. Table 16 below provides a conser-
vative and moderate worked-ROI example for a two-lathe SME with a £20% sensitivity
band; values will be re-estimated using site data during Section 3.7 deployment.

Table 16. Worked Example —ROI and Payback for a Two-Lathe SME (side-by-side scenarios).

Item

Conservative Scenario Moderate Scenario

Monthly benefit (two lathes) $5335 $11,992

Total cost (two lathes) $240,000 $240,000

Payback (months) 45.0 (20% benefit — 37.5-56.2) 20.0 (£20% benefit — 16.7-25.0)

Assumptions: Phase-cost midpoints from Table 16 with realistic site/shared allocation;
conservative scenario values are deliberately modest and include only FPY, downtime, and
energy benefits. The moderate scenario reflects typical gains following Phase-3 tuning
(semantic dashboards, alarm rationalisation, and basic optimisation).

An important strategic decision in simulation-integrated brownfield CNC systems
concerns the role of multi-physics and hybrid modelling within the DT architecture. De-
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tailed recommendations on transport and semantics, compute placement, and operator-
facing XAI appear in Section 3.6.2, and Appendix A provides a one-page, SME-oriented
checklist to support staged deployment and auditability [16-19,21,22,60]. ANNs (Artifi-
cial Neural Networks) have been used in conjunction with FEM solvers to model complex
flow laws, thereby better simulating material behaviour in thermo-mechanical issues at
high temperatures than traditional constitutive models [140]. Reviews on metal additive
manufacturing highlight the importance of multi-physics, multiscale simulation tools, in-
cluding heat transfer, fluid flow, and solid mechanics, for predicting process responses
and optimising hybrid additive-subtractive approaches. Thereby enabling more reliable
planning decisions and quality assurance across scales [141]. Recent research on hybrid
manufacturing (i.e., additive processes combined with subtractive finishing for the fabri-
cation of complex high-value components) indicates that DTs using multi-physics simu-
lation and monitoring data can support preparation, virtual, and guided in-process de-
cisions. With that, it is pushing CNC operations closer to more adaptive and integrated
systems [35]. The research by [142] presents an integrated multi-physics DT for machining
that provides a unified set of models (cutting forces, thermal behaviour, and tool engage-
ment) to achieve new levels of simulation and analytics capabilities for high-accuracy CNC
operations. Furthermore, it has been reported that hybrid modelling methods integrating
principles of physics-based and data-driven techniques (e.g., ML) provide higher accu-
racy, interpretability, and computational efficiency, and can be applied to simulation and
decision-making in smart manufacturing environments [98]. Additional studies on hybrid
models that integrate physics-based ideas with data-driven methods can enhance accuracy,
interpretability, and validation of multi-physics in discrete smart manufacturing, thereby
powering the evolution of Industry 4.0 digital manufacturing enterprises [143]. The reali-
sation of multi-physics simulation in real-time processing presents many challenges, as the
modelling of complex thermo-mechanical-material interaction processes would not only
be computationally expensive but also require an accuracy-speed trade-off [144]. There-
fore, advancements in CNC simulation have become increasingly reliant on multi-physics
and hybrid modelling approaches that integrate physics-based and Al-driven models in
a semantically consistent manner. This is also expected to improve the accuracy, inter-
pretability, and real-time adaptability of these models, even if computational efficiency for
thermo-mechanical interactions in multi-physical composites remains a challenge. Thus,
simulation-integrated brownfield CNC systems should be designed using modular, stan-
dardised frameworks that support staged deployment and future scalability. The devel-
opment in progressive steps:

Assess controller interfaces and select wrapper or gateway solutions.
Deploy middleware with typed semantics and secure communication.
Integrate DT and Al services incrementally, starting with monitoring.

Apply governance controls for data, models, and cybersecurity.

3.5.6. Sensor Integration and Connectivity Strategies for Digital Twin-Enabled
CNC Systems

Adapting the validation of existing brownfield CNC machines to make them fit for
the future will require sophisticated data acquisition and connectivity solutions that can
deliver simulation and DT frameworks. Retrofitting techniques normally imply installing
sensor grids and communication IoT modules to monitor thorough operational features
that can be used to calibrate simulation models, as well as perform reliable predictive
maintenance [133,145]. This intelligent retrofitting makes legacy machines become IoT-
ready devices through edge computing and Industrial Internet of Things (IloT) gateways,
allowing the real-time data exchange and interoperability in Industry 4.0 [94]. DT archi-
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tecture is underpinned by multi-source sensor fusion to improve predictive analytics and
decision-making effectiveness [146]. In addition, virtual instrumentation technology, such
as LabView and MATLAB, also makes it possible to display real-time working states and
integrate data from sensors during the simulation of CNC machining [147]. Deployments
closest to the machine show tangible benefits. By placing containerised edge services be-
side CNC controllers to pre-filter high-rate sensor streams and trigger actions with min-
imal delay, studies report lower latency and reduced load on constrained control hard-
ware [21]. Then, a pattern well-suited to retrofits and brownfield cells. At the level of
motion optimisation, research demonstrates how a physics-informed, data-driven digital
twin can close the loop between sensing and model updates to maximise feed rate under
error constraints, showing substantial cycle-time reductions on a 3-axis platform [125]. It
exemplifies production-grade sensing model feedback. To sustain accuracy amid drifting
conditions typical of brownfield variability, ref. [148] presented a hybrid learning digital
twin that fuses heterogeneous sensors and prior process knowledge, so the model remains
stable as environments change, a template for robust semantics and performance in hetero-
geneous shops. For this reason, sensor integration, IoT connectivity, and state-of-the-art
data fusion approaches are key to obtaining reliable simulation inputs, predictive mainte-
nance, and the sustainable modernisation of legacy CNCs.

Sensor instrumentation and real-time data acquisition form the foundation of adap-
tive and DT-driven CNC control in brownfield environments. More recent developments
in CNC machining include real-time, sensor-driven DTs that dynamically optimise and
interpret current process status, enabling intelligent, event-based decision-making [142].
Real-time sensor data, combined with predictive modelling, is emerging as a key compo-
nent in implementing DT technology for CNC machining, enabling adaptive control solu-
tions. Online monitoring of machining process conditions and automatic adjustments to
control factors enabled cutting to remain constant throughout [149]. These approaches use
machine measurement, Al-based models, and adaptive control to correct the spatial errors
of machine tools, thereby improving overall machining accuracy [64,150]. To conclude,
sensor retrofitting in brownfield CNC environments should prioritise minimal, high-value
instrumentation combined with edge-based preprocessing. The steps are as follows.

Start with low-cost sensors capturing vibration, power, and temperature.
Pre-filter and aggregate high-frequency data at the edge.

Fuse multi-sensor streams to calibrate simulation and DT models.

Expand sensing only when justified by predictive accuracy gains.

3.5.7. Middleware-Driven Interoperability for Digital Twin Integration in Brownfield
CNC Environments

Middleware acts as a key facilitator in linking traditional CNC systems with today’s
advancing Industry 4.0 environments, converting proprietary protocols to common ex-
posed interfaces like OPC UA and MTConnect [32]. Sitting in the middle of hardware and
virtualised environments, middleware supports real-time data exchange, semantic map-
ping, and interoperability without too much interference with the existing hardware [151],
as illustrated in Figure 13.

Then, with edge computing as the component in the system, it allows adaptive con-
trol and predictive analytics to be well-integrated [21]. Semantic-driven approaches fa-
cilitate increased interoperability through the possibility of enriching heterogeneous ma-
chine data with DT for simulation and optimisation [152,153]. OPC UA still represents the
middleware of choice when it comes to CNC integration due to its comprehensive secu-
rity mechanisms, such as Transport Layer Security (TLS)-based encryption and certificate-
based trust management, as well as PFS in revision 1.05, which protects against replay
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attacks and retrospective decryption [16]. Yet these cryptanalytic gains do not come free
in terms of computation for older constrained devices. Table 17 compares middleware
technologies, illustrating the semantic richness and security advantages of OPC UA over
lightweight protocols like MQTT and DDS, and the open vocabulary but limited security
of MTConnect [154]. In short, middleware-based integration (complementing secure com-
munication, semantic mapping and edge connectivity) is the lifeline for DT adoption and
interoperability in brownfield-based CNC environments.

Digital Twin Manufacturing System

APP Planning ‘ I Training | | Monitoring l Scenario l
construction
O:It::,;gy I Meta model I I Domain model ‘ Sebr‘\:lsce Master I | node1 I | l nodeN l
mapping 4 <~ Download mapping - Download
_I - [
> ROS G IEC 2 (Mo
"é Control node | | code 611313 python‘ = Digital stl xacro FEM six
9 I " o
S | Middte ITCP ‘ = I Proﬁnetl Gateway % Middle - = p——
2l =
o [Device] object || robot || CNC H PLC || Sensor [Simulation1 Vrep ‘ G::e A::q Simulink
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Figure 13. System Architecture for Interfacing Legacy CNC Equipment with DT Platforms via Mid-
dleware [151].

Table 17. Middleware Technology Comparison [16,154].

Middleware Model Security Semantics Real-Time Typical Use Pros Cons
Client-Server TLS, cert . Near . Complex
OPCUA + Pub/Sub mgmt. Rich roal-time Shop-floor Interoperability config
MQTT Pub/Sub TLS Minimal Event-driven Cloud Lightweight lelte.d
telemetry semantics
DDS Pub/Sub QoS Type-rich Low latency Robotics Deterministic =~ Complexity
MTConnect  Client-Server =~ Depends on Standard Polling C.NC. Open lelt.e d
vocab monitoring security

Despite growing interest in DT technologies as a foundation for intelligent, intercon-
nected manufacturing, their deployment in real-world CNC environments remains lim-
ited relative to their conceptual potential. To address this gap, the work in [155,156] in-
troduced a CNC-oriented DT framework built on STEP-NC that enabled communication
through structured process data, incorporated extended hardware interfaces, and used the
GrapeSim VM platform to link simulation with live shop-floor operations. This demon-
strated how standardised data formats can streamline the alignment of virtual and phys-
ical machining environments. Future developments have reinforced the role of data stan-
dardisation in enabling interoperable CNC DT systems. For instance, ref. [157] proposed
a feature-centric data model that integrates STEP-NC with OPC UA to support automated
sensor feedback grounded in computer-aided design (CAD)/CAM metadata. The out-
come shows that harmonising data at the semantic level could facilitate virtual commis-
sioning and condition monitoring, both of which are essential for autonomous CNC func-
tions. More analyses continue to position STEP-NC as a key enabler of digital manufactur-
ing ecosystems, especially when combined with interoperability standards such as OPC
UA and MTConnect. Research [158] highlighted how embedding contextual information

https://doi.org/10.3390/automation7030066


https://doi.org/10.3390/automation7030066

Automation 2026, 7, 66

33 of 68

within DT data flows strengthens the CNC system-level simulation and improves the con-
sistency of information exchange. In addition, ref. [159] demonstrated that adopting OPC
UA within the CNC DT architecture enhances VM, performance analytics, and toolpath
optimisation, capabilities that collectively underpin adaptive and intelligent manufactur-
ing environments. Interoperability challenges have also been approached from a semantic
modelling perspective. Ref. [4] shows that reconstructing CNC data models using OPC
UA semantics can unify data exchange across heterogeneous CNC platforms. Their work
indicates that such standardisation not only enables real-time simulation and monitoring
but also supports networked control strategies that improve equipment utilisation and
production efficiency. Simultaneously, advances in geometric data management are im-
proving the resolution and accuracy of CNC DTs. Ref. [109] indicates that the integration
of point-cloud-based toolpath generation with advanced preprocessing and slicing algo-
rithms significantly improves machining precision and trajectory smoothness. These im-
provements demonstrate the growing demand for high-resolution, structured data mod-
els to facilitate digital twin simulations of intricate geometries. For brownfield plants that
blend legacy and modern assets, the MTConnect-OPC UA pathway has been shown to
preserve semantics as data traverse ecosystems: in controlled tests, research demonstrated
that MTConnect device and stream data could be translated and consumed accurately by
OPC UA clients/servers using the companion specification, confirming end-to-end interop-
erability in practice [18]. This practical assurance depends on the authoritative node sets
and mappings published by the MTConnect Institute’s OPC UA Companion Specification
(v2.00, June 2019), which formalises the MTConnect information model within OPC UA to
enable consistent semantics over UA transport [160]. Research [47] situates such compan-
ion specifications within the evolving DT standards landscape alongside ISO 23247 and
related efforts. It explains how informed standards selection future-proofs DT integra-
tion by improving longevity, interoperability, and governance alignment. Therefore, DT
technologies for CNC machining exhibit substantial promise; the wider adoption depends
heavily on continued progress in standardised data exchange and semantic interoperabil-
ity. These ongoing developments remain central to realising robust, scalable, and truly
intelligent CNC DT architecture.

Latency- and resilience-aware placement is summarised in Table 18, with stepwise
decision logic captured in Figure 14.

Compute Placement Decision Tree

[ Sub-100 ms loops or H Run edge ]

unreliable WAN?

( Is workload Run cloud, redeploy i
training/benchmarking frozen models to
L /fleet analytics? edge )

- N\
Using OPCUA v1.05 Terminate at edge
& on legacy hardware? j/

Figure 14. Practical rules for edge vs cloud execution and UA v1.05 session termination.
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Table 18. Latency- and resilience-aware placement of DT/AI services in SMEs.

Decision Trigger Edge? Cloud? P‘;?;ZHT:E:’? Implementation Notes Evidence Anchors
Edge orchestration &
latency rules; ultra
Feedback/mitigation Deterministic, Containerised services reg;?ﬁiig;‘;;:{fggy
must occur Edge low-jitter; resilientto ~ beside CNC; buffer + (URLLC) budgets;
<50-100 ms WAN loss forward summaries . 5
plant Time Sensitive
Networking
(TSN) numbers
Training, fleet Elastic compute + Deploy frozen models  Edge-cloud split and
benchmarking, Cloud versioning; central downwards; control orchestration
cross-site models governance update cadence reviews
Adopting OPC UA Contains crypto cost  Enforce zoning; sanitise s(e)cl;(r:itU Ac‘)]sltffe'
v1.05 (PFS) on legacy Edge termination on constrained topics to IT; MTConnect comy zfnion ’
controllers hardware — UA where needed P

mapping practice

Compute placement (summary view):

e  Feedback/mitigation <50-100 ms or WAN variability — Edge (deterministic, resilient).

e  Training, fleet benchmarking, cross-site analytics — Cloud (elastic compute; redeploy
frozen models to edge).

e Adopting OPC UA v1.05 on legacy hardware — Edge termination; forward sanitised
topics upstream.

In summary, middleware selection for brownfield CNC integration should balance
semantic richness, security posture, and latency tolerance. A step-by-step expansion:
Assess existing protocol exposure (MTConnect, proprietary, none).

Bridge MTConnect to OPC UA to preserve vocabulary and gain typed semantics.
Apply OPC UA v1.05 with edge-terminated sessions for legacy controllers.

Reserve MQTT or DDS for lightweight telemetry or deterministic cell control.

3.5.8. Transforming Brownfield CNC Machines with Advanced Sensor Technologies

Retrofitting greenfield CNC machine tools with advanced sensor technologies (e.g.,
accelerometers, thermocouples, acoustic emission sensors) is essential for capturing granu-
lar operational data used to develop accurate simulation models and non-fragile DT frame-
works [89]. The difficulties in integrating diverse sensor feed into a homogeneous, reliable
data stream in brownfield CNC environments often require the use of edge computing de-
vices that process and filter data locally before transmission, thereby limiting worst-case
conditions to latency and bandwidth [21]. At the same time, the integration of genera-
tive Al-driven IoT systems with multisensory extended reality technologies enables more
efficient handling of complex datasets and operational models for brownfield DT applica-
tions [161]. Furthermore, hybrid DT frameworks that merge Al techniques with machine
tool expertise have been developed to reduce modelling uncertainties and manage hetero-
geneous data, allowing high-fidelity simulations to run in parallel with real-time manufac-
turing operations [148]. The comparison in Table 19 indicates that tri-axial accelerometers
and thermocouples are still the most affordable and commonly used tools for quick instal-
lation, but acoustic emission sensors, despite higher costs as well as installation times, offer
high-frequency data, which is required to detect tool wear as well as micro-cracks in preci-
sion machining [30,31]. As a result, upgraded brownfield CNC machines with advanced
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sensors, edge computing, and Al-driven DT frameworks enable real-time, high-fidelity
simulations and robust data integration, turning legacy systems into intelligent, adaptive
parts of the modern manufacturing chain.

Table 19. Sensor Selection Criteria [29,30].

Sensor Type Cost Range (USD) I“Sflf‘illlr*:w“ Data Rate Reliability
Tri-axial accelerometer 50-500+ 0.5-2h kHz High
Acoustic emission sensor 500-3000 1-3h >100 kHz Medium-High
Thermocouple/IR 10-150 0.5-1h Hz-kHz High
Current clamp 100-800 0.5-1h Hz-kHz High

The operator-facing design and adoption levers are synthesised in Table 20.

Table 20. HMI and explainability choices that sustain adoption.

Operator-Facing Need

HMI/XAI Design Adoption Enabler Evidence Anchors

Trustworthy
recommendations

Improves task
performance vs
black-box support

XALI effects: role-oriented
dashboards in Section 3.5.9

Confidence +
rationale (XAI)

Alarm fatigue control

Preserves attention for
critical events

Alarm hierarchy +
suppression rules

HMI design principles
table in Section 3.5.9

Workforce transition

Links dashboards to SOPs;
embeds guardrails

Training plan and SOP

8-12-week upskilling path changes in Section 3.5.10

HMI and adoption (HITL/XAI) overview:

e Trustworthy recommendations — XAI confidence + rationale;
dashboards.
e  Alarm fatigue control — Tiered alarm hierarchy + suppression rules.

role-oriented

e  Workforce transition — 8-12-week upskilling path and SOP updates aligned to
dashboards.

Therefore, advanced sensing should be introduced selectively to support specific diag-
nostics rather than broad, cost-intensive instrumentation. A gradual, multi-step increase:
Use accelerometers and thermocouples for rapid, low-cost deployment.

Introduce acoustic emission sensing for high precision wear detection.
Process high-rate data locally to control latency and bandwidth.

Align sensing choices with model fidelity and validation objectives.

3.5.9. Al, Machine Learning, and Human-Machine Interfaces for Digital Twin Integration
in CNC Systems

Across the emerging literature on human-machine interfaces and Al-enabled man-
ufacturing, a consistent theme is the need for intelligible, workload-aware systems that
remain trustworthy under industrial constraints. For example, Research [162], synthesises
current industrial interface paradigms in the generative Al era, emphasising that explain-
ability and effective workload management are now foundational to designing resilient,
industry—oriented human-machine interfaces. The convergence of ML and Al is essential
to transforming raw sensor data collected from brownfield CNC machinery into actionable
insights for PdM, process optimisation, and adaptive control within simulation environ-
ments (please refer to Table 21 for the design principles).

https://doi.org/10.3390/automation7030066


https://doi.org/10.3390/automation7030066

Automation 2026, 7, 66

36 of 68

Table 21. Recommended HMI Design Principles for CNC DT Integration [162-165].

Principle Description

Personalised views for operators, engineers and managers in

Role-Oriented Dashboards order to reduce information overload and facilitate the

decision-making process.

Show the level of confidence in a model’s predictions, as well as

Explainable Al Indicators the reasons supporting an Al recommendation, to establish trust

and usability.

Organised priority and statement suppression rules to allow

Alarm Hierarchy & Suppression managers not to get tired in front of the screen and to react to

critical moments in a timely manner.

Robust authentication, auditing and fine-grained access control

Secure-by-Design to secure sensitive data and enforce compliance in IoT and

DT worlds.

Generative Al architecture has also been used to expand this process by generating
synthetic datasets, where data scarcity is a challenge, thereby achieving more informed
and resilient DTs that effectively reproduce the extent of non-linear dynamics and ageing
prediction of machines [166]. Integrating ML and Al into a unified framework enables
disruption signals from different types of CNC systems to be converted into predictive
intelligence for high-fidelity simulation and adaptive control strategies [167]. Yet Al de-
ployment in traditional industrial settings is still complex due to system heterogeneity,
lack of standardised data format, and the need for real-time integration of data for predic-
tive decision-making [161]. HMIs act as the interface between traditional manufacturing
systems and the new digital world. Effective HMIs will enable operators to gain insight
into and make sense of rich data flows, interact in a significant fashion in environments
enabled by Al whilst maintaining sufficient HI-in-the-loop control within increasingly au-
tonomous systems [162,163]. In order to cater to such demands, HMIs should be able to
translate output generated by Al and ML, for example, predictive analytics and real-time
optimisation, into simple yet actionable recommendations for good decision-making [164].
Furthermore, in order to ensure privacy and security, these should also be built in by de-
sign via strong authentication, auditing and least privilege access controls that secure sen-
sitive data in IoT and DT networks [165]. The Research [167] reviews machine-learning
and edge-computing stacks, clarifying the deployment constraints of human-machine in-
terfaces that must deliver live analytics on the shop floor, where device limits, energy con-
straints, and low-latency requirements shape what real-time DT-linked visualisations can
feasibly support. As a result, the combination of Al, ML, generative models, and advanced
HMIs transforms raw sensor data into predictive insights, adaptive control strategies, en-
abling resilient DTs, real-time optimisation, and secure operator interaction; the corner-
stones of Industry 4.0 integration.

The growing use of DTs in CNC machining of workpieces is transforming mod-
ern manufacturing by enabling the automation of traditional, time-consuming processes
throughout the entire product lifecycle. This change improves operational efficiency
and productivity while reducing errors and costs linked to physical trial-and-error meth-
ods [168]. Building on this foundation, next-generation CNC machining simulations are
advancing towards real-time, Al-driven frameworks capable of predicting key perfor-
mance indicators such as tool life and overall system behaviour [37]. This development in-
dicates a shift from traditional Computer-Aided Manufacturing (CAM) towards intelligent
machining, in line with digital and knowledge-based manufacturing paradigms, where
tool carriers act as structured repositories of process information and embedded knowl-
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edge [169]. Automation has also seen significant progress, particularly driven by deep
learning (DL) models, such as deep learning for automated tool selection (DLATS), which
have greatly improved tool-selection capabilities. Reported accuracy improvements here
of up to 32% are orders of magnitude better than traditional rule-based methods, greatly
reducing the need for manual knowledge and minimising human error whilst support-
ing scalable, reliable manufacturing workflows [170]. Similarly, ANN models used for
tool life prediction (TLP) in CNC milling have outperformed legacy methods, enabling
proactive maintenance strategies that boost shop-floor efficiency [171]. Meanwhile, the
level of automation and intelligence has further advanced in CNC programming and sim-
ulation environments, characterised by better predictive maintenance support as well as
real-time process optimisation leveraging machine learning algorithms and industrial IoT
systems [38,172]. Cumulatively, the rising integration between DTs, Al methods and real-
time data analytics in CNC machining is laying a springboard to a more advanced level of
automated operation, predictive intelligence, adaptive control, tool optimisation and early
warning system (PdM), in order to improve the operational efficiency of manufacturing
processes and also lower the operational costs. As such, Al-enabled CNC digital twins
require explainable, workload-aware HMIs to sustain operator trust and safe autonomy.
A sequential, detailed development:

Design role-oriented dashboards for operators, engineers, and managers.
Expose model confidence and rationale through XAI indicators.
Apply alarm prioritisation and suppression to prevent overload.

Enforce secure-by-design HMI access and audit trails.

3.5.10. HITL, Training, and Change Management

The consolidation of DTs, ML, and standards-based connectivity in brownfield CNC
lines amplifies technical capability but also raises the need for structured HITL participa-
tion to keep autonomy boundaries safe and traceable. In manufacturing DT deployments,
standards work underscores that people, semantics, and governance must co-evolve with
the stack to ensure trustworthy operation across heterogeneous controllers [17,47]. In prac-
tical shop-floor settings, explainability is a key determinant of adoption: controlled studies
show that exposing confidence levels and rationale improves human task performance rel-
ative to black-box assistance, while manufacturing reviews call for XAl patterns that are
actionable at the HMI [19,39]. Given mixed-vintage assets and evolving workloads, op-
erators and technicians remain essential for context-aware overrides, anomaly triage, and
incremental optimisation, even when predictive models are in place, thus a HITL design
should be treated as a first-class requirement, not an afterthought [162,173]. A compre-
hensive Scopus-indexed review of XAI in manufacturing highlights a field-wide shift to-
ward local, model-agnostic explanations and stresses operator-facing interpretability as a
prerequisite for dependable HITL decision-making across predictive maintenance, qual-
ity, and process optimisation use cases [174]. A recent review of human-centric digital
twins (HCDT) synthesises enabling technologies and implementation guidelines (sensing,
interfaces, ML, ergonomics, security policy, task allocation), arguing that HITL interac-
tion and operator capabilities must be co-designed with the DT stack; these guidelines
directly inform training curricula, role-scoped dashboards, and SOP updates in mixed-
vintage brownfield environments [175,176].

1. An 8-week upskilling pathway (operators and technicians): A focused 8-week pro-
gramme balances depth with production continuity, aligns with your HMI principles
(Table 15), and scaffolds from standards/semantics to applied decision-making at the
console [18,47].
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e  Weeks 1-2—Foundations (DT + semantics + edge-cloud): Orient teams to
ISO 23247 roles (observable — device-communication — DT entity — user),
why typed semantics matter (OPC UA/MTConnect), and the rationale for edge-
first loops with cloud training [17,18,20,47]. Map existing machine tags to stan-
dard models, highlighting the MTConnect — OPC UA companion mapping as
a practical brownfield bridge [18].

o  Weeks 3-5—Role-oriented HMIs and XAI cues: Train on role-scoped dash-
boards, alarm hierarchies, and explainability widgets (confidence intervals, rea-
son codes) so operators can interrogate and accept/reject recommendations with
auditability [16,163,164]. Reinforce security-by-design habits (authentication,
least-privilege, audit trails) to preserve trust in DT-linked HMIs [16,43].

e  Weeks 6-8—Applied decision-making and continuous improvement: Practice
translating model outputs into operational actions (e.g., alarm rationalisation,
energy-idle policies) and logging deviations for retraining or parameter updates;
use statistical process control (SPC) views to validate effects [17,19,47]. Where
relevant, blend extended reality (XR) or simulator-based exercises to minimise
risk and accelerate learning curves for new toolpaths or setups [100,103].

2. Change management and SOP updates: Introducing predictive dashboards and
adaptive policies demands SOP revisions that codify: (i) alarm priority and sup-
pression rules; (ii) override authority and escalation; (iii) model-lifecycle touchpoints
(who can approve changes, when to roll back); and (iv) minimum security controls at
the HMI (auth, audit, segregation) [16,138]. For brownfield connectivity, document
where OPC UA sessions terminate (preferably at the edge for legacy controllers), how
MTConnect vocabularies are preserved, and how alarm/event semantics map into
dashboards, thereby limiting cryptographic cost on constrained hardware while keep-
ing typed semantics intact [18,47]. Finally, sustainment needs operational guardrails:
include a short checklist at the console (what to do when confidence is low; when
to request a supervised re-run; who signs off SOP changes) and ensure edge-cloud
partitioning remains fit-for-purpose as workloads evolve [17,22,177]. Taken together,
these insights reaffirm that the technical gains of DT-enabled, standards-driven CNC
integration can only translate into dependable shop-floor practice when human ex-
pertise, explainable models, and structured organisational learning are developed in
parallel as mutually reinforcing pillars of the system.

Therefore, HMI integration and structured upskilling are prerequisites for the sustain-
able adoption of CNC digital twins in brownfield settings. A step-by-step expansion:

e Align training with DT roles, semantics, and edge cloud concepts.
e Introduce role-specific HMI training and decision protocols.

e  Update SOPs to define override authority and escalation paths.

e Uselogged deviations to support continuous model improvement.

3.5.11. Lessons from Integrating CNC Simulation into Legacy Manufacturing Systems

Successful brownfield CNC modernisation consistently depends on standards-aligned
semantics, edge-first deployment, and staged adoption that balances technical feasibility
with operational continuity. Experience from industrial DT deployments highlights that
long-term success in brownfield CNC modernisation depends not only on model fidelity,
but on governance, standardisation, and lifecycle alignment. Ref. [178] emphasises the
increasing importance of Large Language Models (LLMs) as DT frameworks continue to
develop, thereby creating new opportunities for automated modelling, simulation, and
decision-making through structured description-prediction-prescription models. Within
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manufacturing, ISO (2024) lays the conceptual foundation for DT adoption by structur-
ing a DT architecture into layered concerns spanning observable physical assets, device
communication, DT entities, and user-facing applications. Thereby, establishing shared
terminology and principles that are especially helpful when planning retrofits in brown-
field settings. Building on this baseline, Research [47] survey of manufacturing DT stan-
dards clarifies how ISO 23247 maps onto real deployments and distils practical guidance
for selecting artefacts, interfaces, and integration strategies across heterogeneous shop-
floor technologies. Complementing the survey perspective, ref. [17] analyses the multi-
part ISO 23247 series with an emphasis on interoperability and trustworthiness and then
discusses how reference-model choices relate to governance and lifecycle concerns, offer-
ing decision-makers a framework for aligning DT design with long-term operability and
assurance goals.

The integration of CNC process simulation into brownfield machines has generated
new knowledge about upgrading legacy systems. The DT model, which captures machine-
specific optimisation and can handle a mixture of data sources, is important [179]. High-
fidelity DTSs that represent mechanical and control-system responses facilitate smart per-
formance optimisation for machine tools [15]. To this end, a learning-pursuit hybrid mod-
ernising behaviour is proposed to control fidelity effort and deployment, enhancing indus-
trial efficiency in dynamic environments [148]. Data-driven DTs also contribute to PdM by
incorporating challenging machine conditions and new data sources to ensure accuracy
and practicality [76]. Multi-access edge computing (MEC) integrated with DT pipelines re-
duces traffic and end-to-end latency while strengthening security and reliability, offering
a practical template for hosting near-loop analytics at the edge when retrofitting legacy
CNCs [180]. Automated model generation and calibration are important steps towards
a seamless integration of models, reducing manual work while preserving model real-
ism [181]. Alightweight, five-layer digital process twin built on the open-source open62541
OPC UA stack demonstrates a cost-effective path for SMEs to retrofit legacy CNCs with
standards-based telemetry, rule-driven analytics, and DT traceability, validating predic-
tive maintenance workflows without bespoke middleware [182]. Real-plant experiments
show that distributed denial of service (DDoS)/distributed reflection denial of service (DR-
DoS) attacks can materially degrade IIoT communication paths, underscoring the need for
edge termination, segmentation, and traffic-aware profiles when connecting legacy CNC
assets to DT services [183]. Addressing NC dialect fragmentation, a transpilation frame-
work maps legacy G-code to a higher-level abstraction to reconstruct accurate event time-
lines, materially improving synchronisation between physical machines and their DTs in
heterogeneous brownfield cells [184]. In conclusion, these findings show that brownfield-
ready CNC modernisation succeeds when flexible, standards-aligned DTs fed by hetero-
geneous data, stabilised by edge-first orchestration, secured by segmented connectivity,
and sustained by automated calibration, translate simulation fidelity into dependable PdM,
measurable performance gains, and real-time agility on the shop floor.

3.5.12. Future Directions and Research Gaps in CNC Digital Twin Integration

Looking ahead, the literature identifies a set of unresolved research directions that,
if addressed sequentially, will enable scalable, trustworthy, and real-time CNC digital
twins in brownfield environments. The actionable selection rules and the ISO 23247
governance pattern that respond to these gaps are summarised in Section 3.6.2 and
Figure 15 [16-19,21,22]. The next generation of CNC machining is moving toward an inte-
grated digital network in which all machines communicate with one another, share data
seamlessly, and enable predictive analytics across a manufacturing facility. Yet the defi-
nition of advanced CNC process integration on brownfield sites is hindered by interop-
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erability issues and the lack of standardised data exchange protocols [185]. Retrofitting
traditional machines with new sensors and connectivity is expected to be expensive and
technically challenging, rendering the option infeasible for several companies [186]. With
the advent of increasing autonomous manufacturing systems, future work should focus
on explainable Al architectures to increase transparency in adaptive control algorithms,
thereby ensuring responsible deployment in real-time industrial operations [173]. A solid
online linking mechanism between a physical CNC system and its differential counterpart
has been identified as one of the prerequisites for making the investigation of simulated
cutting behaviour and real cutting conditions, adaptive control, and high-accuracy ma-
chining feasible [179]. Efforts are also made through standardisation (e.g., ISO 23247) to
ensure DTs are interoperable for data acquisition, modelling, and VM, thereby avoiding ad
hoc engineering work and facilitating deployment [29]. An important research gap is the
development of automated, scalable, real-time verification and recalibration of DT models
against operational data, as current manual methods are not robust to dynamic, ongoing
operations [171]. It is recommended to understand the real-time synchronisation between
physical entities and DTs to enable accurate optimisation and adaptive control under com-
plex manufacturing settings [146]. Cybersecurity remains an area of trust and operational
resilience, which DT platforms must adhere to a defence-in-depth approach covering asset
inventory, segmentation, secure remote access, certificate management, continuous mon-
itoring, and incident response. With this, the aim is to safeguard any real-time data ex-
change and remote monitoring interfaces, particularly as DTs integrate with Operational
Technology (OT)/IoT infrastructures [138,187]. In short, achieving a unified CNC digital
ecosystem requires addressing interoperability and standardisation challenges, ensuring
successful real-time synchronisation, ensuring secure operations, and embedding trans-
parent Al-driven control. All while maintaining economic feasibility for retrofitting and
resilience in dynamic manufacturing environments.

—— Digital Twin (manufacturing)
Al Optimisation in machining
—— Multi-physics hybrid simulation
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Figure 15. Estimated Technology Adoption Timeline [4,45].

The anticipated adoption curve for middleware and Al enables initial integration at-
tempts, as summarised in Figure 15. At the same time, DT frameworks and multi-physics
simulation are anticipated to be adopted gradually toward 2030, as seen in industry sur-
veys and growth outlooks [4,45]. Therefore, current progress in CNC systems focuses on
real-time adaptive control, sensing-based DT and closed-loop workflows. These would in-
tegrate predictive modelling and auto-error compensation to achieve high precision, flexi-
bility, and adaptability in smart manufacturing environments.
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3.6. Comparative Critical Analysis of Simulation Techniques

Sections 3.1-3.5 established the technological landscape; Section 3.6 now synthesises
these findings into deployable design and decision rules. For mixed-vintage CNC lines,
an edge-first, standards-grounded blueprint is recommended: use OPC UA when typed
semantics and strong cryptography are required, bridging existing MTConnect models
to UA at the edge; employ MQTT only for light-weight telemetry with governed seman-
tics; reserve DDS for deterministic cells [16-18]. Structure the digital thread per ISO 23247
to decouple sensing/transport from analytics/HMI [17]. For prediction, use mechanistic
“+” stability-lobe methods for planning windows, keep FEM offline for calibration and
cases demanding physical fidelity, and deploy hybrid ROM/ML at the edge for near real-
time decisions under controller constraints [21,22]. Run closed-loop control locally and
keep model training and fleet benchmarking in the cloud; terminate UA v1.05 sessions at
the edge to contain cryptographic overhead [16,21]. Surface operator recommendations
with explainability cues to support trustworthy overrides [19]. Original contributions of
this review:

e A standards-grounded, seven-layer ISO 23247-aligned architecture for brownfield
CNC systems.

e  Actionable decision rules linking middleware choice, edge-cloud placement, and
modelling strategy to latency, fidelity, and SME constraints.

e An SME-oriented deployment and validation framework using interrupted time-
series analysis and shop-floor KPIs (OEE, FPY, kWh/part).

e A human-centred, Industry 5.0-aligned integration of explanations, HITL interfaces,
and workforce readiness.

Key findings from the Systematic Review:

e  Architectural coupling is the dominant failure mode in brownfield CNC DT
deployments.

e Latency-aware edge placement outweighs modelling sophistication for operational
impact.

e  Hybrid physics-plus-surrogate models offer the most deployable fidelity for SMEs.

e  Empirical validation gaps persist for OEE, downtime, and energy metrics.

3.6.1. Gap and Contribution

While earlier reviews catalogue the growing ecosystem of machining-simulation and
digital-twin technologies, they seldom address how these solutions can be deployed reli-
ably on legacy CNC machines operating under strict latency, interoperability, and security
constraints. This review advances that discussion by translating unresolved challenges,
namely the tension between robust security and usable semantics at the transport layer,
the practical allocation of computation between edge and cloud when controller resources
are limited, and the absence of reproducible validation methods for SMEs, into a coher-
ent integration strategy. Building on the ISO 23247 role structure, this review proposes a
seven-layer framework that clarifies architectural responsibilities, introduces conditional
“if-when” rules to guide middleware selection, and develops a decision logic that links
latency, fidelity, and cost to appropriate modelling approaches. These elements are con-
solidated into a four-phase deployment roadmap anchored in measurable shop-floor in-
dicators such as OEE, first-pass yield, and energy intensity (kWh per part), enabling a
level of operational traceability and implementation guidance not offered in prior surveys.
Critical comparisons and decision rules for brownfield deployment. For interoperable, se-
cure telemetry in mixed-vintage CNC lines, OPC UA is preferred when end-to-end, typed
semantics and strong cryptography are required; the v1.05 DH handshake adds PFS but
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can burden legacy controllers, hence we terminate UA at the edge and bridge existing
MTConnect models via the companion mapping to preserve semantics with minimal re-
engineering [16,18]. Where payloads are primarily cloud-oriented telemetry, MQTT re-
mains attractive provided semantics are governed upstream; DDS fits deterministic, QoS-
critical cells but adds integration complexity in heterogeneous shops [17]. For modelling,
mechanistic + stability-lobe methods provide fast planning windows, FEM is reserved
for calibration and critical physics insight, and hybrid ROM/ML surrogates are deployed
at the edge to deliver near real-time predictions under controller constraints; this edge-
first pattern reduces latency and shields the CNC from compute load [21,22]. Following
ISO 23247, we partition responsibilities —observable — device-communication — DT en-
tity — user—so sensing/transport choices (e.g., MTConnect— OPC UA) do not entangle
analytics and HMIs, a discipline that consistently eases brownfield roll-outs [17]. Accord-
ingly, closed-loop functions (adaptive feed, anomaly stops, chatter avoidance) run locally,
while training, benchmarking, and model-life-cycle tasks reside in the cloud; when UA
v1.05 is adopted, session termination at the edge incurs cryptographic overhead before
any off-premise streaming [16,21]. Finally, operator-facing recommendations are surfaced
with explainability cues and role-oriented dashboards, an approach shown to improve in-
dustrial task performance relative to black-box assistance and to support safe overrides in
practice [19].

3.6.2. Critical Comparisons and Decision Rules

This subsection consolidates the reviewed evidence into practical decision rules that
translate standards, modelling approaches, and compute-placement strategies into deploy-
able choices for brownfield CNC environments. The expansion phases:

e Identify brownfield constraints by assessing controller age, available compute, net-
work latency tolerance, and cybersecurity posture.

e  Selectmiddleware based on semantic and security needs: OPC UA v1.05, where typed
semantics and PFS are required; MTConnect — OPC UA bridging, where legacy ex-
posure already exists; MQTT only for non-critical cloud telemetry.

e Determine compute placement using latency thresholds: closed-loop functions
(<100 ms) execute at the edge, while training, benchmarking, and fleet analytics re-
main in the cloud.

o  Choose modelling strategy aligned with latency and fidelity demands: mechanistic
and stability-lobe methods for planning windows, FEM for offline calibration and
critical physics, and hybrid ROM/ML surrogates for near-real-time inference.

e  Apply ISO 23247 role partitioning (observable — device communication — DT entity
— user) to maintain decoupling between sensing, analytics, and HMIs.

e  Define validation metrics (OEE, FPY, downtime, kWh/part) to ensure measurable and
reproducible outcomes for SMEs.

Together, these decision steps move the discussion from descriptive comparison to
prescriptive guidance. By explicitly linking brownfield constraints, middleware selection,
compute placement, modelling strategy, standards-based role partitioning, and validation
metrics, the subsection establishes a coherent chain of reasoning that connects architectural
choices to measurable shop-floor outcomes. On this basis, the specific contributions of
the present review and the gaps it addresses relative to existing literature can be stated
unambiguously.

o  Contribution: This study offers three specific contributions. First, it aligns the role
structure defined in ISO 23247 with concrete, shop-floor decision points, enabling es-
tablished literature themes to translate directly into actionable choices within mixed-
vintage CNC environments [131]. Second, it formulates a set of if-when decision rules
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/ Decision Rules for Brownfield CNC Modernisation \
( Transport & Semantics / Compute Placement \

for middleware selection and edge-cloud compute placement that SMEs can adopt
without relying on bespoke consultancy, thereby lowering the barrier to moderni-
sation [16-18,21]. Third, it consolidates these insights into a one-page deployment
checklist that specifies latency expectations (e.g., maintaining <100 ms loops at the
edge), prescribes a secure posture for OPC UA v1.05 termination at the edge, and out-
lines validation metrics such as OEE, FPY, and kWh per part, to support consistent
replication across sites [16,22,23,60].

Gap: Despite extensive reviews on digital-twin architectures, middleware patterns,
and the general benefits of connected machining, existing literature seldom resolves
the constraints that shape feasibility in brownfield CNC upgrades. In particular, cur-
rent work does not adequately address: (i) the security—semantics trade-offs at the
transport layer when balancing OPC UA v1.05 with PFS against lightweight teleme-
try options; (ii) the practical placement of computation when legacy controllers im-
pose strict latency budgets and limited local processing capacity; and (iii) the need
for a reproducible validation protocol with measurable outcomes especially OEE and
energy-use metrics that SMEs can confidently apply during roll-outs [16,18,19,21].
Figure 16 consolidates the reasoning developed in this section, showing how the four
decision domains: standards/HMI, compute placement, modelling strategy, and mid-
dleware interlock to guide technology selection in brownfield CNC environments.

* PFS-grade security + rich semantics - OPC
UA (bridge MTConnect)

* Lightweight cloud telemetry > MQTT

* Determinism for coordinated cells - DDS

Terminate OPC UA v1.05 (PES) at edge;
forward sanitized topics

Closed-loop at edge; training/benchmarking
in cloud

(.
4 Compute Placement h K J
*» Feedback loop <100 ms or controller / \
constrained = run inference at edge; stream Modelling
\____summaries to cloud ) + Planning time - Mechanistic + stability
- N lobes
HMI & Adoption + Critical physics insight (offline) > FEM
* XAl indicators, role-oriented dashboards; 8 * Near real-time with fidelity > Hybrid
- 12week upskilling ROM/ML at the edge
N AN J

Governance & Layering
* Partition with ISO 23247; map MTConnect/OPC UA to device-communication;
keep analytics/HMI in user entity

Figure 16. Decision Rules for Brownfield CNC Modernisation [19,22,24,60,96,177].

3.6.3. Synthesis

Standards and HMI: Partition responsibilities per ISO 23247 —observable — device-
communication — DT entity — user—so sensing/transport choices do not entangle
analytics and HMIs [17]. For operator-facing decisions, expose explainability cues
and role-oriented dashboards; controlled studies report task-performance gains over
black-box assistance [19].

Compute placement: Closed-loop functions (adaptive feed, anomaly stops, chatter
avoidance) should execute at the edge to satisfy <100 ms loops and to shield controllers
from crypto/compute load; training, benchmarking and lifecycle management belong
in the cloud [21]. When adopting UA v1.05 (PES), terminate sessions at the edge and
forward sanitised topics to the cloud via MQTT or UA Publish/Subscribe [96].
Modelling (prediction and optimisation): Mechanistic and stability-lobe methods
provide rapid planning windows and chatter-safe islands; FEM offers physics in-
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sight for calibration and critical windows but is computationally intensive; hybrid
ROM/ML delivers near real-time surrogates at the edge while retaining physical plau-
sibility [21,22].

e Middleware (interoperability): OPC UA is preferred when end-to-end typed seman-
tics and strong cryptography are required; the v1.05 DH handshake introduces PFS
but is best terminated at the edge on legacy controllers [142]. MQTT suits lightweight
cloud-oriented telemetry, provided semantics are governed upstream; DDS fits de-
terministic, QoS-critical cells but entails greater integration effort in mixed-vintage
shops [17]. Where machines already speak MTConnect, bridging MTConnect — OPC
UA preserves vocabulary and adds UA security with minimal re-engineering [18].

Here are two anonymised examples of the industry vignettes (illustrative applications
of the framework):

o  *Vignette A—Mixed-vintage aerospace cell (3 mills, 1 lathe; SME, anonymised).**
A Tier-2 aerospace supplier applied the framework’s Layer 2-3 transport/semantics
rules to bridge existing MTConnect streams into an OPC UA information model
at the edge, preserving machine vocabulary while gaining typed namespaces and
modern security. OPC UA v1.05 sessions were terminated at the edge to contain
the cryptographic cost of PFS on legacy controllers, with sanitised topics forwarded
upstream for analytics. With Layer 6 edge-cloud placement, near-loop anomaly
screens and chatter avoidance remained local (<100 ms), while model retraining and
benchmarking were executed in the cloud. Operators used role-oriented HMIs with
confidence- and rationale-based cues to support overrides. Although full causal
evaluation is pending, the site reported stable latency and fewer nuisance alarms
and is prepared for Section 3.7 Interrupted Time-Series (ITS) validation (OEE, FPY,
kWh-part) [16,18,46].

e  **Vignette B—Precision job shop (2 legacy lathes; anonymised) moving toward a DT-
guided pilot.** A precision job shop followed the seven-layer architecture in phases:
(i) sensor retrofit (power, vibration, temperature) and an edge gateway exposing OPC
UA semantics; (ii) mechanistic + FRF stability-lobe planning for quick gains; (iii) hy-
brid ROM/ML surrogates at the edge for near-real-time inference; and (iv) HITL/XAI
dashboards alongside an 8-week upskilling pathway. Feedback loops were con-
strained to the edge for resilience to WAN variability, while cloud resources handled
training and benchmarking. The proposed approach reflects CNC digital-twin im-
plementations reported by NIST and findings from contemporary edge-first orches-
tration studies. In addition, the feature-update pipeline is informed by recent edge—
cloud evidence addressing bandwidth constraints and latency considerations. These
observations motivated a formal ITS rollout using the KPI set in Section 3.7 [29,47,143].

3.6.4. Prescriptive Decision Tree and Scorecard for Method Selection

This subsection replaces narrative repetition with a concise, prescriptive guide to se-
lecting the appropriate modelling approach under brownfield constraints. The decision
tree presented in Figure 17 guides the selection process by structuring decisions along
three primary criteria: latency requirement, fidelity requirement, and cost ceiling—before
recommending the appropriate modelling strategy (Mechanistic + FRF stability lobes, Hy-
brid ROM/ML at the edge, FEM/multi-physics offline, Factory-level Discrete-Event Simu-
lation (DES), or DT orchestration under ISO 23247). These rules synthesise Section 3.6 and
align with prior evidence and governance patterns reported in this review (e.g., edge-first
execution for <50 ms loops; ISO 23247 separation of concerns; MTConnect — OPC UA
bridging). (see Sections 3.6.1-3.6.3) [18,20,47].
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Figure 17. Method Selection Decision Tree (latency — fidelity — cost) with recommended methods
for brownfield CNC/DT deployment.

e  Operational rationale: For sub-50 ms responses or resilience when the WAN is un-
available, keep inference at the edge and prefer lightweight surrogates; for physics
insight on critical parts, keep FEM offline for calibration; use mechanistic + stability
lobes for rapid planning windows; apply factory-level DES for throughput/energy
trade-offs; and maintain DT orchestration to integrate semantics, governance, and
cross-system scalability (see Sections 3.6.2, 3.10.1 and 3.10.2) [20,177].

e  Scorecard (quick selection):

e Latency <50 ms OR offline resilience needed — Hybrid ROM/ML at the edge or Mech-
anistic/FRF methods (see Sections 3.6.2 and 3.10.1).

e  Physics fidelity/thermal-mechanical insight needed — FEM (offline) for calibration
(Reference to Section 3.6.2).

e Line-level bottlenecks/OEE and kWh-part focus — Factory-level DES (Reference to
Section 3.6.2).

e  Heterogeneous controllers/governance/security — DT orchestration (ISO 23247) with
MTConnect — OPC UA bridging (see Sections 3.6.1-3.6.3).

This comparison in Table 22 highlights a complementary toolkit rather than a single
winner. Mechanistic/analytical approaches and FRF-based stability lobes offer the high-
est planning-time efficiency and immediate productivity gains in legacy environments;
physics-based FEM yields local thermal/mechanical insight for critical parts but depends
on high-fidelity constitutive/friction identification; hybrid ROM/ML surrogates mitigate
latency at the cost of training overhead. Factory-level models translate machine-level find-
ings into throughput and energy outcomes, addressing the dominance of idle/auxiliary
loads; finally, standards-aligned DT orchestration (ISO 23247) provides a layered path to
integrate sensing, semantics, and models across heterogeneous controllers, with
MTConnect-OPC UA bridging semantics and transport. Therefore, across the spectrum
of machining simulation methods, the comparative analysis shows that each technique
contributes a distinct and complementary capability, from rapid geometric proof-out to
physics-rich FEM insight, surrogate-enabled speed-ups, factory-level scheduling impacts,
and standards-aligned digital twin integration. Thus, highlighting that effective brown-
field modernisation relies not on a single model but on the strategic combination of these
tools to balance fidelity, scalability, and operational value.
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Table 22. Comparative Analysis of Simulation Techniques.

Brownfield

Technique Predicts Strengths Limits/Risks Applicability References
. Kinematics, . .
Geome-tljlc/(.} collisions, Fast; de-risk No forces/thermal Very high [52]
code verification . prove-out
cycle time
Mechanistic/
analytical Forces, power, chip Very fast; low Needs kg, .
(Merchant— surrogates data needs mc/FRFs Very high [54,58]
Oxley—Kienzle)
Stability lobes Stable/unstable Direct Requires FRFs; Hioh [53]
(milling) islands MRR gains periodic effects &
FEM . Compute &
(single/multi- Chip, tgmperature, Physical insight calibration Medium [65,59]
. residuals . .
physics) intensive
Hybrid physics + Near—r.eal—tl.me Bala.nce . Training data & Medium—High [20,47]
surrogates approximations speed/fidelity governance
. Throughput,
cvoniiacory  WorkcnProgress S s Very high 1561
y (WIP), energy &Py
DT orchestration Interop and Layered, Requires High [18,20]

(ISO 23247)

vendor-neutral

staged rollout

governance

3.7. Methods and Validation Plan (Pilot Without Live Data)

The two anonymised vignettes in Section 3.6.3 demonstrate how the layer-wise rules,
edge-first placement, and HITL/XAI design were exercised in practice ahead of formal
evaluation; the present section specifies the ITS protocol used to quantify effects. Purpose:
This study proposes a pragmatic pathway to empirically evaluate the four-phase, OPC UA-
centric retrofit roadmap on a legacy CNC cell while imposing minimal disruption to SME
production. The plan couples a single-machine lathe pilot, scalable to a three-machine
replication, with an interrupted time-series (ITS) design and a transparent ROI model pa-
rameterised by the phase cost ranges in Table 15. Data semantics, collection, and monitor-
ing follow the OPC UA Information Model for CNC Systems, ensuring typed, interoper-
able tags across heterogeneous controllers. Evidence that OPC UA-modelled CNC data
support virtual monitoring and optimisation motivates the feasibility of this approach in
brownfield settings [4,120]. This validation plan is therefore consistent with: (i) standard-
ised OPC UA semantics for CNC, (ii) prior CNC virtual-monitoring/optimisation studies
built on OPC UA, and (iii) defence-in-depth edge aggregation patterns appropriate for
legacy OT assets [4,119,120]. The adequacy of the 8 + 8-week ITS design is supported by
the synthetic power analysis shown in Figure 18, where power levels increase steadily
with increasing series length under augmented reality (AR) autocorrelation scenarios. Fur-
thermore, Figure 19 illustrates that the minimal detectable effect (MDE) falls within the
medium-effect range (Cohen’s d ~ 0.5) for typical SME-pilot time horizons, indicating that
operationally meaningful improvements are detectable even with relatively short observa-
tion windows.

These methods and the validation plan provide a standards-grounded, low-risk path-
way to test the OPC UA—centric roadmap in a live SME environment while preserving
production continuity and security. Using an 8 + 8-week ITS design (with optional multi-
machine replication), typed OPC UA CNC semantics, and an edge-segmented cyber pos-
ture, the study yields effect sizes with confidence bounds and a transparent ROI linked
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to the phase costs in Table 16. Key outcome metrics are OEE, FPY (scrap), setup time per
changeover, unplanned downtime, energy intensity (kWh/part), mean time between fail-
ures (MTBF), and safety/cyber incident equivalence, giving decision-makers a clear go/no-

go basis for scale-up.

Approx. power (level change)

Power vs series length (d=0.5)

@ rho=0.2 @ rho=05
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Figure 18. Power vs. series length.
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Figure 19. Detectable effect vs. series length.

3.7.1. Design Overview (Mini Pilot)

This subsection introduces a mini-pilot design that operationalises the proposed ar-

chitecture through a low-disruption, SME-oriented CNC retrofit with measurable perfor-
mance impacts. The expanded steps are as follows.

Select a representative legacy CNC machine to minimise confounding operational
variability.

Install an edge gateway exposing typed CNC semantics via OPC UA, with MTCon-
nect bridging if applicable.

Add low-cost sensors (current clamp, vibration, temperature) to capture energy and
condition signals.

Enable phased integration following the assessment — semantic gateway — monitor-
ing — DT-guided optimisation sequence.

Adopt an interrupted time-series (ITS) design, comprising eight baseline weeks fol-
lowed by eight intervention weeks.

Formulate hypotheses targeting improvements in OEE, scrap, setup time, downtime,
energy intensity, and MTBF while maintaining safety and cybersecurity equivalence.

To ensure that these hypotheses are assessed under realistic brownfield operating con-

ditions, the pilot is anchored in a representative legacy CNC environment with controlled
scope and well-defined instrumentation, as described below.

Setting: A single legacy CNC lathe is retrofitted with an edge gateway that hosts an
OPC UA server, which exposes the CNC semantic namespace. Low-cost add-ons (cur-
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rent clamp, tri-axial accelerometer, thermocouple/IR) provide energy and condition
signals. Phases are enabled incrementally: assess and isolate — semantic gatewaying
— progressive monitoring — DT-guided optimisation [4].

o Design: ITS with weekly aggregation: (a) 8 baseline weeks, (b) followed by 8 inter-
vention weeks. When resources permit, the protocol is replicated on two additional
machines with staggered starts to strengthen inference and external validity.

e  Hypotheses: Relative to baseline, the intervention will yield higher OEE (>+3-5 pp),
lower scrap, shorter setup time per changeover, reduced unplanned downtime, lower
energy intensity (kWh/part), and higher MTBF, while keeping safety and cyber inci-
dent rates equivalent.

3.7.2. Sample Size and Power (Time-Series)

This subsection justifies the statistical adequacy of the pilot design and its ability to
detect practically meaningful operational changes in SME CNC environments. The steps:

e  Define the unit of analysis as weekly KPI aggregates per machine.

e  Establish the minimum series length of 8 baseline + 8 intervention weeks (N = 16).

o Apply segmented regression with robust (Newey-West) errors to address
autocorrelation.

e  Extend to mixed-effects ITS models when multiple machines are deployed with stag-
gered starts.

o  Confirm detection capability for moderate effect sizes using sensitivity analyses.

Having established that the proposed design can detect moderate operational effects
with adequate statistical power, the analytical scope and granularity are next specified by
defining the unit of analysis.

Unit of analysis: Weekly KPI means per machine. Minimum series length: 8 baseline
+ 8 intervention weeks (N = 16) per machine is sufficient to detect a moderate level change
using segmented regression with robust (Newey—West) errors under modest autocorrela-
tion. With three machines deployed in a staggered A — B pattern (N ~ 48 observations),
a mixed-effects ITS (random intercept by machine) and sensitivity checks are feasible.

3.7.3. Metrics (Operational Definitions)

This subsection defines a standardised KPI set that enables transparent, reproducible,
and cross-site evaluation of CNC digital-twin interventions. The targeted step-by-step
expansion:

e  Opverall Equipment Effectiveness (OEE) is computed weekly as Availability x Perfor-
mance X Quality.

e  First-pass yield (FPY) is calculated as 1 minus the scrap ratio.

e  Setup time per changeover is measured from the last good part of job A to the first
good part of job B.

¢ Unplanned downtime is recorded as total unscheduled stoppage duration per week.

e  Cycle time is reported as median and interquartile range per product family.

e  Energy intensity is normalised as kWh per part using synchronised power metering.

e  MTBF is computed from failure and alarm logs.

e  Safety and cybersecurity incidents are tracked using equivalence testing rather than
optimisation.
With baseline safety and cybersecurity equivalence established as non-negotiable

boundary conditions, the evaluation focus then shifts to core operational performance in-

dicators, beginning with overall equipment effectiveness.
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e  OEE (%)—Availability x Performance x Quality; computed weekly from controller
states and part counts.

Scrap/First-pass yield —defective/total parts and 1-scrap, respectively.

Setup time per changeover (min)—last good part (job A) to first good part (job B).
Unplanned downtime (h/week)—unscheduled stops (cause-coded where possible).

Cycle time (s/part) —measured from programme start to part completion; reported as
median and IQR per product family.

Energy (kWh/part)—from power metre synchronised to part counts.
e  MTBF (h)—mean time between failures/alarms.
e  Safety and cyber incidents—count and severity (equivalence check).

3.7.4. Instruments and Data Pipeline

This subsection describes the sensing, semantic, and security pipeline supporting re-
liable data acquisition without disrupting legacy CNC controllers. An orderly expansion
of steps is as follows:

Collect native controller signals (states, alarms, feeds, spindle speed).

Ingest auxiliary sensors for vibration, temperature, and energy at the edge.
Expose typed semantics via OPC UA CNC information models.

Terminate security sessions at the edge to protect constrained legacy hardware.

Forward sanitised data streams to IT/cloud domains in accordance with IEC 62443
zoning.

With the secure, semantically governed data boundary established between OT and
IT domains, the data pipeline can now be detailed from its physical origins, beginning with
native controller-level sensing.

e Sensing: Controller/PLC tags (spindle speed, feed, execution state, alarms), power
metering, vibration, and temperature.

e Transport and semantics: OPC UA at the edge (typed namespace per CNC model),
with an MTConnect — OPC UA bridge if legacy equipment already speaks
MTConnect.

e  Security posture: Segmented OT network; OPC UA sessions terminate at the edge
(aggregation boundary) with sanitised, policy-governed streams to IT, reflecting
brownfield-appropriate secure-bridging patterns [119].

3.7.5. Procedure and Timeline (16 Weeks per Machine)

This subsection specifies a time-bounded intervention sequence that separates obser-
vation from optimisation to support causal inference. A step-by-step approach:

e Baseline phase (Weeks 1-8): Observe only; no optimisation enabled.

e Intervention phase (Weeks 9-16): Activate semantic dashboards and lightweight op-
timisation policies.

e Log deviations and SOP changes throughout the intervention window.

e  Optionally replicate the procedure on additional machines using staggered starts.

To preserve causal interpretability and ensure that observed changes can be attributed
to the intervention rather than to temporal or operational drift, the procedure begins with
a clearly defined baseline observation phase.

e  Baseline (A), Weeks 1-8: Install metering and OPC UA tags; observe only; compute
weekly KPIs.

e Intervention (B), Weeks 9-16: Enable semantic dashboards, alarm rationalisation, and
light optimisation policies; compute weekly KPIs; log deviations and SOP changes.
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Optional scale-out, Weeks 17-32: Repeat the A — B sequence on machines 2-3 with
staggered starts to support replication as listed in Table 23.

Table 23. Procedure and timeline.

Phase Weeks What Happens
Baseline (A) 1-8 Install metres, UA tags; observe only; collect weekly
KPIs.
Enable semantic gatewaying, dashboards, and two
Intervention (B) 9-16 light optimisations (alarm rationalisation, energy

idle-state policy); collect weekly KPIs; log deviations.

Optional scale-out

Repeat A — B on machines 2-3, staggered to reduce

17-32 confounds.

3.7.6. Statistical Analysis Plan

This subsection defines a statistically robust yet SME-feasible analysis plan for eval-

uating the pilot outcomes. To balance methodological rigour with practical deployability,

the analysis is structured in two layers: a high-level analytical roadmap followed by a

precise implementation specification. Analytical roadmap (summary):

Primary analysis: segmented regression using an interrupted time-series (ITS) design
to estimate level and slope changes following intervention.

Secondary checks: paired or non-parametric comparisons to assess robustness under
weaker distributional assumptions.

Effect size reporting: standardised and distribution-free metrics to quantify practical
relevance.

Equivalence testing: applied to safety and cybersecurity indicators to confirm non-
degradation rather than improvement.

To operationalise this analysis plan and ensure reproducibility, the following para-

graphs specify the exact statistical models, assumptions, and diagnostics applied for each

analysis component.

Primary analysis: segmented regression (ITS) with level and slope change terms in-
troduced at Week 9; Newey—West robust standard errors are applied to address auto-
correlation, with residual diagnostics assessed using ACF and PACF plots.
Replication model: when two or more machines are available, a mixed-effects ITS
model is applied with a random intercept for machine, supplemented by leave-one-
out sensitivity checks.

Secondary tests: matched-pair t-tests when weekly A — B pairing is valid; Welch t
or Mann-Whitney tests on aggregated weekly means when pairing assumptions are
violated; two-one-sided tests (TOST) for safety and cybersecurity equivalence; logistic
GLMs for binary outcomes such as FPY.

Effect quantification: effect sizes are reported using Cohen’s d or Cliff’s A for level
changes, with 95% confidence intervals; SPC p- and u-charts provide visual corrobo-
ration, and Holm adjustment controls family-wise error across secondary endpoints.

3.7.7. Bias, Validity, and Risk Controls

Seasonality/order mix. Capture part family/material and include as covariates; per-
form ANCOVA sensitivity.

Instrumentation drift. Weekly metre checks, periodic sensor re-zeroing, and times-
tamp sanity checks.
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e Learning effects. Predefine SOP and training windows; run sensitivity excluding
training weeks.

e  Cyber posture. Maintain edge-terminated OPC UA and network zoning for legacy
controllers throughout [119].

3.7.8. Validation Plan — At a Glance

Design: 8 + 8-week ITS per machine; optional staggered replication across 2-3 ma-
chines. Metrics: OEE, FPY (scrap), cycle time, unplanned downtime, kWh/part, MTBF;
safety/cyber equivalence. Statistics: segmented regression (ITS) with robust SEs; matched-
pair t-tests/Welch t/Mann-Whitney on weekly means as sensitivity; TOST for safety/cyber
equivalence; mixed-effects ITS for multi-machine deployments. Reproducibility: sen-
sor list (current clamp, tri-axial accelerometer, thermocouple/IR), OPC UA-typed names-
pace (with MTConnect — OPC UA where applicable), sampling rates (states/energy
1 Hz; vibration 2-5 kHz with edge aggregation), data dictionary (CNC/ProgramStatus,
CNC/PartCount, Power/kWh, Vibration/RMS), SOPs, and edge-terminated UA sessions.

3.8. Pilot SOP and Data Dictionary

e  Shift-start check: clock sync (NTP), sensor zero, metre read; note ambient temperature.

e Run-plan: record product family and job ID; confirm tag subscription in OPC
UA client.

e Data capture: 1 Hz historian for controller states and counts; 1 Hz energy; 2-5 kHz
vibration (edge-pre-aggregated RMS/peak).

e Validation: daily cross-check part counts vs dispatch; weekly energy metre vs utility;
alarm log spot-check vs. UA events.

e Privacy and safety: no Personally Identifiable Information (PII); follow Lockout/
Tagout and electrical safety when installing metres; cyber per site policy.

Data Dictionary (Extract)

To operationalise the validation framework, the following subsection consolidates
key variables and definitions used throughout the study.

e  CNC/ProgramStatus—Executing/Idle/Alarm; 1 Hz; source: OPC UA CNC model;
check: event-log concordance [4].

e  CNC/PartCount—Total and “good” counts; 1 Hz; source: OPC UA; check: daily rec-
onciliation [4].

e  CNC/SpindleSpeed —rpm; 1 Hz; source: OPC UA; check: range vs. spec. [4].

e CNC/FeedRate—mm/min; 1 Hz; source: OPC UA; check: range vs. spec. [4].

e CNC/AlarmCode—identifier; event-driven; source: OPC UA; check: OEM mapping
and temporal order [4].

e Power/kWh—cumulative kWh; 1 Hz; source: metre — OPC UA; check: weekly rec-
onciliation with utility bill.

e  Vibration/RMS—g; 1 s (edge-aggregated from 2 to 5 kHz); source: edge FFT — OPC
UA; check: zero-level/clip detection.

o  Temperature/Tool—°C; 1 Hz; source: thermocouple/IR — OPC UA; check: spot-gun
confirmation.

3.9. From SLR to Framework: Synthesis Logic

To ensure that the PRISMA-guided review translates transparently into system de-
sign, this section maps each major SLR theme to its corresponding architectural role. Au-
thoritative sources underpin each layer: ISO 23247 for role separation, MTConnect-OPC
UA companion mappings for semantic continuity, OPC UA v1.05 for security posture
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with edge-terminated sessions, and edge-orchestration studies and SME case evidence

for latency-aware service placement. This mapping clarifies how reviewed evidence mo-

tivates each layer of the proposed seven-layer framework and why particular integration

decisions are required under brownfield constraints.

3.9.1. Mapping Logic (Theme — Layer — Design Implication)

Theme A —Interoperability via standardised semantics — Layer 2-3 (Connectivity
and Digital Thread). The SLR consistently identifies typed, standards-based seman-
tics as a prerequisite for scalable integration across heterogeneous CNC assets. Ac-
cordingly, OPC UA information models (CNC) are adopted at the connectivity layer,
with lifecycle semantics preserved in the digital thread to maintain consistent KPI
computation and governance across mixed-vintage controllers.

Theme B—Near-real-time monitoring and optimisation — Layer 4-5 (Simulation En-
gines and Al Services). Evidence converges on combining virtual monitoring with
lightweight optimisation to achieve operational gains without intrusive controller
modifications. Model inference is therefore placed close to the machine, while compu-
tationally intensive training and benchmarking are decoupled from the control path.
Theme C—Edge-cloud partitioning for latency, resilience, and cost — Layer 6 (Orches-
tration). Studies favour edge-first execution for closed-loop functions and cloud re-
sources for training, fleet analytics, and lifecycle management. The framework, there-
fore, codifies explicit service placement with defined fail-safe behaviour when edge
systems operate offline.

Theme D—HMI decision support and governance — Layer 7 (HMI and Governance).
Practitioner and research sources emphasise operator trust, explainability, and repeat-
able procedures. Role-oriented dashboards with explainability cues are therefore in-
tegrated alongside SOPs, audit trails, and privacy controls.

Theme E—Secure brownfield integration — Cross-cutting (Layers 1-3 + 6-7). The
SLR and standards guidance align on IEC 62443 zoning and edge-terminated secure
sessions for legacy controllers. This motivates OT segmentation, session termination
at the edge, and sanitised data flows before IT exposure.

Theme F—Energy and sustainability metrics — Layer 4-5 (Models) + Layer 7 (Report-
ing). Reviews consistently identify kWh per part and reductions in idle or auxiliary
loads as early, measurable benefits. Energy instrumentation is therefore placed at the
edge, with normalised intensity metrics propagated to HMIs and ROI models.
Theme G—Evidence-based rollout and replication — Method Annex (Validation
Plan). When randomisation is impractical, the literature favours interrupted time-
series evaluation for shop-floor change detection. An 8 + 8-week ITS design with
optional staggered replication and robust error treatment is therefore adopted and
linked directly to phase costs and ROL.

3.9.2. Resulting Design Checkpoints

Semantics first: finalise OPC UA CNC node sets and tag dictionaries before introduc-
ing optimisation.

Edge-first loops: execute closed-loop inference locally and forward summaries to
the cloud.

Security by segmentation: apply IEC 62443 zoning, terminate encrypted sessions at
the edge, and enforce “no PII” policies.

Evidence and scale: collect weekly KPIs for ITS evaluation and express benefits in
OEE, FPY, setup time, downtime, kWh per part, MTBF, and safety/cyber equivalence,
linked to the ROI model in Table 16.
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3.10. Latency, Bandwidth, and Compute: Edge/Offload Rules of Thumb

Brownfield CNC environments impose strict constraints on response time, network
capacity, and available compute on legacy controllers and gateways. Making these limits
explicit prevents over-promising DT and Al capabilities and clarifies the necessary edge—
cloud split for safe deployment. Deterministic millisecond-class transport is achievable in
plant networks when OPC UA PubSub is engineered with TSN, while ultra-reliable, low-
latency use cases continue to favour edge-local execution for tight control loops; cloud
resources remain better suited to bulk training and fleet-level analytics [177].

3.10.1. Concrete Order-of-Magnitude Numbers

e  Closed-loop/supervision-adjacent control: OPC UA PubSub with TSN demonstrates
round-trip times of approximately 1-2.5 ms across up to seven hops (payload
59-1481 B), with jitter around £250 ps, supporting deterministic near-real-time shop-
floor communication when correctly engineered [177].

e Industrial URLLC targets: Industrial wireless and 5G guidance typically specifies
<50 ms end-to-end latency for remote-control scenarios with high reliability, explic-
itly recommending local hosting or edge computing to meet both latency and reliabil-
ity requirements concurrently [60].

e Inspection/Al inference latencies: Inline vision and anomaly-detection workloads are
therefore deployed at the edge to meet tens-of-milliseconds response budgets, consis-
tent with URLLC targets and OPC UA PubSub + TSN measurements. Cloud-based
inference introduces WAN and backhaul variability, making sub-100 ms round-trips
unreliable in factory settings [60,177,188].

e  OPCUA PubSub configuration sensitivity: Throughput and delay degrade when Pub-
Sub profiles are mis-tuned to traffic class, highlighting the need for traffic-aware map-
ping of sampling intervals, publish rates, and transport profiles [189].

Implication: Edge execution is the default for decisions requiring a <50 ms response
or offline resilience, while cloud execution remains appropriate for model training, cross-
site learning, and heavy analytics. Hybrid designs compress data at the edge and forward
features or summaries upstream to reduce bandwidth and cost [188].

3.10.2. Bandwidth Budgeting (Typical Shop-Floor Signals)

e  State/telemetry (subscriptions): Supervisory polling of hundreds of tags at ~1 Hz
yields OPC UA PubSub traffic well below 1 Mb/s on wired plant networks. With TSN,
measured RTTs remain in the millisecond range, provided traffic is correctly profiled;
sampling and publishing intervals must be tuned to avoid bursts [177,189,190].

e  Energy streams Low-rate (=1 Hz) energy metering produces negligible bandwidth;
synchronisation with part counts is more critical than raw data rate. Standards-based
mappings via OPC UA information models and MTConnect-OPC UA companions
support this integration [160].

e  Vibration signals: Raw streaming at 2-5 kHz can generate tens of Mb/s per asset, mak-
ing edge-side reduction (e.g.,, RMS, envelope, spectral features) essential. Feature-
based transmission reduces data volume by one to two orders of magnitude while
preserving fault signatures, with cloud resources used for heavier analytics [191-193].

e  PubSub over wireless: OPC UA PubSub can operate over Wi-Fi or private 5G if pro-
files and traffic classes are carefully designed. Latency-critical functions should re-
main local, especially under URLLC profiles, to reduce variance and meet tight bud-
gets [60].
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3.10.3. Compute Placement and Model Size

Edge inference: On embedded or industrial edge platforms, lightweight CNN-based
detectors optimised via pruning, quantisation, or TensorRT sustain real-time infer-
ence rates > 25 FPS (<40 ms per frame) for inline inspection, with only compressed
detections forwarded upstream. Jetson-class evaluations report 9-10x speed-ups fol-
lowing edge-oriented architecture and kernel optimisation [194-196].

Cloud training/retraining: Large vision or sequence models and cross-site generalisa-
tion require elastic compute; retraining typically occurs daily or weekly, after which
frozen inference models are deployed to edge nodes [188].

Collaborative patterns: Split-inference approaches combining lightweight edge mod-
els with cloud-hosted large-scale models illustrate a general lightweight-edge/heavy-
cloud pattern with adaptive offload where margins allow [197].

3.10.4. Edge/Offload Rules of Thumb (Operational)

Inference latency <50 ms: If the required response is under 50 ms, inference should run
at the edge. Real-time functions such as inline vision triggers and near-loop quality
gates meet deterministic deadlines locally but rarely over cloud or WAN paths [198].
Operation under WAN loss: For intermittent connectivity, safety-adjacent functions
and production or OEE counters should execute at the edge, buffering features or
events for deferred upload and aligning with URLLC guidance favouring local host-
ing [60,191].

Cloud offload: Training and fleet-scale analytics are offloaded to the cloud, where cen-
tral versioning is maintained, and model updates are distributed downward [188,199].
Deterministic shop-floor transport: OPC UA PubSub over TSN supports near-real-
time messaging with multi-hop RTTs of approximately 1-2.5 ms when traffic classes
are tuned appropriately [177].

Bandwidth minimisation: High-rate vibration or vision streams should be converted
into compact features or events at the source; edge-cloud studies report 98-99% trans-
mission reduction while retaining diagnostic effectiveness [192,193].

3.10.5. Minimal Configuration Checklist (Brownfield)

Transport: Deploy OPC UA PubSub (Part 14, v1.05.06) for time-sensitive channels and
schedule high-priority flows within TSN time-aware windows. Validate CBS and TAS
behaviour under representative load conditions [177,190].

Intervals: Align sampling intervals with signal physics and publishing intervals with
consumer needs. Avoid uniform defaults that overload legacy controllers or wire-
less links, following OPC UA PubSub profiling guidance and traffic-aware stud-
ies [189,190].

Edge host: Reserve edge compute or GPU capacity for inference only; conduct retrain-
ing and A/B validation in the cloud before redeploying frozen models [188].
Network: When wireless links are required, plan additional margin and prefer pri-
vate 5G or URLLC profiles with local hosting to limit latency variance in supervisory
workloads [60,200].

Sections 3.6-3.10 established a latency-aware, standards-grounded blueprint for de-

ploying CNC machining simulation and digital twins in brownfield environments, em-

phasising edge-first execution, semantic interoperability, and measurable operational out-

comes. While these sections address how simulation systems can be made technically feasi-

ble and economically defensible, they do not, by themselves, capture the broader transfor-

mation in manufacturing priorities embodied by Industry 5.0. The following section, there-

fore, reframes CNC machining simulation through a human-centred and sustainability-
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oriented lens, linking the technical design rules developed earlier to emerging policy, work-
force, and resilience considerations. This transition sets the stage for the concluding synthe-
sis, where technical feasibility, organisational readiness, and societal impact are brought
together into a coherent roadmap for next-generation CNC simulation.

3.11. Human-Centred, Sustainable, and Intelligent CNC Machining Simulation in the
Industry 5.0 Era

Industry 5.0 represents an evolution in manufacturing priorities by explicitly reposi-
tioning human expertise, environmental responsibility, and system resilience alongside
technological advancement. In this context, CNC machining simulation is no longer
viewed solely as a computational aid for efficiency or cost reduction, but as an enabling
instrument for human-centred decision support within complex machining environments.
Recent manufacturing research emphasises that digital twins must increasingly incorpo-
rate representations of human roles, cognitive constraints, and interaction patterns to en-
sure that advanced simulation and optimisation remain interpretable and actionable on
the shop floor [175,201]. For CNC machining, this shift reframes simulation outputs from
toolpath recommendations to anomaly alerts as collaborative artefacts that support skilled
operators rather than displacing them.

A key challenge in Industry 5.0-aligned CNC simulation is balancing model fidelity
with operational responsiveness, particularly in brownfield systems characterised by lim-
ited compute capacity and heterogeneous interfaces. While high-resolution multi-physics
models remain invaluable for understanding cutting phenomena, their real-time deploy-
ment is often impractical. Consequently, emerging research increasingly advocates lay-
ered and hybrid digital twin architectures, in which physics-informed models are selec-
tively combined with data-driven abstractions and deployed close to the machine tool
when latency constraints dominate [202,203]. This paradigm enables CNC simulations to
remain sufficiently accurate for operational guidance while respecting the execution con-
straints typical of legacy machine tools.

Sustainability is a second defining pillar of Industry 5.0 and has direct implications for
CNC machining simulation. Recent studies highlight that a significant share of machining-
related environmental impact arises not from cutting mechanics alone but from auxiliary
energy consumption, idle states, and inefficient parameter selection. DT-driven simulation
frameworks are therefore increasingly used to integrate energy intensity, material waste,
and tool life metrics directly into process planning and monitoring workflows [204]. For
CNC environments, this enables simulation to serve as a mediating layer between produc-
tivity objectives and sustainability targets, making energy-aware operational trade-offs ex-
plicit and quantifiable rather than implicit.

Interoperability and governance remain central barriers to large-scale adoption of In-
dustry 5.0-oriented CNC simulation. Human-centred digital twins typically require the
coordination of sensing layers, semantic models, simulation engines, and user interac-
tion mechanisms, each evolving at different temporal scales. Standards-based reference
structures, most notably those built upon ISO 23247, are increasingly recognised as criti-
cal enablers for maintaining separation of concerns and long-term operability in such sys-
tems [205]. However, open challenges persist in the automated recalibration of simulation
models, the continuous validation against operational data, and the secure orchestration
of edge-cloud resources in mixed-vintage CNC environments.

Looking ahead, Industry 5.0 opens opportunities for CNC machining simulation to
serve not only as a predictive tool but also as a vehicle for workforce empowerment and or-
ganisational learning. Recent research on human-centric and XR-supported digital twins
suggests that simulation environments can increasingly support skill transfer, situational
awareness, and collaborative problem solving between operators, engineers, and intelli-
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gent systems [201,203]. Within CNC machining, this trajectory positions simulation as
a connective tissue between technical optimisation and human capability development,
reinforcing its role as a foundational element of resilient and sustainable manufacturing
systems aligned with the Industry 5.0 vision.

4. Conclusions

This review critically examined the state of CNC machining process simulation with
a specific focus on brownfield manufacturing environments, where legacy controllers, het-
erogeneous data semantics, constrained computational resources, and uneven cybersecu-
rity postures continue to limit practical deployment. Although advances in DTs, Al, and
HFS are substantial, the central challenge identified across the literature is not technolog-
ical immaturity, but the lack of deployable, standards-aligned integration strategies that
address real shop-floor constraints faced by SMEs. Viewed through the lens of Industry
5.0, the contribution of CNC machining simulation lies not only in technical optimisation
but also in enabling human-centred, resilient, and sustainable decision-making for legacy
manufacturing assets.

Three principal contributions emerge from this review. First, it consolidates frag-
mented research evidence into a standards-grounded, seven-layer architecture aligned
with ISO 23247, explicitly separating sensing, communication, digital twin entities, ana-
lytics, and user-facing governance. This role partitioning resolves common brownfield
integration failures caused by tightly coupled designs. Second, the review translates con-
ceptual digital-twin architectures into actionable decision rules, specifying when to select
OPC UA, MTConnect-OPC UA bridging, MQTT, or DDS; when to place computation at
the edge versus the cloud; and how to match modelling approaches to latency, fidelity,
and cost constraints. Third, an SME-oriented implementation and validation pathway is
proposed, linking technical deployment to measurable operational outcomes using OEE,
first-pass yield, downtime, cycle time, and energy intensity (kWh per part). Together,
these contributions move beyond descriptive surveys and provide a replicable blueprint
for evidence-based brownfield modernisation.

Several limitations bound the interpretation of this review. First, despite extensive
reporting on digital-twin architectures and machining models, there remains a shortage of
long-duration, multi-site industrial evaluations with controlled baselines. The proposed
ITS validation framework is pragmatic for SME environments, but large-scale, cross-sector
replications remain limited. Second, controller heterogeneity constrains generalisability;
although ISO 23247 roles and MTConnect-OPC UA companion mappings reduce seman-
tic fragility, performance and engineering effort still vary across OEMs and machine vin-
tages. Third, certain technical areas, such as long-horizon tool-wear physics under cou-
pled thermo-mechanical-tribological conditions and formal verification of OPC UA Pub-
Sub with TSN under adversarial load, were necessarily scoped rather than exhaustively
analysed.

Future research should prioritise the automated online calibration of hybrid multi-
fidelity models using active learning to maintain accuracy under drifting production condi-
tions. Greater emphasis is also needed on semantic governance at scale to prevent schema
drift as DT systems expand across assets and sites. From a human-centred perspective,
controlled field studies on explainable AI (XAI) interfaces embedded in CNC HMIs are
required to quantify impacts on operator trust, workload, and decision quality. Cyberse-
curity research must extend toward stress-testing DT pipelines under realistic attack and
congestion scenarios, particularly for mixed-vintage operational technology networks. Fi-
nally, sustainability metrics such as energy intensity, idle-load reduction, and material
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efficiency should be embedded directly into DT feedback loops rather than treated as post
hoc analytics.

Overall, effective brownfield CNC modernisation does not depend on any single sim-
ulation technique or digital-twin technology, but on a disciplined integration of governed
semantics, edge-first orchestration, modelling strategies aligned to latency and fidelity con-
straints, and human-centred decision support. By reframing CNC machining simulation
as a socio-technical system rather than a standalone computational tool, this review pro-
vides a focused, deployable pathway to transform legacy CNC assets into interoperable,
data-ready resources that support intelligent, resilient, and sustainable manufacturing in
the Industry 5.0 era.
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Abbreviations and Nomenclature

The following abbreviations and nomenclature are used in this manuscript:

Al Artificial Intelligence

AR Augmented Reality

AAS Asset Administration Shell

ANN Artificial Neural Network

API Application Programming Interfaces

CAD Computer-Aided Design

CAE Computer-Aided Engineering

CAM Computer-Aided Manufacturing

CNC Computer Numerical Control

DH Diffie-Hellman

DT Digital Twin

DTs Digital Twins

DDS Data Distribution Service

DDoS Distributed Denial of Service

DRDoS Distributed Reflection Denial of Service
DES Discrete-Event Simulation

DLATS Deep Learning for Automated Tool Selection
FEM Finite Element Method

FPY First-Pass Yield

FRF Frequency Response Function

HCDTs Human-centric Digital Twins

HFES High-Fidelity Simulation

HITL Human-In-The-Loop

HMI Human-Machine Interface

HPC High-Performance Computing

IEC International Electrotechnical Commission
IIoT Industrial Internet of Things

IoT Internet of Things

ISO International Organisation for Standardisation
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ITS

JC

KPI
LLMs
ML
MEC
MQL
MRR
MTBF
MQTT
NC

oT
OPCUA
OEE
PFS
PdM

PII
PRISMA
QIF

QoS
ROI
ROM
RTA
SHPB
SME
SOP
STEP-NC
SLR
SPC
TLP
TLS
TSN
URLLC
VM

VR

WIP
XAI

XR
A,B,Cn

b_lim

F(c)
FRF
G(jw)

k(c), m(c)

K(®)
MRR

T(m)

Interrupted Time-Series

Johnson—-Cook

Key Performance Indicator

Large Language Models

Machine Learning

Multi-access Edge Computing

Minimum Quantity Lubrication

Material Removal Rate

Mean Time Between Failures

Message Queuing Telemetry Transport
Numerical Control

Operational Technology

Open Platform Communications Unified Architecture
Overall Equipment Effectiveness (Availability x Performance x Quality)
Perfect Forward Secrecy

Predictive Maintenance

Personally Identifiable Information

Preferred Reporting Items for Systematic Reviews and Meta-Analyses
Quality Information Framework

Quality of Service

Return on Investment

Reduced-Order Model

Reflexive Thematic Analysis

Split Hopkinson Pressure Bar

Small and Medium-sized Enterprise
Standard Operating Procedure

Standard for the Exchange of Product Model Data for Numerical Control
Systematic Literature Review

Statistical Process Control

Tool Life Prediction

Transport Layer Security

Time-Sensitive Networking

Ultra-Reliable Low-Latency Communications
Virtual Machining

Virtual Reality

Work-In-Progress

Explainable Artificial Intelligence

Extended Reality

Johnson—-Cook material constants

Chip width or axial depth of cut (mm)

Limit chip width for chatter stability (mm)
Plastic strain

Plastic strain rate (s~ 1)

Feed rate (mm/rev or mm/tooth)

Cutting force (N)

Frequency Response Function

System frequency response at angular frequency w
Uncut chip thickness (mm)

Kienzle cutting force coefficients

Tangential cutting force coefficient

Material Removal Rate (mm?/s)

Flow stress (MPa)

Temperature (°C)

Normalised melting temperature

https://doi.org/10.3390/automation7030066


https://doi.org/10.3390/automation7030066

Automation 2026, 7, 66 59 of 68

\% Cutting speed (m/min)

w Angular frequency (rad/s)
) Shear angle (degrees)
Appendix A

Brownfield CNC DT/AI Adoption—Selection and Roll-out Checklist
A. Transport and Semantics

»  Existing MTConnect — bridge to OPC UA via the companion mapping [18].

s Need PFS-grade security + typed semantics — OPC UA v1.05 (DH/PES); terminate at
edge if controllers are constrained [16].

»  Lightweight cloud telemetry; semantics upstream — MQTT [17].

»  Deterministic peer-to-peer coordination — DDS [17].

B. Compute Placement

e  Feedback loop <100 ms OR controller CPU/RAM limited — run inference at the edge;
stream summaries to cloud [20].

e  Batch training, fleet benchmarking, cross-site KPI rollups — cloud; sync secure model
updates back to edge [20,21].

C. Modelling Strategy

»  Planning-time windows/quick gains — Mechanistic + stability lobes.
»  Critical parts/physics insight — FEM offline; calibrate friction/constitutive.
= Near real-time + fidelity — Hybrid ROM/ML at the edge; retrain in cloud [20,21].

D. Governance and Architecture

»  Partition by ISO 23247: observable — device-communication — DT entity — user
applications [17].
E. HMI and Workforce

»  Operator-facing recommendations include explainability cues (confidence,

rationale) [19].
= Plan 8-12-week upskilling linked to new dashboards and SOPs [19].

F. Validation and ROI

n  Pre/post KPIs: OEE, first-pass yield, downtime, cycle time, kWh/part; >6-10 weeks
of data.
»  SME-fit exemplar with DSS workflow documented for reproducibility [22].
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