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Abstract

Ensuring Quality of Service (QoS) in complex, large scale, and centralized Software-Defined 
Networking (SDN) environments remains a major challenge for the scientific community, 
network administrators or operators, and industry. The SDN networking model promises 
to improve and optimize QoS in dynamic environments by enhancing network applications 
related to traffic management. It provides centralized control, flexibility, abstraction, and 
programmability of network resources. However, these expectations have not been fully 
met, primarily due to the difficulties associated with integrating or adapting traditional QoS 
mechanisms (routing, queue management, resource reservation) into the SDN architec-
ture, the limitations of the OpenFlow protocol, and the highly dynamic nature of modern 
networks. Given the wide variety of networking environments, such as Internet of Things 
(IoT), data centers, cloud compounding, fog computing, 5G/6G networks and others, the 
core challenge is the lack of a standardized workflow for the integration of QoS mechanisms 
into SDN. Previous studies primarily focus on specific QoS mechanisms in SDN, particular 
application domains, or architectural aspects, offering limited comprehensive comparisons 
of QoS requirements, implementation approaches, evaluation methodologies, and the lim-
itations of individual studies. To address these gaps, this study combines bibliometric 
analysis with a systematic review of selected publications from 2020 to 2026, providing an 
up-to-date and comprehensive overview of the latest research advances, emerging trends, 
and technological developments in the field. Furthermore, it critically examines the QoS 
requirements, implementation approaches, evaluation methodologies, and limitations re-
ported in the selected studies, thereby offering a structured synthesis of the current state of 
the art and identifying promising directions for future research. 

Keywords: software-defined networking (SDN); quality of services (QoS); metrics of QoS; 
performance

1. Introduction
1.1. Software‑Defined Networking

In recent years, technological advances, the rapid growth in the number of inter-
connected devices, and the increasing demand for ubiquitous networking have signifi-
cantly influenced the evolution of networked systems, heightening their complexity [1]. 
The widespread adoption of Internet technologies and the continuous expansion of Internet-
based applications have resulted in a substantial increase in network traffic and an urgent 
need to satisfy QoS requirements. Traditional IP networks were unable to cope with these 
new demands [2] necessitating a redesign of their control and management mechanisms. 
These challenges were addressed through the emergence of SDN.

Telecom 2026, 7, 142 https://doi.org/10.3390/telecom7060142

https://crossmark.crossref.org/dialog?doi=10.3390/telecom7060142&domain=pdf&date_stamp=2026-11-02
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/telecom
https://www.mdpi.com
https://orcid.org/0000-0002-2014-1332
https://orcid.org/0000-0002-2888-6515
https://doi.org/10.3390/telecom7060142


Telecom 2026, 7, 142 2 of 36

SDN introduced the separation of the control plane and the data plane, enabling greater 
agility and adaptability in packet forwarding, which is performed by switches under the 
guidance of an external logical entity known as the SDN controller. This architectural shift 
enables the dynamic configuration and management of network resources, enhancing the 
efficient operation of the network [3]. Table 1 summarizes the key differences between 
the two network architectures (legacy networks and SDN), highlighting the fundamental 
differences in structure, operation, and capabilities.

Table 1. A brief comparison between legacy networks and SDN. 

Characteristics Traditional Networks SDN

Control plane Distributed across devices Logically centralized via Controller
Data plane Coupled with control plane Separated from control plane

Network management Manual and device-specific Programmable and centrally managed
Flexibility Low High
Scalability Hard to manage at scale Easier global optimization

Automation Low High
Policy enforcement Complex and inconsistent Consistent and centrally enforced

QoS Limited, device-based configuration Dynamic, centralized, and programmable QoS control

The foundational architecture of SDN includes three layers: the data layer, the control 
layer, and the application layer. In the application (or management) layer, which is the 
highest layer, the SDN applications reside. The application layer sends network application 
requests to the controller through the northbound interface. The controller then forwards 
these requests, in the form of rules, to the switches. It ensures that applications do not 
interfere with the various network devices, providing flexibility and programmability in 
network management [2,4,5].

The control layer functions as the “brain” of the network [2] includes one or more 
SDN controllers. The controller is responsible for managing the network and maintaining a 
complete and up to date view of its global state [6]. Based on this global view, it makes deci-
sions about the configuration of rules and policies that govern network operation according 
to the needs and requirements of the applications. The controller directly influences the 
QoS of the SDN network, as it is responsible for decisions related to resource allocation 
and the enforcement of policies that ensure service reliability and the network’s ability to 
scale [7].

The data layer (or forwarding plane) consists mainly of simple infrastructure devices 
(e.g., switches, routers) that are interconnected either wired or wireless. These devices, 
whether hardware based or software based, are responsible for forwarding packets accord-
ing to the rules and instructions provided by the SDN controller. Communication between 
this layer and the controller layer above is achieved through an interface known as the South-
bound Interface, with the OpenFlow protocol being the most widely used implementation. 
Within the data layer, QoS rules can be applied, QoS-enabled implementations deployed, 
QoS management mechanisms operated, and QoS-related information stored [8].

1.2. Quality of Service in Networking
As networks continue to evolve, ensuring service quality remains a challenging and 

demanding task in modern networks [9]. Modern networks host not only traditional ser-
vices, such as web and computing services, but also AI, analytics, and mapping services, 
which require the transmission of enormous volumes of data [10]. The wide diversity of 
network environments, coupled with their high-performance requirements, introduces 
significant complexity in achieving consistent performance and delivering effective services. 
This requirement is further amplified by the explosive growth of real time applications, 
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which introduce several and increasingly stringent QoS demands [7]. Many of these applica-
tions generate elephant flows, characterized by long-lived, high-volume data transfers, that 
consume substantial network resources, increase latency, and exacerbate packet loss [11]. 
Consequently, they compete with and reduce the effectiveness of the vast majority of mice 
flows that are highly sensitive to delay [12]. A fundamental objective in any network ar-
chitecture is the preservation and continuous enhancement of QoS [13]. In large-scale 
networks, it becomes essential to design and deploy scalable QoS mechanisms capable 
of supporting real-time applications with stringent requirements for latency, reliability, 
and bandwidth.

QoS is a critical concern for any networked system, as it reflects the network’s ability to 
meet the technical requirements of applications and, consequently, to ensure the Quality of 
Experience (QoE) perceived by end users [14]. However, improving QoS requires a careful 
balance between the demands of applications and the availability of network resources [15].

1.3. Why QoS in SDN Is a Significant Research Domain
It is evident that traditional network architectures are inherently limited in their ability 

to meet the stringent latency requirements imposed by contemporary applications due to 
their static operational paradigm and their inability to provide a holistic view of the net-
work [7]. In contrast, the centralized and programmable architecture of SDN provides new 
opportunities for hosting QoS mechanism, capable of adapting to network conditions and 
application requirements. SDN introduces new expectations for handling the heterogeneity 
and large-scale of modern networks [16], while enhancing QoS support across fundamental 
network mechanisms, such as routing, traffic scheduling, dynamic load balancing, resource 
allocation, real-time traffic classification, and other related functions. The ability to dynami-
cally intervene in the network and make decisions for real time multimedia applications has 
been shown to provide significant advantages over traditional network architectures [17]. 
These capabilities make SDN well-suited and instrumental in the effective implementation 
of QoS mechanisms.

Despite these architectural advantages, providing QoS in SDN remains one of the 
most prominent research challenges. Several issues arise from SDN’s capabilities that 
must be fully addressed, including the additional overhead introduced by continuous 
controller driven monitoring, scalability concerns, and the management of real time flow 
rules. To tackle these challenges discussed later in this paper, the research community has 
proposed a wide range of solutions, including QoS aware routing algorithms, intelligent 
traffic engineering techniques, machine learning based approaches, and enhanced controller 
architectures. In the rapidly evolving networking landscape, QoS in SDN continues to be 
a pivotal and dynamic research domain, with the overarching goal of improving network 
performance and reliability.

1.4. Contributions
Although QoS in SDN continues to attract the interest of the scientific community, 

the existing literature remains scattered on various mechanisms, metrics, application do-
mains, and evaluation practices. Several studies focus on specific aspects such as QoS-driven 
routing in a network, traffic management, load balancing, controller placement, or machine 
learning-based optimization. However, few studies offer a comprehensive overview and 
thorough evaluation of current research that connects QoS requirements with relevant 
SDN mechanisms, application environments, evaluation methods, and other limitations. 
With this study, we try to fill this gap. This study analyzes the state of the art in QoS function-
ality in SDN using the Bibliometric-Systematic Literature Review (B-SLR) approach [18]. 
Specifically, it aims to:
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• Identify influential publications, major research trends, and key topics in QoS for SDN.
• Examine QoS mechanisms, implementation and optimization approaches, and evalua-

tion methodologies, highlighting the limitations of existing solutions.
• Identify research gaps, open challenges, and promising future research directions 

to support the development of effective, adaptive, and scalable QoS solutions in 
SDN environments.

The rest of this paper is organized as follows. Section 2 discuss the related work, while 
Section 3 presents the research methodology. Section 4 analyzed and interpreted the biblio-
metric findings while in Section 5 content analysis is presented. Finally, Section 6 concludes 
the paper and illustrates future research directions.

2. Related Work
In recent years, the growing adoption of SDN and the increasing need to support QoS 

requirements have motivated the publication of several surveys in this research area [9]. 
Most existing studies focus on specific QoS mechanisms, such as QoS-aware routing, traffic 
engineering, traffic management, and load balancing in SDN environments [19–21].

In addition, many literature reviews consider the use of optimization, machine learning, 
and dynamic resource allocation techniques to support QoS requirements in IoT, cloud, 
and 5G network environments [22–25]. Other studies investigate operational issues such as 
energy efficiency, the reliability of SDN architectures, efficient network traffic management, 
and controller-related issues associated with QoS [7,26]. In addition, existing research 
has examined the evolution of SDN technologies and QoS mechanisms through both 
comparative and thematic approaches [27].

Although these reviews of the literature provide useful information about QoS support 
in SDN, several of them still focus on specific mechanisms, architectural aspects, or applica-
tion frameworks instead of offering a comprehensive classification of QoS requirements 
and corresponding SDN mechanisms [28,29]. Moreover, existing SDN studies associated 
with QoS employ a variety of evaluation methodologies, such as analytical modeling, sim-
ulation, emulation, and experiments based on testbeds, but these approaches are often 
not synthesized into a wider comparative evaluation framework [30,31]. B-SLR analysis 
goes beyond individual reviews by mapping the broader research landscape of SDN and 
QoS, rather than focusing on isolated mechanisms or architectures. Based on mathematical 
and statistical methods, it reveals the dominant research themes, key publications and 
authors, and influential journals and countries. In contrast to existing approaches, this 
B-SLR analysis integrates these fragmented perspectives at a higher level of synthesis, high-
lighting the most prevalent methods, gaps in evaluation practices, and the evolution of QoS 
research from static networks to dynamic environments, such as IoT and 5G, enabled by 
SDN-driven automation.

3. Methodology and Research Design
In this study, we adopted a combined bibliometric and systematic literature review 

approach to provide a comprehensive and methodologically rigorous overview of current 
research on QoS in SDN. Following the framework proposed by Marzi et al. [18], this 
approach integrates quantitative analysis of the research landscape with a systematic ex-
amination of the existing scientific literature, enabling the identification of key research 
trends, themes, and knowledge gaps. The methodology comprises the following steps: 
(a) formulation of the research questions, (b) definition of the search strategy and research 
query, (c) selection of the databases, (d) specification of inclusion and exclusion criteria, 
and quality assessment procedures.

https://doi.org/10.3390/telecom7060142

https://doi.org/10.3390/telecom7060142


Telecom 2026, 7, 142 5 of 36

The B‑SLR methodology adopted in this study integrates the quantitative field‑map-
ping capabilities of bibliometric analysis with the qualitative rigor of systematic literature 
reviews, resulting in a more comprehensive, reliable and nuanced understanding of a re-
search domain. Bibliometric analysis involves quantitative mapping of the literature, the use 
of Visualization of Similarities (VOS) techniques, and the identification of key research 
trends. In contrast, the Systematic Literature Review (SLR) involves a structured process of 
literature review, screening, full-text assessment, data extraction, and addressing research 
questions. Bibliometric analysis captures the research landscape at a macro level, while 
the SLR identifies, evaluates, and synthesizes the theoretical foundations and practical 
approaches applied in SDN to improve and optimize QoS at a micro level. This integrated 
methodology provides a comprehensive understanding of the research field that neither 
approach could achieve independently. This study employs the B-SLR methodology to 
investigate how SDN technology can enhance QoS, identify emerging research directions, 
and synthesize contributions from different interdisciplinary fields. It also aims to identify 
approaches that address current networking challenges and meet the QoS requirements of 
modern network traffic.

3.1. Research Questions
This comprehensive and systematic review of the current literature on QoS in SDN 

is guided by a set of research questions (RQ). These questions serve to clarify the impor-
tant aspects of the technologies and techniques used to apply QoS in networked systems. 
In addition, they guide the analysis of the literature review by helping to identify, evaluate, 
interpret, and synthesize relevant studies, while also indicating areas that require further 
research. The study is structured around the following research questions:

RQ1: How has the relevant research evolved in recent years, and what are the key 
emerging trends? This question is motivated by the need to remain in line with current 
scientific developments and understand how QoS research within SDN has evolved 
over time. Its purpose is to highlight the growth patterns of publications, identify 
thematic shifts, and reveal emerging research directions that shape the field.
RQ2: In SDN systems, how are application-specific QoS requirements classified ac-
cording to their underlying metrics and characteristics? This research question aims 
to systematically document the most commonly used QoS metrics and application 
requirements, clarifying their objectives and the specific meanings they convey within 
the context of SDN.
RQ3: How are QoS approaches/solutions evaluated? This question is intended to 
identify the most widely adopted methodologies and evaluation models used in the 
literature for assessing new QoS solutions in SDN. By uncovering these methodological 
patterns, the findings will help reveal promising research directions and highlight 
gaps to be addressed.
RQ4: In modern networked systems, what core problems can be effectively addressed 
through QoS optimization? This question identifies the major performance and man-
agement challenges in contemporary networks and examines how QoS optimization 
techniques can mitigate them.
RQ5: Across which domains or environments is QoS applied? This question aims to 
identify the domains in which SDN is currently adopted and in which QoS mechanisms 
are applied. In addition, it will help reveal emerging areas where the integration of 
SDN and QoS could offer significant benefits.
RQ6: What are the current limitations and research gaps in QoS mechanisms and 
how do these challenges influence future trends in QoS design for modern networked 
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systems? Explores open issues, scalability and interoperability limitations, standard-
ization gaps, and how these shape future QoS research and architectural evolution.

3.2. Search Strategy
To answer these research questions, scientific papers were searched for in various 

online databases that index high quality academic content, such as Scopus [32], ACM [33], 
and IEEE Xplore [34]. These databases are internationally recognized and contain a large 
volume of scientific material, including journal articles, books, and conference proceedings 
from various sources and publishers (e.g., Elsevier, ACM, IEEE, MDPI, SpringerLink). 
The query formulated in each database’s search engine included the keywords “Software 
Defined Networking” and “Quality of Service” in various forms.

To improve the selection of related publications, the inclusion/exclusion criterion was 
applied only to keywords that appeared either in the article title. This approach ensured 
that the final dataset included publications with a meaningful emphasis on QoS in SDN 
environments, rather than those that mentioned the terms randomly or in unrelated contexts. 
By narrowing the scope in this way, we increased the thematic consistency of the literature 
included in our analysis.

The query that was submitted to the Scopus database was as follows:
TITLE ( ( “software defined networking” OR “software-defined networking” OR “software 

defined networks” OR “software-defined networks” OR SDN ) AND ( “quality of service” OR “qual-
ity of services” OR QoS ) ) AND NOT TITLE ( survey OR surveys OR review OR “survey paper” 
OR “review paper” OR “systematic review” OR “literature review” ) AND PUBYEAR > 2019 
AND PUBYEAR < 2027.

Similar queries were conducted in other scientific databases.

3.3. Inclusion and Exclusion Criteria
To ensure that the most relevant, clear and meaningful studies were retained from the 

initial search for QoS in SDN, we applied specific inclusion and exclusion criteria to the 
search results. Studies that did not focus primarily on QoS within SDN environments or 
examined QoS without the involvement of SDN technologies were excluded. Duplicate 
records, non-peer‑reviewed material, editorials and books were also removed.

In contrast, studies that addressed the interplay between QoS and SDN—particularly 
those that examined performance, delay, scheduling, traffic management, and SDN 
controller-related policies—were included. The inclusion and exclusion criteria applied are 
summarized below. The additional inclusion criteria that we define are listed in Table 2. 
Documents that failed to meet these criteria were excluded from this study.

Table 2. Eligibility criteria for study selection. 

Search Options Inclusion Criterion Exclusion Criterion

Published date 2020–2026 Before 2020 or after 2026

Published in Journal and conference 
proceedings Editorials, letters, notes

Language English Non-English

Document type Article, conference paper Magazine articles, gray literature, 
review and conference review

Subject area Computer science 
and Engineering Other fields
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3.4. Quality Assessment
To further ensure that the final studies we selected are scientifically sound, we applied 

three basic indicators: accessibility, content, and reproducibility [35]. The quality assess-
ment of the content was conducted using the criteria proposed by Mahanra Rao et al. [36].

• The purpose of the research is clearly articulated.
• The methodology is described in a clear and understandable manner.
• The proposed approach aligns consistently with the stated problem.
• The results are presented and explained thoroughly.
• The conclusions are well supported by the findings.

After applying data screening, duplicates and ineligible documents were removed, 
reducing the number of publications to 171.

4. Bibliometric Analysis of QoS Research in SDN
In this section, we first present the results of the bibliometric analysis [37], following 

the methodology of Lim et al. [38]. We employed the VOSviewer version 1.6.20  [39] and 
the Bibliometrix and Biblioshiny packages in R (version 4.5.2), using RStudio (version 
2026.01.0) [40] as the development environment. The analysis was based on metadata 
extracted from scientific databases as described in Section 3.2. VOSviewer is a widely used 
visualization tool for bibliometric analysis, employing the Visualization of Similarities (VoS) 
technique to represent extracted knowledge in a structured, interpretable, and meaningful 
manner [41]. Bibliometrix and Biblioshiny are excellent R packages, useful for quantitative 
analysis in bibliometric field.

4.1. General Information
During the period 2020–2026, 560 authors collaborated to produce 171 scientific articles, 

which were published in 105 different sources. The average number of authors per paper is 
3.81, while only three papers were written by a single author. The international collaboration 
stands at 23.98%. Key characteristics of the field include a high research production rate 
(with documents having an average age of 3.31 years), an active knowledge base comprising 
5224 bibliographic references, and consistent communicative diffusion, reflected in an 
average of 14.13 citations per publication.

4.1.1. Annual Scientific Production
The analysis of the number of publications and citations by year provides an 

overview of research activity and scientific impact over time in the field of QoS in SDN. 
Figure 1 illustrates the annual scientific output from 2020 to 2026, revealing clear year-to-
year fluctuations. During the period 2020–2022, the number of publications ranged from 
25 to 35 per year, with the highest value recorded in 2021. A similar pattern can be ob-
served during the following three-year period, with an average of 24.5 publications per year. 
In 2026, a pronounced decline is observed, with the annual number of publications falling 
below 15. However, 2026 represents a partial year; thus, the observed decline in the number 
of publications should be interpreted with caution. To avoid misleading interpretations, we 
have normalized the publication count for 2026. As shown in the in the inset of Figure 1, 
the value for 2026 is an estimate rather than the actual annual publication count. This value 
is estimated based on the publications indexed during the data-collection period and is 
clearly identified as a projection to avoid misleading interpretations. The resulting trend 
suggests relatively stable research activity, reflecting the increasing maturity of the field in 
recent years.
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This temporal evolution indicates that QoS research in SDN has maintained a sus-
tained presence in the scientific literature, with continued research activity and ongoing 
contributions to the field.

Figure 1. Annual scientific production in QoS in SDN-related studies, as estimated using the Bib-
liometrix package in R, over the last seven years.The inset figure presents the same results, with the 
2026 value replaced by the normalized estimate.

4.1.2. Average Citations per Year
Figure 2 displays the average annual number of citations per document, which ranges 

from approximately 0.69 to 4.67 citations, while the mean total number of citations per article 
ranges from 0.69 to 32.72. In both cases, the lowest average is observed in 2026, whereas the 
highest is recorded in 2020. Although the overall trend is downward, the relatively high 
levels of citations underscore the significance and influence of publications in this field. 
The declining pattern may reflect fluctuations within the study period, partly because the 
data for 2026 cover only part of the year and more recent publications have had less time to 
accumulate citations.

4.2. Author Metrics
4.2.1. Author Productivity

Figure 3 presents the top ten prolific authors in the QoS–SDN domain. Jehad Ali and 
Byeong‐hee Roh (five publications) ranks first, followed by Murat Karakuş (four publica-
tions), and Guler E., Huang Y., Mohammadi R., Nassiri M., Taleb T., Wang Z., and Zhang Y. 
(all with three publications). According to Lotka’s law, the scientific productivity of the 
vast majority of authors is relatively low, whereas only a small proportion of authors exhibit 
high productivity. Figure 4 (solid curve) illustrates the distribution of authors’ scientific 
productivity. The observed distribution exhibits the general pattern described by Lotka’s 
law, with a high proportion of authors contributing only a small number of publications 
and progressively fewer authors exhibiting higher scientific productivity. However, the ob-
served distribution does not closely match the theoretical Lotka distribution, with notable 
differences particularly among authors with one publication. Nevertheless, the overall 
pattern is broadly consistent with the underlying principle of Lotka’s law, which character-
izes scientific productivity as highly concentrated among a relatively small proportion of 
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authors. Specifically, Figure 4 shows that more than 80% of the researchers have published 
only a single document. This finding may indicate that the field continues to attract new 
researchers, many of whom contribute to a limited number of publications. In contrast, 
a relatively small group of highly active researchers constitutes the core of knowledge 
production and exhibits substantially higher scientific productivity.

Figure 2. Annual distribution of average citation counts over the period 2020–2026.

Figure 3. Top 10 most prolific authors. Darker color intensity indicates authors with higher publication 
productivity.
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Figure 4. The application of Lotka’s law of scientific productivity on the publication of papers.

4.2.2. Most Locally Cited Authors
Figure 5 presents the ten leading authors whose work has received the highest number 

of citations within the dataset under this analysis, highlighting those who have achieved 
the greatest impact based on their citation counts. According to the citation counts, Ali J. 
ranks first with ten citations, followed by Roh B.-H. with nine citations. Guo X., Li Z., Lin 
H., and Peng M. rank jointly third with eight citations each, while Aldegheishem A., Alrajeh 
N., Elbasheer M., and Lloret J. rank jointly fourth with seven citations each.

Figure 5. Authors with the highest number of local citations. The color intensity represents the 
number of local citations received by the authors, while the size of each circle represents their 
publication productivity.
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4.3. Sources Metrics
4.3.1. Most Relevant Sources

For the evaluation of sources (journals, conferences, or proceedings), quantitative 
measures and indicators are used, such as the number of publications, their impact, and col-
laboration patterns. The most productive sources in terms of publication output are 
Applied Sciences (Switzerland), the IEEE Internet of Things Journal, and Sensors, with 
seven publications each, followed by IEEE Access with five publications. Six additional 
sources, that are Computer Networks, Computers, Materials & Continua, Concurrency and 
Computation: Practice and Experience, Electronics (Switzerland), IEEE Transactions on 
Network and Service Management, and International Journal of Communication Systems, 
have four publications each. These results are presented in Figure 6.

Figure 6. Sources with the highest number of publications.

4.3.2. Sources’ Local Impact
The Sources’ Local Impact metric reflects the citation impact of a specific scientific 

source or publication within the dataset analyzed in the study. Figure 7 presents the ten 
sources with the highest local impact, as identified through the analysis of the dataset 
using the Bibliometrix package in R. IEEE Internet of Things Journal ranks first, with a 
total of 281 citations, followed by IEEE Access with 167 citations and IEEE Transactions 
on Network and Service Management with 144 citations. Other sources follow with lower 
citation counts.

It is worth noting that although Applied Sciences (Switzerland) has a comparable 
number of publications (7), its corresponding publications have received substantially fewer 
citations (56). This difference highlights the distinction between publication productivity 
and citation impact within the literature examined in this study.
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Figure 7. Relevant sources with most local citations.

4.4. County Specific Metrics
Figure 8 presents the distribution of scientific publications per country, based on 

the institutional affiliations of all contributing authors. The color intensity reflects each 
country’s publication volume, while countries without active research output are shown in 
grey. China ranks first with 68 publications, followed by India (35 articles) and the Iran 
and Saudi Arabia (18 articles). Collectively, these four countries account for 46.8% of global 
research output, whereas the remaining 43 countries exhibit substantially lower levels of 
scientific productivity. Figure 9 illustrates the impact of these publications by depicting 
the geographical distribution of citations received. China records the highest number of 
citations, followed by India and Iran. However, when considering the average number of 
citations per publication, Finland ranks first (57), followed by Australia (50.30), and United 
Kingdom (39.50). 

Figure 8. The distribution of scientific publications per country.
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Figure 9. The ten most cited countries.

4.5. Document Specific Metrics
4.5.1. Most Globally and Locally Cited Documents

The document analysis, based on the number of citations received by each scientific 
publication, highlights the relative impact of contributions within the research field. The ci-
tation analysis was conducted from two perspectives: global citations and local citations 
received by the publications. The first approach examines the total number of citations 
received by a scientific work across the entire scholarly literature, including citations origi-
nating from other research fields. The second approach considers the number of citations 
a publication has received within the dataset under study and, consequently, within the 
specific research domain being analyzed. The results, shown in Figure 10, indicate that the 
work by Guo et al. [42], ranks first with 143 citations. It is followed by the publication of 
Kumar et al. [43], with 99 citations, while the article by Shah et al. [44], with 89 citations 
ranks third. The first two approaches focused on developing a QoS-aware routing mecha-
nism to address issues such as scalability, QoS, security, and dynamic traffic, while keeping 
routing decisions fast and efficient. The authors of the third-ranked study investigated 
mechanisms for maintaining QoS requirements during user mobility in MEC environ-
ments and proposed an architecture aimed at minimizing latency, service interruptions, 
and communication degradation.

As illustrated in Figure 11, the study by Guo et al. [42] has the highest number of local 
citations, followed by the studies by Podili et al. [45], Sun et al. [46], and Sanchez et al. [47]. 
The analysis reveals that the study by Guo et al. [42] ranks at the top of the list in terms of 
both local and global citations. This position indicates the prominence and recognition of 
the work both within the specific research field under investigation and across the broader 
scientific domain. A similar pattern can be observed for the remaining studies included 
in the list, with the number of global citations generally exceeding the number of local 
citations. This suggests that these works have attracted considerable attention not only 
within the focal research area but also across related scientific disciplines.
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Figure 10. Most globally cited documents, ranked in descending order of citation counts
([26,42–44,46,48–52]).

Figure 11. Most locally cited documents, ordered from highest to lowest number of local citations 
([42,45–47,49,52–56]).
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4.5.2. Co-Occurrence of Keywords
Co-occurrence refers to the frequency with which two or more elements appear together 

within a publication or a collection of documents [37]. Visualizing keyword co-occurrence 
through the construction of a co-occurrence network captures the interactions between 
keywords, highlights research hotspots and scientific interconnections, can indicate poten-
tial research gaps, and reveal emerging trends. For the analysis of the authors keyword 
co-occurrence network, the VOSviewer tool was employed, and the keywords with identi-
cal or highly similar meanings were merged using the thesaurus function of VOSviewer. 
The minimum frequency threshold for a keyword was set to 2. Out of the total 387 keywords, 
only 79 met this criterion. As illustrated in Figure 12, keywords constitute the nodes of 
the co-occurrence network, where the size of each node is proportional to the frequency of 
the term, and the thickness of the links between keywords reflects the number of their co-
occurrences. The figure also shows clusters of different colors, each representing a distinct 
thematic area. 

(a) (b) 

Figure 12. Instance of co-occurrence map of authors’ keywords using VOSViewer tool. (a) Co-occurrence 
network. (b) Overlay network (evolution map). 

The co-occurrence analysis revealed the main thematic clusters, which correspond to 
the key research areas of QoS in SDN and computing. The terms SDN and QoS occupy a 
central position in the network, followed by terms such as IoT, routing, deep reinforcement 
learning, load balancing, and others. The high frequency of occurrence of these terms indi-
cates that research in this field focuses primarily on issues related to routing, load balancing, 
and resource allocation, as well as on more specialized topics such as task scheduling, 
blockchain, energy efficiency, and security, across various environments, including fog 
computing, IoT, 5G, edge computing, VANETs, and others.

The strong interconnections among the keywords (e.g., QoS and SDN) indicate that the 
different thematic areas within the field exhibit strong interactions and significant scientific 
relevance. The keyword co-occurrence analysis further demonstrates that QoS is a dynam-
ically evolving research field, increasingly expanding toward new application scenarios 
and case studies, while primarily leveraging algorithms and mechanisms based on artificial 
intelligence. This conclusion is supported by the analysis presented in Figure 12b and, 
in particular, by the keywords displayed in yellow, which represent the most recent or 
emerging research topics.

4.5.3. Trend Topics
A widely adopted approach to thematically mapping a scientific field is the classifica-

tion of research topics using a dual metric framework that incorporates the indicators of 
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density and centrality [41,57]. Density reflects the internal cohesion of a group, whereas 
centrality measures the importance of a node (or entity) within the network. For this analy-
sis, the maximum number of author keywords considered for constructing the thematic 
map was set to 250, the minimum occurrence frequency was set to five (5), and the Louvain 
algorithm was selected for clustering. The keyword co-occurrence analysis identifies the 
dominant thematic areas, which are visualized as bubbles (Figure 13). Each bubble repre-
sents a research area, is labeled with the most frequently occurring keyword, and has a size 
proportional to the level of research interest it attracts. Its position on the two dimensional 
map reveals the importance of the topic according to the density and centrality indicators. 

Figure 13. Thematic map of the research field based on authors’ keywords and co-word network analysis.

As shown in Figure 13, three thematic areas emerge in the “niche themes” quadrant 
(high density–low centrality), and terms such as network performance, QoE, and wireless 
networks are identified. These topics are well developed and internally cohesive but exhibit 
limited external linkage to the broader research domain [57,58]. The issues related to 
machine learning, NFV, traffic classification, and VANET fall within the “emerging or 
declining themes” quadrant (low density–low centrality). The “motor themes” quadrant 
(high density–high centrality) includes topics associated with resource allocation, 5G, 
optimization, and traffic engineering. These represent mature research areas that frequently 
appear in the literature [41,59]. The “basic themes” quadrant (low density–high centrality) 
contains the main topics of SDN and QoS, while other topics, such as OpenFlow, IoT, security, 
fog computing, and 6G, have a lower publication volume, as indicated by their smaller 
circles. These themes are connected to fundamental research areas but have not yet been 
explored in depth and lack a dense body of dedicated literature [57,60].
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Finally, in the center of the map, topics related to routing, edge computing, blockchain, 
and Internet of Vehicle (IoV) are identified. These topics represent central themes that 
connect and bridge different areas of the research domain.

5. Content Analysis
To gain deeper theoretical insights, a systematic content review was conducted, guided 

by the findings of the bibliometric analysis and the research questions outlined in Section 3. 
The synthesis aims to elucidate the research areas illustrated in Figures 12 and 13, revealing 
the fundamental transformations brought about by SDN technology and highlighting 
progress or stagnation across its various application domains during the period 2020–2026. 
Given that SDN emerged in 2009 and has since become a key networking infrastructure, 
the period 2020–2026 was selected to capture the latest developments and most recent 
research findings within the identified areas of interest.

5.1. RQ2: Classification of QoS Requirements and Their Metrics
We examine which QoS metrics and indicators are most commonly employed by 

researchers in their studies, as these are not merely monitoring parameters but serve as 
criteria to ensure service quality and as optimization tools that guide decision-making 
processes. From a bibliometric perspective, metrics shape the research objective, validate 
the results, enable comparison across studies, reveal limitations, and contribute to the 
classification of scientific work. The aggregated findings of the analysis show that the 
implementation of QoS mechanisms within a network varies according to the requirements 
and constraints of the applications and services operating over the network. To evaluate 
the level of QoS achieved, researchers employ a wide range of quantitative metrics, which 
can be broadly grouped into the following categories:

• Performance: latency/delay, jitter, throughput, response time, bandwidth, packet loss 
rate, flow-setup time, control-plane latency, etc.

• Dependability: availability, reliability, elasticity, scalability, and security.
• Resource Related Metrics: CPU Utilization, memory utilization, storage utilization, 

network utilization, load balancing index, and
• Other: energy efficiency, economic metrics (e.g., cost).

Performance metrics measure how effectively a service operates while dependability [61] 
metrics assess the degree of confidence that the service functions as required when needed, 
Resource‑related metrics (or resource utilization metrics) refer to indicators that measure 
how efficiently network or system resources are allocated and consumed during operation. 
In addition to the above metrics, several other indicators are also examined, including 
those that assess economic performance, energy‑related factors, and similar dimensions. 
QoS metrics are employed not only to monitor network operation and identify potential 
performance issues, but also to evaluate mechanisms designed to enhance or optimize QoS, 
to feed decision‑making processes, to compare alternative QoS approaches, and to verify 
the extent to which QoS requirements are satisfied.

Table 3 presents detailed information regarding the use and application of QoS metrics 
across the research studies examined.

https://doi.org/10.3390/telecom7060142

https://doi.org/10.3390/telecom7060142


Telecom 2026, 7, 142 18 of 36

Table 3. QoS metrics used for evaluating network and system performance.

Category Metric Brief Explanation References

Performance

Latency/Delay Is the time elapsed between the transmission of a data packet from the source and its successful 
reception at the destination. [23,42,43,47,52,54,62–70]

Flow setup time Time required to establish a new flow and install the necessary forwarding rules. [26,51,71,72]
Control-plane latency The sum of Controller–Switch and Controller–Controller communication delays, where applicable. [73,74]

Throughput Defines the amount of data successfully delivered from a source to a destination per unit of time. [23,44,46,50,51,53,63,65,67,68,70,75,
76]

Jitter Is a measure of the variation in packet delay experienced by consecutive packets traveling between 
a specific source–destination pair. [47,54,63,66,67]

Response Time Refers to the total time required to respond to a request sent by a source node, including both 
processing time and network latency. [51,62,75,77,78]

Bandwidth Dictates the available bandwidth of a network path, determined by the minimum available 
bandwidth among all the links that constitute the path.

Packet Loss Rate Expresses the percentage of transmitted packets that fail to reach their destination. [42,43,46,47,50,52–54,65–67,70,79]

Age of Information (Ao) AoI measures the elapsed time since the generation of the most recent update, thereby capturing 
the freshness of information in a network and serving as an important metric for evaluating QoS.

Dependability

Availability Availability refers to the proportion of time during which a service or resource remains accessible 
and ready for immediate use. [80]

Reliability Reliability refers to the consistency of a system or service in delivering expected performance and 
is commonly measured using mean time to failure (MTTF) and mean time to recovery (MTTR). [48,66,68,80–83]

Scalability Scalability refers to the ability of a network to efficiently handle increasing numbers of application 
requests, devices, and traffic volumes without significant degradation in performance. [26,63,77–80,83–86]

Resource related metrics

CPU Utilization CPU Utilization refers to the proportion of the CPU’s available processing capacity that is 
currently consumed by the execution of programs and processes. [47,63,75,84]

Memory Utilization Memory Utilization refers to the proportion of the system’s available memory (RAM) that is 
currently occupied by active programs and processes. [47,63,75,84]

Network Utilization Network Utilization is defined as the percentage of a network resource’s total available capacity 
that is being used for data transmission at a given point in time. [20,52,69,87,88]

Load Balancing Load Balancing measures how evenly network traffic is distributed across available paths or how 
evenly computational workloads are distributed among controllers or servers. [62–64,76,89,90]

Other

Cost Metrics defined by the authors to measure various aspects of QoS, such as Packet Delivery Ratio, 
Network Lifetime, Congestion Degree, Satisfaction Ratio, Average Routing Time, among others. [43,48,50,54,65]

Energy Efficiency Energy-efficiency metrics concern the energy consumed by network nodes and data transmission. [23,64,69,91]

Security
QoS and security are two important and interrelated aspects of SDN that should be considered 
jointly. Security mechanisms can increase latency and potentially degrade QoS. Therefore, SDN 
design should balance security requirements with network performance.

[42,51,68,81]
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5.2. RQ3: Evaluation of QoS Approaches in SDN
Evaluation, that is, the determination of the value, nature, or character of a service, 

constitutes a theoretical tool and a supporting process for researchers [92]. The inherent 
characteristics of SDN networks, such as centralized control and statistics collection, provide 
a flexible framework for an accurate evaluation with acceptable overhead.

The most common evaluation approaches, as shown Figure 14, are classified into three 
main categories: computer simulation (for simulation or emulation), analytical models, 
and empirical measurements in real operating environments.

Most of the scientific works are based on simulation and emulation using frameworks 
such as Mininet, NS-2/NS-3 and OMNeT++. These tools provide researchers with increased 
flexibility and the ability to precisely control experimental conditions, enabling the evalua-
tion of QoS mechanisms in a variety of network environments, such as random fluctuations 
in network behavior resulting from applied topologies or traffic flows. Mininet is a popular 
general-purpose network emulation platform suitable for monitoring basic performance 
metrics [93]. However, it has limitations when evaluating performance under resource 
contention, large-scale network conditions, heavy traffic loads, and multimedia workloads, 
particularly high-bitrate video streaming, multiple concurrent flows, and delay-sensitive 
applications. In contrast, NS-3 and OMNeT++ face high computational costs when simu-
lating large-scale networks and have a steep learning curve. Simulation makes it possible to 
systematically compare the proposed algorithms, configure parameters and define criteria, 
supports the execution of repeated tests, and automates the data collection process.

Other researchers employ analytical methods based on mathematical models, such 
as queuing theory and stochastic processes. These approaches enable the estimation of 
QoS indicators, including delay and throughput, offering a theoretical perspective on 
system performance. However, they depend on underlying assumptions and their primary 
limitation is that their results may deviate significantly, either slightly or substantially, when 
applied to real-world environments.

Empirical evaluation is carried out either in real systems or in testbed environments, 
yet the limited number of related studies highlights the difficulty of conducting such 
experiments. The development, operation, and maintenance of such infrastructures entail 
significant cost and complexity, making them difficult for the scientific community to adopt 
and resulting in their limited use. In several cases, studies have employed hybrid approaches, 
combining real implementations with controlled simulation environments, as mentioned 
above, in an effort to approximate real-world operating conditions as closely as possible.

The analysis of existing work shows that simulation and emulation approaches domi-
nate, due to their ease of implementation and the ability to control experimental parameters. 
However, these methods cannot provide the same level of confidence and reliability as 
evaluations conducted on real networks.

To provide a more comprehensive assessment of the evaluation approaches, Table 4 
presents a comparative analysis of 16 selected publications investigating different QoS mech-
anisms in SDN environments. In addition to the evaluation methods and tools employed, 
the table summarizes the experimental conditions, comparison methods, key findings, 
and reported advantages and limitations of each approach. This analysis goes beyond 
classifying the studies by examining the experimental conditions under which the reported 
results were obtained.
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Table 4. A summary of QoS approaches in SDN. 

References Evaluation Method Tool–Platform Network Scenario Baseline or Benchmark Strengths Limitation

[42] Simulation TensorFlow SDN-IoT OSPF Adaptive QoS-aware routing; 
Gray HoleDDoS resilience

Small simulated topology; Equal 
flow-table sizes; Equal 
link bandwidths

[43] Simulation NS-3 (3.30.1); Python 
packages Satellite networks Dijkstra; SDRA; Sway

Fast path computation; high 
QoS satisfaction; congestion 
avoidance

Simulation-based; scalability; 
centralized routing dependency

[44] Emulation Mininet-WiFi; 
Containernet

Vehicle-to-Everything 
(V2X)

Conventional MEC without 
SDN-enhanced orchestration

Proactive edge migration; Stable 
QoS during handovers

Centralized controller 
dependency; scalability; 
resource allocation conflicts

[48] Emulation Mininet 5G networks Network Slices with 
different QoS requirements

Flexible QoS-aware allocation; 
multi-controller coordination; 
explicit QoS constraints

Restricted QoS optimization; 
dependence on 
controller coordination

[26]
Analytical; 
Emulation; 
Simulation

MATLAB; Mininet; 
Packet Tracer; Wireshark Smart-grid; IoE; SDN Conventional 

single-controller SDN

Distributed provisioning; 
scalability; QoS and 
energy efficiency

Number and placement of 
controllers remain important 
design challenges

[49] Simulation
Python and packages 
NetworkX, Gurobi 
Optimizer

5G networks
Full Paths Re-computation 
(FPR) vs. Heuristic full 
Paths Recomputation (HPR)

QoS-aware multipath routing; 
multiple optimization strategies; 
mobility awareness

Computational complexity; 
centralized control dependency

[46] Emulation Mininet; Python SDN topology ECMP; routing Hop-based; 
Dijkstra

Traffic classification; adaptive 
congestion-aware routing

No adaptive parameter tuning; 
multiple rerouting flow entries

[52] Emulation Mininet Smart-grid MPLS HetGrid
Content-aware prioritization; 
adaptive queue management; 
improved grid traffic reliability

Limited QoS; scalability; 
controller reliability

[50] Emulation Mininet
Topologies from 
Internet Topology Zoo 
(AT&T, Sprint, GetNet)

Traditional routing 
algorithms

Adaptive RL-based routing; 
improved multimedia QoE; 
robust under high load

Traditional algorithms; 
introduces additional control 
and computational overhead.

[51] Analytical; 
Emulation MATLAB; Mininet Internet Topology Zoo 

(AARNet, DFN)

Random Search (RA) 
First-Come–First-Serve 
(FCFS)

Feasible controller grouping 
QoS-aware heterogeneous flows; 
Addresses QoS and 
security together

Depentency of controller load; 
scalability and 
single-point-of-failure
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Table 4. Cont.

References Evaluation Method Tool–Platform Network Scenario Baseline or Benchmark Strengths Limitation

[20] Simulation Not mentioned ISP topologies Traditional OSPF
Adaptive single-/multipath; 
improved load balancing; better 
bandwidth use

Simulation only; multipath adds 
computation and 
routing overhead

[65] Emulation Mininet Internet Topology Zoo 
(AttMpls, Goodnet) Multi-path SDN (MPSDN) Improve throughput and reduce 

QoS violations

Single-controller evaluation;no 
multi-controller scalability; 
flow-rule/TCAM congestion

[54] Emulation Mininet multi-domain SDN 
network

Existing E2E QoS 
class-mapping schemes

Cost-aware class mapping; 
multi-domain E2E QoS; several 
QoS metrics

Inter-domain coordination may 
increase overhead and 
limit scalability.

[94] Emulation Mininet SDN, IIoT and Abilene; 
GEANT

Heuristic placements 
strategies

Capacity-aware fog 
placement;near optimal latency; 
tractable computation

Not guarantee globally optimal 
placement in every scenario

[53] Emulation Mininet SDN network Floodlight default mode 
(FDM) vs. video QoS mode

Joint loss/bandwidth 
constraints; alternative path 
selection; better 
streaming quality

Limited QoS metrics, Traffic 
classification dependency
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Figure 14. A taxonomy of evaluation tools.

A comparative analysis of the studies shows that the proposed mechanisms can im-
prove various QoS parameters, depending on the specific problems they are designed 
to address. Routing and traffic management approaches demonstrate improvements in 
delay, throughput, and packet loss compared with the corresponding baseline methods. 
Other studies focus primarily on maintaining QoS under congested conditions, manag-
ing resources across different network slices, or supporting services with diverse QoS 
requirements. However, the reported improvements cannot be directly compared across 
studies because they are obtained using different network topologies, traffic parameters, 
and experimental conditions.

Despite these positive results, the analysis reveals several important limitations. Many 
approaches are evaluated exclusively through simulation or modeling, often using small-
scale topologies or simplified assumptions about network behavior. In addition, the eval-
uations are frequently restricted to specific applications, controllers, or traffic conditions, 
making it difficult to generalize the findings. Furthermore, some mechanisms exhibit 
increased computational overhead as network size grows, whereas others increase the 
complexity of forwarding-rule management or require additional control-plane resources.

The findings suggest that the effectiveness of a QoS solution depends not only on 
its ability to improve specific performance metrics but also on its scalability, implemen-
tation complexity, and ability to operate under dynamic network conditions. Therefore, 
further evaluation using larger and more realistic infrastructures, well-defined experimental 
conditions, and consistent comparison methods is needed.

5.3. RQ4: QoS‑Based Solutions to Common Network Problems
The literature review identifies a wide range of challenges in networks and networked 

systems that affect QoS support. These challenges are commonly classified into several 
major categories, including routing issues, resource allocation, offloading, flow scheduling, 
load balancing, and controller placement. Many of these issues can be mitigated through 
advanced QoS optimization techniques that leverage the logically centralized control plane 
and the global network‑state awareness provided by SDN architectures.

A significant portion of the literature focuses on routing techniques for ensuring QoS 
in existing networks by leveraging the SDN controller’s global visibility of the network 
topology. Traditional approaches, such as linear programming and the classical Dijkstra 
algorithm, are characterized by slow convergence, limited ability to handle complex QoS 
requirements, and insufficient adaptability to the dynamic demands of modern applications. 
Numerous studies examine the use of machine learning algorithms, including k‑means, 
reinforcement learning (RL), and deep RL, exploiting the SDN controller’s capability to 
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collect real‑time network‑state data and train corresponding models. However, many of 
these solutions are designed for specific application domains (e.g., IoT) and cannot be easily 
generalized to other types of networks. Widely adopted approaches integrate graph neural 
networks (GNNs) with multi‑agent reinforcement learning (MARL) to develop intelligent 
schemes capable of responding to the dynamic behavior of network flows, while other 
works employ fuzzy logic to enhance decision‑making under uncertainty. The literature 
also includes numerous studies that either combine multiple techniques, modify existing so-
lutions, or propose entirely new methods. Although incorporating intelligence into routing 
decision-making can improve network performance and QoS in SDN, these benefits should 
not be considered unconditional, as several computational and scalability challenges may 
remain. Specifically, these include: (a) the additional CPU and memory resources required 
by the SDN controller to execute machine learning algorithms [46,47]; (b) the challenges 
associated with deployment in large-scale networks [47]; (c) the additional monitoring, 
computation, and control-message overhead associated with the controller’s periodic col-
lection of flow statistics and network-state information [50]; and (d) the computational 
requirements of model inference, reward evaluation, QoS-priority updates, and routing 
reconfiguration [71].

Similarly, although graph neural networks (GNNs) can improve routing and traffic-
engineering performance, the reported results should not necessarily be generalized 
to all network environments [95]. GNN-based approaches require computational re-
sources for representing network states and performing message-passing operations among 
graph nodes. These operations may increase CPU and memory consumption as network 
size, graph connectivity, and the frequency of network-state updates increase. Conse-
quently, their practical suitability depends on the complexity of the network, the compu-
tational capabilities of the controller, and the trade-off between QoS improvements and 
computational overhead.

As demonstrated by analysis of the literature, enhancing QoS in SDN through load 
balancing constitutes a critical issue. To address this challenge, various approaches have 
been proposed, which can be broadly classified into two main categories: those based on 
conventional load‑balancing techniques that rely on traditional algorithms, and those that 
leverage artificial intelligence and machine learning. The primary objective of applying 
load‑balancing mechanisms is to ensure the QoS of the network. This is made feasible by the 
SDN controller’s ability to detect congestion points and apply load‑balancing algorithms 
that prevent the overloading of specific links or switches. Moreover, the capability of SDN 
to reconfigure forwarding rules in real time enables the immediate rerouting of flows 
when network conditions change, ensuring stable service quality even in environments 
characterized by high variability.

Enhancing QoS in Software SDN is closely linked to the effective use of resource alloca-
tion, scheduling, and offloading mechanisms, which enable the optimal utilization of limited 
network resources. Resource allocation allows the adaptive assignment of bandwidth, pri-
orities, and routing paths so that critical applications receive the required performance 
guarantees, while scheduling mechanisms determine the order and manner in which way 
flows are served, aiming to reduce delay and jitter. At the same time, offloading techniques 
enable the transfer of computational or network load to appropriate nodes or edge infras-
tructures, relieving pressure on critical parts of the network and improving overall efficiency. 
These mechanisms can also be used in combination to implement adaptive and reliable 
QoS policies, particularly in environments characterized by high variability and increased 
performance demands.

Table 5 summarizes the network challenges and the corresponding contributions of 
the reviewed studies.
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Table 5. Network challenges and QoS solutions.

References Research Issue Objectives Technique/Mechanism Network Environment

[42] Efficient routing; low 
latency and high security QoS-aware secure routing Deep Reinforcement 

Learning (DRL) SDN-IoT

[43] Satisfy QoS requirements 
of applications QoS-aware routing fybrrLink algorithms LEO satellite; 

non-terrestrial networks

[44]
Support Mobile Edge 
Hosts (MEHs) 
orchestration and 
lifecycle management

Integration of SDN; MEC 
and cloud-native 
virtualization

Analytical network 
process (ANP); 
hierarchical control plane 
based cluster (HCPC)

5G MEC; V2X; mobile 
edge networks

[48] Guarantee QoS QoS framework based on 
SDN and NFV SDN/NFV-based slicing 5G and beyond

[26]
Enhancing traditional 
networks with SDN for 
higher flexibility 
and efficiency

Improve energy efficiency, 
scalability, robustness, 
and QoS.

Distributed SDN 
architecture; priorities; 
inter-controller 
communication

Smart Grid

[49] Reduce OPEX; 
increase QoS

QoS-aware multipath 
routing and network 
configuration

Linear integer 
programming 
optimization; heuristic

SDN; 5G; cloud networks

[46] Intelligent routing Intelligent routing; flow 
classification

ML-based 
traffic classification SDN - IoT

[50] QoS-aware multimedia 
traffic management

Reinforcement-learning-
based QoS provisioning Reinforcement learning 5G

[51] Alleviate heterogeneity SDN-based framework
High-level architecture 
using pull-based 
scheduling

Heterogeneous 
SDN-IoT networks

[65] Enhancing QoS in SDN QoS-aware multipath 
routing K-shortest path algorithm 5G; IoT

[63] End-to-end QoS 
across domains Hierarchical SDN

TOPSIS (Technique for 
Order of Preference by 
Similarity to Ideal 
Solution)

Multi-domain, 
heterogeneous SDN

[94] Satisfy strict 
QoS requirements

QoS-aware fog-node 
placement optimization Heuristic solution SDN-Fog; IIoT

[53] Ensure QoS for 
video streaming

Dynamic QoS-based 
routing

Dynamic path 
selection algorithm

Smart City; 
video streaming

[54]
Scalability and 
single-controller 
failure risk

Optimal controller 
selection and clustering

Multicriteria-decision-
making (MCDM) method SDN control plane

5.4. RQ5: Where QoS Optimization Matters in Modern Networked Systems
The Quality of Service associated with SDN networks is naturally found in different 

types of networks, each with its own requirements and constraints. For example, IoT tech-
nology is usually resource limited, while mobile networks such as 5G and 6G aim to achieve 
low latency and reliability. In contrast, cloud and large‑scale data center environments pri-
oritize high performance and efficient resource allocation. Such heterogeneity prevents the 
adoption of a universal QoS solution. Consequently, we investigate the application of QoS 
across various network environments and assess the distinct challenges each environment 
introduces, as revealed by bibliographic data analysis.

To provide a clearer understanding of the application domains of QoS in SDN envi-
ronments, Table 6 presents a comparative analysis of 20 selected publications, identifying 
the applications investigated, the characteristics of network traffic, the corresponding QoS 
requirements, and the network environments considered. This comparison facilitates the 
identification of common performance requirements across application categories, as well 
as the limitations associated with each category.
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Table 6. A list of target applications and QoS approaches in SDN. 

References Target Application Traffic Characteristics QoS Requirements Network Environment

[42] Secure IoT applications Massive heterogeneous IoT traffic 
under Gray Hole and DDoS attacks low latency and high security SDN-enabled IoT

[43] Online gaming and media 
streaming

Bandwidth- and 
latency-sensitive traffic

High bandwidth, low delay, low jitter, low 
packet loss

SDN-enabled LEO 
satellite network

[44] V2X/vehicular MEC applications Mobile traffic with handovers and 
service migration

Low latency, guaranteed bandwidth, 
service continuity

SDN-enabled 5G 
MEC/multi-operator 
edge network

[48] 5G network slicing (eMBB, 
mMTC, URLLC)

Heterogeneous service traffic with 
different slice requirements

High bandwidth, low latency, low jitter, low 
packet loss, high reliability

SDN/NFV-enabled 5G network 
(RAN, TN, CN)

[26] Smart grid/Internet of 
Energy applications

Dynamic high-volume traffic with 
elephant and mice flows

Low controller response time, low delay, 
scalability, load balancing

Distributed SDN-enabled 
IIoT/smart grid network

[49] 5G mobile services and 
video streaming

Mobile traffic with user arrivals 
and handovers Guaranteed bandwidth, low delay SDN-enabled 5G 

transport network

[46] Heterogeneous IoT services Session, streaming, interactive and 
background traffic

Sufficient bandwidth, low delay,
low packet loss SDN-enabled IoT network

[52] Wide Area Measurement System 
(WAMS); smart grid

High-rate PMU traffic with dynamic 
priorities and critical flows

Low end-to-end delay, low jitter, low packet 
loss, guaranteed bandwidth, high reliability

SDN-enabled WAMS; smart 
grid network

[50] Multimedia applications (HD video, 
web conferencing, gaming)

Multimedia traffic with mixed QoS 
and background flows

High throughput, low packet loss,
low latency

Multimedia-based 
SDN environment

[20] Mission-critical industrial 
applications

High-volume, dynamic industrial 
traffic with congestion

Low latency, low packet loss, high reliability, 
sufficient bandwidth

Hybrid SDN/OSPF 
Industrial Internet

[65] Online gaming, VR and 
V2X applications

High-bandwidth, 
delay-sensitive traffic

High bandwidth, low latency, 
high reliability SDN-enabled multipath network

[54] Multi-domain application services Heterogeneous inter-domain traffic 
with multiple QoS classes

Low delay, low jitter, low packet loss,
low cost Hierarchical multi-domain SDN

[94] Industrial IoT/factory automation Time-critical IoT traffic with 
varying demands Low latency, short response time SDN-enabled fog/IIoT network
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Table 6. Cont.

References Target Application Traffic Characteristics QoS Requirements Network Environment

[53] Video streaming in smart cities Real-time HD/SD video with 
best-effort traffic High bandwidth, low packet loss SDN-enabled smart city network

[63] General SDN QoS management High-rate UDP traffic and 
increasing control-plane load

Low delay/jitter, high throughput, 
scalability, reliability

Hierarchical multi-controller SDN 
(OS3E/Internet2)

[96] Video conferencing, telesurgery and 
online gaming

Inter-AS traffic with heterogeneous 
QoS demands High bandwidth, low delay, low jitter Blockchain-enabled multi-AS SDN

[97] Multi-tenant data center 
applications

Heterogeneous traffic with different 
priorities and varying loads Low packet loss, low latency SDN-controlled optical data center 

network with network slicing

[62] Underwater IoT applications
Multimedia and heterogeneous 
Internet of Underwater Things 
(IoUT) traffic

Low delay, low packet loss, high throughput SDN-enabled IoUT

[95] Real-time video and AR/VR 
applications

Dynamic traffic with 
frequent rerouting

High bandwidth, low latency, low 
service disruption

SDN-enabled 
WAN/backbone networks
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The comparative analysis shows that QoS requirements are depended on not only by 
the network environment but also by traffic characteristics and the nature of the applica-
tion. Even within the same network category, different services may prioritize different 
performance metrics, which must be taken into account when designing and evaluating 
QoS mechanisms.

5.4.1. IoT and IIoT Environments
IoT technologies deployed in SDN environments involve a high number of devices com-

municating with each other, but with limited computing power and low energy efficiency. 
In these systems, QoS is necessary to ensure as much as possible that data is delivered 
fast and without causing losses, especially for applications that transfer data in real time. 
However, implementing QoS in such environments is not simple. Due to the constrained 
battery capacity of IoT devices and the inherent challenges of powering them, the use of 
complex mechanisms is limited, while the large number of network nodes further hinders 
smooth implementation. Moreover, the wireless nature of IoT communication introduces 
unavoidable interference and packet loss, which in turn undermines network stability and 
degrades performance.

The flexibility of SDN technology enables its integration with IoT environments and 
the implementation of efficient routing mechanisms. QoS-aware routing decisions are made 
centrally by the SDN controller, while packet forwarding is performed locally by network 
devices, without requiring controller intervention for every packet. This separation helps 
address the CPU, memory, and energy constraints of IoT devices, provided that gateways 
and switches have sufficient forwarding capabilities and QoS support. However, ensuring 
QoS requires adequate network resources (e.g., bandwidth), up-to-date view of network 
conditions, and mechanisms for congestion prediction and response. These requirements 
are particularly important for real-time IoT applications, which have strict latency and 
packet-loss constraints.

In industrial (IIoT) environments, the requirements become even more demanding. 
Applications such as automation and real-time data transfer require very low latency and 
high reliability. Even low latency or communication errors can affect system operation. 
In addition, these environments contain various devices and protocols from both legacy and 
modern technologies, making coordination more complicated. As a result, QoS assurance 
in IIoT systems is concerned not only with performance, but also with managing complexity 
and maintaining stable operation under strict conditions.

5.4.2. 5G and 6G Networks
SDN-based solutions have gained significant attention in 5G and 6G networks because 

SDN enables the integration of QoS management functions, such as resource monitoring, 
route calculation, call admission control, resource reservation and allocation, scheduling, 
and traffic classification, into the SDN controller [48]. Notably, 5G supports diverse service 
categories, including Enhanced Mobile Broadband (eMBB), Ultra-Reliable Low-Latency 
Communications (URLLC), and Massive Machine-Type Communications (mMTC), serving 
applications such as cloud computing, smart grids, remote healthcare, and energy systems. 
This diversity makes it challenging to apply uniform QoS policies, particularly under highly 
variable traffic conditions and limited network resources [98].

To address these challenges, network slicing enables multiple logical networks to share 
the same physical infrastructure while maintaining distinct resource management and 
QoS policies. SDN provides programmable traffic control, whereas Network Function 
Virtualization (NFV) facilitates the deployment and management of virtualized network 
functions [48]. However, sharing physical resources across slices complicates performance 
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management and QoS assurance. Proposed solutions include adaptive radio resource 
allocation among slices [99] and dynamic queue configuration using SDN, OpenFlow, 
and OVSDB [100]. Despite these advances, maintaining the required QoS remains chal-
lenging when resources are insufficient or coordination across network components is 
necessary [101].

Looking ahead, 6G networks are expected to achieve outstanding QoS with demands 
for dynamic QoS management to support increasingly stringent requirements, including 
high data rates, ultra-low latency, high reliability, massive connectivity, and energy effi-
ciency [102]. Although SDN offers flexible network control, many implementations still 
rely on predefined rules and static resource allocation, limiting their ability to adapt to 
rapidly changing conditions. Emerging service concepts, such as Massive Ultra-Reliable 
Low-Latency Communications (mURLLC) and Mobile Broadband Reliable Low-Latency 
Communications (MBRLLC), reflect the anticipated convergence of these requirements, 
although they are not yet formally established 6G service categories [101]. Other antici-
pated priorities include supporting high mobility, ensuring continuous coverage across 
heterogeneous network environments, and improving energy efficiency and network perfor-
mance [98,103]. These developments highlight the need for dynamic resource management 
and coordinated end-to-end QoS policies spanning access, core, and edge computing net-
works. Achieving consistent QoS in such heterogeneous and dynamic environments remains 
an open research challenge.

5.4.3. Data Center and Cloud Environments
Data centers and cloud computing environments focus mainly on a solution to effi-

cient management of network and computing resources, supporting multiple applications 
and users while meeting QoS requirements such as bandwidth guaranties, low latency, 
and reliable service provisioning. Compared to other technologies such as IoT, these envi-
ronments are based on virtual infrastructure where there is a high demand for bandwidth 
and processing power, as well as integrated storage capabilities. Therefore, ensuring high 
performance is necessary, especially for latency-sensitive applications. At the same time, 
the coexistence of multiple services in the same environment introduces challenges in 
resource management and performance isolation. QoS is also affected by dynamic traffic 
patterns, high workload variability, and virtual machine deployment. As the scale of a data 
center or cloud environment increases, the complexity of managing traffic and allocating 
resources grows accordingly.

5.4.4. Fog and Edge Computing Environments
In fog and edge computing environments, a fundamental challenge is determining 

where data should be processed in order to meet the QoS requirements of applications. 
Instead of sending all data to centralized cloud servers, processing is performed closer to 
end users, helping reduce latency and response time. This approach particularly benefits 
applications that require rapid reactions, such as real-time monitoring and control systems.

However, a key limitation in these environments is that edge nodes have significantly 
fewer computational and storage resources compared to cloud data centers, making them 
less efficient at handling demanding services, especially when multiple applications run 
concurrently. When several services share the same infrastructure, resource scarcity can 
degrade performance and lead to unstable system behavior [94].

Furthermore, these environments consist of highly heterogeneous devices and op-
erate under constantly changing network conditions. Such variability negatively affects 
QoS provisioning, as the system must continuously adapt to fluctuations in traffic and 
workload [13,86].
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5.4.5. Multimedia and Real-Time Applications
Multimedia and real-time applications are the most sensitive to performance issues on 

a network, as they transfer data with real and strict-time constraints. Services such as video 
streaming, online games and real-time communication require a high-quality network in 
terms of packet loss, delay, and transmission delay. Under these conditions, even small 
errors occurring in the network in terms of packet delay or delivery will directly affect 
the user experience. Increased delay will have a negative impact on immediacy during 
interaction, while packet loss and delay variability (jitter) degrade the quality of audio 
and video. Great research interest is attracted by the dynamic nature of multimedia traffic. 
The high demand for network resources and multimedia services is constantly increasing, 
while traffic patterns exhibit a high degree of variability, which makes it difficult to ensure 
consistent performance. Finally, the simultaneous presence of many users and coexisting 
services within the same network often leads to resource exhaustion. This resource scarcity 
intensifies demand and adversely impacts the effectiveness of QoS mechanisms.

5.5. RQ6: Current Limitations and Research Gaps in QoS for SDN
Despite the extensive and long-standing research around the integration of QoS mech-

anisms in SDN networks, their implementation is accompanied by significant challenges. 
The proposed solutions, although most often efficient in controlled environments, often face 
limitations when applied to dynamic and large-scale networks. In this section, we analyze 
the main weaknesses and open issues that affect the effectiveness of QoS in SDN systems.

Scalability is one of the most critical challenges in SDN networks, due to the centralized 
control architecture, which relies on one or more controllers [26]. In large-scale environ-
ments characterized by numerous flows and highly dynamic traffic, controllers must process 
a substantial volume of requests in real time, potentially leading to controller bottlenecks [7]. 
These bottlenecks can delay flow-rule installation, increase response times, and limit the 
network’s ability to adapt to changing conditions. Consequently, QoS provisioning may be 
adversely affected by delayed control decisions and inefficient flow management. Several 
approaches have been proposed to address these challenges, including hierarchical and 
distributed controller architectures, dynamic load balancing, and optimized controller 
placement. More specifically, hierarchical [54] and distributed [26] approaches can reduce 
the workload of individual controllers and improve scalability. However, hierarchical archi-
tectures may introduce additional communication delays between control levels, whereas 
distributed architectures require controller synchronization and coordination, potentially in-
creasing control-plane overhead. Therefore, their effectiveness in improving QoS should be 
assessed in terms of controller workload, Controller–Switch and Controller–Controller com-
munication latency, and flow-setup time. Despite these approaches, balancing scalability 
with efficient QoS provisioning remains an open research challenge.

The dynamic nature of network traffic is another major challenge for effective implemen-
tation of QoS mechanisms in SDN environments. The requirements of real-time applications 
such as streaming, VoIP and IoT applications, where minimizing latency and packet loss is a 
key requirement for implementing QoS are constantly changing. The continuous growth in 
network load and variability in traffic conditions make it challenging to effectively enforce 
QoS policies, even using centralized control. Moreover, the necessity to collect and process 
information from the network immediately creates an additional burden on the controller, 
resulting in additional delay in decision making. In summary, ensuring QoS in dynamic 
environments remains a challenging problem, as existing approaches do not fully address 
the requirements of continuously changing network conditions and workloads.

Despite extensive research efforts by the scientific community to address the afore-
mentioned challenges, the evaluation of QoS mechanisms in SDN networks relies heavily 
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on simulation and emulation. Although these approaches offer flexibility, reproducibility, 
and control over experimental conditions, they cannot fully reproduce all the complexities 
and dynamic behaviors of operational networks. In particular, simulation models may not 
capture the effects of real hardware, protocol implementations, and interactions between 
network components. Consequently, the limited validation of proposed mechanisms in real-
world environments makes it difficult to assess the extent to which reported performance 
gains generalize to practical deployment scenarios. However, even studies conducted using 
real-world testbeds may have limitations and require further investigation. Moreover, sim-
plifying assumptions adopted in experimental evaluations may lead to an overestimation of 
the effectiveness of proposed QoS mechanisms. Consequently, limited empirical validation 
remains an important gap in the literature, hindering the assessment of whether reported 
results can be generalized to real-world deployment scenarios.

Beyond these evaluation-related challenges, the design and operation of QoS mecha-
nisms in SDN networks introduce additional complexity. Many recent approaches employ 
advanced techniques, such as machine learning and optimization algorithms, to improve 
resource allocation and traffic management. Although these techniques can enhance net-
work performance, they may also introduce computational overhead and increase sys-
tem complexity [46]. These challenges become particularly significant in large-scale and 
latency-sensitive environments, where decisions must be made within strict time constraints. 
Furthermore, integrating such mechanisms into existing network infrastructures may in-
crease management overhead and complicate deployment and maintenance. Therefore, 
developing computationally efficient, scalable, and practically deployable QoS mechanisms 
remains a key challenge in SDN-based networks.

Furthermore, interoperability and standardization remain important challenges to the 
successful integration of QoS mechanisms in SDN environments. Although SDN provides 
considerable flexibility and programmability, the coexistence of heterogeneous devices, pro-
tocols, and controller platforms can create significant implementation challenges [104,105]. 
QoS mechanisms are often designed around the specific requirements and characteristics of 
particular network environments, which may limit their portability and applicability across 
different infrastructures. These limitations become especially significant in multi-domain 
and hybrid networks, where SDN-based components must interoperate with traditional net-
working systems. Moreover, the lack of universally adopted interfaces and interoperability 
standards for certain aspects of SDN management can increase configuration and coordi-
nation overhead. Consequently, achieving interoperable, standardized, and portable QoS 
mechanisms remains an important challenge for the practical deployment of QoS-enabled 
SDN systems.

6. Conclusions
In this work, we investigate QoS in SDN through a combination of bibliometric and 

content analyzes. The aim was not only to describe how the field has developed in recent 
years but also to examine how QoS is defined, measured, evaluated, and applied across 
different SDN environments. The results show that QoS in SDN remains an active and 
complex research field. Our analysis indicates that QoS is no longer limited to improving 
individual performance metrics, such as latency or throughput, but also encompasses 
reliability, scalability, resource utilization, energy efficiency, traffic variability, and the ability 
of the network to support increasingly demanding application requirements. This diversity 
of requirements makes it challenging to develop a universally applicable QoS solution, 
as different environments prioritize different performance objectives.

The main contribution of this study is to bring together the different aspects of QoS 
and SDN synergy research in a structured and comprehensive perspective, providing a 
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clearer understanding of the progress achieved in the field and the areas that are not yet 
adequately explored. The main open challenges are as follows:
• Scalability and efficient QoS provisioning: Ensuring that SDN can provide QoS guar-

antees as the number of switches, flows, users, and network demands increases, with-
out excessive control-plane overhead.

• QoS in dynamic network environments: Maintaining QoS under changing network 
conditions, fluctuating traffic loads, mobility, congestion, and frequent topology changes.

• Supporting emerging high-bandwidth applications: Ensuring QoS under heavy traffic 
generated by AI, augmented reality (AR), virtual reality (VR), multimedia streaming, 
and real-time analytics.

• Impact of machine learning and optimization algorithms on QoS: Evaluating how 
integrating machine learning, optimization algorithms, and intelligent traffic man-
agement affects end-to-end QoS, controller overhead, decision-making latency, and 
resource consumption.

• Impact of security mechanisms on QoS: Investigating the performance trade-offs intro-
duced by computationally intensive security mechanisms, including their effects on 
latency, throughput, packet loss, and control-plane performance.

• Alignment with emerging application requirements: Updating QoS mechanisms 
and evaluation methodologies to reflect the requirements of modern applications, 
including ultra-low-latency communication, real-time interaction, and time-sensitive
data delivery.

• Evaluation of SDN-specific QoS metrics and incorporating AoI: Incorporating metrics 
that capture the performance of the SDN control plane and its interaction with the 
data plane, such as control-plane latency, topology discovery time, flow setup time, 
flow-rule installation latency, control-message overhead, and network reconfiguration 
time. In addition, traditional QoS evaluation needs to be extended beyond delay and 
throughput to account for the freshness of information, particularly in IoT, industrial 
control, and real-time monitoring applications.
Addressing these challenges through research is essential for the effective integration 

of SDN computing technologies across a wide range of domains, with the aim of enhancing 
QoS capabilities in terms of both performance and versatility.
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