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Abstract

As the railway industry undergoes digital transformation driven by Al, big data, and
5G/6G, secure data transmission for IoT-oriented railway operations has become a critical
challenge in high-speed railway (HSR) wireless communications. Covert communication,
which conceals wireless transmissions from eavesdroppers, together with reconfigurable
intelligent surfaces (RISs), MIMO, and millimeter-wave technologies, offers a promising
solution for enhancing security in such dynamic environments. This paper presents a com-
prehensive review of RIS-assisted covert communication for mmWave MIMO channels in
HSR IoT networks. We examine security threats and the limitations of existing schemes, in-
troduce the system architecture and channel modeling approaches, and summarize Doppler
shift compensation techniques for high-mobility scenarios. In particular, this review intro-
duces a service-priority-based covert constraint design framework as an original analytical
perspective, rather than a fully validated engineering solution, to improve adaptability
in diverse HSR operational contexts. We further provide a critical comparative review of
optimization algorithms, including convex relaxation, heuristic, and deep reinforcement
learning approaches, with a focus on their applicability and complexity trade-offs, and
outline future research directions. Beyond summarizing the existing literature, this review
integrates new analytical perspectives and simulation-based illustrations derived from our
recent publications, offering both a systematic reference and forward-looking insights for
researchers in this emerging field.

Keywords: 6G communication systems; high-speed railway (HSR); internet of things (IoT);
reconfigurable intelligent surface (RIS); wireless covert communication

1. Introduction
1.1. Background

Information and communication technology is a crucial enabler of intelligent railways.
In the fifth-generation (5G)-enabled intelligent HSR communication system, the scale of
IoT devices and the volume of data transmission are expected to increase explosively [1,2].
However, to meet the needs of free movement of IoT terminals, the wireless networking
mode and the broadcast nature of wireless channels make both 5G Railway (5G-R) and the
upcoming 6G-R vulnerable to external signal interference and attacks [3-5]. For example,
in the new generation of railway IoT driven by 5G, massive sensing equipment and mobile
terminals will face potential risks of eavesdropping and attacks. The data generated by
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railway IoT devices include confidential business data and user information, which, once
leaked, will cause significant damage to the privacy of enterprises and users. Eavesdroppers
may monitor the wireless channel to determine whether communication is taking place. As
a result, the train scheduling data and the user’s privacy data are being seriously threatened
by illegal eavesdropping devices, with this threat intensifying as visions such as ubiquitous
connectivity and twin cities are progressively implemented [6,7].

1.2. Related Work and Contribution

To ensure the safe transmission of data, cryptography-based upper layer encryption
technology is widely used. However, with the advent of supercomputing technologies such
as quantum computing, this mathematical encryption method could be cracked within a
short period of time. In addition, side-channel attack techniques like timing attack, energy
attack, and electromagnetic attack can avoid complex mathematical logic and directly
extract the information. The overhead associated with the management and distribution of
keys would likewise be prohibitive. If the identical password protocol is used, the risk of
being decoded similarly escalates [8].

As a complement to encryption technology, physical layer security inherently prevents
eavesdropping by exploiting channel randomness and variability [9,10]. However, secure
communication encompasses not merely the prevention of eavesdropping on content; it is
equally crucial to conceal communication behavior. Undetected communication behavior
can mitigate eavesdropping or decryption. Wireless covert communication provides a
solution for the concealment requirement of HSR communication systems because it can
hide the communication behavior [6,7,11]. In the HSR communication scenarios, the
eavesdropper typically uses a high-precision energy meter for detection. Therefore, how
to ensure the signal quality of trains in the 5G-R network while realizing reliable covert
communication and reducing the cost is the issue to be solved urgently.

Recently, the RIS technology has been widely used in the field of wireless communi-
cation [2,12-14]. RIS is a surface containing a large number of passive reflective elements,
each of which can independently introduce controllable amplitude and phase shifts to
the incident signals. By densely deploying RIS within a wireless communication system
and finely tuning its parameters, it is possible to improve communication performance
by increasing the expected power gain of the received signal and minimizing interference
destructively. RIS naturally has the outstanding characteristics of low cost, low complexity,
and easy deployment, which can solve the challenges in intelligent HSR communication
scenarios well [15,16]. Combined RIS, MIMO, and millimeter-wave technology can reduce
the Doppler shift and penetration loss of high-speed trains, expand the coverage of Base
Stations (BSs), enhance the transmission power of the signal, and promote the global de-
ployment of 5G-R networks [17,18]. In RIS-assisted railway IoT communication systems,
hidden communication behavior is also of great significance, such as whether communica-
tion occurs, its timing characteristics, whether the carrier is the train or a passenger, the
communication location, and the movement track of the Mobile Relay (MR). Therefore, this
study focuses on the RIS-assisted covert communication for IoTs in the HSR environment.

It is worth noting that, in addition to RF/mmWave links, optical wireless and fiber-
based communication technologies are also emerging as complementary solutions for
railway communication networks, offering ultra-high bandwidth and low latency for
future 5G/6G railway IoT systems [19]. Hybrid RF/optical architectures can leverage the
strengths of both domains as follows: mmWave /RIS links provide flexible coverage and
covert communication capabilities, while optical links deliver high-capacity backhaul and
fronthaul connectivity. This complementary integration represents a promising direction
for enhancing the overall resilience and capacity of railway communication networks.
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The contributions of this manuscript are classified into the following four categories:

(1) Models and results reproduced or adapted from the prior literature: The basic covert
communication model, the binary hypothesis-testing framework, the square-root law,
and the fundamental system architecture in Figure 1 are adapted from foundational
works such as Bash et al. [20], Wang et al. [21], and Chen et al. [11]. These are clearly
cited and presented for self-containedness.

(2) New formulations introduced by the authors: The service-priority-based covert con-
straint design was originally proposed by our research team. This formulation extends
the conventional KL-divergence-based covertness constraint by incorporating three-
tiered HSR business priorities, which, to the best of our knowledge, has not been
reported elsewhere. In addition, the comparative classification of Doppler compensa-
tion schemes with the recommendation of Scheme 3 for HSR scenarios reflects our
original analytical perspective.

(3) New simulation results generated specifically for this manuscript: The numerical
results presented in the comparison of Doppler shift compensation schemes, as well
as in the relationship between covert throughput and the number of antennas under
two asymmetric KL constraints, are newly generated for this review paper. These
simulations are not directly reproduced from any single prior publication; rather, they
are synthesized from our team’s prior work [6] with updated parameters and serve to
illustrate and support our comparative discussions.

(4) Content that is review, commentary, and comparative analysis: The comprehensive
survey of covert communication-enabling techniques, the systematic categorization
and complexity comparison of optimization algorithms, the performance-runtime
trade-off analysis, and the entire discussion on future research directions constitute
the core review content of this paper. These sections synthesize findings from over
100 references and provide critical comparisons and insights, rather than presenting
new technical solutions.

|
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Figure 1. The typical wireless covert communication system model.

The rest of the paper is organized as follows. In Section 2, this review examines
the basic concept of covert communication and related work. In Section 3, this review
examines how to build a RIS-assisted millimeter-wave MIMO covert communication model
in a railway IoT network, summarize the three Doppler shift compensation methods, and
propose a covert constraint design method based on business priority. In Section 4, this
review summarizes the existing algorithms for solving NP-hard problems with the example
of maximizing covert throughput. In Section 5, we point out the future challenges of
RIS-assisted MIMO covert communication research in HSR scenarios. Finally, we conclude
this paper in Section 6.

Notations: The notations used in this paper are as follows. Let a and A denote a vector
and a matrix, separately. x and XM denote the conjugate transpose of a vector x or a matrix
X. CM*N gtands for the set of M x N complex-valued matrices. CN (0, £) represents the
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distribution of a circularly symmetric complex Gaussian with zero mean and variance X.
~ stands for “distributed as”. | - | denotes the absolute value. The rank of § is denoted
by rank (S). The key symbols used throughout this paper, along with their descriptions
and dimensions, are summarized in Table 1 for quick reference. It should be noted that,
unless otherwise specified, the key parameter settings used in the simulation analysis in
this article are uniformly as shown in Table 1. The other unlisted parameters can be referred
to the cited references we provided.

Table 1. System model parameters and simulation parameter description.

Symbol Description Dimension/Domain Symbol Description Dimension/Domain
Channel matrix of Channel matrix of
Hir BS-RIS link Nk % Ng Grw RIS-Willie link Nw > NR
Channel matrix of RIS reflection coefficient
Gim BS-MR link N > Ng 6 matrix Ng x Ng
Channel matrix of BS transmit
Hrm RIS-MR link Ny > Nk WB beamforming vector Np > 1
Channel matrix of MR receive
Wiw MR-Willie link Nw x Nu WM beamforming vector Num > 1
Channel matrix of Number of antennas/
Hpw BS-Willie link Nw X Np Nz, Ny, Nw, Ng elements at BS, MR, 8,8,8,16
¢ Willie, and RIS
fe Carrier frequency 28 GHz o2, 0% Noise power —110 dBm
B System bandwidth 500 MHz Pp BS transmission power 42 dBm
v Train velocity 250 km/h K Packet length 200
. Covertness [0,1] d Antenna element A2

threshold parameter

spacing

The literature-search methodology: To ensure the comprehensiveness and repro-
ducibility of this review, we conducted a systematic literature search using the following
databases: IEEE Xplore, Web of Science, Scopus, and CNKI (China National Knowledge
Infrastructure). The search covered the period from 2013 (when Bash et al. first formulated
the covert communication capacity problem) to 2026. The primary search terms included

7

combinations of: “covert communication,” “low probability of detection,” “physical layer

7o ”oary

reconfigurable intelligent surface,” “intelligent reflecting surface,” “high-speed
railway,” “railway IoT,” “millimeter-wave,” “MIMO,” “Doppler shift,” “beamforming,”
and “finite block length.”

The inclusion criteria were: (i) peer-reviewed journal articles and conference pro-

security,

s

ceedings; (ii) works addressing covert communication theory, RIS-aided transmission, or
HSR wireless communications; (iii) papers that provide analytical models, optimization
frameworks, or performance evaluations relevant to the scope. We excluded non-English
publications (except for a few key Chinese-language papers on HSR-specific topics) and
works without explicit system models or quantitative results. The retrieved papers were
initially screened by title and abstract, followed by full-text assessment. Finally, 115 papers
were selected and categorized into thematic groups as follows: covert communication
fundamentals (Section 2), RIS/HSR channel modeling (Section 3), and optimization al-
gorithms (Section 4). This structured process ensures that our review is both systematic
and reproducible.
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2. Wireless Covert Communication Model

Bash et al. [20] first framed communication behavior detection as a binary hypothesis-
testing problem, suggested analyzing covert communication capacity via information
theory, and demonstrated the square-root law for covert capacity. However, subsequent
research [21-23] revealed that positive covert capacity can be achieved in systems with
numerous uncertainties, including noise, channel fading, interference, etc. In this section,
we first introduce the basic model of covert communication and the commonly used covert
performance indicators. Then, the approaches to achieving positive concealment capacity
are summarized, considering noise uncertainty, channel uncertainty, interference, finite
block length, etc. Notably, these methods may overlap.

2.1. Related Concepts of Wireless Covert Communication

As shown in Figure 1, the typical wireless covert communication system model
includes BS, User Equipment (UE), and unauthorized eavesdroppers (Willie). The BS
covertly transmits communication signals to the UE under the Willie’s surveillance. Willie
ascertains the communication status of the BS and UE based on power variations. Details
of covert communication transmission can be found in reference [8].

Similar to existing works on covert communications, we assume that Willie performs
the statistical hypothesis test to detect the existence of transmission from BS. In particular,
the null hypothesis, Hy, represents that BS keeps silence, while the alternative hypothesis,
Hj, indicates that BS is on for transmission. Under the two hypotheses mentioned above,
the signal received by Willie is given as follows:

[ 1(G)+NG), Hy
Yi(i) = { S(i) + 1(i) + N(i), H @)

where i denotes the index of the signal symbol. Variables I(i), N(i), and S(i) are the interfer-
ence, noise, and signal received by Willie, respectively.

Following a common assumption adopted in existing works, we assume that the prior
probabilities of hypotheses H, and H; are equal, i.e., 7ty = 711 = 0.5, for simplicity. Note that
this assumption can be directly extended to the case with arbitrary prior probabilities of
hypotheses. Then, the detection error probability at Willie, ¢, is given by

6 = 7TOPI'(D1 |H0) + 7'(1PI‘(D0 |H1) (2)

where Dy and Dy, respectively, denote the decision made by Willie in the favor of Hy and
Hj. Specifically, 0 < ¢ < 1. If ¢ = 0, Willie can detect the signal transmission from BS
perfectly. On the other hand, if ¢ = 1, Willie cannot make a correct detection at the time, i.e.,
a blind guess.

Therefore, when constructing the optimization problem of covert communication, the
lower bound of ¢ is usually taken as the covert performance index, i.e.,

>1-—e¢ 3)

where the term 1 — & denotes the minimum required probability for Willie to make a wrong
decision. The study of covert constraints is described in detail in Section 3.2.

2.2. Technologies Related to Covert Communication

In view of the capacity limit of the square root law proposed in the literature [20]
and the possible technical scheme of realizing positive covert rate proposed in the
literature [21-23], relevant teams have conducted a lot of research. Based on hypothesis-
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testing theory and information theory, performance analysis and scheme optimization are
carried out, which provided a solid theoretical basis for the practice of covert communica-
tion engineering. In general, the introduction of uncertainty enables higher-performance
covert communication. The following four covert communication schemes have been
widely used and studied.

Covert communication based on the uncertainty of noise. Taking advantage of Willie’s
lack of certainty about noise in the environment, noise uncertainty can be introduced to
increase its detection error probability. The literature [21,24-28] and others explored the
possibility of using noise generated by a transmitter, jammer, or relay to confuse Willie’s
judgment under different conditions. It is found that adding different power noises to
the channel can achieve positive concealment rate and increasing the power of noise
appropriately can improve the concealment performance of the system. In fact, in real
communication scenarios, the uncertainty of noise cannot be avoided due to temperature
changes, noise changes, and calibration accuracy. Therefore, it is of practical significance
and necessity to study the scheme of using natural noise or artificial noise in the environ-
ment for covert communication.

Covert communication based on the uncertainty of the channel. The literature [29]
revealed the possibility of BS using channel uncertainty to achieve positive rates. Based on
the real-time Channel Status Information (CSI) and statistical CSI, the limits of the covert
capacity under the constraint of relative entropy are derived, respectively. It is proved
that the positive rate can be realized in some cases by relying on channel information. In
addition, interference signals with random power generated by UE can also confuse Willie’s
detection [6,21]. However, this approach requires the UE to have the capability of self-
interference cancelation (SIC). In addition, the randomness introduced by the power of the
self-interfering signal may cause communication interruption at the UE. In general, wireless
covert communication based on channel uncertainty must require a communication bunker
so that this uncertainty can be converted into Willie’s detection uncertainty.

Covert communication based on assisted interference. In practice, it is more difficult
to hide the signal completely in the background noise. However, assisted interference
can produce randomly varying interference power, increasing the probability of Willie’s
detection error. The literature [30] proved that under AWGN and quasi-static Rayleigh
fading channels, extra jammers can bring positive rates. The literature does not require
jammers to know when BS communicates. For AWGN channels, by designing jammers to
transmit Gaussian signals of different power in the time slot where BS may communicate,
the effect equivalent to the uncertain noise power is achieved. The study of the literature [31]
provided a reference for the scheme design of medium- and long-distance wireless covert
communication. Specifically, it introduced an amplified relay with the ability to assist
interference and took the randomness of the relay transmitting interference power as a
covert source to confuse Willie.

Covert communication based on finite block length. It is impractical to assume
that Willie can use an infinite number of samples for covert communication with binary
detection, especially in some cases where the number of channel uses is limited or in ultra-
reliable low-latency scenarios [32]. This is because infinite block-length communication
makes Willie more capable of detecting the transmission. The literature [23] studied the
game problem between transmission reliability and concealment for short-packet covert
communication scenarios. In [33], considering the influence of pilot leakage on covert
communication over finite block length, a multi-antenna joint covert communication model
is constructed. The hidden throughput maximization problem subject to hidden constraints,
transmission reliability, and block length constraints is established, and a simple and
reliable solution is proposed. The literature [34] has developed a reliable scheme for covert
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transmission on multi-carrier channels with limited power and a limited block length
budget. At present, the problem of whether the finite block length and infinite block length
covert communication schemes are compatible in the same scenario still needs to be further
explored. In addition to the above, a small number of studies have also proposed the use of
transmission time uncertainty [35], multi-node covert network [36], path loss model [37],
multi-hop relay [38], multi-antenna emission [39], and other schemes to achieve positive
covert capacity.

Recently, some research has begun to explore the integration of traditional covert
schemes with emerging technologies such as RIS and Unmanned Aerial Vehicles (UAVs).
For example, Wang et al. [21] studied RIS-assisted covert communication. It is proved
that RIS can change the phase shift in the signal and improve the covert transmission
rate of the systems. The literature [6] studied the covert throughput maximization of
RIS-assisted HSR communication systems. To achieve reliable covert communication, the
authors assumed that the receiver generated a jamming signal of varying power to confuse
Willie. Considering the Doppler shift in the train and finite block length, an alternate
optimization algorithm is proposed to design the active and passive beamforming of
BS and MR. Simulation results verified the effectiveness of the proposed algorithm. In
addition, the literature [22] et al. studied covert communication involving UAVs from
different angles. However, the flight range and distance of UAVs may affect the safety of
trains [40], so the integration of low-altitude economy and rail transportation field needs to
be further studied.

The covert communication techniques that can achieve positive covert rates in HSR
communication systems are summarized in Table 2. It should be noted that in actual
networks, these methods are not mutually exclusive and they can work together to improve
the concealment of wireless communication networks.

Table 2. Existing covert communication techniques.

Techniques Refs.
Noise uncertainty [21,24-27]
Channel uncertainty [6,21,29,41,42]
Time uncertainty [35]
Location information uncertainty [2,43-45]
Finite block length [23,33,34,46]
Multi-node covert network [36,47]
Path loss model [37-43]
Multi-antenna emission [27,48-52]
Multi-hop relay [38]
RIS [2,6,7,52]

3. RIS-Assisted MIMO Covert Communication System for HSR

In this section, this review summarizes the typical model of wireless covert com-
munication in HSR scenarios, analyzes the characteristics of fast time-varying channels,
addresses the Doppler shift compensation problem, and proposes a new covert constraint
design scheme based on the priority of HSR IoT communication services. It should be
noted that the system model presented in this section is intended to provide a general
architectural framework for RIS-assisted covert communication in HSR scenarios, synthe-
sizing modeling approaches from the existing literature [5,6,21,53-55]. Its purpose is to
establish a common reference point for the subsequent discussions on Doppler compen-
sation, covert constraint design, and optimization algorithms, rather than to serve as a
fully specified system model for a novel algorithmic contribution. Detailed derivations of
specific modeling assumptions—including warden location uncertainty, jamming power
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distribution, residual self-interference, and imperfect CSI models—can be found in the
cited references [6,21,54,55].

3.1. Covert Communication Model of HSR

The RIS-assisted HSR covert communication model mainly consists of five parts,
as shown in Figure 2. There are mainly high-speed moving trains, a multi-antenna BS
deployed alongside the track, an RIS deployed between adjacent BS, multi-antenna eaves-
droppers present in the environment, and trackside buildings that sometimes block the
signal transmission. The function of RIS is to assist covert communication between the
BS and the train, avoid obstacles, and alleviate signal deviation caused by the Doppler
effect. In order to reduce penetration losses, it is usually assumed that the top of the train
is equipped with a multi-antenna MR, which is used to communicate with the ground
BS instead of the train and all the IoT devices inside the train [5,53]. Due to the high
attenuation of millimeter-waves and the harsh propagation environment, we consider only
the single reflection of the RIS.

Based on the above analysis, the received signal at MR is given by

Yuli) = Mli] (Gamli] + Hi 1] ©Hgr i) ) F[ils5i] + Nuli] )

where M € CNM*1 and F € CN8*! represent the beamforming vector at the BS and at the
MR; variable Ggyy € CNM*Nb Hpp € CNR*NB, and Hgy € CNM*Nk represent the channel
matrix of BS-MR, BS-RIS, and RIS-MR links, respectively. Furthermore, ©® < CNr*Nr
is the reflection coefficient matrix of RIS, s[t]~CN(0,1) is the covert information signal
transmitted from BS, and Ny, ~ CA(0,0%,) is the noise received at MR.

* 2
i
e —
A
O0=X
=)

@ o

A B B A o e —

BS, RIS, MR, Willie, HSR RIS Moving
Np antennas Ny antennas N, antennas Ny antennas Controller  Direction

Figure 2. The RIS-assisted millimeter-wave MIMO covert communication model in HSR IoT network.

3.2. Wireless Channel Model and the Compensation of Doppler Shift

Considering the universality of the model, it is generally assumed that RIS is deployed
in an ideal location with line-of-sight (LOS) components, and the Willie can be adaptively
adjusted to a hidden location conducive to detection [54].

(1) Wireless channel model

In Figure 2, the positions of the BS, RIS, and Willie are fixed, but MR moves with the
train. Therefore, we consider HBR, Wgyy € CNW*NB (the channel between BS and Willie),
and Wxy € CNwXNR (the channel between RIS and Willie) to be quasi-static millimeter-
wave channels without Doppler shift. Variable Ggyi, Hrp1, and Wi € CNw*Nu (the chan-
nel between MR and Willie) are time-varying millimeter-wave channels with Doppler shift.
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With reference to the Saleh—Valenzuela model of millimeter-wave channel [54], the
quasi-static channel HBR is modeled by

NzN Lgr
Hyg = | LBBRRpg%a,((pg,eg)a{f((pg,eg) )

where Lgg is the number of paths, and a, is the channel coefficient of the p-th path. Variables

a,(¢, 0) and a;(¢, 0) are the array response vectors of the BS and RIS, respectively. af
represents the conjugate transpose of vector a. Parameters ¢;, 6,, ¢;, and 0, are the
signal arrival and departure azimuth and pitch angle of the BS-RIS link, respectively. For
simplicity, we omit the signal symbol index i in the following, but the angle information
needed for channel modeling is still associated with the position of MR in each symbol
cycle. Research on train position and angle information can be obtained from [55].

(2) The compensation of Doppler shift

In scenarios where users move at slow speeds, the Doppler frequency shift between
high-speed trains and the BS or RIS can significantly affect system performance [56-58]. To
facilitate a clear comparison, the three Doppler shift compensation schemes considered in
this review are uniformly referred to as Scheme 1, Scheme 2, and Scheme 3, respectively.
Their definitions and modeling bases are summarized as follows.

Scheme 1 (Direct Incorporation): In this scheme, the Doppler shift is directly incorpo-
rated into the channel model as a random variable, and no on-demand compensation is
performed. This approach follows the works in [59-61]. Scheme 2 (RIS-Assisted Compen-
sation): In this scheme, the RIS phase shifts are designed based on prior train information,
such as speed, position, and trajectory, to simultaneously maximize the instantaneous SNR
and minimize the Doppler shift. This approach follows [18,19,62].

Scheme 3 (Outdated-CSI-Based Compensation): In this scheme, the relationship be-
tween the outdated CSI and the real-time CSI is modeled using the Clarke-Jakes spectrum
with a temporal correlation coefficient. This approach follows [7,52,63,64]. Specifically, let
Ts denote the delay between the outdated CSI and the real-time CSI. The relation between
the outdated CSI H[t] and the real-time CSI H[t + Ts] is expressed as

H[t + T3] = «H[t] + /1 — x2AH[t + T5] (6)

where x = Jo(27 fp Ts) represents the temporal correlation coefficient or is termed as
outdated CSI coefficient, fp is the Doppler shift, J(:) is the zeroth-order Bessel function of
the first kind, and AH stands for the error term.

The performance of the three Doppler shift compensation schemes is compared in
Figure 3 and Table 3. We assume that the speed of the train is 360 km/h and the center
frequency of the system is 28 GHz. It can be seen that scheme 2 and scheme 3 have similar
performance in compensating Doppler shift, both of which are better than scheme 1. As the
train moves away from BS, the compensation capabilities of both schemes become more
apparent. In addition, scheme 2 is slightly better than scheme 3, because RIS can accurately
beamform the train at each location and compensate for frequency deviation. However,
as previously analyzed, the computational complexity of scheme 2 is higher than that of
scheme 3. Therefore, the selection of the Doppler shift compensation scheme should be
suitable for practical application scenarios.
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Table 3. Comparison of the three Doppler compensation schemes.

Aspect Scheme 1 Scheme 2 Scheme 3
Real-time CSI, train prior
Required CSI Statistical CSI only information (speed, position, Outdated-CSI * te.m.poral
. correlation coefficient
trajectory)
. . High (requires per-location .
Computational Complexity Low RIS phase shift optimization) Medium
Update Frequenc Low (based on statistical High (real-time Medium (depends on CSI
p 9 y distribution) per-symbol/location update) update interval)
Robustness to Positioning High (not sensitive to Low (performance degrades Medium (depends on
E e . e e accuracy of correlation
rror positioning) with positioning inaccuracy)
model)
argﬁgﬁ;;es ;1113 E:S-etlime Requires historical CSI
Practical Implementation Simple; no additional p g enc. storage and delay
. control; high .0
Requirements hardware needed estimation; moderate
hardware/software
overhead
overhead

Low-speed or Scenarios with strict delay =~ High-speed scenarios with

Applicable Scenarios . requirements and sufficient limited real-time CSI
delay-tolerant scenarios . 1
computational resources availability
WOT————————————————————————————— 35
8829.6
7500 - e L
N N
=) 55
&= i o
= 6000 1 Actual value %:J
5 —=+— Scheme 1 L0 &
§ 4500 - —o— Scheme 2 %
A —+— Scheme 3 15 A
E b
£ 3000 - 3
151 <
& -10 &
o (0]
E 3
1500 - s 8
Q
0 _ T T T T T 0
0 50 100 150 200 250 300

The distance between BS and MR (m)

Figure 3. Performance comparison of three Doppler shift compensation schemes.

Given the rapid time-varying nature of the HSR wireless channel, it can be seen from
the specific data in Figure 3 that the maximum Doppler shift in MR is 8829.6 Hz, and the
coherence time obtained by calculation is about 113 ps, which is far less than the standard
time slot length of 5G. Therefore, based on the main research content of this paper, we
believe that scheme 3 is more suitable for HSR scenarios. If the influence of MR Mobility on
time-varying channels is temporarily ignored, the modeling of time-varying channels Gy,
Hpgp1, and Wy can be obtained by combining Formulas (4)—(6) with a smaller estimation
error. In low-speed scenarios where delay requirements are low and high-priority services
are not required, scheme 2 can also be used to compensate for the Doppler shift.
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(3) Covert constraint design based on service priority

Based on the above-mentioned in Section 2.1, most existing studies use Kullback-
Leibler (KL) diversity and total variation (TV) distance to improve the Willie’s detection
error probability and take it as a covert constraint [6,65,66]. The optimization goals usu-
ally aim to maximize covert transmission rate [21,65], channel capacity [7,67], or covert
throughput [6,23,66], and so on. However, in HSR scenarios, to avoid system disorder,
priority must be set for both the scheduling of IoT services and resource allocation. The
system allocates parameters and performs corresponding actions based on business priority.
Therefore, in the face of covert communication in HSR scenarios, it is necessary to set a high
covert constraint level for higher-priority services to prevent important communication
content from being eavesdropped. Considering the safety requirements and real-time
performance of HSR services, we divide the main services into three levels and identify
them with corresponding numerical quantification [68,69], as shown in Table 4.

Table 4. Priority classification of HSR communication services.

Priority Level Representative Services Numerical Value
. Railway emergency calls, emergency voice/video communications,

High > . .. 3

traffic-related scheduling communications, etc.
. Non-vehicle-related scheduling communication, operation and

Medium . . . . 2
maintenance voice/video communication, etc.

Low Ordinary data communication/file transfer for users in the train, etc. 1

The priorities of HSR communications services are defined as follows: services that
require high security levels and immediate response (milliseconds or even shorter) are
defined as high priority. From the generation of services to the transmission there is a
certain easing time (response time is obviously longer than the high-priority services), and
the security levels are not strongly required to be defined as the medium priority. Common
short-data communications/file transfers of users and low-security services that do not
require response actions are defined as low priority. It should be noted that the priorities of
medium and low services can be upgraded as appropriate.

To obtain a more tractable and analytically convenient covertness constraint, the
original constraint (3) can be reformulated using the likelihood functions, KL divergence,
total variation (TV) distance, and Pinsker’s inequality. Specifically, let Ly and L; denote
the likelihood functions of Willie’s observations under hypotheses Hy and Hy, respectively.
The total variation distance between the two distributions satisfies Pinsker’s inequality:

Ty (L Ly) < \/ 5D (Le|Ly) )

where Ty (Ly, L) represents the TV distance between variables L, and L,, and D(Ly | | L)
represents the KL diversity between variables Ly and Ly, (x, y) = (0,1) or (1,0). It can be
seen that D(Ly | I Ly) < 2¢? is more stringent than (3) [6]. This reformulated constraint
(7) is a sufficient condition for (3), meaning that any system satisfying (7) automatically
satisfies the original covertness requirement with a conservative safety margin. It is im-
portant to note that (7) is stricter than (3) and thus represents a more conservative design
approach, which may reduce the achievable covert throughput but ensures more robust
covertness performance.

Due to the asymmetry of relative entropy, the results obtained by using D(Lg | | L1)
and D(L; | | Lg) as covert constraints are generally different [70]. In Figure 4a, assuming
other variables remain unchanged, we compare the changes in system covert throughput
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under two KL diversity conditions. We can see that the throughput under the two covert
constraints increases with the number of BS’s antennas. However, the covert throughput
under the constraint D(Lg | IL;) < 2¢? is always higher than D(L; | ILg) < 2¢2. This is
because D(L; | | Ly) < 2¢? is stricter than D(Ly | 1 L1) < 2¢2, and this conclusion can also be
found in [71].

35 T T T T T T T 60
° D(L()HLI)SZSQ 55
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2 30
2 =
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£ 45
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Figure 4. An example of the strictness analysis of covertness constraint parameters. (a) The asymmetry
of relative entropy’s influence on covert throughput; (b) The influence of covert constraint parameters
on covert throughput.

The hidden constraint parameter x is strictly correlated with the priority of the business.
We define that when ¢ is less than 0.04, it corresponds to high-priority business. ¢ falls
within the range of 0.04 to 0.10 and corresponds to the most prioritized business of the
medium category. For the lower-priority services, the value of ¢ is greater than 0.10. As
shown in Figure 4b, as the priority of the service increases (¢ decreases), covert throughput
becomes smaller. This is because higher-priority covert services require a smaller ¢ to ensure
secure transmission. A smaller x leads to a decrease in covert throughput. Furthermore, the
figure also shows the impact of the data packet length K on the system. We set K to be 200,
400, and 800 respectively, corresponding to high-priority, medium-priority, and low-priority
services. For high-priority services, the number of packets transmitted at one time should
not be excessive; otherwise, the transmission becomes more vulnerable to eavesdropping.
For more advanced operations, the number of packets should not be excessive; otherwise,
it would be vulnerable to eavesdropping. Therefore, the smaller the value of K is, the fewer
samples Willie can observe, and covert throughput will increase instead.

To sum up, in the HSR covert communication system, the design of covert constraints
can be given by referring to Table 2 and equation D(Ly | I L,) < 2¢?, where the values of
(%, ) and ¢ are related to the priority of IoT services.

4. Optimization Algorithm for Covert Throughput

Based on the covert constraints, covert communication technologies, and the HSR
covert communication model introduced in Sections 2 and 3, the RIS phase shift, BS
transmit beamforming, and MR receive beamforming can be jointly optimized to achieve
the desired goals, such as maximizing covert throughput (covert transmission rate), energy
efficiency, and minimizing signal transmission delay. In this section, we will start from the
construction of target problems and introduce and summarize the optimization algorithms
to solve such problems.
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4.1. Problem Formulation

Considering the system model shown in Figure 2, for covering the transmission from

BS to MR, MR transmits jamming signals with varying power to confuse Willie on the

detection of the covert communication. MR’s self-interference channel, fy;~CN (0,¢), where

the SIC coefficient ¢ € [0, 1] is determined by the efficiency of performing the SIC at MR.

Considering short-packet communication of finite block length, the covert throughput at
MR is given by

7 =KR(1 - 0) ®)

where J is the decoding error probability at MR, K is the packet length, and R is the
information transmission rate from BS to MR, which is given by [72]

1 ) Q'(9) ©)

1
R =log, (1 + +.=11-
g (1+vm) K( (v + 1)2 In(2)

where Q!(-) represents the inverse Q function and 7 is the Signal to Interference plus
Noise Ratio (SINR) at MR, which is given by

|M(Gpy + HE\ ©OHgg) FH |
PPy + 02,

T™ = (10)
where P)y; is the transmitting power of MR’s interference signal.

When the packet length K and the decoding error probability 6 at MR are determined,
it is obvious that maximizing the system covert throughput is maximizing the SINR at MR.
Therefore, the covert throughput maximization problem is formulated as

MEe M

st.  Cl: D(Ly||Lp) < 2¢2,
C2: ||F||3 < Ps, (11)
C3: @] =1,

m= 1/ /NR‘U/n:]-/"' /NR]’I

where N, and Ngj, are the number of rows and columns of RIS elements, respectively.
C1 is the covertness constraint; the constraint C2 indicates the maximum BS transmission
power limited to Pp; and the constraint C3 is the phase shift in RIS elements. Note that we
use D(L; | I Ly) as a covert constraint in this paper because we have already shown that
D(L1 1 I Lp) is greater than D(Lg | | Ly).

4.2. Optimization Algorithms

The primary challenges in achieving the optimal solution for problem (11) encompass
the following. First, due to the constraints of the RIS unit module, the optimization problem
is non-convex or NP-hard. Second, RIS phase shift, BS transmitting beamforming, and MR
receiving beamforming in (10) are coupled to each other. Therefore, it is difficult to obtain
the global optimal solution for this kind of problem. Most of the existing work focuses
on obtaining efficient local optimal solutions with lower complexity, and some studies
have confirmed that suboptimal solutions can also obtain better system performance than
without RIS assistance.

Once the RIS phase shift is determined, the optimization problem transforms into a
well-researched traditional beamforming design problem. Alternate optimization (AO)
algorithms are usually used to decouple optimization variables. If the expression of SINR
is more complex, the original problem can be transformed into a new manageable but
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approximate problem using such things as the Weighted Minimum Mean Square Error
(WMMSE) algorithm [73] or Fractional Programming (FP) [74]. This section will introduce
and analyze the existing optimization methods, some of which have crossover, can be used
alone, or can be used in combination under certain conditions.

(1) Traditional Algorithms

(a) Relaxation Algorithms (taking the Semidefinite Relaxation (SDR) as an example)

The SDR [75-81] method is the most common method for optimizing the phase shifts
under constraint C3, i.e., for continuous phase shifts. Define V = O0H. Then, the unit
module constraint of RIS can be equivalent to V > 0 and rank(V) = 1. By using the SDR
method to remove the non-convex rank one constraint, the original problem is transformed
into a convex semidefinite programming problem, which can be solved by CVX [81]. In
general, the obtained relaxed problem is not a rank-one solution, i.e., rank(V) # 1. In this
case, the Gaussian randomization method [6,61] is utilized to obtain a rank-one solution.
Similar algorithms include Rank One Equivalents (ROEs) [82,83], relaxation and projection
(RP) [84,85], etc.

(b) Manifold Algorithms (taking the Complex Circle Manifold (CCM) [86-88] as
an example)

The constraint space in C3 can be regarded as the product of Nz complex circles. The
original unit module constraint is transferred to the manifold space by projection, and the
RIS phase shift is optimized by the gradient ascending or descending method to minimize
the objective function. Finally, the optimal solution is obtained. However, before this,
other constraints need to be eliminated by means of singular value decomposition, AO, or
water-filling algorithm [55]. The challenge of manifold optimization algorithms resides in
designing the gradient search direction and convergence conditions appropriately. Similar
algorithms include Riemannian Manifold (RM) [55,89], etc.

(c) Gradient Algorithms (taking the Gradient Descent (GD) [90,91] as an example)

When the objective function y)(®) is differentiable, the optimization problem can be
solved by the GD method. Specifically, let @' be the phase shift vector at the t-th iteration.
Then, the optimization variable © at the (¢ + 1)-th iteration is updated as

0! = exp(jarg(0' — uVerM(0)|g_e)) (12)

where y is the step size, Vg is the gradient operator, and the arg(-) operator is used for satis-
fying the unit-modulus constraint. The objective function can be maximized or minimized
through a suitable design of the step size and gradient operator, iteratively optimizing
the RIS phase shift. Other similar algorithms include Gradient Boosting (GB) [92] and
Accelerated Projected Gradient (APG) [93,94], etc.

(d) Penalized Algorithms (taking the Penalty Convex-Concave Procedure (PCCP) [95-97]
as an example)

The PCCP method equivalently rewrites the RIS unit module constraints and then
uses the successive convex approximation method to transform the original non-convex
constraints into a series of tractable approximate convex constraints. If necessary, it needs to
define auxiliary variables to solve the RIS phase shift, and sometimes it also needs to solve
the RIS phase shift by CVX. Similar algorithms include the Alternating Direction Method
of Multipliers (ADMM) [75,98,99], the Barrier Function Penalty (BFP) [100,101], etc.

(e) Iterative Algorithms

The Block Coordinate Descent (BCD) [102-104] and the Majorization-Minimization
(MM) [16,90,105] are two widely used iterative optimization techniques for RIS phase shifts.
The difference is that the main idea of the BCD is to keep the reflection coefficients of
other RIS elements unchanged and continuously optimize the phase shift in a single RIS
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element in an iteration cycle until all phase shifts are optimized one by one. However,
the MM algorithm is to approximate a complex problem into a series of more tractable
subproblems, which are then solved iteratively. The MM algorithm needs to construct a
surrogate function to replace the original objective function under specific conditions until
the iterative process converges. Similar algorithms include the Block Coordinate Ascent
(BCA) [106,107].

Traditional optimization algorithms mostly deal with non-convex and coupled prob-
lems through mathematical means, which is the basic method to solve NP-hard problems.
However, such methods rely on assumed mathematical models, and the performance loss
is sometimes not accurately characterized. With the increase in the number of antennas
in the system, the algorithm complexity will be higher, and its application to the HSR fast
time-varying scene remains to be studied.

(2) Heuristic Algorithms

Heuristic algorithms [108-110] are widely used in the field of non-convex optimization
when the objective function is complex or the calculation of the gradient cannot converge
for a long time. Taking Genetic Algorithm (GA) [108] as an example, we can regard the
RIS phase shift as the chromosome of the individual in the population and the SINR as the
fitness of each individual. Through iterative optimization, the individuals with low fitness
are continuously eliminated, and the parents are generated in the remaining individuals
with high fitness. After crossover, the offspring are generated for continuous evolution,
and the final output of the chromosome with the highest fitness in the current population
is the optimal RIS phase shift. Similar algorithms include Particle Swarm Optimization
(PSO) [109,110].

The heuristic algorithm is suitable for solving combinatorial optimization problems
because it has strong global search ability and can search for the global optimal solution with
high probability. However, sometimes the convergence speed of the heuristic algorithm is
slow, and the algorithm performance is more dependent on the parameter settings.

(3) Deep Reinforcement Learning (DRL) Algorithms

Model-free reinforcement learning (RL) is a dynamic programming tool that can be
adopted to solve the decision-making problem by learning the optimal solution in dynamic
environments. [111] For fast-moving scenarios, the literature [53,112-114] et al. began to
study the use of RL methods to solve and optimize the RIS phase shift. Unlike supervised
learning methods, the DRL methods do not require training labels, and the training phase
with high complexity can also be optionally executed offline. Taking the Deep Determin-
istic Policy Gradient (DDPG) algorithm as an example [114,115], the RIS-assisted covert
communication system (shown in Figure 2) can be regarded as an environment, and the
central controller of the BS can be regarded as an agent. Problem (11) can be transformed
into a Markov Decision Process (MDP) problem, where the state space is composed of the
channel information, covert transmission rate, and covert constraint in a symbol period,

ie., s = Gglgd, H](g%, H}gA, R, s} . The action space consists of BS transmit beamforming, MR

receive beamforming, and RIS phase shift, i.e., a; = [M ® F®O @®]. The design of the reward
function is related to the objective function and constraints. By appropriately designing
the parameters of the neural network, a DRL framework with fast convergence and strong
reliability can be trained to solve the RIS phase shift, as shown in Figure 5. During the net-
work training process, the framework can also continuously acquire information from the
environment and improve. The details of the DDPG algorithm can be found in [114,115].
Other similar algorithms include Convolutional Neural Networks (CNNs) [115], Deep
Q-Learning (DQL) [112], and their derived algorithms [111].
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Figure 5. The DDPG framework used to solve Equation (11) and its performance. where (a) represents
the DDPG framework; (b) To study the influence of the learning factor on the performance (average
reward) of the DDPG neural network; (c¢) Comparison of training loss and validation loss for the
DDPG neural network.

4.3. Complexity Analysis

In Table 5, we summarize the algorithms proposed in Section 4.2 and compare the
highest order of magnitude (rather than the specific value) of computational complexity of
each algorithm when solving the established non-convex problem. This is because these
algorithms usually have different application scenarios and system models, and most of
them need to be combined with other algorithms [83-86]. Therefore, we prefer to provide a
comparison of the algorithms with the highest order of magnitude of computational com-
plexity, and more detailed algorithm information can be obtained from the table references.
In Table 5, N denotes the number of RIS reflecting elements, unless otherwise specified
in the referenced literature for heuristic and DRL algorithms where N may also represent
population size or network dimensions as defined in the corresponding references.

It can be seen from the table that the computational complexity of the traditional
optimization algorithm is higher than that of the heuristic algorithm and the DRL algorithm.
This is because most of the traditional optimization algorithms use mathematical methods
to iteratively optimize the target variable, the number of antennas in the system, the
choice of iteration strategy, and convergence conditions which will affect the computational
complexity, and most of them need to be combined with other algorithms. For example,
SDR, CCM, and other algorithms are only used to solve the unit modulus constraint
problem of RIS phase shift. After the process of relaxation and projection, the optimal
solution of the established problem needs to be obtained by AO, BCD, ADMM, and other
algorithms. Compared with traditional optimization algorithms, heuristic algorithms have
the ability to deal with NP-hard problems with complex and large amounts of calculation.
Through the appropriate design of population characteristic parameters (such as fitness
value, etc.) and search strategy, the global optimal solution of the problem can be obtained
with high probability, and the computational complexity is low. However, it is difficult
for heuristic algorithms to change the search strategy and make adjustments in time when
facing the dynamically changing channel in HSR scenarios. As mentioned above, DRL-
based neural network frameworks are able to continuously acquire information from the
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environment and make intelligent decisions. Although the computational complexity of the
algorithm is not obvious compared with the heuristic algorithm, the learning and training
phase of the model can be executed offline, which can greatly reduce the pressure of the

system load and delay.
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Figure 6. Performance-runtime trade-off of different optimization algorithms: (a) information
transmission rate versus CPU runtime; (b) covert throughput versus train speed.

Figure 6 illustrates the performance of several algorithms discussed in Table 5 from the
following two complementary perspectives: (a) the information transmission rate versus
CPU run time, and (b) the covert throughput versus train speed. As shown in Figure 6a,
CCM, BCD, and similar algorithms can provide a high information transmission rate within
a short running time, but their computational complexity is high, and they usually need to
be combined with other algorithms when facing multi-constraint problems. The running
time of SDR, ROE, and related algorithms is long, making them unsuitable for fast-moving
HSR scenarios. GD, APG, MM, and GA exhibit moderate performance in terms of both
running time and information transmission rate. Although the DDPG algorithm does not
achieve the best performance and its running time is higher than that of CCM, GD, and
some other algorithms, the training phase of DRL frameworks can be performed offline. In
the ideal case, offline training can almost eliminate the latency introduced by real-time data
processing. In addition, DDPG combined with MDP can directly solve the multi-constraint
non-convex coupling problem without resorting to other algorithms, which further reduces
the computational complexity and time overhead of the algorithm.

Figure 6b compares the impact of train speed variation on the system covert through-
put. The covert throughput of the proposed DDPG algorithm and the comparison algo-
rithms all gradually decreases as the train speed increases. However, the proposed DDPG
algorithm exhibits relatively stable performance after the train speed exceeds 144 km/h,
indicating that it can adapt to high-mobility scenarios with good robustness. In contrast,
the covert throughput of the BCD and AO1 algorithms decreases sharply and fluctuates
significantly as the train speed increases. The main reason is that the BCD algorithm, when
using train position information for beam alignment, does not account for the accumulation
of Doppler shift caused by high train speed during operation, which leads to severe train
positioning errors and deteriorates algorithm performance. The AO1 algorithm is mainly
designed to provide communication services for low-speed and stationary users; when
applied to HSR communication scenarios, the rapid user movement, Doppler shift effect,
and train penetration loss seriously degrade its performance. In addition, when the train
speed is below 252 km/h, the performance of the DDPG algorithm is almost consistent
with that of the AO algorithm. As the train speed continues to increase, however, the
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disadvantage of traditional mathematical algorithms in dynamic adaptability becomes
apparent, and the covert throughput performance drops rapidly. In contrast, DRL can
continuously perceive environmental changes and adjust its learning strategy, thereby
ensuring the robustness of covert transmission during train operation. Specifically, in the
speed range of 252-504 km/h, the covert throughput of DDPG is on average 13.4% higher
than that of the AO algorithm, and the total fluctuation amplitude is on average reduced
by 28.8%, demonstrating its strong adaptability to fast time-varying channels.

In summary, in the RIS-assisted HSR covert communication system, the number of
antennas, delay, robustness, and concealment of the equipment should be comprehensively
considered, and the optimization algorithm should be reasonably selected to solve the
problem. It is worth noting that the above-mentioned algorithms are not mutually exclusive
in practical applications. For example, a DRL framework can generate an initial solution
for the RIS phase shifts during the offline training phase, which is then fine-tuned by BCD
or MM algorithms. This hybrid architecture combines the global search capability of DRL
with the local convergence precision of traditional optimization methods, offering potential
advantages in coping with the rapidly time-varying channels in HSR scenarios.

Table 5. Detailed classification and computational complexity of optimization algorithms.

Categories Name Computational Complexity
SDR [55,75-81] O (N®)
Relaxation 3
algorithms ROE [82,83] O (V)
RP [84,85] O (N*)
Manifold CCM [55,86-88] <O (N*?)
algorithms RM [55,89] <O (N*?)
GD [90,91] <O (N*)
Gradient o 4
algorithms Tradl’Flonal GB [92] <O (N%)
algorithms APG [93,94] O (N?)
PCCP [55,95-97] O (N*P)
Penalized ADMM [75,98,99] O (N3
algorithms
BEP [100,101] O (N?)
BCD [102-104] O (N®)
Iterative 45
algorithms BCA [106,107] O (N*5)
MM [16,90,105] O (N?)
Heuristic GA [108] @ (Nz)
algorithms PSO [109,110] O (N?)
2
Deep reinforcement DDPG [114] <O (V)
learning CNN [111,115] <O (N?)
algorithms DQL [112] <O (\?)

5. Future Directions

In future communication networks with ubiquitous intelligent connectivity of every-
thing, the cross-research of RIS and wireless covert communication will inevitably promote
the development of HSR communication systems in a safer and more intelligent direction.
The HSR wireless communication network has the characteristics of rapid change in chan-
nel conditions, large Doppler shift, frequent handoff, high level of security requirements,
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and complex business types. Although the research on covert communication has made

rapid progress in recent years, there are still many challenges in HSR scenarios, such as:

)

@)

®G)

4)

Accurate CSI acquisition in high-speed mobile scenarios. Due to the fast time-varying
characteristics of the HSR wireless channel, the research under the assumption of
perfect CSI or statistical CSI cannot truly reflect the operation scenario of the train.
The literature [55] constructed an RIS-assisted HSR channel model by using train prior
information and then proposed an effective estimation method for train positioning
error, which provided reference for obtaining real-time CSI of HSR scenes. However,
the estimation method for train positioning error requires further study and improve-
ment. Therefore, it is still a difficult problem to accurately obtain the real-time CSI of
the channel between the high-speed train and the BS.

Improvement of the covert performance evaluation system. Most of the existing
studies consider the detection error probability from the perspective of Willie. How-
ever, in the actual HSR scene, the location of Willie is difficult to determine due to
the real-time detection requirements, which leads to the inability to obtain the CSI.
Therefore, it is impossible to accurately measure the covert communication by relying
on the existing covert performance indicators. Future research should design more
comprehensive concealment evaluation indicators from the perspective of legitimate
receivers and transmitters.

Potential problems of RIS deployment in HSR scenarios. RIS-assisted 5G cellular
network communication has made great progress in the aspects of industry, uni-
versity, research, and application (e.g., coverage expansion, signal enhancement,
high-frequency communication, three-dimensional positioning, IoT, edge computing,
physical layer security, spectrum sensing and sharing, full-duplex communication,
multi-cell communication systems, integrated sensing and communications, etc.), but
the application in HSR scenarios is still in the stage of theoretical research. In the
actual HSR communication network, the size and location of RIS will have a great
impact on the system performance. Therefore, in order to ensure that RIS can provide
efficient gain for more networks, it is necessary to accelerate the measurement research
of RIS in HSR scenarios.

Hybrid RF/optical communication for railway IoT networks. While this paper focuses
on RF/mmWave covert communication, future railway networks will likely adopt het-
erogeneous architectures integrating both wireless and optical technologies. Optical
wireless communication (OWC) and fiber-based solutions can provide ultra-high-
capacity backhaul links to complement trackside mmWave /RIS access networks [19].
However, the integration of covert communication requirements into such hybrid
systems poses new challenges, including the coordination of security mechanisms
across different physical layers and the seamless handover between RF and optical
links under high-mobility conditions. This direction warrants further investigation.

6. Conclusions

In this paper, we presented a comprehensive overview of covert communication

research in HSR IoT networks. We first summarized the primary security threats facing

the new generation of railway IoT systems driven by 5G and other digital technologies,

introduced the fundamental covert communication model, and reviewed the seminal work

on achievable positive covert capacity. Subsequently, we elaborated on the RIS-assisted

millimeter-wave MIMO wireless channel model in HSR IoT environments, compared

existing Doppler shift compensation schemes, and proposed a covert constraint design

method that takes into account the priority levels of HSR services. Furthermore, taking

covert throughput maximization as a case study, we analyzed and compared various
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optimization algorithms, providing useful insights for addressing the non-convex coupling
problems inherent in HSR covert communications. Finally, we discussed several promising
directions for future research.

Importantly, this study demonstrates that incorporating service priority into covert
constraint design can effectively strike a balance between security and quality of service
(QoS) in RIS-assisted HSR communication systems. However, practical deployment still
faces significant engineering challenges, particularly in real-time channel state information
(CSI) acquisition and the optimal placement and configuration of RIS panels. Looking
forward, the integration of a holistic sensing-communication-security framework into HSR
scenarios emerges as a particularly promising avenue, wherein environmental sensing data
can be leveraged to inform and enhance covert communication decision-making.
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