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Abstract

Telecommunication infrastructures rely on cryptographic protocols designed for long-term
confidentiality, yet data exchanged today faces future exposure when adversaries acquire
quantum or large-scale computational capabilities. This harvest-now, decrypt-later (HNDL)
threat transforms persistent communication records into time-dependent vulnerabilities.
We model HNDL as a temporal cybersecurity risk, formalizing the adversarial process
of deferred decryption and quantifying its impact across sectors with varying confiden-
tiality requirements. Our framework evaluates how delayed post-quantum cryptography
(PQC) migration amplifies exposure and how hybrid key exchange and forward-secure
mechanisms mitigate it. Results show that high-retention sectors such as satellite and
health networks face exposure windows extending decades under delayed PQC adoption,
while hybrid and forward-secure approaches reduce this risk horizon by over two-thirds.
We demonstrate that temporal exposure is a measurable function of data longevity and
migration readiness, introducing a network-centric model linking quantum vulnerability to
communication performance and governance. Our findings underscore the urgent need for
crypto-agile infrastructures that maintain confidentiality as a continuous assurance process
throughout the quantum transition.

Keywords: harvest-now, decrypt-later; network security; quantum-resilient communications;
quantum-safe cryptography; hybrid TLS; telecom security

1. Introduction

Encryption underpins the trustworthiness of modern communications, but confiden-
tiality guarantees are only as strong as the adversary’s horizon. In practice, attackers can
harvest encrypted traffic today and defer decryption until future computational break-
throughs render current schemes obsolete [1,2]. This “harvest-now, decrypt-later” (HNDL)
strategy converts long-lived ciphertext into a temporal cyberweapon, threatening not
only cryptographic primitives but also the infrastructures and archives that depend on
them [3,4].

The phrase HNDL has circulated in industry and policy discourse since the mid-2010s,
often attributed to practitioners such as Andersen Cheng, yet it has remained largely
informal in the academic literature [5]. Existing studies are piecemeal: for example, recent
studies forecasts the feasibility of post-quantum cryptography (PQC) adoption under
HNDL assumptions, quantifying cost curves and transition dynamics [6-8]. Such work
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is valuable, but it stops short of providing a general adversarial framework. Despite the
ubiquity of the term, there is still no rigorous definition of HNDL that can be embedded
into security proofs, threat models, or communications system design. This is because
confidentiality has long been treated as a static property of cryptographic protection,
yet the security of network data is inherently time dependent. As telecommunication
infrastructures evolve toward quantum-era connectivity, the assumption that encryption
ensures perpetual secrecy is no longer valid [9,10]. Encrypted information transmitted
or stored today may become decipherable once quantum or advanced computational
capabilities emerge [5].

Figure 1 represents a timeline showing the temporal asymmetry of our HNDL threat
model. Here, L; denotes the required confidentiality lifetime of protected data (the duration
for which data must remain secret), while H, represents the adversary’s decryption horizon
(the time until quantum or advanced computational capabilities enable retrospective de-
cryption). Stage 1 represents the harvesting phase where adversaries collect encrypted data
from various sources (TLS sessions, cloud archives, distributed ledgers). Stage 2 represents
the decryption phase where stored ciphertext is retrospectively decrypted after quantum
computational advances. The temporal phase H, from collection to decryption capability
weaponizes stored data as a future liability. The compromise condition L; > H, determines
when confidentiality fails.

Required Confidentiality Lifetime (Ly)
|

Adverserial Horizon (H,) Post Quantum (Lyg > Hg)
A |
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Figure 1. Timeline of a Harvest-Now, Decrypt-Later attack, highlighting the gap between cipher-
text collection, growing decryption capability, and the point where adversarial power exceeds the
confidentiality lifetime.

In communication systems, the HNDL phenomenon has profound implications. Con-
trol and user-plane data in fifth-generation (5G) and future sixth-generation (6G) networks,
satellite links, and cloud backbones often persist for decades in logs, archives, or distributed
ledgers [9]. If such long-retention records are intercepted and preserved, a future adversary
equipped with quantum resources could retrospectively decrypt them, undermining the
confidentiality of national infrastructure, enterprise operations, and personal data. Un-
like transient network breaches, HNDL represents a latent vulnerability embedded in the
temporal continuity of communication systems.

Current research on PQC has focused mainly on algorithmic strength and standardiza-
tion. While this effort is essential, it does not address the temporal exposure that arises from
delayed migration and the heterogeneous lifetimes of communication data. The gap lies in
connecting quantum-era cryptographic readiness with the operational realities of telecom
systems limited bandwidth, long device lifecycles, and interoperability constraints [11].
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This paper addresses that gap by modeling HNDL as a measurable, time-dependent risk
within telecommunication networks.

The contribution of this work is twofold in scope and threefold in substance. It ad-
dresses the gap between post-quantum standardization and the operational realities of com-
munication networks by introducing a formal, time-dependent framework for analyzing
deferred decryption. The study reframes confidentiality as a dynamic attribute of network
resilience rather than a static cryptographic guarantee. Long-term security in the quantum
transition is shown to depend on timely cryptographic agility and coordinated migration
across global telecommunication systems. This work makes the following contributions:

1.  Formalization of the HNDL adversarial model: We introduce the first formal model
of the harvest-now, decrypt-later (HNDL) adversary, specifying its resources, col-
lection capability, deferred decryption power, and temporal horizon, and defining
the precise conditions under which confidentiality fails. This establishes a rigorous
foundation for analyzing deferred decryption as a cryptographically grounded threat
to communication networks.

2. Sectoral exposure quantification: We characterize confidentiality lifetimes across
heterogeneous sectors and show how temporal asymmetry amplifies retrospective
compromise. The analysis links data retention, migration latency, and exposure
probability to operational parameters in IoT, 5G, satellite, and cloud systems.

3. Evaluation of layered countermeasures: We assess post-quantum cryptography, hy-
brid key exchange, forward-secure data life-cycles, and governance frameworks as
complementary defenses. The synthesis identifies their respective strengths, limi-
tations, and maturity levels, providing a practical basis for prioritizing migration
strategies within communication infrastructures.

2. Related Work

The harvest-now, decrypt-later threat has been discussed in various contexts, though
formal cryptographic treatment remains limited. To position our contribution, we group the
closest relevant work into four areas that inform the problem space: quantum cryptanalysis
foundations, post-quantum cryptography standardization, temporal security models, and
migration frameworks. This structure clarifies how existing research touches on the HNDL
risk while highlighting the gap our work addresses.

2.1. Quantum Threats to Current Cryptography

Classical public-key cryptography faces an existential threat from quantum algo-
rithms [9]. Shor’s seminal work demonstrated polynomial-time factorization of RSA and
computation of discrete logarithms on a quantum computer, implying that both RSA and
elliptic-curve cryptography (ECC) would collapse once scalable quantum hardware be-
comes available [1,2]. Recent advances in quantum resource estimation have accelerated
this timeline. Notably, Google researchers reported that factoring a 2048-bit RSA modulus
could require only about one million noisy qubits and a week of runtime. This is a dramatic
reduction from earlier twenty-million—qubit projections [12].

Symmetric cryptography remains comparatively resilient, yet Grover’s algorithm
offers a quadratic speed-up for brute-force key search, effectively halving the security
margin of symmetric ciphers [13]. To compensate, doubling key lengths such as upgrading
AES-128 to AES-256, preserves equivalent post-quantum strength [14]. These foundational
breakthroughs underpin the HNDL paradigm: adversaries can capture encrypted data
today and defer decryption until quantum capabilities mature [15,16]. Contemporary
surveys and threat assessments consistently warn that quantum decryption transforms
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confidentiality into a temporal vulnerability, demanding immediate cryptographic agility
and migration toward quantum-resilient standards [17-19].

2.2. PQC Standardization and Migration Initiatives

In response to emerging quantum threats, a global transition toward PQC is underway.
The U.S. National Institute of Standards and Technology (NIST) has led a multi-year
standardization process, culminating in the 2024 release of Federal Information Processing
Standards (FIPS) for three algorithms—CRYSTALS-Kyber (key encapsulation), CRYSTALS-
Dilithium (digital signatures), and SPHINCS+ (stateless hash-based signatures) [3,20].
These schemes, grounded in lattice and hash-based hardness assumptions, are designed to
withstand both classical and quantum adversaries. NIST continues to evaluate additional
candidates for future standardization rounds [21].

Complementing these technical efforts, the U.S. National Security Agency (NSA)
introduced the Commercial National Security Algorithm Suite 2.0 (CNSA 2.0), defining
quantum-resistant algorithm requirements and phased migration timelines for national
security systems [22]. The framework mandates PQC deployment for newly classified
systems by 2027 and full transition by 2035, with interim milestones such as hybrid TLS
integration by 2025 [15].

In parallel, the European Union has launched a coordinated PQC transition roadmap.
A 2024 European Commission recommendation urges member states to initiate syn-
chronized migration efforts, warning that data requiring long-term confidentiality re-
mains at risk of future quantum decryption, often termed the “store-now, decrypt-later”
threat [23,24]. ENISA has further published practical guidance on cryptographic inventory,
risk prioritization, and adoption of crypto-agile architectures [4,25].

Across these initiatives, consensus has emerged that standardization alone is insuffi-
cient. Sustained progress depends on practical migration frameworks, hybrid deployment
models, and cross-sector coordination to achieve quantum resilience well before the antici-
pated “Q-Day” [17,19].

2.3. Temporal Security and Long-Term Confidentiality Models

The HNDL threat has reshaped how confidentiality is understood across time. Classi-
cal models such as perfect forward secrecy in TLS address short-term key compromise but
do not account for the long-term algorithmic degradation that may emerge years or even
decades later [26]. Recent work instead frames confidentiality as an explicitly temporal re-
quirement, where an encryption scheme must remain secure for the full lifetime of the data
it protects [18]. Bernstein and colleagues highlighted this archival exposure by noting that
if encrypted records must remain confidential for N years, analysts must assess whether
quantum decryption could plausibly become viable within that period [4].

Official advisories from the NSA, CISA, and NIST jointly warn that adversaries may
already be harvesting encrypted data with long-term strategic value, intending to decrypt
it once large-scale quantum computers emerge [3,15,16]. Such retrospective decryption
would be devastating for sectors that require persistent secrecy, including financial systems,
healthcare, and national intelligence.

Empirical studies now attempt to quantify this temporal exposure. Olutimehin
et al. (2025) proposed an adoption model for PQC under HNDL assumptions, showing
that delayed migration substantially increases the risk window [8]. Their findings confirm
that early PQC deployment dramatically reduces retrospective compromise probability.
However, a unified and formally defined threat model of the HNDL adversary remains
absent. Existing approaches by Joseph, Olutimehin, and others only partially describe
how adversarial capabilities evolve over time. Bridging this gap requires modeling adver-
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saries with explicit parameters such as collection capacity, deferred decryption power, and
patience horizon, and embedding these into security proofs [17,19].

Ultimately, long-term confidentiality must be regarded as a moving target: defenses
must anticipate the adversary’s future computational horizon, not merely their present capa-
bility. This reframing aligns cryptographic assurance with realistic temporal threat models,
ensuring that confidentiality guarantees remain credible for decades to come [18,23].

Sector-specific risk frameworks increasingly treat quantum decryption as a proba-
bilistic, time-dependent threat rather than a single future event. FS-ISAC’s models are the
clearest example. They represent adversarial quantum capability as a stochastic process
with optimistic, median, and pessimistic scenarios, which allows financial institutions
to estimate HNDL exposure across multiple timelines instead of relying on point predic-
tions [27]. This probabilistic treatment aligns with broader industry and academic views
that quantum-break timelines carry deep uncertainty and should be represented through
scenario distributions rather than deterministic dates [16,22].

Within these models, the central driver of HNDL vulnerability is the confidentiality
lifetime of data. Financial institutions retain sensitive records for long periods, often seven
to ten years or more due to regulatory requirements. This creates a large exposure window:
any encrypted data that must remain secret for a decade becomes vulnerable if adversaries
can harvest it today and decrypt it once quantum capability arrives within that horizon.
Literature consistently notes that data requiring confidentiality beyond roughly ten years
should already be considered at risk under plausible quantum progress scenarios [27].

This sectoral alignment between regulatory retention periods and the projected evo-
lution of quantum capability directly motivates our focus on confidentiality lifetimes. In
practice, the length of time data must remain secret determines whether HNDL attacks
represent a theoretical or immediate threat. Probabilistic models like those from FS-ISAC
demonstrate that in sectors with long mandated retention windows, HNDL is not a fu-
ture problem but a present-day risk that should shape migration priorities, cryptographic
transition planning, and long-term security governance [27].

2.4. PQC Implementation, Hybrid Encryption, and Key Management in Practice

Translating PQC from theory into deployed systems presents practical and architec-
tural challenges. A leading mitigation is the adoption of hybrid encryption, which combines
classical and quantum-resistant algorithms to achieve transitional resilience. In such de-
ployments, a TLS handshake or X.509 certificate includes both ECC and PQC public keys,
ensuring that an adversary must compromise both algorithms to decrypt traffic [19,28].
This dual-layer approach provides immediate protection against zero-day vulnerabilities
in emerging PQC primitives while standards mature.

Multiple agencies recommend hybrid or crypto-agile deployment during migration.
The UK National Cyber Security Centre (NCSC) advises that “PQ/T hybrid” schemes
should serve as temporary safeguards on the path to fully post-quantum infrastructures [14].
Similarly, NSA guidance emphasizes hybrid TLS and VPN mechanisms as interim defenses
against HNDL-style deferred decryption [15,16].

Beyond algorithm selection, robust key lifecycle management is essential for sustaining
long-term confidentiality. Forward-secure encryption schemes and proactive key rotation
can constrain the damage window: periodically re-encrypting archives with new keys
and securely erasing obsolete material ensures that even a future quantum break affects
only limited epochs [26,29]. Standards bodies have incorporated these principles. NIST
SP 800-208 provides operational guidance for stateful hash-based signatures—crucial for
secure software signing in the post-quantum era—while IETF drafts define composite
certificate and hybrid key-exchange formats to streamline PQC rollouts [20,24].
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Early performance evaluations confirm that PQC integration is feasible within existing
communication stacks. Experiments embedding CRYSTALS-Kyber and Dilithium into TLS
and VPN frameworks report manageable overheads and acceptable handshake latency,
though larger key sizes remain a challenge for IoT and embedded systems [17,19,30]. The
prevailing best practice emphasizes comprehensive cryptographic inventory, incremental
algorithm updates, and synchronized migration aligned with national and international
standards [23,25]. By combining multiple layers such as PQC primitives, hybrid modes,
agile key management, and forward-secure lifecycles, recent research delineates a viable
pathway for maintaining communications confidentiality against the HNDL threat [18,28].

2.5. Research Gap and Novelty

Despite growing awareness of the HNDL threat, existing research remains fragmented.
Prior studies have explored post-quantum cryptography standardization [3,4,22], adoption
cost models [8], and migration strategies across sectors [24,25], yet none provide a unified
adversarial framework linking temporal asymmetry to measurable confidentiality loss.
Forward-secrecy models [26] and archival-risk analyses [23] capture aspects of long-term
exposure but lack explicit treatment of adversaries who harvest ciphertexts today and
exploit future computational advances.

Olutimehin et al. [8] model the adoption trajectory of post-quantum cryptography un-
der HNDL assumptions; however, their work remains an econometric and policy-oriented
analysis that does not formalize the adversary or quantify confidentiality failure as a
function of time. Similarly, Mosca et al. [18] propose a systems-level temporal security
framework but treat HNDL as one among several emerging risks rather than as a definable
cryptographic adversary. In contrast, our formalization specifies explicit parameters for
adversarial capability, deferred decryption power, and patience horizon, enabling a quantifi-
able mapping between data lifetime and decryption feasibility. This distinction transforms
HNDL from a descriptive concept in prior studies into a measurable, mathematically
grounded model for evaluating temporal confidentiality loss.

Building on this foundation, the present work introduces a time-evolving adversarial
model characterized by collection capacity, deferred decryption power, and strategic pa-
tience. It further defines a sectoral exposure function that maps confidentiality lifetimes to
adversarial horizons, establishing the first cryptographically grounded model of temporal
compromise. Through this synthesis of formalization and layered countermeasures—post-
quantum cryptography, hybrid exchange, forward-secure lifecycles, and governance—our
study advances from descriptive policy discourse toward an analytical framework capable
of quantifying and mitigating time-dependent cryptographic risk.

3. Threat Model and Temporal Cyberweapon

Table 1 summarizes the key notation used throughout this section. The HNDL ad-
versary departs from conventional cryptanalysis in its temporal asymmetry. Instead of
attempting immediate decryption, the attacker passively collects encrypted traffic or stored
archives and defers decryption until sufficient computational resources become available.
This model is realistic given the falling cost of storage, the rise of large-scale surveillance
infrastructures, and the expected disruption of quantum algorithms such as Shor’s and
Grover’s [1,2,13].
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Table 1. Notation Summary for Temporal HNDL Model.

Symbol Definition

Ly Required confidentiality lifetime of protected data (years).

H,(t) Adversary’s decryption capability at time ¢.

Pr{H,(t) > L} Probability of confidentiality compromise (Equation (2)).

o Constant factor for quantum factoring resource cost (Equation (4)).
ECC(t) Error-correction overhead factor at time .

Q(t) Logical qubits available to the adversary at time .

Toreak (1, ) Expected time to break RSA modulus # at time ¢ (Equation (4)).
Tﬁé;‘k (k, t) Expected time to break symmetric cipher with key k (Equation (5)).
R(t) Time-dependent risk function Pr{H,(¢) > L;}.

3.1. Threat Model

We formalize the HNDL adversary as a persistent, resource-accumulating entity
operating within the temporal dimension of communication security. Unlike conventional
adversaries that act within a static timeframe, this model captures an attacker that collects
ciphertext now and exploits it when decryption becomes computationally feasible. The
adversary possesses three evolving resources:

*  Collection capability: the capacity to intercept, index, and store ciphertexts at scale
using inexpensive and durable storage technologies distributed across terrestrial and
cloud infrastructures.

¢ Decryption capability: latent computational power derived from anticipated advances
in quantum algorithms, specialized accelerators, or post-Moore architectures that may
render classical encryption obsolete.

e  Temporal horizon: strategic patience that allows deferred exploitation over extended
periods, bridging the gap between current cryptographic strength and future decryp-
tion capability.

Figure 1 illustrates the asynchronous evolution of these resources, showing how the
adversary’s effective power increases even when the system remains cryptographically
unchanged. The HNDL adversary operates in two distinct phases. In the first phase, cipher-
text is harvested opportunistically from communication channels, archival repositories,
or distributed ledgers. In the second phase, once quantum or high-performance compu-
tational resources become sufficient, the stored ciphertext is decrypted retrospectively,
violating confidentiality guarantees that were valid at the time of transmission.

3.2. Network-Centric HNDL Adversarial Model

The HNDL threat model becomes operationally meaningful only when examined
within real telecommunication network architectures, where attackers exploit collection
paths that differ markedly from traditional cryptographic threat assumptions. In deployed
systems, adversaries can harvest ciphertext opportunistically across heterogeneous network
layers that span wireless access links, fixed backhaul paths, satellite relays, and carrier
interconnects [9]. These network collection vectors expose encryption artefacts to long-
term interception at multiple points of transit, creating a far broader and more persistent
ciphertext surface than is implied by purely algorithmic or protocol-level analyses. By
situating HNDL within these concrete architectural realities, the threat model aligns more
closely with how interception, storage, and delayed decryption would unfold in operational
networks rather than in abstract cryptographic settings. In essence, adversaries can harvest
ciphertext across several telecommunication channels as follows:
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(a) Transit interception: Passive monitoring of TLS/HTTPS sessions, VPN tunnels, and
satellite links using deep packet inspection at internet exchange points, submarine
cable landing stations, or low-earth-orbit (LEO) satellite interception capabilities.

(b) Log harvesting: Exploitation of persistent network logs maintained by ISPs, cloud
providers, and CDNs for regulatory compliance, where encrypted communication
metadata and ciphertext blobs are retained for extended periods.

(c) Protocol-specific collection: Targeted interception of control-plane signaling in 5G/6G
networks (NAS, RRC protocols), BGP routing updates, DNS-over-HTTPS queries,
and blockchain transaction broadcasts, where confidentiality lifetimes extend beyond
typical session durations.

Unlike generic cryptographic models, telecommunication networks exhibit hetero-
geneous confidentiality requirements across protocol layers. User-plane data may have
short lifetimes (hours to days), while control-plane authentication credentials, routing
table updates, and network slice configurations require protection for years. The HNDL
model quantifies this asymmetry: network operators must evaluate not only crypto-
graphic strength but also the temporal persistence of network state information across
protocol stacks.

The adversarial horizon H,(t) becomes network-parameterized when considering
protocol-specific breakpoints. For example, RSA-2048 keys protecting TLS 1.3 handshakes
in current deployments will become vulnerable when quantum factoring becomes feasible,
but the harvested ciphertext includes not only application data but also network-layer
routing information, subscriber authentication vectors, and inter-domain trust relation-
ships that persist in network registries and certificate transparency logs. This network-
centric formulation transforms the generic HNDL model into an operational framework
for telecommunication risk assessment, linking quantum vulnerability directly to network
architecture, protocol design, and operational data retention policies.

The fundamental principle of HNDL is that confidentiality fails when the required
protection duration exceeds the adversary’s ability to decrypt. The temporal relationship
can be stated simply: if data must remain secret for L; years, but the adversary can decrypt
data harvested H, years in the past, then any data older than H, years is vulnerable.
Therefore, confidentiality failure occurs when the required secrecy lifetime L; exceeds the
adversary’s horizon H,. The gap between these two quantities is shrinking as advances in
quantum computation reduce the time needed to break cryptosystems such as RSA and
elliptic-curve cryptography [31,32]. Formally,

Compromise occurs if Ly > H,. (1)

This binary condition captures the essence of temporal vulnerability: data requiring
longer protection (L) faces higher risk when adversarial capabilities (H,) evolve rapidly.
The HNDL risk can be represented in complementary formulations that enable both analytic
modeling and sectoral mapping:

(A) Risk function: The probability of compromise at time ¢ is

R(t) = Pr{Ha(t) = L}, @

where H,(t) represents the adversary’s decryption capability at time ¢, and L; denotes the
required confidentiality lifetime.
(B) Sectoral mapping: For communication sector s, we define a binary indicator

Rs =1(Lss > Hy), 3
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where L is the required data lifetime for sector s. This function maps directly to the
exposure categories discussed in Section 4.

Equation (2) extends the binary condition to a probabilistic framework, recognizing
that adversarial capability H,(t) evolves stochastically over time. The risk R(t) quanti-
fies the probability that at any time ¢, the adversary’s decryption capability exceeds the
required confidentiality lifetime. This formulation enables risk assessment under uncer-
tainty, where quantum capability development follows probabilistic projections rather than
deterministic timelines.

Equation (3) provides a binary sector-specific risk indicator. For telecommunication
sectors with heterogeneous confidentiality requirements, this mapping directly categorizes
exposure: sectors with Ly s > H, face inevitable retrospective compromise, while those
with shorter lifetimes (L; ; < H,) remain secure within the adversarial horizon.

(C) Attack success bound: For quantum attacks on RSA with modulus size #n, the
expected time-to-break considering error-correction overhead is

3 2
Toreak (1) = loggg?(%ECC(ﬂ, )

where & is a constant factor, ECC(#) is the error-correction overhead at time ¢, and Q(¢) is
the number of logical qubits available. In Equation (4), the constant factor « encapsulates
implementation-specific efficiency parameters derived from quantum circuit depth, gate
error rates, and error-correction code overhead. Based on recent resource estimation
studies [12,32], we adopt & =~ 2.5 x 107° s per logical gate operation for fault-tolerant
quantum factoring, derived from surface code error-correction requirements with physical
error rates of 1072 and logical error rates of 1012 This value enables conversion between
qubit counts, error-correction overhead, and time-to-break estimates for specific RSA
moduli. For symmetric cryptography with key size k, Grover’s algorithm yields
T (k1) = 7242 Eg(jt()”. )

Equations (4) and (5) quantify the computational resources required for quantum crypt-
analysis, directly linking adversarial capability H, () to hardware parameters. Equation (4)
models Shor’s algorithm for factoring RSA moduli: the time-to-break scales with 1% log? (1)
(the complexity of quantum period finding), multiplied by error-correction overhead
ECC(#) (accounting for fault-tolerant quantum computing requirements), and inversely
with available logical qubits Q(t). The constant a« encapsulates implementation-specific
efficiency factors derived from quantum circuit depth and gate error rates.

For symmetric cryptography, Equation (5) captures Grover’s quadratic speedup: classi-
cal brute force requires O(2*) operations, while Grover’s algorithm reduces this to O(2"/2)
operations, with the 71/4 prefactor reflecting the quantum search algorithm’s success
probability. As with Equation (4), error-correction overhead and qubit availability deter-
mine practical feasibility. These resource models enable conversion between quantum
hardware projections (e.g., “one million qubits by 2035”) and temporal adversarial capabil-
ity (Ha(t)), bridging the gap between quantum computing roadmaps and cryptographic
risk assessment. The risk formulations above translate directly to telecommunication
network security:

e Equation (2)—Risk Function: In network terms, R(t) represents the probability that
harvested network traffic (TLS sessions, VPN tunnels, satellite telemetry) becomes
retrospectively decryptable. For a network operator, this quantifies the risk that
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archived control-plane signaling or user authentication data will be compromised in
the future.

e Equation (4)—RSA Breaking Time: Applied to network security, Tieak (72, t) estimates
when RSA keys protecting current TLS/HTTPS deployments become breakable. With
n = 2048 (standard TLS key size), network operators can estimate the window during
which currently transmitted encrypted traffic remains secure.

¢ Equation (5)—Symmetric Breaking Time: For network protocols using symmetric en-
cryption (e.g., AES-256 in IPsec, TLS bulk encryption), T;Z;Zk(k, t) indicates when ses-
sion keys protecting archived network logs become vulnerable to Grover-accelerated
brute force.

The temporal asymmetry becomes critical in network operations: while session keys
may be ephemeral, the encrypted traffic blobs stored in compliance logs, CDN caches, and
network monitoring systems persist for years, creating the HNDL vulnerability window.

Equation (2) is defined over the probability space (), F,Pr), where Q) denotes all
adversarial outcomes, F is the o-algebra of measurable events, and Pr is the associated
probability measure. Notation has been standardized to L; throughout; sector-specific
forms L or Lt(is) are expressed as contextual instances of L; for consistency.

Confidentiality is violated if Tea < Lg forany t € [0, L,]. From a systems perspective,
large-scale factoring of RSA-2048 on a fault-tolerant quantum computer requires deep
logical circuits and extensive error correction, demanding millions of physical qubits and
prolonged error-free operation [1,2,31,32]. Although precise timelines remain uncertain,
the asymmetry is structural: ciphertext harvested today can be stored indefinitely and
decrypted once these computational thresholds are crossed.

For symmetric encryption, Grover’s algorithm provides only a quadratic speedup,
effectively halving brute-force resistance. Comparable security margins can be restored
by doubling key sizes (for example, AES-128 to AES-256) [13]. This asymmetry leaves
public-key systems as the primary point of vulnerability, while symmetric systems can be
strengthened through key expansion and periodic rekeying, provided that lifecycle controls
are rigorously enforced.

3.3. Confidentiality as a Temporal Vulnerability

In this framing, confidentiality becomes a time-dependent property rather than a
permanent state. Data whose security lifetime exceeds the adversary’s decryption horizon
is inherently vulnerable to retrospective compromise. This temporal vulnerability con-
verts encryption from a static safeguard into a potential liability, allowing adversaries to
weaponize historical ciphertext using future computational resources. For communica-
tion networks, this manifests as a gradual erosion of trust in archival data, signaling, and
inter-domain authentication systems.

By quantifying confidentiality as a function of time, the HNDL model introduces a
measurable dimension to network security. It underscores that protection against future
decryption requires not only strong algorithms but also continuous migration, adaptive
key management, and governance mechanisms that align cryptographic assurance with
evolving adversarial horizons. This transformation from static protection to dynamic
assurance marks a fundamental shift in how confidentiality must be managed during the
quantum transition.

Consider a 5G network operator archiving encrypted control-plane signaling for com-
pliance. These logs contain subscriber authentication vectors, network slice configurations,
and inter-domain routing updates encrypted with current algorithms. Under the HNDL
model, if these logs must remain confidential for 20 years (typical regulatory retention)
but quantum decryption becomes feasible in 15 years, the operator faces a 5-year window
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of retrospective compromise. This network-specific scenario illustrates how the generic
temporal vulnerability model applies to operational telecommunication infrastructure,
where data persistence, regulatory requirements, and cryptographic lifetime must align to
prevent future compromise.

4. Sectoral Exposure and Countermeasures

Table 2 summarizes our sectoral analysis of confidentiality lifetimes and exposure to
HNDL attacks, while Table 3 analyzes countermeasures against HNDL in terms of their
strengths, limitations, and maturity. Together, these tables provide a structured foundation
for assessing both the scale of sectoral exposure and the effectiveness of available defenses.

Table 2. Confidentiality Lifetimes and Exposure to HNDL Attacks.

Data Type Lifetime Exposure
Financial transactions Months-1 yr Low
Corporate IP/contracts 3-7 yrs Medium
Personal health records 10-30 yrs High
Scientific archives 20-50 yrs High
State intelligence 30+ yrs Critical
Legal/government records 10-20 yrs High
IoT/sensor telemetry Hours-days Low
Cloud archives 5-15 yrs Medium
Satellite communications 10-20 yrs High
Blockchain (public) Indefinite Critical
Blockchain (permissioned) 10-30 yrs High

Table 3. Countermeasures Against HNDL: Strengths, Limitations, and Maturity.

Defense

Strengths Limitations Maturity

Post-Quantum Crypto

Long-term resilience Migration bottlenecks Standardizing (NIST 2024)

Hybrid Key Exchange

Transitional protection Archives remain exposed  Early deployment (TLS, VPNs)

Forward-Secure Lifecycles

Limits archival exposure =~ Governance challenges Conceptual/partial adoption

Quantum Key Distribution

Physical-layer security Cost, distance limits Experimental, niche

4.1. Sectoral Exposure

While risk assessments for finance and critical infrastructure have noted HNDL as a
concern, our contribution is to formalize these risks across domains through a systematic
mapping of confidentiality lifetimes and to evaluate the defenses available to mitigate
them [16,27].

The decisive factor is confidentiality lifetime. Data with short lifetimes (L; < 1 year),
such as financial transactions (months-1 year) and IoT telemetry (hours—days), poses
limited long-term exposure, whereas records that must remain secure for long peri-
ods (L; > 10 years), such as health, scientific, and intelligence archives, become prime
HNDL targets.
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4.2. Exposure Classification Methodology

The exposure categories (Low, Medium, High, Critical) in Table 2 are determined by
mapping confidentiality lifetimes L; against the projected adversarial decryption horizon
Hy(tmig) ~ 19 years:

e Low Exposure: Sectors with L; < 1 year (e.g., financial transactions, IoT telemetry)
where data lifetime is shorter than or comparable to current cryptographic protection
windows. These sectors face minimal HNDL risk because data loses value or is deleted
before quantum decryption becomes feasible.

*  Medium Exposure: Sectors with 1 < L; < 7 years (e.g., corporate IP, cloud archives)
where data lifetimes exceed short-term protection but remain within optimistic migra-
tion timelines. These sectors face moderate risk requiring proactive PQC adoption but
are not immediately critical.

*  High Exposure: Sectors with 7 < L; < 30 years (e.g., health records, satellite commu-
nications, legal records) where data lifetimes significantly exceed projected decryption
horizons. These sectors face substantial HNDL risk and require urgent migration plan-
ning, with residual exposure windows of 6-11 years under delayed adoption scenarios.

*  Critical Exposure: Sectors with L; > 30 years or indefinite retention (e.g., state
intelligence, public blockchains) where data lifetimes far exceed any realistic quantum
decryption horizon. These sectors face inevitable retrospective compromise without
immediate hybrid protection or forward-secure mechanisms, representing the highest
priority for PQC migration.

This classification directly maps to the risk function Ry = 1(L; s > H,) from Section 3,
where Critical and High categories correspond to Rs = 1 (inevitable compromise) and
Medium/Low categories correspond to Rs = 0 or near-zero risk within current horizons.

Our analysis highlights that the greatest systemic risk lies in long-lived datasets that
underpin strategic, personal, and national security. A salient contrast exists between con-
sumer services, whose confidentiality horizons are often short, and critical infrastructures
where data lifetimes and operational consequences are much longer [33]. State intelligence
holdings and satellite communications amplify national-security stakes due to strategic
persistence and cross-border exposure [16,27,30].

4.3. Evaluation Methodology

The evaluation quantifies temporal exposure to HNDL compromise across representa-
tive telecommunication sectors. The analysis uses the formal model defined in Section 3
to estimate residual vulnerability as a function of data lifetime L;, adversarial decryption
horizon Hy(tmig), and mitigation strategies.

Each sector s is parameterized by its confidentiality lifetime Lt(is), representing the
required duration for which data must remain secret, and the migration time fg, which
reflects how soon post-quantum cryptography (PQC) or hybrid protection is adopted. The
adversarial horizon H, (tmig) approximates the number of years of data the adversary can
decrypt once sufficient computational capability is achieved.

Empirical parameters are derived from current communication practices and migration
roadmaps: finance and IoT telemetry are modeled with short lifetimes (<1 year), health
and government sectors with medium to long retention (10-30 years), and intelligence and
satellite communications with extended retention (30+ years). The adversarial horizon
Hy(tmig) = 19 years is selected as a conservative baseline based on current quantum
resource estimates. Recent analyses by Gidney and Ekerd [12] estimate that factoring
RSA-2048 could require approximately one million noisy qubits with one week of runtime,
suggesting a feasible timeline within 15-20 years under optimistic hardware development
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scenarios. We adopt the 19-year figure as representative of the median-to-pessimistic
range of published forecasts, acknowledging significant uncertainty (see Section 4.4) while
providing a concrete baseline for comparative analysis. This value aligns with NIST and
NSA migration timelines that anticipate quantum threats becoming operational within
15-30 year windows [3,22].

The sectoral confidentiality lifetimes LEIS) presented in this analysis are derived through
a multi-source methodology combining regulatory requirements, industry standards, and
operational practices listed below:

*  Regulatory Mandates: Health sector lifetimes (10-30 years) align with HIPAA (U.S.)
and GDPR requirements mandating retention of medical records for extended peri-
ods [34,35]. Financial transaction lifetimes (months-1 year) reflect typical regulatory
audit windows (e.g., SOX compliance requires 7-year retention for financial records,
but confidentiality requirements for individual transaction details are shorter) [36].

* Industry Standards: Satellite communication lifetimes (10-20 years) are derived from
ITU-R recommendations and operational practices in LEO/MEO satellite constella-
tions where telemetry and control data are archived for the operational lifetime of
satellites and beyond for forensic analysis [9,37]. Cloud archive lifetimes (5-15 years)
reflect standard data retention policies from major providers (AWS, Azure, GCP) for
compliance and disaster recovery.

*  Operational Analysis: [oT telemetry lifetimes (hours—days) are based on typical edge
computing practices where sensor data is aggregated and anonymized within short
windows. Intelligence sector lifetimes (30+ years) reflect classified information han-
dling requirements (e.g., U.S. Executive Order 13526 specifies 25-year declassification
periods, with extensions for sensitive categories) [38].

¢  Blockchain Persistence: Public blockchain lifetimes (indefinite) reflect the immutable
nature of distributed ledgers, while permissioned blockchain lifetimes (10-30 years)
are based on enterprise blockchain retention policies for supply chain and financial
applications [39].

(s)

This methodology ensures that L ;” values represent realistic operational requirements
rather than theoretical bounds, enabling practical risk assessment for network operators.
Empirical parameters are further refined through specific migration roadmap examples:

¢ NSA CNSA 2.0 Roadmap: Mandates PQC deployment for new classified systems by
2027 and full transition by 2035, with hybrid TLS integration milestones by 2025 [15,22].
This timeline establishes g € [2025,2035] as the operational window for national
security networks.

e NIST PQC Migration Timeline: Following FIPS 203-206 standardization (2024), NIST
projects 5-10 year adoption cycles for critical infrastructure, with early adopters in
financial services and government sectors transitioning by 2027-2030 [3,40]. This
supports H,(tmig) estimates in the 15-20 year range.

¢ ETSIQuantum-Safe Cryptography Roadmap: European standardization body projects
hybrid deployment in 5G networks by 2026-2028 and full PQC integration in 6G
specifications (2030+) [24]. This aligns with f1¢ values used in our sectoral analysis.

*  Cloud Provider Timelines: Major providers (AWS, Google Cloud, Microsoft Azure)
have announced hybrid TLS support by 2024-2025 and full PQC migration targets by
2028-2030, influencing cloud archive confidentiality planning [41-43].

These roadmaps collectively inform the migration timing parameter tn,;g and the
corresponding adversarial horizon H, (tmig) = 19 years used in our quantitative analysis.
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4.4. Quantitative Analysis
4.4.1. Parameter Definitions and Calculations

The quantitative exposure metrics in Table 4 are derived as follows: Residual Exposure
Window (W): This represents the number of years of data that remain vulnerable after
migration. It is calculated as:

W = max(0, Ly — Hy(tmig)), (6)

where L, is the required confidentiality lifetime and H,(tmig) is the adversarial decryption
horizon at the time of migration. For example, Health sector with L; = 25 years and
Hg(tmig) = 19 years yields W = max(0,25 — 19) = 6.0 years of residual exposure.

Table 4. Modeled Sectoral Exposure to HNDL Compromise.

Sector L; (yrs) H, (tmig) 4% R Rhyb WFSEcap
Finance 1 19.0 0.0 0.0 0.0 0.0
Health 25 19.0 6.0 1.0 0.35 1.0
Intelligence 35 19.0 16.0 1.0 0.35 1.0

4.4.2. Risk Indicator (R)

A binary indicator of exposure status:

1 ifW>0
R=1(L; > Hy(tmi)) = )
(La > Ha(tmig)) 0 ifW=0

Values of R = 1.0 indicate sectors where data lifetime exceeds the decryption horizon,
resulting in inevitable compromise for harvested ciphertext.

4.4.3. Hybrid Risk Reduction (Rpyp)

With hybrid key exchange, the adversary must break both classical and post-quantum
algorithms. Assuming independent failure probabilities and that classical algorithms
provide baseline protection, hybrid schemes reduce exposure probability by requiring
simultaneous compromise of both layers. Empirical analysis of hybrid TLS implemen-
tations [44] indicates that hybrid protection reduces effective exposure probability by
approximately 65%. The hybrid risk metric is calculated as:

Riyb = R X (1= ppyp) = R x 0.35, (8)

where pyy1, = 0.65 represents the hybrid protection factor derived from security analysis
of dual-algorithm schemes. For Health and Intelligence sectors with R = 1.0, this yields
Rpyp = 0.35.

4.4.4. Forward-Secure Exposure Cap (Wrsgcap)

Forward-secure key rotation limits retrospective compromise to the duration of indi-
vidual key lifecycle intervals. With annual key rotation (7ot = 1 year), even if an adversary
eventually breaks a key, only data encrypted during that specific interval becomes exposed.
The exposure cap is:

WrSEcap = min(W, Trot) = min(W, 1.0), 9)

where Ty is the key rotation interval. For sectors with W > 1 year, forward-secure
mechanisms cap exposure at one year per compromised key epoch.
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Table 4 summarizes the modeled exposure across selected domains. Finance exhibits
negligible vulnerability since its confidentiality horizon is shorter than the projected de-
cryption capability. In contrast, health and intelligence sectors display significant temporal
exposure, with residual windows of six and sixteen years respectively if PQC migration
occurs after the 19-year horizon. Applying hybrid key exchange reduces effective exposure
probability by approximately 65%, while forward-secure key rotation limits retrospective
compromise to a single lifecycle interval (one year in this model).

Parameter derivations for Table 4: W = max(0, Ly — Ha(tmig)), R = 1(Lg > Ha(tmig)),
Rpyb = R x 0.35 (65% hybrid protection factor), Wgsgcap = min(W, 1.0) (annual key
rotation). See Section 4.4 for detailed derivations.

The temporal risk model can be visualized to illustrate how decryption capabil-
ity evolves relative to required confidentiality lifetimes across communication sectors.
The first visualization traces the adversary’s decryption horizon H,(t) under different
growth scenarios, while the second shows how migration timing affects residual exposure
W = max(0, Lg — Hy(tmig))- Together, they quantify how delayed post-quantum adoption
amplifies vulnerability for data that must remain confidential over long periods.

The plots highlight the structural asymmetry that defines the HNDL threat. In Figure 2,
long-lived data such as health, satellite, and intelligence records remain above the decryp-
tion horizon for extended periods, implying inevitable retrospective exposure without
timely migration. Figure 3 shows how advancing PQC adoption by even five years sub-
stantially reduces residual exposure, particularly for high-lifetime sectors. These curves
emphasize that confidentiality in communication networks is not a static property but
a time-bound function of algorithmic progress and operational readiness. Proactive mi-
gration therefore becomes a measurable determinant of network resilience during the
quantum transition.

Temporal decryption horizon vs. sector confidentiality lifetimes
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Figure 2. Decryption horizon H,(t) versus sector confidentiality lifetimes L;. Intersection points
mark when harvested data becomes retrospectively decryptable.
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Residual exposure vs. migration timing (median scenario)
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Figure 3. Residual exposure W = max(0, Ly — Hﬂ(tmig)) versus migration year. Earlier migration
compresses the HNDL vulnerability window across sectors.

4.4.5. Key Size Dependence in HNDL Model

The temporal risk model explicitly incorporates key size through Equations (4) and (5),
where larger keys extend the time-to-break Tj, e,k and consequently increase the adversarial
horizon H,(t):

Asymmetric key size impact: For RSA moduli, Equation (4) shows Tyeak (1, 1)
n3log? (1), meaning that doubling key size from 2048 to 4096 bits increases breaking time
by a factor of approximately 8 (since (211)*> = 8n3). However, this provides only polynomial
protection extension, whereas Shor’s algorithm maintains polynomial-time complexity
for any key size. In practice, current TLS deployments use RSA-2048 or ECC P-256, both
vulnerable to quantum attacks regardless of key size increases within classical ranges. The
model parameterizes this through 7 in Equation (4): larger n values shift H,(f) further into
the future, but quantum algorithms fundamentally break the security assumption.

Symmetric key size impact: For symmetric encryption, Equation (5) shows
T;Z:alk(k,t) o« 2K/2 under Grover’s algorithm. Doubling key size from 128 to 256 bits
squares the breaking time (since 22%0/2 /2128/2 = 264) providing exponential protection
extension. This explains why AES-256 maintains post-quantum security margins, whereas
AES-128 requires upgrading to maintain equivalent protection levels [13,14].

Network protocol implications: Current network deployments use mixed key sizes:
TLS 1.3 commonly uses ECC P-256 (256-bit equivalent) for key exchange and AES-128-GCM
for bulk encryption. Under the HNDL model, the asymmetric component (ECC P-256) be-
comes vulnerable to quantum attacks, while the symmetric component (AES-128) requires
key size upgrade to AES-256 to maintain post-quantum security. The sectoral exposure
analysis in Table 4 assumes current standard key sizes, with migration to PQC addressing
the asymmetric vulnerability and key size upgrades addressing symmetric vulnerability.

Quantitative key size impact: To illustrate, consider Health sector data with
Ly = 25 years. With RSA-2048 (n = 2048), Equation (4) yields H,(tmig) ~ 19 years (based
on current projections), resulting in W = 6 years exposure. Upgrading to RSA-4096 would
extend H,(tmig) to approximately 22-23 years (due to cubic scaling), reducing exposure
to W = 2-3 years. However, this provides only temporary relief; quantum algorithms will
eventually break any classical asymmetric scheme. In contrast, upgrading AES-128 to
AES-256 for symmetric encryption provides exponential protection extension, effectively
eliminating Grover-based vulnerability for practical time horizons.
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This key size parameterization enables network operators to evaluate both short-term
mitigations (key size increases) and long-term solutions (PQC migration) within the unified
HNDL temporal risk framework.

These results demonstrate that confidentiality risk in telecommunication systems is
not uniform but scales with both data longevity and migration readiness. Long-retention
networks such as medical record systems, satellite telemetry archives, and government com-
munications are the most vulnerable under delayed transition. Hybrid cryptography and
forward-secure lifecycle policies substantially compress the exposure window, illustrating
that practical migration strategies can meaningfully mitigate HNDL risk even before full
PQC deployment. The analysis reinforces that quantum resilience in communication net-
works is determined as much by timing and key management as by cryptographic strength.

Table 5 provides all model parameters required for reproducing the quantitative results
in Table 4.

Table 5. Model Parameters for Reproducibility.

Parameter Value Source/Justification

« (RSA factoring) 25x107%s/ gate Gidney & Ekera 2025 [12]

Hy (tmig) 19 years Conservative median of 15-30 year projections
Pryb (hybrid protection) 0.65 Empirical analysis of dual-algorithm schemes
Trot (key rotation) 1 year Standard forward-secure rotation interval

n (RSA modulus) 2048 bits Current TLS standard

k (symmetric key) 128/256 bits AES-128/256 current and post-quantum

4.5. Uncertainty and Model Limitations

The Financial Services Information Sharing and Analysis Center (FS ISAC) has devel-
oped sector-specific risk assessment frameworks that explicitly model quantum threats as
probabilistic events over extended time horizons [27]. Their approach treats adversarial
capability H,(t) as a stochastic variable with optimistic, median, and pessimistic growth
scenarios, enabling probabilistic risk quantification rather than deterministic projections.
This framework informs our uncertainty analysis in Section 4.4, where we acknowledge
the high variance in quantum timeline estimates and recommend probabilistic extensions
to our deterministic model. FS ISAC’s sectoral focus on financial data retention require-
ments (typically 7-10 years for regulatory compliance) provides a concrete example of how
confidentiality lifetimes map to HNDL exposure in practice.

The quantitative results presented above are based on representative but simpli-
fied parameter estimates. In practice, the quantum decryption horizon H,(t) is highly
uncertain because projections of qubit availability Q(t) and error—correction efficiency
ECC(t) vary by orders of magnitude across studies [45,46]. Recent analyses estimate
feasible RSA-2048 factoring anywhere between fifteen and thirty-five years depending
on hardware error rates and algorithmic progress, implying wide confidence bounds on
the temporal risk curves [45,46]. To capture this uncertainty, each modeled exposure
value W = max(0, Ly — Hy(tmig)) should be interpreted within a confidence interval of
approximately +20%, reflecting the dispersion in published quantum-timeline forecasts.

4.5.1. Sensitivity Analysis:

The model’s primary sensitivity is to the adversarial horizon parameter H,(t), which
drives all quantitative exposure estimates. A sensitivity analysis reveals that a +5 years
variation in Hy(tmig) (e.g., from 19 to 14 or 24 years) produces the following impact on
residual exposure W:
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*  Health sector (L; = 25 years): With H, = 14 years, W = 11 years (increased
exposure). With H, = 24 years, W = 1 year (minimal exposure). This £5 year
variation creates a 10-year swing in exposure window.

* Intelligence sector (Ly; = 35 years): With H, = 14 years, W = 21 years (critical
exposure). With H, = 24 years, W = 11 years (high but reduced exposure). The
sensitivity is linear: AW = —AH, for sectors with L; > H,.

*  Low-lifetime sectors: For Finance (L; = 1 year), variations in Ha(tmig) have no
impact as long as H, > 1 year, illustrating how short lifetimes naturally mitigate
HNDL risk regardless of quantum timeline uncertainty.

This sensitivity analysis underscores the critical importance of accurate quantum
capability forecasting and the value of conservative (pessimistic) estimates in risk plan-
ning. Network operators should model multiple H,(t) scenarios rather than relying on
point estimates.

Comparative risk modeling such as the FS ISAC framework [27] also treats H,(t) as a
stochastic variable rather than a deterministic horizon. Incorporating this probabilistic view
into our model would represent R(t) = Pr H,(t) > L; as a distribution across adversarial
capability growth scenarios described as optimistic, median, and pessimistic, instead of a
single point curve. This refinement aligns with financial and operational risk assessment
practices where uncertainty in threat evolution is explicitly modeled [27,47].

4.5.2. Model Scope Limitations:

The current framework focuses on cryptographic algorithm strength as the primary
vulnerability vector, assuming that quantum advances primarily impact cryptanalysis
rather than protocol-level or implementation-level attacks. In practice, HNDL risk may
also be influenced by:

¢  Side-channel vulnerabilities: Implementation flaws in current PQC algorithms could
accelerate compromise timelines independent of quantum hardware development.

¢  Key management failures: Inadequate key rotation, weak random number generation,
or compromised key storage could enable decryption without quantum capabilities.

*  Protocol downgrade attacks: Adversaries forcing use of weaker algorithms (e.g., TLS
1.2 instead of TLS 1.3) could increase harvestable ciphertext vulnerability.

e Hybrid implementation flaws: Incorrect hybrid key exchange implementations might
create attack vectors that bypass one protection layer.

These factors could reduce effective H,(t) values below the theoretical quantum
breaking timeline, emphasizing the need for defense-in-depth approaches that combine
algorithm migration with implementation security and protocol hardening.

Despite these uncertainties, the qualitative relationship remains robust: delayed post-
quantum migration linearly expands exposure regardless of the precise quantum timeline.
Future work will incorporate Monte-Carlo sampling of H,(t) and scenario weighting
derived from FS-ISAC and NIST projections to provide explicit confidence bands around
sectoral exposure estimates.

4.6. Countermeasures

Mitigation strategies are most effective when they shorten the exposure window,
reduce the value of harvested ciphertext, and ensure that long-lived data is protected by
cryptography whose security lifetime exceeds the adversary’s decryption horizon. The
countermeasures outlined below show how technical, operational, and policy controls can
be aligned with these requirements, reinforcing the conclusions drawn from our evaluation.
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4.6.1. Assessment of Countermeasures

Mitigating HNDL requires defenses that align confidentiality guarantees with realistic
threat horizons. The four complementary approaches listed in Table 3 are emerging.

(@) Post-Quantum Cryptography (PQC): National Institute of Standards and Technology
(NIST) is standardizing quantum-resilient algorithms to replace RSA ECC [3]. PQC
promises durable protection once deployed, but migration at scale is slow, constrained
by legacy compatibility and hardware requirements, leaving a vulnerability window
during which harvested ciphertext remains exposed [40].

(b) Hybrid key exchange: To bridge this window, hybrid schemes are being trialed in
TLS and VPN [44]. By combining classical and post-quantum primitives in a single
handshake, they provide transitional resilience. Yet they secure only future sessions
in transit and do not remediate ciphertext already collected.

(c) Forward-secure lifecycles: Another line of defense targets persistence rather than
transit. Rotating keys, ephemeral encryption, and controlled data expiration reduce
the long-term value of harvested ciphertext [25]. Such measures limit retrospec-
tive compromise but are difficult to enforce in regulated contexts where retention
is mandatory.

(d) Governance and policy: Technical measures succeed only if adopted in time. Guidance
such as the U.S. NSA CNSA 2.0 sets deadlines for migration [22], while ETSI and
the ENISA provide sectoral strategies and highlight operational challenges [4,43].
Global PKI, which anchors TLS, VPNs, and code signing, remains a bottleneck where
fragmented adoption risks leaving archives vulnerable for decades. At the same
time, Grover’s algorithm shows that symmetric cryptography, though more resilient,
also demands doubled key sizes to maintain equivalent margins [13]. The broader
challenge is therefore twofold: securing asymmetric infrastructures and refreshing
symmetric protocols. Without harmonized international policy, adoption will remain
fragmented and long-lived data will remain exposed to deferred decryption.

In practice, migration bottlenecks concentrate in global PKI that anchor TLS, VPNs, and
code signing. Coordinating trust anchors, certificate profiles, and validation logic across
heterogeneous stacks is organizationally harder than deploying new algorithms [3,40].
ENISA highlights planning, inventory, and staged rollouts to avoid fractured deployments
across critical services [4,25].

Effective policy therefore couples cryptographic modernization with governance of
key lifecycles, inventories of cryptographic dependencies, and procurement levers that
enforce algorithm agility. Without such measures, institutional inertia risks extending the
HNDL vulnerability window across borders and sectors [3,4].

4.6.2. Complementarity of HNDL Countermeasures

Figure 4 illustrates how PQC establishes long-term resilience, Hybrid Key Exchange
provides transitional protection, Forward-Secure Lifecycles reduce archival exposure, and
QKD enhances security at the physical layer. Governance ensures coordinated deployment
across these complementary measures. The effectiveness indicators depict the relative
strength of each countermeasure, while the implementation timeline highlights the impor-
tance of synchronized adoption to close the HNDL vulnerability window. These defenses
are mutually reinforcing: PQC anchors enduring resilience, hybrid approaches safeguard
the migration phase, and forward-secure mechanisms constrain retrospective risk, all
under a governance framework that sustains consistent and verifiable transition across
communication systems.
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Figure 4. Complementarity of HNDL countermeasures showing layered defenses with governance as
the coordinating framework. Solid arrows denote direct mitigation of HNDL, while dashed arrows
indicate complementary coordination and dependency relationships between defenses.

Each defense addresses a distinct dimension of the temporal threat, with governance
providing the coordinating framework. Solid arrows denote direct mitigation, while
dashed links highlight complementary relationships. Effectiveness indicators and the
implementation timeline emphasize the need for synchronized deployment.

4.7. Discussion

No single countermeasure can neutralize HNDL. PQC offers durable protection but
migration delays preserve a window of exposure [17]. Hybrids provide transitional security
yet do not remediate harvested ciphertext. Forward-secure lifecycles reduce archival
risk but remain difficult to enforce under regulatory and operational constraints. QKD
contributes physical-layer guarantees, but its high cost and limited scalability restrict
adoption. These defenses are therefore complementary: PQC secures the future, hybrids
bridge the transition, and forward-secure designs mitigate legacy risk, with governance
determining how consistently these measures are deployed [28,33].

The systemic implication is that HNDL is not only a cryptographic problem but a
challenge of infrastructure coordination and policy. Residual gaps persist in protecting
decades-old archives, overcoming global PKI inertia, and achieving algorithm agility across
heterogeneous systems. Addressing these requires research into scalable key management
and migration frameworks, cryptographically agile PKI ecosystems, secure archival and
expiration practices, and international governance mechanisms that synchronize adoption
timelines. Framing confidentiality as a temporal property shifts the agenda: safeguarding
information demands decades-long commitments that span technical, organizational, and
geopolitical domains.

5. Future Work

The communications community faces several research priorities to address HNDL
threats. First, integrating HNDL-aware risk metrics into protocol design could guide algo-
rithm agility in TLS, VPNs, and 5G/6G infrastructures. Second, lightweight mechanisms
for secure expiration and cryptographic re-keying are needed to manage IoT-scale deploy-
ments where data lifetimes are short but retention is mandated. Third, embedding HNDL
considerations into standards bodies and regulatory frameworks would ensure that confi-
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dentiality horizons are not overlooked during global migration. By linking cryptographic
advances with network design and governance, the community can move from recognizing
HNDL as a theoretical risk to operationalizing defenses at scale.

Additional research directions include developing quantitative risk models with un-
certainty quantification for quantum capability development, creating game-based security
definitions for HNDL-resistance, investigating side-channel attacks and implementation
vulnerabilities that could accelerate HNDL timelines, and conducting empirical validation
through surveys and case studies of real migration efforts.

6. Conclusions

Harvest-now, decrypt-later reframes confidentiality as a temporal vulnerability rather
than a static property. This work formalizes the HNDL adversarial model, mapped sectoral
exposure through confidentiality lifetimes, and synthesized countermeasures spanning
PQC, hybrid exchange, forward-secure lifecycles, and governance.

Residual risks remain in protecting long-lived archives, overcoming PKI inertia, and
coordinating international migration. Addressing these requires coupling technical ad-
vances with scalable key management, algorithm agility, and governance frameworks that
ensure confidentiality lifetimes remain credible against advancing adversaries.

For communications infrastructures, this reframing establishes confidentiality not as a
one-time cryptographic choice but as a horizon-dependent commitment. By treating HNDL
as a systemic challenge, the field can accelerate quantum-resilient adoption and design
protocols that embed multi-decade confidentiality into the foundations of future networks.
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