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Abstract: Users are usually required to share several types of data, including their personal data, as
different providers strive to offer high-quality services that are often tailored to end-users’ preferences.
However, when it comes to personalizing services, there are several challenges for meeting user’s
needs and preferences. For content personalization and delivery of services to end users, services
typically create user profiles. When user profiles are created, user data is collected and organized
to meet the personalization requirements of the services. In this paper, we provide an overview of
current research activities that focus on user profiling and ways to protect user data privacy. The
paper presents different types of data that services collect from users on examples of commonly
used Internet services. It proposes data categorization as a prerequisite for controlled data sharing
between users and Internet services. Furthermore, it discusses how data generalization can be
used for anonymization purposes on examples of the proposed data categories. Finally, it gives an
overview of the privacy framework being developed and gives guidelines for future work focusing
on data generalization methods in order to reduce user privacy risks.

Keywords: user profiling; personalization; internet services; privacy issues; data protection; data
collection

1. Introduction

To ensure that services are provided to the right people, in the right form, and at the
right time, service providers need to know the needs, preferences, and behavior of their
users. Obtaining this knowledge about the user, which is based on a variety of independent
characteristics and information, is a difficult task. It is necessary to combine and integrate
the user’s current situation, history, and social environment in order to fully understand
the user context, previous interactions, activities, and relationships with other people. On
the other hand, the increase in information on the Internet and the enormous diversity of
users gives high priority to personalization in order to provide better services.

With the development of new technologies, privacy issues are becoming a major
concern for users of these systems. With the advances in information and communication
technologies, a clear need for personalized information systems has emerged. These
systems aim to customize the functionality of information exchanges to the specific interests
and requirements of their users. The term personalized information system is closely
related to user profiling, where a range of data and parameters are collected to create
comprehensive profiles for users. In general, users provide a lot of data when creating
their profiles on various Internet platforms, such as web and mobile applications. In some
cases, the data that users provide in exchange for creating their profiles may be personally
identifiable, while there are cases where this information is not sensitive in this sense.
Generally, the parameters that may be collected in user profiling are demographic data,
behavioral data, device and technology data, communication data, contextual data, medical
data, accessibility data, user feedback data, etc. [1].
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Nowadays, users have access to a wide range of Internet services across different
devices. User profiles are crucial for service providers to successfully personalize their
content in this competitive market. Therefore, the main goal of personalized services is to
collect and analyze users’ personal information. The success of these services depends on
how well the service provider understands the users and how well this is reflected in the
services. In this sense, user profiles are the result of the user profiling process and serve as
a representation of the users tailored to the specific service [2].

Depending on the area of application, the content of the user profile and its scope
may change. Regardless of the data, the completeness of the user profile is determined
by the methods used to collect and organize the data about the user and how well this
data represents the individual. In the literature, two main methods of collecting data about
users are distinguished. These methods are referred to as explicit or implicit data collection
methods. In explicit methods, users voluntarily provide the system with information about
their interests and preferences. In contrast, in the implicit methods, user data are collected
dynamically by automatically monitoring the user’s interactions with the system, usually
through cookies on the websites, APIs, various types of sensors, and so on [2].

In this paper, we will provide an overview of existing services and the data they
collect and process to personalize their services for users. In addition, we will highlight the
current state-of-the-art in preserving user privacy in the context of personalizing services
and propose guidelines for further work in the area of anonymizing users for personalizing
services. In this context, our goal is to determine the extent of similarity of collected data
across services and provide a framework for categorizing anonymous user data according
to the type of services used.

As this is a survey paper that aims to categorize user-related data gathered by common
Internet services, specific methods for generalizing user data to enhance privacy protection
are presented on examples and will be more formally defined and implemented in future
work. The main hypothesis of the paper is that services need only specific user data in order
to personalize the provided content. By grouping the data, we can define which groups
of data the services are allowed to access. Furthermore, the generalization ability enables
blurring of user data in order to make it less personally identifiable and, thus, preserving
privacy. In this sense, the goal is to categorize user data and offer generalization ability in
order to (i) provide only data that services really need and (ii) blur the provided data to an
extent that is acceptable to both users and services. The trade-off between personalization
and privacy is evident and quite clear because if users want to receive more personalized
services they must share more personal data, whereas maintaining higher privacy level,
requires ‘sacrificing” some degree of personalization.

This paper is organized as follows: After the introduction part, Section 2 presents
the most popular Google services and the user data they collect. Section 3 provides an
overview of related work by various researchers on privacy and data personalization in
user profiling. Section 4 proposes a method for data collection and its classification that
includes different types of services. Finally, conclusions and guidelines for future work are
given in Section 5.

2. Theoretical Background
An Overview of Commonly Used Services and Collected Data from Users

Nowadays, users of various Internet platforms exchange different types of data,
including their personal information, such as name, age, gender, location, etc., in order to
use their preferred services.

Some of the users are aware of the potential risks associated with privacy breaches,
but there are also users who are not concerned when sharing their data or are even aware
of the possible consequences of data leaks. For example, Google collects various types of
data that help the company to personalize and target advertising to users, especially data
linked to the user’s identifier. Google may also use some data to monitor the continued
functionality of its applications. This may include diagnostic and crash data that inform
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the company or organization on why a particular application stops working on certain user
devices at different times.

On the other hand, when capturing user activity, such as a shopping session, a user
may use Google to search for a book, then visit the Wikipedia page to learn more about
it, compare prices on Amazon, and then complete the purchase on the website. Later, the
same user might start experimenting with technology after seeing a post about the latest
iPad model on a friend’s Facebook page. This sequence of an individual’s online activities
comprises Vvisits to various websites across different categories, reflecting a combination of
the user’s various interests and behaviors [3].

In this survey paper, we have analyzed some of the most widespread Internet services
aimed to see how many users use them. We selected some Google services and some other
services, based on their popularity and from usage statistics presented in the paper [4].
According to statistics, Google and its services dominate the global search market, holding
a significant majority share. These statistics highlight their significant impact, which is why
we mostly focused on them. Besides the most common parameters, we have also introduced
accessibility parameters because this is something specific that recent privacy regulations
have brought to our attention as a new factor. These parameters are becoming more
relevant due to their importance for meeting the needs of people with various disabilities,
even though it is not yet so widespread. In this sense, we will describe some of the most
popular Google services and the data collected by each service for personalization purposes.
The commonly used Google services that we focus on include YouTube, Gmail, Google
Search, Google Assistant, Google Play Store, Google Maps, and Google Calendar. On the
other hand, we also examine other popular Internet services to compare the data they
collect with that of Google services and to identify similarities in their data collection and
processing practices.

Google uses several methods to collect user data. The most obvious are the explicit
ones, where the user actively and knowingly provides information to Google, e.g., when
logging in to one of the popular services, such as YouTube, Gmail, Search, etc. Implicit
methods are less obvious ways for Google to collect user data, where an application collects
information while it is being used, possibly without the user’s understanding. Google’s
passive data collection methods arise through platforms (e.g., Android and Google Chrome)
and applications (e.g., Google Search, YouTube, Google Maps, Google Analytics, AdSense,
Ad Mob, AdWords, etc.) [5].

In general, Google uses a wide range of parameters in its various services to provide
personalized experiences to its users. For example, Google Search uses various parameters
to personalize search results, including search history, location, language, device type,
etc. These types of parameters used by Google Search can be categorized into location
parameters and user preference parameters.. On the other hand, Google Maps uses similar
parameters to Google Search, including search history, location, time of day, etc., to provide
personalized recommendations and directions. YouTube uses parameters, such as viewing
history, search history, and location, to recommend videos and personalize the home page
for each user. Google Assistant uses parameters, such as speech, voice recognition, and
search history, to provide personalized assistance and recommendations. On the other
hand, the Google Ads service uses parameters, such as search history, location, and inferred
interests, to personalize the ads displayed to users. Some of the parameters used in Google
Ads are also used by Google News to personalize news content and recommendations [5].

Google Play Store uses parameters, such as app usage history, search history, and
location, to recommend apps and personalize the home page for each user. Google Chrome
uses parameters, such as browsing history, bookmarks, and location, to personalize the
browsing experience and provide personalized recommendations to its users. Gmail uses
several parameters to personalize email communication. Some of the parameters collected
by the Gmail service to personalize users’ emails are: first and last name, email address,
location, job title, company name, etc. Generally, different webmail applications collect
various types of data for user personalization with the aim of providing better services to
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them. Even though the collection of the user’s personal information raises privacy concerns,
such data can be collected and used to provide personalized services and improve the user
experience with the user’s appropriate consent and transparency. Various parameters can
be collected by a webmail or any other application for personalization purposes, such as:

e Email content: this type of data can be analyzed to identify topics, interests, and
preferences of users. This can help in providing personalized recommendations,
targeted ads, and content based on user interests [6].

o  Contact lists: The contacts that users mostly interact with can be used to suggest
connections, networking opportunities, and relevant events [6].

e  Usage patterns: Data on the frequency and timing of emails can provide insights
into user behavior, such as work hours, preferred communication methods, and time
zones. This information can be used to optimize email delivery and improve user
experience [7].

e  Location data: If the user has provided permission to access location data, they can be
used to provide local weather updates, news, events, and recommendations based on
their location. Furthermore, it can enable location prediction and more personalized
services [8].

e  Device information: this kind of information can be used to provide personalized
recommendations and optimize the application for the user’s device [9].

Different groups of parameters, including location parameters, user demographics,
accessibility requirements, user preference parameters, and behavioral parameters, are
listed in Table 1. On the other hand, different data are provided depending on the parameter
group. In this paper, we will also classify various data collected from different services and
their relationship with parameters listed in Table 1.

Table 1. Specific parameters grouped according to proposed categories.

Location Parameters DPe eyl Accessibility Parameters Preference Parameters Behavior Parameters
arameters [11.12]
[11,12] ’
O  Visual category (e.g., low
vision, blindness, color
blindpesg, etc._)
Heal_‘mg impairment (e'gir O  Browsing and search
captions, transcripts, etc. ;
Q Name Motor impairment @) llgiztc;)lzmly visited
O  Country 8 iuzname (e.g, speech recognition O User’s browsing websites
O  Region o ng der software) history O  Frequently page
0 City 5 E-mail (@) Cogmt.lve impairment 0 Search queries visited
O Town L level (e.g., simple language, O Purchase history O Actions taken on
O  GPScoordinates O ncome leve multiple formats, eye O Device types websites
O  IPaddress O Education level tracking web page, O  Clicked hyperlinks O  Likes
o 8ccupt>at10n reading difficulties, O  Shares
O ountry difficulties in O Comments
understanding, etc.) O  Posts
@) Visual aids
O  Signlanguage
O  Text-to-speech
O Voice recognition

3. Related Work

This chapter presents key findings from different authors related to data collection
from various Internet services. As stated earlier, our idea is to see what parameters the
various Internet services use and somehow to group them later in the paper.

It is important to note that data collection practices may vary from one platform to
another and are subject to privacy policies and regulations. Users often have the ability to
manage their privacy settings and control the extent to which their data are collected and
used for personalization purposes. Personalization on various Internet platforms involves
the collection and analysis of user data to provide tailored experiences, recommendations,
and targeted advertising. In general, there are numerous specific data that are collected
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and used by different Internet platforms, but here are some common types of data that
are collected for personalization. These data include user profiling data, browsing history,
search queries, clickstream data, device information, location data, social media activity,
user feedback data, etc.

Nowadays, it is common practice for various websites and multimedia content appli-
cations, such as YouTube, Netflix, Zoom, etc. to collect user data for various reasons and
purposes. This can be performed to make recommendations to users, to tailor services to
specific device/network capabilities or preferences, and to perform detailed analysis for
service improvement, marketing, sales, and other purposes. On the other hand, the ques-
tion often arises as to how the data collected may affect the privacy of the individual. Data
privacy is a multidimensional concept that can be understood from various perspectives,
including the purpose of data collection and privacy preferences of users. These aspects are
crucial for developing comprehensive user privacy models and strategies [14]. On the other
hand, data privacy also involves with the ways of collecting user’s data, sharing those data
with third parties, and deleting them in accordance with laws and privacy regulations [15].

With regards to the privacy issues of users and user-related data collected by various
Internet services and users’ concerns about their privacy, numerous research papers have
been published. For example, considering Zoom as one of the most popular conferencing
applications and its privacy issues and policies, it collects and stores numerous personal
data about users. The user-related data collected by this platform include personal data,
such as name and contact details, IP address and device identifiers, and user-generated
data, arising from meetings, messages, files shared between participants, etc. The Zoom
platform also includes a passive way of collecting user-related data via the use of cookies
and tracking technology such as browser type, service provider, operating system etc. On
the other side, Zoom does not store video and audio content of the user’s meetings, unless
the user has chosen this option in the user settings [16,17].

Regarding the collection of accessibility data, authors in [18] presented an evaluation
of users of virtual classrooms about their accessibility needs in an e-learning system. The
survey has been performed by 115 people, of whom 62 were professionals, including 53 stu-
dents with visual, auditory, and mobility impairment, as well as non-disabled students.
Through this evaluation, they collected evidence of user experience when establishing
the different accessibility needs within an e-learning platform, such as visual, auditive,
cognitive, motor, elderly, and linguistic impairments of the users. The parameters acquired
in the presented study are used for creating an accessibility group of parameters.

In another example, if we consider the popular platform Netflix from the perspective
of user data collection, we can see that user information is gathered in different ways. First,
the registration process includes collection of information, including name, email address,
payment methods, telephone number, etc. Second, automatic data collection during service
usage is used to collect information about user interactions with the platform, accessed
content, and information regarding user’s devices, such as device ID, device and software
characteristics (e.g., connection information, IP address from which it can gather the
information about the location and so on [19].

Some relevant works regarding the types of user data collected for user profiling by
Internet platforms, such as Facebook and Twitter and collection methods of the data are
provided in Table 2:
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Table 2. Some selected works on collected user data for user profiling in social networks.

How Are Data Collected and

Ref. No. Types of User-Related Data Collection Mechanism? Internet Platform
Demographic data (the user’s The data are gather,ed from user’s
. . profiles from a Tweet’s text through a .
[20] personal information, such as age, . . Twitter
nder, education, and personality) Machine Learning models for
gendet, equcation, and personatty detecting social bots on Twitter.
User ‘F)ehamor data (e.g., personal Personality traits prediction model
profile in Facebook, liked posts, . .
[21] . . based on user behaviors on social Facebook
links, status tagging of other users
. networks
in photos, etc.)
The data are collected through a
hybrid profiling system (explicit and
implicit user profile). The implicit
Demographic data (e.g,, name, use,r profile is created b.y Follectmg
. user’s data based on their interests in .
[22] gender, age, native language, . .. Different Internet platforms
. . terms of keyworks, while implicit
education, family members, etc.) . S
user profile is created by monitoring
user activities by storing the
browsing history, the time spent on
each page, printing, saving, etc.
The data are collected automatically
through algorithms used by
Facebook. The number of liked pages
related to news and politics assigned
Preference data (e.g., news data and  is highly correlated with the number
[23] . . Facebook
political preferences of users) of ad topics related to news and
politics assigned to each user. These
topics do not represent ads that
individuals have seen, but topics that
may be interested in.
Demographic and preference user Data are collected through a
data (e.g., user tweets, user Statistical Based Approach and Deep
follower’s tweets, URLs posted by =~ Learning approach. Also, a variety of
user followers, URLs posted by information is extracted through a
[24] followers of followers, etc.) Also,a  Neighborhood Approach, including Facebook and Twitter

Deep Learning approach was used
to extract status updates, profile
photos, and page likes from a
Facebook user’s profile.

user interests, the number of
followers, the strength of the
relationship between the person and
their followers, and much more.

3.1. Privacy Issues Regarding Collected Data

When looking at user profiling and service personalization, related research shows

that users are generally concerned about what happens with their personal data, how the
data are stored, who has access to the data and what are the safeguards for protecting their
data. This is partially due to the awareness raised by numerous data breaches of different
Internet platforms that have happened over the years [25]. Privacy issues regarding the
collection of data in the user profiling process can lead to various consequences related
to the leakage of personal data, both for individuals and businesses. These consequences
to individuals can be related to identity theft, financial loss, discrimination, reputational
damage, unauthorized access to personal accounts, loss of privacy, and so on. On the other
hand, organizations may face a lot of consequences as well, including loss of customer trust
and reputation, infringement of intellectual property, disruption of operations, regulatory
penalties, compliance violations, etc. The identification of such consequences provides
a more thorough understanding of the privacy concerns and serves to emphasize the
importance of data protection for individuals and organizations [26].
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Some of the most well-known breaches are Yahoo (2013-2014), Equifax (2017), Marriot
International hotels (2014-2018), Facebook—-Cambridge Analytica (2013-2018), Capital One
(2019), SolarWinds (2020), etc. In 2016, Yahoo informed the public that it had multiple data
breaches between 2013 and 2014. The breaches compromised the personal information
of more than 3 billion user accounts, including names, email addresses, telephone num-
bers, birthdates, hashed passwords, as well as the security questions of over 500 million
users [27].

Equifax, one of the largest credit reporting agencies in USA, suffered a data breach
that exposed the personal information of approximately 147 million people. The breaches
compromised data, such as names, Social Security numbers, birth dates, addresses, and in
some cases, drivers’ license numbers [28].

Marriot International hotels announced in 2018 that unauthorized access happened
to its database early in 2014, compromising the personal information of approximately
500 million users. The stolen data included names, passport numbers, email addresses,
phone numbers, and other travel details [29].

Facebook—Cambridge Analytica (2013-2018) revealed that the political consulting firm
Cambridge Analytica has misused personal data from around 87 million Facebook profiles
without users’ consent. This data were used for targeted political advertising during the
2016 US presidential election [30].

The Capital One data breach in 2019 impacted 106 million customers and the impact
was similar with the data breach of Equifax. The breach of this bank included names,
addresses, credit scores, and Social Security numbers [31].

The SolarWinds data breach was a highly sophisticated supply chain attack, which
targeted US government agencies as well as private companies. This hack impacted an
estimated 18,000 of its 300,000 customers worldwide. The breach allowed hackers to access
and monitor sensitive information from the victim’s systems [32].

These are some of the well-known examples of data breaches and, unfortunately, there
have been many more incidents impacting numerous companies over the world. Besides
the large data breaches reported by the global companies as mentioned in this section,
there are numerous breaches of smaller websites and more specific services that usually
remain unnoticed as the companies are typically not willing to go public due to reputation
concerns. Nevertheless, data breaches highlight the importance of robust cybersecurity
measures and the need for individuals and companies to protect their data.

3.2. Methods of Protection and Regulatory Aspects

Almost every country has approved data privacy laws, aiming to regulate how infor-
mation is collected and what control companies have over the data during their transmis-
sion. Failure to follow data privacy regulations may lead to lawsuits or even prohibition
of an application’s use in certain jurisdictions. Adherence to these rules can be daunting,
but all Internet applications should be familiar with the data privacy laws that may affect
their users.

The most important general data protection legislation in Europe, currently, is the
General Data Protection Regulation (GDPR). It establishes a set of rules for the collection,
use, transmission, and security of data collected from residents of any of the 28 member
countries of the European Union (EU) [25].

Under the GDPR, the types of data considered as personal, or personally identifiable,
include name, address, photos, etc. GDPR extends the definition of personal data so that
something like an IP address can be considered as personal data, as the user might be
identified personally through the IP address and telecom operator. It also includes sensitive
data, such as genetic and biometric data, which could be processed to uniquely identify a
user [33].

On the other hand, the United States does not completely restrict cross-border data
flows and traditionally has regulated data privacy at a sector level to cover certain types
of data. Both the U.S. and EU countries are committed to supporting individual privacy
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rights and ensuring the protection of personal data, including electronic data. However,
there are essential differences in the treatment of data privacy between the U.S. and the
EU, and security relations between the two continents have long been a discussion point.
The GDPR highlights some of the main differences and challenges for U.S. companies
operating in the EU. Since 2000, many entities used U.S.—EU negotiated agreements for
cross-border data flows, but the EU’s top court has invalidated those agreements due to
concerns about U.S. surveillance laws. Many U.S. companies have made changes according
to GDPR, such as revising and clarifying user terms of agreements and seeking explicit
consent. Consequently, this creates more requirements for companies that collect user
data and with respect to this issue, numerous experts in the field think that the GDPR
may simplify compliance for U.S. companies, because the EU applies the same set of data
protection rules [33].

It is a known fact that due to the large number of data breaches and hacks that occur,
different user data, such as email address, password, social security number, or confidential
health records, have been exposed on the Internet. Different companies are responsible for
notifying the appropriate national bodies as soon as possible in order to ensure that EU
citizens take appropriate measures to prevent their data from being abused [34].

There are evident challenges and limitations in implementing the privacy framework
across different Internet services, especially regarding interoperability and compliance.
Basically, users can provide all personal data to the services if they give their consent.
The heterogeneity of the systems, where services can vary in terms of data collection
and different protocols for data processing, storage, and transmission, is one of the key
challenges and limitations in the implementation of privacy frameworks. On the other
hand, differences between global privacy regulations can be considered another challenge
in implementing any privacy framework and respectively of our privacy model. In this
sense, different privacy regulations are supported by corresponding data protection laws,
such as the GDPR in Europe, the CCPA in California, and other national regulations
(e.g., the LGPD in Brazil). The overlapping of legal requirements between these privacy
regulations can be challenging as well. Also, it is well known that these regulations grant
users with specific rights, such as the right to access or delete their data. In this aspect, the
most challenging part is related to the user’s location and location of the user’s data [35].

There are numerous examples of related works on storing data on various Internet
platforms. The field of data storage is constantly evolving, as new technologies and
methodologies emerge to address the challenges of managing and storing large-scale data
in distributed environments [36].

In this regard, authors in [36] proposed a platform called PRIPRO (“Privacy Profiles”),
designed to address user profiling and data storage concerns in smart environments while
emphasizing privacy. This concept is crucial as smart environments often collect and utilize
user data for various purposes, including automation, personalization, and analytics. This
platform also includes mechanisms for securely storing user profiles and associated data.
This includes encryption, access control, and data retention policies. The platform presented
in this paper assists in defining the set of rules for the smart environment and updating
the user’s profile. Based on that, authors implemented a solution that is composed of a
client application to run on the user’s smartphone and a web server in order to manage the
evolution of the user’s profile and permissions.

Authors in [37] presented the middleware Ubiquitous Privacy (UbiPri) for the control
and management of data privacy based on a generic model. This model includes several
modules, such as Data Base, Controller module, Data module, Privacy Control Management
User (PRICMU), Privacy Communication (PRICOM), Privacy Devices (PRIDEV), Privacy
Profile (PRIPRO), Privacy Adaptation (PRIADA), Privacy Environment (PRIENV), Privacy
Criteria (PRICRI), Privacy History (PRIHIS), and Privacy Security (PRISEC). The PRIHIS
module stores and handles information related to the user’s history, environment, devices,
and other variables that can be added later to obtain contextual information. It is important
to mention that all modules work independently, with characteristics that vary according
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to the rules previously established in the environment. Therefore, for a module to be able
to operate correctly, access is allowed to the data contained in the database.

When it comes to Internet services, we know that they collect our personal data on a
daily basis. At the beginning, Internet services have collected only a few types of personal
data, such as names, ages, birthdays, etc., but with the rapid spread of social networks and
personalized services, more and more personal data have been collected. Furthermore,
according to authors in [38], IoT devices are increasingly being adopted by consumers,
making it possible for companies to capture personal data, including sensitive data, with
much less effort and at very low cost. Recent systems architectures aim to collect, store,
and process personal data in the cloud with very limited control available to end-users.
Therefore, a platform called Personal Data Stores (PDS) has been proposed as an alternative
architecture where personal data will be stored, giving the users complete control over their
data. On the other side, data sovereignty is another concept to the PDS model, which is
defined as the capability of users to have full control as well as to determine their restrictions
about the usage of their data, such as access control, authorization, usage duration, etc.,
before sharing with third parties.

3.3. How Do Users Perceive Privacy?

It is expected that privacy awareness will be one of the most significant developments,
with big pressure put on governments to implement data protection laws and to monitor
how different companies handle an individual’s data. However, there is still much work
to be performed on this issue. According to the results of several surveys, the conclusion
may be drawn that a lot of individuals still do not know how to protect their data and,
thus, show distrust in the way their data are handled. On the other hand, most people
today understand that it is beneficial and often necessary to provide certain personal data
to companies and online applications they use in order to receive benefits for the services
they want. At the same time, users are concerned about the privacy of their data [39].

Regarding these issues, the Cisco Consumer Privacy Survey conducted in 2019, shows
different perspectives on what companies, governments, and individuals have done, and
could do, to better protect data privacy. This survey involved 2600 adult respondents
in twelve of the world’s largest economies, where five of these were in Europe, four in
Asia Pacific, and three in the USA. The profile of respondents was different in terms of
age, gender, and income levels. Respondents were asked mostly about their attitudes and
actions regarding their personal data, the products, and services they use as well as the
impact of data privacy regulations on their behavior. Specifically, the survey explored
different aspects of how people care about data privacy and what actions have been taken
to protect it. When it comes to data protection, the big question has been whether they
are willing to act, for example, by giving up certain benefits or paying more for stronger
protection and control. On the other hand, user awareness has recently increased because of
EU’s GDPR, which requires disclosures to users about their rights, and constant headlines
of data breaches affecting billions of data records and millions of users. With the Cisco
Consumer Privacy Survey, the main purpose was to better understand user behaviors and
how far they are willing to go to protect their privacy. Based on the results gathered from
respondents, they identified that a large part of the population, that indicates it cares about
data privacy, is willing to act and in fact has already acted. In terms of percentage, 84%
of respondents stated that they care about data privacy, referring to both their own data
as well as the data of other members of society, and they want more control over how the
data are being used. From this group of respondents, 80% stated that they are willing to
spend time or money in order to keep their data safe, because they think that data privacy
is an important factor, which is directly related with buying decisions. On the other hand,
this pushes them to pay more for services with better protection. Another important issue
regarding the results obtained from the survey is that nearly half (48%) of respondents
stated that they had already switched service providers or companies due to the fact that
they were not satisfied with their data policies or data sharing practices [39].
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To build a user profile, authors in [40] proposed an independent model for both
long-term and short-term user preferences. The proposed framework includes a recent
page history buffer for the short-term model and a taxonomic hierarchy for the long-term
model. Long-term model was created from the Google Directory using topics of clicked
streaming results, while short-term models by using a cache of recently clicked results.
While authors in [41], proposed a model that gathers demographic parameters, such as
name, age, gender, education level, occupation, etc., about the users as well as his/her
actions within online communities.

The report presented in [42] presents a survey of online privacy concerns in the United
Kingdom (UK), as well as how users feel about privacy and their data. The number of
people in the UK who claim to be concerned about the issue of online privacy has fallen
from 84% in 2012 to 75% in 2017. Among 18-24-year-old users, concern with online privacy
falls to just 58%, down from 75% in 2012. At the same time, almost two-thirds of users are
now happy with the amount of personal data they share with companies or organizations. It
is well known that the GDPR seeks to balance the user’s right to privacy with the legitimate
interests of service providers wanting to serve them better [43]. Therefore, according to this
report and conducted surveys, it shows that overall privacy concerns decreased since the
last survey conducted in 2012. In general, the findings presented in this report provide an
optimistic overview for the future data economy in the UK. According to the conducted
survey, a significant proportion of users indicate that they would prefer to pay for online
services rather than sharing any personal data. The highest preference for paid services
is expressed in TV and in multimedia content platforms, such as Netflix, Amazon Video,
etc. This may be related to the fact that these categories already provide optional paid
subscription models to their users. On the other hand, online services that are normally free,
such as email, messaging apps, and social networks, receive relatively lower preferences for
paying over sharing personal information. However, a considerable number of respondents’
state that they would be willing to pay also for these services rather than providing personal
information. In order to come up with these results and statistics, a question was provided
to a specific number of respondents, as follows: “For each of the following services, please
state whether you would prefer to pay for the service or share personal information in
exchange for free access to the service?” Figure 1 presents the results from the conducted
survey based on responses from users for some specific Internet services:

100%
90%
80%
70%
60%
50% 43%
40% 34% 33%
27%
30% 24% 55% 23% 24% 25%
20%
10%
0% [ — [ [ [ F—
%
E-mail (Gmail, TV/Movie Messaging apps Social networks Musicstreaming Online news
Outlock) streaming (e.g. WhatsApp, (e.g. Facebook, (e.g. Spotify, subscription
services (e.g. Facebook Twitter) Apple Music,
Netflix, Amazon Messenger, etc)
Video etc.) Snapchat etc.)

M 1- | would prefer to share personal information with this service to receive it for free

1 2- | would prefer to pay for this service so that | don't have to share any personal information

Figure 1. Respondents’ responses regarding the sharing of their personal data with various Internet
services [42].
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4. Discussion and Proposed Privacy Model Based on Service Category

As users of today’s technologies, we are amazed with many features that these tech-
nologies can provide. However, users often do not consider the implications with respect
to privacy issues and sharing vast amounts of personal data, leading to several security
threats and data breaches. These problems are more complex given the fact that users
sometimes may compromise privacy and security in order to obtain access to the latest
technologies and services [44]. With respect to this issue, numerous architectures are de-
signed with the aim to overcome technical challenges related to delivering different kinds
of services in the future Internet [45]. Generally speaking, security and privacy issues arise
especially for clients who use intelligent end devices. Table 1 indicates sensitive data that
can be stored on both the client side and in the operator network, such as history records,
application usage, user mobility, contacts, location, etc. Therefore, this collected data has
the potential to facilitate different services to personalize those kinds of data. Due to this
fact, an appropriate level of security must be guaranteed, and a proper balance should be
made between the level of security and performance as well.

Delivering “personalized” services to end users has a few challenges, whereby users
may not be so keen on sharing certain personal data [46]. On the other hand, it should be
taken into account that, nowadays, users generally tend to “accept all terms and conditions”,
for example, when using Google services and, thus, allowing Google access to a large
number of user-related data [47].

Our proposal is to define a privacy framework as a central node that would be
responsible for user data aggregation, handling, and sharing across services. When a user
accesses a service that requires access to his/her data, the service would request certain
data category or multiple categories, as defined in Table 3. In services nowadays, this is
being performed directly through forms or implicit data acquisition, but in our proposal
the idea is that the service would ask these data from the proposed privacy framework,
in a similar manner to how it is being carried out in Single Sign On (SS0) [48] using the
OAuth protocol. The privacy framework would then control users” dynamic consent and
real-time privacy adjustments based on the current user input, where users can approve or
reject one-time data sharing. The framework also provides information about the types
of data that the service gathers from users and informs users about potential risks if the
required data is leaked. An important aspect of our proposal is that users only give their
data when using the service, which means that their data is shared on a per-session basis,
rather than in its entirety and, thus, it is not being stored long-term in the services domain
and, thus, minimizes the risks of data leaks from services handling the data.

Our approach focuses on taking the data collected by services, estimating the associated
risks, and then categorizing them for category-based sharing and anonymization purposes.

Anonymization can be performed by generalization of the acquired data. For exam-
ple, some services might provide well-personalized content even with generalized data
(e.g., weather forecast), while some cannot (e.g., online deliveries from web shops). In
our proposal, it is up to the service to define the minimum amount of necessary data and
the granularity of the data, and it is up to a user to decide how much is he/she willing to
disclose in order to get a more personalized service.

One example of how anonymization can be performed is by generalizing location data,
as it is presented by authors in [49]. They proposed a location proxy to preserve user privacy
by limiting the use of precise location data. The idea of the proxy is to somehow “blur” more
precise user locations where such precision is unnecessary. Examples of generalization of
user location data, such as GPS data, IP address, home address, country, etc., are based
on previous research findings and proposed generalization methods for this data category.
Another example could involve the anonymization of an accessibility dataset. In this regard,
the anonymization method can be applied to all parameters within this dataset, but it will
be more efficient by treating more sensitive data, for privacy preservation of users. An
anonymization process of data, such as font size, font dyslexia settings, font color, screen
reader usage, text spacing, magnification level, etc., typically involves masking or removing
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any data that can identify users, while retaining the usefulness of accessibility data. The
trade-off between personalization and privacy is evident and quite clear, because if users
want to receive more personalized services, they must share more personal data, whereas
maintaining a higher privacy level, requires “sacrificing” some degree of personalization.

Table 3. A survey of some common user’s data collected from different Internet services.
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Transaction data

The scalability of the proposed privacy-preserving scheme will be addressed by using
proved existing state-of-the-art methods to guarantee interoperability between services and
scalability. In our next publication, we plan to describe one data service provider rather
than having diverse service providers. In this sense, we aim to have a centralized data
point like Google for example, which then gives data to other services. The data is managed
by this centralized system like Google, Facebook, or other SSO services, which permits
complete or partial sharing of the data with other services.

This section gives a more detailed overview of the data collection from users as well
as their classification, including different kind of services. The table below lists all the
parameters that services can require from the users, acquired from analysis of widely
used services and related literature. Through this representation, we can see the types
of data that are gathered by specific services as well as which services collect common
user data. This can provide guidelines for categorizing various parameters according to
different services and facilitating the generalization process of user profiles. On the other
hand, grouping of common parameters will help us in developing general models for user
profiling and anonymization.

The classification of parameters will be performed according to different data sets,
such as location data (e.g., GPS and IP addresses), site accessibility data (e.g., font size, font
color, and voice recognition), user preferences, language, device type, application usage
history, demographic data, meeting data, search history, and so on.

Furthermore, bearing in mind that all Internet services have their own data about
the users, this does not exclude the fact that most of the services also have common data
between them. In this relation, according to specific parameters grouped and proposed
categories, we can see that there exists some common data across all services, including
name, surname, contact details, browsing history, country of origin, city, device type(s),
actions taken, search queries, and so on. When it comes to data collection about users
from specific services, it makes sense to gather data that are common across all services,
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but it does not make sense to collect something specific for a single service. Regarding
these issues, we will propose a framework for data exchange and data protection that will
give to users most of the data that are common across all or most of the services. In our
future work, this privacy framework will enable centralized and fine-tuned control of data
privacy of users and require user consent for sharing their data with Internet services. The
purpose of grouping personal parameters is connected to identifying data for the process
of generalization. In this sense, some of the most popular services along with Google
services, are indicated in the Table 3. In this table, we presented some personal data about
the users, which they share with Internet platforms, in exchange for the services they want.
Also, we highlighted some common user data between various Internet services, as will be
shown below.

Table 3 shows the data collected from users when interacting with Internet services.
Our proposal is related to grouping parameters or data collected from users, in order to
make those data more general. For example, having exact user geocoordinates might be
necessary for some services, but this kind of information can be generalized to city, country
or even region, if such a location granularity is suitable for other services. In this way,
services are still able to personalize their content but will be unable to personally identify
each user and, thus, increasing the privacy of users.

From the table we can see also a list of parameters that specific services use for some
kind of personalization. This representation enables us to see which data are gathered by
specific services and which are mutual data collected by them. In this relation, we have
identified some of the most popular services available on the Internet today.

Based on the aforementioned table and the classification of the parameters that were
gathered from users, we can draw a conclusion that services used for similar purposes
gather similar data from users. Therefore, different web mail services, video streaming
services, online storage services, etc., collect similar data, such as other respective services,
by providing enhanced services to the users.

In this regard, for Internet services, such as web mail, the necessary parameters
include the user’s communication patterns, email content, mail contacts, chat data, location
parameters, etc. On the other hand, video streaming services typically require parameters,
such as search history, location data, device type(s), time of the day, viewing history, ratings,
purchase history, and so on. Online storage services collect various types of data from
users to provide their services and improve their content and delivery. The specific data
collected can vary from one service to another, but some common types of data that those
services may collect include user account information, file metadata, file content, usage
data, location data, payment information, device information, log data, communication
data, user preferences, etc.

Considering the above summarization, user privacy aspects and their concerns, the
following questions always arise: Does these services really need those data about the
users? How do specific services use these kinds of data to provide better services to
them? According to these conclusions, our future research will answer those questions by
providing a privacy framework, where each service will only attain the data it really needs,
with the granularity of the data necessary for each service provision and personalization.
On the other hand, the users should provide consent related to the risk to their privacy
when sharing their personal data to the services. In this sense, the goal of our proposed
privacy framework is to estimate the privacy risks for each parameter, groups of parameters,
and respective generalization of parameters. The generalization method will be applied to
all data sets and their corresponding parameters and, therefore, the privacy concerns of
users will be decreased.

5. Conclusions and Future Work

The paper presents a survey of widely used Internet services with a focus on the data
that services gather from users and process in order to personalize the content and service
delivery. Furthermore, we highlighted some current research activities with a focus on
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user profiling and modelling in different types of services. In this relation, this paper also
presents specific types of data that services collect from users using examples of commonly
used Internet services.

The conclusion of this survey paper is three-fold. Firstly, we have identified the types
of data that Internet services gather from users in the user profiling process. Second, the
literature analysis and comparison has been conducted. Thirdly, we have identified the
gaps and issues that need to be addressed in our future work by proposing generalization
methods for tackling privacy issues and estimating privacy risks in user profiling and
data collection.

In our future research work we will propose a privacy framework where each Internet
service would attain only the data it really needs, but in a way that the user gives consent
to some level of privacy disclosure based on service it is using. In this relation, we will offer
additional materials and tools to make sure that users are fully aware of the implications
of each “level of access”, similar to the one presented in [50]. These methods will help in
educating users about the possible consequences of revealing their personal information
from third parties. One potential resource could be any privacy calculator as online web
service that helps users in understanding the risk level associated with sharing different
types of personal data. We will also present the working principle of such a framework,
based on the data that different users possess. Currently, each service requires, takes,
and processes (or sells) additional data it does not really need for service personalization.
Therefore, for example, detailed location data, detailed browsing history, specific device
data, unrelated behavioral data, personal preferences, and so on, may be collected by many
Internet applications, even though only general activity tracking is required. In this relation,
we will develop a framework where each user will give a “level access” to each data. The
categorization will be performed depending on how much data the user is able to provide,
in exchange for the required services. If the user gives just some basic data, this user will
be classified in the lowest level in our model. Then, for a better service he/she can choose
to “trade” his privacy for a better, more personalized, and probably free service in some
cases. In this context, risk estimation will define a level of access. This estimation will be
conducted using various existing models and analyzing aspects of the data, such as their
type, size, duration, reputation of the service, and the sensitivity of the data [51].

With the existing approach, services can collect all types of data, whether necessary
or not. With our proposed method, users will have the ability to choose and be informed
about what data are shared, for how long, for what purpose, and the potential risks if the
data are compromised (e.g., fraud scenarios).

Also, in the future we will address the validation of the proposed model, which will
be performed by using similar methods to k-anonymization techniques. On the other hand,
a de-anonymization method will be used to attempt to reverse the anonymized parameters
with the aim of re-identifying individuals from anonymized datasets [52].
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