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Abstract

:

This paper presents the design and implementation of a versatile IoT testbed utilizing the openHAB platform, along with various wireless interfaces, including Z-Wave, ZigBee, Wi-Fi, 4G-LTE (Long-Term Evolution), and IR (Infrared Radiation), and an array of sensors for motion, temperature, luminance, humidity, vibration, UV (ultraviolet), and energy consumption. First, the testbed architecture, setup, basic testing, and collected data results are described. Then, by showcasing a typical day in the laboratory, we illustrate the testbed’s potential through the collection and analysis of data from multiple sensors. The study also explores the capabilities of the openHAB platform, including its robust persistence layer, event management, real-time monitoring, and customization. The significance of the testbed in enhancing data collection methodologies for energy assets and unlocking new possibilities in the realm of IoT technologies is particularly highlighted.
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1. Introduction


The Internet of Things (IoT) has become an increasingly popular topic in recent years, with its applications ranging from smart homes and cities to healthcare and industry. However, building and testing IoT systems can be challenging due to the diversity of devices and protocols involved. In order to address this challenge, IoT testbeds have been developed to provide a controlled environment for testing and evaluating IoT systems.



Experimental analysis of IoT systems requires a testbed to provide a controlled environment for testing and evaluating IoT systems. Testbeds can help in simulating realistic scenarios and collect data on system behavior. Smadi’s study [1], noted the importance of using testbeds for experimental analysis of smart grid technologies. Similarly, wireless sensor networks (WSNs) have been extensively explored in the context of smart homes for monitoring and controlling various systems and appliances [2,3].



Smart buildings are becoming increasingly popular, with various applications being developed to manage and control building systems for improved efficiency, comfort and safety. Examples of such applications include smart energy management [4] and smart HVAC (heating, ventilation, and air-conditioning) controls [5], which can benefit from the deployment of WSNs and IoT systems. In addition, the use of WSNs in smart homes has also been studied for energy-efficient management and control of appliances and lighting systems [6,7], as well as for monitoring indoor air quality, detecting gas leaks and preventing fire hazards in smart homes [8,9]. Our testbed follows this approach by providing a controlled environment for collecting real-time data from multiple sources and analyzing patterns of behavior through an abstraction layer provided by openHAB. OpenHAB is an open-source home automation platform that supports various protocols and devices, allowing for an easy integration and management of different systems and appliances in a smart home environment. It also allows users to build their own smart home automation systems and provides a flexible and extensible framework for integrating various IoT devices and services.



The IoT testbed described in the current work utilizes a variety of wireless interfaces and sensors to collect data from various sources. The Z-Wave and ZigBee protocols are popular choices for home automation and have been used in several previous studies [7,8]. Wi-Fi is a widely used wireless communication technology that is suitable for high-speed data transmission [9]. Moreover, 4G-LTE is a cellular communication technology that provides high-speed internet access and has been used in various IoT applications, such as smart transportation and healthcare [10,11]. IR wireless communication is widely used for remote control of home appliances.



The sensors used in the testbed include motion, temperature, luminance, humidity, vibration, UV, energy, and switch sensors. These sensors are commonly used in IoT applications for monitoring and controlling various systems and appliances in smart homes, cities and industries. The openHAB platform is used as the underlying architecture to integrate these devices and protocols.



The main contributions of this paper are the design, implementation and evaluation of an IoT testbed for wireless sensor networks. The proposed testbed is based on the openHAB platform and provides a flexible and standardized solution for integrating various wireless protocols and sensors. Additionally, we provide a detailed description of the testbed architecture, the sensors used and the experimental setup. The results obtained from the experiments demonstrate the effectiveness of the proposed testbed for evaluating the performance of different wireless interfaces and sensors in an IoT environment. First, a detailed description of the IoT testbed setup is provided, including the employed components and their functionalities. Then, the openHAB platform and its role in the IoT testbed is discussed. Next, the results of basic testing performed on the testbed are presented, including observations made and how they relate to the wireless systems and sensors used. Finally, we draw conclusions based on the results obtained and discuss future work that can be carried out to improve the IoT testbed.




2. Background


The growth of IoT has been exponential in recent years, with the number of connected devices expected to reach 75.44 billion by 2025, according to a report by Statista [12]. As a result, there has been a proliferation of devices that use different wireless communication technologies to communicate with each other. Some of the most widely used wireless interfaces in IoT include Z-Wave, ZigBee, Wi-Fi, 4G-LTE, and IR.



Z-Wave is a wireless communication protocol specifically designed for home automation that operates in the 800–900 MHz frequency range and has a range of up to 100 m [13]. ZigBee, on the other hand, is a low-power wireless communication protocol that uses the IEEE 802.15.4 standard and is designed for low data rate applications, with a range of up to 70 m [2]. It provides a mesh network that supports a wide range of applications, including home automation, lighting control, and remote sensing.



Wi-Fi is a ubiquitous wireless communication protocol that operates on the 2.4 GHz and 5 GHz frequency bands and has a range of up to 100 m [14].



Additionally, 4G-LTE is a mobile communication protocol that operates on the cellular network and has a range of several kilometers [15]. Finally, IR is a wireless communication technology that uses infrared radiation to transmit signals and has a range of up to 10 m.



Infrared (IR) is a line-of-sight wireless communication technology that uses infrared light to transmit signals. It is extensively used in consumer electronics, such as televisions and remote-control devices.



Furthermore, various sensors are also used in IoT applications. Motion sensors detect changes in movement and are used in security and home automation applications. Temperature sensors measure the environment temperature and are used in HVAC and weather monitoring applications. Luminance sensors measure brightness and are used in lighting control and energy management applications. Humidity sensors measure the moisture content in the air for environmental monitoring and control applications. Vibration sensors measure mechanical vibrations for machinery monitoring and maintenance applications. UV sensors measure ultraviolet light levels for environmental monitoring and control applications. Energy sensors measure the energy consumption of devices in energy management applications. Switch sensors are used to control the state of devices and are widely used in home automation applications.



In addition to the individual applications of various sensors, many IoT applications utilize a combination of sensors through the use of sensor fusion techniques. Sensor fusion is the process of combining data from multiple sensors to improve accuracy and provide a more comprehensive view of the environment being monitored. Examples of established IoT applications of sensor fusion include smart occupancy detection [16], smart healthcare [17], and smart transportation [18]. These applications demonstrate the benefits of combining multiple sensor inputs and the potential for more advanced IoT systems.



The use of multiple wireless communication technologies in IoT devices poses challenges for interoperability and integration. Therefore, the need for testbeds that can handle the diversity of IoT devices and communication technologies has become increasingly important. Testbeds provide a controlled environment for testing and evaluating IoT systems, enabling researchers and developers to identify and address issues related to interoperability, security and reliability.



This paper presents an IoT testbed that integrates different wireless interfaces and sensors in an open architecture using the openHAB platform. The open architecture of the testbed is essential to enable the integration of different wireless interfaces and sensors, which are often proprietary and use different communication protocols. By using an open platform like openHAB, the testbed can accommodate a wide range of devices and protocols, and facilitate the development of new IoT applications and services. Furthermore, it allows researchers and developers to evaluate the interoperability, security, and reliability of IoT systems under various scenarios and conditions.




3. OpenHAB Platform


The openHAB platform is an open-source platform that provides a vendor and technology-agnostic solution for integrating smart home devices [19]. It is a popular platform that enables communication between different devices and technologies, providing a standardized and flexible abstraction layer. The platform offers a variety of bindings that can be used to connect devices using different wireless protocols, such as ZigBee, Z-Wave, EnOcean, and Wi-Fi [10]. The openHAB platform is freely available for download and use from the official website at www.openhab.org (accessed on 13 March 2023).



One of the key features of the openHAB platform is its user-friendly interface, which allows users to monitor and control the devices and systems connected to it. It offers real-time monitoring and access to the data collected by sensors, enabling users to create customized rules and automations that can be triggered by events or conditions, such as changes in temperature or motion [20].



The openHAB platform’s modular design is another key feature that allows users to easily add and remove devices and systems as needed [21]. It supports a wide range of devices and systems, and provides integration with popular services, such as Amazon Alexa, and Google Assistant, for voice control [22]. The modularity of openHAB is especially beneficial for projects such as ASSIST-IoT that aim to build an inclusive and flexible IoT ecosystem. By leveraging openHAB’s modularity, projects like ASSIST-IoT [23] can easily integrate new devices, protocols, and technologies, ensuring adaptability and future-proofing. Incorporating openHAB’s modularity into the testbed will improve its ability to address real-world applications and drive innovation in the IoT space.



3.1. Persistence


The openHAB platform includes a powerful persistence layer that enables users to store and retrieve data generated by the devices and systems connected to the testbed. The persistence layer is based on a flexible and extensible architecture that supports a variety of storage options, including relational databases, NoSQL databases, and cloud-based storage services. This allows users to choose the storage option that best suits their needs and provides the best performance for their particular use case.



The platform’s persistence layer supports both historical and real-time data storage and retrieval [24]. This means that users can store and retrieve data generated by sensors and devices over an extended period, as well as receive and analyze real-time data streams. The platform provides a variety of persistence services, including data aggregation, data filtering and data visualization, to help users analyze and interpret the data collected by their devices and systems.



The openHAB platform’s persistence layer also provides support for data archiving and backup, ensuring that users can access their data even in the event of system failure or data loss [24]. This makes the platform suitable for use in mission-critical applications, where data integrity and availability are paramount.




3.2. REST API


The openHAB platform provides a REST API (Application Programming Interface) that enables external programs to access and control various aspects of the system. This API allows for the retrieval of data related to Items, Things and Bindings, as well as the invocation of actions that can change the state of Items or influence the behavior of other elements of openHAB. The REST API provides a simple and standardized interface that can be accessed using the HTTP protocol, making it easy to integrate with other systems and applications.



By providing a REST API, the openHAB platform acts as an abstraction layer between the end user and IoT technologies, enabling developers to focus on building applications without having to worry about the underlying complexities of the IoT system. This simplifies the process of building and integrating smart home applications, allowing developers to create innovative new products and services more easily [25].




3.3. Functionalities


In addition to its persistence layer and the REST API, the openHAB platform provides a wide range of functionalities that enable the integration of different devices and sensors. Here are some of the main functionalities provided by the platform:




	
Rule engine: The openHAB platform provides a powerful rule engine that allows for the automation of various actions based on the status of different devices and sensors. For example, if a motion sensor is triggered, the rule engine can automatically turn on the lights in the room.



	
User interface: The platform provides a user-friendly web interface that can be used to monitor and control different devices and sensors. The interface can be accessed from a web browser or mobile app.



	
Integration with third-party services: The platform can be easily integrated with third-party services such as IFTTT, Amazon Alexa, and Google Assistant. This allows for voice control and other advanced functionalities.



	
Flexibility: The openHAB platform is highly flexible and can be customized to meet the needs of different applications. It provides support for various protocols such as MQTT, Z-Wave, ZigBee, and others.



	
Add-ons: The platform provides a wide range of add-ons that can be used to extend its functionalities. These add-ons include bindings for different devices and sensors, as well as user interfaces and rule templates.









3.4. Security Features


The proposed testbed uses openHAB as a security layer that controls user authentication and access control through various methods such as HTTPS, SSH (Secure Shell) and role-based access. Communication between the testbed and users is encrypted via SSL certificates and there are options for secure remote access, such as running openHAB behind a reverse proxy or setting up a VPN (Virtual Private Network) connection. It is worth noting that openHAB has built-in support for restricting access through HTTP(S) for certain users. These security features ensure that access to the testbed resources is carefully controlled and that communication with the testbed is secure.




3.5. Platforms Comparison


Previous work has explored the use of openHAB in IoT testbeds [26] and has demonstrated its potential for enabling universally usable smart homes. To provide a comprehensive understanding of the current state-of-the-art in IoT platforms, we refer to a survey conducted on various IoT platforms including SmartThings, HomeKit, Windows IoT, FarmBeats, AWS IoT, ThingWorx, and Watson IoT [27]. This study explores the communication, security, and privacy perspectives of these platforms, providing valuable insight into the strengths and weaknesses of each.



Comparing different IoT platforms is critical for researchers and practitioners looking to design or deploy a platform that best meets their needs. While each platform has its own set of advantages and disadvantages, openHAB was selected for this project after thorough analysis of various aspects.



To begin, openHAB is an open-source platform that allows for extensive customization, making it easy to interact with various sensors and devices. Its adaptability enables seamless integration with a diverse range of hardware components. Furthermore, openHAB supports a variety of communication protocols and standards, such as MQTT (Message Queuing Telemetry Transport), REST (REpresentational State Transfer), and CoAP (Constrained Application Protocol). This interoperability ensures that various devices and apps in the IoT ecosystem communicate smoothly and efficiently.



OpenHAB supports powerful security features such as authentication and authorization procedures. These security measures protect the system from illegal access and data breaches, protecting the IoT infrastructure privacy and integrity.



Additionally, openHAB has the advantage of being a low-cost option. It is freely available as an open-source platform and does not require any license fees. As a result, it is an appealing alternative for businesses and developers seeking to construct IoT systems without incurring additional costs.



Given these considerations, openHAB emerged as the best option for our project, satisfying our needs for customization, communication flexibility, security, and cost-effectiveness.



Next, in Section 4, we will delve into the specific details of our testbed implementation, highlighting how openHAB was utilized in integrating different wireless interfaces and sensors to create a robust and versatile IoT ecosystem.





4. Description of the Testbed


Figure 1 shows the high-level design of the testbed topology. The IoT testbed used in this paper integrates different wireless interfaces, such as Z-Wave, ZigBee, Wi-Fi, 4G-LTE, and IR and various sensor capabilities, including motion, temperature, luminance, humidity, vibration, UV, energy, and switch sensors, in an open architecture using the openHAB platform. The testbed is designed to provide a platform for evaluating the performance and compatibility of different wireless interfaces and sensors in a real-world setting. Table 1 summarizes the different sensors and actuators used in the testbed.



The Z-Wave interface is implemented using an off-the-shelf Aeotec Z-Stick Gen5+ controller. This controller ensures reliable communication with Z-Wave devices and enables seamless integration in the test environment. Similarly, the ZigBee interface is implemented using the POPP ZB-Stick controller, which offers robust ZigBee communication capabilities.



The Z-Wave, ZigBee, Wi-Fi, and 4G-LTE interfaces are implemented using compatible devices, such as controllers, routers, smart switches, and smart sensors. It is important to note that the 4G-LTE interface is being utilized as an alternative internet connection in case the Wi-Fi or Ethernet connection is disrupted. This provides a backup option for maintaining connectivity to the IoT testbed and ensures that data can continue to be collected and analyzed even in the event of a network outage. The IR interface is implemented using IR emitters and receivers and is being utilized mainly to control A/C (air conditioning) units in order to maintain the desired temperature and humidity levels.



The openHAB platform serves as the central management system for the IoT testbed. It integrates the different wireless interfaces and sensors, and provides a unified and flexible way to manage and control them. It also provides a user-friendly interface for monitoring and controlling the testbed and accessing the data collected by the sensors.



The testbed was established within a controlled laboratory environment that measures 5 m × 7 m, to minimize the impact of external factors on the results. The devices and sensors were configured and tested to ensure that they were functioning properly and communicating with the openHAB platform. To provide a visual representation of the testbed setup, a photo of the system has been included in Figure 2.



The testbed has been extensively tested and evaluated over a six-month period, demonstrating its capabilities and potential for various IoT applications. A use case of a typical day in the lab is presented in the following Section 6, illustrating the data collected from multiple sensors and their correlations, which showcases the versatility and potential of the testbed.




5. Basic Testing


To evaluate the performance of the IoT testbed, a series of basic tests focused on the functionality of the different wireless interfaces and sensors were conducted in a controlled environment. The aim of these tests was to ensure that the wireless interfaces and sensors were functioning correctly and were able to communicate with the openHAB platform. The collected data were analyzed to determine if the sensors were producing accurate and reliable data.



One of the key tests performed was to verify the connectivity and functionality of the wireless protocols supported by the testbed, such as ZigBee, Z-Wave, and Wi-Fi. Tests were also conducted to ensure the compatibility of the wireless protocols with different types of sensors and actuators. These tests were necessary to confirm that the devices could communicate with the openHAB platform and be controlled by it.



To evaluate the accuracy and reliability of the data collected by the sensors, tests were conducted to measure the precision and repeatability of the sensor readings. These tests ensured that the sensors produced consistent and reliable data, which is essential for the success of any IoT application.



The collected data were analyzed using statistical methods and the results were compared to the expected values for the sensors under test. These tests allowed for the identification of any errors or inaccuracies in the sensor readings.



Several studies have reported on the importance of conducting basic testing to evaluate the performance of IoT systems. For example, in a study by Smadi [1], basic testing was performed to verify the reliability of wireless communication in a smart home environment. Similarly, in a study by Tamilselvi et al. (2020) [28], basic testing was conducted to evaluate the performance of an IoT-based healthcare monitoring system.



For the wireless interfaces, we tested their connectivity, reliability, and range. The Z-Wave and ZigBee interfaces provided a stable and reliable connection within their specified range, while the Wi-Fi interface provided good coverage and high bandwidth. The 4G-LTE capability was tested as a backup scenario for situations where the Wi-Fi or Ethernet connection was disrupted, and it proved to be a reliable alternative internet connection. To test the reliability of the IR interface, we used the IR bridge to send commands to A/C units of different brands and monitored their response. The tests were successful, indicating the suitability of the IR interface for controlling temperature and humidity.



We have not performed a formal analysis to compare the accuracy and precision of each sensor, because we believe it is more valuable for the testbed to demonstrate the integration of different technologies and sensors/actuators. Therefore, we have showcased a typical day-use case that utilizes environment data from various technologies and sensors to show their integration and correlation. This use case demonstrates the potential benefits of utilizing an open architecture platform, such as openHAB, which enables seamless integration of different technologies and sensors and provides an abstraction layer that simplifies the end-user experience.




6. Results


In this study, we conducted basic testing on our IoT testbed with different wireless interfaces and sensors. The testing was realized using the topology illustrated in Figure 1, which shows the communication setup between the various devices in the testbed. The results of the testing are presented below.



6.1. Wireless Interfaces


	
The Z-Wave interface demonstrated a range of up to 30 m in an open space environment, with successful transmission of motion sensor data to the Z-Wave controller at distances up to 25 m.



	
The ZigBee interface demonstrated a range of up to 50 m in an open space environment, with successful transmission of temperature sensor data to the ZigBee coordinator at distances up to 40 m.



	
The Wi-Fi and 4G-LTE interfaces showed high reliability, with a packet delivery success rate of 99% for both interfaces.



	
The IR interface demonstrated reliable transmission and reception of commands between the remote control and IR receiver within a range of 10 m.







6.2. Case Study: A Day in the Testbed


In order to demonstrate the capabilities of the testbed, a typical day in the lab was monitored and recorded using various sensors and actuators. This is illustrated in Figure 3, which shows the average temperature, humidity, luminance, and power consumption of an electrical heater across all sensor types, as well as motion detection data. The first two subplots depict a combined plot of luminance and temperature and humidity and temperature, respectively. The third subplot shows a combined plot of active heating duty cycle and temperature, while the fourth subplot is a plot of motion detected during the day. Note that the lab was equipped with various types of sensors, including UV sensors. However, due to the UV protection in the lab environment, the data from the UV sensors did not provide significant information and were therefore omitted from the figure. The collected data from various types of sensors showed a strong correlation between the humidity, luminance, and power consumption of an electrical heater with the ambient temperature in the lab. The electrical heater functions as an actuator in the closed-loop system, dynamically modifying the heating duty cycle based on the ambient temperature readings to maintain the temperature within the specified range. Due to the dynamic control and responsiveness to changes in the sensor readings made possible by this closed-loop system, an extensive and engaging experimental setup is produced.



Furthermore, the abstraction layer generated by openHAB allowed for an easy integration and analysis of data from various wireless technologies, enabling end-users to make informed decisions for optimizing energy consumption in their respective environments.



The use case demonstrated the testbed’s ability to identify correlations between different variables and patterns of behavior, and the potential for using this information to improve energy efficiency and occupant comfort. It should be noted that although UV sensors were included in the testbed, their data were not included in the results presented in this paper. This is because the laboratory environment where the testbed was installed was designed to provide UV protection, resulting in low levels of UV radiation. As a result, the UV sensor values did not show any significant changes during the monitoring period.



The obtained results contribute significantly to addressing the research objectives and solving the problem statement of this study, which focused on the design and implementation of a versatile openHAB IoT testbed with a variety of wireless interfaces and sensors. By conducting comprehensive testing and analysis, we have demonstrated the testbed’s capabilities and evaluated the performance of different wireless interfaces in terms of range, reliability, and functionality.



The findings regarding the wireless interfaces, such as the Z-Wave and ZigBee interfaces, provide valuable insights into their communication ranges and successful transmission of sensor data. This information is very important for researchers and practitioners working in the IoT field because it helps them understand the limits and possibilities of these wireless technologies. It also enables researchers make informed decisions about the right wireless interface based on their IoT application’s specific needs.



Additionally, the high reliability exhibited by the Wi-Fi and 4G-LTE interfaces is significant, as it reassures users that these interfaces can be utilized with confidence in IoT systems. As these interfaces are commonly used in real-world IoT deployments, the high packet delivery success rate enhances the credibility and applicability of our testbed and results.



Moreover, our utilization of openHAB as an abstraction layer for integrating and analyzing data from various wireless interfaces relates to existing research focused on interoperability and integration frameworks for IoT systems [29]. By highlighting the ease of integrating data from different wireless technologies and the resulting benefits for end-users in making informed decisions, our study adds to the body of knowledge that advocates for standardized and interoperable solutions in IoT deployments.





7. Conclusions


In this paper, we presented an IoT testbed with different wireless interfaces and sensors in an open architecture with the openHAB platform. The testbed demonstrated high reliability and accuracy during the basic testing conducted. The Z-Wave and ZigBee interfaces demonstrated good range, while the Wi-Fi and 4G-LTE interfaces showed high reliability. The typical day-use case has showcased the functionalities of the REST API serving as an abstraction layer between the end-users and the IoT technologies, and providing a simplified interface for data access and control. This approach has significant benefits in terms of system scalability, interoperability and ease of use.



The IoT testbed presented in this paper is a valuable contribution to the field of IoT research. As the Internet of Things continues to grow and evolve, there is an increasing need for reliable and efficient IoT systems. By conducting further research and testing in more complex scenarios, we can continue to improve the performance and reliability of IoT systems, such as the one presented in this paper. The integration of machine learning techniques has been shown to be a promising approach to analyzing the collected data and deriving insights that can be used to optimize the performance of the system. Several studies have demonstrated the potential of machine learning in IoT applications, such as smart building energy management [30]. Therefore, the integration of machine learning techniques in the IoT testbed presented in this paper could be a valuable avenue for future research. Moreover, the system’s scalability, interoperability, and ease of use, achieved through the REST API, make it an attractive option for a wide range of IoT applications. These benefits are consistent with previous research on the use of open architectures and REST APIs in IoT systems [31]. Therefore, the IoT testbed presented in this paper has the potential to serve as a valuable resource for researchers and practitioners in the field of IoT.



However, it is important to acknowledge the limitations of the presented results and highlight the potential for further investigation and analysis. The length of the data collection period and the depth of analysis regarding correlations between variables were not the focus of this study. The results demonstrated the testbench’s capabilities and integration with various wireless technologies, but a broader and longer data collection period would provide greater insight into the behavior and correlations of various variables. Future studies may use longer data collection periods and advanced analytical techniques to gain more detailed and precise insights into the relationship between humidity, brightness, power consumption, and ambient temperature. Addressing these limitations and conducting further research can enhance our understanding of the system’s performance and optimize its functionality for real-world applications.



In conclusion, the detailed analysis and interpretation of the obtained results in this study hold significant implications for the design, implementation, and optimization of IoT systems. The findings contribute to addressing the research objectives of the study by providing insights into the performance of wireless interfaces and demonstrating the capabilities of the testbed in achieving energy efficiency and occupant comfort. By referring to relevant references, we have ensured that our findings are consistent with prior research in the field.




8. Further Work


In addition to the basic testing and evaluation of the IoT testbed using different wireless interfaces and sensors, a comprehensive gap analysis was conducted to identify the need for improved data collection methods in energy assets. As a result, a subset of the sensors in the Z-Wave technology area were selected as a proposed technical solution for deploying additional equipment to facilitate the realization of the SYNERGIES project demonstration cases [32]. This solution has the potential to improve data collection methods for energy assets and can be further developed and optimized in future research.



The proposed solution is expected to improve data collection methods for energy assets by providing more accurate and real-time data on energy consumption and usage patterns [7,33]. This will enable more effective energy management strategies to be developed and implemented, resulting in improved energy efficiency and cost savings. However, further research is needed to optimize and refine the proposed solution and evaluate its performance in real-world settings.



Future research could also explore the potential of other emerging technologies, such as blockchain and edge computing, in improving data collection and energy management in IoT systems [34]. These technologies have shown promise in addressing some of the challenges associated with data security, privacy and processing in IoT systems and could potentially be used to enhance the performance and functionality of the proposed solution.



Future work could also focus on exploring other potential uses for the IoT testbed, such as the development of custom applications and integrations using the openHAB platform and REST API. Additionally, further testing and evaluation could be conducted to assess the scalability and reliability of the IoT testbed, as well as the performance of different wireless interfaces and sensors in other real-world operational environments. Some directions for future work that could further enhance the capabilities of the testbed:




	
Expansion of sensor types: Additional sensors, such as gas sensors or sound sensors, could be added to further expand the capabilities of the testbed and enable more complex scenarios [35].



	
Integration with machine learning techniques: Machine learning techniques, such as anomaly detection or predictive analytics, could be used to analyze the data collected from the testbed and derive insights that could be used to optimize the performance of the system. Several studies have shown the potential of machine learning in smart building energy management [36]. By applying these techniques to the data collected by the testbed, we can develop more accurate and efficient algorithms for controlling heating, ventilation and air conditioning systems, as well as other building systems.



	
Real-world testing: While the basic testing presented in this paper provides a solid foundation, more extensive testing and field trials (at least one year) in additional real-world scenarios could provide valuable insights into the system’s performance [37].



	
Security testing: As IoT systems become more prevalent, security becomes an increasingly important concern and the use of open-source platforms can introduce unique security challenges. As highlighted in the survey conducted by [38], security is a key aspect of IoT platforms and is often prioritized in open-source solutions due to the high degree of community involvement and code transparency. In this work, we have addressed these security concerns by adopting the open-source platform openHAB and implementing various security features, such as authentication and encryption protocols. However, we also acknowledge that the adoption of open-source tools and libraries can introduce potential challenges and pitfalls. Future work could involve conducting security testing to identify potential vulnerabilities and mitigate them [39,40].



	
Integration with cloud services: Integrating the testbed with cloud services, such as Amazon Web Services or Microsoft Azure, could further enhance the capabilities of the system and enable more complex scenarios [41].
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Figure 1. High-level design of the testbed topology. 
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Figure 2. Setup of the IoT testbed in the laboratory environment. 
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Figure 3. Subplot 1: Luminance and temperature; Subplot 2: Humidity and temperature; Subplot 3: Active heating duty cycle and temperature; Subplot 4: Motion detection. 
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