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Abstract

As deepfake generation methods are constantly evolving, there is a need for new methods 
that can detect subtle manipulation artefacts in video content, both in terms of spatial and 
temporal characteristics. In this study, an encoder–decoder architecture is proposed, where 
the classification and forensic reconstruction are performed simultaneously at the encoder 
and decoder side, respectively. The architecture consists of a six-layer convolutional encoder 
to obtain spatial representations from uniformly sampled facial frames of 128 × 128, and 
a two-layer bidirectional gated recurrent unit (BiGRU) to model temporal dependency 
within the sequence of eight facial frames. An attention-pooling mechanism additionally 
highlights the most instructive temporal characteristics and yields a brief sequence-level 
representation for binary categorization. In parallel, a forensic decoder reconstructs 64 × 64 
Laplacian residual maps, encouraging the network to learn edge-level and texture-level 
manipulation traces. The framework is trained end-to-end using a weighted combination of 
cross-entropy classification loss and L1 reconstruction loss. Experiments on the Celeb-DF 
dataset, comprising 1168 cropped face videos, achieved 93% training accuracy, 90% frame-
level classification accuracy, and an ROC-AUC of 0.92. Complementary analysis across 
spatial, frequency, and temporal feature domains showed that spatial texture characteristics 
provided the clearest class separation, while the forensic reconstruction branch achieved 
an MSE of 0.010. Overall, the results demonstrate the value of jointly integrating spatial 
encoding, temporal sequence modelling, attention-based aggregation, and reconstruction-
guided forensic learning for deepfake detection.

Keywords: encoder; decoder; Laplacian residual; deepfake; video detection; reconstruction 
loss

1. Introduction
The speed at which generative AI models are evolving has made it much easier to 

create a realistic fake video of real people [1]. With face swapping and face reenactment 
techniques, manipulated footage can now be produced that is almost a copy of the original 
video to human eyes [2]. This poses serious threats to personal privacy, political integrity 
and legal evidence. With the quality of these forgeries improving over time, there is a 
need for reliable automated detection methods [3]. Although handcrafted features like 
blinking patterns, head pose inconsistencies, and compression artefacts were significant, 
these features were not used in conventional methods of deepfake detection. These tech-
niques are effective against first-generation fakes, but are not suitable for newer methods of 
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fake creation that have learned to remove these telltale features. More recent research has 
focused on convolutional neural networks (CNNs) and learning the forgery cues directly 
from each frame. But treating each frame as an individual frame does not take advantage 
of an important aspect of video—temporal coherence [4]. The pipeline for deepfake gener-
ation works on the level of the individual frames, and often introduces subtle flickering, 
unnatural motion, and the appearance of inconsistencies between time artefacts that can 
only be observed with analysis of the individual frames [5]. Transformer-based architec-
tures have demonstrated good performance in modelling long-term dependencies in the 
sequential data, while current transformer-based deepfake detection approaches have either 
concentrated on spatial features or temporal features separately. Very few approaches try to 
learn a discriminative representation for classification and a reconstructive representation 
that reveals the underlying manipulation artefacts [6,7].

This paper proposes an encoder–decoder network specifically tailored for deepfake de-
tection using spatial and temporal information from video frames. The encoder is composed 
of two components: a convolutional frame encoder to extract spatial features for every frame 
at 128 × 128 resolution and a bidirectional GRU-based temporal encoder to capture the 
temporal dependency among a sequence of eight uniformly sampled frames. The temporal 
information is then pooled in an attention network and fed into a binary classifier to produce 
a video-level temporal representation. At the same time, a transposed-convolution decoder 
recovers Laplacian residual maps from the temporal latent space, which must be learned 
to capture fine-grained edge and texture inconsistencies that allow real faces to be distin-
guished from synthesized faces. A joint loss function of cross-entropy classification loss and 
L1 reconstruction loss is used for training the model, with the weights adjusted to give both 
losses equal importance. The proposed method is tested on the Celeb-DF dataset [8], which 
consists of cropped face videos, with a 60/20/20 train/validation/test split. The results 
show that the dual-task design enhances the detection accuracy and the reconstruction 
component can give informative forensic evidence of the location of the manipulations. The 
contribution of this work does not arise from introducing an entirely new CNN, recurrent 
unit, or attention mechanism in isolation. Instead, the novelty lies in integrating spatial 
encoding, bidirectional temporal modelling, attention-guided sequence aggregation, and 
auxiliary forensic reconstruction within a single jointly optimized framework. In particular, 
the temporal representation learned from short eight-frame sequences is used not only 
for real/fake classification but also to reconstruct Laplacian residual maps that preserve 
edge and texture-related forensic information. This dual learning goal allows for the latent 
representation to encode residual structure information for manipulation in addition to 
discriminative information for classification. The resulting framework therefore differs from 
conventional frame-level classifiers and purely reconstructive encoder–decoder models by 
jointly modelling spatial, temporal, and reconstruction-based evidence within the same 
end-to-end architecture.

The rest of the paper is structured as follows: a literature review is conducted in 
Section 2, a methodology is proposed in Section 3, results and analysis are given in Section 4, 
a comparative analysis is shown in Section 5, limitations and future scope of the work are 
discussed in Section 6, and the paper is concluded in Section 7.

2. Related Works
The rise of synthetic media created with deep learning technology has sparked the 

urgent need for deepfake detection research to safeguard individual privacy, political 
integrity, and trust in digital media. In this review, we consider ten recent works that 
together tackle some of the most pressing questions in the field, such as cross-dataset 
generalization, robustness to video compression, computational efficiency and forensic 
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applicability. The detection-oriented super-resolution framework proposed in [9] learns 
a spatial–temporal dual dictionary to recover forensically valuable information in highly 
compressed videograms of faces, focusing on expression key sequences and utilizing an 
attention mechanism based on the joint DCT-DWT, which takes a stand to guide the recov-
ery process; the method achieves decent performance in the face of FaceForensics++ and 
Celeb-DF without relying on paired compressed–uncompressed videos, but its reliance 
on handcrafted dictionary construction may make it difficult to scale. In [10], the authors 
expand the CoAtNet hybrid CNN-transformer framework to 3D by inflating all the con-
volutional, pooling, and self-attention layers, thereby being able to model spatiotemporal 
relations in 15-frame video snippets and obtaining good results for the intra-dataset per-
formance and some improvement in cross-dataset generalization with FF++, DFDC, and 
Celeb-DF, yet the computational cost of 3D layers is not explored in detail. In [11], the 
authors follow an experimental path and explore the impact of the dataset construction 
process and the use of the horizontal mirror augmentation on the generated deepfakes, 
demonstrating a slightly lower value of faceloss in augmented datasets and a difference 
in the attribute-dependent characteristics of the subjects; however, the scope of the work 
is narrow and its focus is on the training stage only. In [12], the authors present GenD, a 
remarkably simple yet highly effective method that fine-tunes only the layer normalization 
parameters of pre-trained vision encoders such as CLIP, PE, and DINO, amounting to 
roughly 0.03% of total parameters, and combines cross-entropy with alignment and uni-
formity losses in an L2-normalized feature space; evaluated across 14 benchmark datasets 
spanning six years, GenD achieves leading cross-dataset performance and demonstrates 
that paired real–fake training data is essential for preventing shortcut learning, making it 
arguably the strongest contribution among the reviewed works. In [13] the authors propose 
to use a genetic algorithm to compress the ResNet50 features using LASSO regularization, 
and then use the selected features as input for lightweight classifiers like KNN, SVM, etc., 
which obtains about 90% compression on Celeb-DF v2 and performs competitively in such 
a resource-constrained environment with limited evaluation across datasets.

In [14], the forensic framing is new and significant, and generalization tests are con-
ducted on unseen datasets resulting in AUC values ranging from 0.621 to 0.783, leaving 
much work to be done before this approach can be deployed in real forensic applications; 
however, the authors linked deepfake detection and forensic science by converting de-
tection scores into calibrated likelihood ratios suitable for courtroom use, selected the 
Capsule detector as the most viable candidate, and used kernel density estimation with 
empirical bounds and PAV calibration. In [15] the authors utilize the embeddings from 
Swin V2 Vision Transformer along with four families of textural descriptors, LBP, Gabor 
filters, Wavelet transforms, and GLCM features, to get 97.44% accuracy on Celeb-DF V2; 
however, the absence of cross-dataset evaluation results reduces the validity of the claims. 
In [16], the authors propose a compression-aware model composed of an augmentation 
based on the MPEG standard implemented in a variety of compression levels and two 
architectural improvements: Multi-Head Network for joint deepfake and compression 
classification, and a Multi-Branch Network for scalable ensembling, which shows that 
lightweight backbones with multi-head extensions can outperform deeper models based on 
a single stream. In [17], the authors propose an XceptionCapsule Net that fuses Xception 
spatial features with Capsule Network representations and BiLSTM temporal modelling 
alongside BlazeFace and MediaPipe landmarks, reporting up to 99.31% accuracy on FF++, 
though these exceptionally high numbers warrant caution in the absence of cross-dataset 
validation. Recent studies highlight the shift towards more practical deepfake detection, 
emphasizing cross-dataset generalization, unseen forgery detection, compression robust-
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ness, computational efficiency, and spatiotemporal and lightweight architectures for reliable 
real-world deployment [18–20].

When combined, these studies show that the discipline is moving from focusing 
on within-dataset accuracy towards solving more practical issues such as quality reduc-
tion due to compression, generalizing to unknown forms of forgery, forensic acceptability, 
and demographic fairness, with the adoption of large foundation models being the most 
promising approach.

3. Proposed Methodology
This section describes the dataset, system configuration and the overall architecture 

of the proposed encoder–decoder network for deepfake video detection. Our proposed 
model is trained and evaluated on the Celeb-DF dataset [8], which contains cropped face-
only video clips, which are sourced from real celebrity interviews and their corresponding 
deepfake counterparts. The real subset contains original face sequences while the fake 
subset contains face-swapped videos generated using the improved synthesis methods. 
All videos were then divided into subsets of training, validation and test videos with a 
ratio of 60:20:20 before frame sampling was performed. Hence, the frames in a specific 
video were limited to one partition and not distributed across the training, validation or 
test sets. The uniformly sampled eight frames of each video were grouped together as 
a single temporal input sequence after partitioning. During test-time evaluation, each 
retained frame was designated as a target frame and evaluated together with its associated 
eight-frame temporal context. The model therefore produced one classification output for 
each retained target frame. The eight-frame sequence defines the temporal context used to 
generate the prediction, whereas the target frame defines the unit of quantitative evaluation. 
Consequently, the 1290 retained target frames correspond to 1290 classification predictions. 
This process will ensure no information from the same source video appears in more than 
one experimental partition. One advantage of the proposed methodology is its balanced 
design, utilizing both spatial feature extraction and temporal sequence modelling along with 
attention-based aggregation and forensic reconstruction as part of the detection framework. 
In comparison with a highly complex 3D convolutional model or a transformer model that 
needs large-scale datasets, long video clips, or massive computing power to achieve good 
performance, the proposed model is capable of achieving high performance with only 
eight frames of a short video while still grasping the meaning of the spatial and temporal 
manipulation cues. Local variations in facial texture are learned by the convolutional 
encoder, temporal discrepancies between the frames are captured by the bidirectional GRU, 
and the attention mechanism selectively focuses on the most informative frames instead 
of considering all frames uniformly. Further, the forensic decoder reconstructs Laplacian 
residual maps to uncover artefacts at the edge level and texture level from manipulations. 
This approach is accurate, more interpretable and also more computationally efficient. 
Moreover, the accuracy and recall rates of different classes are comparable, suggesting the 
absence of class bias, and the low reconstruction error shows that the auxiliary forensic 
branch brings valuable information to the detection phase. These aspects show that the 
proposed methodology is still applicable in cases where more complex models can overfit, 
require significant computation or cannot generate interpretable forensic evidence.

The experiments are run on a Windows-based system with an NVIDIA CUDA-enabled 
GPU. The implementation is mainly developed in Python 3.10 and PyTorch 2.15.0 with 
OpenCV for decoding the video and applying the processing at the frame level. The model 
is trained for 100 epochs using the AdamW optimiser with an initial learning rate of 2 × 10−4 
and a weight decay of 1 × 10−4 . A cosine-annealing learning-rate scheduler is employed 
over the complete training run. Mixed-precision training (FP16) is used to reduce memory 
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consumption and to improve computational efficiency, while gradient clipping is applied 
with a maximum norm of 1.0. The experimental partitioning is performed at the video level 
before frame sampling so that all frames originating from a particular video remain within 
only one of the training, validation, or test subsets. For each video, eight frames are then uni-
formly sampled and treated jointly as a single temporal sequence rather than as independent 
image samples. These frames are first processed by the convolutional encoder, after which 
the BiGRU captures their temporal relationships and the attention mechanism combines the 
resulting temporal features to generate one real/fake classification decision. The reported 
classification metrics are calculated from extracted test-frame predictions. Therefore, the 
quantitative results represent frame-level performance. This evaluation strategy preserves 
the independence of the held-out test data, prevents frames from the same source video 
from appearing in both training and testing, and ensures that the reported results reflect 
the temporal modelling capability of the proposed BiGRU-attention framework.

The schematic diagram of the proposed system is shown in Figure 1. The first step 
takes a raw input video that is uniformly sampled to 8 frames, each of which is resized to 
128 × 128. They are further input into a convolutional frame encoder, then a bidirectional 
GRU temporal encoder. Attention pooling pools the temporal features into a fixed-length 
vector that is passed to two parallel branches: a classifier head that generates a real/fake 
prediction, and a forensic decoder that reconstructs 64 × 64 Laplacian residual maps. The 
model is optimized together with a combination of cross-entropy classification loss and 
L1 reconstruction loss, with weights. The cropped facial frames in the Celeb-DF dataset 
have a spatial resolution of approximately 112 × 112 pixels. The eight sampled frames 
jointly form a temporal input sequence for the CNN-BiGRU-attention architecture, allowing 
the model to learn spatial and temporal representations. However, for the quantitative 
evaluation reported in this study, classification metrics are calculated at the extracted-frame 
level. Thus, the eight-frame sequence describes the temporal modelling structure of the 
architecture, whereas the reported accuracy and associated metrics correspond to frame-
level predictions. During preprocessing, the sampled frames are resized to 128 × 128 pixels 
to provide a uniform input size for the convolutional frame encoder.

Figure 1. Overall workflow of the proposed methodology.

https://doi.org/10.3390/ai7110460

https://doi.org/10.3390/ai7110460


AI 2026, 7, 460 6 of 24

The proposed baseline can be enhanced to become a more complete and generalizable 
deepfake video detection framework by adding more spatial, temporal, and forensic learning 
components. Although previous deepfake detection research has investigated CNN-based, 
recurrent, transformer-based, and encoder–decoder models, the proposed approach pro-
poses a refinement to enhance the detection accuracy, which considers multi-scale facial 
artefacts, frame-to-frame inconsistencies, frequency-domain manipulation artefacts, and 
reconstruction-based evidence. For spatial feature extraction, multiple resolutions can be 
used to capture both global and local facial distortions, and for temporal modelling, variable-
length temporal modelling can be used to analyze short-term flickering as well as longer 
motion inconsistencies across the video sequences. To be able to detect spectral distortions 
caused by the deepfake generation and compression processes, a frequency-aware branch 
can be added as well. Moreover, by incorporating the attention guidance, the forensic 
decoder can be enhanced to amplify the attention to the manipulation-insensitive sections 
instead of simply being a black-box classifier. Under realistic settings, these would further 
boost the reliability of the system by cross-dataset evaluations on Celeb-DF, FaceForensics++ 
and DFDC, compression-aware augmentation, and uncertainty-based confidence scoring. 
The methodological improvements are anticipated to boost the accuracy of the deepfake 
detection system, limit any dataset-specific bias, increase interpretability, and provide more 
comprehensive guidance for deepfake video detection than binary classification.

Throughout the process of developing this project, three different methods have been 
considered before finally settling on the proposed encoder–decoder architecture. The first 
approach was a simple frame-level CNN classifier, in which each frame was classified as ei-
ther real or fake. It was discarded because each frame was taken into account independently, 
and the temporal behaviour of videos (flickering, unstable boundaries of face, unnatural 
movement between frames, etc.) was not taken into account. The second approach was 
a machine learning classifier based on manually extracted spatial and frequency features 
like brightness, sharpness, edge strength, FFT energy, and motion features. Though it 
was helpful in analyzing the data, it was rejected as the final approach because manually 
crafted features were not good enough to detect complex artefacts that can be present in 
videos, especially in case they were quite similar to real videos. The third approach was a 
pure transformer-based video model, which is very powerful theoretically. Nevertheless, it 
requires much more training data, longer video clips, and more computing resources to 
train, which were not available. After evaluating all these factors, the final encoder–decoder 
model was chosen as it provides a better balance between accuracy, efficiency and inter-
pretability. The present model acquires the spatial information in frames and the temporal 
information in video sequences, and generates forensic residual maps, enabling the model 
to not only detect deepfakes but also generate forensic evidence of manipulation.

3.1. Data Analysis
Prior to training, we conduct a three-part analysis of the Celeb-DF dataset to understand 

the statistical properties of both the real and fake videos and to confirm that measurable 
differences exist between the two classes. We first extract structural metadata from a random 
sample of 80 videos. For each video vi , we record the frame count Ni , frame rate fi  (in fps), 
spatial resolution (Wi , Hi ), and duration Di  = Ni /fi  seconds. We compute the per-class 
mean and standard deviation for each attribute. Let Vr  and Vf  denote the sets of real and 
fake videos, respectively. For any attribute a, the class mean is given by

μ(𝑐)
𝑎 =

1
|𝑉𝑐|∑𝑣𝑖∈𝑉𝑐

𝑎𝑖, σ(𝑐)
𝑎 = √ 1

|𝑉𝑐|∑𝑣𝑖∈𝑉𝑐
(𝑎𝑖 − μ(𝑐)

𝑎 )2 (1)
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where c ∈ {r,f }. The distributions of frame count, fps, and duration are plotted as per-
class histograms to identify any structural imbalance. Furthermore, we perform spa-
tial appearance analysis. From a sample of 40 videos, we extract 4 uniformly spaced 
frames per video and compute three spatial statistics for each frame. Let I denote a 
grayscale frame. Brightness is defined as 𝐵 = 1

HW ∑ 𝑥,𝑦𝐼(𝑥, 𝑦) . Contrast is the stan-

dard deviation 𝐶 = √ 1
HW ∑ 𝑥,𝑦(𝐼(𝑥, 𝑦) − 𝐵 )2. Sharpness is measured as the variance of 

the Laplacian operator S = Var(∇2 I), where ∇2 I is the discrete Laplacian convolution. 
Higher S values indicate sharper edges; fake frames typically show lower or more er-
ratic sharpness due to synthesis smoothing. Next, we perform the frequency-domain 
analysis in which we transform each sampled frame into the frequency domain using the 
2D discrete Fourier transform 𝐹(𝑢, 𝑣) = ∑𝐻−1

𝑥=0 ∑𝑊−1
𝑦=0 𝐼(𝑥, 𝑦) 𝑒−𝑗2𝜋(ux/𝐻+vy/𝑊). The centred 

log-magnitude spectrum is M(u,v) = log(1 + ∣Fshift (u,v)∣). We define low-frequency en-
ergy as 𝐸low = 1

∣𝑅𝑙∣
∑ (𝑢,𝑣)∈𝑅𝑙

𝑀(𝑢, 𝑣) , where Rl  = {(u,v):r(u,v) ≤ 0.08 ⋅ min(H,W)}, and high-
frequency energy as 𝐸high = 1

∣𝑅ℎ∣ ∑ (𝑢,𝑣)∈𝑅ℎ
𝑀(𝑢, 𝑣) , where Rh  = {(u,v):r(u,v) ≥ 0.25 ⋅ min(H,W)}. 

The ratio 𝜌 = Ehigh /Elow  captures the relatively high-frequency content. Deepfake videos 
tend to suppress high-frequency detail, resulting in a lower 𝜌 compared to real videos. This 
analysis produces per-class histograms and summary statistics across all the three domains 
and confirms further that real and fake videos exhibit statistically distinguishable patterns 
in spatial texture, edge sharpness, and frequency energy distribution.

3.2. Feature Extraction
We extract three categories of features, spatial texture, frequency domain, and temporal 

motion, from uniformly sampled frames to characterize the differences between real and 
deepfake videos. From a sample of 30 videos, we extract 6 frames per video for spatial 
analysis, 4 frames for frequency analysis, and 8 frames for temporal analysis. All frames are 
resized to 128 × 128 pixels before processing. For each grayscale frame I, we compute five 
features. Brightness and contrast are defined as before. Edge strength is measured using 
the Sobel operator in both horizontal and vertical directions as

𝐸𝑠 =
1

HW∑
𝑥,𝑦

√𝐺𝑥(𝑥, 𝑦)2 + 𝐺𝑦(𝑥, 𝑦)2 (2)

where Gx  = I * Sx  and Gy  = I * Sy  are the Sobel convolutions with a 3 × 3 kernel. We also 
compute the Shannon entropy of a 16-bin normalized intensity histogram h = [h1 ,h2 ,…,h16 ] 
as 𝐻 = −∑16

𝑘=1 ℎ𝑘log(ℎ𝑘 + ϵ), where 𝜖 = 10−8  prevents numerical instability. Fake frames 
tend to show reduced edge strength and lower entropy due to the smoothing introduced 
by synthesis networks. Next, we perform the frequency-domain analysis. Each frame is 
transformed using the 2D DFT as described in Section 3.4. Here we define three concentric 
frequency bands using radial distance r(u,v) from the spectrum centre: low (r ≤ 10), mid 
(10 < r ≤ 25), and high (r > 25). The mean energy in each band is computed, along with 
two diagnostic ratios, as

ρhf =
𝐸high

𝐸low + ϵ, ρmf =
𝐸mid

𝐸low + ϵ (3)

These ratios capture the relative distribution of spectral energy. Deepfake synthe-
sis tends to attenuate high-frequency components, producing a lower 𝜌hf  compared to 
real videos. Given a sequence of T consecutive grayscale frames {I1 ,I2 ,…,IT }, we com-
pute inter-frame motion as the mean absolute difference between adjacent frames as 
𝑀𝑡 = 1

HW ∑𝑥,𝑦|𝐼𝑡+1(𝑥, 𝑦) − 𝐼𝑡(𝑥, 𝑦)|. Flicker is quantified as the standard deviation of this 
difference map. We additionally compute dense optical flow between consecutive frames 
using the Farneback method, yielding horizontal and vertical flow fields (ut , vt ). The mean 
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flow magnitude per pair is defined as Φ𝑡 = 1
HW ∑𝑥,𝑦

√𝑢𝑡(𝑥, 𝑦)2 + 𝑣𝑡(𝑥, 𝑦)2. Here, we need to 
aggregate these per-pair values with respect to the sequence to obtain video-level statistics: 
motion mean 𝑀̄, motion standard deviation 𝜎M , flicker mean ¯𝐹, flicker standard deviation 
𝜎F , flow magnitude mean Φ̄, and flow magnitude standard deviation 𝜎Φ . As a result, 
deepfake videos tend to show more flicker variance and optical flow irregular patterns 
than other types of videos because of inconsistent frame-by-frame processing. All three 
feature sets are integrated at the video level into one feature table for subsequent validation 
and comparison.

3.3. Proposed Architecture
The proposed network, denoted ℳ , takes as input a video tensor X ∈ RB × T × C × H × W 

where B is the batch size, T = 8 is the number of sampled frames, C = 3, and H = W = 128. 
The model produces a classification logit vector ŷ ∈ R𝐵×2 and a set of reconstructed resid-
ual maps R̂ ∈ R𝐵×𝑇×1×64×64. The complete forward pass is formalized in Algorithm 1.

Algorithm 1. Forward pass of the proposed encoder–decoder network
Require: Video tensor X ∈ R^{B × T × 3 × H × W}, model parameters Θ
Ensure: Logits ŷ, reconstructed maps 𝑅̂, attention weights 𝛼
1: Reshape X to X′ ∈ R(B·T)×3×H×W 
▶ Spatial encoding (convolutional frame encoder)
2: for each convolutional block k = 1, 2, 3 do
3: F(k) ← 𝜎(BN(Convk ,2 (𝜎(BN(Convk ,1 (F(k−1) ))))))
4: end for
5: Channel progression: 3 → 32 → 64 → 128; spatial: 1282 → 642 → 322 → 162 
6: V ← Flatten(AdaptiveAvgPool2d1 × 1 (F(3))) ∈ R(B ⋅ T) × 128
7: Reshape V to S ∈ RB ×T×128 
▶ Temporal encoding (bidirectional GRU)
8: [ℎ →

𝑡, ℎ ⃖
𝑡]

𝑇
𝑡=1 ← BiGRU(S; layers = 2, hidden = 192)

9: for t = 1 to T do
10: ht ← Wp [h⃗t ‖h ⃖t ] + bp ∈ R384 
11: end for
▶ Attention pooling
12: for t = 1 to T do
13: et ← w�tanh(Wa ht  + ba )
14: end for
15: 𝛼𝑡 ← exp(𝑒𝑡)/Σ𝑇

𝑗=1exp(𝑒𝑗)forall 𝑡
16: 𝑧 ← Σ𝑇

𝑡=1𝛼𝑡ℎ𝑡 ∈ R384

▶ Classification head
17: ŷ ← W2 (Dropout0.25 (𝜎(W1 z + b1 ))) + b2 ∈ R2 
▶ Forensic decoder
18: for t = 1 to T do
19: qt ← Wd ht  + bd ∈ R(256·8·8) 
20: dt ← Reshape(qt ) ∈ R(256×8×8) 
21: for each deconv block j = 1, 2, 3 do
22: dt ← 𝜎(BN(ConvTransposej (dt )))
23: end for
24: 𝑅̂𝑡 ← Sigmoid(dt ) ∈ R1×64×64 
25: end for
return ŷ,𝑅̂ = [𝑅̂1,…,𝑅̂𝑇],𝛼 = [𝛼1 ,…,𝛼T ]

Each frame xt ∈ R3×128×128  is passed through a six-layer convolutional encoder ℰ s  con-
sisting of three blocks. Each block applies two successive operations: a strided convolution 
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that halves spatial resolution followed by a same-resolution convolution, both with batch 
normalization and GELU activation. Formally, for block k ∈ {1, 2, 3},

F(𝑘)
𝑡 = 𝜎(BN(Conv𝑘,2(𝜎(BN(Conv𝑘,1(F(𝑘−1)

𝑡 )))))) (4)

where F(0)
t = xt, σ denotes GELU, and the channel progression is 3 → 32 → 64 →

128. After the final block, adaptive average pooling and flattening yield a feature vec-
tor ft = GAP(F(3)

t ) ∈ R128. The sequence {f1 ,…,fT } is reshaped into S ∈ RB × T ×128  and fed to 
a two-layer bidirectional GRU. At each timestep t, the forward hidden state 

→
h𝑡 ∈ R192 and 

backward hidden state 
←
h𝑡 ∈ R192 are concatenated and linearly projected as

h𝑡 = W𝑝[
→
h𝑡 ∥

←
h𝑡] + b𝑝, h𝑡 ∈ R384 (5)

Rather than using the final hidden state, we compute a weighted aggregation over 
all timesteps. An attention score et  is computed for each step, normalized via softmax to 
produce weights 𝛼t , and the pooled representation z is obtained as

𝑒𝑡 = w⊤tanh(W𝑎h𝑡 + b𝑎), 𝛼𝑡 =
exp(𝑒𝑡)

∑𝑇
𝑗=1 exp(𝑒𝑗)

, z = ∑
𝑇

𝑡=1
𝛼𝑡h𝑡 (6)

The pooled vector z passes through a two-layer classifier: ŷ = W2 Δ(W1z + b1) + b2, 
where Δ denotes GELU followed by dropout (p = 0.25), and the layer dimensions are 384 →
192 → 2. Simultaneously, the full temporal latent sequence H = [h1 ,…,hT ] is decoded back 
into spatial residual maps. Each ht  is projected to R256×8×8  via a fully connected layer, then 
upsampled through three transposed convolution stages (256 → 128 → 64 → 1) with stride 
2, batch normalization, and GELU, followed by a sigmoid output producing R̂𝑡 ∈ R1×64×64.

The model is trained end-to-end using a weighted combination of classification and 
reconstruction losses, as described in Algorithm 2, as

ℒ = 𝜆cls ⋅ ℒCE(ŷ, 𝑦) + 𝜆recon ⋅
1
𝑇 ∑

𝑇

𝑡=1
∥R̂𝑡 − R𝑡 ∥1 (7)

where 𝜆cls  = 1.0 and 𝜆recon  = 0.35. The target maps Rt  are normalized absolute Laplacian 
responses of the input frames. Training uses AdamW with a learning rate 2 × 10−4 , cosine 
annealing, gradient clipping at norm 1.0, and mixed precision (FP16) for 100 epochs.

Algorithm 2. Training procedure with joint loss optimization
Require: Training set Dtrain , validation set Dval , model M with parameters Θ
Require: Hyperparameters: learning rate 𝜂 = 2 × 10−4  weight decay =1 × 10−4  number 
of epochs E = 100, maximum gradient norm 𝛾max  = 1.0
1: Initialize Θ with default PyTorch initialisation
2: optimizer ← AdamW(Θ,lr = (2 × 10−4 ),weight_decay = (1 × 10−4 ))
3: scheduler ← CosineAnnealingLR(optimiser, T_{max} = E)
4: scaler ← GradScaler(enabled = True) ▶ Mixed-precision FP16
5: L_{best} ← ∞
6: for epoch = 1 to E do
7: Set M to training mode
8: for each mini-batch (X, R, y) ∈ Dtrain  do
9: optimiser.zero_grad()
▶ Forward pass under autocast (Algorithm 1)
10: ŷ, 𝑅̂, 𝛼 ← M(X)
▶ Compute joint loss
11: 𝐿cls ← −(1/𝐵)Σ𝐵

𝑖=1Σ1
𝑐=0𝑦𝑖,𝑐log(exp(𝑦𝑖,𝑐)/Σ𝑘exp(𝑦𝑖,𝑘))
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Algorithm 2. Cont.

12: 𝐿recon ← (1/BT)Σ𝐵
𝑖=1Σ𝑇

𝑡=1‖𝑅̂𝑖,𝑡 − 𝑅𝑖,𝑡‖1
13: L ← 𝜆cls · Lcls  + 𝜆recon · Lrecon 
▶ Backward pass with gradient scaling
14: scaler.scale(L).backward()
15: scaler.unscale_(optimiser)
16: clip_grad_norm_(Θ, γ_{max})
17: scaler.step(optimiser)
18: scaler.update()
19: end for
20: scheduler.step()
▶ Validation
21: Set M to evaluation mode
22: L_{val} ← Evaluate(M, D_{val})
23: if L_{val} < L_{best} then
24: L_{best} ← L_{val}
25: Save Θ as best checkpoint
26: end if
27: end for
return Trained parameters Θ*

Although the proposed framework uses video as the primary input source, the pro-
posed framework can be understood as a multi-representation learning approach because 
it combines complementary spatial, temporal, and reconstruction-based representations 
derived from the same video input. It combines multiple complementary information 
streams extracted from the same video: spatial appearance, temporal behaviour, and foren-
sic residual evidence. Learning of the spatial attribute takes place via the convolutional 
frame encoder that encodes texture of the frames, their edges, the smoothness of the face 
in the frames, and local manipulations artefacts. The reason is that the majority of deep-
fake artefacts emerge from unnatural blending, reduction in sharpness, or deformation 
of the texture of the faces in the frames. Here, one element of the batch corresponds to 
one video represented by T = 8 uniformly sampled frames. Although the convolutional 
encoder processes the frames individually, their resulting representations are recombined 
into a temporal sequence before BiGRU processing. Attention pooling then generates one 
representation per input video sequence, from which one binary classification decision 
is obtained.

The second stream, which can be considered modality-like, is temporal attribute. In 
view of the fact that deepfake videos include not only manipulated images, but manipulated 
sequences, the model makes use of a bidirectional GRU to learn about facial evolution 
through the frames. The attention module further strengthens this cross-frame modelling 
by assigning greater importance to the frames that contain stronger manipulation evidence, 
rather than treating all frames equally. The paper describes this design as a six-layer CNN 
frame encoder followed by a two-layer BiGRU and temporal attention pooling.

The third component is the forensic reconstruction branch. Unlike a normal classifier 
that only predicts real or fake, the decoder reconstructs Laplacian residual maps, which 
represent edge-level and texture-level manipulation traces. This adds an interpretable 
forensic signal to the classification process. The use of attention with gated recurrent 
modelling is also supported by recent sequence-learning studies, where attention-guided 
GRU architectures have been shown to emphasize informative temporal patterns while 
retaining a comparatively lightweight recurrent structure [21]. Although developed for 
multivariate sensor sequences, this principle supports the present use of attention over 
BiGRU features to assign greater importance to frames carrying stronger temporal evidence.
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The reconstructed Laplacian residual maps are intended to provide auxiliary forensic 
cues by highlighting edge-level and texture-level irregularities learned during reconstruc-
tion. The low reconstruction error indicates that the decoder is able to recover these residual 
structures consistently; however, the maps should not be interpreted as exact manipulation-
localization masks because pixel-level ground-truth annotations are not available in the 
present dataset. Accordingly, the reconstruction branch is used as supporting forensic 
evidence rather than as a definitive localization mechanism. A direct spatial comparison 
with annotated manipulation regions will be considered in future work.

Therefore, the work is cross-model because it integrates CNN-based spatial learning, re-
current temporal modelling, attention-based aggregation, and decoder-based reconstruction 
in one end-to-end system. It is also a multi-representation learning approach in a broader 
representation-level sense because it fuses spatial, temporal, and residual forensic evidence, 
even though all are derived from video rather than separate sources such as audio or text. 
This makes the framework more informative than a single-frame or black-box classifier.

3.4. Evaluation Metrics
The following nine metrics were used to evaluate the suggested model as they provide 

evaluation for classification performance, prediction error and the quality of the reconstruc-
tion process. Accuracy reflects the ratio between the amount of correct classifications in 
the entire test dataset. Precision reflects the fraction of the predicted fake frames among 
all that were indeed fake and is relevant when false accusation carries great costs. Recall 
reflects the ratio between the number of real fake frames which were classified as fake by the 
model and is an indicator of the sensitivity of the model to deepfake videos. The F1-score is 
the harmonic mean of the precision and recall, providing a combined score in case these 
metrics are not in line with each other. The ROC-AUC stands for the area under the curve 
on the ROC graph, which represents the dependence of the true-positive rate (TPR) on the 
false-positive rate (FPR) at different levels of classification threshold. A 0.5 value means 
normal guessing and 1.0 means perfect separation. The mean squared error and root mean 
squared error (its square root) put higher penalty on larger errors. Mean absolute error 
provides a linear measure of average prediction error. Finally, reconstruction MSE evaluates 
the decoder branch by computing the mean squared difference between the predicted and 
target Laplacian residual maps, MSErecon = 1

NT𝐻’𝑊’ ∑ 𝑖,𝑡,𝑥,𝑦( 𝑅̂𝑖,𝑡(𝑥, 𝑦) − 𝑅𝑖,𝑡(𝑥, 𝑦))2, where 
H’  = W’  = 64. A small reconstruction mean squared error signifies that the model has been 
able to learn the edge structure of the input frame, thus affirming that the decoder branch 
plays an important role in forensics information for the detection task.

4. Results and Analysis
Table 1 describes the comparative analysis of the real and fake videos in terms of their 

structural metadata, spatial appearance, and frequency-domain characteristics based on 
the Celeb-DF dataset.

It can be seen from the structural metadata that both types of videos are almost similar 
in terms of the number of frames, frame rate, and duration, which means that the Celeb-
DF dataset is well controlled, and there is no simple way to distinguish the real and fake 
videos using metadata. The videos have the resolution of 112 × 112 pixels because the 
dataset includes only the face of the person. There are clear differences shown by the spatial 
appearance features between the two classes. The brightness of the real videos is higher 
(108.11 vs. 95.66) and sharpness is higher as well (69.95 vs. 41.98), which means that 
there is some smoothing and tonal suppression due to the deepfake synthesis process. This 
comes from a higher sharpness standard deviation for real videos in comparison to fake 
videos (92.27 vs. 22.67), indicating that natural videos include a broader distribution of 
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sharpness compared to fake videos that are more uniformly blurred by the generation 
pipeline. For fakes, contrast values are comparable but slightly lower, in line with the 
smoothing observation. This is further supported by Figures 2 and 3 respectively. 

Table 1. Comparative feature analysis of real and fake video classes in the Celeb-DF dataset.

Feature Real (Mean ± Std) Fake (Mean ± Std)

Frame count 147.70 ± 2.06 147.29 ± 4.12
FPS 30.00 ± 0.00 30.00 ± 0.00

Duration (sec) 4.92 ± 0.07 4.91 ± 0.14
Resolution (W × H) 112 × 112 112 × 112

Brightness 108.11 ± 14.00 95.66 ± 20.13
Contrast 35.92 ± 9.72 32.88 ± 10.34

Sharpness 69.95 ± 92.27 41.98 ± 22.67
Low freq. energy 3.69 ± 0.25 3.56 ± 0.26
High freq. energy 0.40 ± 0.05 0.40 ± 0.07

HF/LF ratio 0.109 ± 0.012 0.112 ± 0.015

Figure 2. Distribution of structural metadata and spatial appearance characteristics for real and fake 
videos in the Celeb-DF dataset.
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Figure 3. Representative real and fake video frames with their corresponding two-dimensional Fast 
Fourier Transform (2D FFT) log-magnitude spectra.

The differences are much more subtle in the frequency domain. Low-frequency energy 
is slightly higher for real videos than for the fake videos, whereas high-frequency energy is 
closely matched for both types of classes (3.69 vs. 3.56 and 0.40 vs. 0.40, respectively). The 
difference between the two classes in Celeb-DF, using our HF/LF ratio, is extremely small, 
0.109 vs. 0.112, and so cannot be used to separate the two groups with high reliability using 
features of their frequencies alone. This finding is important as it confirms the architectural 
decision of not using spectral analysis alone, and proves that it is a more effective approach 
to combine spatial encoding and temporal sequence modelling, which is the reason why 
many of the frequency-only detection methods have been reported to be less successful on 
this particular dataset.

Table 2 and Figure 4 presents the aggregated feature statistics comparing real and fake 
videos across spatial, frequency, and temporal domains. Table 3 shows a sample of the 
merged video-level feature table containing all 19 extracted features per video.

The spatial features show the most apparent difference between the two classes. Real 
videos are consistently brighter (103.23 vs. 90.92) and sharper (20.12 vs. 15.70), and carry 
stronger edges (31.82 vs. 29.31) than their fake counterparts. This gap is a direct result 
of the face synthesis process that tends to smooth out the fine details and slightly reduce 
the intensities of the pixels when they are generated. Also, the difference in sharpness 
between the real videos and the fake ones (14.95 vs. 7.62) further shows that there is a 
higher variance in the sharpness of real videos indicating a wider spread of edge detail, 
whereas the variance for fake videos is limited to a narrower and more uniform range 
by the generator. Even though the difference is not very large, it can be detected in the 
frequency domain. The energy in real videos is slightly higher in all three frequency bands 
with the largest relative gap in high frequencies (0.381 vs. 0.345). The HF/LF and MF/LF 
ratios, however, are very similar in both classes, indicating that the shape of the spectrum is 
relatively well preserved in the synthesis process and that frequency features alone would 
not be very useful in distinguishing between the two classes.

The separation of temporal features is the least. Motion, flicker and optical flow values 
are very similar, with fake videos actually having slightly higher flow magnitude (6.66 vs. 
6.25). This near parity indicates that current deepfake creation technology is reasonably at 
the level of dealing with the inter-frame consistency, and the temporal artefacts are not so 
prominent that they can be effectively captured by handcrafted statistics, and rather require 
learned representations. The combined feature table (Table 3) is a 30 × 19 matrix, which 
contains all 16 features along with complete extracted representation for every sampled video.
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Table 2. Mean ± standard deviation of extracted features for real and fake video classes.

Feature Domain Feature Real (Mean ± Std) Fake (Mean ± Std)

Spatial Brightness 103.23 ± 19.61 90.92 ± 15.32

Spatial Contrast 36.40 ± 12.10 32.95 ± 7.75

Spatial Sharpness 20.12 ± 14.95 15.70 ± 7.62

Spatial Edge strength 31.82 ± 8.36 29.31 ± 7.99

Spatial Entropy 2.031 ± 0.269 1.976 ± 0.186

Frequency Low-freq. energy 3.702 ± 0.332 3.573 ± 0.230

Frequency Mid-freq. energy 1.701 ± 0.338 1.626 ± 0.227

Frequency High-freq. energy 0.381 ± 0.104 0.345 ± 0.070

Frequency HF/LF ratio 0.102 ± 0.023 0.096 ± 0.015

Frequency MF/LF ratio 0.456 ± 0.062 0.453 ± 0.039

Temporal Motion mean 21.47 ± 6.18 20.79 ± 5.18

Temporal Motion std 6.68 ± 4.79 5.77 ± 2.75

Temporal Flicker mean 21.14 ± 4.85 19.69 ± 4.68

Temporal Flicker std 5.16 ± 2.99 4.90 ± 3.24

Temporal Flow magnitude mean 6.25 ± 2.04 6.66 ± 1.34

Temporal Flow magnitude std 2.06 ± 0.91 2.13 ± 1.10

Table 3. Sample of the merged video-level feature table (first 5 entries).

Video Class Bright. Contr. Sharp. Edge Entropy LF MF HF HF/LF Motion Flicker Flow

V1 Fake 81.46 28.85 13.10 28.21 1.907 3.533 1.543 0.302 0.085 20.37 17.42 7.61

V2 Fake 82.45 31.50 12.70 25.08 1.965 3.453 1.553 0.303 0.088 18.94 18.35 6.94

V3 Fake 117.47 25.36 15.48 26.61 1.852 3.477 1.564 0.331 0.095 18.43 16.87 7.83

V4 Fake 110.00 31.43 18.61 32.04 2.021 3.586 1.637 0.359 0.100 19.79 18.41 7.47

V5 Fake 101.86 36.71 25.44 33.99 2.031 3.738 1.894 0.408 0.109 20.86 22.46 6.30

Figures 5 and 6 provide evidence about both the convergence behaviour and compu-
tational stability of the proposed model. In Figure 5, the training and validation losses 
decrease consistently across the 100 epochs, from approximately 0.75 initially to below 0.30, 
while the relatively small separation between the two curves indicates that optimization 
improvements on the training data are also reflected in validation performance rather than 
being accompanied by a progressively widening generalization gap. The simultaneous 
decrease in the classification and reconstruction losses proves that the joint objective does 
not degrade the learning of one task for the benefit of the other; in particular, the recon-
struction loss decreases from around 0.12 to 0.04, indicating progressive learning of the 
Laplacian residual structure. It is obvious from the accuracy curves that the training ac-
curacy improves from about 55% to 93%, and so does the accuracy when validating the 
model. The initial epochs show larger fluctuations, suggesting a period of adaptation to 
the task, followed by the subsequent epochs, which show closer and smoother convergence 
(approx after 40 epochs), suggesting a more stable convergence region. Finally, as indicated 
in Figure 6, this convergence is obtained without any increase in the amount of computation 
required per epoch. Epoch time is initially variable and becomes ~163 s but then settles to 
~152–156 s in latter training and keeps its value constant throughout the training, giving a 
total training time of ~4.3 h. The combined curves suggest a stable optimization process 
and model behaviour that is fairly consistent as it gets closer to convergence. 
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Figure 4. Schematic representation for the extracted features from the dataset.

Figure 5. Training vs. validation accuracy and loss plots.
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Figure 6. Time taken per epoch during model training.

The classification results in Table 4 were calculated on the held-out test partition using 
1290 extracted test frames. Each prediction was obtained only after temporal encoding 
and attention pooling across the sampled frames. Accordingly, the reported accuracy, 
precision, recall, specificity, F1-score, FPR, FNR and ROC-AUC represent frame-level clas-
sification performance. The source videos were partitioned into training, validation and 
test subsets before frame extraction, ensuring that frames originating from a given source 
video remained within a single partition. The metrics used for evaluation are reported in 
Table 4 on the held-out test set of 1290 video frames and are displayed in the confusion 
matrix (Figure 7). The model attains a test accuracy of 90% and an ROC-AUC of 0.92, 
which indicates good discriminative performance on the evaluated real and fake test frames. 
The precision and recall scores are 0.901 and 0.897, respectively, with an F1-score of 0.899, 
which indicates that precision and recall are well balanced. The near equality indicates that 
the model is not biased in identifying too many real videos as fake or letting fake videos 
through. The prediction error statistics are also low as well, with MSE and MAE equal 
to 0.10, and RMSE equal to 0.316. The MSE of reconstruction is 0.010, which proves that 
the reconstruction of the forensic decoder branch is successful in reconstructing the edge 
structure of the input frames, which is useful spatial information for the whole detection 
pipeline. The detailed confusion matrix is shown as Figure 7 which displays the test set 
predictions. Test-set frame extraction and filtering: The 1168 source videos were partitioned 
at the source-video level into 700 training videos, 233 validation videos, and 235 test videos, 
corresponding approximately to a 60/20/20 split. This partitioning was performed before 
frame extraction so that frames originating from a given source video remained within 
the same experimental partition. From the 235 held-out test videos, eight frames were 
uniformly sampled from each video, yielding an initial pool of 1880 candidate test frames. 
This initial pool was subsequently subjected to the predefined preprocessing and frame 
evaluation requirements. Frames that did not satisfy the required feature extraction and 
preprocessing criteria and redundant and non-informative frames were excluded. After 
this, 1290 valid frame-level evaluation samples were retained, comprising 650 real and 640 
fake frames. The reported confusion matrix and frame-level classification metrics were 
calculated exclusively using these 1290 retained samples. Therefore, the transition from 
1880 candidate frames to 1290 evaluation samples represents a subsequent preprocessing 
and sample-validation stage and does not constitute a change to the underlying 235-video 
test partition. Because the present evaluation is performed at the frame level, the 235 source 

https://doi.org/10.3390/ai7110460

https://doi.org/10.3390/ai7110460


AI 2026, 7, 460 17 of 24

videos are not used as the direct unit of the confusion matrix. Instead, the confusion matrix 
and classification metrics are calculated from the 1290 retained frame-level evaluation sam-
ples. The model correctly classifies 587 of the 650 real images/frames as real, while 63 real 
frames are incorrectly classified as fake. Similarly, it correctly identifies 574 of the 640 fake 
frames as fake, whereas 66 fake frames are incorrectly classified as real. Among the two 
types of classification errors, the 66 false-negative predictions are particularly important, as 
they represent manipulated frames that remain undetected by the model. In comparison, 
the model produces 63 false-positive predictions, where genuine frames are incorrectly 
flagged as fake. The false-negative and false-positive rates are approximately 10.31% and 
9.69%, respectively. The model is calculated with test accuracy of 90.0%, with the correct 
classification of 1161 samples out of 1290 test frames, yielding the misclassification rate of 
10.0% overall. Balanced classification behaviours across the real and fake classes are repre-
sented by approximately similar numbers of false-negative and false-positive predictions. 
This indicates that the model does not strongly favour either class during prediction.

Table 4. Frame-level classification and reconstruction performance on the held-out test set. Classi-
fication metrics are calculated from 1290 retained target frames, each evaluated within its associated 
eight-frame temporal context. Reconstruction MSE is computed over the corresponding 64 × 64 
Laplacian residual maps.

Metric Value

Test Accuracy 90.00%
Precision 0.901
Recall (Sensitivity) 0.897
Specificity 0.903
F1-score 0.899
False-Positive Rate (FPR) 0.097
False-Negative Rate (FNR) 0.103
ROC-AUC 0.920
Reconstruction MSE 0.010

Figure 7. Confusion matrix plot.
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The present evaluation in Figures 7 and 8 reports classification performance at the 
available frame level, whereas the proposed architecture itself models temporal information 
across multiple frames using the BiGRU and attention mechanism, thus making the eight-
frame temporal evaluation the primary evaluation protocol. The model extracts spatial, 
frequency and temporal features from the eight-frame input sequence during feature repre-
sentation and decides whether the observed content in the test frame is associated with a 
real or manipulated one. The temporal analysis supports the learning of richer representa-
tions during training that cannot be obtained from a single image, such as frame-to-frame 
inconsistency, unnatural facial motion, flickering and unstable textures. Video-level eval-
uation requires grouping predictions according to their source videos and producing a 
single probability or decision for each complete video sequence. Since such aggregation 
was not included in the current evaluation pipeline, the reported accuracy, precision, recall, 
specificity, F1-score, FPR, FNR, and ROC-AUC should be interpreted as frame-level results 
not to be compared with video-level evaluation results. 

Figure 8. Representative correctly and incorrectly classified test frames. The displayed frames 
are representative individual samples from the held-out test set, and each classification decision 
corresponds to an individual extracted frame.

5. Comparative Analysis
Table 5 compares the proposed encoder–decoder network with seven recently pub-

lished deepfake detection methods all tested on the Celeb-DF dataset. The results presented 
in Table 5 are literature results and should be considered a literature-based comparison 
and not a controlled comparison under identical experimental conditions. Differences in 
train–test partitioning, frame sampling, preprocessing, input sequence length, and evalua-
tion protocol may influence the reported performance. A strictly controlled comparison 
would require re-implementation and re-training of the competing architectures under the 
same Celeb-DF partition and preprocessing pipeline used in this study.

Table 5. Comparative analysis of proposed work with others.

Ref. Method Architecture Temporal 
Modelling Interpretability Dataset ACC (%) AUC

[2] YOLOv5 Binary 
Classifier

YOLOv5 backbone + 
custom detection head No (frame-level) No Celeb-DF 90.00 —

[6] ResNet50 + Bi-LSTM Pre-trained 
ResNet50 + Bi-LSTM

Yes (sequential 
frames) No Celeb-DF v2 75.60 —

https://doi.org/10.3390/ai7110460

https://doi.org/10.3390/ai7110460


AI 2026, 7, 460 19 of 24

Table 5. Cont.

Ref. Method Architecture Temporal 
Modelling Interpretability Dataset ACC (%) AUC

[22] Eye Blink + Nose 
Landmark (MLP)

Facial landmark 
extraction + 

SVM/MLP/LogReg

No (per-frame 
features)

Partial 
(landmarks) Celeb-DF 75.00 0.970

[23] TimeSformer 
(best config)

Transformer (joint 
spatiotemporal 

attention)

Yes 
(96-frame clips) No Celeb-DF 78.40 0.801

[24] Deep Conv. 
Pooling Transformer

CNN + transformer 
(re-attention, conv. 

pooling)
No (frame-level) No Celeb-DF 63.27 0.724

[25] Swin-Unet 
Spatial Training

Swin-Unet + 
self-blending without 

fake samples
No (frame-level) Yes 

(localisation maps) Celeb-DF 87.52 —

[26] GNN + CNN 
Fusion (FuNet)

Mini-batch GCN + 
4-block CNN 
with fusion

No (frame-level) No Celeb-DF 98.90 0.980

Ours
Encoder–Decoder + 
BiGRU + Forensic 

Decoder

6-layer CNN + BiGRU 
+ attention pooling + 

transposed 
conv decoder

Yes (8-frame 
sequence)

Yes (Laplacian 
residual maps) Celeb-DF 90.00 0.920

The comparative results in Table 5 demonstrate that the proposed encoder–decoder 
framework is more balanced and practically meaningful when compared to the existing 
deepfake detection approaches based on Celeb-DF. There are existing systems that achieve 
detection by analyzing each frame separately as an image, making them less capable of 
detecting the temporal aspect of video manipulation. Examples of this include the Deep 
Convolutional Pooling Transformer in [24], which uses convolutional and transformer-
based operations, but has been largely frame-oriented, with no explicit consideration of 
inter-frame motion or temporal inconsistency. Consequently, it suffers significantly on Celeb-
DF, showing that mere spatial modelling is not enough for robust video-level deepfake 
detection. Similarly, the YOLOv5-based binary classifier in [2] can be trained for object 
detection using a strong object detection backbone, but it uses visual characteristics at the 
frame level rather than forensic patterns in the sequence of frames. This approach is effective 
in detecting facial characteristics that have been modified; however, it may not be able to 
detect flickering, instability of the texture, and even inconsistencies in the motion across 
consecutive frames, which are all important evidence of video manipulation. Although the 
method of GNN-CNN fusion in [26] performs best among the reviewed methods in terms 
of accuracy and AUC, this finding should be taken with caution because of the need for 
considerably more training configurations and computing power. The model is a graph 
neural network fusion with CNN features, which makes the architecture complicated and 
might not be applicable to small datasets or resource-constrained settings. Furthermore, the 
method is numerically very good but does not offer any temporal modelling or clear forensic 
interpretability. This means that [26] is better in terms of reported accuracy; however, the 
proposed approach provides a better trade-off between accuracy, computational viability, 
temporal learning and interpretability. This separation is crucial, as it is important that a 
video can be accurately classified by a deepfake detection system and the system can also 
give some reason as to why a video is a deepfake.

Temporal modelling approaches such as ResNet50 + Bi-LSTM [6] and TimeS-
former [23] are closely related to the proposed work because they recognize an important 
fact: deepfake detection is not only a frame-level classification task, but a video-level forensic 
problem. Facial manipulations often appear across time as inconsistent blinking, unstable 
texture, unnatural mouth movement, irregular head-pose transitions, temporal flickering, 
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or frame-to-frame identity drift. Therefore, models that explicitly process sequential infor-
mation are theoretically better aligned with the nature of deepfake videos than methods 
that classify frames independently.

However, the ResNet50 + Bi-LSTM [6] strategy has an important limitation. In this 
design, ResNet50 is responsible for extracting spatial features from each frame, while the 
Bi-LSTM learns temporal dependencies across the extracted frame-level representations. 
This means the quality of the temporal model is heavily dependent on the quality of the 
CNN backbone. If ResNet50 is not sufficiently fine-tuned for the target dataset, or if it fails 
to capture dataset-specific manipulation artefacts, the Bi-LSTM receives weak or incomplete 
features. In that case, the temporal layer can only model the sequence of already limited 
representations. This partly explains why such methods may show lower performance on 
challenging datasets such as Celeb-DF v2, where manipulations are visually more realistic 
and artefacts are less obvious than in earlier deepfake datasets. Thus, although ResNet50 
+ Bi-LSTM introduces temporal modelling, its effectiveness remains constrained by the 
adaptability of the spatial encoder.

The TimeSformer [23] is an advanced approach in temporal modelling, which employs 
transformer-based self-attention on spatial patches and temporal frames. Unlike CNN-
recurrent architectures in which spatial features are extracted first, and then fed to temporal 
part of the network, TimeSformer attempts to learn spatial–temporal relationships in a single 
pass. As a result, the model can make comparison between faces at different times and 
learn long-range temporal dependencies. This is, in principle, a very efficient architecture: 
deepfakes can have inconsistencies in not only between consecutive frames, but also between 
consecutive frames that are not physically close together. Yet, the results of TimeSformer 
also demonstrate another significant drawback. Even with longer sequences (96 frames), 
TimeSformer performance is still not high enough compared with our approach. Thus, 
simply increasing the number of frames or making the architecture more complicated does 
not always help. Transformer-based architectures need large-scale training data, a high level 
of regularization, and heavy computational resources to learn stable representations. If the 
amount of data is small or manipulations are subtle, such architectures can easily overfit to 
the training set, learn redundant frame-level patterns, or simply ignore temporally consistent 
manipulation-specific cues. Therefore, TimeSformer’s underperformance indicates that 
deepfake detection benefits not only from temporal depth, but from efficient temporal 
selection and compact sequence modelling.

In contrast, the introduced architecture manages to perform well at detecting manipu-
lation traces by taking into consideration just eight frames per each video and yet achieving 
an accuracy of 90%. This is crucial since it proves that an architecture of temporal encoder 
allows learning relevant sequential information without having to work with long videos 
or a large architecture. In contrast to working with a lot of redundant frames, the proposed 
architecture works to extract meaningful information out of the chosen frames. This task 
is performed with the help of a BiGRU module which is responsible for recognizing both 
forward and backward temporal dependencies in order to learn about manipulation traces’ 
evolution across the selected frames. The attention mechanism further enhances this process 
by giving more weight to frames with stronger forensic information.

Interpretability is yet another important aspect of the proposed approach. While 
there are many approaches out there, including [2,6,23,24,26], which work as black-box 
classifiers, they have the problem of being able to identify whether the video is genuine 
or fake but not explaining why certain visual regions or temporal clues were used for 
this decision. This poses a significant challenge in the context of forensic and practical 
applications, where the algorithm has to be capable of not just outputting a classification 
but also giving an interpretation behind it. On the other hand, the approach of [22] based 
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on handcrafted landmarks is partially interpretable as it relies on facial clues like eye blinks 
and nose features. Nevertheless, the manual selection of landmarks limits its capability of 
identifying more complex manipulation artefacts related to textures, illumination, blending 
boundaries, or inconsistencies at higher frequency levels. Similarly, the Swin-Unet-based 
method in [25] improves interpretability by generating localisation maps, focusing mainly 
on spatial frame-level evidence, and does not model the temporal evolution across the 
video frames.

Another crucial aspect of the GNN-based method [26] lies in its impressive numer-
ical performance, 98.9% accuracy, and 0.98 AUC score. The application of graph neural 
networks can be considered beneficial for deepfake detection since it allows modelling 
relations between certain regions or landmarks on the face as well as between feature nodes. 
Contrary to the traditional approach that sees the face as a mere rectangular image, in the 
case of GNN, a face can be modelled as a graph with nodes standing for facial parts and 
edges representing their relations. Such an approach enables the algorithm to recognize 
structural inconsistencies such as lack of natural coordination of eyes, mouth, nose, and 
boundaries of the face. The ability to model relations can prove effective in cases when 
manipulations disrupt face consistency. However, even though the numerical performance 
of the approach is impressive, it does not always translate into better suitability for cer-
tain forensic applications. In addition, many GNN approaches provide limited temporal 
explanation unless the graph is explicitly extended across frames.

Through filling the gaps mentioned above, the suggested method takes into account 
the temporal relationship and forensic reconstruction. The BiGRU models the temporal rela-
tionship among video frames, the attention mechanism identifies the informative temporal 
subsequences, and the decoder produces Laplacian residual maps that play an important 
role in identifying manipulation areas. This indicates that the model not only classifies 
whether a video is real or fake, but it can also produce interpretable forensic results about 
potential manipulation traces. As compared to TimeSformer [23], the proposed approach 
is more compact and computationally efficient as it does not require long sequences of 
96 frames and expensive transformer computations. As compared to the GNN-based 
approach [26], it can produce lower raw accuracy, but it will be more temporally aware 
and generate reconstruction-based forensic results. In conclusion, the proposed encoder–
decoder framework approach is an efficient solution that incorporates all three requirements 
of detection, temporal awareness, and visual explainability.

In general, the robustness of the proposed approach is not only from the accuracy 
but also from the ability to balance the classification performance, temporal awareness, 
interpretability, and computational practicability. It is more suitable when performing 
manipulation detection in a video-based way, as it models sequential dependencies when 
compared to frame-level methods. It is more efficient than heavier transformer or graph-
based models and is less reliant on large-scale computation resources. It enhances the 
detection performance compared to landmark localization or only localization and also 
gives forensic explanation by residual reconstruction. Additionally, the model’s balanced 
precision and recall suggest that it does not favourably treat any class (truth or falsity) and 
the high AUC value reflects good separability between real and fake videos.

Furthermore, the comparative results should be interpreted within the Celeb-DF eval-
uation setting. Within this dataset, the proposed model provides a useful combination of 
classification performance, temporal modelling, and reconstruction-based forensic informa-
tion. The BiGRU and attention mechanism allow temporal information to be incorporated 
across sampled frames, while the decoder provides an additional residual representation 
that is not available in conventional frame-level classifiers. At the same time, the present 
results should not be interpreted as evidence of cross-dataset robustness. Deepfake datasets 
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differ in manipulation methods, compression levels, video quality, identities, and pre-
processing, and these differences may affect model performance. Therefore, the current 
experiments demonstrate the effectiveness of the proposed architecture on Celeb-DF, while 
its behaviour on independently collected datasets remains to be established through cross-
dataset evaluation.

Hence, the proposed encoder–decoder scheme is a practically feasible and theoretically 
meaningful approach for detecting a deepfake video especially when accuracy, efficiency 
and interpretability are taken into account simultaneously.

6. Limitations and Future Scope of the Study
A principal limitation of the present study is that both model development and evalu-

ation are based on the Celeb-DF dataset. Although the train, validation, and test subsets 
are separated, they originate from the same dataset and therefore share its acquisition 
conditions, manipulation procedures, compression characteristics, and preprocessing. Con-
sequently, the reported accuracy and ROC-AUC describe within-dataset performance and 
should not be interpreted as evidence of generalization to other deepfake benchmarks or 
real-world video sources. Cross-dataset testing on benchmarks such as FaceForensics++ 
and DFDC is therefore necessary before broader claims regarding robustness or practical 
deployment can be made. Future work will evaluate the trained framework under these set-
tings and examine how performance changes across manipulation types and video-quality 
conditions. Our proposed model is trained only on the Celeb-DF dataset that consists of the 
cropped face videos of fixed resolution 112 × 112 pixels. It restricts our analysis about the 
performance of the model on other datasets such as DFDC and Face Forensics++ which 
have videos with higher resolution and diverse manipulation methods. Additionally, due 
to the limitation in computational power, our proposed framework selects only eight frames 
from each video, which might not be sufficient to learn the long-range temporal artefacts 
in videos. These findings demonstrate the effectiveness of the proposed design within the 
Celeb-DF benchmark; however, cross-dataset robustness has not been established in the 
present study and remains an important part of future evaluation. Cross-dataset evaluation 
remains an important next stage of this work. In particular, applying the Celeb-DF-trained 
model directly to unseen benchmarks such as FaceForensics++ or DFDC would provide a 
stricter assessment of whether the learned spatial, temporal, and forensic representations 
transfer beyond the acquisition and compression characteristics of Celeb-DF. Such evalua-
tion requires a separate preprocessing and inference pipeline to ensure compatibility with 
the input resolution and eight-frame sequence structure used by the proposed model. A 
further limitation is that the quantitative classification results are evaluated at the frame 
level. Although the proposed architecture incorporates temporal modelling across sampled 
frames, predictions were not aggregated across all frames belonging to a source video to 
obtain a single video-level decision. Therefore, the reported 90.0% accuracy and associated 
classification metrics should be interpreted strictly as frame-level performance. Future work 
will evaluate video-level aggregation using a standardized source-video-level protocol.

7. Conclusions
In this work, an encoder–decoder neural network is developed for the detection of 

deepfake videos based on the Celeb-DF dataset. The designed framework is composed 
of a convolutional frame encoder consisting of six layers, a bidirectional gated recurrent 
unit of two layers for modelling the temporal sequence, and an attention-pooling layer 
which assigns a weight to each frame’s importance adaptively. In addition, there is a 
parallel forensic decoder network which is responsible for reconstruction of Laplacian 
residual maps. This enables the network to capture detailed differences between edges 
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and textures of the real and fake faces. From the experimentation result, it is found that 
the proposed architecture produces an accuracy of 93% in training and 90% in testing 
with an ROC-AUC of 0.92 using the Celeb-DF dataset. Moreover, the confusion matrix 
is able to verify that there is a balanced performance for both classes with almost equal 
FPR and FNR. From the exploratory data analysis, it is evident that the spatial texture 
feature (brightness and sharpness) contributes the most towards the classification of the 
two classes whereas the frequency and temporal features remained insufficient alone for 
the classification. This verifies the validity of the selected architecture of combining spatial 
encoding along with the temporal representation instead of using the handcrafted features. 
Finally, a low reconstruction MSE of 0.010 confirms that the decoder branch captures 
meaningful forensic information that aids the detection task.
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