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Abstract

Modern vehicles feature an increasing number of automated driving functions. This raises
formal safety requirements for systems that directly intervene with these functions, such
as steering or braking systems. The state-of-the-art offers various solutions that ensure
fail-operational capability of safety-relevant systems. However, many existing approaches
are associated with increased material and integration effort, particularly when applied
to existing automotive E/E architectures. This paper proposes a capacitor-based Safety
Adapter to address this gap. It is intended to support the fulfillment of higher functional
safety requirements under ISO 26262. We derive formal safety requirements based on
an exemplary steering system and also present a first possible hardware layout. Initial
verification results on a HiL test bench indicate that the proposed Safety Adapter can
maintain steering assistance during undervoltage scenarios, even under aged conditions
and very low ambient temperatures.

Keywords: automotive; ASIL; backup energy system; capacitor; fail-operational power
supply; functional safety; freedom from interference; ISO 26262

1. Introduction

The complexity of electrical and electronic (E/E) systems in modern vehicles con-
tinues to rise [1]. In addition to the growing number of comfort systems, safety-relevant
systems are increasingly taking over driving tasks. First implementations of SAE Level
3 systems are already available on the market [2]. This level of automation allows the
driver to temporarily engage in activities other than driving. Such Advanced Driving
Assistance Systems (ADASs) as well as upcoming steer-by-wire technologies render the
driver unavailable as a fallback in case the safety-relevant systems fail.

To address these challenges, redundancies, new zonal architectures, and in particular
electronic fuses (eFuses) are used to ensure robustness of future automotive E/E archi-
tectures. eFuses trip faster than conventional automotive fuses and are therefore able to
prevent undervoltages within safety-relevant systems, e.g., in the event of a short circuit in
a parallel system. On the other hand, eFuses are costly and their integration into existing
E/E architectures is complex. This leads to the challenge that existing E/E architectures
can hardly be upgraded economically with the aforementioned ADAS technologies in
mid-cycle refreshes.

The aim of this work is to develop an energy storage system with reduced integration
requirements that is positioned between the safety-relevant system and the remaining
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wiring harness and enables ISO 26262-compliant integration of functions with high-level
safety goals. The system is designed as an external measure with regard to ISO 26262
and addresses selected integration challenges of centralized and eFuse-based approaches,
particularly when additional safety-relevant functions are introduced into existing vehi-
cle architectures.

The following sections include a literature review on the aforementioned challenges
within future automotive E/E architectures and potential solution approaches. Subse-
quently, the concept of a capacitor-based energy storage system is introduced. The deriva-
tion of functional safety requirements from the higher-level safety-relevant system to the
external measure is discussed afterwards. A preliminary hardware layout is then presented.
Finally, initial verification results from a steering system HiL test bench are discussed to
evaluate the feasibility of the concept under representative undervoltage scenarios.

2. Literature Review

A targeted literature review was conducted to assess the current state of research
and technological advancements in fail-operational power supply networks for automated
vehicles. The review focused primarily on the SCOPUS and IEEE Xplore databases. Rele-
vant publications were identified through combinations of the keywords Functional Safety,
ISO 26262, Freedom from Interference, Electronic Fuse, Fail-Operational, Vehicle Powernet,
ADAS, ADS, ASIL Decomposition, and Emergency Operation. Approximately 70 pub-
lications were reviewed in detail, focusing on safety-relevant low-voltage architectures
within the automotive domain. Studies unrelated to automotive applications or centered
on high-voltage systems were excluded.

2.1. Emerging Trends and Safety Implications

One significant trend in modern vehicle development is the steady increase in vehicle
mass and axle loads [3]. This development is primarily driven by the electrification of
powertrains, the integration of ADAS technologies, increasingly complex electronic archi-
tectures, and the global shift in consumer preference toward heavier vehicle segments such
as SUVs [4]. These changes have direct implications for the design of the Electric Power
Steering (EPS). As axle loads increase, the manual steering torque required in the event
of an EPS failure also rises, potentially exceeding the physical capabilities of the driver
during low-speed maneuvers or sudden evasive actions. This loss of steering assistance can
critically impair vehicle controllability. At the same time, technologies such as steer-by-wire
are becoming increasingly prominent. By removing the mechanical connection between
the steering wheel and the steering axle, these systems impose strict requirements on the
availability of the electrical power supply [5]. In such systems, even brief power interrup-
tions, which might be acceptable in conventional architectures, can result in a critical loss
of controllability [6].

These developments necessitate a shift from traditional fail-safe strategies to fail-
operational systems. While fail-safe systems aim to bring the system into a safe state by
shutting down faulty functions, fail-operational systems are designed to maintain essential
functionality even in the presence of faults [7]. This approach is particularly crucial in the
context of increasing vehicle automation. According to the SAE J3016 standard [8], higher
levels of driving automation, particularly Level 3 and above, transfer the responsibility
for dynamic driving tasks from the driver to the vehicle. In contrast to Level 2 systems,
which still require continuous driver supervision, Level 3 systems allow the driver to
disengage from active control under certain conditions. As a result, the driver may not
be able to intervene immediately and the vehicle must remain controllable even in the
event of a fault [9]. This significantly increases the requirements for system availability
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and fault tolerance and reinforces the need for fail-operational systems in safety-relevant
domains [9].

The increasing demands on system availability and fault tolerance have led to a
significant reduction in the Fault Tolerant Time Interval (FTTI). According to ISO 26262,
the FTTI defines the minimum time span between the occurrence of a fault in a system and
the potential onset of a hazardous event, assuming no safety mechanisms are activated [10].
This interval determines the required responsiveness of a system to detect and mitigate
faults in order to maintain a safe state.

This shortened reaction window has direct implications for the so-called Automotive
Safety Integrity Level (ASIL), which is used by ISO 26262 to classify the safety-relevant
system ranging from ASIL-A to ASIL-D, with ASIL-D requiring the highest safety stan-
dards. For example, the EPS, which was previously classified under ASIL-B, is now often
evaluated at ASIL-C. This reclassification reflects its increased safety relevance and the
stricter requirements for timely fault handling in systems with reduced FTTI [11].

2.2. Functional Safety Requirements According to VDA 450

To address the increasing safety demands in low-voltage power distribution systems,
the German Association of the Automotive Industry (VDA) defines functional safety re-
quirements across four domains in its VDA 450 guideline [12]. The guideline is conceptually
aligned with ISO 26262 [10], which provides the overarching framework for functional
safety in road vehicles. These domains structure the safety objectives for safety-relevant
loads and form the basis for fail-operational power supply network design:

*  Energy Supply: Ensuring a reliable supply of electrical energy from the sources.

*  Energy Distribution: Guaranteeing consistent and uninterrupted transmission of
electrical energy from the source terminals to the terminals of safety-relevant loads.

*  Freedom from Interference: Ensuring that elements with lower safety integrity levels
do not interfere with the power supply paths of higher-level safety-relevant loads.

¢ Independence: Preventing or controlling dependent failures between redundant channels.

2.3. Electronic Fuses as an Enabling Technology for Fail-Operational Power Supply Networks

To meet the stringent requirements of fail-operational power supply networks, pro-
tection elements must react within a precisely defined FTTI. Although conventional auto-
motive fuses are widely used because of their simple construction, robustness, and low
cost, they are unsuitable for meeting these FTTI constraints due to their slow response time.
Depending on fault magnitude and fuse type, these times can range from milliseconds
to seconds, meaning that critical undervoltage conditions cannot always be prevented
in time [13,14]. eFuses represent a scalable and configurable protection approach that
integrates power semiconductors, typically MOSFETSs, controlled by logic units capable
of continuous system monitoring. This allows overcurrent, undervoltage, and thermal
faults to be detected and selectively isolated within the microsecond range. Such selective
fault handling is a key enabler for a fail-operational power supply network, as it preserves
operational capability by isolating only the affected subdomain instead of shutting down
the complete system [14,15].

However, integrating eFuses also introduces technical challenges. Their sensitivity to
transients and switching-induced current and voltage spikes can unintentionally trigger
neighboring eFuses, potentially causing cascading tripping and impairing supply stabil-
ity [16,17]. Additionally, the design, parameterization, and validation of eFuses require
electromagnetic compatibility, increase hardware complexity, and incur higher costs com-
pared to conventional solutions [14,16,17]. From an integration perspective, the form factor
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of eFuses differs from that of common ATO fuses [13]. This prevents direct compatibility
with existing fuse boxes and leads to additional development effort.

2.4. Architectural Concepts

To address the availability and functional safety requirements of future automated
driving systems, Refs. [11,18] introduce a modular low-voltage power supply architecture
at the 12 V level. The concept partitions Terminal 30 into two physically separate power
supply paths: one path is assigned to quality management (QM) loads, while the other
supplies safety-relevant loads with ASIL requirements. Both paths are interconnected
by a centralized Electronic Control Unit (ECU), which acts as an intelligent switch and
provides diagnostic, monitoring, and communication functions. In the event of a fault in
the non-safety-relevant supply path, the safety-relevant path can be selectively decoupled
to prevent fault propagation and thereby maintain uninterrupted operation of essential
subsystems [11].

The 12 V battery and DC/DC converter form a redundant power supply. Dur-
ing steady-state operation, the DC/DC converter supplies the loads and charges the battery
simultaneously [11,19].

From a safety assessment perspective, the architecture applies ASIL decomposition in
accordance with ISO 26262: the battery path is classified as ASIL-C(C), while the DC/DC
converter path is designated QM(C). Although neither path alone fulfills ASIL-C require-
ments, their combined configuration, based on structural independence and coordinated
fault detection, achieves the required ASIL-C failure metrics at system level [10,11,18].

Since the redundant path is already engaged and no switchover is required in the
event of a failure, this architecture corresponds to a warm-redundant setup. In contrast,
in cold redundancy the backup path is only activated after the primary source fails. In the
event of a fault, the system enters a defined Emergency Operation (EO) mode, in which
non-safety-relevant loads are selectively disconnected to prioritize the supply of safety-
relevant functions [19-21]. This approach lowers the total number of eFuses by centralizing
protection and monitoring in a single ECU. However, realizing this unit with safety rele-
vance and restructuring the power distribution, including extensive rewiring, makes the
concept cost-intensive for existing vehicle architectures.

In [22-26], further concepts are presented for ensuring an energy supply architecture
according to functional safety requirements through redundancies and/or eFuses.

3. Derivation of Functional Safety Concept

In this section, the Capacitor-based Safety Adapter (CBSA) is introduced to fulfill the
increasing functional safety requirements of future safety-relevant systems. First, the fun-
damental operating principle of the CBSA is explained. Afterwards, an overview of the
required steps, as defined by ISO 26262, is provided, to derive the functional safety goals of
the CBSA from the safety goals of the system to be protected. Finally, the safety require-
ments inherited from the steering system to the CBSA are specified. These fundamental as-
sumptions are necessary to define the high-level hardware layout in the following chapter.

The CBSA is integrated into the E/E architecture directly in front of the safety-relevant
system to be protected and remains passive during normal operation. Only in the event of
an undervoltage in the power supply network does the CBSA isolate the protected system
and temporarily supplies it with energy. Since conventional automotive fuses disconnect
the faulty system from the supply network, they remain part of the overall safety concept.
Therefore, the CBSA is a form of cold redundancy. This may reduce development effort
and integration complexity in specific application scenarios and is therefore particularly
attractive for existing architectures that are to be upgraded with a new safety-relevant
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system. Diagnosis of the CBSA is performed passively via the safety-relevant system itself.
No communication with a central vehicle ECU via CAN/LIN is required, but a software
adaptation in the ECU of the safety-relevant system is necessary. In this work, the CBSA is
developed to be used in an ADAS steering system. However, it is generally adaptable to
other systems as well.

3.1. Derivation of Functional Safety Requirements According to ISO 26262

To understand the safety requirements for the CBSA from a perspective of functional
safety, it is necessary to analyze the safety goals and requirements of the steering system
first. As already outlined in the introduction, the functional safety demands on steering
systems rise due to increasing axle loads, the introduction of ADS technologies and the
upcoming introduction of steer-by-wire technology. ISO 26262 [10] provides concepts and
guidelines for the development of safety-relevant functions within the scope of automotive
E/E systems. The derivation of safety goals and corresponding safety requirements is a
key aspect of ISO 26262 and usually follows these steps:

e Item definition.
¢  Conducting a Hazard and Risk Assessment (HARA)
*  Deriving top-level safety goals of the item.

The purpose of the item definition is to specify its functionality as well as, among other
aspects, its potential interfaces with other systems [10]. ISO 26262 defines an item as
a “system or combination of systems, to which ISO 26262 is applied, that implements a
function or part of a function at the vehicle level” [10]. Additionally, a vehicle function is
defined as “behavior of the vehicle, intended by the implementation of one or more items,
that is observable by the customer” [10]. An external measure is defined as “a measure
separate and distinct from the item that reduces or mitigates the risks resulting from a
failure of the item” [10]. The external measure may itself be an E/E system, such as the
CBSA, or another (external) safety device.

The following HARA is conducted to derive the safety goals of the steering system and
assign an ASIL and a FTTI to each safety goal. Both are fundamental concepts of ISO 26262.
The first step of HARA is to identify possible malfunctions of the item in scope. Using
the guideword-based Hazard and Operability Analysis (HAZOP), the function “vehicle
steering” is analyzed for too strong or weak steering assist, complete loss of steering assist,
and locking of the steering angle as potential malfunctions [27]. Following the identification
of possible malfunctions, an expert evaluates the associated hazard under different driving
scenarios. Existing guidelines already list typical critical driving scenarios that support
this identification process [27,28]. The hazard potential of each malfunction is evaluated
using three criteria defined in ISO 26262: Severity (S), Exposure (E), and Controllability
(Q). Severity (S1-S3) reflects the extent of harm to one or more individuals that can occur
in a potentially hazardous event. Exposure (E1-E4) represents the proportion of driving
situations in which the malfunction can create a hazardous event. Controllability (C1-C3)
is the ability to avoid harm through timely reactions of the persons involved [10]. If the
assessment lies between two rating levels for any of the three criteria, the more critical
level has to be selected. This ensures that safety goals and subsequent safety requirements
are derived under worst-case assumptions. Using the classification matrix provided in
ISO 26262 [10], the combination of severity, exposure, and controllability is mapped to an
ASIL, ranging from ASIL-A to ASIL-D. If the result of this assessment is a QM classification,
no or only minimal functional safety requirements follow from ISO 26262. In this case,
the malfunction is treated as a quality issue and has to be addressed by the organization’s
quality management processes rather than by functional safety processes.
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More detailed derivations of the HARA process and the corresponding ASIL and FTTI
classifications are presented in [18,20].

3.2. Application on Safety-Relevant Steering System

Figure 1 illustrates the item of vehicle steering together with corresponding subsystems
and items. In addition to the EPS and its power supply, numerous auxiliary systems, such as
cameras, radar, LIDAR sensors, and computing units are involved in the steering function,
particularly in the context of automated driving. Furthermore, the CBSA module is already
depicted, which is implemented as an external measure in this analysis. While the CBSA
cannot be an item, because it does not implement a customer-observable vehicle function,
the CBSA is an E/E system itself. For this reason, the CBSA must comply with ISO 26262.
It can thus be treated as an item with safety goals derived from the steering system’s
safety requirements. Following this logic, the following three main functions of the CBSA
are defined:

1.  During undervoltage: Ensuring EPS functionality by supplying power until the fuse
in the short circuit path trips.
(a) Enabling the CBSA at Utz < UcgsA enable
(b) Disabling the CBSA at Urzo+ > UcgsA disable
2. During undervoltage: Opening recuperation path, to prevent feeding the short circuit.
3. During normal operation: Bidirectional conduction of supply current to EPS and
recuperation current to power supplies.

Item
| Power supply
ext. Measure=y

_ CBSA Powers

Powers

Y System

—[ Electric Power Steering-]< -----

Implements
Controls

i
Item
( Vehicle steering \

@ Manual steering

b (Sub-)Systems

<—|LiDAR =#¢

<—{Radar ®
<] Visual &

Compute Unit
Sensor Fusion

g@) Hands-free steering
\_

Figure 1. Implementation of the function vehicle steering by the Electric Power Steering, power
supply, and numerous auxiliary items.

Following the item definition, we conduct a simplified HARA and derive top-level
safety goals. The vehicle function under consideration is a SAE Level 3 automated highway
traffic jam assist. The loss of such a function could lead to low-speed (<40 km/h) side
or rear collisions with other passenger cars. According to [27], such collisions are rated
with a severity classification of S2. A controllability of C3 is assigned because an SAE
Level 3 system does not require and therefore cannot expect immediate driver intervention.
The Exposure is rated as E4, as driving on a highway in traffic jam represents an everyday
driving scenario. The FTTI is derived from the maximum duration of loss of steering assist,
before the vehicle exits its lane and collides with another vehicle. This calculation assumes
a maximum highway curvature and a velocity of <60 km/h. Based on this assumption,
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the FTTI is approximated to 20 ms. The top-level safety goal of the EPS is defined as
the negation of the malfunction: “prevent sudden loss of steering assist.” This goal is
allocated an ASIL-C rating and an FTTI of 20 ms. Furthermore, this high-level safety goal
is decomposed into specific safety requirements for individual hardware (and software)
components. ISO 26262 mandates specific development practices and Failure-in-Time (FiT)
rates for these components based on their ASIL classification. Therefore, the development
of systems with higher ASILs is typically more time-consuming and costly. The results of
this exemplary HARA are presented in Table 1. Although the automated driving scenario
defines the most stringent FTTI requirement, the corresponding EPS current demand is
comparatively limited due to its moderate steering actuation and low lateral dynamics.
Consequently, the subsequent verification distinguishes between this low-FTTI scenario
and a dynamic evasive maneuver, which represents a high-current load case.

Table 1. Assessment of the hazard: “sudden loss of steering assist”.

Parameter Assessment

Loss of steering assist during automated driving on a highway at
<60 km/h

52: Low speed side impact with car in neighboring lane or relatively

Situation

Severity low speed rear collision with another passenger car likely [27]
Controllability S(i’)n tg)ilfi)i?:ﬁlte tCC)al(fontrol, because driver is not prepared to take over
Exposure E4: Everyday driving situation

Safety goal Prevent sudden loss of steering assist

ASIL C

FTTI 20 ms

A key concept of ISO 26262 is the freedom from interference. ISO 26262 defines
freedom from interference as the “absence of cascading failures between two or more
elements that could lead to the violation of a safety requirement” [10]. Figure 1 illustrates
that faults inside the EPS or the power supply can result in a sudden loss of steering
assist. During automated driving, additional (sub-)systems such as ADAS sensors and
compute units may cause similar hazards. If freedom from interference between two or
more elements cannot be established, all involved elements must be developed according to
the highest occurring ASIL. This requirement poses a challenge since in conventional E/E
architectures, almost all systems are connected through a shared electrical network. This
means a short circuit anywhere could lead to an undervoltage in the remaining electrical
network, which in turn could result in a loss of steering assist. Such short circuits are
typically mitigated by conventional melting fuses. However, the tripping time of some
automotive fuses could exceed the FTTI of the previously explored ADAS steering system.
Consequently, all connected systems that could violate the FTTI of the steering system
during a short circuit would need to be developed in compliance with the same ASIL, even
if they do not implement any safety-relevant function. From the perspective of cost and
development effort, this approach is not feasible.

Figure 2 illustrates the two top-level safety goals of the steering system, from which
the CBSA safety goals are derived. The steering system safety goal 1 was already derived in
the preceding HARA and is consistent with the analysis presented in [18]. The fulfillment of
safety requirement 1 ensures a stable power supply from the energy sources to the steering
system. Safety requirements 1.1 and 1.2 demand reliable operation of the energy sources
(12 V battery and alternator or DC/DC converter) and power distribution through the
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wiring harnesses. Safety requirement 1.3 ensures the previously introduced freedom from
interference with respect to other vehicle components. Steering system safety goal 2 requires
that recuperation currents can be fed back into the 12 V battery. When external forces act on
the steering axis, the EPS operates in generator mode. If the resulting current cannot be fed
back, the voltage at the EPS may increase and cause an overvoltage, potentially resulting in
a steering lock. Depending on the vehicle context and the corresponding HARA, this hazard
may result in an ASIL-D classification. Safety requirement 1.3.1 results in a corresponding
CBSA safety goal because the CBSA acts as an external measure against interference from
other vehicle components that the steering system cannot prevent. In contrast, safety
requirements 1.2.1 and 2.1.1 result in CBSA safety goals because the CBSA is located
between the steering system and the remaining power supply network. An internal CBSA
fault could therefore interrupt either the conductive path from the power supplies to the
EPS or the reverse conductive path from the EPS to the 12 V battery. Accordingly, the ASIL
assigned to each CBSA safety goal is determined by the originating steering system safety
requirement whose fulfillment may depend on, or be compromised by, the CBSA. This
derivation constitutes safety requirement allocation across the system boundary rather than
ASIL decomposition. In summary, the CBSA safety goals are defined as:

¢ “Prevent undervoltage due to electrical fault in parallel vehicle component.” / ASIL-C

*  “Prevent loss of electric conductivity from power supplies to EPS”/ ASIL-C

e “Prevent loss of electric conductivity from EPS to 12 V battery during normal
operation”/ASIL-D

Safety Goal 1 Safety Goal 2

Prevent sudden loss of

steering assist Prevent U?Argflaf_dDe)d steering

(ASIL-C)
. J
l ............ v v
( Safety Req. 1 ( Safety Req. 2

Prevent sudden loss of steering

b > " Prevent unintended steering due
assist due to failure in

to overvoltage in EPS

power supply o
L (ASIL-C) ) (ASIL-D)
T i AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
¥ Y Y Y
( Safety Req. 1.1 ) ( Safety Req. 1.2 ( Safety Req. 1.3 ) ( Safety Req. 2.1 )
Prevent loss of power feed Prevent loss of power Prevent interference of vehicle Pregenttovlervoll)tagffin EPS
by power sources to EPS distribution to EPS components with EPS ; Iuet o loss a(; eeEPS
(ASIL-C) (ASIL-C) (ASIL-C) of electric e”?rgy rom
. J

Y

| I EEETTTTre PPN

Y A A
(Safety Req. 1.2.1/ CBSA Safety Goal 1 ) ( Safety Req. 1.3.1/ CBSA Safety Goal 2 | |(Safety Req. 2.1.1/ CBSA Safety Goal 3 )

|

from 12V battery to EPS in vehicle component from EPS to 12V battery
ASIL-

(ASIL-C) (ASIL-D)

Prevent loss of electric conductivity J Prevent undervoltage due to short circuitJ ‘ Prevent loss of electric conductivity J

ext. Measure.
| == cBsA

Figure 2. Derivation of CBSA safety goals from steering system safety requirements.

4. Hardware Layout

In this section, a possible hardware concept for implementing the CBSA is presented,
derived from the requirements defined in the previous chapter. Figure 3 illustrates a
simplified circuit diagram of the CBSA. On the left-hand side, the supply from the wiring
harness side (Terminal 30) and the ground connection (Terminal 31) are depicted. On the
right-hand side, the power input interface of the EPS (Terminal 30, EPS+) and the EPS
ground connection (Terminal 31, EPS-) are shown. The upper main path acts as the main
power supply during normal operation conditions. The n-channel MOSFET 51 is therefore
closed in this operating state. To increase robustness and safety, the EPS can also be
supplied through the intrinsic body diode in case S1 opens unintentionally. However, this
leads to power dissipation and thus self-heating of the MOSFET. The n-MOSFETs S2.1 and
52.2 in the energy storage path are connected in a back-to-back configuration, enabling
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bidirectional current conduction. They are used to charge the capacitors at the beginning of
the driving cycle and are otherwise open under normal operation.

T.30+ h | TEPS+
(3 lxl s1

—
=>{UV/OV logic <Z[ [

S2.1

T.15

Wiring Harness

PWM

FepteT

{o)

€

3

e

s22 |2
i

o

5
-

;{[31 = TEPS-

Figure 3. Basic CBSA topology to enable freedom from interference for the EPS.

The MOSFET S52.2 is driven by a PWM generator of the microcontroller. This approach
limits the initial inrush current, preventing high transient currents that could destabilize
the vehicle’s power supply network. All MOSFETSs are primarily controlled by the Un-
dervoltage (UV)/Overvoltage (OV) logic unit. If the voltage at Terminal 30+ falls below
the threshold voltage (U304 < Ucgsa enable), this logic unit opens S1 and closes S2.1 and
52.2 to transition the power supply to the energy storage path. Figure 4 summarizes the
concept-level operating states of the CBSA.

S1: open
T,s: 0N $2.1: open
S2.2: open
= Qé,@‘*"
H v
Charging ( Standby o (Backup Supply)
S1: closed Uc 2 Uc target | S1: closed J° S1: open
S2.1: closed S2.1: open S2.1: closed
S2.2:in PWM mode ) Uc < Ucgager  \S2.2: Open §2.2: closed

Urso+ > Ucasa, disable V Ueps > Uoy

Figure 4. Concept-level operating state machine of the CBSA.

After activation of Terminal 15, the capacitor bank is charged with a PWM-limited cur-
rent. Once the target capacitor voltage Uc tarqet is reached, the CBSA transitions to standby.
If the voltage at Terminal 30+ falls below the threshold voltage (Ur304+ < UcBsa enable) S1
opens and 52.1 and S52.2 close to transition the power supply to the backup supply path.
During this operating state, the capacitors can temporarily absorb recuperation current
generated by the EPS, to mitigate overvoltage on the EPS side. The CBSA returns to
standby when the Ur3gs exceeds Ucpsa gisqple O When the EPS overvoltage threshold Upy
is exceeded. The separate enable and disable thresholds provide hysteresis. The transi-
tion to backup supply is subject to the design constraint tcps4 enapre < trrT1- TO prevent
unintended rapid switching (toggling) between states, Schmitt triggers are used for voltage
monitoring on both the wiring harness and the EPS side. For simplicity, only one capacitor
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is depicted in the energy storage path. Since high-capacity cells are typically only rated for
2.7 to 3 V [29,30], a minimum of five capacitor cells are needed for a nominal voltage of
13-14 V. To charge the capacitors even further than nominal voltage, a DC/DC converter
can be used. This increases the usable voltage range, but more series-connected capacitors
may be needed, which in turn increases the equivalent series resistance and reduces total
capacity of the capacitor bank. Both effects can be mitigated by adding additional capacitors
in parallel, which, however, increases material costs and increases packaging requirements.
Terminal 15 is connected to the microcontroller and provides the signal of the ignition
status to the CBSA. This prevents the capacitors from charging while the vehicle is not in
operation and therefore avoids unnecessary discharge of the 12 V battery.

5. Verification Results

This section presents initial verification activities and experimental results for a
concept-level CBSA configuration. The objective is not to provide a final capacitor config-
uration or a complete validation of all CBSA safety goals and operating modes. Instead,
the experiment investigates whether the CBSA can in principle support the EPS during
a representative high-current undervoltage event under aged-cell and low-temperature
boundary conditions. The design requirements are motivated by two complementary
driving scenarios:

*  Automated driving on a highway with limited lateral acceleration — FTTI-critical
scenario.

*  Manual driving during a highly dynamic evasive maneuver — high-current load
verification scenario.

The experimental verification presented below focuses on the second scenario as the
current-critical load case.

The electrical suitability of the capacitor bank depends on the EPS current profile,
the usable voltage range, the capacitance, and the resistance of the capacitor bank. The
currents, voltages, and trajectory of this maneuver were recorded using a test vehicle,
equipped with extensive measurement technology. The entire maneuver lasts for approxi-
mately 5 s with a mean current flow of 12.7 A, but current peaks of up to 106 A for around
200 ms.

Using these measurements, the dynamic maneuver was recreated on a steering system
HiL test bench to evaluate the CBSA configuration under reproducible conditions, with the
option to inject an undervoltage fault. For the analysis below, 6 SECH 100 F/3 V (C18S-
370-0100, [31]) capacitors were used in a series configuration (6S1P), resulting in a total
capacitance of 16.67 E. This configuration provides a maximum rated capacitor-bank voltage
of 18 V, corresponding to a cell voltage of 2 V at the nominal power supply voltage of 12 V.
The resulting voltage margin accommodates transient voltage spikes caused by steering
recuperation or load-dump events in other vehicle systems. Furthermore, operating the cells
below their rated voltage reduces voltage-related aging, as indicated in the datasheet [31].
The cells were subjected to the manufacturer-specified high-temperature DC-life condition
of 1000 h at 85 °C and a constant voltage of 2.5 V per cell [31]. According to the manufacturer,
the corresponding acceptance criteria after this test are a remaining capacitance above 70%
of the rated value and an ESR below 200% of the rated value. This condition is used to
represent aged capacitor cells and is not interpreted as an equivalent of a specific vehicle
service life. Lastly, the HiL test bench was cooled to an ambient temperature of —20 °C to
limit the performance of the capacitors even more. Figure 5 shows the EPS input voltage
Ugps and the level of steering assistance provided by the EPS. The input voltage is quite
noisy and therefore filtered through a moving average algorithm which outputs the mean
value over a sliding window of 51 data points. Since this can distort the maxima and
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minima, the raw data are plotted additionally in gray. At the start of the experiment
(t = 0's), the external power supply drops to 0 V, to emulate a severe undervoltage event.
The initial voltage of the capacitors (12 V) is therefore immediately established.
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Figure 5. EPS input voltage Ugps (top; grey: raw signal, black: mean signal, dashed: EPS shutdown
threshold at 8 V) and level of steering assistance during dynamic evasive maneuver with injected
undervoltage at t = 0 (bottom).

The capacitors do not discharge at a constant rate, as the current demand of the EPS is
very dynamic. The voltage drops noticeably during periods of high current demand. This
causes the steering system to reduce the level of steering assistance in order to limit the
maximum possible currents. This is performed in discrete steps until the EPS shutdown
voltage of 8 V is reached and the steering assistance falls to 0%. It can also be observed that
the voltage repeatedly rises above the initial value of 12 V, reaching a maximum of almost
14 V. This behavior results from the restoring forces acting at the wheel, which induce a
recuperation current as soon as the wheel steering angle decreases. This recuperation cur-
rent charges the capacitors, since the recuperation path to the 12 V battery is open, to avoid
feeding the short circuit instead of the EPS (see Section 3). The raw data show that the
voltage drops below the shutdown threshold of 8 V multiple times (min. voltage = 7.3 V).
As a consequence, the current flow stops and the voltage at the capacitors recovers. This
process repeats, resulting in a toggling of the steering assistance, which is observable in the
lower diagram. For the purpose of this initial verification, 100 ms is used as an external
reference value, based on the considerations presented in [18]. Evaluation of the complete
maneuver showed that the maximum continuous loss of steering assistance was 78 ms and
therefore remained below this reference value. In additional vehicle tests using the same
maneuver, an injected undervoltage fault, and an active CBSA, the temporary toggling of
the steering assistance did not prevent the driver from successfully completing the evasive
maneuver. A slight vibration of the steering wheel was observed. These initial results
support the feasibility of the CBSA concept under the investigated boundary conditions,
including aged cells and low ambient temperature. However, the presented results do
not constitute a complete validation of freedom from interference according to ISO 26262.
Such a validation would require additional fault-injection tests, verification of the isolation
behavior and the response time.
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6. Conclusions and Outlook

In the context of future steering systems with a higher ASIL classification and decreas-
ing FTTI, faults in parallel loads represent a potential risk for the freedom from interference.
Depending on the driving situation, a resulting loss of steering assist could have severe
consequences. This work presented the concept of a capacitor-based safety adapter, which
is located between the safety-relevant system and the remaining wiring harness. In case
of undervoltage, the system to be protected is supplied by the CBSA and isolated from
the faulty wiring harness for a limited amount of time. Compared to selected approaches
discussed in the literature, the CBSA concept may offer advantages with respect to devel-
opment effort and integration aspects. As it requires only minimal wiring and software
modifications, the CBSA is particularly suitable to be retrofitted into existing platforms.
The CBSA safety goals were derived from steering-system safety requirements that either
depend on the CBSA as an external measure or could be violated by an internal CBSA
fault. The basic principle of the CBSA was explained using a minimal exemplary circuit
diagram. Future work will analyze this concept in more detail from the perspective of
functional safety, e.g., via a Fault Tree Analysis and Failure Modes, Effects, and Diagnostic
Analysis. Furthermore, initial HiL-verification results indicate that the CBSA can support
the EPS during a representative high-current undervoltage scenario, even when using aged
capacitors at low ambient temperature. However, future work is required to verify the
fulfillment of all overarching safety goals under additional high- and low-FTTI driving sce-
narios. Furthermore, it is important to determine the economic break-even point between
the deployment of additional CBSAs for other safety-relevant systems and implementing a
centralized approach.
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