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Abstract

Dangerous goods transport (DGT) is of strategic importance for any economy, and the
structure of the fuel and energy industry includes a number of systems and facilities
qualified as “critical infrastructure” (CI). Given the current geopolitical situation, sabotage,
hybrid or even terrorist activities in the area of logistics and transport pose an increasing
threat. At the same time, next to the economic sector, liquid fuels are of great importance
to citizens, which is why the transport of this group of goods should be given special
importance, ensuring appropriate efficiency and safety parameters, taking into account the
risk of intentional, destructive human interference. A significant source of data in the road
transport of dangerous goods is the spatial data infrastructure (SDI); digital interactive
platforms (DIP) are important here. This scientific research work concerns the application
of DIP and related information technologies (IT) in road transport—smart mobility (SM).
The main objective of the scientific research work is to develop proposals for effective tools
to minimize the overall risk, using publicly available digital interactive platforms. In the
implementation of the topic, the following methods were integrated: OKR (Objectives and
Key Results), SMART (Specific, Measurable, Achievable, Relevant, Time-bound) and CS
(Case Study). The main problem was identified and the main goal of the work was achieved.
The results made it possible to present effective risk minimization tools in DGT using DIP.
The elaboration was prepared under the research subvention of the AGH University of
Krakow, No. 16.16.150.545 in 2026.

Keywords: digital interactive platform; DIP; dangerous good transport; DGT; digital
transformation; road transport; road infrastructure; transportation; critical infrastructure;
CI; engineering; geometry; vehicles; safety; information technology; IT; V2X; vehicle-to-
everything; smart mobility; SM

1. Introduction
Technological progress in the economy of each country generates an increased demand

for energy and, as a consequence, raw materials such as liquid, solid fuels and gas, the
replacement of which with alternative sources can often be complicated, time-consuming
and cannot be used in all conditions. The above circumstances are gradually increasing the
demand for transport services, with road transport undoubtedly being the most popular
branch in the world. The widespread use of this type of displacement is justified by its high
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efficiency (on shorter and medium-sized routes), speed of task completion (minimization of
transshipment activities), flexibility (high availability of roads) and the possibility of direct
delivery of goods from the sender to the recipient without the need to perform additional
cargo manipulations [1]. On the other hand, however, the probability of negative road
accidents for this branch is the highest and, depending on the country, it is estimated that
85–97% of total accidents in transport concern road transport [2–5]. The sources of potential
risk are diverse, including drivers, passengers, vehicles, infrastructure facilities and the
natural environment, but as a rule they can be classified as:

1. Natural;
2. Civilizational;
3. Terrorist (deliberate destructive actions) [5].

The range of potential threats can be local, regional, national or even international. The
first two sets of threats are relatively well recognized and taken into account in the planning,
organizing and implementation phases of logistics operations. The increase in the threat of
terrorist and sabotage attacks is already mainly related to the modern age, largely defined
by political and economic instability. The specificity of modern armed conflicts largely lies
in the direct or indirect impact on society through the components of the economic system.
A precise blow to the fuel and energy sector disrupts production and distribution processes
in virtually all sectors of the economy. Unfortunately, negative interference in the area of
logistics and transport can be simple, effective and cheap, and potential damage to logistics
equipment, depending on the place and time of its occurrence, usually brings a number of
severe effects of a direct, mass, but also secondary (indirect) nature.

For this reason, the ability to react quickly, the flexibility of this functional area, and the
minimization of potential threats affecting planned operational tasks are gaining particular
importance [6].

On the basis of experience from contemporary armed conflicts, the concepts of energy
and distributed logistics have begun to be used, and modern strategies for improving sup-
ply chains, such as “agile” and “lean-agile”, focus on the agility and efficiency (reactivity)
of the entire system and minimizing losses [7]. The ability to redirect energy flows and
material goods in crisis situations is a huge advantage in the national economy today, but
its implementation is not a single process with a serial structure, easy to implement in
existing supply networks.

1.1. Specifics of the Dangerous Goods Transport

Among the transported cargo, dangerous goods deserve special attention, which
are defined as materials and objects whose international carriage by road is prohibited
or permitted only under certain conditions specified in the ADR (European Agreement
Concerning the International Carriage of Dangerous Goods by Road) [8]. Their road
transport, due to its specificity and safety aspects, requires the use of many procedures at
the stage of planning, preparation and implementation of transport tasks. During transport,
both in solid, liquid and gaseous forms, these materials can pose a threat to the entire
environment, in particular people, the natural environment and infrastructure facilities
(general and road). On the basis of chemical and physical properties and predominant
hazards, each dangerous goods can be assigned to one of 13 classes, with the classification
criteria and individual United Nations number (UN) being uniform for all signatory states.
The unification of transport procedures makes it possible to ensure universal, high technical
and organizational standards in all countries and to increase the level of safety during
loading, moving and unloading of these goods. The danger of these goods may result
from their explosive, flammable, oxidizing, corrosive, poisonous, infectious or radioactive
properties. It should be emphasized that each cargo can only be assigned to one class based
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on the dominant hazard, but have additional properties corresponding to other classes.
Thus, in addition to being susceptible to ignition, a class 3 flammable liquid material
may also have poisonous properties, and then it will also be marked with appropriate
warning stickers during transport. A list of the classes of dangerous goods, the hazards
posed and the corresponding warning markings affixed to packaging and transport units is
provided—our own study based on [8,9] is in Table 1.

Table 1. Classification of dangerous goods.

Class
Number Class Name Type of Dominant and

Secondary Hazards
Warning Stickers for the

Dominant Hazard
Warning Stickers for the

Secondary Hazard

1
Explosives and

items with
explosives

Explosion (normal or
mass), dispersal,
fire, poisonous

or corrosive

 

 

2 Gases

Oxidizing,
asphyxiating,

poisonous, corrosive,
fire, explosion, frostbite     

3 Flammable
liquids

Fire, poisonous,
corrosive

 

4.1

Solid flammable
materials,

self-reactive
materials,

polymerizing
materials and

solid desensitized
explosives

Fire, explosion,
poisonous, corrosive,

high temperature  

4.2
Substances liable
to spontaneous

combustion

Fire, explosion,
poisonous, corrosive,

high temperature
 

4.3

Materials that
produce

flammable gases
in contact

with water

Fire, poisonous,
corrosive
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Table 1. Cont.

Class
Number Class Name Type of Dominant and

Secondary Hazards
Warning Stickers for the

Dominant Hazard
Warning Stickers for the

Secondary Hazard

5.1 Oxidizing
substances

Fire, explosion, high
temperature, strong

chemical reaction when
in contact with

combustible materials  

5.2 Organic
peroxides

Fire, explosion,
oxidizing effect, high

temperature
  

6.1 Toxic substances

Poisonous, fire,
hazardous reaction

with oxidizing activity,
corrosive  

6.2 Infectious
substances

Threat of a disease
dangerous to life or
health, asphyxiating

effect, high
temperature   

7 Radioactive
materials

Irradiation hazard,
corrosive

 

 

 

8 Corrosive
substances

Chemical burn hazard,
corrosive action, fire,
hazardous reaction

with water, oxidizing
effect  

9

Miscellaneous
dangerous

substances and
articles

Effects on health or the
environment, fire and
emission of harmful

substances, flammable
gas emissions, high

temperature
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Transport units with dangerous goods have characteristic markings placed on the
front and back in the form of orange plates, or also supplemented on the sides, analogously
to warning stickers corresponding to the hazards posed by a given material. Numbered
plates are used for transport in tankers and in bulk, while the presence of only “clean”
plates on the front and rear of the vehicle indicates that goods are transported in packages
of the shipment (Figure 1). The top number on the plate indicates the hazard identification
number, and the bottom number indicates the UN commodity number.

Figure 1. Examples of typical marking of transport units with dangerous goods: packages of the
shipment and tankers (liquid and gaseous fuels).

The hazard identification number consists of 2 or 3 digits, which mostly corre-
spond to the class number and in particular define the following hazards: 2—gas
emission, 3—flammability of liquid materials or gases, self-heating of liquid materials,
4—flammability or self-heating of solid materials, 5—oxidizing (increasing burning),
6—poisonous effect or risk of infection, 7—radioactive action, 8—corrosive properties,
9—risk of spontaneous and violent reaction (possibility of explosion, decomposition or
polymerization). The repetition of the digit indicates the severity of a given threat, while if
the threat can be sufficiently expressed by one digit, then 0 is added to it on the plates in
the hazard identification number.

Depending on the route and travel time, the risk to the environment can vary and
does not come solely from the physical or chemical properties of dangerous goods [10,11].
Statistical data from various sources even confirm that the destructive effects of these
goods are more often secondary effects of typical traffic accidents caused by human error,
technical defects or road properties [12]. Unfortunately, in such cases, the consequences
can be catastrophic and are immediate in the form of deaths, injuries, material damage, but
more and more often the subsequent economic and ecological factor is noticed [13]. For this
reason, the issue of risk in the road transport of dangerous goods should be treated on many
levels, taking into account the correctness of loading and unloading (minimizing handling
tasks), the choice of the route of movement (shortening the travel time and the number
of stops), the terrain, the time of day and climatic (atmospheric) conditions [3,14]. When
considering the issue of safety in road transport, it is necessary to take into account the
safety of the cargo itself against the influence of the external environment, but also the safety
of the environment (vehicles, people, natural environment, surrounding infrastructure)
against the harmful effects of the properties of dangerous goods. During movement,
hazardous substances are exposed to compression, shocks, vibrations and other dynamic
influences resulting from the accumulation of goods on the vehicle’s cargo box, braking
and acceleration of the vehicle, the nature of the road, the driver’s driving technique, the
type of vehicle or the traffic volume [15].

In European countries, the vast majority of dangerous goods transported by road in
tankers are liquid fuels (belonging to class 3) or gases in a liquefied state (belonging to class
2)—on average 55 ÷ 75%. In the European Union (EU), in 2015 ÷ 2021, this indicator was
at the level of 66 ÷ 68.2%, which confirms that these materials are undoubtedly of strategic
importance in any economy and are the most important determinant of the development
of modern society, its mobility, the availability of consumer goods and the standard of
living [16,17]. Under “normal transport conditions”, the most common road accidents
involving tankers are the overturning of the vehicle (without additional effects) or the
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overturning with leakage, explosion or fire. The free surface of the liquid and the change in
the position of the cargo’s center of gravity during movement on the roads is an extremely
unfavorable factor, which additionally increases the risk of collision or accident. Although
tankers are equipped with numerous safety systems that are designed to minimize the
likelihood of a substance being released, ignited or exploded, unfortunately this does not
mean that the risk can be eliminated completely.

The marking of vehicles transporting dangerous goods in the form of orange plates
and warning stickers is visible from a long distance, on each side of the vehicle, and its task
is to warn other road users of potential danger. Mainly, it should oblige other drivers to
maintain an appropriate distance from the vehicle with dangerous goods, and use such
a driving technique that does not force the tanker driver to react violently in the form of
braking, accelerating or changing the direction of travel. Such maneuvers, combined with
the inertia of the liquid and the change in the position of the center of gravity of the cargo,
can lead to a serious accident. Unfortunately, the reality of road traffic shows that a large
part of “typical” drivers often do not take into account the “moving danger” or, even being
aware of what goods are being transported, do not know what obligations arise from such a
fact for themselves. In transport practice, when stationary (in traffic jams or at traffic lights),
drivers maintain only a few meters distance from the vehicle with dangerous goods (often
even less than 5 m), treating them in the same way as other vehicles, and while driving,
it is sometimes only a dozen or several dozen meters. There are also drivers who do not
know what it means to mark a vehicle with orange plates or such knowledge is limited.

1.2. Contemporary Conditions of the Road Transport

Russian aggression against Ukraine on 24 February 2022 confirmed how great impact
have logistics and transport on the social, economic and military spheres of each country
and how easy it is to disrupt the entire functioning system [18,19].

Therefore, the main goal of the strategy adopted by the aggressor was to eliminate
as much combat equipment as possible from the fight, but also to cut off the Ukrainian
economy and armed forces from energy resources. Massive air and missile attacks in-
cluded a.o, airports, military units, and elements and installations of the so-called “critical
infrastructure”, containing systems such as:

• Supply of energy, energy resources and fuels;
• Communication and IT systems;
• Financial and banking systems;
• Food and water supply;
• Rescue and health care facilities and equipment;
• Public transport and administrative bodies [20].

The invasion effectively led to the interruption of many logistics routes operating on
the basis of seaports. Replacing them with universal logistics hubs and quickly building
alternative land logistics channels has become an absolute necessity. The disruption of
supply chains and attacks on Ukraine’s fuel infrastructure (primarily the Kremenchuk
refinery) have led to an increase in demand for liquid fuels. In the current situation, the
Ukrainian economy was forced to diversify their suppliers and turn away from imports
from Russia and Belarus in favor of the European Union countries. The increased demand
for these materials in the conditions of hostilities and the successive impact of the aggressor
on stationary elements of fuel and energy infrastructure generated the need to build
effective logistics channels and, as a result, increase the transport volume for this group
of goods.

In the first months of the full-scale invasion, many EU member states decided to
liberalize border control and the movement of Ukrainian vehicles. Solidarity Corridors
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have also been created, which play a key role for Ukrainian imports. Since May 2022,
they have enabled Ukraine to import approx. 88 million tons of goods such as fuels,
vehicles, fertilizers, as well as obtaining military and humanitarian aid [21]. Among other
things, at the beginning of May 2022, Poland, regardless of actions at the EU level, has
abolished the requirement to have permits for the transport of fuel by road from Polish
territory. At the same time, road transport remains dominant in export transport across
the Polish–Ukrainian border and is responsible for an average of 73 ÷ 85% of transport in
terms of value. Overall, the share of fuels, chemical products, weapons and ammunition
in transports to Ukraine across the border with Poland has increased the most since the
outbreak of the war. Poland is invariably one of the key directions for fuel supplies to
Ukraine. In 2023, exports of this group of dangerous goods remained at the level of
33% ÷ 63% in mass on a monthly basis, and this high indicator is still maintained [22].

At the European Union level, the overall percentage of dangerous goods transported
on public roads, expressed in million tonnes × ilometre (TKM), does not seem high. Over
the years 2015 ÷ 2021, it averaged 3.8 ÷ 4.4% of the total amount of goods; however,
precise, cumulative data for all EU countries after the outbreak of the war are not available.
However, it should be emphasized that Poland is at the forefront of EU countries when it
comes to the international transport of flammable liquid materials (class 3) and gases (class
2), and detailed data on the background of the EU are presented in Figure 2.

 

Figure 2. International transport of dangerous goods of class 2 and 3 carried out by Polish carriers in
the years 2015–2024 [million TKM] compared to the European Union.

The chart shows that the volume of international transport of liquid fuels and gases in
Poland in 2022 significantly decreased, but in the following year it regained importance,
stabilizing at a level higher than before the outbreak of the war [23]. However, this increase
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is not rapid, which means that most of the transport tasks with increased imports of liquid
and gaseous fuels have been taken over by Ukrainian carriers. The increased volume of
tanker vehicles registered in Ukraine is noticeable on Polish public roads on a daily basis, as
the availability of liquid fuels and gas has become even more important, conditioning the
functioning of the economy in war conditions and conducting military operations against
the aggressor.

However, it should be borne in mind that dangerous goods moved on public roads in
the event of a possible accident pose a huge threat to the population, the environment or
the surrounding infrastructure, although their frequency in “normal transport conditions”
has been low so far. In recent years, accidents involving dangerous goods in Europe have
accounted for only 1% of all road accidents, with road transport accounting for an average
of 2/3 of all transport modes [24]. The design of packaging, technological advancement
and the use of security elements in vehicles or tankers to a large extent protect goods
against the release of substances, leakage and fire. ADR procedures for packing, loading,
labeling and driver training successfully minimize the risk of an accident itself and its
subsequent consequences.

Also, the overall number of accidents caused by the properties of dangerous substances
alone does not seem significant at first glance, but the modern transport reality associated
with increased traffic of vehicles with dangerous goods and recorded cases of sabotage
activities precisely fit into the concept of hybrid warfare. The tense situation on the eastern
border of the European Union and North Atlantic Treaty Organization (NATO) justifies the
need to pay more attention to the issue of road transport safety and to take into account
not only natural and civilizational threats, but also terrorist threats (deliberate destructive
actions). Therefore, the risk of an intentional, direct attack on vehicles carrying liquid fuels
or liquefied gases should not be ignored. The effect of such interference can be immediate
and can take the form of a direct, internal explosion of vapors of a heated liquid with a low
flash point or an unlimited external explosion of a released vapor cloud of flammable liquid
materials [24]. The risk associated with an attack on vehicles carrying dangerous goods
can become particularly felt on high-traffic roads, intersections, in cities, around shopping
centers, on viaducts and bridges, and tunnels, where the impact is particularly extensive
and immediate. It also implies subsequent communication, supply and military difficulties.
It is also worth emphasizing that the destruction of a fuel tanker is not only a direct loss of
high-value materials with huge consequences for the economy and the environment, but
also a number of subsequent severe non-economic effects. Undoubtedly, a fuel tanker is
very sensitive to possible attacks, and additional unfavorable factors on the roads are its
size, fuel weight, variable center of gravity of the load, visible markings and low mobility.
The terrorist attacks in the United States on 11 September 2001 initiated a change in the
approach to this issue, which is why many solutions were implemented in the international
ADR agreement concerning, among others, the protection of high-risk dangerous goods,
monitoring and passage through tunnels [8].

Currently, a lot of space is devoted to the development of intelligent transport systems
that would increase the operational efficiency of vehicles and safety on the roads by:
choosing the optimal route (economical and at the same time the safest), monitoring vehicle
traffic and driver’s working time, and informing about traffic difficulties or accidents.
However, the effectiveness of such tools is conditional for, among other things, resistance
to intentional and unintentional cyber-attacks [24,25].

In this study, a more in-depth analysis will be made of the frequently traveled section
of the Płock–Korczowa communication route (border crossing), through which fuels are
transported from the Polish refinery to the territory of Ukraine, taking into account the
aspect of broadly understood road transport safety.
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This scientific research work attempts to apply digital interactive platforms (DIP)
together with associated information technologies (IT) in road transport. The implemen-
tation of all tools, software and procedures within the framework of smart mobility (SM)
is aimed at increasing efficiency and safety in logistics transport. The main objective of
the scientific research work is therefore to develop a proposal for the implementation of
effective tools minimizing the total risk in the road transport of liquid and gaseous fuels,
which are crucial from an economic and military point of view, using publicly available
digital interactive platforms.

The elaboration was prepared under the research subvention of the AGH University
of Krakow, No. 16.16.150.545 in 2026.

2. Related Works
Two scientific article databases—Scopus and Web of Science (WoS)—were utilized to

identify the research gap. Figure 3 illustrates the article selection process for the identifica-
tion of the research gap.

 

Figure 3. The process of searching for articles in databases using keywords, where N—number of
articles found, WoS—Web of Science.

For searches for Transport* of Dangerous Goods, 2573 articles were found in Sco-
pus and 867 in WoS. Searching for the entire phrase reduced these numbers to 614 and
317 articles, respectively. In the case of Critical Infrastructure searches, 81,909 articles were
searched in the Scopus database, and 55,565 in WoS. Searching for the entire phrase allowed
to reduce this number to 20,483 and 9475 articles, respectively. The last step of the search
for related works was the use of the phrase “Transport* of Dangerous Goods AND Critical
Infrastructure” to obtain 24 articles in the Scopus database and 18 WoS databases. The next
step was to remove the articles duplicated in both databases. Consequently, 31 individual
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search results were retrieved based on the inclusion of specified keywords. In the subse-
quent stage, six articles were excluded due to their nature (e.g., conference proceedings
reference, book introduction, lack of an abstract). A total of 25 articles incorporating the
selected keywords were obtained. In the following step, an additional six articles were
rejected due to a lack of relevance to the subject matter of critical infrastructure and the
transport of dangerous goods. Ultimately, 19 articles were subjected to analysis.

Research within the scope of Dangerous Goods Transport (DGT) and Critical Infras-
tructure (CI) is extensive. Specific emphasis must be placed on risk and safety management
in road tunnels, as well as the human factor influencing overall safety. Minciardi and Robba
in [26] proposed a model supporting the control of fleets transporting hazardous materials.
This model accounted for various decision-making levels in fleet management. Heuristic
rule, dynamic programming, and mathematical programming techniques were employed
to optimize the costs associated with tunnel transit. Bersani et al. in [27] proposed a model
concerning the optimal traffic control strategy for dangerous goods at tunnel entrances, aim-
ing to minimize the risk of hazards. Kirytopoulos et al. in [28] presented a comprehensive
range of methods for conducting risk assessment concerning the transport of dangerous
goods through tunnels. The focus was on outlining both the technical aspects of tunnels
and the human and organizational factors that may affect safety. A fuzzy logic system
based on the Cognitive Reliability and Error Analysis Method (CREAM) was utilized to
provide a more advanced estimation of tunnel performance under safety-critical conditions.
Kirytopoulos et al. in [29] proposed the Dangerous Good-Quantitative Risk Assessment
(DG-QRA) Organisation for Economic Co-operation and Development/World Road Asso-
ciation (OECD/PIARC) model and presented its simulation for operator response times in
a threat situation.

Focus has also been directed towards route optimization and spatial risk analysis. It
should be noted that Conca, Ridella, and Sapori in [30] concentrated on analyzing the inter-
action between traffic flow and accident frequency and proposed an integrated approach
to investigate routing problems with safety considerations. A tactical and operational
decision-making tool was proposed for route determination, minimizing the cost for the
carrier while accounting for the risks associated with dangerous goods. Kanj et al. in [31]
proposed and modeled the risk assessment for the transport of dangerous goods using a
multi-agent system and developed a simulation with a Geographic Information System
(GIS) that displays the location, heavy vehicle trajectory, and areas affected by an accident
during the simulation. Strzelczyk and Guze in [32] employed graph theory to identify
critical nodes, arcs and routes within transportation networks, as well as to determine
alternative routes based on network criticality. Vidriková and Boc in [33] analyzed the
transport infrastructure in Slovakia and proposed an optimization process for selecting
dangerous goods transport routes, considering the protection of critical infrastructure
elements by identifying segments that generate significant safety risks. Garbolino et al.
in [34] focused on DGT between France and Italy via road and rail. They proposed a spatial
model based on two indices that are implemented into a GIS in order to define a Spatial De-
cision Support System dedicated to the decision-makers (infrastructures managers, public
authorities and transport companies). It was emphasized that DGT procedures should be
evaluated at various geographical levels and should incorporate the spatial characteristics
of the specific area. However, it should be noted how Stec and Grzebyk in their work [35]
refer to the definitions of Spatial Information System and Geographical Information System
and explain them.

Furthermore, advanced telematic technologies, sensors, and systems are being utilized,
also within the context of Smart Cities. Bartholmai et al. in [36] proposed the application
of Radio-Frequency Identification (RFID) sensor systems and energy-efficient sensors
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for the continuous condition monitoring, identification, and diagnostics of transported
hazardous materials, which can contribute to reducing the incidence of accidents and
non-compliance with prevailing transport regulations. Adamec et al. in [37] addressed
the subject of hazards related to the transport of dangerous goods in urban areas and
proposed actions aligned with the concept of smart cities through the creation of a functional
communication network. Sakhno in [38] conducted a comparative analysis of electronic
DGT monitoring systems in Poland and Romania and developed recommendations for
the potential implementation of such systems in Ukraine, considering military activities
and the state of transport infrastructure. Articles that utilized simulation models can also
be highlighted—Bogalecka and Dąbrowska in [39] employed the Monte Carlo simulation
technique to model maritime accidents and the consequences of chemical substance releases
in marine and oceanic waters, aiming to mitigate accident impacts. Renčelj et al. in [40]
assessed the current state of dangerous goods transport in the Western Balkans, focusing
on aligning national regulations with international standards. Barriers and differences
regarding the implementation and enforcement of regulations in the countries studied were
identified, which were subsequently used to create recommendations for promoting safer
and more sustainable dangerous goods transport practices. Dbouk et al. in [41] evaluated
whether occupational health and safety and accident prevention regulations adequately
govern the risk associated with the processing and storage in United Kingdom (UK) ports.

The searched articles also addressed the subject of rail transport of dangerous goods.
Rail transport is not discussed in this paper—the focus is on road transport. However,
it should be noted that critical infrastructure issues, methods and threat prevention are
no less important. These papers encompass issues related to monitoring, terrorism, and
safety indicators. Beugin, Marais, and Lozach in [42] assessed the performance of a satellite
positioning system employed in rail freight transport. Khanmohamadi et al. in [43]
addressed the subject of terrorist threats pertaining to the transport of dangerous goods.
Critical areas along the Texas–Illinois rail routes were identified to pinpoint vulnerable
locations regarding surrounding infrastructure and the population potentially susceptible
to a terrorist attack. These areas subsequently informed the analysis of the probability of
operator route selection and terrorist attack. Ebrahimi and Henderson in [44] analyzed
accidents and incidents in the Canadian railway industry, pointing to recurring precursors
and patterns that can serve as warning signals. This analysis was conducted in the context
of the increasing volume of dangerous goods transported by rail, necessitating an adequate
level of safety. Thompson in [45] highlighted the threats associated with the transport of
dangerous goods in Canada, as well as the potential consequences of accidents, sabotage,
or terrorist attacks on surrounding populations, and the cascading effects of such events.

3. Materials and Methods
The scientific research work is concentrated on a real object located in Central Eastern

Europe, in Poland, represented by a segment of the Płock–Korczowa road (to the border
crossing). The main starting point is the locality of Płock (street: Chemików, Łukasiewicza,
Rataja, Bartoszewskiego). Płock is a city in Poland (Republic of Poland, Rzeczpospolita
Polska in Polish, RP), with the refinery’s headquarters located in the mazowieckie Province
(Voivodeship). Marked with the number 1 in this work. The main end point is the locality
of Korczowa (border crossing). Marked in this work with the number 20. Korczowa is a
village in Poland, located in the Podkarpackie Province, with the Korczowa–Krakowiec
border crossing, on the Polish–Ukrainian border. The object of the real works is located in
three provinces: mazowieckie, lubelskie i podkarpackie. The total length of the object of
works is 540 km and includes:

• Roads in the locality center;
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• European Route (Europejska Droga Międzynarodowa (EDM) in Polish, European
International Road, E-road, Ei, E-route): E30;

• Expressway (Droga Ekspresowa (Si) in Polish, Expy): S2, S17, S19;
• Motorway (Autostrada (Ai) in Polish, M-way): A4;

These are in the character of:

• Municipal Road (Mun. Rd.);
• District Road (Dist. Rd.);
• European Route;
• National Road (NR, Nat. Rd.), Provincial Road (Voivodeship Road, PR, Prov. Rd.);
• Provincial Road, National Road;
• National Road.

Dźwigoł in [46] emphasizes that the type of research corresponds to its precise design,
creating a research model and selection of appropriate research methods. At the same
time, Matel in [47] emphasized artistic work (twórczość in Polish), creativity and research
intuition. Thus, in this work, the integration of three methods was used:

• Objectives and Key Results (OKR);
• Specific, Measurable, Achievable, Relevant, Time-bound (SMART);
• Case Study (CS).

A feature of the OKR method is the management of goals and monitoring the degree
of their implementation.

The feature of the SMART method is: Specific (a specifically defined goal), Measurable
(measurable indicators to monitor progress), Achievable (realistic achievability), Relevant
(the importance of the goal), Time-bound (agreed completion time), and a feature of the CS
method is analysis and evaluation of a specific case, situation or phenomenon.

A literature review was also conducted, which enabled an overview of scientific
research work and the definition of further steps in the implementation of the subject
digital interactive platforms in the road transport of dangerous goods—smart mobility.

In the road transport of dangerous goods, attention should be paid to the sources
of available data, among which the spatial data infrastructure (SDI) is important, and
digital interactive platforms play a key role here. DIPs enable two-way communication and
interaction between users. The application of DIP and related information technologies in
road transport—smart mobility—can focus on minimizing overall risk. For this purpose,
publicly available DIP was used:

• National Geoportal (Geoportal Krajowy in Polish)—the platform provides map re-
sources for Poland; its attribute is the exploration of spatial data and related collections
and services. Provides tools for analysis, data retrieval and searching, e.g., searching
for locality names, searching by coordinates, searching for elevation (height) data, and
more. Available at [48];

• Google Maps—a widely known map platform. It provides tools for, among other
things, viewing maps, locating places, planning routes, real-time navigation, and more.
Available at [49].

Matel in [47] emphasized artistic work, creativity and research intuition in striving for
originality in research, identifying new economic challenges and finding creative solutions
to them. The subject of this work concerns DIP in the Road Transport of Dangerous Goods—
Smart Mobility. It was created by a team represented by: AGH University of Krakow (AGH
University), University of Economics in Katowice and The Polish Air Force University. The
integration of specialists from three different environments contributed to achieving the
main goal of this work, as well as mutual deepening of knowledge and experiences.
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4. Results
Subject matter of the work digital interactive platforms in the road transport of dan-

gerous goods—smart mobility realized on a real object Płock–Korczowa has been further
densified with 18 additional locality/points. This approach, on the one hand, facilitated
the selection of the horizontal and vertical planes to define the total road route 1–20. On
the other hand, it contributed to:

1. DGT in the scope:

• Low social activity;
• Low traffic activity.

2. Harmonization of fuel tanker traffic;
3. Optimization of the route taking into account the terrain—especially in the verti-

cal plane;
4. Protection against access by unauthorized persons;
5. Realization of transport during night hours.

In this publication, in order to avoid direct identification of the real object represented
by the segment of the Płock–Korczowa road route, the rectangular plane coordinates X
and Y in the state spatial reference system have not been provided, thus preserving their
anonymity. The segment of the Płock–Korczowa road route is an important transport
corridor in road transport of dangerous goods—smart mobility. The anonymity introduced
ensures that there is no accurate and direct geolocation.

Table 2 presents the results of the work for road transport of dangerous goods with
DIP application.

The results of the work are concretized in:

• Name of locality/point with assigned number of the main and intermediate point;
• Road characteristics—attribute: Mun. Rd., Dist. Rd., Nat. Rd., Prov. Rd., E-road;
• Road number;
• Value of the distance between individual localities/points (Dist);
• With the definition of the province in which it is located;
• Values of the elevation coordinate Hi in [m.a.s.l.] presented in the state spatial reference

system—in the elevation system;
• Value of the elevation difference ∆Hi in [m] relative to the starting point in the locality

of Płock;
• Value of the average elevation of the road segment Avg. Hi Rd. in [m].

In terms of the first three maximum values of elevation differences relative to the
starting point in the locality of Płock, occupy the position of (Table 2):

• 140.6 [m]—number 14: locality Kraśnik;
• 114.9 [m]—number 12: locality Dąbrowica;
• 114.5 [m]—number 15: locality Janów Lubelski.

In turn, in terms of the first three minimum values of elevation differences relative to
the starting point in the locality of Płock, occupy the position of (Table 2):

• −45.4 [m]—number 3: locality Dobrzyków;
• −19.4 [m]—number 4: locality Sochaczew;
• −12.6 [m]—number 6: locality Pruszków.

Figure 4 shows the graphic interpretation in the form of an elevation–longitudinal
profile together with names of provinces and road characteristics. It presents the results of
the study taking into account the values of the elevation coordinate expressed in the state
spatial reference system–elevation system in [m.a.s.l.]. The state spatial reference system
in the elevation system Hi allowed for determining elevation differences relative to the
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starting point in the locality of Płock ∆Hi and calculating the average elevation of a road
segment Avg. Hi Rd. (Figure 5).

Table 2. Characteristics of the segment of the Płock–Korczowa road route using digital interac-
tive platforms.

No.
Name

of Locality
/Point

Road
Attribute

Road
No.

Distance

Province
(Voivodeship)

State Spatial
Reference

System
—Elevation

System

Elevation
Difference Relative
to the Starting Point

in the
Locality of Płock

Average
Elevation
of a Road
Segment

Disti Hi ∆Hi
Avg. Hi

Rd.

[km] [m.a.s.l.] [m] [m]

1 Płock Municipal – – mazowieckie 107.7 0.0 –

2 Jędrzejewo District – 8 mazowieckie 107.6 −0.1 107.7

3 Dobrzyków National
Provincial

60
575 12 mazowieckie 62.3 −45.4 85.0

4 Sochaczew
Provincial 575

577 46 mazowieckie 88.3 −19.4 75.3

National 50

5 Wiskitki National 50 20 mazowieckie 101.5 −6.2 94.9

6 Pruszków European
Route E30 31 mazowieckie 95.1 −12.6 98.3

7 Piaseczno National S2 16 mazowieckie 104.7 −3.0 99.9

8 Wiązowna National S2
S17 24 mazowieckie 103.3 −4.4 104.0

9 Garwolin National S17 37 mazowieckie 144.1 36.4 123.7

10 Moszczanka National S17 46 lubelskie 130.2 22.5 137.2

11 Bogucin National S17 42 lubelskie 191.3 83.6 160.8

12 Dąbrowica National S17 11 lubelskie 222.6 114.9 207.0

13 Konopnica National S19 7 lubelskie 219.1 111.4 220.9

14 Kraśnik National S19 40 lubelskie 248.3 140.6 233.7

15 Janów
Lubelski National S19

74 26 lubelskie 222.2 114.5 235.3

16 Jasionka National S19 82 podkarpackie 195.2 87.5 208.7

17 Terliczka National S19 2 podkarpackie 199.3 91.6 197.3

18 Łańcut National A4 13 podkarpackie 189.4 81.7 194.4

19 Przeworsk National A4 20 podkarpackie 187.8 80.1 188.6

20 Korczowa National A4 57 podkarpackie 215.3 107.6 201.6

Total
length 540 km

where E30 is European Route (Europejska Droga Międzynarodowa (EDM) in Polish, European International Road,
E-road, Ei); S2, S17, S19 is Expressway (Droga Ekspresowa (Si) in Polish, Expy); A4 is Motorway (Autostrada (Ai)
in Polish, M-way); m is a unit of meter; km is a unit of kilometer; m.a.s.l. is a unit of measurement meters above
sea level.
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Figure 4. Elevation–longitudinal profile, length of 540 km, where 1–20 name of locality/point;
Hi—elevation coordinate in [m.a.s.l.]; mazowieckie, lubelskie, podkarpackie—names of Provinces
(Voivodeship); Mun. Rd.—Municipal Road; Dist. Rd.—District Road; Nat. Rd.—National Road (NR);
Prov. Rd.—Provincial Road (Voivodeship Road, PR); E-road—European Route (Europejska Droga
Międzynarodowa (EDM) in Polish, European International Road, Ei, E-route).

Figure 5. Graphical interpretation of the terrain of the Płock–Korczowa road segment.
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A graphical visualization of the terrain of the Płock–Korczowa road segment is pre-
sented in Figure 5. It brings together data in a single graph, covering:

• Hi [m.a.s.l.]—state spatial reference system–elevation system;
• ∆Hi [m]—elevation difference relative to the starting point in the locality of Płock;
• Avg. Hi Rd. [m]—average elevation of a road segment;
• Total Avg. Hi Rd. [m]—average value elevation of the total road route segment.

Presenting them in a single graph allows for a clear comparison of this data. The
average value of the total road route elevation total Avg. Hi Rd. on the segment 1–20 is
156.8 [m].

The subject matter of the scientific research work carried out allows us to conclude
that it is important to develop and implement digital interactive platforms in road DGT
in integration with the state spatial reference system–elevation system. Consequently,
such an integrated tool, available to decision-makers and the average user of public roads,
constitutes a sound integration in practice—so important in everyday life.

5. Discussion
Digital interactive platforms in the road transport of dangerous goods—smart mo-

bility provides important information in the process of developing this mode of trans-
port. It deserves special attention in the current international situation. Factors such
as low social activity and traffic, taking into account the harmonization of specialized
fuel tanker transport activities. Then, consolidation in route optimization, taking into
account the terrain—especially in the vertical plane. Furthermore, ensuring protection
against access by unauthorized persons and carrying out transport at night are part of their
common denominator.

Route optimization taking into account the terrain in the vertical plane provides
information not only about the gradient of ascents and descents, maximum elevations
and declines, but also about changes in elevations, taking into account the geolocation of
steep and gentle segments of the Płock–Korczowa road route. DIP in the road transport of
dangerous goods ensures that the appropriate route is selected. It contributes to vehicle
control; weather conditions are also important here, as is the condition of the braking
system. Similarly, sections of road with large and sudden changes in elevation can be
dangerous. Railway level crossings (RLC) also fit into this trend, which require, among
other things, profile monitoring—longitudinal gradient of the road [50]. A sudden change
in height may cause road transport of dangerous goods to become stuck on the RLC. DIP
in the road DGT allows you to select road segments, taking into account changes in the
relevant elevation. At the same time, this approach is significantly reflected in the issues of
“mechanical load and emissions”. When the inclines are long, this is reinforced by intensive
fuel consumption and engine load. DIP in the road DGT providing data in the state spatial
reference system–elevation system is an important tool for selecting a road section. On the
other hand, in matters of “mechanical load and emissions”, on-board devices.

This work combines IT with security and logistics, which are essential to any economy.
Akulov et al. in [51] state that information technology is an integral part of modern society.
The attributes of DIP include not only automation and monitoring, but also real-time
communication. In the context of road transport, DIPs can also include functions such
as transport monitoring and digital record keeping, and can be an important tool for risk
and crisis management. The role of fleet management and communication between the
driver, company and recipient should also be emphasized. Magiera et al. in [52] address
the subject of navigation issues, Nagy et al. in [53] refer to cognitive load, at the same time
Kézai et al. in [54] emphasize smart economy. Bridgelall draws attention to the integral
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part of the nation’s economic vitality in his research in [55]. He sees the importance here of
road and rail infrastructure and the need to monitor its condition.

In addition to the advantages of DIP in the road DGT, smart mobility, their role in terms
of challenges and threats should also be emphasized. To which data security belongs. Thus,
this paper does not present rectangular plane coordinates X, Y in the state spatial reference
system, thereby preserving their anonymity. Although, they are also available. In terms of
data security, attention should also be paid to the protection of sensitive information, e.g.,
the type of substance. It is also important to train staff in the use of DIP and to link it to
the existing IT infrastructure in companies. Bridgelall in [55] states that as infrastructure
limitations intensify, trucks and rail will remain dominant in freight transport.

DIP may contribute to route optimization with respect to vertical road gradients,
thereby supporting fleet management. They can serve as tools for maintaining a balance
between transport time and transport safety. Transport time may be considered in terms
of route length, as routes with lower gradients may result in increased travel time and
a greater total distance traveled. Safety is understood here in a broad sense, encompass-
ing both infrastructural aspects (whether a route passes through CI) and road gradient
(which affects not only the behavior of the cargo within the vehicle but also vehicle wear,
including brake and fuel consumption). With regard to these factors, DIP may prove to
be an important tool in transport planning; at the same time, the results of this study
confirm the validity of integrating DIPs in road DGTs, smart mobility, with the state spatial
reference system–elevation system. It is also worth noting that they can be applied before
the phase of proper cargo movement, which may be one of the elements of minimizing
the risk of transporting dangerous goods. Proper route planning and then the use of
information and communication technologies (ICT) allowing for real-time monitoring of
transport [56] can be additional factors allowing for the management of the risk of transport
of dangerous goods.

6. Conclusions
Taking into account the current situation in the international arena, in the conditions

of increased traffic of heavy goods vehicles in international traffic, the implementation of
systemic measures seems to be the most beneficial, in particular:

• Organization of the transport of dangerous goods during periods of low social activity
and low traffic (minimizing the number of people, vehicles and objects exposed
to danger);

• Organization of the movement of fuel tankers on routes running outside urban and
populated areas, ensuring smooth traffic and avoiding stops and traffic jams (minimiz-
ing the number of people exposed to risk);

• Recognizing and selecting routes with a gentle course, taking into account the terrain,
without sudden inclines, descents and bends (with a small gradient of changes in the
route profile), enabling the reduction in amplitudes of movement of the free surface of
the fuel, limiting the migration of the center of gravity of the liquid and the intensity
of dynamic effects of the load on the transport unit;

• Limiting the access of third parties to information about the transported goods (type of
substance, quantity, route, places of loading and unloading) and carrying out transport
at night.

Therefore, the subject matter of the scientific research work concerned digital inter-
active platforms in the road transport of dangerous goods—smart mobility. It is very
important in the field of logistics and transport, especially in the current geopolitical sit-
uation. The main objective of the scientific research work has been achieved. The results
of proposals for effective tools that contribute to minimizing overall risk are presented.
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The methods used in this work and their integration are considered to be correct. DIP
in the road transport of dangerous goods—smart mobility represents progress, e.g., for
the global database. Transparency is essential in the road transport of dangerous goods.
DIP in the road DTG corresponds to Vehicle-to-Everything (V2X), which contributes to
enhancing transport safety and efficiency. In the context of road DGT, communication
technology between vehicles is important: Vehicle-to-Vehicle (V2V) and road infrastructure:
Vehicle-to-Infrastructure (V2I).

Further research employing DIP may focus on the determination of alternative routes
for given origin–destination pairs, optimizing routes with respect to vertical gradients or
the minimization of critical infrastructure elements along a given route.

DIP in road DGT—smart mobility supports stakeholders in a wide range of tasks.
They provide useful information that enables the planning and implementation of strategic
transport, especially road DGT.
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The following abbreviations are used in this manuscript:

DGT Dangerous Good Transport
CI Critical Infrastructure
SDI Spatial Data Infrastructure
DIP Digital Interactive Platform
IT Information Technology
SM Smart Mobility
OKR Objectives and Key Results
SMART Specific, Measurable, Achievable, Relevant, Time-bound
CS Case Study
V2X Vehicle-to-Everything

ADR
European Agreement Concerning the International Carriage of Dangerous
Goods by Road

UN United Nations number
EU European Union
TKM Tonne Kilometre
NATO North Atlantic Treaty Organization
WoS Web of Science
N Number of Articles Found
CREAM Cognitive Reliability and Error Analysis Method
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DG-QRA Dangerous Good-Quantitative Risk Assessment

OECD/PIARC
Organisation for Economic Co-operation and Development/World
Road Association

GIS Geographical Information System
RFID Radio-Frequency Identification
UK United Kingdom
RP Republic of Poland, Poland, Rzeczpospolita Polska in Polish

E-road
European Route, European International Road, Ei, E-route, Europejska Droga
Międzynarodowa (EDM) in Polish

Expy Expressway, Droga Ekspresowa (Si) in Polish
M-way Motorway, Autostrada (Ai) in Polish
Mun. Rd. Municipal Road
Dist. Rd. District Road
Nat. Rd. National Road, NR
Prov. Rd. Provincial Road, Voivodeship Road, PR
AGH University AGH University of Krakow
Dist. Distance, Disti, value Dist. and Disti in [km]

Hi
State Spatial Reference System—Elevation System, Elevation Coordinate,
value Hi in [m.a.s.l.]

∆Hi
Elevation Difference Relative to the Starting Point in the Locality of Płock,
value ∆Hi in [m]

Avg. Hi Rd. Average Elevation of a Road Segment, value Avg. Hi Rd. in [m]

Total Avg. Hi Rd.
Average Value Elevation of the Total Road Route Segment, value Total Avg.
Hi Rd. in [m]

m Meter
km Kilometer
m.a.s.l. Metres Above Sea Level
RLC Railway Level Crossing
ICT Information and Communication Technologies
V2V Vehicle-to-Vehicle
V2I Vehicle-to-Infrastructure
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