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Abstract

:

Vehicle-to-vehicle (V2V) communication has played a pivotal role in modern intelligent transportation systems, enabling seamless information exchange among vehicles to enhance road safety, traffic efficiency, and overall driving experience. However, the secure transmission of sensitive data between vehicles remains a critical concern due to potential security threats and vulnerabilities. This research focused on investigating the security protocols that have been employed in vehicle-to-vehicle communication systems. A comprehensive review and analysis of relevant literature and research papers was conducted to gather information on existing V2V communication security protocols and techniques. The analysis encompassed key areas, including authentication mechanisms, encryption algorithms, key management protocols, and intrusion detection systems specifically applicable to V2V communication networks. Within the context of real-world V2V environments, this study delved into the challenges and limitations associated with implementing these protocols. The research aimed to provide a comprehensive understanding of the strengths and weaknesses of the current V2V communication security protocols. Furthermore, based on the findings, this paper proposes improvements and recommendations to enhance the security measures of the V2V communication protocol. Ultimately, this research contributes to the development of more secure and reliable V2V communication systems, propelling the advancement of intelligent transportation technology.






Keywords:


communication protocols; efficiency in V2V communication; Internet of Things (IoT); Internet of Vehicle (IoV); intrusion detection systems; security protocols; safety and security; vehicle-to-vehicle (V2V) communication; vehicular ad hoc networks (VANETs)












1. Introduction


The advent of vehicle-to-vehicle (V2V) communication has heralded significant advancements and opportunities in the automotive industry. The seamless exchange of information between vehicles holds the potential to revolutionize road safety, traffic management, and transportation efficiency. However, ensuring the secure transmission and protection of data in V2V communication networks is of paramount importance to guarantee the integrity, privacy, and reliability of the exchanged information. In the 1980s, the introduction of the internet led to a rapid growth in human communication. As technology continued to progress, the internet evolved into a global network facilitating communication between humans and devices. This technological evolution gave rise to concepts like “smart tech” and “Internet of Things” (IoT). Presently, IoT has become a widely discussed emerging topic globally, with numerous companies manufacturing and distributing IoT devices embedded with chips and sensors.



The increasing integration of vehicles with advanced communication technologies has enabled the development of smart transportation systems and connected vehicles. Vehicular communication systems, known as V2X (vehicle-to-everything) networks, facilitate real-time data exchange between vehicles, infrastructure, pedestrians, and other road users, enhancing road safety, traffic efficiency, and overall driving experience. However, as these V2X systems become more prevalent, ensuring the security and privacy of the communication becomes a critical concern.



A proposal was put forth for a multi-protocol gateway solution aimed at facilitating efficient data exchange among entities originating from diverse technological backgrounds. This proposal systematically investigates the compatibility and real-time responsiveness attributes inherent in various Internet of Things (IoT) Ethernet-based communication technologies, specifically scalable service-oriented middleware over IP (SOME/IP), data distribution service (DDS), and enhanced communication abstraction layer (eCAL) middleware. The hardware architecture employed in the simulation is delineated, encompassing microprocessors equipped with native POSIX-based operating systems for the majority of nodes, along with a virtual Linux operating system on a general-purpose computer designed for simulated interactions with an IoT supervisor node. The transmitted data are organized in the format of a cyclic event resembling a heartbeat [1].



IoT operates in tandem with sensors, actuators, and microchips embedded in equipment, commonly known as smart devices. Sensors detect and gather data about environmental changes, while actuators are responsible for controlling IoT devices. Microchips ensure the functionality of the device by coordinating sensors and actuators, following instructions, and executing activities accordingly. The data collected by sensors are transmitted to other devices, where they are utilized for decision-making purposes. The advancements in vehicular communication have the potential to revolutionize the automotive industry and improve transportation efficiency. However, ensuring the security and privacy of V2X networks remains a paramount concern. Through an exploration of the latest research and developments, this paper aims to contribute to the understanding of the challenges and potential solutions in vehicular communication security. By addressing these challenges and implementing innovative security measures, the dream of a safe and connected future on the roads can be realized.



This paper explores the key challenges and cutting-edge solutions in the field of vehicular communication security. The aim is to identify the latest advancements, security protocols, and frameworks that address the vulnerabilities and risks associated with V2X networks.



This paper is organized as follows. Section 2 contains the literature review. Section 3 describes the methodology. Section 4 analyses the security protocols for vehicular communication. Section 5 provides conclusions and possible research directions.



This paper investigates the security protocols employed in vehicle-to-vehicle (V2V) communication systems, providing a comprehensive review and analysis of relevant literature and research papers to gather information on existing V2V communication security protocols and techniques by examining key areas such as authentication mechanisms, encryption algorithms, key management protocols, and intrusion detection systems specifically applicable to V2V communication networks. We identify the challenges and limitations associated with implementing these protocols in real-world V2V environments, and provide a comprehensive understanding of the strengths and weaknesses of current V2V communication security protocols. We also propose improvements and recommendations to enhance the security measures of the V2V communication protocol based on the research outcomes. This research contributes to the development of more secure and reliable V2V communication systems, advancing intelligent transportation technology.




2. Literature Review


The field of vehicular communication security has been the subject of significant research and development, leading to a vast array of scholarly articles and studies. Some notable contributions in this area are included in this section. While V2X communication systems offer numerous benefits, they also face several security challenges. One of the primary concerns is ensuring the confidentiality and integrity of data exchanged between vehicles and infrastructure. As the number of connected vehicles increases, so does the potential for cyberattacks and malicious activities.



The article proposes a solution for efficient data exchange between entities with different technological origins through a multi-protocol gateway. The author analyzes the compatibility and real-time responsiveness capabilities of various IoT Ethernet-based communication technologies, such as scalable service-oriented middleware over IP (SOME/IP), data distribution service (DDS), and enhanced communication abstraction layer (eCAL) middleware. Furthermore, the author explores the hardware architecture employed in their simulation, which comprises microprocessors equipped with native POSIX-based operating systems for most nodes, and a virtualized Linux OS on a general-purpose computer to simulate interaction with an IoT supervisor node. The transmitted data are organized in the form of a cyclic event known as a heartbeat [2].



The study presents a protocol for ensuring the security and privacy of V2X communications. This protocol is based on the principles of hash chain cryptography and offers a lightweight approach to message authentication. By incorporating a hash chain of secret keys for a message authentication code (MAC), the proposed protocol achieves highly secure message authentication at a significantly lower cost. To validate its effectiveness, the author has implemented the protocol using commercially available V2X devices. The results of experiments conducted on real networks demonstrate the superiority of the proposed protocol over both standard and non-standard protocols. Specifically, the proposed protocol reduces communication overhead by a factor of 6 and computation overhead by over 100 times when compared to the IEEE1609.2 (ieeexplore.ieee.org/document/7426684). Additionally, it reduces communication overhead by a factor of 4 and computation overhead by up to 100 times when compared to the non-standard security protocol—TESLA. Moreover, the proposed protocol significantly reduces the average end-to-end delay to 2.5 ms, representing a reduction of 24- and 28-fold compared to the IEEE1609.2 and TESLA protocols, respectively [3].



The article presents a proposal for a V2V data transmission protocol that is both efficient and secure. This protocol utilizes a one-way hash function to expedite the transmission of valuable information to the receiver. The proposed approach effectively defends against a range of security attacks, including modification, impersonation, replay, man-in-the-middle, stolen onboard unit, password guessing, and concatenation. The results of the study demonstrate that the suggested scheme outperforms existing V2V protocols in terms of execution time, storage cost, communication overhead, and energy consumption. The performance evaluation of the proposed method is conducted by considering various attributes such as energy consumption, communication overhead, computational time, and storage cost. It is concluded that the suggested protocol satisfies the authentication property under the assumption of a one-way hash function in the random oracle model [4].



On the performance evaluation of vehicular PKI protocol for V2X communications security, the study presents an in-depth performance evaluation of vehicular public key infrastructure (PKI) protocols used for securing V2X communications. The author evaluates the performance of PKI with respect to certificate reloading by comparing two communication profiles with and without V2X security, and shows that the end-to-end latency between a requesting vehicle and the PKI is not negligible [5].



The paper discusses the implementation of a 5G-MEC testbed for vehicle-to-everything (V2X) applications, which requires low latency and high computational capabilities at the network’s edge. It also highlights the challenges researchers may face while replicating and deploying the testbeds. It offers a comprehensive overview of the implementation of a 5G-MEC testbed for V2X applications, scrutinizes several crucial testbeds and cutting-edge implementations, and deliberates on the potential obstacles that researchers may encounter while reproducing and deploying such testbeds. Moreover, it provides a summary of the instruments utilized to construct the testbeds and addresses unresolved concerns pertaining to their implementation [6].



The paper proposes a system for direct communication between two vehicles using a modulated tag and the wave emitted by an FMCW radar installed in the vehicle. The system allows for real-time signal detection and classification, adding redundancy to computer video sensors without incorporating additional communication systems. The experiment proves the possibility of communication between the transponder and the radar. The experiment used real vehicles and a designed transponder and commercial radar. The radar has two transmitters, four receiver antennas, and is based on analogue device technology. The radar has a field of view of 120 degrees in azimuth and 15 degrees in elevation. Different modulation frequencies were used for classification purposes. A conventional algorithm suppressed clutter. The transponder had a detection rate of 97.42% and a small error in measured modulation frequency. The paper also discusses the limits of the radar’s ability to resolve modulation frequency [7].



The paper discusses the benefits and deployment status of C-V2X (cellular vehicle-to-everything) technology, which is a wireless communication system used in autonomous driving and intelligent transportation systems. It also highlights the role of 5G NR (new radio) deployment in the evolution of C-V2X and its potential to change the future of transportation. The results of V2V tests show that PC5-based C-V2X devices have better performance in terms of latency compared to the Rel-14 standard ((https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/c-v2x_technology.pdf (accessed on 24 October 2023)) defined maximum latency for V2X applications. The paper also highlights that technical application layer specifications are not standardized in C-V2X, and regulations and insurance claims for ITS road accidents are yet to be defined [8].



In reference [9], an elaborate framework is proposed, encompassing network models, protocols, and architectures. The proposed solution delineates an architecture comprising a perception layer, coordination layer, application layer, artificial intelligence layer, and business layer. Sensors and actuators are housed in the perception layer, while the coordination layer integrates 4G and Wi-Fi. The application layer spans various applications, including web-based and multimedia applications. The business layer involves the development of business strategies based on application usage, and the artificial intelligence layer addresses cloud infrastructure.



The Internet of Vehicles incorporates diverse vehicular networks, for example, vehicle-to-mobile networks, vehicle-to-vehicle, vehicle-to-devices, vehicle-to-sensors, vehicle-to-human and vehicle-to-roadside infrastructure, as illustrated in Figure 1. Reference [10] introduces a communication protocol for the Internet of Connected Vehicles, emphasizing seamless and secure communication in vehicular ad hoc networks. Industry standards for IoV will be scrutinized, along with its associated benefits. The proposed architecture in [10] encompasses seven layers—data communication, acquisition, processing, data filtering, security, user–vehicle interface, and control layer—providing a comprehensive mechanism to safeguard IoV.



In the context of connected vehicles, ref. [11] identifies various system exploits, for instance door locking, brake disabling and engine shutdowns categorized as threats within cyberattacks on autonomous connected vehicles. The structure of a connected vehicle includes components like onboard diagnostic ports (ODPs), a control area network (CAN), and an electronic control unit (ECU) rendering it susceptible to onboard diagnostic (OBD) attacks.



The framework proposed in [12] incorporates layered architecture, a network model, environmental model and interaction model, each contributing unique features. The network model addresses multi-network, multi-user, multi-technology, multi-device, and multi-communication methods. The interaction model elucidates the relationships among vehicles, networks, personal devices, sensors, roadside architecture, and humans. The environmental model pertains to vehicle communication beyond its perimeter.



To ensure the security of the Internet of Connected Vehicles, ref. [13] proposes an extended access control-oriented architecture (E-ACO) dependent on cloud computing functionalities. Access control models are introduced, preventing unauthorized access at different levels of E-ACO.



Through the implementation of an access control model within the Internet of Connected Vehicles (IoCV), the attainment of secure and privacy-enabled data communication becomes feasible. This access control framework is designed to grant permissions to security officials at various hierarchical levels, allowing them access to the communication integrated within the vehicles. The incorporation of security layers within this model serves to safeguard against the inadvertent disclosure of sensitive information from higher security echelons to lower security tiers. Derived from mathematical models, the “security and privacy-based access control model” assigns permissions and delineates roles for security officials navigating the IoCV landscape. This model facilitates secure communication channels utilizing both 4G and Wi-Fi technologies. Essential features of this model include mutually exclusive permissions and the dynamic separation of duties [14].



The research article by [15] introduces the attack-resistant trust (ART) management system. This system is conceived to fortify the security of ad hoc networks interlinked with the Internet of Vehicles. The primary objective of this mechanism is to identify and thwart malicious nodes within the network, thereby preventing disruptions to both the network itself and the associated connected vehicles. By subjecting the transferred data over the vehicular ad hoc network (VANET) and mobile network to rigorous evaluation and verification, this mechanism ensures the legitimacy of the transmitted information. The authors elucidate two pivotal models: the network model, which pertains to wireless networks featuring computational devices and sensors, and the adversary model, which scrutinizes diverse external attacks such as bad mouth attacks, simple attacks, and zig-zag attacks.



A dual authentication system, as outlined in [16], founded on a redesigned trusted platform module, emerges as a commendable solution for enhancing the security, privacy, and operational efficiency within the domain of the Internet of Vehicles. Conventional cryptographic, reputation-based, and hardware-based authentication mechanisms are deemed traditional and acknowledged to be inadequate due to inherent limitations. Upon the implementation of a privacy-preserving dual authentication system in the vehicle, the onboard unit (OBU) generates a temporary encrypted key, thereby facilitating the authentication of a session. Additionally, the vehicle undergoes verification by a trust authority, attesting to its legitimacy through a comprehensive examination of its reputation history. The successful completion of these two authentication phases culminates in the establishment of a communication session. Significantly, software defined networking (SDN) assumes a pivotal role by contributing a software layer to the Internet of Things (IoT), thereby simplifying and advancing network evolution.



In their scholarly contribution, ref. [17] introduced an innovative software-defined networking (SDN)-based model for securing data transfer within the realm of Internet of Things (IoT) vehicles. The deployment of SDNs within the IoT sector is orchestrated with the overarching goal of accomplishing diverse tasks within wireless networks. This proposed model incorporates a middle box guard (MBG) as a fundamental component, designed to augment security through the implementation of policies derived from algorithms such as data flow abstraction and heuristic methodologies. To fortify the resilience of the middle box against potential security threats, an integer linear programming (LP) algorithm is employed, ensuring its robustness and mitigating its susceptibility to becoming a hotspot vulnerable to attacks. Furthermore, an additional algorithm is implemented to manage load balancing within the system.



Enhanced secure ad hoc on-demand distance vector (ES-AODV) routing, as presented by [18], constitutes a protocol devised for the identification of malicious nodes and the mitigation of potential attacks. This protocol serves to enhance network integrity by facilitating secure data transmission within vehicular ad hoc networks (VANETs). Central to its operation is an algorithm grounded in asymmetric key infrastructure, employing a public-private key mechanism in conjunction with elliptic curve cryptography (ECC). In this process, a key is generated through ECC and subsequently validated by a certificate authority to verify the legitimacy of the vehicle based on this key. It is imperative to note that ES-AODV routing represents a modification to the existing AODV protocol code.



The research article by [19] provides an examination of the opportunities and challenges inherent in security and forensics within the context of the Internet of Things (IoT). IoT devices, by virtue of their intrinsic attributes such as low power consumption and open connectivity, frequently become targets for malicious attacks. Considering that the primary purpose of IoT devices involves the collection of private and confidential data, safeguarding privacy emerges as a paramount concern. In response to these challenges, the article advocates for the development of a robust security architecture capable of identifying and preempting malicious attacks that might disrupt IoT networks. Consequently, the implementation of secure protocols is posited as an imperative measure to fortify the resilience of IoT ecosystems against potential threats.



Vehicular ad hoc networks (VANETs) are structured upon a layered architecture, delineated into the sensing layer, network layer, and application layer, as elucidated in [20].



Positioned at the foundational level of this architecture, the sensing layer is responsible for capturing information pertaining to environmental changes through the utilization of diverse sensors, including NFC, RFID, and wireless sensor networks. In parallel, the network layer assumes the central role of ensuring the integrity of communication channels among Internet of Things (IoT) entities. This is achieved through the application of various technologies, such as Bluetooth, 4G, and Wi-Fi, with an emphasis on maintaining secure communication. Simultaneously, the application layer is tasked with the transmission of data acquired from sensors, its subsequent processing, and the appropriate storage of the processed data.



The literature review provides a comprehensive overview of research in the field of vehicular communication security; however, there are several limitations and potential biases that warrant consideration. The review primarily concentrates on academic research articles, thereby overlooking valuable insights from industry reports, technical specifications, and governmental guidelines. The reviewed studies predominantly center on proposed solutions and advancements, although the review briefly touches upon challenges researchers may encounter in replicating and implementing testbeds. Furthermore, while the review outlines various methodologies proposed in the examined studies.



2.1. Challenges and Opportunities


In examining the literature review, several challenges and opportunities emerge within the realm of vehicular communication security.



2.1.1. Challenges


Cybersecurity Threats: Vehicular communication systems face a myriad of cybersecurity threats, including hacking, spoofing, jamming, and data breaches. Ensuring the integrity, confidentiality, and availability of data exchanged between vehicles and infrastructure is paramount to safeguard against malicious attacks.



Privacy Concerns: The proliferation of connected vehicles raises significant privacy concerns regarding the collection, storage, and sharing of sensitive personal data. Balancing the benefits of data-driven services with the protection of individuals’ privacy rights remains a complex challenge in vehicular communication systems.



Interoperability Issues: The interoperability of communication protocols and standards across diverse vehicular networks poses challenges for seamless data exchange and collaboration between vehicles, infrastructure, and other road users. Achieving interoperability requires addressing compatibility issues and establishing common standards to ensure effective communication among heterogeneous systems.



Scalability and Reliability: As the number of connected vehicles increases, scalability and reliability become critical considerations in vehicular communication systems. Ensuring the robustness and resilience of communication networks to accommodate growing traffic volumes and fluctuations in network conditions is essential for maintaining system performance and reliability.



Regulatory Compliance: Compliance with regulatory frameworks and industry standards presents challenges for stakeholders involved in the development and deployment of vehicular communication systems. Navigating complex regulatory landscapes and ensuring adherence to data protection, cybersecurity, and safety regulations require substantial resources and expertise.




2.1.2. Opportunities


Enhanced Safety and Efficiency: Vehicular communication technologies offer opportunities to enhance road safety and traffic efficiency by enabling real-time data exchange and collaborative decision-making among vehicles and infrastructure. Advanced driver assistance systems, traffic management solutions, and autonomous vehicle technologies can leverage vehicular communication to mitigate traffic congestion, reduce accidents, and improve overall transportation efficiency.



Innovation and Technological Advancements: The rapid advancement of communication technologies, such as 5G, edge computing, and IoT, presents opportunities for innovation and technological advancements in vehicular communication systems. Leveraging these technologies can enhance the capabilities of connected vehicles, enable new applications and services, and improve the overall user experience for drivers and passengers.



Data-Driven Insights: Vehicular communication systems generate vast amounts of data that can be leveraged to gain valuable insights into traffic patterns, road conditions, and driver behavior. Analyzing this data can inform the development of predictive analytics, traffic management strategies, and personalized mobility solutions to address the evolving needs of urban mobility and transportation planning.



Collaborative Ecosystems: Building collaborative ecosystems and partnerships between industry stakeholders, government agencies, academia, and research institutions can foster innovation and accelerate the development and deployment of vehicular communication systems. Collaborative initiatives can drive the co-creation of standards, protocols, and best practices, as well as facilitate knowledge sharing and technology transfer across different sectors.



Socioeconomic Benefits: Vehicular communication systems have the potential to generate significant socioeconomic benefits, including job creation, economic growth, and environmental sustainability. By enabling more efficient transportation systems, reducing traffic congestion, and minimizing emissions, connected vehicles can contribute to building smarter, greener, and more resilient cities for future generations.






3. Methodology


To investigate the security protocols implemented in vehicle-to-vehicle (V2V) communication systems, an extensive literature review and analysis was undertaken. The ensuing methodology elucidates the systematic approach employed for acquiring pertinent information, delineating the criteria for selecting research papers, and conducting an analytical examination of the identified protocols.



3.1. Data Collection


3.1.1. Literature Search


A methodical exploration was executed across esteemed academic databases, namely, ACM Digital Library, Google Scholar and IEEE Xplore. Employing keywords such as “V2V communication security”, “vehicular security protocols”, and “IoT security in transportation”, the search aimed to identify pertinent research articles, conference papers, and scholarly publications.




3.1.2. Source Selection


The collected papers were screened based on their relevance to the topic and their contribution to V2V communication security protocols. Only peer-reviewed articles, conference proceedings, and scholarly publications were included to ensure the accuracy and reliability of the information.





3.2. Data Analysis


3.2.1. Categorization


The chosen research papers underwent categorization predicated on discerned key areas expounded in their respective abstracts, key management protocols, encryption algorithms, intrusion detection systems and encompassing authentication mechanisms.




3.2.2. Thematic Analysis


The study utilized a thematic analysis methodology to extrapolate essential concepts, methodologies, and findings from each scholarly article. The analysis was particularly directed towards comprehending the design principles and functionalities inherent in security protocols, as well as evaluating their efficacy in addressing and mitigating security threats.




3.2.3. Comparison


Within each category, the security protocols were compared based on their features, strengths, and weaknesses. Comparative tables and charts were used to visually represent the similarities and differences between the protocols.




3.2.4. Real-World Relevance


The analysis extended to the examination of real-world scenarios and case studies presented in the selected papers. This involved evaluating the protocols’ performance in practical V2V environments and identifying challenges faced during implementation.




3.2.5. Integration with IoT Protocols


To foster a deeper understanding, this study also explored communication protocols in the broader context of the IoT. A comparative analysis was performed to highlight the similarities and differences between IoT and V2V communication protocols, considering parameters such as message size, latency, energy consumption, and bandwidth consumption.



The methodology described above facilitated a structured and systematic approach to collecting, analyzing, and interpreting the relevant literature on V2V communication security protocols. The insights gained from this methodology form the basis for the subsequent analysis and discussions presented in this research paper.






4. Analysis of Vehicular Communication Security Protocols


Following the methodology, the next section presents the analysis of the collected data based on the previously presented themes and comparisons. The analysis of the literature on vehicular communication security protocols reveals significant insights into their effectiveness in addressing key criteria including safety, security, efficiency, environmental protection, and commercialization (Table 1).



This section presents the findings and analysis of each criterion.



4.1. Safety and Security


Vehicular communication systems have the potential to greatly enhance road safety by enabling real-time information exchange between vehicles and infrastructure. The integration of secure authentication mechanisms and intrusion detection systems contributes to identifying malicious activities and potential threats. Protocols such as the enhanced secure ad hoc on-demand distance vector (ES-AODV) routing enhance data transmission security, ensuring the integrity of safety-critical information. However, challenges such as the timely detection of anomalies and the resilience against sophisticated attacks continue to be areas of research. Security remains a paramount concern in V2V communication systems due to the sensitive nature of exchanged data. The literature presents a variety of cryptographic approaches, including asymmetric key infrastructure and elliptic curve cryptography, to secure data transmission and authentication. The proposed dual authentication system and access control models contribute to the protection of data privacy. While these protocols exhibit promising security measures, the challenge lies in ensuring scalability and adaptability to evolving threats.



The impact of autonomous vehicle (AV) technologies on safety and security represents a transformative shift in the automotive industry and transportation landscape.



4.1.1. Safety Advancements


Autonomous vehicles have the potential to revolutionize road safety by significantly reducing the occurrence of accidents caused by human error. With advanced sensors, cameras, radar, lidar, and artificial intelligence (AI) algorithms, AVs can perceive their surroundings with a higher level of accuracy and respond to potential hazards more swiftly than human drivers. By eliminating factors such as distracted driving, speeding, and impaired driving, AVs aim to mitigate most traffic accidents. Studies suggest that widespread adoption of AVs could prevent up to 90% of accidents, potentially saving thousands of lives annually.




4.1.2. Collision Avoidance Systems


AVs are equipped with sophisticated collision avoidance systems that can detect and respond to potential hazards in real time. These systems use data from sensors and communication with other vehicles (V2V) and infrastructure (V2I) to anticipate and avoid collisions. Through predictive analytics and machine learning algorithms, AVs can navigate complex traffic scenarios with greater precision and safety.




4.1.3. Cybersecurity Concerns


While AVs offer significant safety benefits, they also pose cybersecurity challenges. As AVs rely heavily on software and connectivity for their operation, they are vulnerable to cyberthreats such as hacking, malware, and unauthorized access. Cyberattacks on AVs could potentially compromise vehicle control systems, leading to accidents or malicious activities. Therefore, ensuring the cybersecurity of AVs is critical to maintaining road safety and protecting passengers’ lives.




4.1.4. Data Privacy and Ethical Considerations


AV technologies generate and utilize vast amounts of data about vehicle operations, passengers’ behaviors, and environmental conditions. Protecting the privacy of this data is essential to maintaining passenger trust and confidence in AVs. Moreover, ethical considerations arise regarding AV decision-making in critical situations, such as determining the lesser of two potential collision outcomes. Addressing these concerns requires the development of robust data privacy regulations and ethical guidelines for AV manufacturers and operators.




4.1.5. Regulatory Frameworks


To address safety and security concerns associated with AV technologies, governments and regulatory bodies are implementing comprehensive frameworks to govern their development, testing, and deployment. These frameworks include regulations and standards for cybersecurity, data privacy, safety certification, and ethical guidelines for AV operation. By establishing clear regulatory guidelines, policymakers aim to ensure the safe and responsible integration of AVs into public roadways while fostering innovation and technological advancement in the automotive industry.



In summary, the impact of autonomous vehicle technologies on safety and security represents a paradigm shift in transportation, offering the potential to drastically reduce traffic accidents and improve road safety. However, addressing cybersecurity challenges, protecting data privacy, and addressing ethical considerations are essential steps in realizing the full benefits of AV technologies while ensuring passenger safety and security.





4.2. Efficiency


Efficiency in V2V communication systems is measured by factors such as low latency, minimal energy consumption, and effective bandwidth utilization. Protocols like lightweight secure message broadcasting contribute to efficient data dissemination. The software-defined networking (SDN)-based data transfer security model aims to simplify network management, potentially improving efficiency. However, balancing security requirements with performance considerations is an ongoing challenge, particularly in high-traffic scenarios.




4.3. Environmental Protection


The integration of V2V communication systems can lead to reduced traffic congestion and optimized routing, ultimately contributing to environmental protection. The proposed architecture on the Internet of Connected Vehicles (IoCV) framework emphasizes environmental considerations through its layers, such as perception and coordination layers. By enhancing traffic flow and minimizing unnecessary stops, these protocols indirectly promote reduced emissions and energy conservation.




4.4. Commercialization


The commercialization of V2V communication systems hinges on factors such as interoperability, adoption by manufacturers, and consumer acceptance. Industry standards and proposed architectures, such as the seven-layer IoCV architecture, aim to establish a comprehensive mechanism for secure and reliable communication. These standards, along with the ART management system and enhanced communication abstraction layer (eCAL) middleware, contribute to building a foundation for commercially viable systems. However, achieving widespread adoption and seamless integration across various manufacturers and models remains a challenge.



The analysis of the security protocols indicates that while significant progress has been made in addressing safety, security, efficiency, environmental protection, and commercialization criteria, challenges and trade-offs persist. The integration of cryptographic techniques, authentication mechanisms, and intrusion detection systems demonstrates a commitment to data integrity and privacy. However, the complex and dynamic nature of vehicular environments demands continuous innovation to combat emerging threats. Efforts to strike a balance between security and performance have led to the development of lightweight protocols, but optimization remains a challenge. As the field progresses, ensuring scalability, real-time responsiveness, and compatibility across heterogeneous vehicular networks will be crucial for the successful deployment of secure V2V communication systems.



The findings suggest that the development of secure V2V communication protocols requires a multidimensional approach that considers safety, security, efficiency, environmental protection, and commercialization (see Table 2). Ongoing research and collaboration among academia, industry, and policymakers will drive the evolution of these protocols to create a safer and more connected transportation landscape.



References [21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,45,46] evaluated in the above table, Table 2. Ref. [45] discusses the potential security risks and issues of the drone transportation system (DTS) in disrupting legacy aerial intelligent transport systems (AITSs) in smart cities, and evaluates the implementation of AI-based counter-invasive models for secure DTS smart city mobility. It also explores the alignment of emerging security architectures with DTS network technologies and the role of aviation policies in ensuring secure smart mobility through DTS. The paper provides research directions and recommendations for sustainable DTS in conjunction with AITS for trustworthy and secure airspace operations. The Ref. [46] reviews the performance of wearable devices in healthcare delivery and identifies key performance indicators (KPIs) in relation to evolving generation networks. It discusses the challenges faced in translating wearable data into valuable resources for medical application and provides insights on aligning these devices with the emerging B5G network.



The integration of 5G technology and edge computing has introduced significant advancements in the realm of vehicular communication security, particularly in the context of vehicle-to-vehicle (V2V) networks. The emergence of 5G networks offers enhanced connectivity, reduced latency, and increased bandwidth, thereby facilitating seamless and efficient communication among vehicles. Moreover, the deployment of edge computing infrastructure brings computation and data storage capabilities closer to the network edge, enabling faster processing of data and real-time decision-making. These developments have profound implications for V2V security by enabling more robust and responsive security protocols. With 5G’s low-latency communication and edge computing’s distributed architecture, V2V security mechanisms can be implemented closer to the source of data transmission, reducing vulnerabilities associated with data transfer delays and centralized processing. Additionally, the increased network capacity and bandwidth afforded by 5G networks allow for the implementation of more sophisticated encryption algorithms and intrusion detection systems, further bolstering V2V security. Overall, the integration of 5G and edge computing technologies represents a significant advancement in V2V security, offering enhanced protection against cyberthreats and vulnerabilities in vehicular communication networks.



The integration of vehicle-to-vehicle (V2V) communication protocols within larger Internet of Things (IoT) frameworks and protocols presents an opportunity for a more comprehensive understanding of vehicular communication systems. By aligning V2V protocols with broader IoT standards, such as those governing data transmission, security, and interoperability, a more cohesive and interoperable vehicular communication ecosystem can be established. Standardization efforts aimed at harmonizing V2V protocols with overarching IoT frameworks have been instrumental in promoting uniformity and compatibility across diverse vehicular networks. However, challenges related to interoperability persist, as varying proprietary protocols and technologies hinder seamless communication between different vehicular platforms. Addressing these interoperability issues requires concerted efforts from industry stakeholders and regulatory bodies to develop common standards and protocols that facilitate seamless integration and interoperability across V2V communication networks. Moreover, ongoing research and development initiatives focused on enhancing the compatibility and interoperability of V2V protocols within broader IoT frameworks are essential for realizing the full potential of connected and autonomous vehicles in modern transportation systems.



The existence of established or proposed standards plays a crucial role in shaping the adoption of secure vehicle-to-vehicle (V2V) communication systems. These standards provide a framework for interoperability, security, and overall system reliability, thereby influencing the development and deployment of V2V technologies. Existing standards, such as those defined by organizations like the Institute of Electrical and Electronics Engineers (IEEE) and the Society of Automotive Engineers (SAE), offer guidelines for V2V communication protocols, security mechanisms, and data formats. Adherence to these standards ensures compatibility and consistency across different V2V implementations, facilitating widespread adoption and interoperability among vehicles from various manufacturers. Furthermore, proposed standards aimed at addressing emerging security challenges, such as those related to encryption, authentication, and intrusion detection, have significant implications for the future adoption of secure V2V communication systems. By establishing standardized protocols and practices for securing V2V communication, these initiatives pave the way for enhanced trust, reliability, and security in vehicular networks, ultimately accelerating the adoption of V2V technologies in real-world applications.



As shown in Figure 2, 38% of the articles surveyed deal with proposals for techniques and architectures, 15% with frameworks, and 8% with protocols.



Moreover, Figure 3 shows the number of articles dealing with attacks related to the Internet of Vehicles, according to the data in Table 3.



This study compares IoT and V2V communication protocols, highlighting similarities and differences, and performs a comparative analysis considering parameters such as message size, latency, energy consumption, and bandwidth consumption. The study aims to contribute to the development of more secure and reliable V2V communication systems, propelling the advancement of intelligent transportation technology. Table 1 summarizes the key findings and implications of the analysis of vehicular communication security protocols. It provides insights into the effectiveness of these protocols in addressing criteria such as safety, security, efficiency, environmental protection, and commercialization. Table 1 presents objective results and highlights the contributions of research in investigating security risks inherent in V2X communication and developing information security testing and verification platforms. Table 2 emphasizes the multidimensional approach required for the development of secure V2V communication protocols. It considers factors such as safety, security, efficiency, environmental protection, and commercialization. The table likely presents a comparison or analysis of different protocols based on these dimensions, providing a comprehensive understanding of the requirements for creating a safer and more connected transportation landscape.





5. Conclusions


In conclusion, ensuring the secure transmission and protection of data in V2V communication networks is critical to ensuring the integrity, privacy, and reliability of the information exchanged. To understand the requirements for secure V2V communications, this paper examined the latest solutions for vehicular communications security and identified their key challenges. The latest advances, security protocols, and frameworks that address the vulnerabilities and risks associated with V2X networks were identified.



The security techniques that can be used in vehicle-to-vehicle (V2V) communications, including cryptographic approaches such as asymmetric key infrastructure and elliptic curve cryptography, play a critical role in secure vehicle-to-vehicle communications. These techniques provide a solid foundation for the secure, reliable and scalable exchange of data and information between vehicles. In addition, protocols such as enhanced secure ad hoc on-demand distance vector (ES-AODV) routing improve the security of data transmission and ensure the integrity of safety-critical information. In addition, a software-defined networking (SDN)-based security model for data transmission can further support secure and efficient V2V communication, while the proposed Internet of Connected Vehicles (IoCV) architecture promotes environmental protection.



Overall, there is a need for further research in areas such as (1) the impact of advances in autonomous vehicle technology on safety, (2) the safety of autonomous driving vehicles when operating on public roads, (3) the use of machine learning and artificial intelligence techniques to improve road safety and the security of autonomous vehicles and their communications, (4) real-time anomaly detection and resilience to sophisticated attacks, and (5) improving safe traffic flow and minimizing unnecessary stops.



In summary, the literature review has provided a comprehensive overview of research efforts and advances in the field of vehicular communication security. The main objectives of this review were to identify existing security protocols, analyze their strengths and weaknesses, investigate the integration of emerging technologies such as 5G and edge computing, examine the interface of V2V communication protocols with larger IoT frameworks, and assess the impact of existing or proposed standards on the deployment of secure V2V communication systems. The approach included examining a variety of scientific articles, studies, and proposals to gain insight into the current state of V2V security protocols and potential opportunities for improvement. By synthesizing this information, the review aims to reinforce the importance of robust security measures in V2V communication systems and provide guidance for future research and development efforts to improve the security and reliability of vehicle networks.
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Figure 1. Internet of Vehicles communication. 
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Figure 2. V2V communication based on the five basic criteria. 
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Figure 3. Papers that discuss attacks to IoV. 
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Table 1. Key findings and their implications for the advancement of V2V communication systems’ security and highlights the contributions of research.
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	Technique
	Objective
	Results





	A testing platform for V2X communication security [1]
	Security
	Investigates the security risks inherent in V2X communication, with the objective of establishing an information security testing and verification platform possessing independent intellectual property rights. This platform is designed to address diverse scenarios, including car-vehicle, car-person, car-road, car-cloud, among others.



	Hash chain cryptography [2]
	Security
	Proposed a message authentication and privacy preservation protocol for vehicular-to-everything (V2X) communications, predicated on hash chain cryptography. This protocol manifests a discernible decrease in communication overhead by a factor of four and computational overhead by up to 100 times in contrast to a non-standard security protocol, TESLA.



	Lightweight secure one-way hash function to send valuable information at the receiver side quickly [3]
	Security
	Introduces an efficient and secure V2V data transmission protocol utilizing a one-way hash function to expedite the processing of valuable information at the receiver side. The protocol demonstrates resilience against various security attacks, including modification, impersonation, replay, man-in-the-middle, stolen onboard unit, password guessing, and concatenation.



	A vehicular public key infrastructure (PKI) protocol for V2X communications security [4]
	Security
	Evaluates the performance of a vehicular PKI-protocol tailored for V2X communications security, comparing communication profiles with and without V2X security. Findings indicate that for highly mobile networks, omitting security enhances performance, albeit still requiring at least half a second.



	Quality of service (QoS) in a vehicle-to-everything (V2X) communication environment [5]
	Safety, Environment Protection
	Conducts an analysis demonstrating that turbo-based coding schemes satisfy all quality of service (QoS) parameters, exhibiting overall communication quality comparable to polar coding and superior to low-density parity-check (LDPC) coding. This suitability positions them favorably for small frame 5G V2X services.



	5G-MEC testbed for Vehicle-to-Everything (V2X) applications [6]
	Safety, Environment Protection
	Provides an overview of the implementation of a 5G-MEC testbed for V2X applications, scrutinizes pertinent testbeds and cutting-edge implementations, and deliberates on the challenges researchers may encounter during testbed replication and deployment.



	Direct communication between two vehicles using a modulated tag and the wave emitted by an FMCW radar installed in the vehicle [7]
	Safety, Environment Protection
	Reports a transponder detection rate of 97.42% and an average error in the measured modulation frequency of 0.5%.



	The role of 5G NR (new radio) deployment in the evolution of C-V2X [8]
	Efficiency, Security
	Demonstrates that PC5-based C-V2X outperforms the Rel-14 standard’s defined maximum latency of 100 ms for V2X applications.



	Five layered architectures [9]
	Safety, Efficiency, Commercialization
	Better and secure IoV smart application development



	Three protocols for secure communication in IoV [10]
	Security
	Advocates for improved and secure IoV smart application development, emphasizing the need for secure alternate routing if the current communication route is compromised.



	In-vehicle network architecture in IoV [11]
	Security
	Additionally, underscores the importance of secure over-the-air updates for firmware upgrades, a security patches and software fixes in IoV, coupled with cloud-based secure storage.



	Seven layered model architecture [12]
	Security
	Addresses the imperative to enhance security, minimize device incompatibility, accommodate limited processing and storage capabilities.



	Secure cloud-assisted connected cars authorization framework [13]
	Security
	Presents extended access control across diverse layers within the Internet of Vehicles (IoV), encompassing the application layer, object layer, cloud services layer, and virtual object layer, through the utilization of the vehicular cloud.



	Security- and privacy-based access control model [14]
	Security
	Introduces the application of mutually exclusive permissions and dynamic separation of duties as a replacement for hierarchical positions, utilizing a tree-structured directory to store objects in IoCV.



	Attack-resistant trust management scheme [15]
	Safety, Environment Protection
	Presents strategies to identify and counteract malicious threats while evaluating the trustworthiness of mobile nodes and data in vehicular ad hoc networks (VANETs).



	Privacy-preserving dual authentication scheme [16]
	Security
	Integrates trust evaluation with the IoV authentication protocol, generating a temp encrypted key employing bilinear pair theory.



	SDN-based data transfer security model [17]
	Efficiency, Security
	Addresses various kind of attacks including spoofing and flooding, through protocols based on tags and tunnels in the context of IoV.



	Advanced secured routing algorithm [18]
	Efficiency, Security
	Elaborates on the identification of malicious codes, the prevention of blackhole attacks, and the provision of secure data transmission in VANET.



	Security and forensics framework [19]
	Security
	Expounds on existing major security and forensics challenges within the Internet of Things (IoT) domain related to vehicles.



	Vehicular communications expanded-layer architecture [20]
	Security
	Identifies intra- and inter-vehicle security threats, fostering a comprehensive understanding of security concerns within the vehicular context.
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	Article
	Sa
	Ef
	Se
	En
	Co





	Automotive IoT Ethernet-based communication technologies [1]
	✓
	
	
	✓
	



	Risks faced by V2X communication security [2]
	✓
	
	✓
	
	✓



	Experiments to evaluate the efficiency and effectiveness of V2X security protocols based on hash chain cryptography [3]
	
	✓
	
	✓
	



	A lightweight secure message broadcasting protocol specifically designed for V2V communication [4]
	
	✓
	
	
	✓



	Performance evaluation of vehicular PKI protocol for V2X communications security [5]
	✓
	
	
	
	✓



	Error correction coding for various propagation environments [6]
	✓
	
	
	
	✓



	5G-MEC testbeds for V2X applications [7]
	
	✓
	
	
	✓



	Car2Car communication using a modulated backscatter and automotive FMCW radar [8]
	
	✓
	
	
	✓



	PC5-based cellular-V2X evolution and deployment [9]
	
	✓
	
	✓
	



	Five-layered architectures [10]
	✓
	✓
	
	
	✓



	Three protocols for secure communication in IoV [11]
	✓
	
	✓
	
	



	In-vehicle network architecture in IoV [12]
	
	
	✓
	✓
	



	Seven-layered model architecture [13]
	✓
	
	✓
	
	



	Secure cloud-assisted connected cars authorization framework [14]
	✓
	✓
	✓
	
	



	Security- and privacy-based access control model [15]
	
	✓
	✓
	
	



	Attack-resistant trust management scheme [16]
	✓
	
	
	✓
	



	Privacy-preserving dual authentication scheme [17]
	✓
	
	✓
	
	



	SDN-based data transfer security model [18]
	
	✓
	✓
	
	



	Advanced secured routing algorithm [19]
	
	✓
	✓
	
	



	Security and forensics framework [20]
	
	
	✓
	
	



	Vehicular communications expanded-layer architecture [21]
	
	
	✓
	
	



	Learning Internet of Things security “hands-on” [22]
	✓
	✓
	
	
	



	Cyberthreats facing autonomous and connected vehicles: future challenges [23]
	✓
	✓
	
	
	✓



	Internet of Things security and privacy, Internet of Things from hype to reality [24]
	✓
	✓
	
	
	



	The Internet of Automotive Things: vulnerabilities, risks and policy implications [25]
	✓
	✓
	
	
	



	Botnets and Internet of Things security [26]
	
	✓
	✓
	
	



	Security and privacy in vehicular communications: challenges and opportunities [27]
	✓
	✓
	
	
	



	Resource allocation for V2V communication [28].
	
	
	✓
	
	✓



	Securing Internet of Things (IoT) using HoneyPots [29]
	✓
	
	✓
	
	



	A multilevel DDoS mitigation framework for the industrial Internet of Things [30]
	
	
	✓
	✓
	



	Automotive industry trends: IoT-connected smart cars and vehicles [31]
	
	
	
	✓
	



	MQTT (MQ telemetry transport) [32]
	
	
	✓
	
	



	Evaluation of publish–subscribe protocols for vehicle communications [33]
	
	
	
	✓
	



	Choice of effective messaging protocols for IoT systems: MQTT, CoAP, AMQP and HTTP [34]
	
	
	✓
	✓
	



	Internet of Things (IoT) with CoAP and HTTP protocol: a study on which protocol suits IoT in terms of performance [35]
	
	✓
	
	✓
	



	Performance evaluation of IoT protocols under a constrained wireless access network [36].
	
	✓
	✓
	✓
	✓



	CoAP over SMS: performance evaluation for machine-to-machine communication [37].
	
	✓
	
	
	



	Kaa IoT platform [38]
	
	
	✓
	✓
	✓



	A security analysis on standard IoT protocols [39]
	
	
	✓
	✓
	



	Towards efficient mobile M2M communications: survey and open challenges [40]
	✓
	
	✓
	
	



	Secure gateway—a concept for an