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Abstract: The increasing usage of autonomous and automatic systems within the automotive industry
is steering us towards a more interconnected world. This enhanced interconnectivity fosters a
more streamlined driving experience, reduces costs, and provides timely driver assistance. The
electric/electronic (EE) architectures of modern vehicles are inherently complex due to the multitude
of components they encompass. Contemporary architectures reveal that these components converge
at an electronic control unit (ECU) called the central gateway, which could potentially represent a
single point of failure. While this central unit is typically adequately safeguarded, the same cannot be
said for the connected components, which often remain vulnerable to cyber threats. The ISO/SAE
21434 standard paved the way for automotive cybersecurity and could be used in parallel with other
standards such as ISO 26262 and ISO PAS 21488. automatic collision notification (ACN) is one of
the most typical systems in a vehicle, and limited effort has been dedicated to identifying the most
suitable architecture for this feature. This paper addresses the existing security and privacy gap of this
feature by conducting a comparative analysis of security threats in two distinct ACN architectures.
Notably, despite ACN architectures exhibiting inherent similarities, the primary distinction between
the two architectures lies in their strategies for crash estimation and detection, followed by subsequent
communication with emergency response teams. A rigorous security assessment was conducted
using the ISO/SAE 21434 standard, employing the TARA and STRIDE methodologies through the
Ansys medini analyze software. This analysis identified an average of 310 threats per architecture,
including a significant number of high-level threats (11.8% and 15%, respectively), highlighting the
importance of a comprehensive evaluation.

Keywords: automatic crash notification; internet of vehicles; ISO/SAE 21434; TARA

1. Introduction

Smart Cities are integrating functionality like real-time vehicle management, anti-theft
systems, and traffic management [1], which can reduce traffic congestion and improve the
driving experience. For example, it is workable to optimize traffic flow, reduce congestion,
and improve private and public transportation services by evaluating real-time data from
sensors and cameras installed in strategic locations. Furthermore, smart cities can catalyze
citizen empowerment and improve the engagement of public administrations with their
citizens by delivering individualized services.
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In recent years, the automotive industry has begun to examine sensors for enabling
smart features within vehicles. Such integration paves the door for a more connected
and safe driving experience. These functionalities leverage a myriad of sensors that
are distributed in the city and in the cars enabling real-time collaboration thanks to
emerging technologies like 5G, NB-IoT, WiFi, or long range (LoRa). This new era of
smart communication evolved from classical internet of things (IoT), composed of a
few devices, to a more complex system named internet of vehicles (IoV). Starting from
2019, many manufacturers have released cars equipped with smart systems. Considering
the heterogeneous components currently existing, it is possible to distinguish five major
approaches [2] to vehicle communication and connectivity: vehicle-to-vehicle (V2V), where
vehicles communicate among each other; vehicle-to-infrastructure (V2I), characterized
by vehicles that send and receive data from external gateways; vehicle-to-cloud (V2C),
where vehicles directly send data to cloud services; vehicle-to-pedestrian (V2P), where
vehicles communicate with the surrounding environment, such as pedestrians; and vehicle-
to-everything (V2X), which can be a combination of the previously defined systems.

Among these systems, the most relevant ones are those related to the ACN systems,
which, by leveraging many sensors and reliable communication, are able to save human
lives. Road systems are becoming more congested due to the increasing number of cars
that transit through them, potentially leading to crashes. The number of injuries from
car crashes has increased over the last few years, as reported by Scanlon et al. [3], where
traffic intersections are the most critical point. ACN systems have the ability to provide
earlier notification of a vehicle crash enabling a faster and precise emergency response
service (ERS) response by sending a notification with the crash location identification.
Such systems are able to increase the probability of survival; as shown by Spicer et al. [4],
advanced driver assistance system (ADAS) (a complementary system for ACN) are able to
reduce crashes by 14%.

Many standards have been proposed by the International Organization for Standardization
(ISO) and Society of Automotive Engineers (SAE) to assess the quality and security of cars
produced. Among them, ISO/SAE 21434 [5] attempts to redefine and give the original
equipment manufacturer (OEM) and suppliers a complete standard for security and quality
checks regarding cybersecurity. Costantino et al. [6] compared this new standard with the
existing ones, highlighting the correlation with the others; showing the completeness of ISO/SAE
21434, which includes all the other protocols in a compact form. In particular, sections like
information sharing and impact analysis are in common with ISO 26262-2 [7] making this new
standard more complete.

The authors investigate the security and privacy of ACN systems in light of the
growing complexity of embedded systems within cars. As previously said, these systems
are the most important and need appropriate security. All the elements of a typical
ACN will be taken into account as part of an analysis conducted following the ISO/SAE
21434 standardization. To better comprehend the components and their interactions, two
architectures will be specifically contrasted. The analysis will adhere to the protocol exactly.
The key contributions of the current paper are listed below:

1. Comprehensive analysis of ACN architecture components: We provide a detailed
analysis of the fundamental components of a typical ACN architecture, elucidating
the role and functionality of each device. This analysis provides a clear understanding
of the ACN system’s operation and the interdependencies between its components.

2. Security evaluation of ACN architectures using ISO/SAE 21434: We employ ISO/
SAE 21434, a cybersecurity standard designed for automotive systems, to conduct a
comprehensive security assessment of ACN architectures. This structured approach
categorizes threats based on their severity and identifies potential vulnerabilities that
could be exploited.

3. In-depth analysis and countermeasures for high-risk ACN threats: We explore the
root causes and possible impacts of high-risk threats to ACN systems, enabling the
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development of effective countermeasures. This detailed examination strengthens the
security posture of ACN systems by mitigating the most critical threats.

To establish a clear and coherent manuscript, the document is structured into nine
distinct sections:

• The second section delves into related work analogous to the current paper within the
context of ACN and threat analysis in the automotive domain.

• The third section introduces the research methodology employed, highlighting the
objective of the present work and the research question it seeks to address.

• The fourth section provides an overview of the features essential for the realization of
a typical ACN architecture, accompanied by an analysis of selected architectures.

• The fifth section elaborates on the TARA methodology utilized for the security evaluation
of the considered architectures.

• The sixth section presents a comparative analysis of the considered system architectures.
• The seventh section meticulously outlines a comprehensive threat analysis of both systems.
• The eighth section aims to engage in a discussion on potential security enhancements

to the architectures under consideration. The impetus for this discussion stems from
the necessity of providing a practical and tangible response to the threats identified in
the seventh section.

• The ninth section concludes the research findings.

2. Related Work

Security requirements for a typical vehicle system can be summarized by the following
properties: authenticity, availability, data integrity, and confidentiality [8]. These properties
are able to enhance security while guaranteeing a high level of privacy, but unfortunately,
they are not always taken into consideration with the same relevance. On one side, the
European Commission (2009) discussed data protection considerations and suggested that
positioning systems should remain inactive until an emergency incident occurs where
vehicle tracking is prohibited [9]; however, the same cannot be said for non-European
countries. In certain US advanced automatic collision notification (AACN) systems, the
vehicle location and speed history are recorded before a crash. However, the extent to which
this information can adversely affect drivers remains uncertain, leaving room for multiple
interpretations. Although few studies have been conducted on the security analysis of
ACN systems using the introduced protocol, the authors attempt to identify the primary
security analysis methodologies used in other works within the automotive context in
order to gather existing methodologies, architectures, and results.

2.1. Secure ACN Systems

Primary studies have investigated various aspects of general automotive systems,
communication protocols, data encryption methods, and vulnerability assessments. Threat
assessment is not limited to the network but also to the vehicle itself [8]; some given
examples of authenticity attacks are the Sybil attack, falsified entity attack, replication
attack, Global Navigation Satellite System (GNSS) spoofing and injection attack, and timing
attack. The system investigated in [10] shows the existence of multiple components within
a simple ACN system: a secure-access server that requires login credentials, and a mobile
application running on the terminals. The server processes the gathered data and notifies
the authorities with designated emergency contacts, while the application interacts with the
user. Bonyar et al. [11] highlights the usage of event data recorder (EDR) for cybersecurity
event reconstruction. As a general overview, the study provides an examination of the
sensors integrated within emergency call (eCall) systems, including crash detection sensors,
positional and velocity data systems, and communication methodologies. Additionally,
the paper conducts a comparative analysis of existing eCall device solutions, considering
factors such as their degree of autonomy, technical implementation, and the range of
services they offer. A method for testing the security of vehicles based on threat modeling
was proposed in [12]. In particular, it is performed manually by cybersecurity experts, and
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the attack trees are created in a specific format. The penetration tests developed by the
authors were based on the attack trees, with the primary goal of assessing the security of
the system. These tests were designed to comprehensively check the vulnerabilities and
potential weaknesses within the system. As part of this evaluation, each attack scenario
was assigned both a privacy severity rating and an operational severity rating. These
ratings served as quantitative measures to assess the potential impact and consequences
of the identified attacks on both the privacy of the system’s users and the operational
integrity of the system itself. The authors of [13] introduced a highly effective security
system tailored for mobile vehicles through the use of an short message service (SMS)
alert system. This system stands out due to its integration of a microcontroller, setting
it apart from other comparable systems. The components employed in this proposed
approach are intricately linked with accident detection, storage of contact numbers, and
SMS transmission. The safeguarding of vehicles revolves around the identification of
accidents, executed by a vibration sensor. The notification of this detection is conveyed
through SMS alerts to mobile devices via Global System for Mobile Communications (GSM).
The enclosed embedded system, comprising these components, finds its place within the
vehicle, serving as an accident detection mechanism. A study in this domain was conducted
by the authors of [14]. They designed a system to analyze audio streams to detect road
accidents. The underlying hypothesis posits that sound can be deconstructed into atomic
audio units, much like words in a text. The appearance of specific audio units, termed
“audio words”, within a given time frame serves as a distinguishing factor for identifying
specific sounds. Injury risk assessment is one of the major risks when considering the ACN
system; an extensive analysis was conducted in [15], the studies goal was to assess the
severity of crashes by utilizing information collected before the crash occurred. Additionally,
the study aimed to uncover the underlying mechanism of impact response (IR) using
appropriate interpretation techniques. The impulse–momentum theory was employed to
introduce innovative mathematical formulations for several indicators of crash severity.
These indicators encompassed metrics such as a change in velocity (delta V), energy
equivalent speed (EES), crash momentum index (CMI), and crash severity index (CSI). A
comprehensive dataset comprising 24,082 samples at the vehicle level was amalgamated,
and six distinct IR models employed, each rooted in a different machine learning approach.
The results of these predictive models highlighted that the indicators gathered before the
crash (referred to as previous (pre)-crash indicators or pre-crash indicators (PCIs)) exerted
more influence compared to the commonly used fundamental crash data. Remarkably,
the integration of the PCIs led to an average accuracy enhancement of 14.35% across the
six models.

2.2. Security Standard

A thorough examination of numerous articles on comparable systems reveals a noticeable
absence of discussions or evaluations of ACN security according to standardization. While the
literature offers a diverse range of approaches, the importance of standardization cannot
be overlooked during system analysis. The ISO 26262 was one of the first standardization
protocols within the automotive context. The document contains guidelines regarding
the functional security of a vehicle intended for component malfunctions, which can
cause damage to things or people [16]. Despite the fact that this protocol provides a
relevant framework for assessing the reliability of components within an automotive
system, the main focus does not take into account multiple external factors, which can
lead to failure [17]. A more recent protocol is defined in ISO PAS 21448 [18], which
is currently used for evaluating the safety of intended functionality (SOTIF), and this
is usually combined with the previously described ISO 26262. A particularly relevant
combination of these two protocols can be found within the context of automated [19,20]
and autonomous [21,22] driving. This combination can give a complete overview and assess
the complete security of both components and functionalities related to such components.
As reported in Table 1, there are slight differences between ISO PAS 21448 and ISO 26262,
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which can be considered as complementary to each other. Even though such synergistic
protocols can assess the security of the entire system, these protocols do not consider the
external environment.

Table 1. Key differences between ISO 26262, ISO PAS 21448, and ISO/SAE 21434.

Feature ISO 26262 ISO PAS 21448 ISO/SAE 21434

Objective Functional safety Safety of intended
functionality (SOTIF) Cybersecurity

Application All electrical and electronic
systems in vehicles

Vehicle road systems
requiring a SOTIF assessment

Electrical and electronic
systems in vehicles connected
to a network or the internet

Process
Development and verification
of electrical and electronic
systems

SOTIF management Cybersecurity management

Phases

Hazard identification and
assessment, control definition
and implementation,
verification and validation

Hazard identification and
assessment, control definition
and implementation

Risk identification and
assessment, control definition
and implementation,
verification and validation

Results

Electrical and electronic
systems in vehicles are
designed and built to
minimize the risk of
malfunctions that could cause
harm to people or properties

Vehicle road systems
requiring a SOTIF assessment
are designed and built to
minimize the risk of
malfunctions that could cause
harm to people or properties
due to reasonably foreseeable
use by people

Electrical and electronic
systems in vehicles connected
to a network or the internet
are designed and built to
minimize the risk of
cyberattacks

As is widely known, the environment plays a relevant role in attack modeling, and
the entire cyber–physical system must be considered for a reliable threat assessment. The
ISO/SAE 21434 was released with the goal of establishing standards for designing a secure
system within the automotive context able to standardize the minimal security and privacy
criteria [6]. A recent study [23] applied the ISO/SAE 21434 to a generic E/E architecture.
This work attempted to mitigate the gap in the literature by creating a comparative image
of the E/E architectures on a generalized level, highlighting the importance of ECUs in all
possible automotive systems.

According to the analysis conducted in [23], the authors of the current paper want to
assess security in a more detailed system, highlighting the potential of this protocol even
for smaller systems. Given the sensitive nature of the data and the potential impact on
individuals’ safety and privacy, ensuring the cybersecurity of ACN systems is paramount.
ACN systems collect and send data such as the location of the crash, driver information,
and potentially health details. These data must be protected from unauthorized access,
interception, or disclosure to maintain individuals’ privacy.

3. Research Methodology

Considering the importance of ACN and its progressive adoption, many studies have
proposed different approaches and architectures in the literature. Despite this huge number
of studies, only a few exhibit a reliable structure and related security analysis, as discussed
in Section 2, leaving room for myriad threats and vulnerabilities that can, in the worst case,
cause a decrease in survival probability [4].

Meticulous work has been performed to determine the most appropriate research
questions by taking into consideration ISO/SAE 21434. Motivations for the architecture
selection are given in the following subsections, considering a huge number of features
related to both communication and data analysis technologies put in place by the analyzed
works.
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3.1. Research Questions

In this subsection, research questions (RQs) are defined. Recalling that the aim of our
work is to understand the main components used in typical ACN systems and to assess the
security of these architectures, three questions have been formulated.

• RQ1: Which are the components used for creating a typical ACN system?
• RQ2: Which are the typical communication means used in the ACN system for

connecting components?
• RQ3: Which are the external services used in the ACN system?

On the one hand, it seems that ACN systems involve only a few components; on
the other hand, the possible combination makes room for a large number of threats. The
authors of this paper strongly believe that the automotive industry is an incremental field
where more systems are included in new vehicles.

3.2. Study Selection and Data Extraction

ACN systems are composed of many components that offer various technologies for
detection, connection, and data processing. A study selection phase is needed to focus
only on the most relevant and complete works that fit our requirements. This research was
conducted using electronic databases such as Scopus and Google Scholar, including only
documents from 2011 to 2023. In a primary analysis, 69 papers were selected for full-text
reading. Among them, only 37 papers were considered suitable for the data extraction
process. In the data extraction process, we focused on the proposed RQs, and for each of
them, after a full-text read of the documents, we selected a group of features as suitable for
the aim of our work:

• Sensing layer—mobile application, car application, GPS, camera.
• Communication layer—WiFi, Bluetooth, GPS, cellular, IoT.
• Cloud layer—cloud, ML model, ERS system.

These features are the most relevant for answering the proposed RQs and for finding
the best ACN architecture.

3.3. Synthesis

As reported in Table 2, only a few works have considered the security concerns in the
proposed work. White et al. [24] conducted an informal analysis of possible points of failure
in a typical ACN system, highlighting the problems related to smartphone applications
due to filters used for preventing false-positive detection. In [25], the authors performed an
evaluation of the availability and performance of the proposed architecture; their results
showed a reliable network, independently from the number of vehicles considered, but
a decreasing performance when vehicle speed increased. The work analyzed in [26]
confirmed the poor availability of full smartphone-based systems, where if the phone
battery is dead, it is impossible to notify emergency services.

Taking a look at the other works, which do not exhibit any security evaluations, it
is possible to notice that almost all the systems integrate GPS, which is one of the most
important components in the ACN system, while many connections, such as cellular,
Bluetooth (BT), and WiFi, can be applied depending on the architecture. Regarding the
external services, only a few of them leverage the machine learning (ML) model, while
ERS is included in the majority of works. The communication with the final user is usually
implemented using a mobile or car application, leveraging infotainment systems.
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Table 2. Features included in crash notification systems. The Xdenotes the presence of a feature.
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[27] X X X X X X X X X X X
[28] X X X X X X X
[29] X X X X X
[30] X X X X X
[31] X X
[32] X X X X X X
[33] X X X X X X
[34] X X X X X X
[35] X X X X X X
[36] X X X
[37] X X X
[38] X X
[39] X X
[40] X X X
[41] X X X X X X X X
[42] X
[43] X X X
[44] X X X X
[45] X X X
[46] X X
[47] X X X X
[48] X X
[49] X X X
[50] X
[24] X X X X X X X
[25] X X X X X X X X X
[51] X X
[52] X
[15] X
[53] X X
[54] X X X X
[55] X X X
[56] X X X X X
[57] X X X
[26] X X X X X X
[58] X X X

Considering the intricate nature of these systems and the considerations made in
some of these works, it appears evident that multiple methods must be employed for
communication and sensing, and that these methods cannot be restricted to a single
approach. While machine learning (ML) can play a crucial role, it is not the sole determinant
of accurate detection, as demonstrated by the majority of studies. GPS, on the other hand,
stands out as one of the most critical components, capable of significantly reducing the
response time of emergency services. Despite the existence of several works advocating a
similar reliable and comprehensive architecture, the authors chose to focus on the works of
Chang et al. [27] and Khaliq et al. [28] due to the following considerations:
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• The dissimilarity between these two architectures primarily lies in the diversity of
connectivity options they offer. While one architecture presents a multitude of methods,
the other exclusively relies on WiFi. Our focus centers on assessing the ramifications
of employing a singular communication method in contrast to an architecture that
incorporates a variety of means.

• While alternative architectures may exhibit similar disparities in connectivity, these
two stand out as the exclusive implementations integrating a camera system alongside
diverse connectivity. This amalgamation represents a novel direction in ACN systems,
necessitating thorough consideration and mitigation of privacy concerns.

• A direct comparison of a non-ML-based system with an ML-based system can be
achieved by examining these two architectures. This comparative endeavor is driven
by the aspiration to contribute valuable insights into the comparative efficacy and
performance characteristics of these divergent technological approaches.

Although there are some differences in communication means and some similarities
in their architecture components, the possible attacks on components can vary considering
the data flows adopted, as shown in the following sections. In what follows, we use the
name of the first author to refer to them.

4. Feature Description

ACN is an advanced feature integrated into the majority of modern vehicles, aimed
at bolstering safety and optimizing response efficiency in the event of a collision or
accident. ACN systems use an array of sensors, cutting-edge communication methods, and
algorithms to autonomously detect and send vital information about a crash to emergency
services and relevant parties. The core goal is to reduce response times, potentially resulting
in saved lives and reduced injuries. In the current section, we will introduce the components
of a typical ACN system in order to have a clear picture before the discussion of the
components used in the considered architectures.

4.1. Typical Components and Interactions

ACN systems typically combine a diverse range of sensors, encompassing accelerometers,
gyroscopes, and in certain instances, sound, temperature, and pulse sensors. These instruments
detect abrupt changes in the vehicle’s dynamics, indicative of a collision or crash event.
Depending on the approach proposed, a sophisticated crash detection algorithm is used,
in some cases artificial intelligence can also be used in order to avoid false positives and
to enhance the quality of the system. Key features and components integrated into ACN
systems include:

1. In-vehicle communication mechanisms: Sensors typically communicate with ECUs
using CAN-bus. Depending on circumstantial evidence and data collected from
sensors, some additional modules can be activated to enhance the quality of the
input. Upon identifying a possible crash, the ACN system activates communication
modules within the vehicle, like cellular or satellite technology. These modules help
the transmission of data to external entities.

2. Efficient data transmission: A standardized data package dispatched to a dedicated
emergency response hub, manned by trained operators. This package commonly
includes vital details such as the vehicle’s precise location, impact severity, and in
some instances, occupant information.

3. Sophisticated crash detection algorithms: Utilizing advanced algorithms, the sensor
data are instantaneously assessed to determine if a crash has occurred. These algorithms
weigh factors like the seriousness of impact, rapid deceleration, and the collision’s
nature to make an accurate evaluation.

4. Central emergency response center: The emergency response center receives the
data package and promptly dispatches suitable emergency services—ranging from
paramedics to law enforcement or fire personnel—to the scene of the accident. The
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operators in the center can also communicate with the vehicle’s occupants through an
integrated communication system.

5. User notification mechanisms: Beyond notifying emergency services, some ACN
systems may also inform the vehicle’s manufacturer or a designated contact about the
crash occurrence. This enables swift communication with concerned parties, including
family members.

6. Accelerated response: ACN systems are designed to drastically diminish the time
between a collision and the arrival of emergency services at the incident site. This
holds critical importance in scenarios where immediate medical attention is needed.

4.2. Components and Interactions in Chang et al. [27] Architecture

In this subsection, components and interactions are summarized from [27].

1. Sensor data collection: The ECU receives data from various sensors such as sound,
pulse, gyroscope, and accelerometer sensors. These sensors are responsible for
gathering different types of data related to vehicle movement, environment, and
user well-being.

2. Threshold comparison: The received sensor data are compared against predefined
thresholds that are set within the ECU. If any of the sensor values cross their respective
thresholds, it indicates a potential event of interest, such as a crash or accident.

3. Sending data to cloud and deep learning platform: If a sensor value crosses its
threshold, the ECU sends the relevant sensor data to the cloud. These data are then
forwarded to a deep learning platform for further analysis and decision-making.

4. Deep learning model analysis: The deep learning model processes the sensor data
to determine whether a crash or accident has occurred. If the model detects that no
crash has taken place, no further action is taken and the ECU continues monitoring
the sensor data.

5. Alert generation for user interaction: If the deep learning model detects a crash or
accident, an alert is generated and is displayed on the head unit of the car. The alert
likely asks the users if they are alright or not.

6. User response handling: If the user responds to the alert and confirms they are okay,
the ECU resumes monitoring the sensor data without taking any further action.

7. No user response (assumed crash): If the user does not respond to the alert, the ECU
assumes a crash has occurred and proceeds with further actions.

8. Sending data to TCU: The ECU sends the sensor data, images captured by the camera,
and location information fetched from GPS to the TCU.

9. Data transmission to cloud: The TCU sends all the collected data (sensor data,
images, location) to the cloud.

10. Emergency services dispatch: The cloud processes the received data and informs the
appropriate emergency services based on the severity and type of accident. This could
include paramedics, law enforcement, or fire personnel.

11. User-generated alarm: If the user generates an alarm, indicating that they need help,
the same sequence of steps are followed as in the case of crash detection.

In summary, as shown in Figure 1, this architecture involves the ECU continuously
monitoring sensor data and making decisions based on the threshold comparison and the
deep learning analysis. It ensures that appropriate actions are taken in response to potential
crashes or accidents, and it leverages cloud and deep learning technologies to provide an
efficient emergency response.
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Figure 1. Sequence diagram of Chang et al. [27] architecture.
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4.3. Components and Interactions of Khaliq et al. [28] Architecture

In this subsection, components and interactions are summarized from [28].

1. ECU: The ECU receives sensor data from various sensors (temperature, sound, pulse,
gyroscope, accelerometer) placed within the car. Then, it compares the received sensor
values with predefined thresholds. If any of the sensor values cross their respective
thresholds, the ECU triggers an alert.

2. Head unit: The head unit receives alerts from the ECU when sensor values cross the
thresholds. If a sensor reading is unusual, a message appears on the car’s screen,
asking if the occupants are okay.

3. User interaction: The user responds to the alert (either confirming they are okay or
not responding).

4. Crash detection: If the user does not respond to the alert, the ECU interprets it as a
crash. The ECU then activates the camera and GPS unit.

5. Camera and GPS: The camera captures visual data of the surroundings, while the
GPS unit accurately determines the precise location of the vehicle.

6. Telematics control unit (TCU): The ECU sends the collected sensor data, images, and
GPS location to the TCU. The TCU then aggregates and packages these data.

7. Control room: The TCU sends the combined data to the control room. Experts in the
control room process and analyze the data.

8. Emergency services dispatch: Based on the analysis, appropriate emergency services
(paramedics, law enforcement, fire personnel) are informed and dispatched to the
accident scene.

9. Cloud platform: The crash data are securely saved in a cloud platform. This repository
of crash data will be invaluable in refining the system, ensuring more effective
responses in future accidents.

In summary, as shown in Figure 2, the architecture involves sensors within the car,
an ECU for processing sensor data and generating alerts, a head unit for user interaction,
a TCU for collecting and transmitting data, a control room for analysis and emergency
service dispatch, and a cloud platform for data storage. This system aims to enhance safety
by detecting and responding to potential accidents while also collecting data for future
improvements.

4.4. Data Flow Diagrams of the Features

In Figures 3 and 4, data flow diagrams for both architectures are presented.
Despite them seeming to be very similar to each other, some crucial differences

exist in the components and interactions, which are also highlighted in the data flow
diagrams. In the Chang et al. architecture [27], the sensors (i.e., accelerometers, gyroscope,
speed, microphone, and temperature sensors) continuously collect data, which are then
transmitted via Bluetooth. These data are gathered and analyzed by the ECU. When a
predefined threshold is reached, the ECU prompts the TCU to send the crash event data to
the cloud. At this point, the system makes a request to the ML model in order to assess
the presence of a false alarm. The deep learning method then conducts a detailed analysis
of the crash event data to determine whether the event corresponds to an accident or not.
Particularly, if the data coming from the accelerometer and gyroscope are too random
and there is no correlation that demonstrates the existence of a crash, then the request is
aborted. Instead, if the data suggest a crash, a notification is sent to the user, asking for
confirmation, and an emergency alert is simultaneously sent to the emergency services.
If the event does not qualify as an accident, the system reverts back to its initial state of
monitoring the sensors.
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Figure 2. Sequence diagram of Khaliq et al. [28] architecture.
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Figure 3. Data flow diagram of Chang et al. [27] architecture.

Figure 4. Data flow diagram of Khaliq et al. [28] architecture.

Differently from the Chang et al. [27] architecture, in the Khaliq et al. [28], there is
no usage of an ML model. After initialization, the accelerometer and gyroscope sensors
periodically gather data and compare them to a predefined threshold. If the data surpass
this threshold, a collision event is reported. Similarly, the sound, temperature, and pulse
sensors are continuously monitored. If any of these sensors’ data also exceed the threshold,
a collision event is reported. Additionally, a picture from the internal camera and the
vehicle’s location data acquired with the GPS are included in the report.

If the collected data do not exceed the threshold, a message is displayed to the driver
along with an alarm. The driver can dismiss the message. If the driver is unable to dismiss it,
the collision event report is sent to the edge gateway, which forwards it to the control room.

5. Threat Analysis and Risk Assessment (TARA)

The selected architecture underwent a TARA following the methodologies outlined in
ISO/SAE 21434. This analysis was conducted from the perspective of potentially affected road
users, with each TARA method being meticulously applied, as described in the subsequent
subsections.
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5.1. Asset Identification

An analysis was conducted on all components within the selected architectures to
pinpoint those that, when compromised, would result in a damage scenario. We assigned
the relevant cybersecurity properties for each component, port, or connection between two
ports: confidentiality, integrity, and availability. Elements such as ECUs or sensors were
additionally assigned authenticity, non-repudiability, and authorization.

5.2. Threat Scenario Identification

Threat scenarios were identified using the Medini Analyze 2023 R1 software, employing
the spoofing; tampering; repudiation; information disclosure; denial of service; elevation
of privilege (STRIDE) model as the foundational framework. This model correlates each
cybersecurity property—authenticity, integrity, non-repudiability, confidentiality, availability,
and authorization—with potential threats: spoofing, tampering, repudiation, information
disclosure, denial of service, and elevation of privilege, respectively. Each identified threat
scenario is characterized by a set of three elements: the specific asset under threat, the
compromised cybersecurity property affecting the asset, and the underlying cause behind the
compromise of said cybersecurity property. To define the cybersecurity properties pertinent
to each asset, a manual process was followed. Subsequently, the software facilitated the
extraction of the corresponding threat scenarios associated with these attributes.

5.3. Impact Rating

The evaluation of damage scenarios wrapped up a comprehensive assessment of
their impact on road users. The consequences were divided into four distinct categories:
safety (injuries or fatal injuries potentially suffered), financial (impact of the financial
damage endured by the road user), operational (loss or impairment of vehicle function
or core function), and privacy (sensitiveness of road user’s information disclosed). For
each damage scenario and each impact category, an impact rating was determined. The
scale used for the ratings considered four levels of impact, ranked in descending order of
severity: severe, major, moderate, and negligible.

5.4. Attack Path Analysis

The attack path analysis was executed for each threat scenario previously discovered.
It delineated the routes that potential adversaries could traverse to exploit vulnerabilities.
For each threat scenario, one or more distinct attack paths were identified, each providing
details on the sequence of actions an attacker could attempt to navigate through the network
of assets. To give an example, an attack path could be accessed through the WiFi module to
the TCU, then reaching the gateway ECU to finally spoof the MEMS.

5.5. Attack Feasibility Rating

The attack feasibility rating can be executed adhering to one of the following three
approaches: attack-potential-based, Common Vulnerability Scoring System (CVSS)-based,
and attack-vector-based. The latter two require in-depth knowledge of all the elements,
technologies, and actors involved as well as an advanced system architecture design
unavailable at the time of the realization of this research, the attack-vector-based approach
has been pursued. According to it, the attack feasibility rating should be determined
based on evaluating the predominant attack vector of the attack path. The scale used
for the ratings takes into account the contextual framework that underlies the potential
exploitation of attack paths. The rating of attack feasibility escalates as the attacker’s
remoteness increases in relation to the targeted attack path. This assumption stems from
the idea that obtaining physical access to an asset requires more effort as well as being less
desirable for a potential attacker than accessing it through the network. Thus, the scale
used is composed of the following levels: high, medium, low, and very low, respectively
mapped to the following context criteria: network, adjacent, local, and physical. More
details can be found in the ISO/SAE 21434 document.
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5.6. Risk Value Determination

The analysis of risk values was achieved by applying a sequence of risk formulas that
incorporate impact ratings and attack feasibility ratings before being determined. Initially,
a translation of potential impact and attack feasibility ratings into corresponding scores
was performed. Subsequently, for each distinct threat scenario, the average of all impact
scores was computed and then multiplied by the feasibility score. The resultant risk scores
were eventually subject to a transformation process, wherein they were calibrated into risk
values based on a predefined mapping. The scale for risk values included the following
values, ranked in descending order of danger: high, medium, low, very low. The impact
factor was computed for each feature on the basis of four aspects: safety (S), financial (F),
operational (O), and privacy (P). It is possible now to define an equation for computing the
risk for each threat:

Risk = Avg(S + F + O + P)× Feasibility (1)

The value obtained from the equation can be converted to a risk level following Table 3.

Table 3. Table of risk value according to defined formula.

Risk Level Min Max

Very Low 0 200

Low 201 400

Medium 401 800

High 801 1600

Considering the context of our system, which is strictly related to human life, operational
and safety impacts are the most important impact metrics. Anyway, considering the economic
impact of the components involved and the data exchanged when these components are used,
financial and privacy impacts are also relevant. For this reason, we decided to consider all the
metrics with an equal impact on the risk.

Nevertheless, we choose to alter the natural distribution of risk level classes in line
with Table H.8 defined in ISO/SAE 21434. We started by splitting half the maximum value
(40 × 40 = 1600/2 = 800) and assigning the highest part of this to high-level threats. For
the remaining half, we performed another splitting (800/2 = 400), assigning the highest
part to the medium-level threats and for the remaining part half and half to low- and very
low level threats.

These operations are needed to have a good threat model, able to consider as high risk
all the threats that can lead to possible harm to the driver.

5.7. Risk Treatment Decision

The array of potential decisions for risk treatment encompassed the following values:
mitigation, avoidance, acceptance, and transfer. Yet, in practice, only mitigation and
acceptance were implemented, with avoidance and transfer excluded from consideration.
The notion of avoidance entailed relinquishing certain fundamental system features, which
was deemed undesirable. But, transfer necessitated relying on external entities to assume
risk management responsibilities, a prospect that had not been anticipated. The course of
action was determined to involve the mitigation of threat scenarios categorized as high and
medium, while accepting the low and very low scenarios. Each identified threat scenario
slated for mitigation underwent the formulation of a distinct set of security measures and
corresponding security requirements to reduce or nullify the associated risk.
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6. Architectures Comparison

In the following section, the selected architectures will be compared. In the first two
subsections, a short introduction is given, highlighting the main components; while in
Sections 6.3 and 6.4 a comparison of the components and security is discussed.

6.1. Chang et al. [27] Architecture

The system proposed by Chang et al. [27] defines a system that can detect high-speed
head-on collisions and accidents in the golden hour for survival—the emergency services
can be contacted, and the survival probability of the affected people increases. As depicted
in Figure 5, the proposed architecture in the paper uses various in-vehicle (I-V) networks
including BT, Bluetooth low energy (BLE), WiFi, etc. These networks are connected using
an in-vehicle infotainment telematics unit. The system is divided into three layers: sensing
layer, networking layer, application layer (with deep learning model). The sensing layer is
comprised of the sensors that are used to detect the accident, like a micro-electro-mechanical
system (MEMS) sensor, Global Positioning System (GPS) module, and on-board diagnostics
(OBD)-II bridge. The network layer consists of communication protocols like cellular,
3G/4G, BT, BLE, WiFi, universal asynchronous receiver/transmitter (UART), and ethernet.
The application layer is the main layer responsible for the analysis of the accident and
contacting emergency services. This layer also involves the deep learning model for
assessing the situation, based on the cloud.

1. Sensing layer: This layer is defined as the layer responsible for the sensing of data
values to detect the head-on collision in a vehicle. The sensing layer includes the six-
axis gyroscope and MEMS sensor with an embedded accelerometer, OBD-II bridge,
and GPS. A collision detection system is a continuous process. When a collision
occurs, the window of the collision is 0.1 to 0.2 s, as per several reports. When a
collision occurs, the data fetched from the above-mentioned sensors is sent to the
network layer to further communicate it to the cloud for deep learning analysis.

2. Networking layer: Since the development and use of vehicular networks and
infrastructure has increased in the past years to automate vehicles and services,
there is a dedicated use of the Telemetrics platform in vehicles, which is the main basis
for the communication here. The telematics unit uses in-vehicle infotainment (IVI) to
update the mobile application. This system uses 3G/4G mobile networks for sending
the data to the cloud from the network layer. Messages from the IVI system are
directly transmitted to the user via this interface:

(a) Driver information screen: The information is digitized and transmitted to the
driver directly through the driving information screen of the IVI system.

(b) Collision detection and alarm screen: The collision detection and alarm screen
updates the driver of a car during the driving process. A camera is placed in
the front of the vehicle and connected to the proposed IVI system to record real-
time streaming images. The collision threshold is defined when the braking is
at 4 g and the speed of the car is greater than 80 km/h, as per the Insurance
Institute for Highway Safety (IIHS) report for a fatal accident. In such a case,
the IVI system will record an image of the abnormal event and upload the
relevant information to the cloud-based platform for further vehicle crash-
event analysis.

3. Application layer: The IVI system utilizes 3G/4G mobile networks to send relevant
data to a cloud server database. The recorded data in the cloud database is then
utilized to create a data model that can recognize high-speed head-on collisions or
accidents involving a single vehicle. In this research, the cloud-based information
platform was built using web development tools like hypertext preprocessor (PHP)
and Structured Query Language (SQL). This platform facilitates real-time notifications
for incidents of high-speed head-on collisions or single-vehicle accidents.
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Figure 5. Chang et al. [27] architecture.

6.2. Khaliq et al. [28] Architecture

The architectural framework posited by Khaliq et al. [28] delineates a structured
system designed to mitigate road hazards and enhance the likelihood of preserving
lives in the event of road accident injuries. As illustrated in Figure 6, analogous to the
antecedent architectural model, the system comprises a substantial array of devices and
can be categorically compartmentalized into three principal layers:

1. On-board sensors: In order to detect accidents, the on-board sensors constantly track
the acceleration and gyroscope data. In case of an accident, the crucial data like the
date, time, location of the accident, age, gender, and even images is sent to the edge.
This phase has two major features: automatic accident detection with emergency alert,
and accident management. The architecture is deployed in the vehicle but also in the
nearby control room with the edge gateway. The on-board unit (OBU), where all the
sensors are deployed, is constantly active and monitoring the data. When an accident
happens, the speed decreases drastically, which can be measured by the accelerometer.
Rollovers can be detected by the change in orientation using the gyroscope. In this
case information is directly sent to the control room with the information from other
sensors. In case of a collision, all the sensors are taken into account. All sensors have
pre-defined threshold values, against which the real-time sensor values are checked.
If the threshold is crossed by any sensor, the vehicle generates an alert to check for a
false alarm. If it is not a false alarm the data are sent to the edge node. Once the data
are sent, a nearby hospital dispatches an ambulance with accident-specific first aid.

2. IoT gateway: This gateway handles collecting data in the edge node, refining it, and
then sending the refined data to the nearby control room edge gateway to save the
network bandwidth. The data are transferred via a vehicle ad hoc network, using
a Institute of Electrical and Electronics Engineers (IEEE) 802.11n dongle. This node
extracts useful data, stores associated pictures, and forwards the processed data. It
also has the following features:

(a) Face detection: This is used to identify the number of victims involved in the
accident, and the state of the victims, using Open Source Computer Vision
Library (OpenCV).

(b) Data pre-processing: Whenever needed, the OBU monitors the sensor data. The
data are sent to the edge node, where the data are processed closer to the network
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i.e., in the control room. Then, the data are transmitted to the cloud for long-term
storage. There are two benefits resulting from this: the non-useful information is
cleaned beforehand to avoid reducing the network bandwidth, and it simplifies
the data in the cloud for easier interpretation. The communication of the edge is
achieved using transmission control protocol (TCP)/IP because of its connection-
oriented nature and reliability.

3. Cloud platform: The central control unit accepts the accident alert notification to take
action. It handles receiving data packets, storage, and visualization. We needed a
testbed on which to test the implemented system. It required an infrastructure-as-a-
service model as per the defined architecture. The web server application Apache was
used to build a personal server on a Linux-based operating system. This cloud stores
accident data and provides it to the authorities to implement road safety on the most
insecure places in a road structure.

Figure 6. Khaliq et al. [28] architecture.

6.3. Components Comparison

The components of the two ACN architectures can be categorized into three distinct
layers to facilitate a comprehensive understanding of their respective architectures.

1. Sensing layer: The sensors used in each of the systems are similar. As shown by Table 4,
a difference exists between the two architectures. The Chang et al. [27] architecture
utilizes fewer sensors but is based on a deep learning model where the user input is
required to confirm the model prediction, while the second architecture [28] uses all
the sensors mentioned above, and every time the values of these sensors cross the
defined threshold, the user is asked to confirm the accident. The first model is based
on artificial intelligence (AI) and automation prediction, while the second model is
more manual and inaccurate as it will generate more alerts. In the first paper, the
sensors are connected to the ECU using various communication technologies, e.g.,
Bluetooth, WiFi, universal serial bus (USB), CAN, ethernet, and BLE.

2. Communication layer: This layer is used to communicate with the vehicles and
infrastructure outside the car. As reported in Table 5, the architecture proposed by
Chang et al. [27] uses telematics with 3G/4G and cellular services to connect to
the outside V2X. This layer also includes networking protocols like BLE, Bluetooth,
ethernet, WiFi, and cellular to communicate with in-vehicle sensors and other parts.
Bluetooth communicates with the sensors and ECU, ethernet with the camera and
ECU, and the CAN bus with the display. On the other hand, the architecture proposed
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by Khaliq et al. [28] uses this layer to create an ad hoc network dynamically to use
V2X to transfer the data to the edge. There the data are refined, filtered, and cached,
and face detection takes place to recognize the number of passengers and check the
injuries. The communication layer then uses TCP to send the data to the cloud. A
comparison of the network protocols used in the above papers is given below.

3. Cloud layer: This layer in both architectures is used to contact the emergency services
when an accident is detected and confirmed with the user. In the first paper [27], this
layer is used to install the deep learning model. It checks if the accident has taken
place by analyzing the data provided by the sensors and other mounted devices, and
then contacts the emergency services with all the vehicle data and the prediction from
the model. The second paper [28] uses this unit to accept the accident alert notification
to contact the emergency services. It handles receiving data packets, storage, and
visualization, and shares the statistics with the authorities to implement accident
countermeasures.

Table 4. Components detected in each architecture belonging to sensing layer.

Component [27] [28]

GPS X X

Accelerometer and gyroscope
(6-axis sensor) X X

Camera X X

Sound X X

Temperature X

Pulse X

OBD-II redundancy X

Table 5. Components detected in each architecture belonging to communication layer.

Communication Protocols [27] [28]

Cellular X

3G/4G X

Bluetooth X

BLE X

WiFi X X

WiFi dongle X

TCP X

CAN bus X X

6.4. Security Comparison

Each category within the STRIDE threat modeling framework encompasses a distinct
set of components. Notably, a component that may constitute an entry point for an attack
in one architectural design may not be considered critical in another. This variance stems
from the inherent differences in the architectures themselves, as well as the specific context
in which they are employed. It is possible to classify threats into four groups following the
equation defined in (1) and Table 3. The greatest number of threats are classified as very
low and medium, as reported in Figure 7, by following the attack vector approach. For very
low threats, it is not needed to put in place any security mechanisms and we decided to
accept them; for the medium-level threats, we applied mitigation to all threats, while more
details are given in the next sections for the high-risk threats. Although most components
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are shared from both architectures, such as GPS and ECU, some others are different. After
the threats were created through the Ansys medini analyze software, the TARA method
was applied.

Figure 7. Number of threats detected using TARA, classified by risk level.

The software yielded a total of 297 threats for Chang et al. [27] and 322 threats
for Khaliq et al. [28]. These threats were divided into six main types according to the
STRIDE model: denial of service, information disclosure, repudiation, spoofing, elevation
of privilege, and tampering.

6.4.1. Security Analysis of Chang et al. [27] Architecture

Table 6 shows the threats detected in the Chang et al. architecture, with the greatest
number being very low or medium threats, according to the typical analysis.

Table 6. Security analysis of Chang et al. [27] architecture. The ratio of the number of current risk
levels of that category to the total number of threats related to that category is given in parentheses.

Threat Very Low Low Medium High

Information Disclosure 31 (36.5%) 23 (27.1%) 37 (43.5%) 1 (1.2%)

Tampering 28 (32.9%) 16 (18.8%) 32 (37.6%) 13 (15.3%)

DoS 33 (38.4%) 18 (20.9%) 27 (31.4%) 15 (17.4%)

Repudiation 6 (40%) 3 (20%) 4 (26.7%) 3 (20%)

Spoofing 2 (13.3%) 3 (20%) 8 (53.3%) 3 (20%)

Elevation of Privilege 6 (40%) 1 (6.7%) 4 (26.7%) 4 (26.7%)

1. Very Low Risk Threats: This category represents the lowest possible level of threat to
the component that it relates to, and through the application of TARA we concluded
that 106 (33%) of all of the threats fitted into this level of risk.
From the above statistical analysis, we can draw conclusions. The highest percentage
of very low risk threats comes from elevation of privilege (40% of total elevation of
privilege (EoP) threats), which corresponds to putting more authorization in sensors,
which is not possible as most sensors are permanently configured and calibrated
during manufacturing. The least come from spoofing (12.5%), as it is a major risk.
Important assets can be spoofed to cause harm to the user. Other threats contribute
almost one third to the very low risk category as those attacks on the assets would not
cause trouble for the user.
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2. Low-Risk Threats: This category represents a low level of threat to the component
that it relates to. Through the application of TARA we concluded that 64 (19.9%)
of all of the threats fitted into this level of risk. From the above analysis, it is clear
that a low percentage of threats fall into this category, with the highest percentage of
these being information disclosure threats (25%). Information disclosure of assets like
temperature sensor, pulse sensor, and accelerometer data would not harm the user
physically or cause failure of systems. The lowest percentage of low-risk threats is
elevation of privilege threats, with only one threat (6.7%). There is no compromising
event that an attacker can cause, only the control over the display can be obtained.
The rest of the attacks contribute less than 20%.

3. Medium-Risk Threats: The threats presented here are the ones that are classified as
medium risk, through the application of TARA. We concluded that 112 (34.9%) of all
of the threats fitted into this level of risk.
It is evident that information disclosure threats and spoofing contribute the most to
the medium-risk threat category. When the information of some of the assets can be
monitored by the attacker, harm could be done to the user. For example, the TCU or
ECU can be attacked to check the communication within and outside the system or
track all the car data that run through the ECU. Repudiation contributes the least to
this category as repudiation of only a few selected components can cause damage
to the user. For example, repudiation of GPS can occur, where the attacker can send
wrong GPS information to the user as well as to the emergency services, which can
be threatening. The rest of the threats also contribute a large amount to this category
as they can cause critical damage depending on the attacked asset, e.g., DoS on the
ECU can compromise all functions of the car, and tampering can give control to the
attacker completely.

4. High-Risk Threats: This category represents the highest possible level of threat to the
component that it relates to, and through our analysis, we concluded that 39 (12.1%)
of all of the threats fitted into this level of risk. A dokeeper analysis will be given in
the next section.

6.4.2. Security Analysis of Khaliq et al. [28] Architecture

Table 7 shows the threats detected in the Khaliq et al. [28] architecture, with the
greatest number of them relying on very low or medium threats, according to the typical
analysis.

Table 7. Security analysis of Khaliq et al. architecture. The ratio of the number of current risk levels
of that category to the total number of threats related to that category is given in parentheses.

Threat Very Low Low Medium High

Information Disclosure 33 (38.8%) 15 (17.6%) 34 (40%) 3 (3.5%)

Tampering 24 (28.2%) 25 (29.4%) 21 (24.7%) 15 (17.6%)

DoS 26 (30.2.5%) 24 (27.9%) 21 (24.4%) 15 (17.4%)

Repudiation 5 (33.3%) 0 (0%) 5 (33.3%) 5 (33.3%)

Spoofing 4 (26.7%) 3 (20%) 6 (40%) 2 (13.3%)

Elevation of Privilege 4 (26.7%) 1 (6.7%) 5 (33.3%) 5 (33.3%)

1. Very Low Risk Threats: We concluded that 96 (31.9%) of all of the threats fitted into
this level of risk. By looking at the percentage distribution of each type of threat within
each risk category, it is noticeable how evenly they are all distributed. The lowest
value is 26.7% and the highest is 37.5%, corresponding to spoofing and elevation of
privilege, and information disclosure, respectively. The latter concerns privacy risks
associated with violation of confidentiality, thus does not carry a high risk for the
safety or operability of the ACN. Other threats such as tampering or denial of service,
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whose risk is usually high, fall within this region because they are associated with
non-critical components, for which the vehicle behavior is not compromised, like
sound or pulse sensors. Lastly, for spoofing or elevation of privilege, these percentage
values are once again associated with low-importance sensors, which will not impact
the ACN considerably.

2. Low-Risk Threats: We conclude that the paper has 68 low-risk threats in total (22.6%).
We noticed that there are no repudiation threats associated with a low risk level, with
them being concentrated more on the medium and high levels. The same logic applies
to the low level of spoofing and elevation of privilege threats. Although there are
fifteen threats present, these represent only 17% of the total information disclosure
threats. This is mainly because information disclosure of extremely sensitive private
data falls under a higher level of risk. For example, when the information disclosed
relates to the gyroscope, cloud, or accelerometer, it can relate to a low risk level as it
does not allow attacker to interfere with the ACN functionality. About 27.3% of denial
of service attacks are categorized as low risk level. This is mainly because certain
components being out of commission by a denial of service does not directly affect
the functioning of the overall ACN system, for example, the gyroscope, cloud, and
OBD. Lastly, the highest percentage of overall threats present in the low level of risk
are related to tampering. This is mainly because there are many components, whose
tampering does not affect the overall functionality of the system, similarly to denial
of service.

3. Medium-Risk Threats: Through the analysis we found that 92 (30.6%) of the threats
belong to this category. It is important to note that for each type of threat the
percentage of medium threats is near 25%, which means that at least a quarter of the
threats are medium risk level. When we talk about the automotive scenario and ACN
functionality it is more likely that all threats will not have a very high impact, but
also not a low impact. So, the rest of the threats will be split among the others risk
levels. Looking into each percentage, we see that denial of service is the lowest, which
is expected because normally this threat will represent a high level of risk. Finally,
spoofing has the highest percentage here. Within the context of ACN functionality,
this threat usually has clearly a medium level of risk; as we have stated, the majority
of these threats have a low severity level and a high feasibility level or vice-versa. The
elements affected also correspond to some of the most important in the vehicle, but
attacking them will most likely be quite infeasible or the earnings from it will not
compensate for the effort; this is why most of these spoofing attacks are medium-level
risk. Finally, spoofing has the highest percentage here, which again is not a surprise
because this threat is something that cannot pose a high level of threat, but it cannot
ignored too, so a medium level is a normal value for this.

4. High-Risk Threats: Through the application of TARA we concluded that 45 (15%)
of all of the threats fitted into this level of risk, a deeper analysis is given in the
next section.

7. Risk Analysis

In the current section, the risks detected using TARA are associated with the architectures
described by Chang et al. [27] and by Khaliq et al. [28], as discussed. For each component,
port, and communication channel, a description of high-level risk threats is given in
conjunction with a possible countermeasure. This analysis, according to Section 5, was
performed using the STRIDE threat model. Figure 8 depicts the detected threats referring
to the STRIDE model. In the following subsections, one for each component, a risk analysis
is discussed, together with possible countermeasures.
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7.1. ECU

In both architectural frameworks, the ECUs represent tangible physical electronic
components, often configured as systems-on-chips (SoCs). These components are inherently
susceptible to a range of security threats since they become integral parts of printed circuit
boards and are in charge of centralizing the data processing.

Figure 8. Detected threats in analyzed papers according to STRIDE threat model.

7.1.1. Tampering

1. Component
Security risk: If unauthorized individuals gain access to the ECU and tamper with
its functionality, they could intentionally trigger false crash notifications. This could
lead to unnecessary deployment of emergency services, wasting resources, and
causing confusion. In some cases, tampering with the ECU might be achieved by
modifying the log files of the insurance about crashes. This can result in financial
losses for insurance companies and increased premiums for users. Tampering with
the ECU could also potentially compromise the privacy of the vehicle owner, as the
attacker might collect data beyond crash-related information and expose sensitive
personal data.
Security measures: Encryption can be used to ensure that communication between
the ECU and other components of the system is encrypted, making it difficult for
unauthorized parties to intercept or manipulate data. Intrusion detection mechanisms
can also be incorporated to detect and respond to attempts to tamper with the ECU.
For instance, if unauthorized changes are detected, the system might disable itself or
start security protocols.

2. Ports
Security risk: If the ECU port is tampered with, the ACN system may not receive
accurate crash data on time. This could result in delayed or no response from
emergency services, putting the safety of the vehicle occupants at risk. In some
cases, attackers might target the ECU port with the intention of disrupting the ACN
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service. This could lead to a complete or partial service outage, leaving users without
the safety features they rely on.
Security measures: Firewalls can be used to segment the network and restrict direct
access to the ECU port. Hashes of sensor data can be computed and stored by the
ECU. The ACN system can compare these hashes with the received data to detect
any discrepancies that may indicate tampering. The ACN system can also digitally
sign the data it sends to the ECU. This signature verifies the authenticity of the data
and ensures that it has not been altered since being signed. Strong authentication
mechanisms can also be used to ensure that only authorized personnel or systems can
access the ECU port. This prevents unauthorized tampering attempts.

3. Connections
Security risk: The TCU is responsible for relaying critical information to emergency
services. Tampering with the connection between the ECU and TCU can lead to delays
or failures in transmitting crash data to these services, resulting in slower response
times. Delays in emergency response can have severe consequences, particularly in
situations where prompt assistance is crucial. Tampering with ECU connections to the
TCU can also lead to service outages or system failures. These outages can result in
the complete loss of ACN functionality, rendering the system incapable of providing
any crash-related notifications.
Security measures: The secure on-board communication protocol (SecOC) protocol can
implemented to establish secure communication channels between the ECU and other
components, such as the TCU. During the initialization process, the SecOC protocol
can also be utilized for secure bootstrapping to ensure that the ECU authenticates itself
before data exchange begins.

7.1.2. Denial of Service (DoS)

1. Ports and Connections
Security risk: A DoS attack on the ECU would result in the complete shutdown of the
entire automatic crash notification system. This is because it would become impossible
to receive information from sensors that detect accidents and to communicate with the
components responsible for triggering the alarm.
Security measure: By implementing a firewall and an intrusion detection system (IDS),
it is possible to establish an effective defense against DoS attacks directed at the ECU
within connected vehicles. The firewall filters incoming and outgoing traffic, allowing
only legitimate communications while blocking suspicious or harmful ones. The IDS
constantly monitors system activity to identify any unusual traffic patterns associated
with a DoS attack. Upon detecting signs of overload or malicious traffic, the firewall
can react promptly by blocking connections from malicious sources and initiating
mitigation measures.

7.1.3. Elevation of Privilege

1. Component
Security risk: The (main) ECU is the main component in the vehicle’s electronic control
and is where all sensors and devices converge. As such, it is of high value for a
potential malicious actor. The attack path is either physically to the CAN bus, locally
via OBD-II, or via a vulnerable network interface to the TCU and then to the ECU. The
access to the ECU provides read-only access to the information retrieved or sent by
the ECU. An elevation-of-privilege attack towards the ECU allows the actor to change
data, and damage other connected devices or the ECU itself. Some motivations for this
attack range from clearing diagnostic trouble codes (DTCs), reconfiguring parameters,
enabling paid-only features, or even damaging car electronics beyond repair (e.g., a
ransomware attack).
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Security measure: The standard security controls for mitigating this risk are through
authentication, role-based control, the least privilege principle, or multi-factor
authentication.

7.1.4. Repudiation

1. Component
Security risk: The ECU could be compromised by a malicious attacker through the exploitation
of the WiFi module and the TCU. In the absence of a reliable non-repudiation
mechanism, any malicious activity performed on the ECU—and consequently affecting
the entire vehicle—could be denied later on. Such a scenario has the potential to result
in substantial operational and safety consequences for the entire system, ultimately
undermining the effectiveness of critical features like the ACN.
Security measure: Implementing digital signatures with asymmetric keys provided
by reputable third parties stands out as a highly effective approach in guaranteeing
non-repudiation. By adopting this method, the recipient of the message gains an
accentuated sense of assurance, as it verifies the origin of the content to the intended
source.

7.2. TCU

TCU assumes a pivotal role in both architectures, acting as the central hub for comm-
unication between the ACN and emergency services. Noteworthily, in the Chang et al. [27]
architecture, the TCU extends its mandate to manage Bluetooth and WiFi, responsible for
acquiring sensor data, making this component less vulnerable to attacks due to the redundancy
introduced. On the contrary, the Khaliq et al. [28] architecture, despite entailing direct sensor
communication with the engine control unit (ECU), does not exhibit redundancy, increasing
the responsibility of the TCU and causing a more vulnerable component.

7.2.1. Tampering

1. Ports and Communications
Security risk: The TCU is a controller that gathers and packages the GPS location,
pictures, and sensor data from the ECU before sending them to outside services.
Tampering assaults in the TCU have the power to alter the behavior of the device
to the attacker’s advantage. By changing the properties of the transmission route,
communication attacks can be either physical or virtual. Ports for input and output
must be secured against these attacks.
Security measure: One common method for preventing tampering attacks is the usage
of data integrity checks by leveraging cryptographic hash functions. The ECU can
calculate a cryptographic hash of the collected data and send it to the TCU. Upon
receiving the data, the TCU recalculates the hash using the same algorithm and
compares it. If they match, it indicates that the data has not been tampered with
during transmission, securing both the outgoing and incoming communications. A
trusted platform module (TPM) can be used for speeding up the encryption and
decryption process using hardware acceleration.

7.2.2. Denial of Service

1. Component
Security risk: If unauthorized individuals are able to perform DoS on the TCU, the
attacker will be able to block all the outgoing and incoming vehicle communication.
Moreover, the in-vehicle functions communicate with each other using the networking
protocols enabled by the TCU, making the entire communication system not available.
Security measure: The communication between the TCU and external devices can be
equipped with frequency-hopping spread spectrum (FHSS), which is a technique for
hopping between random radio frequencies in a short amount of time. Such hopping
in frequency is used to send and receive data on changing carriers that can help block
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DoS packages. The usage of hardware- or software-based solutions can be applied
as an alternative to FHSS. A typical solution for preventing DoS attacks is the use
of firewall-based applications that aim at preventing flooding attacks by detecting
malicious traffic.

7.2.3. Elevation of Privilege

1. Component
Security risk: The TCU is the component in the car in charge of external communication,
so in charge of V2X. The attack path is either physically to the CAN bus, locally
via OBD-II, or via a vulnerable network interface to the TCU. The access to the
TCU provides read-only access to the information retrieved or sent by the TCU as
well as possible lateral movement to other ECUs. An elevation-of-privilege attack
towards the TCU allows the actor to change data or damage other connected devices
or the TCU itself. Some motivations for such an attack range from clearing DTCs,
reconfiguring parameters, enabling paid-only features, allowing lateral movements,
or even damaging car electronics beyond repair (e.g., a ransomware attack).
Security measure: The standard security controls for mitigating this risk are through
authentication, role-based control, the least privilege principle, or multi-factor
authentication.

7.2.4. Information Disclosure

1. Ports and Communications
Security risk: Threats to the telematics control unit (TCU) component’s information
leakage may result in privacy concerns over the collection of sensitive information
such as photographs shot with a camera. The most well-known attack in this area is
the so-called man in the middle (MITM), which is carried out by listening to wireless
transmission while utilizing a promiscuous antenna. One of the main hazards of
information leakage is the packets collected in combination with bad data encryption.
Security measure: MITM attacks cannot be avoided directly since a wireless channel is
always available and can be listened to at any time, but some techniques can be used for
obfuscating the content that flows on channels. Data encryption can be applied using
a symmetric-key approach like Advanced Encryption Standard (AES) or session-key-
based communication can be established between nodes in order to securely exchange
data over the channel.

7.2.5. Repudiation

1. Component
Security risk: In the event of an ongoing MITM attack targeting the TCU communication,
the absence of non-repudiation techniques becomes a critical concern. This vulnerability
opens the door for the attacker to either steal sensitive data or inject falsified information
into the system. In the latter scenario, the system would incorporate these data alongside
legitimate inputs, eroding its reliability and undermining its intended functionality.
Consequently, both the optimal operation of the vehicle and the safety of the driver
could be compromised, especially in the event of a serious incident necessitating the
activation of the ACN.
Security measure: Among the most potent strategies to establish non-repudiation is
the implementation of digital signatures utilizing asymmetric keys issued by trusted
third parties. This approach instills confidence in the message recipient regarding the
origin of the content, ensuring its authenticity. Also, in this case, TPM can be used to
reduce the overhead introduced with digital signatures.
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7.3. Emergency Response Service

In both architectural frameworks, the ERS is implemented as a cloud service, necessitating
a shared set of considerations and concerns. The cloud-based nature of this component and its
relevance for speeding up the arrival of the emergency services make the threat analysis for
both architectures quite similar.

7.3.1. Tampering

1. Component
Security risk: ERS tampering leads to a deliberate delay or obstruction of responses to
emergencies, dissemination of inaccurate information leading to incorrect decisions,
misallocation of resources, and compromise of operational efficiency. The attacker
engages in activities such as manipulating data, modifying processes, or changing
communication channels within the emergency response team, that is, compromising
the integrity of the ERS system.
Security measure: Measures like implementing strong access controls to limit who
can interact with the system, user authentication and authorization mechanisms,
database integrity verification using cryptographic hashes and digital signatures,
system logging and auditing which records every database modification, and network
segmentation to shrink the attack surface by isolating critical system components can
be used.

2. Ports and Communication
Security risk: Tampering with ERS ports introduces both safety and privacy risks. If
ERS is not able to correctly receive data, it will not be able to help the driver when
needed. Moreover, considering the connection to the internet of such a component,
many checks must be performed in order to avoid possible port tampering.
Security measure: Like in the case of component analysis, in this case, possible
countermeasures relate to authentication and traffic control. Securing the entire
communication can prevent port tampering and reduce the overall risk.

7.3.2. Denial of Service

1. Component
Security risk: A DoS performed on the ERS could lead to a situation where the service
becomes unavailable, potentially preventing critical crash notifications. This could be
due to overwhelming traffic, malicious attacks, or technical failures.
Security measure: It is possible to prevent DoS attacks through multiple mechanisms
that can be applied directly to the server. By enforcing rate limits on incoming requests,
it is possible to prevent excessive traffic from a single source. By applying anomaly
detection mechanisms, the system can identify unusual traffic patterns that could
indicate an attack. web application firewall (WAF): Employ a WAF to filter and
block malicious traffic before it reaches the web service. content delivery network
(CDN): Use a CDN to distribute traffic and absorb distributed denial of service (DDoS)
attacks, improving availability. Redundancy and failover: Set up redundant servers
in different geographical regions and implement failover mechanisms to maintain
service in case of a failure.

2. Ports
Security risk: DoS attacks on ports are high risk because they disrupt critical network
services, causing downtime, data loss, and financial harm. Limited resources, collateral
damage, reputation loss, and potential legal consequences make these attacks highly
damaging.
Security measures: Network-level protection: Firewalls—deploy firewalls to filter incoming
traffic and block suspicious or excessive requests to the ports. Intrusion detection/
prevention systems (IDS/IPS)—use IDS/IPS systems to detect and prevent unauthorized
access or abnormal traffic patterns. access control list (ACL)—configure ACLs on
network devices to allow only legitimate traffic to reach the ports. Encryption and
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authentication: Encryption—use encryption (e.g., hypertext transfer protocol secure
(HTTPS)) to secure communication between clients and the web service, preventing
unauthorized access and tampering. Authentication—install strong authentication
mechanisms to ensure that only authorized users can access the service.

7.3.3. Elevation of Privilege

1. Component
Security risk: Considering the huge number of ports that are typically opened on a
server and the multiple exploitation shown for performing privilege escalation this
threat is particularly relevant since an attacker might be able to change the server
configuration in order to deny access to the emergency services.
Security measure: A typical countermeasure could be the IDS and firewall, both aiming
at reducing the possible attacks. Moreover, considering that privilege escalation
is usually associated with database systems, a simple denying port service could
be enough.

7.3.4. Spoofing

1. Component
Security risk: Unauthorized persons can manipulate ERS components to intentionally
trigger false crash notifications. This can lead to unnecessary deployment of emergency
services, wasting resources, and causing confusion.
Security measure: A possible mitigation may based on appropriate authentication
mechanisms for the cloud.

7.3.5. Information Disclosure

1. Ports
Security risk: In the event of compromised communication between an autonomous
vehicle and emergency services, the outcome can be ineffective, potentially culminating
in accidents, harm, or even loss of life.
Security measure: Enable the vehicle to communicate via multiple technologies, such as
cellular networks, dedicated short-range communication (DSRC), and satellite links.
This minimizes the likelihood of total communication breakdown.

7.4. Cloud

In both architectural models, this layer serves the purpose of connecting with emergency
services upon detecting and confirming an accident with the user. The Chang et al. [27]
architecture incorporates an ML model to verify accident occurrences and subsequently
communicate with emergency services, making this component critical for both privacy and
security. On the other side, Kahliq et al. [28] limit the usage of the cloud to receive accident
alerts, manage data packets, storage, visualization, and collaborate with authorities by sharing
statistical insights to implement effective accident countermeasures.

7.4.1. Denial of Service

1. Ports and Communication
Security risk: The cloud has a high-level of risk because the access vector is the network
(the attacker only needs network access), and also because the operational impact is
high. For example, if a crash occurs and the port is not working, the cloud will not be
notified and this can result in bad consequences for the passengers.
Security measures: A solution for this would be rate-limiting. Implementing a mechanism
to limit the rate for the cloud can mitigate the risk level for denial of service of the cloud.

7.4.2. Spoofing

1. Component
Security risk: If someone is spoofing the cloud, they can obtain access to it by pretending
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they are someone else. The attacker can obtain data about the road user from the cloud.
In some cases this can result in obtaining the user’s passwords and infotainment. The
privacy of the road user will be highly affected. Also, the risk can be considered high
because the attack vector is high, so the attacker can obtain access to the cloud via
the internet.
Security measures: Authentication can be a good solution for this attack. By implementing
an authentication mechanism for the cloud, other entities cannot gain unauthorized access
to the cloud.

7.4.3. Information Disclosure

1. Component
Security risk: The cloud has a high-level privacy risk because the attacker can potentially
access the road user’s data from an access vector due to the always available resource
on the network (the attacker only needs network access). Regarding financial losses,
the company can suffer financial losses depending on the stolen information.
Security measures: It is possible to leverage asymmetric encryption to protect road users
data by encrypting them using a user private key, which can be exchanged with the
legitimate destination of the data, or using proxy re-encryption [59], which is a special
type of encryption. Such a technique allows a proxy (hosted in the cloud in our use
case) to transform ciphertexts from one key to another without the proxy being able
to learn any information about the original message. The cloud should implement
encryption protection so that attackers cannot easily obtain access to the data.

7.5. WiFi

For both architectural paradigms, the WiFi module interfaces with the TCU yet assumes
nuanced roles. In the Chang et al. [27] model, its function involves data reception from
sensors while in the Kahliq et al. [28] design, the WiFi module’s distinctive role lies in direct
communication with the edge gateway.

7.5.1. Tampering

1. Communications
An attacker can gain unauthorized access to the communication between the vehicle’s
WiFi module sending data to the TCU, and thus tamper with the messages. Exploitation
of this vulnerability can lead to the compromise of the vehicle software. Altered data
reaching the WiFi module could significantly affect the operations: vehicle systems,
performance, and operational decisions. Tampering with data exchange could expose or
manipulate sensitive information, violating user privacy and security.
Security measures: Measures that can be implemented are data integrity checks and
proper penetration testing. For data integrity, checks can use cryptographic hashing
or digital signatures in order to verify the integrity of the data during transmission.

7.5.2. Denial of Service (DoS)

1. Communications
Security risk: If the attacker possesses knowledge about the network where the commun-
ication between the ERS and the vehicle occurs, they can execute a DoS attack by sending
multiple packets to the ERS. The ERS not being able to receive information about an
accident could have a severe impact on the road users’ safety. Also, the operation of the
entire ACN system is compromised.
Security measures: To mitigate the risk of this attack, firewalls and access control lists
should be implemented in order to restrict communication between devices on the
network. They would only allow necessary traffic to and from the ERS system. Other
possible measures are rate limiting, load balancing, and anomaly detection.
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7.5.3. Spoofing

1. Component
Security risk: If the information exchange is not properly protected, the attacker can
gain access to WiFi and execute a spoofing attack by exploiting the Bluetooth interface
and then gain access to the TCU and then to the WiFi module. Spoofing might allow
the manipulation of certain features by an unauthorized user, leading to major safety
complications. On the privacy side, the attacker could trick users into sharing personal
information, which could be used for identity theft and fraudulent activities.
Security measures: In order to mitigate this risk, the latest security protocol should be
implemented, wireless protected access (WPA3), which provides stronger encryption
and protection against brute force attacks.

7.6. Edge Gateway

In the Khaliq et al. [28] architecture, the edge gateway assumes a crucial role in ensuring
the safety of both the driver and passengers. This integral component is responsible for
receiving collision event reports, refining the pertinent data, and subsequently forwarding it
to the control room. Conversely, in the Chang et al. [27] architecture, an edge gateway is
absent, with the WiFi module directly collecting data from the sensors.

7.6.1. Tampering

1. Component
Security risk: The risk associated with tampering with the edge gateway presents
a threat with far-reaching implications. In this context, the edge gateway lacks
a validation mechanism for incoming information, leaving it vulnerable to being
tampered with by malicious actors. This vulnerability opens the door for attackers
to manipulate the information before it reaches the edge gateway, enabling them to
introduce erroneous data into the system. This lack of integrity checks introduces a
severe risk, as the compromised information could potentially mislead emergency
services, causing incorrect actions to be taken based on the tampered-with data.
Security measures: To counter the risk of data tampering, implementing data integrity
verification mechanisms is essential. Employing techniques like message authentication
codes media access controls (MACs) or digital signatures can ensure that the information
received by the edge gateway remains unaltered and originates from a trusted source.

7.6.2. Denial of Service (DoS)

1. Component
Security risk: The risk of denial of service (DoS) of edge gateway poses a critical
threat with potentially severe consequences. In this context, an attacker with access
to the WiFi network and sufficient resources can orchestrate a DoS attack, effectively
overwhelming the edge gateway. By exploiting vulnerabilities such as those leading
to a SYN flood attack, the attacker can inundate the edge gateway with a barrage of
malicious requests. This vulnerability could lead to a severe disruption of service,
rendering the edge gateway incapable of processing legitimate emergency requests.
Security measures: Employing DDoS mitigation solutions can help detect and mitigate
such attacks in real time. These solutions analyze incoming traffic patterns and
automatically filter out malicious traffic, ensuring that legitimate requests reach the
edge gateway. For example, implementing traffic monitoring and anomaly detection
systems to identify unusual spikes in traffic patterns that could be indicative of a
DoS attack.

7.6.3. Information Disclosure

1. Component
Security risk: The vulnerability of information disclosure of the edge gateway presents
a significant high-risk scenario. In this context, the edge gateway lacks encryption for
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the information it receives, rendering it susceptible to man-in-the-middle attacks. This
exposes a critical weakness in the system’s security architecture, allowing attackers
to intercept and potentially steal sensitive data during transmission. The absence
of encryption heightens the risk of unauthorized access, potentially compromising
the integrity of the emergency communication process and the confidentiality of the
transmitted information.
Security measures: To mitigate the risk of information disclosure, it is imperative to
implement robust encryption mechanisms. Encrypting the information transmitted
to the edge gateway ensures that even if intercepted, the data remains unreadable to
unauthorized parties, safeguarding the confidentiality and integrity of the communication.

7.6.4. Elevation of Privilege

1. Component
Security risk: If the attacker finds vulnerabilities in the authentication, for example,
using a brute force attack or social engineering, they may be able to find out the
password of the admin account. This leads to them gaining high-level privileges to
the edge gateway. This could lead to a severe safety impact, like dispatching a fake
call or denying the service. In order to isolate and fix the consequences of the attack,
a lot of resources are consumed. The whole system could be compromised, and the
attacker could obtain access to sensitive data.
Security measures: In order to mitigate the attack risk, strong access controls should
be implemented to limit who can access the edge gateway. The principle of least
privilege is recommended, ensuring that users only have the permissions necessary
for their tasks. Also, firewalls can be deployed to filter incoming and outgoing traffic,
blocking unauthorized access attempts.

7.6.5. Repudiation

1. Component
Security risk: If the edge gateway has multiple legitimate accounts, the attacker might
gain access to one of them and compromise the non-repudiation principle. This
attack may compromise the whole system and also cause a major privacy impact, as
important data can be stolen.
Security measures: For mitigation, comprehensive logging of all relevant activities
should be enabled on the edge gateway. Also, a trusted execution environment can be
used, as well as multiple-factor authentication.

7.7. Camera

The camera component ensures that the surroundings and details of the accident will
be known to the emergency services. In both architectures, the data acquired from the
camera is sent for further processing along with the sensor data, causing potential privacy
issues. Given the Khaliq et al. [28] architecture usage of many components to process the
camera data before uploading it to the cloud, such a system could lead to more attacks
compared to the other architecture.

7.7.1. Tampering

1. Component
Security risk: Tampering with the camera itself in an ACN system compromises the
accuracy of the crash data, potentially leading to inaccurate emergency response,
delayed aid, and challenges in insurance claims processing. This endangers lives,
undermines accountability, and hampers the system’s overall effectiveness.
Security measures: Physical tamper-evident enclosures: Implementing tamper-evident
enclosures for cameras can deter unauthorized access. These enclosures are designed
to show clear signs of tampering if someone tries to open or manipulate the camera,
alerting administrators to potential breaches.
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2. Ports
Security risk: Tampering with the port connecting the ACN camera compromises the
integrity of the data transmission, potentially leading to delayed or disrupted crash
notifications. This can result in delayed emergency responses and hinder accurate
accident reporting.
Security measures: Intrusion detection algorithms that monitor the connection status
and data flow through the ports can be implemented. Any abnormal patterns or
unauthorized access attempts trigger alerts, allowing administrators to take appropriate
action.

7.7.2. Denial of Service

1. Component
Security risk: Denial of service attacks targeting the camera can disrupt crash data collection
and transmission, leading to delayed or missed crash notifications. This compromises the
emergency response, hampers insurance claims processing, and undermines the overall
effectiveness of the ACN system.
Security measures: intrusion prevention systems (IPS) can be deployed to track network
traffic and detect patterns indicative of DoS attacks. The system can automatically
block or mitigate traffic from suspected attackers, ensuring the camera’s availability
and data integrity.

2. Ports
Security risk: Denial of service attacks targeting the port connecting the ACN camera
disrupt data transmission, leading to delayed crash notifications and compromised
emergency response efforts.
Security measures: The implementation of rate limiting on incoming connections to the
port can prevent overload on the port with excessive requests and reduce the risk of
DoS attacks causing disruptions in data transmission.

7.7.3. Elevation of Privilege

1. Component
Security risk: Elevation-of-privilege targeting of ACN camera systems is a significant
concern as it allows unauthorized access to gain higher-level control, potentially
compromising the integrity of accident data and system operations. This can lead to
falsified crash reports, delayed emergency responses, and hindered insurance claims
processing, undermining the overall effectiveness of ACN systems.
Security measures: To mitigate this threat, multi-factor authentication (MFA) can be
used. Implementing MFA requires users to provide many forms of verification before
accessing ACN camera controls. This could include a combination of something
they know (password), something they have (security token), or something they are
(biometric data). MFA strengthens access controls and prevents unauthorized users
from gaining elevated privileges, enhancing the security of the ACN camera system.

7.7.4. Repudiation

1. Component
Security risk: Repudiation threats against ACN camera systems are a critical concern as
they enable malicious users to deny their involvement in recorded incidents, leading
to legal and accountability issues. This jeopardizes the reliability of accident data,
emergency response efforts, and insurance claims, undermining the trustworthiness
of ACN systems.
Security measure: Implementing digital signatures for all captured crash data and
maintaining comprehensive audit logs can counter repudiation attempts. Digital
signatures provide a unique and verifiable identifier for each piece of data, ensuring
its authenticity and origin. Audit logs record all interactions and changes made to the
system, creating a trail of evidence that can be used to confirm the legitimacy of the
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actions taken. These measures collectively deter users from denying their involvement
in modifying or deleting crash data.

7.8. GPS

GPS is a relevant component for understanding the location of a user when an accident
happens and consequentially for enhancing the efficiency of ERS. Despite being a critical
component in both architectures, Figure 8 shows that the Khaliq et al. [28] architecture
is vulnerable to more threats due to the absence of communication redundancy and the
low-level communication protocol used.

Repudiation

1. Component
Security risk: A critical risk lies in the potential compromise of non-repudiation within
the GPS component of the ACN system, with implications that extend far beyond
mere data manipulation. This vulnerability threatens the accuracy and reliability of
crash event notifications, potentially leading to delayed or inadequate emergency
responses and legal complications.
Security measures: To mitigate this, the integration of robust cryptographic signatures,
secure time synchronization, and immutable logs, combined with the use of hardware
security modules (HSMs) and secure time synchronization protocols, bolsters the
accuracy and veracity of GPS data. Digital certificates and public key infrastructure
(PKI) facilitate trusted sender authentication, while anomaly detection and IPS monitor
data streams for irregularities. Implementing redundant GPS sensors, frequent
auditing, real-time data validation, and secure cross-referencing aligns with the
security enhancements proposed in the system’s architecture. These measures
collectively ensure data integrity, origin verification, and effective operation of the
ACN system while preserving user safety and privacy.

7.9. Machine Learning

In the architectural framework proposed by Chang et al. [27], ML is used. It serves
the purpose of augmenting the precision of crash predictions. Conversely, this component
introduces vulnerability to potential adversarial actions, such as data tampering. Instances
of tampering with the collected data have the potential to induce inaccurate responses from
the model, consequently posing risks to the well-being of the driver. The other architecture
does not consider any ML model, decreasing the accuracy but enhancing the security.

7.9.1. Tampering

1. Component
Security risk: The ML component is placed at a remote location and carries out
the execution of algorithms to determine the initiation of an emergency response.
Tampering with this component can lead to incorrect prediction, which means that
some possible emergencies are not correctly detected. Typical attacks consist of data
poisoning and other attacks which lead to confusing the model.
Security measures: Data validation must be put in place by regularly validating the
data used for training.

2. Ports
Security risk: An attacker can tamper with the connection between the ML and the
cloud via network, thus making it a high risk level. The safety of the passengers can
be highly affected. For instance, if a crash occurs, the ML program will not be able
to communicate with the cloud. In this situation, there will be a big financial impact
because if there is a false alarm, sending out the emergency services still costs a lot.
Security measures: The communication between the ML and the cloud can be ensured
through encryption. Communication between the cloud and ML units should implement
encryption mechanisms to ensure that the communication remains secure and unaltered.
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7.9.2. Repudiation

1. Component
Security risk: The absence of non-repudiation may assist a malevolent attacker in
obtaining data from an untrustworthy source. This could have significant safety
implications in the event of an accident, as the systems notifying the ERS might
not be accessible, potentially leading to serious or even fatal injuries. Even without
considering the security repercussions for the road users, the operational ramifications
are also noteworthy. This is due to the fact that the lack of ACN continues to signify a
significant failure of a core feature.
Security measures: To mitigate the absence of non-repudiation, digital signatures
remain one of the most potent methods. Thus, the machine learning service should
incorporate asymmetric encryption for every data piece transmitted or received.

7.10. Privacy Measures

The evolution of automobiles has led to the collection of an increasingly amount
of information about every aspect of the driving experience, prompting manufacturers
of such technologies to deal with a large amount of sensitive information. This, in
turn, makes privacy a fundamental aspect of the process of creating new technologies
of this kind. Considering the privacy flaws highlighted in the previous subsection, some
countermeasures must be taken into consideration when developing a privacy-by-design
system. Constant vehicle geolocation captures every detail of users’ daily routines and
movements, making it possible for third parties to exploit this information. Moreover,
data collection and processing can unveil extra personal and sensitive information such
as contacts stored or, if using the ACN system, even images captured inside the car. This
underscores the critical need to implement privacy countermeasures to safeguard this
information.

Privacy by default is increasing the proactivity at the beginning of the developing
stage, considering privacy not anymore as a passive activity, to be taken care of when
privacy issues are detected, but before they happen. Consideration of privacy at an earlier
stage is able to enhance transparency, so there will be open and clear communication
about data collection. The driver must be informed about the collected data and must be
able to stop the collection whenever they believe it is not necessary anymore. Moreover,
data produced by vehicle systems are usually used by multiple parties, data minimization
can be put in place so that the collected data will limited to what is necessary for specific
functionalities. Another interesting property to be considered, especially for the architecture
defined by Chang et al. [27] is data anonymization; this is particularly relevant for ML
models where personal data are used to feed models. Among other properties, it is
necessary to recall user consent, so the permission will be explicit and informed, purpose
binding, so the data will be only used for the purposes explicitly communicated to the
user during consent, data portability, so the user has the right to access and retrieve their
personal data, and the right to be forgotten, so the user’s entitled to have their personal
data erased.

General Data Protection Regulation (GDPR) in Europe defines the way in which these
methods are applied. To assess the risks and prevent threats in a proactive way, a model
like LINDDUN can be considered:

• Linkability: Apparently unrelated data can be linked together to identify a person or
reveal sensitive information.

• Identifiability: An individual can be identified through a collection of data.
• Non-repudiation: The ability of an individual to deny an action or event they have

undertaken.
• Detectability: Detecting that a user’s personal data has been collected and used

without their consent.
• Disclosure of information: Collected data are disclosed to unauthorized third parties.
• Unawareness: The user is unaware that specific data are being collected.
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• Non-compliance: The organization does not conform to privacy policies and laws.

Numerous privacy preservation strategies can be implemented to lower risks at
various levels in light of the mentioned designs and related threats:

1. Differential privacy: Ensures that the addition or removal of a single individual’s
data does not significantly impact the results of a data analysis. It allows for the
collection of aggregate information while minimizing the risk of identifying individual
contributors.

2. Synthetic data: Generating artificial data that retains statistical properties of the
original dataset, but does not contain actual sensitive information. This helps in
sharing information for analysis while maintaining privacy.

3. Homomorphic encryption: An encryption that allows computations to be performed
on encrypted data without decrypting it first, preserving privacy during data processing.

4. Zero-knowledge proofs: Allows it to be proved that a statement is true, without
revealing any specific information about the statement itself.

5. Trusted execution environments: Secure hardware-based environments that ensure
the confidentiality and integrity of computations and data even in the presence of
potentially compromised software.

6. Secure multiparty computation: Enabling multiple parties to perform joint compu-
tations on their private data without revealing the actual data to each other.

7. Private set intersection: A cryptographic technique that allows the intersection of
their datasets to be determined without sharing the actual data contained within them.

8. Federated learning: A machine learning approach where models are trained across
decentralized devices or servers, allowing data to remain local and reducing the need
for centralized data sharing.

These privacy enhancing technologies contribute to preserving privacy while enabling
data analysis and processing, promoting a balance between utility and individual data
protection.

8. Suggested Improvements

The realm of architectural and security improvements that collectively form an intricate
web of defense mechanisms against the spectrum of threats looming over the ACN system
needs continuous improvements because of the continuous enlargement of the threat
panorama.

8.1. Encryption, Authentication, and Access Control

The ubiquitous integration of technologies such as BLE, WiFi, LTE, and the emerging
6G is able to enhance the reliability of automotive systems, but on the other side, it leads
to an expansion of the attack surface. This expansion, as demonstrated in the threat
assessment phase, mandates a comprehensive approach to secure these communication
channels, thereby fortifying the ACN system against a diverse range of potential breaches.
A very relevant branch of the literature is mainly focused on securing physical layers on
heterogeneous networks [60,61]. Continuing the discourse, major improvements in the
reliability of the solutions analyzed may be the implementation of satellite communication
leading to the research undergoing for the sixth generation of cellular networks [62]. While
this technology augments communication coverage, it introduces the need for meticulous
implementation of encryption and authentication protocols [63].

By bolstering the security of satellite-based data exchanges, the ACN system’s resilience
against adversarial exploitation is substantially elevated. The narrative then shifts towards
the inseparable duo of the TCU and ECU. In both the analyzed architectures, we can
identify them as two potential single points of failure, but as these two core components
are crucial for the correct behavior of the module, some redundancy-based mechanisms
and fail-safe protocols [64] need to be adopted. These safeguards ensure that even
in the event of the TCU or ECU being compromised, the ACN system maintains its
operational efficacy. An essential facet of fortifying the communication security of the ACN
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system, and more generally of automotive systems, resides in meticulous evaluation and
streamlined elimination of redundant or unused features, such as Bluetooth connectivity
when not essential. This pragmatic approach directly addresses the expansion of the attack
surface, a concern paramount in contemporary vehicular cybersecurity. By meticulously
examining and selectively deactivating features that are extraneous to the ACN system’s
core functionality, the potential vectors for malicious intrusion are substantially curtailed.
This undertaking not only reduces the system’s vulnerability but also enhances operational
efficiency and elevates resource allocation. Moreover, this judicious removal of unnecessary
features aligns seamlessly with the principle of minimalistic design, fostering a leaner,
more secure vehicular architecture. Amidst these solutions, TPMs, as depicted in Figure 9,
and more particularly HSMs emerge as potent tools [65,66]. These specialized hardware
devices provide a secure enclave for cryptographic operations, safeguarding sensitive
cryptographic keys from potential compromise. While the introduction of HSMs needs
a careful assessment of cost and potential performance implications, their integration
aligns seamlessly with the ACN system’s security imperatives. Tailored to address the
diverse demands of the vehicular environment, HSMs can be optimally deployed across
varying components based on their performance requirements and specific contexts. Low-
performance HSMs find their niche within components like sensors, where resource
constraints and real-time demands are of paramount concern. Designed for efficiency,
these HSMs provide a lightweight cryptographic solution that ensures data integrity and
privacy for these critical data collection nodes. These low-performance HSMs strike a
balance between robust security and the exigencies of low-power sensors, safeguarding
data even in the face of constrained resources. Transitioning to the TCU, the complexities
of this central hub need a high-performance HSM. This level of HSM offers elevated
processing power, capable of handling intricate cryptographic operations while maintaining
real-time performance. As the link of data aggregation and communication, the TCU’s high-
performance HSM ensures secure data transmission without compromising the operational
efficiency demanded by the ACN system’s dynamic environment. Situating itself between
these two extremes, the medium-performance HSM finds its role in various intermediate
components. This tier balances cryptographic processing power with efficiency, catering
to components that require more processing capability than sensors but less than the
TCU, like the ECU. By offering a scalable solution, the medium-performance HSM
serves as a versatile cryptographic guardian across a spectrum of ACN system elements.
On the first analyzed architecture, a major vulnerability is the misuse of the OBD-II
system. In particular, the usage of the OBD-II system, a system meant for diagnostic
purposes, is used to retrieve data about the car speed. This misuse can considered as a
vulnerability, highlighting its potential for misuse in extracting vehicle speed data. This
revelation underscores the urgency of instituting stringent access controls and authentication
mechanisms for OBD-II interfaces [67]. By erecting these digital ramparts, it is possible
to ensure the veracity of data exchanged and defend against potential unauthorized
incursions. Authentication and authorization mechanisms stand as crucial gatekeepers
within the ACN system. Their absence exposes the system to the risk of unauthorized
access, data manipulation, and even malicious attacks. The usage of HSM, as shown
in the previous subsection, is not limited to efficient encryption. These modules are
able to guarantee key management, which could be a resolution for the problem of
authentication in the automotive context. Decentralized key management enhances security
by removing the need for a centralized server. Authorization can be achieved through the
usage of a distributed ledger, such as blockchain [68], or a more classical system based on
certification [69].
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Figure 9. Trusted platform module (TPM) components.

8.2. Intrusion Detection System

Reinventing the security dynamics of the ACN system involves rethinking the approach
to the traditional direct link between sensors and the ECU. To fortify this connection, the
concept of zonal controllers equipped with filtering capabilities or IDS [70–72] emerges as
a robust alternative. By sidestepping the direct linkage, potential vulnerabilities stemming
from unfiltered data streams can thwarted. Zonal controllers act as vigilant gatekeepers,
scrutinizing incoming data before transmitting it to the ECU, thus mitigating the risk of
potentially malicious input and allowing for the definition of different security policies
and controls for each zone, reducing the attack surface and enhancing overall security.
Following this perspective, we can consider the incorporation of a controller area network
(CAN) whitelist. This approach meticulously regulates communication access, repelling
unauthorized entities and forming a proactive defense against intrusion attempts. It is
through this measure that the foundation of security is established, ensuring the sanctity of
data within the ACN system. Anyway, it is important to acknowledge that the implementation
of zonal controllers introduces complexities in data management and latency. Another
avenue to explore could involve decentralized processing, distributing some control functions
across various vehicle components, potentially reducing the dependency on a single point of
failure. The deployment of IDS further bolsters the security posture by actively monitoring
data traffic for anomalous patterns that could indicate an incipient cyberattack. This architectural
evolution not only heightens resilience but also amplifies the system’s capacity to withstand
intrusion attempts.

The dynamic landscape of modern cybersecurity offers a panoply of solutions tailored to
the specific constraints of vehicular environments. Comprehensive cybersecurity solutions,
ranging from privacy-preserving techniques like data pseudonymization and differential
privacy to encryption both at rest and during transmission, can be artfully woven into
the fabric of the ACN system’s architecture. In summation, the principles of “privacy-by-
design” and “security-by-default” emerge as cardinal tenets governing the cybersecurity
paradigm of the ACN system [73]. This precept underscores the profound importance
of integrating security considerations at the start of component development, thereby
establishing a comprehensive foundation of protection against a dynamic array of cyber
threats. Looking ahead, the transformative odyssey embarked upon by the ACN system
serves as a poignant exemplar of the inextricable fusion between innovation and security.
This trajectory charts a course toward a future where vehicular cybersecurity stands as an
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intrinsic facet of technological progress, a vanguard of privacy preservation, user trust, and
societal well-being.

9. Conclusions

This security analysis of an ACN system highlights the importance of robust cybersecurity
measures within the automotive industry, particularly regarding functions within a car and
the automatic notification system for crash incidents. As the automotive landscape rapidly
evolves with the integration of advanced technologies, the potential benefits of such a
system are undeniable: rapid and accurate crash detection, coupled with the immediate
deployment of emergency response teams, holds the promise of saving countless lives. The
interconnected nature of modern vehicles and their reliance on digital infrastructure make
them susceptible to a number of cyber threats. Malicious actors could exploit vulnerabilities
in the system to not only manipulate critical functions of the vehicle but also compromise
the privacy and safety of vehicle occupants. To manage the cybersecurity risks, all product
life-cycle phases must be covered: concept, development, production, operation, and
maintenance. The usage of ISO/SAE 21434 provided a valuable tool for assessing the
security of automotive architecture, paving the way for its usage on multiple systems, and
possibly detecting all the risks of a given architecture. An average of 310 threats were
detected using the TARA methodology in combination with ISO/SAE 21434, demonstrating
its applicability also to individual architectures. Furthermore, the privacy concerns of an
ACN system cannot be overlooked. As demonstrated by the study, personal data such as
pictures of the user and continuous tracking using GPS can lead to critical threats from
the information disclosure and snooping point of view. Handling personal data, including
location and health information, demands a balance between emergency response efficacy
and individual privacy. This balance requires transparent data usage policies, explicit user
consent, and stringent access controls to prevent unauthorized use or abuse of sensitive
information. Therefore, deeper analysis must be conducted on the following topics in order
to improve and extend the current work:

1. User privacy: One of the first steps is to expand the scope of our analysis to consider
how the system handles user data. This includes examining the practices for collecting,
storing, and using data. It is important to look at how long data are retained and
the potential for unauthorized access to these data. Decentralization solutions are
expanding and can be provided by moving the data collected in the automotive
context away from centralized servers, leveraging techniques related to user-centric
data spaces.

2. Ethical considerations: It is not just about technology; there are ethical dimensions
to securing the ACN system. This involves diving deep into the moral and societal
consequences of our actions. We must consider the safety of users, their privacy rights,
and our responsibility as system developers. Establishing ethical disclosure practices
for vulnerabilities is critical to maintaining trust and transparency. Modifications to
Equation (1) can be applied in order to add the ethical impact (EI) of the considered
feature.

3. Autonomous system and regulatory compliance: We also need to ensure that our
security measures align with legal and regulatory frameworks related to autonomous
systems. This involves researching and understanding the specific rules and standards
that apply to automated systems, which have always been characterized by privacy
issues, such as in the case of GDPR. Compliance not only keeps us within the bounds
of the law but also enhances security.

4. Risk value determination: The parameters considered in Equation (1) consider the
same weight for all the impacts (safety, financial, operational and privacy), but in
some cases this is not completely correct. For example, certain parameters can be
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prioritized based on the application or business requirements, so that the equation
can be modified as follows:

Risk = Avg(w1S + w2F + w3O + w4P)× Feasibility (2)

where W = [w1, w2, w3, w4] is the vector containing the weight of each impact factor
for the considered application. In such an approach, it is possible to give precise
weight to each component of the risk value determination formula and conduct a
more precise analysis. In addition, based on the requirements, impact (ethical as
mentioned above) and feasibility analysis criteria can be added/updated.

By taking into consideration these points, it is possible to draw a complete picture
of each system. An extension of ISO/SAE 21434 can be considered for including all these
concerns, like in the case of financial risk assessment proposed in [74]. This comprehensive
approach ensures that we protect user privacy, adhere to ethical principles, leverage
advanced technology, meet legal requirements, and maintain continuous vigilance against
evolving threats. Ultimately, the need for a more decentralized world that is able to preserve
users’ data paves the way for a user-centric automotive environment that prioritizes both
cybersecurity and user safety.
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AACN advanced automatic collision notification
ACL access control list
ACN automatic collision notification
ADAS advanced driver assistance system
AES Advanced Encryption Standard
AI artificial intelligence
BLE Bluetooth low energy
BT Bluetooth

https://www.autocybersec.ro/past-acsas/acsa-2023
https://www.autocybersec.ro/past-acsas/acsa-2023
https://github.com/acsaeurope/acncomparison
https://github.com/acsaeurope/acncomparison


Vehicles 2023, 5 1799

CAN controller area network
CDN content delivery network
CMI crash momentum index
CSI crash severity index
CVSS Common Vulnerability Scoring System
DDoS distributed denial of service
DoS denial of service
DSRC dedicated short-range communication
DTC diagnostic trouble code
GDPR General Data Protection Regulation
eCall emergency call
ECU electronic control unit
EDR event data recorder
EES energy equivalent speed
EoP elevation of privilege
ERS emergency response service
FHSS frequency-hopping spread spectrum
GNSS Global Navigation Satellite System
GPS Global Positioning System
GSM Global System for Mobile Communications
HSM hardware security module
HTTPS hypertext transfer protocol secure
I-V in-vehicle
IDS intrusion detection system
IEEE Institute of Electrical and Electronics Engineers
IIHS Insurance Institute for Highway Safety
IoT internet of things
IoV internet of vehicles
IPS intrusion prevention systems
IR impact response
ISO International Organization for Standardization
IVI in-vehicle infotainment
LoRa long range
MAC media access control
MEMS micro-electro-mechanical system
MFA multi-factor authentication
MITM man in the middle
ML machine learning
OBD on-board diagnostics
OBU on-board unit
OEM original equipment manufacturer
OpenCV Open Source Computer Vision Library
PCIs pre-crash indicators
PHP hypertext preprocessor
PKI public key infrastructure
pre previous
SAE Society of Automotive Engineers
SecOC secure on-board communication protocol
SMS short message service
SQL Structured Query Language
STRIDE spoofing; tampering; repudiation; information disclosure; denial of service; elevation of privilege
TARA threat analysis and risk assessment
TPM trusted platform module
TCP transmission control protocol
TCU telematics control unit
UART universal asynchronous receiver/transmitter
USB universal serial bus
V2C vehicle-to-cloud
V2I vehicle-to-infrastructure
V2P vehicle-to-pedestrian
V2V vehicle-to-vehicle
V2X vehicle-to-everything
WAF web application firewall
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