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Abstract 

This paper proposes a formally analyzable Cloud-IoT architecture for educational envi-

ronments, connecting learners, teachers, and institutional administrators to a shared cloud 

infrastructure through an intermediate IoT layer. The architecture is instantiated in a busi-

ness-language learning scenario, with four cloud subsystems: a Domain Terminology Re-

pository, an Adaptive Learning Engine, a Monitoring and Assessment Module, and an 

Administrative and Reporting Module. Its dynamic behavior is formally represented us-

ing a timed Petri net incorporating state evolution, transition-delay parameters, feedback, 

and formal behavioral conditions. The complete model is simulated using Visual Object 

Net++, and the results are analyzed across the Cloud, IoT, and Client subnets to examine 

state evolution and marking variation. Additional controlled experiments examine the 

model under timing variations and increased concurrent Client workloads. A reduced 

Generalized Stochastic Petri Net (GSPN), representing a Cloud-IoT processing and feed-

back cycle, is subsequently analyzed using GreatSPN. State-space analysis establishes 

boundedness, absence of dead markings, and reachability of the response state for the 

reduced model. Steady-state analysis further shows that reducing an exponentially timed 

transition rate increases the occupancy of its preceding place. The combined approach 

provides behavioral evidence for the complete architecture and complementary formal 

and quantitative results for the reduced model, without extending these results to the 

complete Petri net. 

Keywords: internet of things (IoT); cloud computing; Petri nets; educational technology; 

formal modeling; simulation; IoT architecture 

 

1. Introduction 

The ongoing advancement of educational technologies has reshaped contemporary 

learning environments, facilitating real-time data collection, adaptive teaching, and seam-

less interaction between connected devices, students, and teachers (educators). Within 

this landscape, the Internet of Things (IoT) presents significant opportunities to enhance 

both administrative efficiency and pedagogical practice. When combined with cloud com-

puting, IoT enables educational institutions to manage vast amounts of data, provide 
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tailored learning experiences, and support evidence-based decision-making across class-

room and digital learning contexts. 

Despite the promise of IoT-enabled education, modern institutions face several chal-

lenges in their implementation. Educational systems must accommodate diverse learner 

profiles, monitor progress continuously, and optimize the use of resources—all within 

increasingly complex digital infrastructures. Fragmented device ecosystems, varying 

communication protocols, and the absence of unified standards often limit the scalability 

and interoperability of IoT solutions. Existing literature highlights that IoT can also en-

hance personalized learning, monitor learner progress, and support adaptive classroom 

environments, providing practical tools to improve both student outcomes and adminis-

trative efficiency. These constraints highlight the need for systems that are not only tech-

nically robust but also adaptable to different pedagogical contexts. 

Cloud computing plays a crucial role in addressing these challenges by providing 

centralized storage, processing power, and analytics capabilities. When combined with 

IoT devices, cloud platforms can support real-time feedback, personalized learning path-

ways, and data-driven administrative decisions. They also enable secure data storage, on-

demand access to learning resources, and tailored recommendations based on learner be-

havior, creating a more responsive and connected educational environment. Furthermore, 

accessible IoT development platforms, such as Arduino and ESP8266-based development 

boards, provide practical tools for students and teachers to prototype and experiment, 

supporting hands-on learning and the development of IoT-based educational applica-

tions. Together, IoT and cloud technologies offer a foundation for building coherent sys-

tems capable of integrating multiple educational functions while supporting informed, 

adaptive teaching practices. 

One of the central considerations of this study is to explore how an integrated Cloud-

IoT architecture can support educational processes. In particular, the following questions 

guide our investigation: 

• Can a single Cloud-IoT architecture accommodate multiple categories of educational 

clients within one coherent framework? 

• How can the dynamic behavior of such an integrated system—including timing, 

feedback mechanisms, and formal behavioral conditions—be represented and ana-

lyzed using Petri nets? 

• What does simulation of this architecture reveal about state evolution and marking 

variation across the Cloud, IoT, and Client layers? 

Addressing these questions requires moving beyond architectures that are described 

only at a conceptual level, toward one that is formally analyzable and capable of repre-

senting multiple categories of educational clients. To this end, we propose a Cloud-IoT 

architecture that connects three categories of educational clients to a shared cloud infra-

structure through an intermediate IoT layer, and we define its dynamic behavior formally 

using a timed Petri net. This formalization makes it possible to represent the system’s 

evolution through a global state equation, characterize its feedback mechanism, and de-

fine formal conditions concerning conservativeness, deadlock avoidance, and buffer lim-

itation. Latency, throughput, and response rate are additionally identified as relevant 

measures for subsequent quantitative performance evaluation. The resulting model is 

then simulated using Visual Object Net++, allowing the behavior of the architecture to be 

observed under controlled simulated conditions before any physical deployment is con-

sidered. 

The contribution of this paper is therefore threefold: first, the extension of the Cloud-

IoT educational architecture to explicitly represent three categories of educational clients 

within the formal model; second, a timed Petri-net formalization of this architecture, ena-

bling its dynamic information-flow behavior to be examined through simulation under 
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controlled timing and workload variations; and third, complementary state-space verifi-

cation and steady-state analysis of a reduced GSPN representation of a representative 

Cloud-IoT processing and feedback cycle. This architectural organization is positioned 

relative to established IoT reference architectures—notably the IoT-A (Internet of Things 

Architecture) Architectural Reference Model [1] and IEEE Std 2413-2019 [2]—which de-

fine the shared architectural viewpoints and concerns that a general-purpose IoT architec-

ture is expected to address; the present architecture specializes these general concerns to 

the educational client domain rather than proposing a new reference-architecture class. 

To demonstrate its applicability, the proposed architecture is instantiated in Section 3 

through a business-language learning scenario, in which learners, teachers, and institu-

tional administrators are represented as three structurally distinct client categories. 

The remainder of this paper is organized as follows: Section 2 reviews the relevant 

literature and identifies the gap motivating this study; Section 3 introduces the proposed 

architecture; Section 4 formally defines its dynamic behavior using a timed Petri net; Sec-

tion 5 presents the simulation-based analysis of the complete model, the complementary 

formal and steady-state analysis of the reduced GSPN, and the resulting architectural in-

terpretation and limitations; and Section 6 concludes the paper. 

2. Literature Review 

2.1. Review Approach and Search Strategy 

To position the proposed architecture within the existing literature, a targeted narra-

tive review was conducted focusing on studies relevant to IoT and cloud-based educa-

tional systems and their formal modeling. The review was intended to identify the archi-

tectural and modeling approaches most directly related to the present study rather than 

to provide an exhaustive systematic mapping. 

Relevant literature was identified through IEEE Xplore, ACM Digital Library, Web 

of Science, and Google Scholar. The search focused on IoT and cloud-based architectures 

for educational environments, formal modeling of IoT and distributed systems, and Petri-

net-based approaches, including timed and stochastic models. Priority was given to peer-

reviewed studies addressing architectural design, dynamic behavior, formal analysis, or 

performance-related aspects, together with established reference architectures and foun-

dational works required to support the proposed formal framework. 

2.2. Thematic Overview 

An examination of existing research is essential to outline the principal directions 

and themes associated with the use of IoT in education. This need is reinforced by the 

growing scale of research activity in the field. A recent bibliometric analysis of Scopus-

indexed publications from 2016 to 2024 shows that scholarly output on IoT in education 

followed a general upward trajectory, peaking in 2023 before a slight decline in 2024 [3]. 

Despite this expansion, the same analysis notes that research on IoT implementation in 

education remains fragmented, lacking a comprehensive and unified understanding of 

global trends and their practical contributions to educational advancement [3]. This ob-

servation reinforces the rationale for the present review: rather than treating IoT-in-edu-

cation research as a single, homogeneous body of work, it is more productive to organize 

it around the principal themes that have emerged to date, and to examine how these 

themes relate to one another. 

Existing literature identifies several overarching themes related to the use of Internet 

of Things (IoT) technologies and devices in education, reflecting both the opportunities 

and the growing interest in encouraging student engagement with such technologies [4,5]. 

These include: 
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• Security practices for IoT devices, such as network traffic regulation, segmentation, 

and protection against unauthorized access [6]. 

• Practical applications of IoT in educational environments, including automated class-

room adjustments based on student presence, access control mechanisms, attendance 

tracking, and staff scheduling systems [4]. 

• The potential of IoT to support personalized and adaptive learning through con-

nected devices, contextual data, and data analysis [7,8]. 

• Pedagogical and communication considerations associated with the integration of 

IoT and smart devices into teaching and learning processes [9]. 

While these themes are well documented, they capture only part of the broader role 

that IoT can play in education. Several studies additionally emphasize that the success of 

IoT initiatives depends on balancing the expectations of institutional management, teach-

ers, and learners while addressing organizational and ethical challenges [4]. In particular, 

part of this literature treats IoT devices and applications as standalone interventions—

addressing security, automation, personalization, or pedagogy individually—without sit-

uating them within the broader infrastructure required to support them reliably and at 

scale. Understanding the cloud computing layer underpinning these applications is there-

fore essential to clarify both the opportunities and the practical constraints shaping cur-

rent IoT-enabled educational systems. 

This motivates the present study’s focus on cloud-based IoT infrastructures and ac-

cessible IoT development platforms as complementary components of educational de-

ployment. Cloud-based infrastructures provide the storage, processing, and data-man-

agement capabilities required to support information generated by connected devices, 

while development platforms provide a practical means of prototyping and testing IoT-

based educational applications. This distinction is particularly relevant in educational en-

vironments, where scalable cloud services and accessible hardware platforms can support 

different stages of system development, from experimentation to integration within 

broader Cloud-IoT architectures. 

The integration of cloud infrastructures into IoT-enabled educational systems is a re-

curring theme in contemporary research. Numerous studies emphasize that cloud plat-

forms constitute a foundational component for processing, storing, and analyzing data 

generated by IoT devices across local, hybrid, and fully cloud-based environments. These 

platforms also enable advanced analytics, including machine-learning-driven insights 

that support adaptive learning and institutional decision-making. For instance, Botta et al. 

[10]  highlight that the integration of cloud computing with the Internet of Things enables 

scalable resource provisioning, efficient data storage, and advanced data processing capa-

bilities, which are essential for handling the large volumes of heterogeneous data gener-

ated by IoT environments [10]. 

Within educational contexts, IoT systems can support personalized and adaptive 

learning by using data from connected devices and learning environments to tailor learn-

ing content and pace to individual needs and preferences [8]. More broadly, Al-Emran et 

al. [11]  identify a range of opportunities for IoT adoption across different educational 

contexts, while also highlighting challenges associated with its integration [11]. 

Notwithstanding these contributions, many architecture-focused studies in educa-

tional IoT remain descriptive, application-specific, or implementation-oriented, without 

providing an explicit formal model for analyzing the dynamic behavior of the complete 

architecture. Qureshi et al. [6] , for instance, propose a dedicated IoT-based system for 

school security and monitoring, illustrating the value of targeted applications but also the 

tendency toward narrowly scoped solutions [6]. At a broader level, Prasetya, Rofiudin, 

and Herwanto [7]  identify persistent implementation challenges, including 
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infrastructural limitations, data privacy concerns, and limited digital readiness among 

teaching staff [7]. 

Similarly, de Lima et al. [12]  found that most of the reviewed research on IoT in 

education focused on technical and utilitarian aspects, while pedagogically oriented the-

oretical and methodological approaches remained less prominent [12]. Taken together, 

these studies indicate a more specific gap at the intersection of educational IoT architec-

ture and formal system modeling. Existing work provides educational IoT architectures, 

application-specific implementations, and formal or stochastic modeling approaches for 

IoT and distributed systems, but the reviewed literature does not address the specific com-

bination of a multi-stakeholder educational Cloud-IoT architecture, comprising learner, 

teacher, and administrator roles, within a single executable Petri-net model. This gap mo-

tivates the present study, which extends a previously proposed Cloud-IoT architecture by 

introducing a timed Petri-net representation, examining its cross-layer information-flow 

behavior through simulation, and complementing this analysis with formal state-space 

and steady-state evaluation of a reduced GSPN model. 

To examine this gap in greater detail, a closer look at architecture-level implementa-

tions reveals how the individual pillars of security, personalization, and pedagogy have 

been combined in practice—and where current designs still fall short of the integrated, 

formally analyzable model proposed in this paper. Table 1 summarizes sixteen repre-

sentative architecture-focused studies identified through this review. 

Table 1. Representative IoT-cloud architectures and applications in educational settings. 

Study Level 
Technological  

Focus 
Contribution 

Jurva et al.  

(2020)  

[13] 

Campus 
5G, IoT, edge compu-

ting/cloud 

Technical architecture and an opera-

tional governance model addressing 

who runs a growing campus IoT infra-

structure 

Nie  

(2013) 

[14] 

Campus 
IoT +  

cloud computing 

One of the earliest three-layer smart-

campus models combining an IoT sens-

ing framework with an education cloud 

platform 

Fraga-Lamas et al.  

(2019)  

[15] 

Campus 
LoRaWAN +  

fog computing 

Empirically validated LPWAN/fog ar-

chitecture extending cloud computing 

to enable scalable, low-latency, and en-

ergy-efficient smart campus IoT 

Pexyean et al.  

(2022) 

[16] 

Campus 
IoT + AI +  

digital twin 

Smart campus approach integrating 

IoT, AI, and Digital Twin technologies 

Haggag et al.  

(2025)  

[17] 

Campus 
Survey—IoT, AI,  

sustainability 

Comprehensive review of AI, IoT, and 

Digital Twin technologies for sustaina-

ble smart campuses 

Koukaras et al.  

(2025)  

[18] 

Campus 
AI +  

wireless networks 

Conceptual framework integrating AI 

with 5G/IoT infrastructure for smart 

campus resource allocation and admin-

istrative decision-making. 

Elbertsen et al.  

(2025)  

[19] 

Campus 
AI + IoT +  

user experience 

User-centered smart campus design 

framework derived from expert inter-

views and user validation, identifying 

key design elements that enhance user 

experience. 
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Arsenijević et al.  

(2026)  

[20] 

Campus 
IoT readiness  

assessment 

Context-specific IoT readiness assess-

ment framework (24 dimensions) inte-

grating organizational, technological, 

and client readiness, evaluated through 

a university case study. 

Burunkaya & Duraklar 

(2022)  

[21] 

Classroom 
IoT sensors + control of  

environmental factors 

IoT-based smart classroom incubator 

for automated control of classroom en-

vironmental conditions tailored to indi-

vidual needs. 

Dai et al.  

(2023)  

[22] 

Classroom 
IoT + Cloud-edge  

architecture 

Four-layer cloud-edge computing ar-

chitecture distributing data processing 

across edge nodes for real-time smart 

classroom applications. 

Sharma & Aarthy  

(2016)  

[23] 

Classroom IoT + RFID + cloud 

Early practical cloud-connected IoT ap-

proach for automated attendance man-

agement. 

Dhir et al.  

(2024) 

[24] 

Classroom IoT + pedagogy 

IoT in education framework empha-

sizes enhanced learning experiences, 

smart classroom applications, and edu-

cational process automation. 

Jayousi et al.  

(2025) 

[25] 

Classroom 
IoT +  

inclusive pedagogy 

Conceptual framework integrating IoT-

based real-time monitoring with adap-

tive teaching for inclusive education. 

Quevedo Piratova et al. 

(2025) 

[26] 

Classroom 
AI + IoT-enabled  

classrooms 

Systematic review of 90 studies identi-

fying architectural, environmental, and 

technological design principles for AI- 

and IoT-enabled classrooms 

Khashan et al.  

(2023)  

[27] 

Cross-cutting 
IoT + Blockchain  

authentication 

Blockchain-based, energy-efficient de-

centralized authentication for resource-

constrained IoT devices across a multi-

university network. 

Andriulo et al.  

(2024)  

[28] 

Cross-cutting 
Edge + cloud +  

hybrid IoT computing 

Systematic review comparing edge, 

cloud, and hybrid architectures for la-

tency-, privacy-, and scalability-sensi-

tive IoT applications. 

Read together, these sixteen studies, spanning research published between 2013 and 

2026, reveal a clear architectural progression driven by three converging concerns. First, 

scalability: early designs such as Nie’s [14] proposed a centralized, cloud-based three-

layer model for campus-wide IoT—an approach that later studies increasingly comple-

mented with edge and fog layers as device counts and latency-sensitive applications grew, 

favoring computation closer to the data source. This evolution is illustrated by Fraga-La-

mas et al. [15], who propose a fog-computing architecture over LoRaWAN specifically to 

overcome the scalability and power-consumption limits of pure cloud designs, while Dai 

et al. [22] propose a comparable cloud-edge hybrid for classroom environments to reduce 

latency and network congestion. Andriulo et al.’s review [28] frames this as a general 

trade-off in the field: cloud computing offers scalability and flexibility, while edge and fog 

layers reduce latency and improve privacy, so the right architecture depends on the ap-

plication requirements and deployment constraints. More recent surveys build on this 

same infrastructure from different angles: Haggag et al. [17] document a broad set of sus-

tainability-oriented technologies now layered onto smart-campus infrastructure, Kou-

karas et al. [18] propose extending it toward AI-driven resource allocation and 
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administrative decision-making, and Arsenijević et al. [20] show, through a university 

case study, that organizational and cultural factors can become the primary barriers once 

a campus attempts to implement such an architecture. 

Second, purpose: narrowly scoped deployments—environmental control [21], at-

tendance tracking [23]—confirm the technical feasibility of cloud-connected IoT in ordi-

nary classrooms. Dhir et al. [24] broaden this view, discussing the use of IoT-enabled 

smart classes to support teaching and learning, though their account remains largely ex-

ploratory. Two recent studies narrow the focus further: Jayousi et al. [25] propose a con-

ceptual, not yet validated, framework using IoT-based monitoring to support inclusive 

teaching, while Quevedo Piratova et al.’s review of ninety studies [26] identifies the phys-

ical design features—acoustics, lighting, flexible furniture, sensory-inclusive layouts—

that define effective AI/IoT classrooms. At the campus level, Elbertsen et al. [19] identify 

user priorities such as workplace availability and energy efficiency through expert inter-

views, while Pexyean et al. [16] extend the infrastructure toward AI- and digital-twin-

based predictive management. Third, largely unaddressed elsewhere, is security: 

Khashan et al. [27] identify limitations associated with centralized authentication and pro-

pose a decentralized, blockchain-based alternative for resource-constrained educational 

hardware. 

Taken together, the studies summarized in Table 1 primarily address architectural 

design, implementation, scalability, security, or application-specific concerns rather than 

the formal representation of the complete educational IoT architecture’s dynamic behav-

ior. This distinction motivates the following examination of formal modeling approaches 

capable of representing concurrency, synchronization, temporal behavior, and uncer-

tainty in distributed systems. 

Among these approaches, Petri nets represent one of the most established formalisms 

for analyzing the dynamic behavior of complex distributed systems. Petri nets are partic-

ularly suitable for the architecture considered in this study because the Cloud, IoT, and 

Client components operate as interconnected processes whose activities may occur con-

currently and require synchronization across architectural levels. Their state-based repre-

sentation also makes it possible to follow the movement of information through the sys-

tem, while timed transitions represent delays associated with different processing stages. 

In addition, the feedback path can be represented explicitly within the same formal model. 

These characteristics make Petri nets appropriate for examining the concurrent, temporal, 

and iterative behavior considered in the proposed Cloud-IoT-Client architecture. To iden-

tify appropriate formal modeling approaches for educational IoT systems, the reviewed 

studies were selected based on three criteria: (i) the use of formal methods for analyzing 

system behavior, (ii) their relevance to IoT, educational, or distributed computing envi-

ronments, and (iii) their capability to address dynamic properties such as concurrency, 

synchronization, timing, or uncertainty. Table 2 summarizes representative studies ac-

cording to these criteria and highlights the remaining modeling limitations. 

Building on prior work by the authors [29], which proposed and simulated a Petri-

net-based IoT architecture for higher education using functional blocks, the present study 

extends that foundation in three specific ways: (i) it formalizes the architecture as a timed 

Petri net with an explicit global state equation, feedback relation, and formally stated con-

ditions for conservativeness, deadlock avoidance, and buffer limitation, none of which 

were defined in [29]; (ii) it complements the simulation-based analysis with formal state-

space verification of a reduced GSPN using GreatSPN, establishing boundedness, absence 

of dead markings, and reachability of the response state within the reduced model; and 

(iii) it provides a quantitative steady-state analysis of transition-rate variations for the re-

duced GSPN, an analytical perspective not considered in [29]. Together, these additions 
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substantially extend the formal and analytical treatment of the architecture beyond the 

earlier study. 

Table 2. Positioning of the present study relative to existing approaches. 

Study Domain 
Formal Notation/ 

Modeling Approach 
Analytical Focus 

Identified Contribution and 

Remaining Limitation 

Murata  

(1989)  

[30] 

General formal 

modeling 
Classical Petri nets 

Reachability, liveness, 

boundedness, invariants, 

deadlock-related properties 

Establishes the theoretical foun-

dation of Petri net analysis but 

does not address time-depend-

ent or stochastic system  

behavior. 

Ahmad et al. 

(2023)  

[31] 

IoT systems—

network secu-

rity 

Colored Petri nets 

Security properties, protocol 

behavior, routing interac-

tions 

Demonstrates formal analysis 

in IoT networks but focuses on 

security rather than educational 

architecture or performance be-

havior. 

Fortas et al. 

(2025)  

[32] 

IoT systems—

architecture 

modeling 

High-level Petri nets  

(G-Nets) 

Component interaction, 

modular behavior, formal 

verification 

Supports formal IoT system 

modeling but does not analyze 

temporal constraints or opera-

tional performance. 

Balogh et al. 

(2013)  

[33] 

Educational 

systems—e-

learning pro-

cess modeling 

Petri nets 

Learning workflows, student 

progression, process execu-

tion 

Demonstrates the applicability 

of Petri nets in education but 

excludes IoT infrastructure and 

distributed system dynamics. 

Balogh & 

Kuchárik 

(2019)  

[34] 

Educational 

systems – 

LMS analytics 

Petri nets 

Correlational/predictive 

modeling of student grades 

from LMS usage 

Extends the earlier determinis-

tic model (same research 

group—[33]) toward predictive 

analysis; still excludes IoT infra-

structure and distributed sys-

tem dynamics. 

Khamparia 

and Pandey 

(2016)  

[35] 

Educational 

systems—se-

curity model-

ing 

Aspect-oriented  

Stochastic Petri nets 

Security threats,  

reliability, uncertainty  

associated with attacks 

Applies stochastic Petri nets to 

threat modeling and security 

assessment in an e-learning sys-

tem; does not address a Cloud-

IoT educational architecture or 

cross-layer information-flow 

analysis. 

Boca et al. 

(2023)  

[29] 

Educational 

IoT systems—

higher educa-

tion 

Petri-net-based modeling 

and simulation in Visual 

Object Net++ 

IoT architecture,  

information flow, and  

simulation of system  

behavior 

Proposes and simulates a Petri-

net-based IoT architecture for 

higher education; does not pro-

vide the explicit formal prop-

erty analysis or reduced-model 

state-space and steady-state 

evaluation developed in the 

present study. 

Yang et al. 

(2024)  

[36] 

IoT services High-level Petri nets 
Conflict detection,  

concurrent interactions 

Formal conflict detection in IoT 

service composition; no educa-

tional architecture or perfor-

mance evaluation. 

Hammami & 

Mathkour 

(2015)  

Educational 

systems – 

Object Petri nets (agent-

based) 

Agent synchronization, 

adaptive behavior 

Applies Petri nets to adaptive e-

learning agents; no Cloud-IoT 
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[37] adaptive e-

learning 

infrastructure or stochastic 

evaluation. 

Vardakis et al. 

(2025)  

[38] 

Edge-cloud 

continuum 
Petri nets 

Resource-scheduling  

policies, multi-cluster simula-

tion 

Models scheduling in edge-

cloud continuum; not applied 

to educational client architec-

ture. 

Sanahmadi et 

al. (2023)  

[39] 

IoT energy 

consumption 

Stochastic Reward Nets 

(SRN) 

Quantitative energy-con-

sumption evaluation 

Quantitative stochastic evalua-

tion of IoT energy consumption; 

not instantiated for an educa-

tional architecture. 

Melo et al. 

(2026)  

[40] 

IoT dependa-

bility (Lo-

RaMesh) 

Stochastic Petri nets 
Dependability, sensitivity 

analysis 

Stochastic modeling + sensitiv-

ity analysis; single-node IoT, 

not a multi-stakeholder educa-

tional system. 

Gu et al. 

(2024)  

[41] 

General Petri 

net theory 

Bounded PN, basis  

reachability graphs 

Liveness/deadlock-freeness 

verification 

Formal verification method; not 

applied to IoT or educational 

systems. 

Andrade et al. 

(2021)  

[42] 

Fog-cloud IoT 

infrastructure 

Deterministic and  

Stochastic Petri Nets 

(DSPN) 

Utilization, response time, 

throughput, availability 

Establishes quantitative perfor-

mance/availability evaluation 

for fog-cloud IoT infrastructure 

generally but is not instantiated 

for a multi-stakeholder educa-

tional client architecture. 

Nguyen et al. 

(2021)  

[43] 

Edge/fog  

computing—

medical  

information  

systems 

Stochastic Reward Nets 

(SRN) 

Performability metrics (re-

sponse time, throughput, 

drop probability, queue utili-

zation) under load-balancing 

and fail-over strategies 

Provides comprehensive quan-

titative performability evalua-

tion for edge/fog infrastructure 

using SRN; application domain 

is healthcare, not education. 

Present  

study 

Cloud-IoT-Cli-

ent architec-

ture for higher 

education 

Timed Petri Net (TPN) 

with complementary  

reduced GSPN 

Formal modeling of system 

states, interactions, feedback, 

and timing; state-space and 

steady-state analysis of a  

reduced GSPN 

Executable formal model of a 

multi-stakeholder educational 

Cloud-IoT architecture; comple-

mentary state-space verification 

and steady-state analysis of a 

reduced GSPN model. 

The comparison presented in Table 2 shows that existing formal approaches address 

specific aspects of IoT systems, educational processes, security, or distributed infrastruc-

ture. Hammami and Mathkour [37] use Object Petri nets to represent communication and 

synchronization among agents in an adaptive e-learning environment, but their model 

does not incorporate a Cloud-IoT infrastructure. In the IoT domain, Fortas et al. [32] em-

ploy high-level Petri nets for component interaction and formal verification, without fo-

cusing on educational stakeholders or temporal performance. Andrade et al. [42], in turn, 

use deterministic and stochastic Petri nets to evaluate response time, throughput, utiliza-

tion, and availability in fog–cloud IoT infrastructure, but outside an educational setting. 

Stochastic Petri-net methods combining temporal and stochastic behavior with quan-

titative performance or dependability evaluation have been applied to cloud-fog-IoT and 

related IoT infrastructures [39,40,42,43]. However, the reviewed studies do not address 

the specific combination of a multi-stakeholder educational client architecture, compris-

ing learner, teacher, and administrator roles, within a single formal Cloud-IoT model. This 

application-oriented gap motivates the present study. A related but distinct line of work 

is educational process mining, which discovers process models—frequently expressed as 

Petri nets—directly from educational event logs, rather than specifying them a priori [44]. 
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This empirical, data-driven approach complements the analytical formalization pursued 

in the present study; workflow-net formalisms and their associated correctness properties 

provide another established use of Petri-net analysis for process-oriented systems [45]. 

Accordingly, this study extends the previously proposed Cloud-IoT architecture for 

higher education [29] by introducing a timed Petri-net representation of its dynamic be-

havior. The architectural concept itself is therefore not presented here as entirely new; the 

main contribution of the present study lies in its further formalization and analysis. While 

the previous work used functional blocks together with Petri-net simulation to represent 

and examine the proposed educational IoT system, the present study extends this foun-

dation through an explicit timed Petri-net formalization of system states, inter-layer inter-

actions, feedback mechanisms, and formal conditions concerning conservativeness, dead-

lock avoidance, and buffer limitation. The resulting model is implemented and simulated 

to examine the information-flow behavior of the proposed architecture under the selected 

model configuration. This formalization provides an executable basis for examining the 

system’s dynamic and information-flow behavior. Complementary formal verification 

and steady-state analysis are subsequently performed on a reduced GSPN representation, 

while exhaustive formal verification and quantitative performance evaluation of the com-

plete model remain outside the scope of the present study. 

The remainder of this section presents the proposed Cloud-IoT architecture and its 

main functional components, which provide the foundation for the formal model devel-

oped in this study. 

3. Proposed Cloud-IoT Architecture 

This section presents the proposed cloud-based architecture for educational IoT en-

vironments and describes its functional organization. The architecture is designed to pro-

vide the infrastructure foundation for the formal dynamic analysis introduced in this 

study, where cloud services, IoT devices, and communication mechanisms are repre-

sented through a timed Petri-net model. The cloud layer serves as a key component for 

data storage, processing, and analysis, supporting different deployment scenarios, includ-

ing local, hybrid, and fully cloud-based configurations [28]. Furthermore, the integration 

of machine learning-based analytics across edge and cloud infrastructures has been ex-

plored to enhance the performance and decision-making capabilities of smart education 

systems [46]. In order to support the formal analysis developed in Section 4, the architec-

tural components introduced below are explicitly labeled as places and transitions of the 

underlying Petri net. 

Within educational environments, the integration of cloud services with IoT technol-

ogies offers a wide range of applications and benefits, including [4]: 

• Data storage and management: Information gathered by IoT devices can be stored 

and processed within cloud and Big Data infrastructures supporting educational ap-

plications [47]. 

• Personalized learning: Data on learner behavior, progress, and performance—col-

lected through IoT devices—can be processed in the cloud to support personalized 

learning experiences. A smart education system can further analyze this data to gen-

erate tailored recommendations or monitoring activities [8]. 

• Monitoring and feedback systems: IoT, cloud, and fog technologies can support mon-

itoring, feedback, and information exchange among students, teachers, parents, and 

administrators in smart educational environments [48]. 

• Enhanced access to resources: Smart devices and networked learning environments 

facilitate access to digital learning resources and support personalized and seamless 

learning [49]. 
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• Administrative efficiency: A connected IoT infrastructure enables the collection, or-

ganization, and real-time analysis of administrative data, supporting informed deci-

sion-making and streamlined institutional management [50]. 

• Communication and collaboration: IoT technologies can support collaboration 

among learners and instructors by enabling connected devices and applications to 

exchange information across the learning environment [51]. 

To ground the proposed architecture in a concrete pedagogical context, the three cli-

ent categories are instantiated within a business-language learning environment, corre-

sponding to three stakeholder roles relevant to IoT-enabled educational environments [4]: 

learners, teachers, and institutional administrators. Client 1 represents the learner, who 

engages with business-language content and receives personalized learning recommen-

dations. Client 2 represents the teacher, who monitors learner progress, adjusts instruc-

tional content, and provides feedback. Client 3 represents the administrator, who is re-

sponsible for institutional oversight, resource allocation, and decision-making based on 

aggregated system data. Although situated within a single specialized-language domain, 

these three roles have distinct objectives and interact with different subsystems of the ar-

chitecture, supporting their representation as structurally distinct client categories. Cor-

respondingly, the cloud layer comprises four core processing subsystems: a Domain Ter-

minology Repository, an Adaptive Learning Engine, a Monitoring and Assessment Mod-

ule, and an Administrative and Reporting Module. The latter supports the decision-mak-

ing function described in the Abstract by providing the administrator with consolidated 

information on learner progress, system activity, and assessment outcomes. 

The continuous collection of learner behavioral and performance data by the Moni-

toring and Assessment Module, and its transmission to the Administrative and Reporting 

Module for institutional oversight and resource allocation, constitutes personal-data pro-

cessing within the meaning of EU data protection law [52]. This raises data minimization 

and purpose limitation as necessary design constraints for any practical deployment of 

the proposed architecture [52], together with broader privacy and ethical considerations 

associated with learning analytics [53,54], particularly given that data privacy has already 

been identified as a barrier to IoT adoption in education more broadly [7]. 

The cloud layer represents the central information and processing environment of 

the proposed architecture. It stores and manages the main resources required for business-

language learning, including domain-specific data, learning materials, texts, terminology, 

exercises, tests, assessment results, learner profiles, and personalized learning plans. The 

cloud therefore provides a shared repository through which the three client roles can ac-

cess, update, and exchange the information relevant to their respective objectives. 

IoT Cloud refers to the cloud-based infrastructure layer that supports IoT-generated 

data throughout its lifecycle. Rather than referring to a specific platform, it encompasses 

the cloud services that typically support IoT applications, including data storage, compu-

tation, and analytics. By connecting IoT devices to these centralized services, IoT Cloud 

enables real-time synchronization, scalable data processing, and remote access across dis-

tributed educational environments. 

Open-source IoT development platforms, including microcontroller-based platforms 

such as NodeMCU ESP8266, can be used to translate IoT concepts into demonstration-

level prototypes. Their accessibility allows students and educators to design, test, and 

evaluate IoT-based solutions in educational settings. Such platforms are particularly use-

ful for prototyping and experimentation before integration into larger Cloud-IoT architec-

tures. 

Despite persistent interoperability constraints caused by the lack of unified standards 

across IoT layers, programming languages, and vendor-specific communication proto-

cols, open platforms continue to play a pivotal role in expanding access to IoT ecosystems. 
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They lower development barriers and enable rapid prototyping and experimentation 

across diverse application domains. Standardization efforts such as ITU-T Y.2060 [55] and 

IEEE Std 2413-2019 [2] address IoT architectural organization from complementary per-

spectives. ITU-T Y.2060 defines a four-layer IoT reference model, while IEEE Std 2413-

2019 provides an architectural framework based on shared stakeholder concerns and ar-

chitecture viewpoints. The three-layer Cloud-IoT-Client organization adopted in Section 

3 can be viewed as a domain-specific specialization of the ITU-T model, with the applica-

tion and service-support layers represented within the Cloud subsystem. In the educa-

tional sector, [56] provide a structured survey of IoT deployment in tertiary institutions, 

highlighting its integration across multiple functional modules and its contribution to 

emerging smart learning environments. Their review identifies a broad range of IoT ap-

plications and potential benefits in tertiary education, while also emphasizing the imple-

mentation challenges that can limit their adoption [56]. However, the study also empha-

sizes that the realization of these benefits is strongly dependent on overcoming infrastruc-

tural limitations and addressing implementation challenges, particularly in resource-con-

strained educational contexts [56]. 

Figure 1 illustrates the general architecture proposed for the system. All foundational 

information is stored in the cloud, where it is organized into four dedicated subsystems. 

IoT technologies enable real-time communication between the clients and the cloud 

through their available devices. The information processed within this architecture is spe-

cific to the business-language learning domain and is accessed differently by the three 

client roles according to their respective objectives. 

 

Figure 1. General architecture. 

The architectural components described above correspond conceptually to the three 

interconnected subnets of the Petri net model introduced in Section 4 and simulated in 

Section 5 (Figure 2). The cloud subsystems (Domain Terminology Repository, Adaptive 

Learning Engine, Monitoring and Assessment Module, and Administrative and Report-

ing Module) are represented within the Cloud subnet; the IoT technological and device 

layers are represented within the IoT subnet; and the three client roles (learner, teacher, 

and administrator) are represented by the Client_1, Client_2, and Client_3 subnets, respec-

tively. This correspondence is established at the level of architectural subsystems rather 

than individual places and transitions, as the complete formal model comprises a consid-

erably larger number of places and transitions, as shown in Figure 2. 
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Figure 2. Timed Petri-net model of the Cloud-IoT-Client architecture, comprising three intercon-

nected subnets—Cloud, IoT, and Client (instantiated as three client roles, Client_1–Client_3)—with 

places, transitions, per-transition delay values, and the initial marking. 

4. Formal Model (Timed Petri Net) 

The formal foundation of this model follows the classical Petri net framework [30], 

which provides the structural and behavioral properties required for a dynamic and for-

mally analyzable representation of such systems. Timed and stochastic extensions of Petri 

nets [57–59] provide the broader methodological context for the temporal representation 

used in the complete model and the reduced GSPN analysis introduced subsequently in 

Section 5.7. This approach is further motivated by applications of Petri-net-based model-

ing to IoT and educational systems [31–35], as well as by the increasing complexity of 

contemporary IoT and cloud-based deployments [60,61]. The state of the system at each 

subsequent time instant results from the cumulative effects of the processes occurring 

within it, and its dynamic evolution can be formally described by a global state equation. 

The system is defined as follows (1): 

𝒩 = (𝑃, 𝑇, 𝐹, 𝑊, 𝑀0, Θ) (1) 

where 

• 𝑃 = {𝑝1, 𝑝2, … , 𝑝𝑛}—the set of places (circles) 

• 𝑇 = {𝑡1, 𝑡2, … , 𝑡𝑚}—the set of transitions (rectangles) 

• 𝐹 ⊆ (𝑃 × 𝑇) ∪ (𝑇 × 𝑃)—the set of arcs 

• 𝑊—the weight function 

• 𝑀0—the initial marking 

• Θ—the vector of transition-delay parameters associated with the timed transitions of 

the model (0.1, 0.2, and 0.3 model time units). 

In the complete model, the documented numerical temporal parameters are the tran-

sition-delay values shown in Figure 2. No explicit probability distributions or stochastic 

transition rates are assigned to this model; stochastic behavior is examined quantitatively 

only in the reduced GSPN introduced in Section 5.7. 

In the following, several mathematical elements are introduced in order to define a 

global model, as follows: 

• Global state equation [30]: 
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𝑀𝑡𝑜𝑡𝑎𝑙(𝑘 + 1) = 𝑀𝑡𝑜𝑡𝑎𝑙(𝑘) + 𝐶𝑡𝑜𝑡𝑎𝑙 ⋅ 𝜎(𝑘). (2) 

Equation (2) not only represents a mathematical relation, but also conceptually ex-

presses that each system state is the cumulative result of all preceding transformations. 

Each active process—whether local processing at the IoT level, complex analysis in the 

cloud, or an action executed at the client level—contributes to modifying the distribution 

of information within the system. Thus, the system does not evolve linearly, but through 

a mechanism of continuous accumulation and redistribution of informational resources. 

For the proposed architecture, the feedback mechanism is represented as: 

• Feedback loop: 

𝑀𝑖𝑛(𝑘 + 1) = 𝑓(𝑀𝑜𝑢𝑡(𝑘)) (3) 

where 𝑀𝑜𝑢𝑡(𝑘) denotes the output marking resulting from the processing performed at 

step 𝑘, 𝑀𝑖𝑛(𝑘 + 1) denotes the input marking for the subsequent processing step, and 𝑓 

represents the feedback mapping through which processed information is returned to the 

system. 

The feedback relation in Equation (3) represents the return of processed information 

from the Cloud level to the operational components of the architecture. The resulting ac-

tions may generate new data that re-enter the processing cycle, thereby representing the 

iterative information flow between the Client, IoT, and Cloud levels. 

• Performance measures: 

o 𝐿—Latency 

o 𝑇—Throughput 

o 𝑅—Response rate 

The performance of the system can be characterized by using latency, throughput, 

and response rate. Latency denotes the time required for information to traverse the sys-

tem and for a response to be produced, throughput denotes the amount of information 

processed per unit of time, and response rate describes the rate at which the system pro-

duces responses to incoming events. These measures identify relevant dimensions for a 

subsequent quantitative performance evaluation of the model. They are not numerically 

evaluated in the present simulation. 

Several formal properties are relevant when examining the admissible behavior of 

the proposed model. The first property considered here is conservativeness, which con-

cerns the preservation of a defined token quantity across the evolution of the Petri net [30]. 

• Conservativeness [30]: 

∑ 𝑀(
𝑖

𝑝𝑖) = 𝑐𝑜𝑛𝑠𝑡 (4) 

a special case of the general invariant condition with unit place weights. 

A second relevant property is deadlock avoidance. In Petri-net terms, a dead marking 

is a reachable marking from which no transition can fire. Examining such states is there-

fore relevant to determining whether execution can continue from the reachable markings 

of the model. 

• Deadlock avoidance [30]: 

∀𝑀 ∈ 𝑅(𝑀0), ∃𝑡: 𝑀[𝑡⟩ (5) 

• Buffer limitation [30]: 

𝑀(𝑝𝑖) ≤ 𝑀𝑚𝑎𝑥  (6) 
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Buffer limitation concerns the restriction of token accumulation in the places of the 

model. In the proposed formalization, this property provides a criterion for examining 

whether the number of tokens associated with a place remains within a defined bound. 

Taken together, these elements represent the architecture as a dynamic system in 

which state evolution results from the interaction of concurrent processes, temporal pa-

rameters, and feedback. 

Equations (1)–(6) define the structural, behavioral, and temporal elements of the pro-

posed architecture, together with formal conditions concerning conservativeness, dead-

lock avoidance, and buffer limitation. This formalism is instantiated for the three-subnet 

structure introduced in Section 3, corresponding to the Cloud, IoT, and Client subsystems, 

and is subsequently translated into an executable simulation model. Section 5 presents 

this simulation, implemented in Visual Object Net++, and examines the resulting infor-

mation flow across the architecture’s components. 

5. Simulation and Analysis 

5.1. Simulation Model and Verification Framework 

The formal model introduced in Section 4 (Equation (1)) defines the structural and 

behavioral properties of the proposed architecture but does not, by itself, show how the 

system evolves under simulated operating conditions. To operationalize this model, the 

Petri net is translated into an executable simulation implemented in Visual Object Net++. 

This step makes it possible to observe the dynamic evolution of the architecture, repre-

sented abstractly by the global state equation (Equation (2)), prior to physical deployment. 

Visual Object Net++ was selected as the simulation platform because it supports 

timed Petri nets and allows the parameters of the model to be specified and varied during 

simulation. The simulated model preserves the three-subnet organization established in 

Section 3: a Cloud subnet, corresponding to the four core processing subsystems—the Do-

main Terminology Repository, Adaptive Learning Engine, Monitoring and Assessment 

Module, and Administrative and Reporting Module—an IoT subnet representing the in-

termediate orchestration and processing layer, and three Client subnets (Client_1, Cli-

ent_2, and Client_3), corresponding to the learner, teacher, and administrator roles, re-

spectively. As established in Section 3, this correspondence is maintained at the level of 

architectural subsystems; consequently, the complete Petri net contains a considerably 

larger number of places and transitions than the conceptual architecture shown in Figure 

1. While Visual Object Net++ supports timed Petri-net simulation, it does not provide 

state-space analysis capabilities such as invariant computation, reachability graph con-

struction, or liveness verification. These limitations are addressed in two complementary 

ways in the present study: the complete model is examined through simulation-based be-

havioral analysis in Sections 5.2–5.6, while a reduced GSPN representation of a repre-

sentative Cloud-IoT processing and feedback cycle is subjected to formal state-space and 

steady-state analysis using GreatSPN in Section 5.7. The reduced model is introduced spe-

cifically as a complementary verification model and should not be interpreted as a recon-

struction or exhaustive verification of the complete Petri net shown in Figure 2. 

The models used in the two software environments are provided as Supplementary 

Materials. The complete model was simulated using Visual Object Net++ version 2.7a, 

while the reduced GSPN was analyzed using GreatSPN 3 version 1.6.91. The supplemen-

tary files are organized by software environment, with an accompanying README file 

describing the provided models and their use in the analyses presented in this paper. 

The complete model comprises three interconnected subnets (Cloud, IoT, and three 

Client instances), each containing multiple places and transitions with associated firing-

delay parameters (0.1, 0.2, or 0.3 model time units, as shown in Figure 2). The structural 
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configuration available for the present analysis is documented in Figure 2, including the 

subnet organization, transition-delay parameters, and initial marking. 

The simulation incorporates the transition-delay parameters represented in Figure 2, 

which determine the temporal behavior of transitions across Cloud, IoT, and Client sub-

nets. The delay values used in the complete model are controlled simulation parameters 

rather than values calibrated from measurements of a deployed educational IoT system. 

They were used to represent different relative timing conditions within the model and to 

support the examination of its dynamic behavior under a consistent simulation configu-

ration. Accordingly, the numerical values should be interpreted within the model time 

scale rather than as estimates of real processing or communication delays. Their role in 

the present study is therefore comparative: they allow the response of the model to differ-

ent timing conditions to be examined without assigning the simulated values to a specific 

deployed system. Published experimental studies of educational IoT environments pro-

vide useful reference points for temporal performance. López Camacho et al. [62] report 

response-time measurements for an implemented IoT-based learning platform under in-

creasing numbers of active devices, while [63] reports latency and data-rate measurements 

from an educational edge-computing environment under different numbers of concurrent 

users. However, these measurements are specific to the respective implementations and 

do not map directly to the individual transitions of the Petri-net model considered here; 

therefore, they were not used for direct parameter calibration. The resulting marking evo-

lution provides the basis for examining information flow across the interconnected sub-

nets. 

The analysis is conducted at four complementary levels. First, the observed behavior 

of the complete model is examined through the simulated information flows of the Cloud, 

IoT, and Client subnets (Sections 5.2–5.4). Second, Section 5.5 interprets these observations 

in relation to the formal model and the architectural organization established in Sections 

3 and 4. Third, Section 5.6 extends the complete-model analysis through marking-varia-

tion assessment, controlled timing and workload experiments, and discussion of the for-

mal properties introduced in Section 4. Finally, a reduced GSPN representation of a rep-

resentative Cloud-IoT processing and feedback cycle is analyzed independently in 

GreatSPN to complement the simulation results with state-space verification and steady-

state analysis (Section 5.7). This combined approach distinguishes between behavioral 

and quantitative evidence obtained from the complete simulated model and formal re-

sults established for the reduced verification model. 

5.2. Cloud Subsystem Simulation 

The Cloud subnet represents the central processing component of the proposed ar-

chitecture and corresponds to the four core subsystems defined in Section 3: the Domain 

Terminology Repository, Adaptive Learning Engine, Monitoring and Assessment Mod-

ule, and Administrative and Reporting Module. In the simulation model, these functional 

components are represented within the Cloud subnet through a more detailed network of 

places and transitions than the conceptual representation shown in Figure 1. This distinc-

tion reflects the different levels of abstraction between the architectural model and its for-

mal Petri net representation. 

Figure 3 presents the marking evolution of three selected places of the Cloud subnet 

(m0, m10, and m16) recorded during a single 5 s baseline simulation run of the complete 

model shown in Figure 2. The horizontal axis represents simulation time, while the verti-

cal axis represents the marking of each monitored place. 

https://doi.org/10.3390/iot7040085


IoT 2026, 7, 85 17 of 34 
 

https://doi.org/10.3390/iot7040085 

   

Figure 3. Marking evolution at selected places of the Cloud subnet: m0, m10, and m16. 

Observation. During this simulation run, the three monitored places exhibit different 

marking patterns. After the initial transition activity, the markings of m0 and m16 remain 

at 1 for the rest of the simulated interval. Place m10 follows a different pattern: its marking 

initially remains at 1 and later increases to 2, where it remains until the end of the run. 

Thus, within this run, the marking evolution is not uniform across the three monitored 

Cloud places. 

Interpretation. The different marking patterns observed at m0, m10, and m16 show 

that the selected Cloud places follow different state evolutions during this run. Within the 

Petri-net model, these changes reflect the firing of transitions and the structural connec-

tions between places and transitions. This behavior is consistent with the global state 

equation (Equation (2)), in which the system marking evolves as a result of transition fir-

ings. 

Implication. The observed marking evolution provides a direct view of the simulated 

state changes within selected places of the Cloud subnet under the baseline timing con-

figuration. These results characterize the behavior observed in the simulated Petri-net 

model and should not be interpreted as quantitative performance measurements of a de-

ployed Cloud system. The distinction between behavioral analysis and quantitative per-

formance evaluation is discussed in Section 5.8. The behavior of the complete three-layer 

model is examined in Section 5.5, while marking variation and the additional simulation 

analyses are addressed in Section 5.6. 

5.3. IoT Subsystem Simulation 

The IoT subnet occupies an intermediate position between the Cloud and Client sub-

nets. Figure 4 presents the marking evolution of four selected places of this subnet (m17, 

m20, m22, and m25), recorded during the same single 5 s baseline simulation run of the 

complete model used for the Cloud analysis. The horizontal axis represents simulation 

time, while the vertical axis represents the marking of each monitored place. 
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Figure 4. Marking evolution at selected places of the IoT subnet: m17, m20, m22, and m25. 

Observation. During this simulation run, the four monitored IoT places exhibit dif-

ferent marking patterns. The marking of m17 increases progressively in a stepwise man-

ner throughout the simulated interval. In contrast, m20, m22, and m25 repeatedly alter-

nate between markings of 0 and 1, although the timing and duration of their marked states 

differ. Thus, within this run, the marking evolution is not uniform across the selected IoT 

places. 

Interpretation. The different marking patterns observed at m17, m20, m22, and m25 

show that the selected IoT places follow different state evolutions during this run. The 

progressive increase observed at m17 differs from the repeated changes between 0 and 1 

observed at m20, m22, and m25. Within the Petri-net model, these changes reflect the fir-

ing of transitions and the structural connections between places and transitions. This be-

havior is consistent with the global state equation (Equation (2)), which relates changes in 

the system marking to the firing of transitions. 

The use of Petri nets for representing dynamic interactions in IoT systems is sup-

ported by recent research. Yang et al. use high-level Petri nets to model interactions 

among IoT services and to detect functional and quality-of-service conflicts arising from 

their concurrent use [36]. This provides methodological support for the Petri-net formal-

ism adopted here, without implying that the specific behavior observed in Figure 4 has 

been established by that study. 

Implication. The different marking patterns observed at m17, m20, m22, and m25 

show that the selected IoT places follow different state evolutions during this run. The 

progressive increase observed at m17 differs from the repeated changes between 0 and 1 

observed at m20, m22, and m25. Within the Petri-net model, these changes reflect the fir-

ing of transitions and the structural connections between places and transitions. 

5.4. Client Subsystems Simulation 

The three Client subnets represent the user-facing part of the proposed architecture 

and correspond to the three stakeholder roles defined in Section 3: the learner (Client_1), 

the teacher (Client_2), and the institutional administrator (Client_3). Figure 5 presents the 

marking evolution of selected places from the three Client subnets during the same single 

baseline simulation run used for the Cloud and IoT analyses. 

   
(a) 
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(c) 

Figure 5. Marking evolution at selected places of the three Client subnets: (a) Client_1—m26, m29, 

and m30; (b) Client_2—m35, m37, and m39; (c) Client_3—m43, m45, and m47. 

Observation. During this simulation run, the monitored places of the three Client 

subnets exhibit different marking patterns. For Client_1, the marking of m26 increases 

progressively in a stepwise manner throughout the simulated interval, while m29 is 

marked only briefly near the beginning of the run and m30 reaches a marking of 1 shortly 

after the start and remains at this value. For Client_2, m35, m37, and m39 repeatedly al-

ternate between markings of 0 and 1. A similar repeated pattern is observed at m43, m45, 

and m47 for Client_3. Thus, activity is observed in all three Client subnets, but the selected 

places do not exhibit identical marking behavior. 

Interpretation. The observed differences indicate that the selected places do not par-

ticipate in the simulated Client processes in the same way. Their marking evolution de-

pends on their position and connections within the corresponding Petri-net subnet. These 

patterns describe the internal behavior of the model and should not be interpreted as dif-

ferences in activity or performance among the three stakeholder roles. 

The separation of these roles into distinct formal components is consistent with pre-

vious applications of Petri nets in educational systems. Hammami and Mathkour pro-

posed an adaptive e-learning architecture combining multi-agent technology with adap-

tive e-learning and used Object Petri Nets to formally specify message exchanges and their 

synchronization among the participating agents [37]. This provides a relevant example of 

the use of Petri nets for representing communication and synchronization in an adaptive 

e-learning environment, while the particular three-role organization used here remains 

specific to the proposed architecture. 

Implication. The Client subnet simulation confirms that the three stakeholder catego-

ries defined in the architecture are represented within the executable and exhibit marking 

activity during the baseline simulation run. Their separation into Client_1, Client_2, and 

Client_3 preserves the functional distinctions established in Section 3. 

The result is therefore relevant primarily at the architectural and behavioral levels. It 

characterizes their behavior within the simulated model, rather than establishing differ-

ences in their performance or educational outcomes. The combined behavior of the Client, 

IoT, and Cloud subnets is examined in Section 5.5. 
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5.5. Cross-Layer Information-Flow Analysis 

The results presented in Sections 5.2–5.4 can be considered together to examine the 

simulated behavior across the three interconnected subnets of the proposed architecture. 

The Cloud, IoT, and Client subnets are represented as distinct components of the same 

formal model, with the IoT subnet providing the connection between client-level activities 

and the Cloud processing environment. 

Observation. The results presented in Figures 3–5 show marking activity across the 

Cloud, IoT, and Client subnets during the same baseline simulation run. Although the 

selected places exhibit different marking patterns, state changes are observed at all three 

architectural levels. Taken together, these results provide a cross-layer view of the behav-

ior of the complete Cloud-IoT-Client model. 

Interpretation. The cross-layer behavior corresponds to the architectural organiza-

tion established in Section 3 and to the formal representation developed in Section 4. The 

Cloud subnet represents the four core processing subsystems, the IoT subnet represents 

the intermediate technological layer, and Client_1, Client_2, and Client_3 represent the 

learner, teacher, and institutional administrator, respectively. At the formal level, Equa-

tion (2) relates changes in the system marking to transition firings, while Equation (3) rep-

resents the feedback path through which processed information can return toward the 

operational level. Together, the simulation and formal representation describe the dy-

namic interaction among the three architectural levels. 

The use of Petri-net modeling and simulation for analyzing dynamic behavior in dis-

tributed computing environments is also supported by related research. Vardakis et al. 

[38] present a Petri-net-based framework for modeling and simulating resource-schedul-

ing policies in an Edge Cloud Continuum, using Petri nets to model possible system states 

and to simulate resource-scheduling decisions in a multi-cluster environment [38]. Their 

study demonstrates the use of Petri-net modeling for analyzing scheduling behavior in a 

distributed computing setting. The specific Cloud-IoT-Client organization considered in 

the present study, however, remains part of the proposed architecture. 

A distinction must also be made between observing information-flow behavior and 

performing quantitative performance evaluation. Sanahmadi et al. [39] propose a stochas-

tic reward-net (SRN) model for modeling and quantitatively evaluating energy consump-

tion in IoT systems [39]. Their approach demonstrates how a formal stochastic model can 

be used to investigate energy consumption before system implementation. Similarly, 

Melo et al. [40] use stochastic Petri nets to evaluate the dependability and energy-driven 

availability of an autonomous LoRaMesh router node and perform sensitivity analysis 

[40]. These studies illustrate how stochastic Petri-net models can support quantitative 

evaluation when explicit metrics, model parameters, and evaluation procedures are de-

fined. The present simulation does not provide direct quantitative performance measures 

of this type (Section 5.8). 

Implication. The combined results support the interpretation of the proposed archi-

tecture as an interconnected three-layer model in which the Cloud, IoT, and Client subnets 

have distinct but connected functions. The Cloud provides the central processing environ-

ment, the IoT subnet mediates the exchange between the Cloud and Client levels, and the 

three Client subnets represent the defined stakeholder categories. The combined analysis 

therefore provides a behavioral link between the architectural structure and its formal 

Petri-net representation. 

As throughout Sections 5.2–5.4, these results do not provide direct quantitative per-

formance measures or formally verify the properties defined in Section 4 (Section 5.8). The 

cross-layer results therefore provide the basis for the more focused examination of the 

formal and behavioral properties considered in Section 5.6. 
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5.6. Simulation and Formal Analysis 

5.6.1. Timing Sensitivity Analysis 

To further examine the influence of the transition-delay parameters on the simulated 

behavior of the model, a timing sensitivity experiment was performed in Visual Object 

Net++. Four configurations were considered: the original model (baseline) and three mod-

ified configurations in which the transition delays of the Cloud, IoT, or Client subnet were 

increased. In each modified configuration, the transition delays of the corresponding sub-

net were increased by 25%, while the remaining model parameters were kept at their base-

line values. Each configuration was simulated three times, with a simulation time of 5 s 

for each run. The same representative places (m0, m17, m26, m35, and m43) were moni-

tored in all configurations. The final markings obtained at the end of each simulation are 

reported in Table 3. 

Table 3. Final marking values obtained in the timing sensitivity analysis. 

Scenario Run Modified Delays m0 m17 m26 m35 m43 

Baseline 1 Original values 1 23.33 20 1 1 

Baseline 2 Original values 1 25 25 1 1 

Baseline 3 Original values 2 26.66 26.66 1 1 

Cloud-delay  

increase 
1 

Cloud transition delays  

increased by 25% 
2 26.66 26.66 1 1 

Cloud-delay  

increase 
2 

Cloud transition delays  

increased by 25% 
1 26.66 26.66 1 1 

Cloud-delay  

increase 
3 

Cloud transition delays  

increased by 25% 
2 23.33 20 1 1 

IoT-delay  

increase 
1 

IoT transition delays  

increased by 25% 
2 25 25 1 1 

IoT-delay  

increase 
2 

IoT transition delays  

increased by 25% 
2 26.66 26.66 2 2 

IoT-delay  

increase 
3 

IoT transition delays  

increased by 25% 
2 23.33 23.33 1 1 

Client-delay  

increase 
1 

Client transition delays  

increased by 25% 
2 12 12 1 1 

Client-delay  

increase 
2 

Client transition delays  

increased by 25% 
1 14 14 1 1 

Client-delay  

increase 
3 

Client transition delays  

increased by 25% 
1 12 12 1 1 

The results show that the effect of the delay increase depends on the subsystem in 

which it is introduced. For the Cloud- and IoT-delay configurations, the final markings of 

m17 and m26 remained within ranges comparable to those observed in the baseline runs. 

A more pronounced change was observed when the Client transition delays were in-

creased. In all three Client-delay runs, m17 and m26, reached final markings between 12 

and 14, whereas the corresponding baseline values ranged from 23.33 to 26.66 for m17 and 

from 20 to 26.66 for m26. The remaining monitored places showed only small differences 

across the configurations: m0 remained between 1 and 2, while m35 and m43 remained at 

1 in all runs except one IoT-delay run, in which both reached 2. 

These results indicate that, under the investigated configuration and the selected sim-

ulation time, increasing the Client transition delays produced a more pronounced change 

in the monitored final markings than the corresponding delay increases applied to the 

Cloud or IoT subnets. The experiment is not intended as a direct measurement of end-to-
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end latency or throughput. Instead, it provides a controlled timing sensitivity analysis 

based on the final markings of the Petri-net model. 

5.6.2. Concurrent Workload Analysis 

To examine the behavior of the complete model under increased concurrent activity, 

an additional experiment was performed in Visual Object Net++. The initial markings of 

the three Client entry places (m26, m35, and m43) were increased from one token in the 

baseline configuration to three and five tokens, representing moderate and higher concur-

rent workloads. Here, each token represents one unit of activity entering the correspond-

ing Client subnet. Accordingly, the 1-, 3-, and 5-token configurations represent increasing 

levels of concurrent Client-side activity at each of the three Client entry places, rather than 

direct counts of individual users. In the educational scenario, these activities are associ-

ated with the corresponding Client role: learner, teacher, or institutional administrator. 

The model structure and transition delays were kept unchanged, and each configuration 

was simulated three times, with a simulation time of 5 s for each run. Two monitoring sets 

were used: Set A included places m0, m17, m26, m35, and m43, while Set B included m0, 

m10, m17, and m20. The final markings are reported in Table 4. 

Table 4. Final marking values obtained in the concurrent workload analysis. 

Monitoring  

Set 
Place 

Baseline (1) Moderate (3) Higher (5) 

Run 1 Run 2 Run 3 Run 1 Run 2 Run 3 Run 1 Run 2 Run 3 

A 

m0 1 1 2 2 2 1 2 2 2 

m17 23.33 25 26.66 25 25 25 25 25 25 

m26 20 25 26.66 25 25 25 30 30 30 

m35 1 1 1 3 2 2 4 4 4 

m43 1 1 1 3 2 2 4 4 4 

B 

m0 1 2 1 2 1 1 1 2 1 

m10 2 4 3 4 1 1 3 4 3 

m17 26.66 23.33 23.33 26.66 26.66 25 25 25 26.66 

m20 0 0 0 0 0 0 0 0 0 

The results show that the effect of increasing the initial workload was not uniform 

across the monitored places. In Set A, the final marking of m26 increased from 20–26.66 in 

the baseline runs to 30 in all runs under the higher workload. The final markings of m35 

and m43 also increased, reaching 4 under the higher workload. In contrast, m17 remained 

within a similar range across the three workload configurations, while m0 remained be-

tween 1 and 2. A similar behavior was observed for the common places monitored in Set 

B. The final marking of m17 remained between 23.33 and 26.66, while m0 remained be-

tween 1 and 2. Among the additional places in Set B, m10 varied between 1 and 4 without 

a consistent increase with workload, whereas the final marking of m20 was zero in all 

runs. 

Overall, the results show different final marking patterns across the monitored places 

as the concurrent Client workload was increased. While higher final markings were ob-

served at the Client entry places, the monitored internal places did not show a correspond-

ing systematic increase over the tested workload levels. This experiment provides a con-

trolled assessment of the complete model under increased workload; however, the ob-

served markings should not be interpreted as direct measurements of end-to-end latency, 

throughput, or scalability. 
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5.6.3. Analysis of Marking Variation 

Observation. The simulated marking evolution shown in Figures 3–5 is not uniform 

across the selected places of the Cloud, IoT, and Client subnets. Some places exhibit rela-

tively regular changes, whereas others show more pronounced stepwise variations. Such 

differences can be observed within the Cloud subnet (Figure 3), the IoT subnet (Figure 4), 

and the three Client subnets (Figure 5). 

Interpretation. The different marking patterns indicate that the places do not partici-

pate in the information-flow process in an identical manner. Their evolution is influenced 

by the connections among places and transitions, transition-enabling conditions, and the 

transition-delay parameters represented in the model. 

Implication. Places showing more pronounced marking variations can therefore be 

identified as monitored places exhibiting higher marking variability under the selected 

simulation configuration. These observations alone do not imply that the corresponding 

locations constitute system bottlenecks. The controlled experiment presented in Section 

5.6.1 complements this analysis by examining the response of selected markings to sub-

system-specific changes in transition delays. 

5.6.4. Formal-Property Analysis 

The cross-layer behavior analyzed in Section 5.5 provides evidence of the corre-

spondence between the architectural structure and the execution of the Petri-net model. 

A complementary analysis concerns the formal properties introduced in Section 4, namely 

conservativeness (Equation (4)), deadlock avoidance (Equation (5)), and buffer limitation 

(Equation (6)). 

Observation. The simulated execution shows successive transition firings and mark-

ing activity across the Client, IoT, and Cloud subnets. These executions provide evidence 

of reachable states under the selected simulation configuration. However, selected simu-

lation runs do not constitute an exhaustive reachability analysis and do not, by them-

selves, establish liveness or the absence of deadlocks for all reachable markings. 

Interpretation. Reachability concerns the markings that can be obtained from the in-

itial marking through transition firings, while boundedness concerns whether the number 

of tokens remains finite over the reachable state space. Boundedness is therefore relevant 

to the buffer-limitation condition introduced in Equation (6). The conservativeness condi-

tion in Equation (4) addresses the preservation of the defined token quantity, while the 

buffer-limitation condition in Equation (6) addresses the restriction of token accumula-

tion. Deadlock avoidance in Equation (5) is related to the absence of execution states from 

which the model cannot continue. These properties are established concepts in Petri-net 

analysis and can be examined using appropriate formal verification methods [30]. 

For the proposed architecture, these properties provide formal criteria for analyzing 

the admissible evolution of information through the Cloud, IoT, and Client subnets. The 

Visual Object Net++ simulation should not, by itself, be interpreted as a formal verification 

of conservativeness, boundedness, liveness, or deadlock-freeness, since selected simula-

tion traces do not exhaust the reachable state space. Reachability-based graph methods 

can be used for the formal analysis of such properties, as demonstrated by Gu et al. [41] 

for bounded Petri nets [41]. To complement the simulation-based observations, Section 

5.7 therefore applies state-space analysis to a reduced GSPN representation of a repre-

sentative Cloud-IoT processing and feedback cycle using GreatSPN. This complementary 

analysis examines the reachable state space, dead markings, place boundedness, and 

reachability of the response state. The resulting properties apply specifically to the re-

duced verification model and are not generalized to the complete Petri net shown in Fig-

ure 2. 
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Implication. The Visual Object Net++ results provide qualitative evidence of infor-

mation-flow behavior and reveal differences in marking evolution among the places of 

the complete model. At the formal level, the conditions defined in Section 4 provide crite-

ria for analyzing token preservation, boundedness, deadlock avoidance, and the admissi-

ble evolution of the system. Because these properties cannot be established exhaustively 

from simulation traces alone, the reduced-model analysis presented in Section 5.7 pro-

vides a complementary formal verification step, while preserving a clear distinction be-

tween properties observed or verified for the reduced model and those that remain un-

verified for the complete architecture. 

5.7. Reduced-Model Formal Verification and Steady-State Analysis with GreatSPN 

5.7.1. Reduced GSPN Model and Formal Verification 

To complement the simulation-based analysis performed in Visual Object Net++, a 

reduced Generalized Stochastic Petri Net (GSPN) was constructed and analyzed using 

GreatSPN, a software environment for the modeling, validation, and analysis of stochastic 

Petri-net models [64]. The purpose of this complementary model is not to reproduce the 

complete Petri net shown in Figure 2, but to isolate a representative cyclic processing path 

and subject it to state-space analysis. This distinction is necessary because the Visual Ob-

ject Net++ simulations presented in Sections 5.2–5.6 describe the behavior of the complete 

architecture under the selected simulation configuration, whereas exhaustive properties 

of the reachable state space cannot be inferred from individual simulation traces alone. 

The reduced model isolates the fundamental cross-layer processing cycle of the pro-

posed architecture: a request is transmitted through the IoT layer, processed at the Cloud 

level, converted into a response, and returned through the feedback path. This cycle was 

selected because it preserves the interaction among the three architectural levels and the 

basic request-processing-response-feedback sequence while remaining sufficiently com-

pact for exhaustive state-space analysis. The reduced model therefore provides a tractable 

formal representation of the core processing cycle, for which the complete reachable state 

space can be examined. The reduction intentionally omits additional branches and con-

current interactions of the complete model. Consequently, the formal properties estab-

lished for the reduced GSPN cannot exclude deadlocks or other behaviors that may arise 

from those omitted interactions in the complete architecture. Its purpose is therefore to 

formally examine this representative cross-layer mechanism rather than to reproduce or 

verify the complete Petri-net model shown in Figure 2. 

It comprises four places, 𝑃𝑅𝑒𝑞𝑢𝑒𝑠𝑡 , 𝑃𝐼𝑜𝑇 , 𝑃𝐶𝑙𝑜𝑢𝑑 , 𝑃𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒  and four transitions, 

𝑇𝐼𝑜𝑇 , 𝑇𝐶𝑙𝑜𝑢𝑑 , 𝑇𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒   and 𝑇𝐹𝑒𝑒𝑑𝑏𝑎𝑐𝑘  . The processing cycle is represented as 𝑃𝑅𝑒𝑞𝑢𝑒𝑠𝑡 →

𝑇𝐼𝑜𝑇 → 𝑃𝐼𝑜𝑇 → 𝑇𝐶𝑙𝑜𝑢𝑑 → 𝑃𝐶𝑙𝑜𝑢𝑑 → 𝑇𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 → 𝑃𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 → 𝑇𝐹𝑒𝑒𝑑𝑏𝑎𝑐𝑘 → 𝑃𝑅𝑒𝑞𝑢𝑒𝑠𝑡 . 

The initial marking consists of one token in 𝑃𝑅𝑒𝑞𝑢𝑒𝑠𝑡 , 𝑇𝐼𝑜𝑇 , 𝑇𝐶𝑙𝑜𝑢𝑑 and 𝑇𝐹𝑒𝑒𝑑𝑏𝑎𝑐𝑘  are ex-

ponentially timed transitions, while is defined as an immediate transition. The latter rep-

resents response generation as an event without a positive residence time in the corre-

sponding intermediate state. The feedback arc from 𝑇𝐹𝑒𝑒𝑑𝑏𝑎𝑐𝑘  to 𝑃𝑅𝑒𝑞𝑢𝑒𝑠𝑡  closes the pro-

cessing cycle and provides a reduced representation of the feedback mechanism defined 

for the architecture in Section 4. 

Figure 6 shows the reduced GSPN implemented in GreatSPN, representing the re-

quest-processing-response-feedback cycle described above. The four places represent suc-

cessive states of this cycle, while the transitions model the movement of the token through 

the IoT and Cloud processing stages, response generation, and feedback to the initial state. 
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Figure 6. Reduced GSPN representation of the Cloud-IoT processing and feedback cycle imple-

mented in GreatSPN. 

As shown in Figure 7, the complete reachability graph of the reduced GSPN contains 

four reachable markings, comprising three tangible markings and one vanishing marking 

(Figure 7a). No dead markings were identified, and GreatSPN reports the initial marking 

as a home state (Figure 7b). Thus, for this reduced model, no reachable marking termi-

nates the processing cycle, and the initial marking can be reached again from every reach-

able marking. The presence of one vanishing marking is consistent with the use of the 

immediate transition 𝑇𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 , since the marking enabling this transition has zero resi-

dence time in the underlying stochastic process. 

 

 

(a) (b) 

Figure 7. Reachability analysis of the reduced GSPN in GreatSPN: (a) complete reachability graph 

comprising four reachable markings, including three tangible and one vanishing marking; (b) reach-

ability-graph statistics showing no dead markings and confirming the initial marking as a home 

state. 

Structural analysis further identified one place semiflow covering all four places and 

established that all places are bounded. For the single-token configuration used here, these 

results are consistent with the cyclic circulation of the token through the reduced pro-

cessing path and exclude unbounded token accumulation within this model. They also 

provide a formal counterpart, at reduced-model level, to the boundedness and buffer-

limitation considerations introduced in Section 4 and discussed in Section 5.6. 

Reachability of the response state was additionally examined through Computation 

Tree Logic (CTL) model checking. The following property was evaluated: 
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𝐸[(𝑃𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 = 0)𝑈(𝑃𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 ≠ 0)]  

where 𝐸 is the existential path quantifier, indicating that at least one execution path sat-

isfying the specified condition exists, and 𝑈 is the CTL “until” operator. Accordingly, the 

formula specifies that there exists an execution path along which 𝑃𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 remains un-

marked (𝑃𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 = 0) until a marking in which 𝑃𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒  contains a token (𝑃𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 ≠

0) is reached. GreatSPN evaluated this property as true, confirming that the response state 

is reachable from the initial marking in the reduced GSPN model. 

Taken together, the reachability graph, structural, and CTL results provide comple-

mentary formal evidence for the behavior of the selected processing cycle. Specifically, the 

reduced model has a finite reachable state space, contains no dead markings, has bounded 

places, can return to its initial marking, and admits a path reaching the response state. 

These conclusions apply exclusively to the reduced GSPN analyzed in GreatSPN and 

should not be interpreted as an exhaustive verification of the complete Cloud-IoT-Client 

Petri net shown in Figure 2. The reduced model is subsequently used in Section 5.7.2 to 

examine how controlled variations in transition rates affect its steady-state behavior. 

5.7.2. Steady-State Analysis Under Transition-Rate Variations 

Following the state-space analysis presented in Section 5.7.1, the reduced GSPN 

model was further examined through steady-state analysis in GreatSPN. The purpose of 

this analysis was to determine how controlled changes in the rates of the exponentially 

timed transitions affect the long-run distribution of the token among the processing states. 

This analysis complements the qualitative marking variations observed in the complete 

Visual Object Net++ model by providing numerical steady-state results for the reduced 

processing cycle. It does not constitute a measurement of latency, throughput, or response 

rate in the complete Cloud-IoT-Client architecture. 

A baseline scenario was first defined by assigning a rate of 1.0 to each of the three 

exponentially timed transitions, 𝑇𝐼𝑜𝑇 , 𝑇𝐶𝑙𝑜𝑢𝑑, and 𝑇𝐹𝑒𝑒𝑑𝑏𝑎𝑐𝑘. 𝑇𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒  remained an imme-

diate transition in all scenarios. Under the baseline configuration, the steady-state occu-

pancies of 𝑃𝑅𝑒𝑞𝑢𝑒𝑠𝑡 , 𝑃𝐼𝑜𝑇  , and 𝑃𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒  were each approximately 0.333, while the occu-

pancy of 𝑃𝐶𝑙𝑜𝑢𝑑   was 0. The latter result is consistent with the immediate firing of 

𝑇𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒  : the marking associated with 𝑃𝐶𝑙𝑜𝑢𝑑 is vanishing and therefore has no positive 

steady-state residence probability. 

To examine the effect of a reduced transition rate, three additional scenarios were 

analyzed. In each scenario, the rate of one exponentially timed transition was reduced 

from 1.0 to 0.5, while the rates of the other two exponentially timed transitions remained 

equal to 1.0. The resulting steady-state occupancies are reported in Table 5. 

Table 5. Steady-state place occupancies of the reduced GSPN under controlled transition-rate vari-

ations. 

Scenario 𝑻𝑰𝒐𝑻 𝑻𝑪𝒍𝒐𝒖𝒅 𝑻𝑭𝒆𝒆𝒅𝒃𝒂𝒄𝒌 𝑷𝑹𝒆𝒒𝒖𝒆𝒔𝒕 𝑷𝑰𝒐𝑻 𝑷𝑪𝒍𝒐𝒖𝒅 𝑷𝑹𝒆𝒔𝒑𝒐𝒏𝒔𝒆 

Baseline 1.0 1.0 1.0 0.333 0.333 0.000 0.333 

Reduced  

IoT rate 
0.5 1.0 1.0 0.500 0.250 0.000 0.250 

Reduced 

Cloud rate 
1.0 0.5 1.0 0.250 0.500 0.000 0.250 

Reduced 

feedback 

rate 

1.0 1.0 0.5 0.250 0.250 0.000 0.500 
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The results show a consistent shift in steady-state occupancy toward the place imme-

diately preceding the transition whose rate was reduced. When the rate of 𝑇𝐼𝑜𝑇  was re-

duced to 0.5, the occupancy of 𝑃𝑅𝑒𝑞𝑢𝑒𝑠𝑡   increased from approximately 0.333 to 0.500, 

while those of 𝑃𝐼𝑜𝑇   and 𝑃𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒   decreased to 0.250. When the rate of 𝑇𝐶𝑙𝑜𝑢𝑑  was re-

duced to 0.5, the highest occupancy shifted to 𝑃𝐼𝑜𝑇 , which reached 0.500. Similarly, reduc-

ing the rate of 𝑇𝐹𝑒𝑒𝑑𝑏𝑎𝑐𝑘  to 0.5 increased the occupancy of 𝑃𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒  to 0.500. In all four 

scenarios, 𝑃𝐶𝑙𝑜𝑢𝑑  retained zero steady-state occupancy because 𝑇𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒   remained im-

mediate. 

For an exponentially timed transition with rate 𝜆, the mean firing delay is 1
𝜆⁄ . There-

fore, within the time scale of the reduced model, changing a transition rate from 1.0 to 0.5 

increases its mean firing delay from 1 to 2 model time units. The steady-state results reflect 

this change: the model spends a larger proportion of its long-run behavior in the place 

preceding the reduced-rate transition. Thus, the analysis provides a controlled illustration 

of how rate variations at different stages of the processing cycle affect the distribution of 

system activity. 

These results also complement the marking-variation observations reported in Sec-

tion 5.6. In the complete Visual Object Net++ model, differences among places were iden-

tified qualitatively from their marking evolution under the selected simulation configura-

tion. The GreatSPN analysis provides a distinct quantitative perspective at reduced-model 

level by showing that a controlled change in an individual transition rate produces a cor-

responding measurable change in steady-state occupancy. The two analyses therefore ad-

dress different aspects of model behavior and should not be interpreted as a quantitative 

sensitivity analysis of the complete architecture. 

The transition rates used in these scenarios are model parameters selected for com-

parative analysis and are not derived from empirical measurements of a deployed Cloud-

IoT educational system. Consequently, the values in Table 5 should be interpreted as re-

sults of a controlled parametric experiment rather than as estimates of real system perfor-

mance. Nevertheless, the consistent response across the three rate-reduction scenarios 

demonstrates that the reduced GSPN captures the expected relationship between transi-

tion timing and state occupancy and provides a quantitative complement to the behav-

ioral analysis of the complete model. Formal verification and quantitative performance 

evaluation of the complete Cloud-IoT-Client model, as well as empirical calibration of its 

transition rates, remain subjects for further investigation. 

5.8. Architectural Interpretation and Discussion 

The simulation provides a qualitative basis for interpreting the behavior of the pro-

posed architecture. The observed variations in marking evolution show different state 

evolutions within the Cloud, IoT, and Client subnets under the temporal configuration 

represented by the transition-delay parameters. These results describe how system activ-

ity evolves under the selected simulation configuration but do not constitute direct quan-

titative performance measurements. 

The performance measures introduced in Section 4 can be related to the complete 

model once empirical timing data are available. For a defined processing path, the latency 

of an activity can be expressed as 

𝐿 = 𝑡𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒 − 𝑡𝑒𝑛𝑡𝑟𝑦, (7) 

where 𝑡𝑒𝑛𝑡𝑟𝑦  and 𝑡𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒  denote the times at which the same activity enters the pro-

cessing path and produces the corresponding response. Throughput over an observation 

interval can be expressed as 

𝑋 =  
𝑁𝑐𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

𝑇𝑜𝑏𝑠
, (8) 
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where 𝑁𝑐𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑  denotes the number of activities completed during the observation in-

terval 𝑇𝑜𝑏𝑠. Applying these measures to the complete model would require recording the 

corresponding entry and response events and calibrating the transition-delay parameters 

using empirical processing and communication times. Equations (7) and (8) provide a ba-

sis for future quantitative evaluation and are not derived from the marking results re-

ported in the present study. 

The concurrent workload analysis also shows differences between the Client entry 

places and the monitored places in the Cloud and IoT subnets. As the initial Client work-

load increased, higher final markings were observed at the Client entry places, particu-

larly at m26, while the monitored Cloud and IoT places did not show a similar systematic 

increase. This behavior suggests that activity may accumulate at the Client entry places 

under the tested conditions, but the marking results alone are not sufficient to identify a 

specific bottleneck in the Cloud or IoT subnets. In a real implementation, this behavior 

could be examined further using empirical measurements under different workload con-

ditions. If processing or communication constraints are identified, edge processing or 

cloud load balancing could be considered as possible ways to distribute the workload. 

The complete Visual Object Net++ model and the reduced GreatSPN model provide 

complementary levels of analysis. The former shows marking activity and state evolution 

across the Cloud, IoT, and Client subnets and supports the correspondence between the 

architectural organization introduced in Section 3 and its executable Petri-net representa-

tion. 

The reduced GSPN complements this behavioral analysis through formal state-space 

and steady-state evaluation of a representative Cloud-IoT processing and feedback cycle. 

For this reduced model, the results establish bounded state evolution, absence of dead 

markings, reachability of the response state, and a consistent relationship between transi-

tion-rate variation and steady-state place occupancy. 

These two analyses therefore have different scopes. Visual Object Net++ provides be-

havioral evidence for the complete architecture, whereas GreatSPN provides formal and 

quantitative results for a reduced representative model. The GreatSPN results are not ex-

tended to the complete Cloud-IoT-Client Petri net. The limitations of both levels of analy-

sis are summarized in Section 5.9. 

5.9. Limitations and Future Research 

The present study has several limitations. First, although the reduced GSPN provides 

numerical steady-state results, latency, throughput, and response rate have not been 

quantitatively evaluated for the complete Cloud-IoT-Client model. Moreover, the transi-

tion rates used in the GreatSPN analysis are controlled scenario parameters rather than 

values derived from empirical measurements. 

Second, the formal results obtained with GreatSPN apply only to the reduced pro-

cessing and feedback cycle and cannot be generalized to the complete Petri-net model. 

Exhaustive verification of the formal conditions defined in Section 4 and of related prop-

erties such as liveness and boundedness therefore remains necessary at the complete-

model level. 

Third, the marking variations identified in Sections 5.2–5.6 characterize the behavior 

of the complete model under the selected simulation configurations and should not be 

interpreted as direct performance or bottleneck measures. The timing sensitivity and con-

current workload analyses introduced in Section 5.6 provide quantitative results in terms 

of marking behavior, but they do not constitute direct measurements of system-level per-

formance. The rate-variation analysis in Section 5.7.2 provides complementary quantita-

tive evidence for the reduced GSPN model. 
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Finally, the study remains model-based and does not include validation against a 

deployed Cloud-IoT educational system. The present results should therefore be viewed 

as a model-level evaluation of the proposed architecture, while its behavior and scalability 

under real operating conditions require validation in a deployed environment. Future re-

search should extend formal verification and quantitative performance analysis to the 

complete model, calibrate model parameters using empirical data, and validate the result-

ing behavior against measurements from a real implementation. 

6. Conclusions 

This study proposed a Cloud-IoT-Client architecture for educational environments 

and developed a timed Petri-net model to represent its dynamic behavior. The architec-

ture integrates three interconnected levels—the Cloud, IoT, and Client levels—and distin-

guishes three client roles: learner, teacher, and institutional administrator. Within the 

business-language learning instantiation considered in this study, the Cloud level com-

prises four processing subsystems: the Domain Terminology Repository, Adaptive Learn-

ing Engine, Monitoring and Assessment Module, and Administrative and Reporting 

Module. The formal model represents the interactions among these components through 

state evolution, transition-delay parameters, and feedback mechanisms. 

The complete Petri-net model was implemented and simulated using Visual Object 

Net++. The simulation results show marking activity and state evolution within the Cloud, 

IoT, and Client subnets and reveal differences in marking variation among the selected 

places. All three client configurations exhibit marking activity within the simulated 

model, while the cross-layer analysis provides a combined view of the behavior observed 

across the three architectural levels. These results provide behavioral evidence of the cor-

respondence between the conceptual architecture and its executable Petri-net representa-

tion. They should not, however, be interpreted as exhaustive verification of the complete 

model or as direct measurements of system performance. 

Additional controlled experiments examined the complete model under subsystem-

specific timing variations and increased concurrent Client workloads. These analyses pro-

vided quantitative results in terms of marking behavior, without being interpreted as di-

rect measurements of latency, throughput, or scalability. 

To complement the simulation-based analysis, a reduced GSPN representing a 

Cloud-IoT processing and feedback cycle was constructed and analyzed using GreatSPN. 

State-space analysis of this reduced model established bounded state evolution, absence 

of dead markings, and reachability of the response state. The steady-state analysis further 

showed that reducing the rate of an exponentially timed transition increased the long-run 

occupancy of the place immediately preceding that transition. Across the controlled rate-

variation scenarios, this relationship was observed consistently, providing quantitative 

evidence of how local timing parameters affect the distribution of activity within the re-

duced processing cycle. These results apply specifically to the reduced GSPN and do not 

constitute formal verification or quantitative performance evaluation of the complete 

Cloud-IoT-Client model. 

Taken together, the Visual Object Net++ and GreatSPN analyses provide complemen-

tary evidence at different levels of the proposed model. The former enables behavioral 

examination of the complete architecture, whereas the latter provides formal state-space 

and quantitative steady-state results for a representative reduced cycle. This combined 

analysis strengthens the connection between the architectural description and its formal 

representation while preserving the distinction between simulation-based observations, 

reduced-model verification, and actual system performance. 

Several limitations remain. Latency, throughput, and response rate have not been 

quantitatively evaluated for the complete architecture, and the transition rates used in the 
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GreatSPN experiments are controlled model parameters rather than values calibrated 

from empirical measurements. The timing sensitivity and concurrent workload analyses 

provide controlled assessments of marking behavior under subsystem-specific delay 

changes and increased Client workloads, but they do not constitute direct performance, 

scalability, or bottleneck analyses. Future work should therefore extend formal verifica-

tion and quantitative performance analysis to the complete Petri-net model, calibrate tran-

sition parameters using empirical data, consider a broader range of timing and workload 

conditions, and validate the model against measurements obtained from a deployed 

Cloud-IoT educational environment. 

The present results therefore provide a basis for further development, empirical val-

idation, and complete-model verification of Cloud-IoT educational architectures. 

Supplementary Materials: The following supporting information can be downloaded at: 

https://www.mdpi.com/article/10.3390/iot7040085/s1, File S1: Petri-net models and associated files 

used for the simulation and formal analyses presented in the manuscript (Visual Object Net++ and 

GreatSPN). 

Author Contributions: Conceptualization, E.M.C. and L.L.B.; methodology, E.M.C. and L.L.B.; soft-

ware, E.M.C. and L.L.B.; validation, E.M.C., L.L.B. and V.T.D.; formal analysis, E.M.C.; investiga-

tion, L.L.B.; resources, E.M.C. and L.L.B.; data curation, L.L.B. and E.M.C.; writing—original draft 

preparation, L.L.B. and E.M.C.; writing—review and editing, L.L.B.; visualization, E.M.C.; supervi-

sion, V.T.D.; project administration, E.M.C. and V.T.D.; funding acquisition—not applicable. All au-

thors have read and agreed to the published version of the manuscript. 

Funding: This research received no external funding. 

Data Availability Statement: The models and associated files supporting the results presented in 

this study are available in the Supplementary Materials. 

Acknowledgments: During the preparation of this manuscript, the authors used ChatGPT 

(OpenAI) and Claude (Anthropic) as supporting tools for language refinement, with the aim of im-

proving the clarity and readability of the text. As the manuscript was developed and revised over 

an extended period, during which these tools were updated, different versions available at the re-

spective stages were used rather than a single software version. The tools were also used to assist in 

reviewing how the results were presented and discussed, particularly with regard to clarity and 

consistency throughout the manuscript. All AI-assisted content was reviewed and revised by the 

authors before being incorporated into the manuscript, with the final content reflecting the authors’ 

own scientific judgment. 

Conflicts of Interest: The authors declare no conflicts of interest. 

Abbreviation 

The following abbreviations are used in this manuscript: 

AI Artificial Intelligence 

CTL Computation Tree Logic 
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GSPN Generalized Stochastic Petri Net 

IoT Internet of Things 

IoT-A Internet of Things Architecture 

LoRaWAN Long Range Wide Area Network 

LPWAN Low-Power Wide-Area Network 

QoS Quality of Service 

RFID Radio-Frequency Identification 

SRN Stochastic Reward Net 
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