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Abstract

The convergence of Large Language Models (LLMs) with the Internet of Things (IoT) is driv-
ing a transformative shift toward a continuous, context-aware smart healthcare ecosystem.
Due to its novelty, existing research in this domain remains fragmented, leaving a critical
gap in unified frameworks that synthesize domain applications, functional AI deployment
roles, network architectures, and security boundaries. Following PRISMA 2020 guidelines,
this paper presents a systematic literature review and quantitative analysis evaluating
a selected corpus of 61 peer-reviewed and 14 preprint papers in this domain. Method-
ologically, we assess a novel hybrid article discovery strategy, finding that an AI-powered
prompt-based literature search strategy achieves higher precision than traditional keyword-
based Boolean queries (86% vs. 42%) on the evaluated search sample, which may reduce
screening workloads. We found that the major limitation of AI-based literature search is
non-determinism, which is also an inherent property of LLM-powered applications. To
address this, we propose methodological guidelines for using an AI-assisted hybrid litera-
ture search strategy. Based on the selected literature, we establish a multi-layer taxonomy
organizing the IoT-LLM advances in the healthcare domain across four pillars: application
domain, LLM role, IoT device type, and architectural deployment pattern. Quantitative
synthesis reveals a heavy research concentration in remote patient monitoring and per-
sonal health management (representing 59% of the corpus combined), primarily driven
by the data accessibility of wearable sensors (64%). Cross-tabulation uncovers a distinct
capability–constraint spectrum: cloud-based deployments lean on heavyweight state-of-
the-art models (mainly GPT-family models) for complex semantic reasoning, whereas edge,
federated, and blockchain-based hybrid systems leverage localized models (BERT and
LLaMA families). Patient data privacy and reduced communication overhead were among
the main reasons for choosing localized models. Crucially, our assessment reveals a perva-
sive neglect of LLM-specific vulnerabilities such as prompt injection and jailbreak attacks
and a tendency to treat regulatory frameworks (e.g., HIPAA, GDPR) as design features
rather than empirically validated compliance metrics. Finally, we propose an actionable
future research agenda prioritizing multi-device system orchestration, emergency care
integration, privacy-preserving LLMs, and deployment-scale clinical validation.

Keywords: Large Language Models (LLMs); Internet of Things (IoT); Internet of Medical
Things (IoMT); smart healthcare; remote patient monitoring; systematic literature review;
edge AI; data privacy; system orchestration
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1. Introduction
The convergence of Large Language Models (LLMs) with the Internet of Things (IoT)

in healthcare represents a transformative shift in modern healthcare systems. IoT enables
continuous, real-time collection of physiological and environmental data through inter-
connected sensors and smart medical devices, while LLMs and other artificial intelligence
techniques provide advanced capabilities for interpreting complex, multimodal clinical
data. Together, they enable intelligent, data-driven healthcare ecosystems that support
remote monitoring, early diagnosis, and personalized treatment.

Remote patient monitoring (RPM), one of the most prominent applications of IoT in
healthcare, allows clinicians to monitor patients outside traditional clinical settings using
wearable devices and sensors [1]. These systems improve patient outcomes by enabling
early detection of health deterioration, reducing hospital visits, and supporting continuous
care. IoT technologies further enhance healthcare efficiency by enabling real-time data
collection, automation of routine processes, and improved patient engagement [2].

The integration of AI, particularly advanced models such as LLMs, extends these capa-
bilities by enabling contextual understanding of medical data, natural language interaction,
and intelligent decision support. As healthcare systems face increasing pressure from aging
populations and rising chronic disease cases, such intelligent and scalable solutions are
becoming essential.

The existing literature highlights the growing role of AI and IoT integration in health-
care. AI-enabled RPM systems have demonstrated significant improvements in early
disease detection, personalized monitoring, and predictive analytics, particularly through
machine learning and deep learning techniques [1]. Similarly, IoT-based healthcare systems
have been widely adopted for applications such as chronic disease management, emergency
monitoring, and personalized treatment strategies, supported by continuous data collection
from wearable sensors [2].

Recent studies also emphasize the architectural evolution of AIoT healthcare systems,
including cloud-based, edge-based, and hybrid models. For example, phase-driven AIoT
architectures for remote patient monitoring integrate IoT for data acquisition and AI
for real-time analytics and decision-making, enabling scalable and structured healthcare
solutions [3]. Additionally, the emergence of edge and fog computing has addressed latency
and reliability challenges by enabling localized data processing closer to patients [4].

Although the integration of AI and IoT has been extensively explored, several critical
gaps remain. First, many existing systems emphasize data collection and transmission,
with limited focus on real-time analytics and predictive intelligence [3]. Second, current
research predominantly focuses on conventional AI models (e.g., CNNs, random forests)
rather than exploring the emerging role of LLMs in healthcare IoT ecosystems.

Furthermore, challenges such as interoperability, data privacy, scalability, and seamless
integration across heterogeneous IoT devices persist across the literature [2]. There is
limited systematic analysis that jointly examines AI methodologies (LLMs in particular), IoT
integration strategies, application domains, architectural patterns, and security implications
in a unified framework.

These gaps highlight the need for a comprehensive synthesis that not only categorizes
existing research but also analyzes cross-dimensional relationships and emerging trends in
LLM–IoT healthcare systems.

To address this gap, this study presents a systematic review and quantitative analysis
of the integration of Large Language Models and IoT in healthcare. The aim of our study is
to develop a structured taxonomy that provides a comprehensive understanding of how
LLMs are being integrated with IoT systems across different healthcare applications and

https://doi.org/10.3390/iot7030075

https://doi.org/10.3390/iot7030075


IoT 2026, 7, 75 3 of 40

architectural designs. In this paper, we also studied how the state-of-the-art literature
addresses security, privacy, ethics, and regulatory compliance.

This study focuses on the following research questions:

• RQ1: Which healthcare domains are being targeted and supported by IoT–LLM systems?
• RQ2: Which LLMs are used within IoT-based healthcare systems and for what roles?
• RQ3: How are LLMs integrated with IoT systems in healthcare environments?
• RQ4: How are security, privacy, and ethical challenges addressed in LLM–IoT health-

care systems?

As AI is increasingly being adopted across different fields and research processes,
emerging AI-assisted scholarly search tools such as Scholar Labs offer a new approach to
literature discovery; therefore, one contribution of this review is to evaluate how such an
AI-based search method compares with the established keyword-based Google Scholar
approach, and how to integrate such emerging systems with the established methodologies.

This review makes five contributions. (1) We present the first comparison of the
emerging Scholar Labs and traditional Google Scholar keyword-search-based methods
for literature survey. (2) We provide a comprehensive taxonomy of 75 LLM–IoT studies
in healthcare systems, classifying them by healthcare application domain, IoT devices,
LLM role/model, and architecture. (3) We synthesize cross-dimensional insights via
quantitative cross-tabulation of categories. (4) We critically assess security, privacy, and
ethical challenges, highlighting common strategies and neglected issues while integrating
LLMs for healthcare. (5) We identify key research gaps (e.g., emergency care applications,
autonomous orchestration, robust real-world evaluation) and outline future directions.
Together, these offer the first structured overview of LLM–IoT convergence in health-
care, guiding researchers and practitioners toward effective, secure, and privacy-oriented
development of healthcare systems.

The rest of this paper is organized as follows. Section 2 presents the related work.
Section 3 describes the review methodology, including the literature search, study selec-
tion, data extraction, and comparison of the AI-assisted and traditional search approaches.
Section 4 presents the proposed taxonomy and classification framework. Section 5 reports
the results and analysis addressing the research questions. Section 6 discusses the main find-
ings, system design trade-offs, research gaps, and limitations. Finally, Section 7 concludes
this paper and summarizes the key contributions and future research directions.

2. Related Work
Prior surveys on AI-enabled IoT healthcare mainly synthesized connected medical

devices, AIoMT architectures, and deployment challenges in smart healthcare, but they
were still centered on traditional AI/ML rather than LLM-driven reasoning or orches-
tration [5,6]. Subsequent surveys on LLMs in healthcare mapped broader clinical and
biomedical applications, evaluation practices, and interoperable data workflows, yet they
generally lacked an explicit healthcare IoT device and architecture-centric perspective [7–9].
More recent reviews have started to examine parts of the LLM–IoMT intersection, for
example in wearable-sensor interpretation, cloud-enabled medical imaging with IoMT,
and edge cardiovascular intelligence, but these studies remain tied to particular modalities
or application domains rather than offering a unified healthcare-wide synthesis [10–12].
Accordingly, the main gap is no longer the total absence of related work, but the lack of
a focused systematic review that jointly analyzes healthcare domains, IoT device ecosys-
tems, LLM functional roles, deployment architectures, and trustworthiness concerns in
one framework. This paper fills this gap by providing a healthcare-focused systematic
synthesis of LLM–IoMT studies through a multi-dimensional taxonomy, cross-tabulation
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across application–device–role–architecture dimensions, and a dedicated review of security,
privacy, ethics, and LLM-specific risks.

3. Methods
3.1. Search Strategy

The search strategy was designed to identify all relevant research articles addressing
the integration of LLM and IoT technologies in healthcare applications. Two distinct search
methodologies were employed and compared to evaluate their respective effectiveness
in systematic literature reviews. The review protocol was registered and published at
PROSPERO (registration number CRD420261485115). Literature search was initially con-
ducted on 12 March 2026. Multiple search iterations and iterative quality assessment were
performed to refine the Scholar Labs prompt and ensure comparability with the Google
Scholar search. The final dataset of search results included in this review was obtained on
25 March 2026. The literature for related work was finalized on 20 April 2026.

3.1.1. Database Selection

Google Scholar was selected as the primary database for both search approaches due
to its comprehensive coverage of scholarly literature across multiple publishers, including
IEEE, Elsevier (ScienceDirect), MDPI, Springer, Nature, ACM, and Frontiers [13]. Google
Scholar provides broader coverage of grey literature and conference proceedings com-
pared to subscription databases, making it particularly valuable for emerging technology
domains [14].

3.1.2. Method 1: Scholar Labs (AI-Powered Prompt-Based Search)

Scholar Labs represents an innovative and emerging approach to literature search
that leverages artificial intelligence to interpret natural language prompts. Rather than
requiring users to construct complex Boolean queries, this method allows researchers to
describe their information needs in conversational language.

Search Prompt Construction:

The search prompt encoded the core topical scope and the exclusion of review/survey
articles in natural language format. Specifically, the following prompt was used:

Prompt: “Find research papers on integrating IoT and LLMs focused on healthcare
domain. Exclude review and survey articles.”

Operational Mechanism:

Scholar Labs operates by scanning articles from its index and applying AI-based
filtering based on the prompt criteria. Upon submission of the search prompt, the system
processes the natural language requirements and returns relevant articles progressively.
The system displays results in batches of 10 papers per page, with the user able to navigate
through additional results by clicking the “More” button. It is observed that Scholar Labs’
maximum screening capacity for a single prompt is 300 papers because during prelimi-
nary testing with multiple prompts, the largest result index observed was approximately
300 articles.

Search Parameters:

The following parameters were applied to the Scholar Labs search through the prompt:

• Language: English
• Article Type: Research articles
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3.1.3. Method 2: Traditional Google Scholar (Keyword-Based Boolean Search)

Traditional keyword-based Boolean search represents the conventional approach to
systematic literature reviews, requiring researchers to manually construct Boolean queries
using AND, OR, and NOT operators to specify inclusion and exclusion criteria [15].

Search Query Construction:

The Boolean search query was constructed following established guidelines for sys-
tematic literature reviews [15].

Search Query: “LLM” AND “IoT” AND “healthcare” -intitle:”Review” -intitle:”Survey”

Query Design Rationale:

The Boolean query was designed with three distinct components:

1. Primary Term Group: “IoT” which represents IoT-related technologies (IoT, IoMT,
AIoT, etc).

2. Technology Group: “LLM” which represents Large Language Model technologies.
3. Application Group: “healthcare” which represents healthcare applications (healthcare,

health monitoring, wearable sensors, smart healthcare, etc.).

Search Parameters:

The following parameters were applied to the traditional Google Scholar search:

• Language: English.
• Sort by: Relevance.
• Citations: Included.

The Boolean query was intentionally designed to prioritize relevance while main-
taining sufficient coverage. During preliminary testing, alternative terms and synonyms,
including “Large Language Model,” “Generative AI,” “IoMT,” and “Internet of Medical
Things,” were evaluated. These broader combinations increased the retrieval of false-
positive and out-of-scope studies that barely mention the keywords. The core term “IoT”
was retained because it is broader and can capture studies using related variants such as
IoMT, HIoT, and AIoT, while searches restricted to these narrower terms may not retrieve
studies described only as IoT. Similarly, “LLM” and “healthcare” provided the most rele-
vant results for the specific scope of this review. Additionally, using the same core concepts
as the Scholar Labs prompt also improved comparability between the AI-powered and
traditional search approaches.

3.2. Inclusion and Exclusion Criteria

To ensure methodological rigor and relevance of selected studies, predefined inclusion
and exclusion criteria were established following PRISMA 2020 guidelines (Table S1) [16].

3.2.1. Inclusion Criteria

The predefined inclusion criteria used to determine study eligibility for this review
are summarized in Table 1.

Table 1. Studies were included if they met all of the following 4 criteria.

Criterion Description

IC1: Domain Studies addressing LLM and IoT/IoMT integration in the healthcare domain.
IC2: Originality Research articles with original technical contributions.
IC3: Validation Studies presenting experimental validation with novel methodologies or frameworks.
IC4: Language Written in English.
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3.2.2. Exclusion Criteria

The predefined exclusion criteria used to remove studies that did not meet the require-
ments of this review are summarized in Table 2.

Table 2. Studies were excluded if they met any of the following 6 criteria.

Criterion Description

EC1: Publication Type Systematic literature reviews, review articles, survey papers.

EC2: Document Type Position papers, conference abstracts, editorials, opinion pieces.

EC3: Originality Duplicate publications or redundant papers.

EC4: Methodology Papers lacking experimental validation.

EC5: Scope

Studies were excluded when they focused solely on conventional AI/ML or IoT
without substantive use of an LLM or qualifying language-model component, or
when the language-model component was not actually used in the proposed or
evaluated healthcare application.

EC6: Domain Papers outside the healthcare domain.

For this review, the term LLM primarily refers to mainstream large generative or
foundation language models capable of general-purpose language understanding, gen-
eration, reasoning, or conversational interaction, including GPT-family, LLaMA-family,
DeepSeek, Gemini, and comparable models. BERT, DistilBERT, MiniLM, and related
encoder-oriented models are not treated as equivalent to full-capability generative LLMs.
However, compact or specialized transformer language models were retained when the
reviewed study explicitly used them as a functional language-model component for tasks
such as information extraction, summarization, classification, anomaly interpretation, or
other language-oriented processing within an IoT/IoMT healthcare workflow. T5-family
models were similarly considered according to their functional use and implementation
rather than assumed to represent full-capability LLMs solely by model family. Conventional
ML/DL models without such language-model functionality were excluded.

3.2.3. Application of Criteria

The inclusion and exclusion criteria were applied differently by each search method:
In Scholar Labs, the AI-powered system interpreted and applied the topical scope and

the criterion excluding review and survey articles through natural language processing,
attempting to filter results according to the prompt specifications. In traditional Google
Scholar, Boolean operators were used to partially implement criteria; however, manual
screening was required for final classification due to limitations in keyword-based filtering.

3.3. Selection Process

The selection process followed a structured approach adapted from the PRISMA 2020
flow diagram methodology [16]. The entire PRISMA process is displayed in Figure 1.

3.3.1. Scholar Labs Selection Process

The Scholar Labs search was conducted using the constructed natural language
prompt. The system returned results progressively, displaying a total of 36 papers that
were filtered by AI from an observed candidate set of ~250 articles in the system index.
For each result, the user clicked to access full article information and determine relevance
based on the inclusion criteria.
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Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analysis) 2020
workflow diagram.

The following is the process flow:

1. Submit natural language prompt to Scholar Labs.
2. System scans top articles from index.
3. AI-based filtering applied according to prompt criteria.
4. Results returned progressively (36 papers).
5. Each paper evaluated against inclusion/exclusion criteria.
6. Relevant papers identified.

3.3.2. Traditional Google Scholar Selection Process

The traditional Google Scholar search was conducted using the constructed Boolean
query. Results were sorted by relevance and examined sequentially. The first 300 results
were evaluated from 30 pages of Google Scholar to maintain comparability with the Scholar
Labs approach.

The following is the process flow:

1. Enter Boolean search query in traditional Google Scholar.
2. Results displayed sorted by relevance (10 per page).
3. Manual review of 300 results from first 30 pages.
4. Each paper evaluated against inclusion/exclusion criteria.

https://doi.org/10.3390/iot7030075
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5. Relevant papers identified.

Figure 1 represents the identification, screening, eligibility testing, and inclusion stages
of the literature survey. It initially shows the process of both Scholar Labs and Google
Scholar records, which are combined in the later stages to yield the final set of papers
included for quantitative analysis.

All retrieved records were screened using the inclusion and exclusion criteria pre-
sented in Tables 1 and 2. Screening was conducted in two stages. First, the title and abstract
of each record were reviewed to determine whether the study appeared to address the inte-
gration of LLM methods with IoT/IoMT technologies in healthcare. Records that appeared
potentially relevant were then assessed in greater detail by reviewing the full text, method-
ology, system architecture, evaluation design, and reported contributions. Studies were
included only if they satisfied all inclusion criteria and did not meet any exclusion criteria.
The term LLM–IoT integration is used broadly in this review to describe studies in which
language-model methods and IoT/IoMT technologies contribute to the same healthcare
application or system. The degree of coupling varies across the literature. In some studies,
IoT-generated data are directly processed or interpreted by the language model, or the
model influences downstream IoT decisions or workflows. In others, the language-model
component performs a more limited function, such as NLP, summarization, extraction, or
classification, alongside IoT components within the same healthcare application. Studies
were retained when both technologies were actually used in the proposed or evaluated
system, even if the LLM was not the primary contribution. Studies were excluded when
they lacked LLM relevance, did not include IoT/IoMT integration, were outside the health-
care domain, were review/survey papers, lacked technical validation, or were duplicates.
Screening and eligibility assessment were initially performed by a junior researcher using
the predefined inclusion and exclusion criteria. The screening decisions and final study
selection were iteratively validated with a senior researcher, and any uncertainties were re-
solved through discussion and revision. Because the quality assessment was not conducted
independently by multiple coders throughout the entire process, inter-reviewer agreement
statistics such as Cohen’s kappa were not calculated.

3.4. Data Extraction

After the final article list was prepared from both search methods, data were extracted
into a structured Excel spreadsheet. The extraction table included the following variables:
paper ID/source, publication year, healthcare application, IoT device type, data type,
data details, LLM role, LLM model, architecture type, evaluation method, evaluation
source/dataset, security/privacy/ethical challenges, key findings, and reported gaps
or limitations.

These extracted variables were used to construct the taxonomy across four major
dimensions: healthcare application domain, IoT device category, LLM role category, and
deployment architecture category. When a study belonged to more than one category, multi-
label coding was applied because some of the papers present more than one approach
or a combination approach. Therefore, some cross-tabulation totals represent category
occurrences rather than unique papers. Missing or unclear information was coded as “not
reported” or “unspecified” when the original paper did not provide enough detail.

3.5. Comparative Analysis of the Search Methodologies

For the comparison of the two approaches, we selected the first 36 results from Google
Scholar because Scholar Labs returned only 36 results. The performance difference in both
methodologies and distribution of the search results is displayed in Table 3 and Figure 2.
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Table 3. Comparison of the two methodology approaches.

AI (Scholar Labs) Manual (Google Scholar)

Total Results Retrieved: 36 Total Screened = 36

Papers Included = 31 Papers Included = 15

Papers Excluded = 5
• Survey/Review = 0
• Out of Scope = 3
• Duplicate = 2

Papers Excluded = 21
• Survey/Review = 8
• Out of Scope = 12
• Duplicate = 1

True Positives = 31/36 = 86% True Positives = 15/36 = 42%

False Positives = 5/36 = 14% False Positives = 21/36 = 58%
Note: Percentages are calculated using the first 36 results from each search approach to enable direct
comparison. The exclusion categories shown here correspond only to this comparative 36-result
sample and therefore differ from the complete screening and eligibility exclusions reported in the
PRISMA flow diagram.

Figure 2. Search results distribution of Scholar Labs and Google Scholar (first 36 results): (a) Scholar
Labs results showing relevant articles and excluded articles, including out-of-scope and duplicate
papers; (b) Google Scholar results showing relevant articles and excluded articles, including sur-
vey/review articles, out-of-scope papers, and duplicates.

3.5.1. Overlap Analysis

Following individual selection processes, an overlap analysis was conducted to iden-
tify common papers retrieved by both search methods. This analysis is limited to the first
36 results of Google Scholar for comparison and employed the following approach:

1. Extract unique identifiers (DOI, title) from both result sets.
2. Match papers across datasets using exact title matching and DOI comparison.
3. Classify papers as: Scholar Labs Unique, Google Scholar Unique, or Common.

The overlap analysis revealed 8 papers common to both search methods, with
23 unique papers from Scholar Labs and 7 unique papers from traditional Google Scholar.

Table 4 shows the number of common and unique articles found by both methods and
their proportion of common articles among the relevant articles, while Figure 3 visually
illustrates the distribution of unique and common papers between the two search methods
through a Venn diagram. Note: Overlap percentages are calculated relative to the relevant
articles retrieved by each search method.
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Table 4. Overlap analysis summary.

Category Value

Scholar Labs Unique Articles 23
Google Scholar Unique Articles 7
Common Articles 8
Overlap (% of Keyword-Based) 53%
Overlap (% of Prompt-Based) 26%
Total Unique Articles 38

Figure 3. Overlap analysis Venn diagram displaying distribution of unique and common papers in
both methods.

3.5.2. Corpus-Relative Recall

To evaluate the retrieval effectiveness of each discovery strategy, we calculated corpus-
relative recall against the final verified reference corpus of Q = 75 unique studies included
in the quantitative analysis. In this context, Q represents the total number of studies in
the final reference corpus, while true positives (TP) represent the number of studies from
this corpus retrieved by each search method within the comparative screening window.
Unlike conventional recall calculated against an independently established gold-standard
dataset, this measure is intended to simulate an initial literature search and determine what
proportion of the final known corpus each method would recover. Accordingly, corpus-
relative recall is calculated as the proportion of the 75-study reference corpus retrieved by
each method.

The corpus-relative recall for the AI-powered prompt-based strategy is formulated as:

RAI =
TPAI

Q
=

31
75

≈ 41.33%

The corpus-relative recall for the traditional manual keyword-based strategy is formu-
lated as:

RManual =
TPManual

Q
=

15
75

≈ 20.00%

Because the 75-study reference corpus was itself constructed through the broader
hybrid discovery and screening process, these values should be interpreted as corpus-
relative retrieval performance rather than independent estimates of absolute search recall.

3.5.3. Strengths and Weaknesses Analysis

This section presents a detailed comparison between the two search methodologies
based on the extracted results, as summarized in Table 5.
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Table 5. Scholar Labs and Google Scholar strengths and weaknesses matrix.

Scholar Labs Google Scholar

Strengths

Higher Precision: Achieved 86% precision compared to
42% for traditional search, indicating an improvement in
the result relevance.

Methodological Transparency: Well-established,
reproducible methodology that can be precisely
documented.

Effective Exclusion: Automatically excluded all survey
and review papers (0% vs. 22%), reducing manual
screening workload.

Complete Control: Researchers have full control over
search logic through Boolean operators.

User-Friendly Interface: Natural language interface
reduces technical barriers for researchers unfamiliar
with Boolean query construction.

Academic Acceptance: Widely accepted and commonly
used in academic research.

Systematic Documentation: Easier to document and
replicate in systematic reviews.

Weaknesses

Filtering Limitations: Two papers were
dissertations/theses, two duplicate papers and one
paper with only partial relevance.

Low Precision: Only 42% precision for original research
articles.

Algorithm Transparency: Limited transparency in AI
interpretation of prompts and ranking algorithm.

Inadequate Filtering: High retrieval rate of
survey/review papers (22%) and out-of-scope papers
(33%) and duplicates (3%) that require manual
exclusion.

Reproducibility Concerns: Due to the non-deterministic
nature of AI-based search, repeated use of the same
prompt may produce differences in result ordering or
ranking, limiting exact reproducibility.

Technical Requirements: Requires knowledge of
Boolean query construction and search syntax.

High Workload & Time-Consuming: The task is
cumbersome and relatively takes longer time.

3.5.4. Combined Analysis

The combination of both search methods yielded 38 unique articles, demonstrating
the value of a hybrid approach. While Scholar Labs provided 23 unique papers, tradi-
tional Google Scholar contributed 7 unique papers, with 8 papers overlapping between
both methods.

The comparative analysis reveals that Scholar Labs achieves better performance across
most metrics based on the evaluated search sample, particularly in terms of precision (86%
vs. 42%) and exclusion of irrelevant paper types.

However, the traditional Boolean approach identified 7 unique papers not found by
Scholar Labs, indicating its value as a supplementary search strategy.

3.6. Interpretation

The comparative analysis also reveals differences between the two search methodolo-
gies. Scholar Labs’ AI-powered approach appears to offer higher precision than traditional
Boolean search. This finding aligns with previous studies showing that AI-powered search
systems can better match research papers to relevant topics by analyzing the meaning of
the text rather than relying only on keywords [17].

One of the most significant advantages observed from Scholar Labs was its ability to
exclude pure survey and review articles and articles loosely related to the prompt at the
search stage. In traditional Boolean database searching, review articles frequently appear
among retrieved results and require manual exclusion during screening, increasing re-
viewer workload. The AI-powered approach helped address these limitations; for example,
it automatically excluded review articles within the evaluated sample, suggesting potential
to streamline title/abstract screening workflows, although net time reduction was not
directly quantified.
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3.6.1. Retrieval Methodological Challenges

1. Scope Filtering Issues: Both approaches retrieved papers that were not directly related
to AI/LLM or IoT or clinical healthcare, requiring manual exclusion.

2. Access Restrictions: In both approaches, some papers were only partially accessible or
available as abstracts only, limiting full-text evaluation and requiring exclusion.

3. Reproducibility and Non-determinism: A further limitation of Scholar Labs emanates
from the non-deterministic nature of LLM-based systems [18]. Repeated execution
of the same search prompt may produce differences in the ordering or ranking of
retrieved results. To assess this behavior, the search was repeated independently by
one author and a co-author using the same prompt. Differences in result ordering
were observed across these executions, indicating that the Scholar Labs search may
not be exactly reproducible even when the search prompt remains unchanged. We
want to emphasize that this observed non-determinism warrants further investigation.
This variability represents an important methodological consideration when using
AI-powered search tools in systematic literature reviews.

3.6.2. Implications for Systematic Literature Reviews

The findings have significant implications for systematic literature review methodology:

1. Search Strategy Selection: Researchers may find AI-powered search tools a better fit
for initial literature discovery due to their simpler natural-language interface.

2. Hybrid Approaches: Combining AI-powered and traditional search methods may pro-
vide optimal coverage leveraging the complementary strengths of both approaches.

3. Manual Screening: Regardless of search method, manual title/abstract screening
remains essential to assess relevance and ensure consistency with the predefined
inclusion and exclusion criteria.

3.7. Summary and Recommended Strategy
3.7.1. Summary of Comparative Study

This methodology section has presented a comprehensive comparison of two search
strategies for systematic literature reviews: Scholar Labs (AI-powered prompt-based search)
and traditional Google Scholar (keyword-based Boolean search). The evaluation was
conducted using a real-world systematic literature review on AI/LLM-IoT integration
in healthcare.

Results of our comparative study indicate that Scholar Labs demonstrated a higher
precision than traditional Google Scholar (86% vs. 42%) and was more effective in limiting
the retrieval of irrelevant paper types at the search stage. The AI-powered search retrieved
fewer out-of-scope papers (8% vs. 33%) and no survey/review papers (0% vs. 22%),
suggesting that it may reduce the amount of manual screening required. However, the two
approaches were complementary, as traditional Google Scholar identified seven unique
papers that were not retrieved through Scholar Labs.

Based on the comparative analysis, Scholar Labs (AI-powered prompt-based search)
demonstrated potential advantages for systematic literature reviews in terms of:

• Higher precision in the evaluated search (86% vs. 42%).
• More effective exclusion of irrelevant paper types.
• Potential reduction in researcher screening time.

These findings should not be interpreted as evidence that AI-powered prompt-based
search, particularly Scholar Labs, is universally more effective than traditional Google
Scholar. Systematic reviews require transparency, repeatability, reproducibility, and com-
prehensive literature coverage. A key limitation of Scholar Labs is the non-deterministic
nature of AI-powered search systems, where the same prompt may not consistently gener-
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ate identical results or rankings across repeated searches or different users, a characteristic
also observed in LLM-based systems [18]. This variability may affect the repeatability and
reproducibility expected in systematic literature reviews. In addition, traditional Google
Scholar retrieved seven unique relevant papers that were not identified through Scholar
Labs, highlighting the importance of using complementary search approaches to improve
literature coverage. Therefore, while Scholar Labs showed potential advantages in precision
and screening efficiency in this study, traditional Google Scholar remains an important
complementary search strategy for supporting broader coverage and more reproducible
search procedures.

3.7.2. Recommendations for AI-Assisted Hybrid Systematic Literature Reviews

For researchers conducting systematic literature reviews, we recommend a hybrid
strategy that effectively combines both methodologies.

Figure 4 illustrates our proposed hybrid literature search strategy process in a step-by-
step manner for an effective systematic literature review. This hybrid approach leverages
the strengths of both methodologies while mitigating their individual limitations, resulting
in a more thorough and efficient systematic literature review process.

Figure 4. Our proposed hybrid literature search strategy.

4. Taxonomy and Classification
4.1. Taxonomy Overview

Based on the literature survey, a total of 75 papers were identified, as shown in Figure 1.
To systematically analyze the current state-of-the-art and identify major research patterns,
these studies were classified according to four key dimensions: healthcare application
domain, LLM role, IoT devices, and architecture type.

Figure 5 illustrates the proposed multi-layer taxonomy, which organizes the selected
studies into four major dimensions and their corresponding subcategories. Among these,
the healthcare application domain consists of five categories, while both the LLM role and
architecture type contain four categories each. The IoT devices dimension is divided into
three categories.

This taxonomy provides a structured understanding of how system design choices are
influenced by domain-specific requirements, data sources, deployment environments, and
operational constraints. Furthermore, it highlights the major areas of research concentration
as well as underexplored areas that offer opportunities for future research.
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Figure 5. Taxonomy of LLM–IoT healthcare systems.

4.1.1. Taxonomy Development and Classification Procedure

The taxonomy construction followed an iterative, data-driven approach grounded
in the selected literature, as opposed to a fixed, deductive framework. An initial tax-
onomy was created based on an overall assessment of the corpus, healthcare domain
knowledge, and AI-assisted suggestions. The preliminary categories included Remote
Monitoring, Smart Hospitals, Elderly Care, Clinical Support, and Mental Health for health-
care applications; Reasoning, Interaction, Interpretation, Optimization, Summarization, and
Security/Verification for LLM roles; and Edge-based, Cloud-based, Hybrid, Decentralized,
and Federated architectures.

During data extraction, information corresponding to each taxonomy dimension
was recorded in separate columns for every included study. As additional studies were
examined, overlapping or closely related categories were merged, ambiguous categories
were refined, and category labels were revised to better reflect recurring patterns across
the corpus. This iterative process resulted in the four final taxonomy dimensions and
subcategories presented in Figure 5. Although categories like federated learning and
blockchain are technically distinct, they were grouped within a single architecture category
because, across the reviewed studies, both were primarily employed as decentralized
strategies addressing privacy, security, trust, or data-governance requirements rather than
because of technical similarity.

The classification followed a multi-label approach in which categories were not mutu-
ally exclusive. Studies were assigned to more than one category within a dimension when
they explicitly exhibited multiple functions or system characteristics. For example, an LLM
could support both conversational interaction and data interpretation, or a system could
incorporate more than one IoT device type or architectural component. This approach
preserved the multifunctional nature of the reviewed systems and avoided forcing studies
into a single category when their reported design spanned multiple taxonomy classes.

4.1.2. Taxonomy Category Definitions

To ensure clarity and consistency in classification, the taxonomy dimensions used in
this study are defined as follows.

Healthcare Application Categories:
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1. Remote Patient and Chronic Monitoring: Refers to systems for long-term tracking
of physiological signals outside clinical settings to manage chronic conditions or
post-operative recovery (e.g., continuous heart rate monitoring for cardiac patients
and mental health patients).

2. Clinical Decision Support and Diagnosis: Includes tools that assist healthcare profes-
sionals in identifying diseases or recommending treatments by interpreting complex
data (e.g., LLM-augmented analysis of ECG data for rare arrhythmia detection).

3. Personal Health and Lifestyle Management: Represents consumer-facing applica-
tions focused on wellness, fitness, and nutrition through behavioral tracking (e.g.,
LLM-based coaching for protein intake based on activity logs).

4. Emergency and Critical Care Response: Includes systems optimized for the imme-
diate detection of acute health crises or mass-casualty events (e.g., automated fall
detection or early-warning systems for sepsis in ICUs).

5. Healthcare Infrastructure and Operations: Focuses on backend systems that support
reliability, security, and efficiency of healthcare IoT ecosystems.

IoT Device Categories:

1. Wearable Sensors: Refers to body-worn or mobile devices that collect physiologi-
cal data.

2. Ambient and Environmental Sensors: Includes stationary sensors that monitor
surroundings or user behavior.

3. Medical-Grade Clinical Devices: Refers to regulated diagnostic or therapeutic hard-
ware used in clinical environments.

LLM Role Categories:

1. Data Interpretation and Linguistic Summarization: Involves transforming sensor
data into human-readable outputs.

2. Conversational Interaction and Patient Support: Includes natural language interfaces
for patient engagement.

3. Reasoning and Contextual Anomaly Detection: Refers to identifying risks or anoma-
lies using contextual understanding.

4. System Orchestration and Autonomous Control: Involves managing system work-
flows, data routing, or decision coordination.

Architecture Type Categories:

1. Edge-Based/Local: Where computing and LLM inference occur entirely on the local
device or at the network edge (e.g., gateway, local server).

2. Cloud-Based: Where data is transmitted to a centralized remote server or a large-scale
cloud provider for high-performance processing and heavyweight LLM inference.

3. Federated Learning/Blockchain: Consists of papers that employed federated learning
and blockchain technologies. In the reviewed studies, federated learning is primarily
used to support distributed model training or analysis without centrally pooling raw
healthcare data, offering privacy advantages. Blockchain-based systems, in contrast,
are used to support data integrity, auditability, and secure decentralized health-data
management.

4. Hybrid: Represents implementations that combine multiple architectural layers (e.g.,
edge + cloud, edge + fog + cloud).

In what follows, we provide demonstrative examples of systems across taxonomy
categories; the ten representative papers presented in Table 6 are grouped by healthcare
domain and application context.
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Table 6. Representative studies integrating LLMs and IoT in healthcare.

Paper ID Healthcare Application
Domain IoT Type LLM Role Architecture Key Contributions

[19] Remote Patient & Chronic
Monitoring Wearable Sensors

• System Orchestration & Autonomous
Control

• Conversational Interaction & Patient
Support

• Data Interpretation & Linguistic
Summarization

Hybrid (edge + cloud)
Integrates LLM-guided DRL, diffusion denoising, and
conversational feedback to generate personalized
health alerts.

[20] Remote Patient & Chronic
Monitoring

Medical-Grade Clinical
Devices Reasoning & Contextual Anomaly Detection Cloud-based LLaMA-based anomaly detection on IoT medical

telemetry with efficient training using LoRA.

[21] Clinical Decision Support &
Diagnosis

Medical-Grade Clinical
Devices

• Reasoning & Contextual Anomaly
Detection

Data Interpretation & Linguistic Summarization

Federated
learning/Blockchain

Combines LLMs with lightweight blockchain, IPFS in
secure Healthcare 5.0 frameworks.

[22] Clinical Decision Support &
Diagnosis Wearable Sensors

• Reasoning & Contextual Anomaly
Detection

Conversational Interaction & Patient Support

Cloud-based
Integrates continuous sensor data with
retrieval-augmented LLM for disease probability
estimation.

[23] Personal Health & Lifestyle
Management Wearable Sensors Data Interpretation & Linguistic Summarization Hybrid (edge + fog +

cloud)
Dynamically allocates tasks based on data sensitivity
and complexity via modular layers.

[24] Personal Health & Lifestyle
Management Wearable Sensors

• Data Interpretation & Linguistic
Summarization

Conversational Interaction & Patient Support

Cloud-based PhysioLLM improves actionable health insights from
wearable data.

[25] Emergency & Critical Care
Response

Medical-Grade Clinical
Devices

• Data Interpretation & Linguistic
Summarization

Reasoning & Contextual Anomaly Detection

Edge-based
Lightweight BERT deployed on edge IoT achieves
superior performance over SVM, CNN, LSTM, and
GRU on MIMIC-III.

[26] Emergency & Critical Care
Response

Medical-Grade Clinical
Devices Data Interpretation & Linguistic Summarization Federated learning

Fine-tuned LLM outperforms baseline models and
typical medical student on USMLE-style questions in
the MIMIC III infectious disease cohort.

[27] Healthcare Infrastructure &
Operations

Medical-Grade Clinical
Devices Reasoning & Contextual Anomaly Detection Hybrid (cloud +edge+

blockchain)

Integrates Deepseek-R1 LLM with blockchain and IoT
for secure real-time fault detection, for offline secure
deployment.

[28] Healthcare Infrastructure &
Operations

Medical-Grade Clinical
Devices System Orchestration & Autonomous Control Hybrid (edge + cloud)

MEDIotWALL demonstrates a low-cost, Raspberry
Pi–based, two-tier IoMT firewall with AI-assisted rule
generation to provide effective protection of medical
devices.
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5. Results and Analysis
5.1. RQ1: Healthcare Domain Analysis

The distribution of healthcare applications across the taxonomy in Table 7 reveals a
strong concentration in remote patient and chronic monitoring systems, followed by per-
sonal health and lifestyle management and clinical decision support and diagnosis, while
emergency and critical care and infrastructure-focused applications appear less frequently.
This distribution reflects the natural alignment between IoT capabilities and long-term
physiological monitoring, where continuous data streams from wearable and medical-
grade devices are readily available for LLM-driven interpretation. The frequencies reported
in this review represent the level of research attention within the selected literature and
should not be interpreted as evidence of greater scientific importance, clinical effectiveness,
or technological superiority of one application, model, device, or architecture over another.

Table 7. Healthcare application category distribution.

Healthcare Application Category Count Percentage (%)

Remote Patient & Chronic Monitoring 24 32%
Personal Health & Lifestyle Management 20 27%
Clinical Decision Support & Diagnosis 14 19%
Emergency & Critical Care Response 10 13%
Healthcare Infrastructure & Operations 7 9%
Total 75 100%

Within the remote patient and chronic monitoring cohort, research is primarily focused
on elderly care and remote monitoring, telemedicine and diagnosis, followed by generic
chronic-condition monitoring, diabetes management, and cardiovascular conditions. The
remaining studies address mental health, Alzheimer’s disease, and pediatric health. In
clinical decision support, decision support and diagnostic reasoning were the most frequent
topics, followed by mental health and predictive analytics and anomaly detection. The
remaining studies focused on disease-specific applications involving the eye, ear, heart,
and tuberculosis. In personal health and lifestyle management, the largest number of
papers concerned sleep and stress, followed by behavioral analytics, lifestyle management,
training, tracking, and coaching. In emergency and critical care, approximately half of the
papers addressed emergency alerts, medical diagnosis, context awareness, and fall risk.
The remaining studies examined post-surgery/ICU monitoring, stroke prediction, and
remote emergency care. Finally, healthcare infrastructure and operations showed no clear
dominant trend.

Remote monitoring systems are observed to leverage LLMs for continuous signal
interpretation and anomaly detection, transforming structured sensor data into meaningful
insights for both clinicians and patients [19,20,29–45]. In contrast, clinical decision sup-
port applications utilize LLMs for reasoning and contextual understanding [21,22], often
integrating multiple data modalities such as patient history, sensor readings, and conver-
sational inputs to support diagnostic workflows [46–55]. Personal health and lifestyle
management systems represent a distinct category where LLMs are used in interactive and
behavioral contexts, enabling personalized feedback, coaching, and engagement through
conversational interfaces [24,56–66]. These systems emphasize usability and personaliza-
tion over clinical rigor, but increasingly incorporate trust mechanisms such as grounding
and guardrails.

Emergency and critical care applications, while less frequent, highlight low-latency,
edge-based and hybrid decision-making, where real-time responsiveness is critical [25,67–72].
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These systems seem to prioritize performance and reliability, sometimes at the expense of
complex security mechanisms.

The domain distribution indicates that LLM–IoT healthcare research is heavily driven
by data availability and application feasibility, with remote monitoring dominating due
to continuous data streams, while more complex domains such as emergency care and
infrastructure remain relatively underexplored.

Healthcare Application × LLM Role Cross-Tabulation

A cross-tabulation between healthcare application category and LLM role category,
presented in Table 8, reveals that domain characteristics strongly influence LLM function-
ality. Because LLM roles were coded using a multi-label approach, percentage values
were calculated by dividing the LLM-role paper count within each healthcare applica-
tion category in Table 8 by the total paper count for that healthcare application category
reported in Table 7. As shown in the cross-tab analysis, remote patient monitoring and
personal health applications are dominated by data interpretation and conversational roles,
reflecting the need for continuous summarization and user interaction. In contrast, clinical
decision support systems exhibit a significantly higher concentration of reasoning-based
models (79%), highlighting their reliance on context-aware inference for diagnostic support.
System orchestration remains largely confined to healthcare infrastructure (57%) [28,73–75],
indicating that autonomous control capabilities are not yet widely adopted in patient-
facing domains.

Table 8. Healthcare application LLM-role distribution.

Healthcare Application
Category

LLM Role

Reasoning &
Contextual

Anomaly Detection

Data Interpretation &
Linguistic

Summarization

Conversational
Interaction

& Patient Support

System Orchestration &
Autonomous Control

Remote Patient &
Chronic Monitoring 8 14 12 1

Personal Health &
Lifestyle Management 7 15 12 1

Clinical Decision Support
& Diagnosis 11 8 4 0

Emergency & Critical
Care Response 4 5 3 2

Healthcare Infrastructure
& Operations 3 1 0 4

Note: LLM roles were coded using a multi-label approach; therefore, one paper may appear under
more than one LLM role category and the sum of papers of healthcare application category may
exceed the actual number of papers presented in Table 7.

5.2. RQ2: LLM Models and Usage Analysis

Analysis of LLM usage across the taxonomy shown in Table 9 reveals that models are
primarily employed for three core functional roles: data interpretation, contextual reason-
ing, and conversational interaction. Among these, data interpretation and summarization
is the most frequently studied LLM role in the reviewed literature, reflecting the need to
convert raw IoT-generated data into structured and actionable insights.

Reasoning-based applications form the second dominant category, where LLMs are
used to identify anomalies, detect risks, and support clinical decision-making by contextual-
izing heterogeneous data inputs [20–22]. These systems often rely on fine-tuned or domain-
adapted models [20,25,35] to improve accuracy in healthcare-specific tasks [51,54,76–78].
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Table 9. LLM role category frequency distribution.

LLM Role Category Count Percentage (%)

Reasoning & Contextual Anomaly Detection 33 43%
Data Interpretation & Linguistic Summarization 43 57%
Conversational Interaction & Patient Support 31 41%
System Orchestration & Autonomous Control 8 12%

Note: Percentages are calculated based on the total number of reviewed papers (n = 75). Since papers
may include multiple LLM roles, percentages do not sum to 100%.

Conversational LLM applications, while less frequent, play a critical role in patient-
facing systems, including virtual assistants and digital health coaches [24,60,79], as well as
chronic-pain guidance systems [80]. These systems enable natural language interaction,
enhancing accessibility and user engagement [33,56,57,61].

A smaller but important category of research articles includes system orchestration
and autonomous control, where LLMs are integrated into broader workflows to coordinate
IoT systems [28,69] and automate decision pipelines [73,74]. This category represents a
shift toward more autonomous healthcare systems.

LLM Model × Architecture Type × Healthcare Application

Model-level cross-tabulation in Table 10 shows that GPT-family models are the most
frequently used model group and seem to be primarily associated with cloud-based or
hybrid deployments, reflecting their suitability for complex reasoning, summarization, and
conversational support. LLaMA-family models appear across all architecture types and
show stronger relevance in privacy-sensitive or locally controlled settings in the studies, in-
cluding hybrid and federated deployments. BERT-family models appeared comparatively
more in edge-oriented, supporting resource-constrained tasks such as local classification,
short-text interpretation, and lightweight clinical language processing. This pattern sug-
gests that model selection is not arbitrary; rather, it is shaped by the interaction between
task complexity, deployment constraints, privacy requirements, and healthcare domain.

Table 10. LLM model healthcare-application-architecture frequency distribution.

LLM Model Total Papers
Architecture

Edge-Based Cloud-Based Hybrid Federated
Learning/Blockchain

GPT 33 4 19 9 1

LLaMA 24 7 8 7 3

BERT 10 5 2 2 1

Unspecified LLM 12 3 3 6 0

Other Proprietary Models
(Gemini, Claude, Grok, Qwen-max,
ERNIE Bot, LAM)

12 2 7 3 0

Other Open Models
(Mistral & Mixtral, Deepseek,
Qwen2.5, BART MNLI, Starling-LM)

12 4 3 5 0

Compact Models
(Gemma, Phi, MiniLM, T5) 10 3 4 3 0

Note: Model categories were coded using a multi-label approach when studies used or compared
multiple LLM families; therefore, model counts may exceed the total number of reviewed papers.

High-capability GPT-family models were commonly positioned as reasoning or or-
chestration layers in cloud and hybrid healthcare IoT systems [22,48–50], where they
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support interpretation of heterogeneous telemetry and coordination of downstream deci-
sion workflows [53,55,81,82]. In contrast, open-source models such as LLaMA, especially
served via Ollama, seemed more suitable for privacy-sensitive decision-support contexts,
particularly when systems require local, institutional deployment [21,29], or federated de-
ployment [26,54]. Lightweight transformer models such as BERT variants appeared better
suited for resource-constrained edge environments [25,33,38], where real-time processing
and data locality are more important than maximum reasoning depth [82]. Local deploy-
ment is also used to protect sensitive participant data, as Ref. [83] employed Phi-3 locally
without uploading the collected data to the cloud. This reflects a broader architectural
trade-off. Cloud deployments provide access to the computational resources required for
more intensive LLM processing [84]. Edge deployments are used where local or low-latency
inference is important [25,38], while federated approaches are adopted in privacy-sensitive
settings where raw healthcare data should remain distributed [26,47]. Blockchain-based
approaches also support secure healthcare data sharing, as Ref. [85] uses a hierarchical
cross-chain architecture to connect distributed hospitals with a health center.

Although GPT-based models are generally considered cloud-oriented due to their
large computational requirements, a few studies classified them under edge-based architec-
tures because the GPT models were mainly used during offline training and preparation
stages rather than continuous cloud inference. In these studies, GPT-4 and GPT-4o were
used as secondary LLM for synthetic data generation, summarization, and teacher-based
supervision, while GPT-2 and GPT-NeoX-20B were distilled or fine-tuned into lightweight
student models suitable for deployment on edge devices [20,75]. This enabled the final
healthcare application to operate in an edge environment while still benefiting from the
capabilities of GPT-based models.

5.3. RQ3: Integration of LLM and IoT

The IoT category distribution in Table 11 shows that wearable sensors are the most
frequently represented IoT device category in the reviewed studies, accounting for 48 pa-
pers (64%), followed by medical-grade clinical devices with 21 papers (28%). Ambient and
environmental sensors represent six papers (8%). This indicates that LLM–IoT healthcare
research is primarily centered on continuously connected, patient-facing devices, especially
wearables, which naturally support remote monitoring [19,39,42–44], lifestyle manage-
ment [56,59,61–63], and real-time health tracking [68,69,71,72]. In addition, wearables are
widely available and generally easier to deploy and evaluate than other IoT device types,
which makes the testing less complicated.

Table 11. IoT-category frequency distribution.

IoT Category Count Percentage (%)

Wearable Sensors 48 64%
Medical-Grade Clinical Devices 21 28%
Ambient & Environmental Sensors 6 8%
Total 75 100%

5.3.1. Healthcare Application × IoT Category Cross-Tabulation

As shown in Table 12, cross-tabulation between healthcare applications and IoT cat-
egories device selection is strongly shaped by application context. Personal health and
lifestyle management relies most heavily on wearable sensors, reflecting the accessibility
and continuous data collection needs of consumer-facing systems. Remote patient monitor-
ing also depends primarily on wearables but includes medical-grade and ambient sensors,
indicating a broader sensing ecosystem for chronic and longitudinal care. In contrast,
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healthcare infrastructure and operations is dominated by medical-grade devices [27,28,77],
suggesting that operational applications are more concerned with clinical equipment, de-
vice reliability, and regulated system performance than with consumer sensing [72,74,84].
Ambient and environmental sensors appear mainly in a small set of remote-monitoring
studies [31,32,86] and in other personal/emergency contexts [60,70,81], indicating that
environmental context is still underused in LLM–IoT healthcare research.

Table 12. Healthcare application IoT-category frequency distribution.

Healthcare Application Category
IoT Category

Wearable Sensors Medical-Grade
Devices

Ambient &
Environmental Total

Remote Patient & Chronic Monitoring 15 6 3 24
Personal Health & Lifestyle Management 18 0 2 20
Clinical Decision Support & Diagnosis 8 6 0 14
Emergency & Critical Care Response 6 3 1 10
Healthcare Infrastructure & Operations 1 6 0 7
Total 48 21 6 75

The integration of LLMs with IoT systems follows distinct architectural patterns,
primarily categorized as cloud-based, edge standalone/local-based, hybrid, and federated
approaches. These architectures reflect trade-offs between computational capability, latency,
and data privacy.

From the Table 13 architecture distribution, cloud-based architectures are frequently
reported in the reviewed literature, including remote-monitoring systems [20,36,37,39] and
clinical decision-support systems [22,48–51,87]. Cloud-hosted GPT-3.5/ChatGPT is also
used in emergency remote healthcare and chronic-pain monitoring [80,88]. Their use is
consistent with the computational demands of intensive LLM inference and reasoning [84].
However, these approaches introduce concerns related to data centralization and privacy
risks [84].

Table 13. Architecture-type frequency distribution.

Architecture Type Count Percentage (%)

Cloud-based 30 40%
Edge Standalone/Local-based 18 24%
Federated Learning/Blockchain 5 6%
Hybrid 24 32%

Note: Architecture categories include studies with combined or multi-layer deployments; therefore,
total architecture occurrences may exceed the number of reviewed papers.

Edge standalone/local-based architectures address some limitations of centralized pro-
cessing by moving inference closer to the data source. In the reviewed studies, lightweight
edge implementations support resource-constrained and low-latency healthcare infer-
ence [25,38]. Local deployment is also used to reduce reliance on external cloud services and
limit exposure of sensitive healthcare information [29,30]. Lightweight or compact models
are therefore commonly favored in edge-oriented and compute-constrained environments.

Hybrid architectures combine both approaches, allowing initial processing at the edge
followed by advanced analysis in the cloud [56,67]. This pattern is increasingly explored in
the reviewed literature as an approach for balancing performance and privacy.

Federated learning and blockchain-based systems represent a decentralized integra-
tion strategy in which models can be trained or analyzed across distributed devices or
institutions without centrally pooling raw data. Several reviewed studies combine feder-
ated learning with privacy-enhancing mechanisms such as differential privacy and secure
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aggregation [26,47]. Other implementations combine federated processing with encryption
and authentication to protect distributed model updates [73]. However, these approaches
also introduce communication, scalability, and implementation complexity.

5.3.2. Healthcare Application × Architecture Type Cross-Tabulation

The cross-tabulation in Table 14 further highlights a strong alignment between health-
care applications and architectural choices. These cross-tab percentages were calculated
using the same method as mentioned under Table 8 by dividing each architecture-specific
count in Table 14 by the corresponding total Healthcare Application Category count
reported in Table 7. Clinical decision support systems are predominantly cloud-based
(57%) [22,48–51,87], reflecting their dependence on high-capacity reasoning models [53,55].
In contrast, emergency and critical care systems largely show higher hybrid adoption (40%),
followed by edge adoption (30%), while still emphasizing the importance of low-latency,
real-time decision-making [25,68–70]. Remote patient monitoring demonstrates the highest
hybrid adoption (38%) [33–35,37,40], indicating the need to balance continuous monitoring
with centralized analysis [39,88–90].

Table 14. Healthcare application architecture-type frequency distribution.

Healthcare Application Category
Architecture

Edge-Based Cloud-Based Hybrid Federated
Learning/Blockchain

Remote Patient & Chronic Monitoring 6 8 9 2
Personal Health & Lifestyle
Management 6 10 5 0

Clinical Decision Support & Diagnosis 2 8 3 1
Emergency & Critical Care Response 3 2 4 1
Healthcare Infrastructure & Operations 1 2 3 1

Note: Architecture categories were coded based on reported deployment patterns. Studies using
combined architectures may contribute to more than one architecture category.

5.3.3. LLM Role × Architecture Type Cross-Tabulation

Cross-tabulation of LLM role categories and architecture types in Table 15 shows
variation in deployment patterns across functional roles. Because both LLM roles and
architecture types were coded using a multi-label approach, the percentages discussed
here were calculated using a similar method as mentioned under Table 8 by dividing each
architecture-specific count in Table 15 by the corresponding total LLM role count reported
in Table 9. Therefore, these percentages represent the proportion of papers within each
LLM role category that reported a given architecture type, and they may exceed 100% when
summed across architectures. Reasoning and contextual anomaly detection was most often
associated with cloud-based architectures (39%), followed by hybrid (30%) and edge-based
(24%) deployments. This pattern suggests that reasoning-oriented systems in the reviewed
corpus often use cloud resources, while some studies also explore edge or hybrid designs
for contexts where local processing or reduced latency may be relevant. Data interpretation
and linguistic summarization show a comparatively distributed pattern across cloud-based
(39%), hybrid (30%), and edge-based (25%) architectures, suggesting that interpretation
tasks are implemented across multiple deployment models. Conversational interaction
and patient support follows a similar but slightly more cloud-oriented pattern, with cloud-
based architectures accounting for 45%, followed by hybrid (35%) and edge-based (23%)
deployments. System orchestration and autonomous control was more frequently observed
in edge-based architectures (50%), which may reflect the role of local processing in workflow
coordination and real-time system responsiveness in some studies [19,68,69,75].
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Table 15. LLM role architecture-type frequency distribution.

LLM Role
Architecture

Edge-Based Cloud-Based Hybrid Federated
Learning/Blockchain

Reasoning & Contextual Anomaly Detection 8 13 10 2
Data Interpretation & Linguistic
Summarization 11 17 13 4

Conversational Interaction & Patient Support 7 14 11 1
System Orchestration & Autonomous Control 4 2 3 0

Note: Both LLM role and architecture were coded using multi-label classification; therefore, totals
represent category occurrences rather than unique papers.

5.3.4. IoT Category × Architecture Type Cross-Tabulation

The relationship between IoT categories and architecture in Table 16 reveals that
wearable-based systems primarily rely on cloud deployments (48%), while edge and hybrid
deployments each account for 27%, reflecting a trade-off between usability and respon-
siveness. In contrast, medical-grade clinical devices show the highest representation of the
combined federated learning/blockchain category (19%). Within these systems, federated
learning is primarily associated with privacy-preserving distributed processing of health-
care data [26], whereas blockchain-based implementations emphasize integrity, auditability,
and secure data management [21,45]. The percentages discussed here were calculated using
a similar method to the one mentioned under Table 8 by dividing each architecture-specific
count in Table 16 by the corresponding total IoT category count reported in Table 11.

Table 16. IoT category architecture-type frequency distribution.

IoT Category
Architecture

Edge-Based Cloud-Based Hybrid Federated
Learning/Blockchain

Wearable Sensors 13 23 13 1
Medical-Grade Clinical Devices 4 6 7 4
Ambient & Environmental Sensors 1 1 4 0

Note: Counts represent architecture occurrences within each IoT device category; studies using
hybrid or multiple deployment layers may contribute to more than one architecture category.

A key observation across the taxonomy is that many studies explicitly avoid fully
centralized architectures due to security and privacy concerns. Instead, they adopt hybrid
or edge-centric designs, where only processed or summarized data is transmitted [23,38].

5.3.5. Evaluation Setting and Validation Evidence

To distinguish the level of empirical validation across the reviewed studies, evaluation
approaches were grouped according to whether they relied primarily on simulation or
synthetic data, pre-existing real-world datasets, or direct evaluation involving real-world
environments, participants, or healthcare professionals. Of the 75 reviewed studies, 23 (31%)
relied primarily on simulation or synthetic evaluation, while 30 (40%) evaluated their
approaches using pre-existing real clinical, physiological, wearable, or healthcare-related
datasets without direct deployment in the intended healthcare environment. In contrast,
21 studies (28%) included some form of direct real-world evaluation, such as deployment
in healthcare or daily-life environments, data collection from participants or patients, or
evaluation involving healthcare professionals. One study primarily presented architectural
analysis. These findings indicate that although many studies use realistic or clinically
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derived data, direct prospective validation of LLM–IoT systems in operational healthcare
settings remains comparatively limited.

Practical deployment metrics are evaluated in a subset of the reviewed studies, al-
though reporting is inconsistent across the corpus. Inference and response latency receive
the clearest attention, with studies comparing edge, fog, and cloud inference [23,38] or
evaluating real-time healthcare responsiveness [26,68]. Resource-oriented evaluation is less
common; for example, Ref. [38] reports memory/CPU utilization and power consumption
during edge deployment, while [81] evaluates response latency and memory footprint
under IoT anomaly-detection workloads. Communication efficiency is examined in fed-
erated and wireless healthcare systems through model-update, network, or operational
overhead [47,69]. Privacy is generally addressed architecturally, although [47] additionally
estimates privacy-leakage risk using membership-inference attacks. Security-oriented stud-
ies evaluate conventional IoT attack scenarios [20,77,81], whereas systematic robustness
testing against LLM-specific adversarial attacks such as prompt injection and jailbreaks
remains largely absent.

5.4. RQ4: Cybersecurity, Privacy, and Ethical Challenges

Security, privacy, and ethical concerns are common in LLM–IoT healthcare research,
but they are addressed with varying levels of depth across the literature. Among the 75 re-
viewed papers, some do not discuss these concerns, while others acknowledge them with-
out implementing specific safeguards and instead identify them as areas for future work.

About 57 papers explicitly address at least one of these dimensions. Their approaches
include implemented security or privacy mechanisms, privacy-preserving architectural
choices, regulatory or governance considerations, ethical oversight, and discussion of
related risks and limitations. However, the level of engagement varies considerably, ranging
from empirically evaluated security or privacy mechanisms to more limited measures such
as local inference, de-identification, IRB approval, human oversight, or acknowledgement
of risks including bias, hallucination, and data leakage.

5.4.1. Compliance Guidelines Mentioned

Regarding compliance, only five regulatory frameworks are explicitly named in the
corpus. As shown in Table 17, HIPAA appears in seven papers and GDPR in six. HITRUST
CSF, EU MDR, and TFDA Part 11 each appear once.

Table 17. Compliance and regulatory frameworks explicitly cited in the reviewed corpus.

Regulatory Framework n Papers

HIPAA 7 [21,23,28,38,44,49,91]
GDPR 6 [19,21,23,26,44,91]
HITRUST CSF 1 [28]
EU MDR 1 [28]
TFDA Part 11 (Taiwan) 1 [86]

Note: Regulatory framework counts are not mutually exclusive because a single paper may cite more
than one framework.

The way these frameworks are invoked varies across studies. Ref. [38] discusses
HIPAA as a rationale for local edge processing, while [23] describes its edge–fog architec-
ture as supporting HIPAA/GDPR-aligned handling by limiting the transmission of identi-
fiable health data. Ref. [44] describes its proposed tiered framework as “HIPAA/GDPR-
compliant” and incorporates tokenization, de-identified embedding, and end-to-end en-
cryption. Ref. [26] provides a detailed GDPR-oriented framework, incorporating DPIA
support, rights-management workflows, continuous privacy KPI monitoring, and audit
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logging. Ref. [49] describes its system as designed for HIPAA-compliant workloads, sup-
ported by PII/PHI quarantine tooling and least-privilege access controls. Ref. [28] explicitly
aligns its IoMT network security architecture with HIPAA, HITRUST CSF, and EU MDR.
However, in several studies, regulatory frameworks primarily serve as motivation or design
guidance rather than evidence of demonstrated compliance, and no paper in the corpus
reports an external or formal compliance audit, certification, or regulatory submission.

5.4.2. How Security, Privacy, and Ethics Were Addressed

To examine how security, privacy, and ethical concerns are addressed across the
reviewed LLM–IoT healthcare studies, the identified safeguards were grouped into major
thematic approaches. Table 18 summarizes these approaches across the three dimensions of
security, privacy, and ethics, and lists the corresponding studies that adopted or discussed
each mechanism.

Table 18. Approaches to security, privacy, and ethics mentioned in the corpus.

Dimension Approach Papers

Security

Cryptographic protection (AES-256, TLS, Triple DES,
SHA-256) [21,27,28,44,67,73,77,86,89]

Blockchain integrity and audit [21,27,45,73,85]
Access control/RBAC/IAM [27,28,45,49,77]
LLM as intrusion/anomaly detection engine [20,73,77,81]
Human approval of AI-generated security rules [28]

Privacy

Edge/local processing (no cloud transmission) [23,29–32,34,38,41,46,51,56,59,78,83,86,89]
Federated learning [21,26,40,42,47,54,72,73,85,91]
Differential privacy/secure aggregation [26,47,54,72,91]
De-identification/anonymization [24,26,36,41,60,83,92]
Tiered data-sensitivity routing (edge–fog–cloud) [23,32]

Ethics

IRB/ethics committee approval [24,37,50,60,61,64,65,83]
Hallucination risk acknowledged; RAG as mitigation [24,29,59,61,66]
Bias/fairness concerns raised [19,29,36,37,76,91,93]
Human-in-the-loop/clinical guardrails [24,28–30,49,53,63,74]
Explainability (SHAP, LIME, traceable reasoning) [53,91]

Note: Papers may appear under multiple approaches and dimensions because security, privacy, and
ethical safeguards are not mutually exclusive.

Security Issues:

Security mechanisms mainly focus on cryptographic protection, access control,
blockchain-based integrity preservation, and AI-driven threat detection. Encryption and
authentication remain the most commonly adopted strategies for securing IoMT and
EHR data.

Several studies implement strong cryptographic and access-control frameworks. For
example, Ref. [27] combines SHA-256, TLS 1.2, and AES-256 encryption with offline-capable
LLM deployment to maintain fully on-premises processing. Similarly, Ref. [28] employs
SSH-based mutual authentication, Vault-managed secret storage, and micro-segmentation
for secure device communication. More advanced IAM-oriented protection appears in [77],
which integrates HTTPS, RBAC through Keycloak, and a fine-tuned DistilBERT model
to detect credential misuse, replay attacks, privilege escalation, and lateral movement,
alongside automated containment actions such as token revocation and IP blocking.

Federated healthcare systems introduce additional risks related to poisoned or manip-
ulated updates. To address this, Ref. [73] combines Triple DES encryption with permutation-
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based authentication and LLM-based semantic validation to detect malicious federated
updates before aggregation.

Within the reviewed studies, blockchain architectures are primarily used to support
auditability, tamper resistance, and decentralized trust. Ref. [21] integrates lightweight
Ethereum with IPFS for tamper-proof medical report storage, while [45] applies NFT-
governed digital twin ownership for pacemaker systems. Ref. [85] further proposes a cross-
chain smart-contract framework for trustworthy inter-institutional data sharing. However,
several studies note that blockchain integration increases computational overhead and
scalability challenges when combined with LLM pipelines.

A smaller group of studies deploys LLMs directly for cybersecurity tasks. Ref. [20] fine-
tunes lightweight models such as LLaMA 3.2-1B, GPT-2, Phi-1, and Gemma-2B for intrusion
detection targeting firmware tampering, replay attacks, device impersonation, and unsafe
insulin dosage manipulation. Similarly, Ref. [81] evaluates LLM-based contextual reasoning
for DoS/DDoS and spoofing detection. Importantly, Ref. [28] introduces a human-in-the-
loop safeguard requiring administrator approval before AI-generated firewall rules can
be deployed.

Privacy Issues:

The studied papers primarily attempt to achieve privacy preservation through edge
processing, federated learning, de-identification, and data minimization. Local and edge-
based deployment emerges as the dominant strategy for reducing PHI exposure and
dependence on external cloud services.

Edge or on-device deployment appears in at least 16 studies. Ref. [38] deploys quan-
tized DistilBERT models directly on edge devices for HIPAA-oriented clinical note sum-
marization, while Ref. [29] self-hosts open-source LLMs served with Ollama and Matrix
end-to-end encryption to eliminate third-party cloud exposure. Similarly, Ref. [30] deploys
Llama 3 8B entirely on local CPU infrastructure with sensitivity-aware routing for low,
medium, and high-risk inputs.

Several studies further minimize exposure by transmitting only abstracted or feature-
level representations rather than raw patient data. For example, Ref. [86] transmits only
numeric feature vectors extracted from video streams while protecting stored records using
AES-256 encryption and TFDA Part 11 audit logging. Ref. [83] similarly demonstrates
privacy-aware local deployment by running Phi-3 locally for nursing stress monitoring.

Federated learning represents the second most common privacy-preserving strategy.
For instance, Ref. [47] combines federated learning with differential privacy, secure aggre-
gation, and protection against membership inference and model inversion attacks. On the
other hand, Ref. [26] extends this architecture using SGX-isolated inference, hash-based de-
identification, and continuous privacy KPI monitoring, while [72] uses frozen embedding
encoders to prevent memorization of user content within model weights. However, stud-
ies such as [40,62,91] acknowledge that many proposed privacy-preserving mechanisms
remain insufficiently validated in real-world deployments.

De-identification and data-minimization strategies are also widely adopted. Ref. [41]
restricts LLM inputs to only non-identifiable CGM attributes, while Ref. [24] stores raw
Fitbit data exclusively with experimenters and provides only summarized outputs to
external APIs while prohibiting diagnostic generation. Ref. [56] uses pseudonymous device
identifiers throughout BLE and backend communication, whereas Ref. [26] applies hash-
based de-identification prior to federated processing. More adaptive privacy-management
approaches appear in [23,32], which implement sensitivity-aware edge–fog–cloud routing
based on data sensitivity levels.

The reviewed studies demonstrate a strong preference for architectural privacy preser-
vation through local processing, federated collaboration, and minimized data exposure.
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However, most systems remain prototype-level with limited evaluation of long-term pri-
vacy guarantees and adversarial robustness, particularly with respect to emerging LLM-
specific attack vectors.

Ethical safeguards:

Ethical considerations mainly focus on hallucination risk, fairness and bias, human
oversight, explainability, and responsible deployment practices. Although ethical concerns
are increasingly acknowledged, ethics is often treated as a supporting design consideration
rather than a formally evaluated principal dimension.

The most commonly reported governance mechanism is IRB or ethics committee
approval, although these approvals primarily address research-conduct compliance rather
than comprehensive clinical deployment safety.

Hallucination and unreliable clinical reasoning are among the most frequently dis-
cussed LLM-specific risks in the corpus. Five studies [24,29,59,61,66] explicitly identify
fabricated, confabulated, or clinically incorrect outputs. Several mitigation strategies are re-
ported, including data grounding and prompt restrictions [24,29], while Ref. [59] constrains
reasoning through a curated medical knowledge graph. In particular, Ref. [29] restricts
recommendations to retrieved evidence, whereas Ref. [24] uses prompts that prohibit
diagnostic generation. Studies [61,66] further identify hallucination or confabulation as
limitations requiring additional safety evaluation. However, several studies acknowledge
that these safeguards have not been stress-tested at deployment scale.

Bias and fairness concerns are discussed in seven studies, although empirical evalua-
tion remains limited. Ref. [91] provides the most comprehensive framework by incorpo-
rating bias audits, subgroup performance monitoring, diverse datasets, and explainability
tools such as SHAP and LIME. In contrast, Ref. [76] highlights demographic and cultural
unfairness risks without experimentally validating mitigation strategies. Ref. [37] further
raises concerns regarding surveillance and demographic bias in wearable depression-
monitoring systems and recommends safeguards including two-factor authentication-
secured servers and suicidality escalation alerts. Ref. [19] additionally reports behavioral
inconsistency and limited interpretability in medical Mixture of Experts and DRL systems.

Human-in-the-loop safeguards are among the most consistently implemented eth-
ical protection mechanisms. Ref. [49] mandates human override and immutable audit
logging for all LLM-driven pipeline actions, Ref. [28] requires administrator approval
before deploying AI-generated firewall rules, and Ref. [74] enforces human oversight for all
LLM-driven EHR modifications. Ref. [63] further combines OpenAI moderation guardrails
with participant check-ins during deployment.

Explainability remains comparatively underexplored. Ref. [91] applies SHAP and
LIME for interpretable predictions, while Ref. [53] uses knowledge-graph-grounded rea-
soning chains to provide traceable inference pathways. Despite these efforts, most systems
still function as partially opaque decision-support tools with limited transparency into
reasoning processes.

In general, the findings indicate growing ethical awareness regarding hallucination
risk, fairness, and human oversight. However, rigorous ethical validation, explainability
benchmarking, and accountability mechanisms remain insufficiently developed, highlight-
ing a substantial gap between prototype innovation and clinically trustworthy deployment.

6. Discussion
The integrated analysis of the taxonomy and cross-tabulation results reveals that LLM–

IoT healthcare systems are not designed in isolation but are shaped by tightly coupled
relationships between application domains, device ecosystems, model roles, and deploy-
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ment architectures. Rather than a uniform adoption pattern, the field demonstrates clear
specialization based on the operational context of each healthcare application.

6.1. Application-Level Patterns: Why Remote Monitoring and Personal Health Are
Widely Researched

Remote patient monitoring and personal health applications are among the most
frequently studied application areas in the reviewed literature. This research concentration
may reflect the natural compatibility between IoT systems and continuous health-data
collection. Remote monitoring systems are already widely used for chronic disease man-
agement, older adult care, post-acute recovery, and reducing patient load in hospitals and
primary care, and rely on wearable devices and sensors that continuously collect physi-
ological signals, making them a practical foundation for LLM-based interpretation and
feedback [94].

Advances in wearable device technologies also explain why monitoring-oriented stud-
ies appear more frequently than emergency or infrastructure-focused systems. Wearables
collect heart rate, oxygen saturation, blood pressure, body temperature, respiratory rate,
posture, and physical activity, and are relatively accessible, non-invasive, and suitable for
daily use, which gives researchers easier opportunities to test LLM–IoT systems than regu-
lated medical-grade devices [94]. As a result, the distribution of healthcare applications is
shaped by both clinical importance and implementation feasibility: remote monitoring and
personal health systems provide continuous data streams, lower deployment barriers, and
clear patient-facing use cases, whereas emergency care and clinical infrastructure systems
require higher reliability, stronger validation, and stricter regulatory control, which may
explain their lower representation.

6.2. LLM Functional Roles: Interpretation, Reasoning, Communication, and Limited Orchestration

The literature indicates LLMs in IoT-driven healthcare are mainly used for data in-
terpretation, reasoning, and conversational support, which is consistent with their doc-
umented strengths in patient communication, report generation, clinical decision sup-
port, medical education, and extracting information from unstructured health records.
Their value lies in synthesizing complex information into coherent, context-aware explana-
tions [95].

In the taxonomy, IoT devices generate raw physiological and behavioral data, and
LLMs translate that data into human-readable summaries, alerts, recommendations, and
interactive explanations. Therefore, current systems position LLMs as interpretive and
assistive layers rather than fully autonomous decision-makers. The limited use of sys-
tem orchestration and autonomous control reflects the risk-sensitive nature of healthcare,
where services are required to remain reliable and resilient by functioning correctly and
continuously even under adverse conditions such as faults, cyberattacks, degraded com-
munication, excessive load, or hardware/software failures because failures in healthcare
systems may directly affect patient safety, and autonomous LLM-driven control requires a
much higher level of trust, explainability, and validation than summarization or communi-
cation tasks [96].

6.3. Model Choices: High-Capability Cloud-Based Systems vs. Emerging Open-Source LLMs

Model selection patterns can be explained by architectural differences among LLMs.
Mainstream generative LLMs, particularly GPT-family models, are observed to be better
suited for semantic and communicative tasks such as report generation and patient inter-
action, while BERT-based models are often used for classification, knowledge discovery,
and low-level task-specific medical language understanding. This aligns with the distinc-
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tion that GPT-style models specialize in text generation, whereas BERT-style models use
bidirectional encoding that supports deeper language understanding [97].

Consequently, GPT-family models appear more often in cloud-based conversational
and reasoning-heavy systems, whereas BERT-family models seem to be more suitable for
edge or resource-constrained tasks such as classification, anomaly detection, and short-text
interpretation. Similarly, open-source models such as LLaMA seem increasingly relevant in
privacy-sensitive contexts because they enable local or institution-controlled deployments.
Overall, model choice in LLM–IoT healthcare systems is shaped by the relationship between
task type, model capability, deployment environment, privacy expectations, and available
computational resources, rather than arbitrary preference.

6.4. Deployment Architectures: Cloud, Edge, Hybrid, and Core Trade-Offs

The architectural distribution reflects a core trade-off between computational capabil-
ity and healthcare-specific constraints. Cloud-based deployments remain common because
large LLMs require substantial computational resources, memory, and storage. However,
reliance on centralized cloud infrastructure can introduce concerns related to latency, band-
width, availability, and transmission of sensitive healthcare data beyond direct institutional
control [84].

Edge-based systems address a different set of requirements by moving processing
closer to the healthcare data source. Within the reviewed studies, edge implementations
demonstrate resource-efficient and low-latency inference in healthcare environments [25,38].
Local deployment is also used to limit dependence on external cloud services and reduce
exposure of sensitive healthcare information [29,30]. These findings are consistent with
broader edge-LLM literature identifying latency reduction and data locality as important
motivations for edge deployment [84].

Hybrid architectures provide an intermediate approach by distributing processing
across local and centralized resources. For example, Ref. [23] dynamically allocates medical
workloads across edge, fog, and cloud layers according to data sensitivity and computa-
tional complexity, while Ref. [32] similarly employs sensitivity-aware tiered processing.
Such architectures allow time-critical or sensitive operations to remain closer to the data
source while more computationally intensive processing can be transferred to higher-
capacity infrastructure. However, this flexibility introduces additional coordination and
system complexity.

6.5. Device Ecosystem: Wearable-Centric Designs and Underused Ambient/Clinical Sensing

The dominance of wearable sensors can be explained by the maturity and accessibility
of the wearable health ecosystem. IoT healthcare literature shows that sensors and wearable
devices are already used for remote monitoring, chronic disease management, personalized
care, and patient engagement. These devices can continuously collect vital signs and
behavioral data, which creates a strong technical foundation for LLM-based summarization,
coaching, and anomaly explanation [94].

In comparison, ambient/environmental sensors and medical-grade clinical devices
present greater integration challenges. Medical-grade devices often require stricter certifica-
tion, clinical workflows, and regulatory compliance. Ambient sensors add contextual value
but require additional data fusion, synchronization, and interpretation. The prior smart
healthcare literature notes that multimodal medical signal fusion creates challenges such as
synchronization, buffering, feature normalization, and classification fusion [98]. Therefore,
wearable dominance reflects both practical feasibility and technical alignment with LLM ca-
pabilities. Wearables provide data that is continuous, personal, and suitable for explanation,
while other device categories require more complex infrastructure and validation.
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6.6. Privacy, Security, and Ethical Challenges: Architectural Responses and LLM-Specific Gaps

Privacy and security strongly shape LLM–IoT healthcare system design because these
systems process sensitive medical information. The broader IoT healthcare literature
identifies privacy, security, interoperability, and standardization as important adoption
challenges [2], and similar concerns are visible within the reviewed corpus.

Edge and local architectures address data-exposure concerns by keeping some pro-
cessing close to the data source. For example, local LLM deployment is used to reduce
dependence on third-party cloud services in [29], while Ref. [30] applies sensitivity-aware
local processing according to the risk level of the input. Hybrid architectures extend this
approach by routing information across edge, fog, and cloud layers according to data
sensitivity [23,32].

Federated learning addresses privacy through distributed model training or analysis
without requiring institutions or devices to centrally pool raw data. In the reviewed studies,
federated systems are combined with differential privacy and secure aggregation to pro-
vide additional protection [26,47]. These implementations are consistent with the broader
federated-learning literature describing decentralized learning as a privacy-oriented ap-
proach for healthcare and edge environments [99].

Blockchain-based systems address a different security objective. Rather than primarily
reducing data transmission, reviewed blockchain implementations use distributed ledgers
and decentralized storage to support integrity, tamper resistance, and auditability [21,45].
Cross-chain and smart-contract approaches are also explored for secure inter-institutional
health-data exchange [85].

6.7. System Design Trade-Offs

The observed deployment patterns across the taxonomy can be interpreted through a
set of fundamental system design trade-offs that govern LLM–IoT healthcare integration.
Table 19 synthesizes recurring architectural and functional trade-offs observed across the
reviewed studies and interpreted in relation to the broader literature.

Table 19. System design trade-offs in LLM–IoT healthcare integration.

Trade-Off Design Tension System Implication

Privacy vs.
Capability

Cloud LLMs may offer stronger reasoning and interaction but
require transmission of sensitive health data; edge/federated
models can support data locality and privacy preservation but
may reduce model capacity.

Systems must balance privacy protection
with access to high-performing LLM
capabilities.

Latency vs.
Analytical Depth

Edge deployment supports immediate inference for emergency
response and real-time monitoring; cloud deployment enables
deeper reasoning for latency-tolerant tasks such as clinical
decision support.

Deployment choice should align with the
urgency and complexity of the
healthcare task.

Security vs.
Accessibility

Federated learning supports distributed privacy-preserving
processing, while blockchain-based safeguards can support
integrity and auditability in regulated medical systems but add
complexity and overhead; consumer-facing systems prioritize
usability and scalability.

Strong security controls may reduce
accessibility and ease of adoption.

Complexity vs.
Scalability

Hybrid architectures balance privacy and performance but
require distributed pipelines, synchronization, and model
coordination.

Increased engineering complexity may
limit real-world scalability.

Domain
Specialization vs.
Generalization

Clinical and infrastructure systems favor task-specific LLM
roles; consumer applications need conversational and flexible
interpretation capabilities.

LLM–IoT systems must balance domain
expertise with adaptability across
use cases.
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Together, these trade-offs illustrate that LLM–IoT healthcare systems are inherently
multi-objective, requiring careful balancing of competing priorities rather than optimization
along a single dimension.

6.8. Structural Research Gaps
6.8.1. Clinical Validation and Emergency Deployment

The research gaps identified in the taxonomy stem from structural limitations in
current LLM–IoT healthcare research. Emergency and critical care systems remain under-
represented because they demand low latency, high reliability, real-time decision-making,
and strong clinical validation; edge computing is promising here by reducing dependence
on cloud connectivity, but deploying LLMs at the edge is constrained by compute and
memory limitations [4]. Future studies should therefore evaluate end-to-end response time
under realistic emergency conditions and establish whether inference, communication, and
alert-generation delays satisfy the time sensitivity of the intended clinical use case.

6.8.2. Autonomous Orchestration and Multimodal Sensing

Autonomous orchestration remains limited because healthcare systems must be reli-
able and resilient under normal and adverse conditions. Any failure in automated control,
monitoring, or response may compromise patient safety. This makes fully autonomous
LLM-driven healthcare workflows harder to deploy than assistive systems that keep clini-
cians or users in the loop [96].

Ambient and environmental sensing is also underused due to multimodal integration
complexity: combining physiological, behavioral, and environmental signals requires
synchronization, fusion, and context-aware reasoning, which is more demanding than
wearable-based physiological monitoring.

6.8.3. Real-World Validation and Deployment Benchmarking

Real-world validation is another major gap. The reviewed studies show varying
levels of evaluation, ranging from simulation and synthetic-data testing to evaluation using
existing clinical or physiological datasets and, less frequently, direct real-world deploy-
ments involving participants or healthcare professionals. Although the use of real clinical
data strengthens evaluation, dataset-based testing alone does not necessarily demonstrate
reliability under actual clinical workflow conditions. Therefore, given the safety-critical
nature of healthcare, LLM–IoT systems should undergo robust evaluation in real-world
healthcare environments before clinical deployment, including testing with patients, health-
care professionals, and realistic operational conditions. This validation gap is also visible in
privacy, security, and ethics. Although many papers propose safeguards such as federated
learning, differential privacy, secure aggregation, local inference, and human oversight,
these mechanisms are often not fully implemented or systematically evaluated.

A related deployment-evaluation gap concerns the lack of consistent benchmarking
across practical system metrics. Although individual studies evaluate metrics such as
inference latency, resource utilization [26,38,68], communication overhead [69], energy
consumption, or privacy leakage [47], these dimensions are not assessed consistently across
the reviewed systems. Future LLM–IoT healthcare research should therefore report stan-
dardized deployment-oriented measures, including end-to-end inference latency, memory
and computational footprint, energy consumption, communication cost, quantified privacy
leakage and privacy budgets, hallucination and task-error rates, and robustness under both
conventional cyberattacks and LLM-specific adversarial attacks. Where privacy-enhancing
mechanisms such as differential privacy are used, studies should report the applied privacy
parameters and associated utility trade-offs rather than describing privacy preservation
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only qualitatively. Such evaluation would enable more meaningful comparison of cloud,
edge, hybrid, and federated architectures under realistic healthcare operating conditions.

6.8.4. LLM-Specific Security and Adversarial Robustness

Current studies still rely mainly on conventional IoT security controls such as encryp-
tion, access control, authentication, and secure communication, but the introduction of
language-model components creates additional attack surfaces that are not fully addressed
by these mechanisms. Risks such as prompt injection, jailbreak attacks, hallucination, model
extraction, poisoning, membership inference, malicious RAG content, adversarial input ma-
nipulation, unsafe model responses, and unsafe autonomous actions remain insufficiently
or inconsistently evaluated across the reviewed literature. Although a small number of
studies examine related risks such as poisoning or membership inference, systematic empir-
ical validation across these LLM-specific attack vectors remains limited. This is especially
important because LLM–IoT healthcare systems may influence alerts, recommendations,
patient communication, device interpretation, or workflow actions.

6.8.5. Ethics, Fairness, and Regulation

Ethical and regulatory validation also remains underdeveloped. Ethics is often ad-
dressed through IRB approval, bias discussion, hallucination awareness, or human-in-
the-loop design, but few studies provide systematic fairness evaluation, safety auditing,
subgroup-specific performance measures across demographic groups, explainability assess-
ment, or formal accountability mechanisms. Similarly, regulatory discussion is narrow and
mostly limited to frameworks such as HIPAA, GDPR, HITRUST CSF, EU MDR, and TFDA
Part 11. These frameworks are mostly cited as motivations for design choices rather than
evidence of demonstrated compliance, leaving broader international regulatory obligations
and deployment-readiness requirements insufficiently addressed.

6.8.6. Design Implications

LLM–IoT healthcare systems are evolving along a capability–constraint spectrum,
while the adoption of rapidly advancing LLM capabilities within healthcare IoT remains
uneven. Emerging advances in efficient edge inference, stronger guardrails against LLM-
specific vulnerabilities, privacy-preserving adaptation, and reliable autonomous reasoning
should be evaluated and translated into healthcare applications more rapidly, while main-
taining rigorous safety and clinical-validation requirements. Cloud-based systems offer
greater computational capacity for complex reasoning and communication but can intro-
duce latency and data-control concerns [84]. Edge implementations are used to support
local and responsive processing in resource-constrained settings [25,38], while federated
systems emphasize distributed privacy-preserving processing [26,47]. Hybrid architectures
provide a middle ground by combining local processing with access to higher-capacity
cloud resources [23].

Effective design depends on aligning the healthcare application, device ecosystem,
LLM role, deployment architecture, and privacy/security requirements, and on navigating
the multi-objective trade-offs identified above. In this sense, success depends less on
deploying the most powerful model and more on building context-aware, reliable, privacy-
preserving, and clinically meaningful systems that reflect the integrated patterns revealed
by this review.

6.9. Limitations of Our Approach

In this section we discuss the limitations of our approach. First, the literature search
was primarily based on Google Scholar and Scholar Labs, which may not capture all rel-
evant studies indexed in specialized databases such as Scopus, Web of Science, PubMed,
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IEEE Xplore, or ACM Digital Library that may contain studies not readily retrieved through
Google Scholar. Second, searches were limited to English-language studies, which may
exclude relevant non-English publications. Third, we did not utilize independent screen-
ing and quality assessment by multiple coders independently, the screening process was
conducted by a junior researcher and iteratively validated with a senior researcher. Conse-
quently, no inter-reviewer agreement statistic was calculated. We also note that study-level
quality assessment was not conducted; the quantitative synthesis reported reflects the
frequency and architectural focus of current research rather than the clinical effectiveness
or methodological rigor of the individual systems proposed in each literature.

Fourth, during preliminary testing with different natural-language prompts, Scholar
Labs was observed to process a maximum of approximately 300 records for a single
search. However, for the finalized prompt reported in this review, Scholar Labs screened
approximately 250 indexed articles and returned 36 filtered results. To maintain method-
ological comparability, the traditional Google Scholar search was therefore limited to the
first 300 results, representing the maximum screening range observed for the AI-assisted
method. Consequently, potentially relevant studies beyond this threshold may not have
been identified. Fifth, the AI-assisted search method has limited repeatability due to its
non-deterministic nature. The retrieved studies, their ranking, and the underlying result
index may vary among users submitting the same prompt and may also change when
the same user repeats the search at different times. Thus, identical AI prompts may not
consistently produce the same set or ordering of results. To reduce potential selection and
coding bias, predefined inclusion and exclusion criteria and a structured data-extraction
spreadsheet were applied consistently throughout the review.

The publication status of the studies included in the review is presented in Table 20.

Table 20. Peer-reviewed and preprint studies included in this review.

Peer-Reviewed [20–30,32–35,38–43,45–48,51–55,57–65,67–73,76–82,85,86,88–
90,92,93,100]

Preprint Studies [19,31,36,37,44,49,50,56,66,74,75,83,87,91]

7. Conclusions
This systematic review examined the integration of Large Language Models with

IoT-driven healthcare systems through the analysis of 75 research articles. This study
provides both quantitative and conceptual insights into the current state of this emerging
field. This review offers five primary contributions.

First, the comparative analysis of AI-powered prompt-based search and traditional
keyword-based search shows that AI-augmented literature discovery can improve the
precision and relevance of retrieved studies. In our comparative sample, prompt-based
search yielded higher initial precision (86% vs. 42%), though supplementary traditional
searches remain essential to ensure broader literature recall and compensate for AI non-
determinism. Therefore, because the AI-assisted approach remains at an early stage,
limitations related to article coverage and reproducibility should be addressed through
hybrid search strategies that combine AI-assisted and traditional methods.

Second, the proposed multi-dimensional taxonomy demonstrates that LLM–IoT health-
care systems are not evenly distributed across application areas. The literature is concen-
trated in remote patient monitoring and personal health applications, suggesting that
current research is shaped more by data availability and implementation feasibility than by
clinical criticality. The taxonomy provides a structured basis for examining how healthcare
domains, IoT devices, LLM roles, and deployment architectures interact.
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Third, the cross-dimensional analysis using quantitative cross-tabulation reveals that
system design is highly context-dependent though clear relationships emerge among
healthcare application types, IoT device ecosystems, LLM functions, and architectural
choices. These findings indicate that effective LLM–IoT integration requires coordinated
design across multiple dimensions rather than isolated technological decisions.

Fourth, the assessment of privacy, security, and ethical challenges indicates that al-
though encryption, federated learning, and edge processing are frequently discussed or
adopted, security is often treated as a design feature rather than a rigorously evaluated
system property. LLM-specific risks, including hallucination, prompt injection, adversar-
ial manipulation, and unsafe outputs, remain insufficiently addressed, which reveals a
substantial gap between system functionality and operational robustness.

Fifth, the identified research gaps and future directions show that the field remains at
an early stage of maturity. Major limitations include the underrepresentation of emergency
and critical care applications, limited autonomous orchestration, insufficient multimodal
sensing integration, and limited real-world clinical validation. Future research should move
beyond prototype development where security and privacy are merely added features,
toward scalable, secure, privacy-aware, and clinically validated systems.

The findings show that LLM–IoT healthcare systems evolve along a capability–
constraint spectrum in which design decisions are shaped by trade-offs among privacy,
performance, latency, scalability, and reliability. Their effectiveness depends not only
on advanced model capabilities but also on the alignment of application requirements,
device ecosystems, architectural design, and security considerations. Integrating method-
ological comparison, taxonomy development, cross-dimensional analysis, and critical
evaluation of security and research gaps, this study provides a foundation for develop-
ing intelligent, context-adaptive, and privacy-preserving LLM–IoT healthcare systems for
real-world deployment.
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IRB Institutional Review Board
HIPAA Health Insurance Portability and Accountability Act
GDPR General Data Protection Regulation
HITRUST Health Information Trust Alliance
CSF Common Security Framework
EU MDR European Union Medical Device Regulation
TFDA Taiwan Food and Drug Administration
DPIA Data Protection Impact Assessment
AES Advanced Encryption Standard
TLS Transport Layer Security
RBAC Role-Based Access Control
IAM Identity and Access Management
RAG Retrieval-Augmented Generation
SHAP SHapley Additive exPlanations
LIME Local Interpretable Model-Agnostic Explanations
PII/PHI Personally Identifiable Information/Protected Health Information
DoS/DDoS Denial-of-Service/Distributed Denial-of-Service
SGX Software Guard Extensions
CGM Continuous Glucose Monitoring
BLE Bluetooth Low Energy
MoE Mixture of Experts
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