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Abstract

The characteristics of Food Supply Chains (FSC) make them hard to manage properly, and
many efforts have been conducted to alleviate the difficulties related to their management,
especially when it comes to integrating the latest Information and Communications Tech-
nologies. The Internet of Things (IoT) has shown to be very beneficial in providing a holistic
and real-time vision of FSCs. Blockchain, with its decentralization and immutability, is
another promising technology, that is showing a great potential in managing FSCs. A lot
of research has been carried out to prove the advantages of each of these technologies on
its own. However, the research investigating their adoption together is still not enough.
Our paper presents a study of recent advances in the integration of IoT and Blockchain in
Food Supply Chain Management (FSCM) over the past five years. We identify key research
trends, analyze the benefits and limitations of IoT–blockchain integration, and highlight
major challenges hindering large-scale adoption. Finally, we propose future research direc-
tions to address these challenges and improve the adoption of IoT–blockchain solutions in
FSCs. This study aims to serve as a reference for researchers and practitioners seeking to
understand and advance the integration of these emerging technologies in FSCM.

Keywords: Internet of Things (IoT); blockchain; food supply chain (FSC); food supply
chain management (FSCM)

1. Introduction
One of the most critical global challenges today is meeting the food needs of the

world’s population. Governments and private organizations have invested and still invest
a tremendous amount of effort and resources to cope with this challenge, both at the
corporate and academic levels. FSCs are a key pillar in achieving this goal.

In general, the goal of supply chain management is to deliver to the consumer the
expected product. This has become very difficult, due to the fact that consumers are now
more demanding than ever, in terms of product quality. Supply chains have some common
goals and characteristics, but depending on the product or service in the center of the chain,
more specific goals and characteristics can arise.

In particular, FSCs, when compared to other supply chains, have special characteristics,
most importantly the fact that the majority of food products are perishable and have
limited shelf life. The shelf life is the period during which the decrease in quality of
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perishables remains acceptable to end users; in simpler words, it is the period of time food
can be kept before it should be disposed of [1]. This explains why in FSCs, in addition
to focusing on reducing costs, minimization of food waste and loss is considered while
trying to comply with health and safety regulations in all phases of the supply chain [2].
Another characteristic of FSCs is that they span wide geographic areas and include multiple
stakeholders, which adds to the complexity of their management. To deal with these
challenges, there is a need for developing adequate monitoring and traceability systems
for FSCs [1]. This is why a significant part of the resources invested in the FSC market is
intended to explore new technological solutions that go beyond the limits of existing ones.

Using the SWOT framework, Table 1 analyzes the challenges encountered at each
stage of the food supply chain by identifying key strengths, weaknesses, opportunities,
and threats. The analysis highlights that investing in advanced technologies throughout the
supply chain presents substantial opportunities to improve efficiency, enhance traceability,
promote sustainability, and strengthen resilience, effectively addressing critical weaknesses.

Table 1. SWOT Analysis on Food Supply Chain Management Challenges.

Stage Strengths Weaknesses Opportunities Threats

Production

– Local Sourcing and
Sustainability
Practices [3,4]

– Diverse Product
Offerings [5]

– High Production
Costs [6]

– Lack of Technology
Adoption [6,7]

– Digitalization and
Automation [7,8]

– Resource Efficiency [7,8]

– Market Competition
and Fluctuations [6,9]

– Natural Disasters and
Seasonality [9,10]

Processing
– High-Tech

Processing [11]
– Waste Reduction [4,7]

– High Energy
Consumption [8]

– Lack of Traceability [12]

– Investment in
Automation [7]

– Green Technologies [13]

– Food Safety Risks [9]
– Regulatory

Changes [9,14]

Distribution
– Efficient Logistics [15]
– E-Commerce

Growth [14]

– Infrastructure
Limitations [16]

– High Transportation
Costs [13]

– Last-Mile Delivery
Innovations [14]

– Blockchain for
Traceability [8]

– Transportation
Disruptions [10]

– Changing Consumer
Preferences [12]

Cross-Chain
– Multi-Stakeholder

Collaboration [3,4]
– Digital Platforms [7]

– Fragmented Supply
Chains [16]

– Lack of Data Sharing [8]

– Big Data Analytics [7]
– Policy Support [8]

– Global Risks [14]
– Cybersecurity Risks [8]

IoT, with its ubiquitous interconnection, sensing capabilities, and computing model,
proved to be a practical solution for many problems. That is why its application in the FSCM
seemed logical. Indeed, there are many examples of IoT adoption in FSCM, with more
promising future applications. While IoT can provide real-time product monitoring and
traceability, it cannot ensure the transparency of the supply chain and the trust between its
participants. This is where the Blockchain technology can help. This Distributed Ledger
Technology (DLT) has the potential of tracking FSCs’ transactions and maintaining its data
integrity. Additionally, it enhances transparency, security, and collaboration within the
supply chain actors [17].

The integration of these two advanced technologies together in FSCM has been in-
vestigated in recent years. This paper’s goal is to provide a brief overview of these two
technologies, and analyze the work that has been conducted in this area in the last five
years. To establish the necessity of this survey and position our contribution within the
existing body of research, we summarize previous reviews on the integration of IoT and
Blockchain in FSCM over the past five years in Table 2. The analysis reveals that only a lim-
ited number of studies have examined the application of these two emerging technologies
together and their impact on FSCM. Furthermore, these reviews primarily covered research
conducted before 2022. In contrast, our study presents a comprehensive survey focusing
on English peer-reviewed articles published between January 2020 and July 2025, making
it an up-to-date reference for researchers and practitioners aspiring to work in this field.



IoT 2025, 6, 51 3 of 36

To that end, our survey will try to answer the following research questions:
RQ1: What research has been done on the adoption of Blockchain and IoT in FSCM?
RQ2: What are the advantages of combining Blockchain and IoT in FSCM?
RQ3: What are the key challenges that hinder the adoption of these two technologies

in the FSCM?

Table 2. Existing review papers on the integration of IoT and Blockchain in FSCM.

Reference IoT Blockchain Time Horizon Journal

[18] X X Before 2022 Applied Sciences (MDPI)

[19] X X 2010–2020 Computers and Industrial
Engineering (ELSEVIER)

[20] X X Before 2022 Technovation (ELSEVIER)

[21] — X Before 2020 IEEE Access

The structure of this paper is organized as follows. Section 2 outlines the methodology
adopted in this study. Section 3 presents an overview of IoT and Blockchain technologies.
Section 4 analyzes the limitations of IoT within the context of FSCM. Section 5 provides
a detailed discussion on the integration of Blockchain with IoT as a means to address
these limitations. Section 6 highlights the key challenges that hinder the adoption of
both technologies in managing FSCs. Section 7 discusses potential avenues for future
research. Finally, Section 8 offers concluding remarks and emphasizes directions for further
investigation.

2. Methodology
The literature search for this systematic review was conducted using a structured,

keyword-based strategy. Key search terms included: “Internet of Things in food supply
chain”, “Blockchain in food supply chain”, “Blockchain and IoT integration”, “traceability
in agri-food using blockchain”, and “smart food logistics”. These keywords were used to
query major academic databases such as Scopus, Web of Science, IEEE Xplore, SpringerLink,
and ScienceDirect.

To ensure the relevance and quality of the included studies, the following inclusion
criteria were applied:

• Publication period: Only articles published between January 2020 and July 2025 were
considered.

• Language: Articles had to be written in English.
• Type of publication: Only peer-reviewed journal articles were included.

Following the initial search, the titles and abstracts of all retrieved articles were
screened to assess their relevance to the study objectives. Articles that did not address the
adoption, integration, or application of IoT and Blockchain technologies in the food supply
chain were excluded at this stage. Screening at the title and abstract level facilitated the
efficient removal of out-of-scope or irrelevant studies prior to full-text review.

3. Background
3.1. The Internet of Things

IoT is a rapidly growing technological paradigm that is transforming our lives.
The term Internet of Things was first used by Kevin Ashton in 1999 to describe a net-
work of objects connected using Radio Frequency Identification (RFID) [22]. IoT can be
simply seen as a large network of connected things communicating data between each
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other, and some computer databases, along with protocols, standards, platforms, and more,
that help establish this interconnection [23]. Some IoT enabling technologies are RFID,
Wireless Sensors Networks (WSNs), Cloud computing, and Data Analytics [22]. Figure 1
shows how RFID is used within IoT.

Figure 1. The Common Architecture of Identification Systems in IoT-Enabled Environments [24].

Since IoT’s introduction, there has been no standard architecture, to be adopted by
everyone, despite the numerous research that have been conducted. We can find in the
literature different architecture proposals; some of them are more used than others, namely
the three-layer, four-layer, and five-layer architectures [25–28].

The three-layer architecture is a basic imagination of IoT, where the perception layer is
responsible for collecting real-time information through sensors, and conducting actions
through actuators. The collected data is communicated via the network layer, and the
information are finally put to use in the application layer [25–27].

The rise in popularity of IoT and its adoption to more complex systems motivated
the proposition of more detailed and comprehensive architectures. The four-layer archi-
tecture, for example, which in addition to the components of the three-layer architecture,
introduces another new layer. The processing layer, which intermediates the network and
the application layers, relies on the cloud and edge computing technologies to perform
data aggregation, computation, storage, and analysis [28].

Moreover, after the integration of IoT in real world businesses, researchers proposed
to add a fifth layer, creating the five-layer architecture (shown in Figure 2). This fifth layer
is called the business layer, and it is placed on top of the application layer, with the aim
to translate technical outcomes into strategic decisions and actionable insights, to create
business value [25,27].

IoT is revolutionizing the way devices, machines, systems, and humans interact, sig-
nificantly enhancing efficiency, productivity, and quality of life. Its applications include
smart homes and cities, smart transportation and logistics, smart manufacturing and indus-
tries, smart healthcare, smart safety and security, smart grids, smart retailing, and smart
agriculture, among others [26,29,30]. Figure 3 illustrates the most common applications
of IoT.
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Figure 2. Five-layer IoT architecture.
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Figure 3. Most common applications of the IoT.

3.2. Blockchain Technology

Blockchain is a tamper-proof, append-only, distributed ledger, shared on a peer-to-peer
network, storing in a cryptographically secure way a set of transactions that are logically
ordered. Transactions are only committed when a consensus on their validity is reached
by the network peers [31,32]. Each time transactions are validated, a new block is created
and added to the chain, thus leading to the name Blockchain. Blocks are composed of two
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major parts, i.e., a header and a body. The block’s header contains metadata about the
block, including information facilitating its linkage to other blocks in the chain, along with
a timestamp, a nonce, and a merkle tree [32]. The block’s body contain the transactions,
which represent a transfer of value from one Blockchain address to another [31]. It is
worth noting that the structure’s details might change from one Blockchain platform to
another, while keeping the defining blocks in place. Figure 4 represents the basic structure
of a Blockchain.

Figure 4. The basic structure of a Blockchain.

Since its first introduction by Satoshi Nakamoto in 2008, Blockchain has attracted a lot
of attention from researchers and industry practitioners alike, thanks to its defining features.
Blockchain is immutable, which means that when data is added, it cannot be modified or
deleted [33]. Additionally, Blockchain is decentralized, both in data storage and decision
making, and it does not require any central authority to function [34,35]. Moreover, the se-
curity of Blockchain is guaranteed by multiple techniques put in place, from hash functions
to digital signatures and more [34]. Furthermore, allowing public access to transactions
stored on the Blockchain renders it transparent [34]. Besides, Blockchain transactions are
time-stamped, which facilitates their traceability [34]. Finally, Blockchain features a notion
of programmable agreements that are self-executable when a set of predefined conditions
are satisfied, and they are known as smart contracts. These smart contracts help eliminate
the requirement for a trusted third party [35,36].

Since 2008, Blockchain has attracted growing attention from both academia and in-
dustry, evolving through four major generations that have progressively expanded its
capabilities and application domains (see Figure 5).

The first generation, known as Blockchain 1.0, focused primarily on decentralized dig-
ital currencies, with Bitcoin offering a peer-to-peer electronic cash system secured through
Proof-of-Work (PoW) consensus [37]. Early studies [33,38–40] explored the underlying crypto-
graphic primitives, distributed consensus, and immutability features that made blockchain a
revolutionary financial infrastructure. The second generation, Blockchain 2.0, emerged with
Ethereum’s launch in 2015 [41], introducing smart contracts and self-executing code embedded
in the blockchain, which enabled decentralized applications (DApps) and opened the door to
novel use cases beyond finance, including healthcare [42–44], supply chains [45,46], and auto-
mated governance systems [47,48]. These smart contracts were extensively analyzed for their
potential to automate trust and reduce transactional friction in complex multi-stakeholder
environments [49,50]. Blockchain 3.0 addressed critical limitations related to scalability, in-
teroperability, and energy consumption. Platforms like Cardano, Polkadot, and Cosmos
introduced energy-efficient consensus mechanisms such as Proof-of-Stake (PoS), sharding,
and cross-chain interoperability protocols, which significantly enhanced throughput and
adaptability [51,52]. This evolution facilitated blockchain’s penetration into broader sectors,
including digital identity verification, secure healthcare data exchange, and transparent lo-
gistics management [53–55]. More recently, Blockchain 4.0 has emerged [56], aiming to align
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the technology with the principles of Industry 4.0 by integrating it with AI, the IoT, and big
data analytics to enable intelligent, automated, and secure digital ecosystems [57–60]. Studies
have shown that in this context, blockchain serves as a backbone for smart manufacturing,
digital twins, predictive maintenance, and secure multi-agent IoT coordination [61–63], while
also supporting privacy-preserving real-time data sharing in domains like healthcare and
urban infrastructure.

Convergence with AI

for intelligent

ecosystems

Blockchain 4.0

Blockchain 2.0

Integration with

Industry 4.0

technologiesEmergence of smart

contracts

Focus on scalability

and interoperability

Introduction of

decentralized

currencies

Blockchain 5.0

Blockchain 1.0 Blockchain 3.0

Figure 5. The Evolution of Blockchain Technology: From Decentralized Currencies to Intelligent
Ecosystems.

Despite the vast body of work detailing blockchain’s technical underpinnings and
sector-specific applications, ongoing research continues to explore its evolving role as
a trusted infrastructure for decentralized autonomy, interoperability, and intelligent de-
cision making across emerging digital economies. As a demonstration of this trajectory,
Blockchain 5.0, exemplified by architectures like Doctrina, enables native on-chain AI execu-
tion, decentralized AI training, and autonomous decision making [45,64]. This convergence
addresses critical gaps in AI dependency management and computational efficiency, posi-
tioning blockchain as a foundational layer for intelligent ecosystems in healthcare, energy,
and Society 5.0.

4. The Adoption of IoT in FSCM
FSC chain refers to the processes that describe how food from a farm ends up on

our tables. These processes include production, processing, distribution, consumption,
and disposal [2]. Figure 6 depicts the movement of food and money in a simple “From
Farm To Fork” model.

Managing FSCs presents significant challenges, largely attributable to their inherent
characteristics. FSCs are characterized by having multiple collaborating actors, spread out
across a wide geographical area, leading to a difficulty in terms of logistics, information
sharing, and money transfer. Moreover, they are characterized by the sensitive nature of
food products, caused by environmental conditions, and their rapid quality degradation, as
well as the dynamic nature of customer demands, and its affectability to social, economic,
and natural factors from outside the supply chain.
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Figure 6. Movement of food and money in a simple “From Farm To Fork” model.

All these aforementioned features lead to the loss of the equivalent of 1 billion meals
every day, while 783 million people suffer from hunger, according to the UN’s Food Waste
Index Report 2024 [65]. The report states that this loss is evaluated to be worth 1 trillion
USD, and that it is affecting our environment by generating 10% of the global greenhouse
gas (GHG) emissions. Consequently, different actors, including governments, private
organizations, and intergovernmental organizations, are more committed than ever to
finding innovative solutions to tackle this global challenge.

Considerable efforts are directed towards exploring new information and communi-
cation technologies (ICT). ICT through its capability of internal (processes) and external
(suppliers and customers) integration has been and continues to be an essential enabler
for the FSCM [1]. Older FSCM systems used primarily RFID for product tracking, but to
monitor the products and their ambient environments, some sort of sensing capabilities are
now needed [22].

The primary role of IoT in the FSCM is to track, trace, monitor, and provide business
values [19]. RFID offers tracking capabilities and WSN offers sensing capabilities; together,
they are used for numerous applications, from monitoring livestock grazing behaviors and
monitoring real-time temperature conditions, to tracking containers inside warehouses
or on the back of a truck along the road [22]. The adoption of IoT means the use of a huge
number of things (sensor, actuators, tracking devices, etc.) to manage the FSC, which means
that a huge amount of data will be generated, Cloud computing can be used to handle
the coming data from WSNs, and sometimes other layers (Fog and edge) are added to
minimize the delay between information capture and decision making.

As mentioned before, the majority of food products are perishables, i.e., they are
sensitive to temperature changes, such as meat, fruits, etc., which makes their transportation
and distribution a critical stage in the FSCM process [22]. It requires end-to-end monitoring
of the product’s quality parameters. Numerous sensor technologies have been developed
for this purpose, including electrical, optical, thermal, and chemical sensors. Another
promising application of IoT in FSCM is the use of active and intelligent packaging. Active
packaging consists of incorporating active agents into packaging materials and works
by absorbing food-derived chemicals or releasing active agents into the surrounding
environment to extend the produce’s shelf life. Thus, intelligent packaging refers to a
package that incorporates materials that can monitor the food quality [1]. IoT technologies
can be adopted at all the stages of FSCM, with applications even for the retailing spaces
management, such as loyalty card systems, On-Shelf Availability systems, real-time pricing
mechanisms, smart carts, etc. [22].

In spite of the numerous advantages IoT has to offer in terms of product monitoring
and traceability, it cannot cope with the FSC challenges related to security and privacy.
For instance, the lack of trust between the various FSC stakeholders, the data privacy and
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integrity, and the single point of failure problem that centralized systems face. To tackle
these challenges, researchers investigated the integration of IoT with other technologies.
Blockchain as a distributed and cryptographically secure database seems to have a great
potential to help IoT deal with these security and privacy-related challenges [21].

5. The Integration of Blockchain with IoT in FSCM
Blockchain is a transformative technology for addressing trust-related challenges [21].

It supports businesses through its decentralization, its enhanced security and transparency,
bridging the gaps of trust between business partners, along with its increased efficiency,
through process automation thanks to its smart contracts [66]. In recent years, this dis-
tributed ledger technology has been applied to various industries and research areas,
including, finance, healthcare, government, education, transportation, manufacturing,
supply chain, etc.

The integration of blockchain with emerging technologies demonstrates its transfor-
mative potential. In this section, we will discuss how Blockchain is being integrated with
IoT to ensure sustainable, transparent, and efficient FSCs.

5.1. Application Categories

This subsection presents a thorough investigation into the deployment of Blockchain
technology to enhance efficiency and ensure the integrity of FSCs. The study identifies and
categorizes Blockchain use cases into three distinct categories: provenance and traceability,
data management, and efficiency improvement.

5.1.1. Provenance and Traceability

Research has been conducted to discuss the integration of Blockchain and IoT to
manage FSCs. The most common use of Blockchain and IoT in FSCs is to ensure an end-to-
end product monitoring and traceability, with the aim to avoid food being either wasted
or defrauded.

Building upon foundational work in secure tracking mechanisms for perishable food
products, Sathiya et al. [67] established important principles for maintaining data security
without compromising traceability. This groundwork enabled Yele and Litoriya [68] to
advance the field by developing a comprehensive blockchain-based traceability system that
empowers customers to track food origins within dining establishments, encompassing
both ingredient sourcing and processing stages. However, the system’s validation was
constrained by simulation testing with merely 15 nodes and the absence of pilot studies in
operational restaurant environments. Moreover, the observed performance degradation
with increasing node counts contradicts the claimed scalability advantages.

The integration of physical monitoring with blockchain technology has been further
explored by Gondal et al. [69], who combined smart containers for real-time strawberry
transportation monitoring with blockchain infrastructure to ensure comprehensive supply
chain traceability. While this approach provides a robust monitoring framework, the re-
search would benefit from more extensive investigation of blockchain security aspects
beyond smart contract considerations.

In alignment with Industry 4.0 principles, Raza et al. [70] developed Agri-4-All, an
IoT and blockchain-enabled traceability framework that complies with the Reference Ar-
chitectural Model Industry 4.0 (RAMI 4.0). Despite demonstrating theoretical alignment
with Industry 4.0 standards, the framework’s evaluation was limited to simulated envi-
ronments using Ganache/Truffle rather than real-world IoT deployments. This limitation
leaves claims regarding gas cost reduction and scalability unsubstantiated under large-scale
operational conditions.



IoT 2025, 6, 51 10 of 36

The dairy sector has seen notable innovation through Khanna et al. [71], who proposed
a four-layer blockchain architecture designed to prevent contamination and adulteration in
Indian dairy supply chains. Testing was conducted exclusively on Ethereum test networks;
however, without validation in actual supply chain environments. This approach raises
significant questions about scalability, stakeholder adoption, and real-world performance
while failing to address the economic feasibility for small-scale Indian dairy farmers.

Environmental sustainability in food traceability has been addressed by Varavallo
et al. [72], who developed a traceability system specifically for Fontina cheese supply
chains. Their claims of low energy consumption lack empirical substantiation through
comparative analysis. Although Algorand’s Pure Proof of Stake algorithm is theoretically
energy-efficient, the study provided no concrete energy consumption metrics or scalability
assessments under high transaction volumes.

Livestock supply chain traceability has been advanced by Khan et al. [73] through an
IoT and blockchain-enabled food provenance system. The reported performance metrics
were derived from simulations and open-source datasets rather than operational supply
chains, limiting their practical relevance. Scalability claims involving 800 nodes remain
theoretical without field validation, and the critical issue of interoperability with existing
legacy systems was not addressed.

In the grain logistics sector, Hong [74] recommended integrating IoT technologies such
as RFID with blockchain systems for real-time grain movement and quality data capture.
The study suffers from methodological limitations, including unsubstantiated performance
claims without comparative baselines and insufficient experimental detail. The proposed
innovation provides only a generic system design without significant technical depth.

During the COVID-19 pandemic, Iftekhar and Cui [75] developed an IoT–blockchain
model for food product tracing that incorporates safety regulation compliance verification.
Their three-layer architecture encompasses physical, blockchain, and application layers.
However, the system lacks real-world implementation validation, leaving tamper-proofing
and transparency claims unverified. Additionally, the on-chain recording of worker health
information raises substantial GDPR compliance and ethical concerns.

The poultry and egg sectors have been examined by Bumblauskas et al. [76], who
explored establishing traceable egg supply chains using IoT and blockchain technologies
for comprehensive farm-to-consumer visibility. The research lacks quantitative blockchain
performance analysis and fails to compare the Proof of Elapsed Time consensus algorithm
with alternative approaches. Similarly, Majdalawieh et al. [77] addressed poultry supply
chain transparency through an integrated IoT–blockchain system designed to enhance
traceability and auditability. Their framework supports governmental inspection by pro-
viding regulatory agencies with direct access to traceability data. However, the reliance
on Proof-of-Work is poorly suited to the permissioned business context, where verified
participants make PoW’s distrust mitigation redundant while imposing unnecessary energy
and latency costs.

Recent developments demonstrate continued innovation in this domain. Farina et al. [78]
introduced a comprehensive end-to-end traceability framework that leverages IoT sensors
for heterogeneous agri-food data capture. The system employs AI and analytics tools for
insight refinement while utilizing distributed ledger technology for secure stakeholder
collaboration. Data spaces facilitate governance and standardization, enabling seamless
system integration. However, scalability discussions for complex supply chains involving
numerous stakeholders remain limited, and the study lacks analysis of technical and
organizational integration barriers.

Adhiwibowo et al. [79] proposed a web-based traceability system that integrates IoT
for real-time data acquisition within halal-compliant animal supply chains, employing a
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dual-blockchain architecture for data integrity. User testing was limited to only 15 par-
ticipants, and the system’s scalability to real-world supply chains was not demonstrated.
The specific blockchain platform utilized was not identified. Guo et al. [80] developed a
comprehensive traceability solution combining blockchain immutability with IoT’s real-
time capabilities for systematic, accountable food quality assurance. While the study
references tamper resistance and privacy protection, it lacks detailed threat modeling or
security analysis and provides no mitigation strategies for IoT device spoofing, Sybil at-
tacks, or smart contract vulnerabilities. Privacy protection claims lack specifics regarding
cryptographic mechanisms, and integration with legacy systems remains unaddressed.

Lukacs et al. [81] designed a cost-effective integrated digital system for standard agri-
food production environments, demonstrated through certified Hungarian sweet potato
production. The solution incorporates Near-Infrared Spectroscopy, Computer Vision, RFID,
IoT, and blockchain technologies for comprehensive traceability and quality assurance.
However, extensive real-world validation is lacking, and the work inadequately addresses
challenges arising from IoT data volume and velocity in large-scale supply chains.

Addressing broader structural challenges, Wang et al. [82] identified significant limi-
tations in conventional Human–Cyberphysical Systems, including poor scalability, weak
data security, limited interoperability, and supply chain transparency gaps. Their proposed
blockchain-enhanced architecture integrates blockchain with IoT, AI, and Federated Learn-
ing across three distinct layers: the Physical System Layer for data collection, the Network
System Layer for secure storage and AI training, and the Human–Machine Interaction
Layer for user interfaces. However, real-world scalability for large agricultural operations
remains untested, and the blockchain’s environmental impact in agricultural contexts is
not quantified.

Villegas-Ch et al. [83] proposed an architecture that fuses IoT devices with efficient
communication protocols including MQTT, CoAP, and LoRa for real-time, immutable data
collection while maintaining energy efficiency through lightweight blockchain technolo-
gies. Testing was constrained to 10 nodes and 50 sensors, whereas real-world supply
chains typically require significantly more devices, leaving scalability beyond this limited
configuration unproven.

Finally, Sheriff and Aravindhar [84] introduced an advanced Federated Learning
framework for Smart Supply Chain Management, emphasizing decentralized, privacy-
preserving AI model training. The solution incorporates Differential Privacy, Secure Multi-
Party Computation, and Homomorphic Encryption to ensure participant confidentiality.
Quantum-Inspired Deep Reinforcement Learning enhances blockchain performance dy-
namically, while Lightweight Lattice-Based Cryptographic Hashing provides quantum-
resistant, energy-efficient security aligned with NIST’s CRYSTALS-Dilithium standard.
However, reported results rely exclusively on synthetic simulations, and variational quan-
tum circuit simulation at scale may exceed classical hardware capacity. The study lacks
integration analysis with existing blockchain platforms and formal cryptanalysis of the
proposed cryptographic scheme.

5.1.2. Data Management

Alongside the previously mentioned traceability systems, IoT and Blockchain tech-
nologies have been extensively leveraged to enhance productivity control and data-driven
decision making within FSCs.

In the realm of food quality assessment, Sathiya et al. [67] developed an innovative
approach that combines IoT sensor data with Blockchain-secured storage to evaluate food
product quality using an Adaptive Neuro-Fuzzy Inference System (ANFIS). While this
integration represents a meaningful advancement in automated quality control, the method-
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ology exhibits several limitations that constrain its practical application. The ANFIS model’s
dependence on a restricted set of sensor parameters including temperature, humidity, light,
and vibration overlooks essential perishability indicators such as microbial contamination
levels and packaging structural integrity. This narrow data foundation compromises the
model’s ability to generate reliable, generalizable shelf-life predictions across diverse real-
world scenarios. Furthermore, the absence of comprehensive, scenario-diverse datasets
undermines the establishment of robust correlations necessary for accurate shelf-life esti-
mation, thereby limiting the approach’s commercial viability.

Sales forecasting represents another significant application domain where IoT–
blockchain integration has shown promise. Khan et al. [73] developed a sophisticated
hybrid predictive model that leverages IoT-derived Blockchain data to forecast product
sales patterns. Their approach incorporates multiple neural network architectures including
recurrent neural networks (RNNs), long short-term memory (LSTM), and gated recurrent
units (GRUs) with parameter optimization conducted through Genetic Algorithm (GA)
techniques to enhance predictive performance. However, the methodology presents sev-
eral critical shortcomings that limit its effectiveness in specialized supply chain contexts.
The reliance on generic grocery datasets renders the model inappropriate for meat supply
chains, which possess distinct characteristics and requirements. Additionally, the arbitrary
selection of an LSTM-GRU hybrid architecture, coupled with the computationally inten-
sive GA optimization process, lacks theoretical justification and practical validation of its
superior performance over simpler alternatives. Most notably, the research fails to assess
the model’s impact on key business performance indicators.

The integration of artificial intelligence (AI) as an analytical cornerstone has further
advanced FSC data management capabilities. Farina et al. [78] positioned AI as the central
analytical engine within their comprehensive framework, designed to transform diverse
sensor-generated data into actionable operational insights. Their system addresses multiple
critical functions including operational optimization, regulatory compliance monitoring,
fraud detection, and comprehensive supply chain transparency. The framework achieves
synergy between AI analytical capabilities and Blockchain data integrity assurance, while
incorporating data spaces to facilitate seamless interoperability across diverse systems and
stakeholder networks. This creates a robust, scalable traceability ecosystem with applica-
tions extending beyond agri-food sectors. However, despite AI’s prominent positioning as
a transformative technology, the research suffers from insufficient technical substantiation.
The absence of detailed model specifications, quantitative performance metrics, and em-
pirical validation through real-world testing constitutes a fundamental methodological
weakness that undermines the framework’s credibility. Similarly, Lukacs et al. [81] imple-
mented AI-driven analysis of IoT and Blockchain-captured data to enable non-destructive
sweet potato quality assessment within smart agricultural environments. While this ap-
plication demonstrates AI’s potential in precision agriculture, the research methodology
presents significant limitations. The Near-Infrared Spectroscopy (NIRS) calibration relies
on a constrained sample size of merely 200 specimens with insufficient validation protocols.
To establish robust predictive capabilities, the methodology requires extensive sampling
across varied seasonal conditions, geographical regions, and cultivar types, which would
substantially improve the approach’s reliability and broader applicability.

5.1.3. Efficiency Improvement

The integration of transaction and process automation in FSCs through blockchain-
enabled smart contracts represents a fundamental transformation in how food products are
managed, tracked, and delivered. These self-executing contracts systematically automate
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critical operations while reducing manual intervention and enhancing transparency and
efficiency throughout supply chain processes.

Recent research demonstrates the versatile applications of smart contracts across
various FSC contexts. Gondal et al. [69] implemented smart contracts to manage buyer–
consumer interactions by automating product status updates and providing real-time
notifications to end-users regarding any changes. However, their approach assumes binary
outcomes (e.g., selfcheck_result == 1 or 0), which fail to capture real-world conditions
such as partial damage or environmental fluctuations during transit. While payment au-
tomation (sendMoney()) triggers fund release upon container arrival, it lacks mechanisms to
verify product quality at the receiver’s end, with physical inspection remaining outside the
contract logic. Building on this foundation, Chatterjee et al. [85] developed a smart contract-
based system enabling distributors, wholesalers, and retailers to synchronize supplier
orders, invoices, and shipments while facilitating automatic payment settlements. Never-
theless, their implementation relies on binary checks (e.g., if (Inventory > Quantity)),
which inadequately address real-world complexities such as partial shipments, quality
deviations, or transit delays. The system lacks provisions for graded conditions, such as
applying penalties for temperature excursions, and depends on manual inputs like retailers
encrypting item lists, reducing real-time responsiveness.

The agricultural sector has witnessed similar innovations, with Raza et al. [70] demon-
strating how smart contracts can autonomously manage data logging, trigger irrigation and
pesticide systems, and execute payment transfers without human intervention. However,
their implementation employs rigid thresholds (e.g., soil moisture = 70–88%) without adapt-
ing to dynamic conditions such as weather variations or crop-specific requirements, where
machine-learning-driven thresholds would prove more effective. These systems assume
seamless integration of IoT sensor data into smart contracts yet omit oracle mechanisms
(e.g., Chainlink) to validate real-world data. Furthermore, they lack safeguards against
erroneous or fraudulent sensor inputs, creating vulnerabilities where a single compromised
sensor could trigger incorrect irrigation actions.

The dairy industry has particularly benefited from smart contract implementations.
Khanna et al. [71] employed these contracts to streamline information exchange among
stakeholders, significantly improving coordination and traceability. While IoT sensors
are referenced for data collection, the integration between sensor data and smart contract
execution remains unclear. Although the system incorporates mechanisms to initiate recalls
for contaminated batches, it fails to consider contamination propagation in downstream
products, such as cheese or butter produced across multiple batches, and overlooks auto-
mated refund processes for end consumers. Complementing this work, Biradar et al. [86]
utilized smart contracts to automate consumer order acceptance through social platforms
while providing secure access to blockchain-stored traceability data. Despite assertions
that smart contracts accept orders, the study lacks technical details on contract logic, trig-
gering conditions, and integration with IoT and data pipelines. While the Gannet Vulture
Optimization Algorithm with Deep Maxout Network (GVOA-DMN) model evaluates
food quality, its lack of integration with smart contracts limits the system’s capacity for
automated actions based on these evaluations.

The integration of IoT devices with smart contracts has further enhanced operational
capabilities, as demonstrated by Khan et al. [73], who showed how smart contracts can
register IoT devices on blockchain networks and manage their operations autonomously,
though technical implementation specifics remain limited. Advanced monitoring and
compliance applications represent another critical area of smart contract deployment.
Majdalawieh et al. [77] applied smart contracts to log food quality data collected by IoT
devices and issue real-time alerts for violations that could result in product spoilage or
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health risks. However, the system lacks mechanisms to validate sensor data integrity
despite its heavy dependence on IoT sensors.

Uyar et al. [87] developed smart contracts that continuously validate environmental
thresholds through real-time IoT sensor data, issuing on-chain compliance certificates for
product batches, meeting traceability and environmental integrity requirements throughout
their lifecycle. While sensor data is digitally signed, the design lacks on-chain validation
of sensor calibration status and mechanisms to detect compromised devices. Sheriff and
Aravindhar [84] further advanced this approach by using smart contracts to automatically
validate product safety thresholds, flag non-compliant products to mitigate contamination
risks, and verify product movement and batch delivery status. Although QI-DRL improves
contract execution efficiency, it overlooks the inherent bottlenecks of on-chain computa-
tion, where dynamic adjustments lead to increased gas fees, particularly during network
congestion periods.

Specialized applications have addressed unique supply chain challenges across dif-
ferent sectors. Farina et al. [78] deployed smart contracts to automate cattle ownership
transfers, while Guo et al. [80] implemented multiple smart contracts governing relation-
ships between consecutive supply chain actors, incorporating penalty mechanisms for
parties violating agreed-upon terms. However, these contracts lacked the complex con-
ditional logic needed to automate broader supply chain processes, including automatic
quality checks, compliance enforcement, and payment settlements. The sophistication
of smart contract applications is exemplified by Lukacs et al. [81], who used these con-
tracts to enforce data integrity by storing predefined Smart Attribute Definitions (SADs)
for key parameters, automating compliance checks, controlling rule modification rights,
and enabling traceability inheritance through SubXiD identifiers linking aggregated and
individual batches. Despite claims that smart contracts enable “self-executing” compliance
checks, technical implementation details remain unspecified.

Beyond operational automation, smart contracts have proven instrumental in securing
and streamlining financial transactions across FSCs. For highly perishable goods such as
strawberries, Gondal et al. [69] demonstrated how smart contracts can initiate payment
disbursements based on real-time environmental conditions during shipment. Within the
Indian dairy industry, Khanna et al. [71] illustrated how trustless payments can be enabled
by linking them to delivery verification and product quality assurance. The effectiveness
of smart contracts in enforcing payment policies and maintaining tamper-proof audit
trails in blockchain-based supply chain systems has been further validated through formal
modeling approaches [88,89].

While these studies innovatively integrate blockchain and IoT for traceability, their
payment automation remains underdeveloped. The smart contract logic is overly simplistic,
failing to capture real-world complexities and lacking mechanisms to handle adversar-
ial scenarios. Although the contracts enable refunds to receivers upon violations, they
lack protocols to resolve conflicts arising from false violation claims, sensor inaccuracies,
or subjective quality disputes. These limitations highlight the need for more sophisticated
contract logic that can accommodate the nuanced realities of food supply chain operations.

Table 3 summarizes the different application categories, along with the targeted
food products.
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Table 3. IoT–Blockchain-enabled application in FSCs and their targeted products.

Reference Year PT DM EI Product

Farina et al. [78] 2025 X X X —
Adhiwibowo et al. [79] 2025 X — — Beef
Uyar et al. [87] 2025 — — X Frozen food
Guo et al. [80] 2025 X — X —
Lukacs et al. [81] 2025 X X X Sweet Potato
Wang et al. [82] 2025 X — — —
Biradar et al. [86] 2025 — — X Dairy Products
Villegas-Ch et al. [83] 2025 X — — Mangoes
Sheriff and Aravindhar [84] 2025 X — X —
Sathiya et al. [67] 2024 X X — Seafood
Yele and Litoriya [68] 2024 X — — Restaurant Food
Gondal et al. [69] 2023 X — X Strawberry
Raza et al. [70] 2023 X — X Tomato
Khanna et al. [71] 2022 X — X Dairy Products
Varavallo et al. [72] 2022 X — — Cheese
Islam et al. [90] 2022 X — — Shrimp
Majdalawieh et al. [77] 2021 X — X Poultry
Hong [74] 2021 X — — Grains
Iftekhar and Cui [75] 2021 X — X Meat
Khan et al. [73] 2020 X X X Livestock
Bumblauskas et al. [76] 2020 X — — Eggs

(PT): Provenance Traceability, (DM): Data Management, (EI): Efficiency Improvement.

5.2. Blockchain Types

Blockchain technology can be classified into various types based on its structure,
accessibility, and use cases. The primary classification is based on the accessibility and how
permissions are managed, in addition to the structure of the Blockchain itself. Figure 7
outlines the major Blockchain categories.

5.2.1. Permissionless Blockchain

A permissionless Blockchain network operates as a decentralized system of intercon-
nected computers, each maintaining a copy of a shared ledger. These computers adhere to
a standardized set of software protocols, enabling all participants within the network to
seamlessly read, submit, and validate transactions without prior approval from a central
authority [91]. This category is referred to in the literature as public Blockchain. Its public
nature, and the anonymity it ensures, make this type the number one option for cryptocur-
rencies, for instance Bitcoin [92].

This Blockchain type is widely used in FSCM literature [67,69,71,72,77,89,93].

5.2.2. Permissioned Blockchain

As opposed to a permissionless Blockchain, a permissioned Blockchain eliminates
the anonymity, by ensuring that network participants’ identities have to be verified and
authorized, before accessing transactions data [92,94]. It is generally utilized by entities
sharing common business goals, without fully trusting each other. One such case is the
supply chain industry [92].

Based on their governance, permissioned Blockchains can be classified into private
Blockchains and consortium Blockchains. A private Blockchain is centrally managed by a
single entity, whereas a consortium Blockchain is governed by a group of entities working
collaboratively [32].

Considering that most of the studied applications did not focus on integrating cryp-
tocurrencies in FSCs, the full decentralization of FSCs was not a high priority. As a matter
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of fact, researchers gave more attention to improving the Blockchain’s throughput, and see-
ing how much ensuring the security and governance of public Blockchains costed in
terms of time and computing resources, numerous researchers opted to permissioned
Blockchains, for the simple reason that FSC stakeholders are known and identifiable,
which eliminates the need for time- and resource-consuming security mechanisms. Pri-
vate Blockchain’s higher throughput and scalability motivated some authors to adopt it,
including [73,74,79,87].

However, private Blockchain is better suited for supply chains managed by a single
company, since a central authority is needed to set the rules and control the network,
whereas in FSCs with multiple collaborating companies and entities, it would be very
difficult to delegate all the authority to a single stakeholder. This is where a consor-
tium Blockchain can shine, given that it combines the advantages of private and public
Blockchains. A consortium or a federated Blockchain decentralizes the management among
a consortium of stakeholders, ensuring more decentralization than a private Blockchain,
but only allowing trusted parties to be part of this consortium, resulting in ensured safety
and high throughput at the same time. Consequently, its adoption in FSCs is gaining more
attention [70,75,80,81,95,96].

Figure 7 shows the Blockchain types from decentralization and identity management
perspectives.

Figure 7. Blockchain Types [93].

5.3. Blockchain Platforms

Blockchain platforms serve as foundational infrastructures for the creation, deploy-
ment, and management of applications built on DLT. By enabling decentralized, secure,
and transparent environments for transaction processing and data sharing, these platforms
facilitate collaboration among diverse and often geographically dispersed participants.

Unlike early Blockchain systems such as Bitcoin, which were primarily designed
for cryptocurrency transactions, modern platforms have evolved to address key limita-
tions, including high energy consumption, limited scalability, and slow transaction speeds.
These advancements have broadened their applicability to a wide range of enterprise-
grade solutions, particularly within sectors such as supply chain management, finance,
and healthcare.
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This subsection offers a concise overview of the Blockchain platforms referenced in the
reviewed literature, highlighting their distinctive features and relevance to FSC applications.

5.3.1. Ethereum

Ethereum was first introduced by Vitalik Buterin in 2015; it is a decentralized, open-
source Blockchain platform designed for the creation and execution of smart contracts and
DApps. Recognized as one of the most prominent Blockchain networks, Ethereum ranks
second only to Bitcoin in market capitalization [97,98].

At the core of its ecosystem is its native cryptocurrency, Ether (ETH), which is used
for various purposes within the network, such as paying transaction fees and incentiviz-
ing participants. Over time, Ethereum’s architecture and functionalities have undergone
significant advancements, providing a robust and versatile infrastructure for develop-
ers. Its capabilities extend across various sectors, solidifying its role as a cornerstone of
Blockchain innovation [97,98].

The smart contracts and DApps offered by Ethereum made the platform a popular
choice for studies that focused on adopting the Blockchain into FSCs. For instance, Chat-
terjee et al. [85] leveraged Ethereum to develop both a distributed application and smart
contracts as part of a Blockchain-based framework aimed at securing smart agriculture
operations. Similarly, Gondal et al. [69] utilized Ethereum smart contracts to automate
freshness checks for strawberries and to streamline payment processes along the supply
chain. In another study, Ramkumar et al. [89] proposed a credit-based payment mechanism
in which farmers deposit funds into a Blockchain wallet to purchase seeds without making
an upfront payment to seed producers. The producers are compensated only after the
farmer’s goods are sold, with any surplus funds returned to the farmer as benefits, thereby
creating a trustless, performance-based transaction model. Although Ethereum is primarily
used for developing public Blockchains, its versatility allows for the creation of private and
consortium-based Blockchain networks as well. This adaptability was demonstrated by
Raza et al. [70], who used Ethereum to manage both intra-organizational processes within
individual companies and inter-organizational interactions between different entities in
the FSC.

5.3.2. Hyperledger Fabric

Hyperledger Fabric, an open-source Blockchain framework developed by the Linux
Foundation, is tailored for enterprise-grade applications across diverse industries. Designed
for a permissioned network, it restricts access to authorized participants, ensuring secure
and controlled interactions. Its modular architecture empowers developers to configure the
Blockchain by integrating customizable components, including consensus mechanisms and
membership services [99]. With advanced privacy features, Hyperledger Fabric enables
selective data sharing, offering robust confidentiality for sensitive information. It employs
“chaincode” as its smart contract framework to streamline and automate business processes.
Widely adopted in sectors such as supply chain management [100], finance, and health-
care [101], Hyperledger Fabric delivers reliable and efficient Blockchain solutions.

In the context of FSC, Yele and Litoriya [68] used Hyperledger Fabric to develop a
permissioned Blockchain-based traceability system that verifies the authenticity of food
served at restaurants by tracing it back through all processing stages. Similarly, Hong [74]
deployed a private Blockchain built on the Hyperledger Fabric platform to record and man-
age real-time data related to grain storage conditions. Other studies, such as Balamurugan
et al. [102] and Khan et al. [73], have also employed private Blockchains using Hyperledger
Fabric to ensure end-to-end traceability and transparency across the FSC.
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Beyond private deployments, Hyperledger Fabric has also gained substantial trac-
tion as a framework for consortium Blockchains. Its ability to facilitate efficient collab-
oration among multiple organizations makes it particularly suitable for complex sup-
ply chains involving numerous stakeholders. For example, several reviewed studies
including [75,80,81,95,96] implemented consortium Blockchain networks based on Hyper-
ledger Fabric to trace food products as they move between FSC actors and to verify their
compliance with safety and regulatory standards.

5.3.3. Hyperledger Sawtooth

Hyperledger Sawtooth, another platform within the Hyperledger project, is a versatile
and scalable Blockchain framework specifically designed to address challenges related to
large-scale integration and performance. Its architecture supports seamless integration with
diverse technologies and incorporates quantum-secure communication protocols, ensuring
secure and future-proof data exchanges [103]. Sawtooth also enhances smart contract exe-
cution, enabling improved performance for complex transactional workflows [104], while
maintaining a strong emphasis on data privacy and regulatory compliance [105]. In the
context of FSCM, Bumblauskas et al. [76] employed Hyperledger Sawtooth to develop
a Blockchain-enabled traceability system for eggs. Their implementation used a permis-
sioned Blockchain architecture, which provided stakeholders with controlled access to
sensitive supply chain information, thereby ensuring transparency without compromising
privacy or data ownership.

5.3.4. Hyperledger Besu

Hyperledger Besu provides a robust blockchain solution for modern FSC challenges
through its Ethereum-compatible enterprise architecture. The platform creates permis-
sioned networks enabling secure collaboration among stakeholders within controlled
environments. The platform’s enterprise-grade features utilize Ethereum Virtual Ma-
chine (EVM) smart contracts to enable comprehensive farm-to-fork traceability through
immutable record-keeping of product provenance, ownership transfers, and quality pa-
rameters, while automating compliance verification processes. Additionally, the system
integrates real-time IoT sensor data to monitor environmental parameters affecting food
quality and safety throughout distribution. Research in this domain has demonstrated prac-
tical applications including the work of Uyar et al. [87], who proposed blockchain-enabled
compliance architectures addressing traceability, compliance certification, and cold chain
integrity in frozen food supply chains. These implementations employ private blockchain
networks with smart contract systems to automate compliance checking processes, reducing
manual oversight and enhancing operational efficiency.

5.3.5. Algorand

Algorand is a Blockchain platform and cryptocurrency protocol designed to achieve
an optimal balance between security, scalability, and decentralization [106]. Leveraging
its high throughput, low latency, and robust consensus mechanism, Algorand provides a
reliable and efficient foundation for a wide range of applications, such as digital payments,
smart contracts, and stock settlements [107]. Its architecture is particularly well-suited for
sustainable and high-performance Blockchain solutions. In the context of FSC, Varavallo
et al. [72] employed Algorand to develop an eco-friendly traceability system aimed at
enhancing both sustainability and transparency within the Fontina cheese supply chain.
The platform’s efficiency and environmental advantages aligned well with the project’s green
objectives, making it an appropriate choice for promoting responsible agri-food production.
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5.3.6. EOSIO

EOSIO is a high-performance Blockchain platform designed to support DApps with a
focus on scalability, speed, and efficiency. It distinguishes itself through key features such
as high throughput, zero transaction fees, and the ability to handle millions of transactions
per second [108,109]. These capabilities make EOSIO an attractive choice for applications
requiring real-time data processing and minimal operational costs. However, research
has highlighted challenges including security vulnerabilities and a high prevalence of bot
accounts within its ecosystem [108,110]. In FSCM, Sathiya et al. [67] utilized the EOSIO
Blockchain to manage and secure data captured along the supply chain. This data was
subsequently used to assess the quality of food products, demonstrating EOSIO’s potential
for efficient data handling in agri-food traceability systems.

Table 4 presents the various types, platforms, and consensus algorithms reported in
the reviewed literature.

Table 4. Blockchain types, platforms, and consensus algorithms used in FSCs.

Reference Year Type Platform Consensus Alg

Adhiwibowo et al. [79] 2025 Private / Proof of Authority
Uyar et al. [87] 2025 Private Hyperledger Besu /
Guo et al. [80] 2025 Consortium Hyperledger Fabric PBFT
Lukacs et al. [81] 2025 Consortium Hyperledger Fabric /
Villegas-Ch et al. [83] 2025 Permissioned / Proof of Authority
Sathiya et al. [67] 2024 Public EOSIO Delegated Proof of Stake
Yele and Litoriya [68] 2024 Permissioned Hyperledger Fabric Crash Fault Tolerant
Pesanhane et al. [96] 2024 Consortium Hyperledger Fabric /
Gondal et al. [69] 2023 Public Ethereum /
Addou et al. [93] 2023 Public Ethereum /
Raza et al. [70] 2023 Consortium Ethereum /
Varavallo et al. [72] 2022 Public Algorand Pure Proof of Stake
Ramkumar et al. [89] 2022 Public Ethereum /
Khanna et al. [71] 2022 Public Ethereum /
Balamurugan et al. [102] 2022 Permissioned Hyperledger Fabric /
Majdalawieh et al. [77] 2021 Public Ethereum Proof of Work
Guo et al. [95] 2021 Consortium Hyperledger Fabric /
Hong [74] 2021 Private Hyperledger Fabric /
Iftekhar and Cui [75] 2021 Consortium Hyperledger Fabric /
Khan et al. [73] 2020 Private Hyperledger Fabric /
Bumblauskas et al. [76] 2020 Permissioned Hyperledger Sawtooth Proof of Elapsed Time

5.4. Development Tools for IoT–Blockchain Integration

The successful implementation of Blockchain–IoT systems in FSCs relies not only on
the selection of appropriate platforms but also on the availability of robust and versatile
development tools. These tools, ranging from smart contract programming languages
and software development kits (SDKs) to simulation environments and middleware, are
essential for designing, deploying, and testing practical solutions. As highlighted in
the literature, a variety of development ecosystems have evolved around the leading
Blockchain platforms discussed in Section 5.3, each offering flexible tool-chains tailored
to the unique demands of FSC applications. These tools play a pivotal role in enhancing
system compatibility, scalability, and operational robustness in real-world deployments.

For instance, Ethereum stands out as one of the most frequently adopted platforms,
largely due to its mature development environment [44]. Smart contracts are typically
written in Solidity (https://docs.soliditylang.org/ accessed on 8 August 2025), enabling the
codification of business rules, such as triggering conditional payments based on real-time

https://docs.soliditylang.org/
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IoT sensor readings [111–113]. To support the development lifecycle, frameworks like Truf-
fle (https://trufflesuite.com/ accessed on 8 August 2025), Hardhat (https://hardhat.org/
accessed on 8 August 2025), and Remix IDE (https://remix-project.org/ accessed on 9
August 2025) are widely used for coding, testing, and deploying contracts [114–116], while
Chainlink (https://docs.chain.link/ accessed on 9 August 2025) oracles serve to securely
transmit external IoT data into the blockchain [117]. For front-end integration, Web3.js
(https://web3js.readthedocs.io/ accessed on 10 August 2025), a JavaScript library, is com-
monly employed to connect blockchain backends with user interfaces, thereby enabling
stakeholder-facing dashboards that support traceability and decision making [118]. In par-
allel, Hyperledger Fabric offers a permissioned blockchain framework that is particularly
suitable for the complex, multi-stakeholder environments typical of FSCs [119]. It supports
smart contracts, referred to as Chaincode (https://hyperledger-fabric.readthedocs.io/en/
release-1.3/chaincode.html accessed on 10 August 2025), written in Go or Node.js [120],
and provides SDKs in various languages, including Java and Python, which facilitate seam-
less integration with IoT subsystems. Identity management and access control are handled
through Fabric CA (https://hyperledger-fabric-ca.readthedocs.io/ accessed on 11 August
2025), while Hyperledger Caliper (https://hyperledger-caliper.github.io/caliper/ accessed
on 11 August 2025) is employed to benchmark performance under realistic workload
conditions [121], making Fabric especially valuable in scenarios demanding fine-grained
access policies and scalable throughput. Hyperledger Sawtooth similarly targets enterprise
use cases, with transaction processors in Python or Rust (and support for Go, JavaScript,
Java, C++, Swift) [122]. The platform provides a REST API for interfacing with external
systems and IoT gateways [123], while its consensus mechanism, Proof of Elapsed Time or
PoET (see Section 5.5.4), leverages trusted execution environments to promote fairness and
energy efficiency, an asset in FSC contexts involving time-sensitive, perishable goods [124].

Algorand, by contrast, simplifies contract authoring via PyTeal (https://pyteal.
readthedocs.io/ accessed on 11 August 2025), a Python-based language for writing smart
contracts [125]. Its Sandbox (https://github.com/algorand/sandbox/ accessed on 11
August 2025) environment allows developers to simulate complete IoT-to-blockchain
workflows before deployment, supporting scenarios such as farm-level sensor data in-
gestion, real-time compliance verification, and finality of transactions. This approach
significantly reduces development risks, particularly in use cases related to perish-
able product tracking and monitoring. For scenarios demanding extreme through-
put, EOSIO, enables smart contract development in C++ via the EOSIO Contract De-
velopment Toolkit (CDT) (https://github.com/EOSIO/eosio.cdt/ accessed on 11 Au-
gust 2025). It supports integration with mobile and edge computing environments us-
ing EOSJS (https://eos.io/for-developers/build/eosio-sdk-for-java/ accessed on 11 Au-
gust 2025), a JavaScript SDK, and facilitates system evaluation through Jungle Testnet
(https://monitor.jungletestnet.io/ accessed on 11 August 2025), which provides a sand-
boxed environment to simulate global-scale FSC operations.

Beyond these platform-specific ecosystems, the integration of heterogeneous IoT
systems with blockchain networks is further enabled by middleware frameworks and
cross-platform development environments. Node-RED (https://flows.nodered.org/node/
node-red-contrib-blockchain/ accessed on 12 August 2025), a visual programming tool, is
frequently used to design device-level workflows and streamline data transmission from
sensors to smart contracts, minimizing the need for platform-specific coding [126,127].
In parallel, The Graph (https://thegraph.com/ accessed on 12 August 2025) protocol
supports efficient indexing and querying of both on-chain and off-chain data, which is
crucial for advanced analytics such as predicting spoilage rates or monitoring regulatory
compliance. Furthermore, tools like ZoKrates (https://zokrates.github.io/ accessed on
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12 August 2025) introduce privacy-preserving capabilities via zero-knowledge proofs,
enabling secure processing of sensitive data while upholding transparency in blockchain-
based FSC systems [128,129].

To better contextualize the breadth of tools and frameworks available for Blockchain–IoT
integration in FSCs, Table 5 offers a categorized overview, covering platform-specific, cross-
platform, and supporting tools.

5.5. Consensus Algorithms

Consensus algorithms are fundamental to distributed systems, allowing participants
to agree on a single source of truth. In Blockchain, these algorithms ensure that all mem-
bers of a Blockchain network validate transactions and maintain the overall state of the
ledger. This is crucial for preserving the Blockchain’s integrity and security, especially in
decentralized environments where mutual trust among participants is not guaranteed [130].

This section provides an overview of various consensus algorithms discussed in
the literature.

5.5.1. Proof of Work

Proof of Work (PoW) is a consensus mechanism used in Blockchain networks, first
introduced by Bitcoin and later adopted by other cryptocurrencies like Litecoin and Do-
gecoin. It ensures transaction validation and network security through a competitive
mining process, where participants solve complex mathematical puzzles. The first miner to
solve the puzzle earns the right to add a new block of transactions to the Blockchain and
receives a cryptocurrency as a reward [131,132]. While PoW provides high security and
decentralization, it also faces challenges such as high energy consumption and scalability
issues [133]. Despite these drawbacks, PoW remains a foundational technology for secure
and decentralized Blockchain systems. In the context of food supply chains, Majdalawieh
et al. [77] implemented PoW as a consensus mechanism in their Ethereum-based Blockchain
to address the issues of visibility and transparency in the poultry supply chain.

5.5.2. Delegated Proof of Stake

Delegated Proof of Stake (DPoS) is a Blockchain consensus mechanism designed to
improve efficiency while maintaining decentralization [134]. By enabling stakeholders
to delegate their voting power to a select group of representatives, or delegates, DPoS
streamlines transaction validation and block creation processes [134,135]. This approach
addresses some limitations of traditional Proof of Stake (PoS), which relies on cryptocur-
rency holdings to determine validators. This consensus mechanism was employed in [67]
for transaction validation and block creation within an EOSIO Blockchain network that is
responsible for managing the seafood monitoring data.

5.5.3. Pure Proof of Stake

Pure Proof of Stake (PPoS) is an advanced consensus mechanism that enhances de-
centralization and security by relying on stakeholders’ voting power rather than physical
resources. This method addresses limitations of traditional PoS systems, such as secu-
rity vulnerabilities and usability issues, while promoting scalability and transaction effi-
ciency [136]. PPoS ensures democratic participation by allowing all stakeholders to engage
in network validation through a random, cryptographically secure selection process, thus
mitigating centralization risks [136]. Additionally, by eliminating energy-intensive mining,
PPoS achieves scalability, environmental sustainability, and resilience against malicious
attacks through broad stakeholder consensus. For its energy efficiency, PPoS was imple-
mented by Varavallo et al. [72] to ensure an environmentally friendly Blockchain network
for a dairy supply chain.



IoT 2025, 6, 51 22 of 36

Table 5. Summary of Development Tools for IoT–Blockchain Integration in FSCs.

Platform Tool Category Purpose in FSCs

Ethereum

Solidity Smart contract tools Encode smart contracts for automating logistics, payments, and compliance rules

Truffle
Development tools Develop, test, and deploy smart contractsHardhat

Remix IDE

Chainlink Data integration tools Securely transmits off-chain IoT data (e.g., temperature, humidity) into smart contracts

Web3.js Interface & integration tools Connects frontend dashboards with Ethereum blockchain

Hyperledger Fabric

Chaincode Smart contract tools Encodes business logic for permissioned networks

Fabric SDKs
Development tools

Facilitates integration with external applications and IoT systems

Hyperledger Caliper Evaluates performance under realistic workloads

Fabric CA Security tools Manages user roles, certificates, and access control

Hyperledger Sawtooth
Transaction Processors Smart contract tools Implements logic in custom or supported languages

REST API Interface & integration tools Interfaces external systems and IoT gateways

Algorand
PyTeal Smart contract tools Python-based language for writing Algorand smart contracts

Algorand Sandbox

Development tools

Simulate end-to-end workflows (e.g., farm-to-fork product tracking before deployment)

EOSIO

EOSIO CDT Develop high-performance contracts for large-scale food distribution scenarios

Jungle Testnet Evaluates performance and scalability under real-world scenarios

EOSJS Interface & integration tools Enables integration with mobile and edge apps

Cross-Platform Tools

ZoKrates Security tools Implements zero-knowledge proofs for data privacy

Node-RED

Data integration tools

Orchestrates sensor data without requiring deep coding

The Graph Enables advanced querying and data retrieval from blockchain

Additional Tools

IPFS Stores off-chain data securely and efficiently

MQTT
Interface & integration tools

Facilitates lightweight communication for IoT devices

Grafana + Prometheus Provides visualization, analytics, and monitoring of system metrics

Docker
Development tools

Ensures reproducible development and deployment environments

Kubernetes Manages and scales containerized blockchain–IoT systems
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5.5.4. Proof of Elapsed Time

Proof of Elapsed Time (PoET) is a Blockchain consensus mechanism that ensures fair-
ness, security, and energy efficiency by leveraging trusted execution environments (TEEs) to
establish verifiable time intervals and allocate block creation rights randomly [137]. Nodes
in a PoET network generate a random wait time, and the node with the shortest wait is
selected to validate transactions and create new blocks [138]. This hardware-based random-
ness and verifiable execution enable PoET to achieve low energy consumption compared
to Proof of Work (PoW) while maintaining security and scalability, making it a popular
choice for permissioned Blockchain systems like Hyperledger Sawtooth. A permissioned
Sawtooth Blockchain that relies on PoET was proposed by Bumblauskas et al. [76] to help
manage the egg supply chain.

5.5.5. Proof of Authority

Proof of Authority (PoA) is a blockchain consensus mechanism in which a limited
set of preapproved validators (authorities) hold exclusive rights to create new blocks and
validate transactions. In contrast to PoW and PoS, the selection of validators in PoA is
based on verified identity and established reputation rather than computational capacity
or token ownership. This design makes PoA a lightweight consensus mechanism, enabling
high scalability and energy efficiency. Such characteristics make it well-suited for scenarios
involving large-scale deployments of IoT sensors, such as in the monitoring of FSCs.
Two examples of PoA implementation in FSCs are provided by the works of [79,83].

Table 6 provides a comparative analysis of the blockchain platforms found in the
literature. Ethereum stands out for its high decentralization and security, bolstered further
by its transition to Proof of Stake (PoS) [139,140]. Despite its robust public ecosystem, it
continues to face challenges with lower transaction throughput (TPS) and high transaction
fees [141]. Hyperledger Fabric, designed for enterprise environments, offers excellent
scalability and security within permissioned networks, deliberately reducing decentral-
ization to meet business needs [139,141]. Similarly, Hyperledger Sawtooth emphasizes
modularity and energy efficiency, though its security model depends heavily on Intel
SGX hardware [142]. EOSIO caters to high-performance applications with very fast and
inexpensive transactions but compromises on decentralization due to its limited number
of block producers [140,143]. Algorand stands out by achieving a strong balance, offering
high TPS, low energy consumption, robust security, and commendable decentralization
through its innovative consensus mechanisms and commitment to sustainability [143]. PoA
is a lightweight, energy-efficient blockchain consensus mechanism that is well-suited for
scalable IoT-based applications [144].

Ultimately, selecting the optimal blockchain platform is a nuanced decision that must
be informed by the specific needs, priorities, and objectives of the intended use case.
Understanding the inherent trade-offs—between scalability, security, decentralization,
and energy efficiency—is essential for leveraging the full potential of these technologies in
both public and enterprise domains.
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Table 6. Comparative table of Blockchain Platforms [139–143].

Platform Throughput (/sec) Consensus Mechanism Scalability Energy Consumption Security Level Decentralization Level Cost

Ethereum 15–30 PoS Moderate Moderate High Very High High
Fabric ∼3000 Pluggable (Raft, Kafka) High Very Low High Very Low Low
Sawtooth ∼1000 PoET High Very Low Moderate-High Low Low
EOSIO 4000+ DPoS Very High Low Moderate-High Moderate Very Low
Algorand ∼6000 PPoS Very High Extremely Low Very High High Low
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6. Challenges and Open Issues Related to the Adoption of IoT and
Blockchain in FSCM

The integration of Blockchain and the IoT presents numerous challenges, particularly
within contexts like agriculture and FSCs. These barriers span technological, regulatory,
organizational, and security domains, emphasizing the complexity of implementing such
advanced systems effectively. This section presents the main challenges mentioned in the
studied literature.

6.1. Regulatory and Governance Challenges

The widespread integration of Blockchain and IoT technologies in agriculture and food
supply chains (FSCs) remains constrained by the absence of harmonized regulatory frame-
works [19,20]. This regulatory uncertainty creates substantial barriers for food business
operators, who encounter ambiguous compliance requirements, unclear liability structures,
and inconsistent data governance standards that collectively discourage investment in
transformative digital infrastructure [21].

Established regulatory models in leading jurisdictions demonstrate the critical role
of comprehensive legal frameworks in enabling technological adoption. The European
Union’s Regulation (EC) No 178/2002 exemplifies this approach by establishing manda-
tory traceability requirements across all stages of production, distribution, and processing,
while establishing clear legal accountability for food business operators regarding prod-
uct safety [145]. Complementing this framework, the U.S. Food Safety Modernization
Act (FSMA) fundamentally transformed American food safety regulation by prioritizing
preventive controls over reactive measures, mandating risk-based oversight mechanisms,
and requiring enhanced supply chain transparency [146]. These regulatory architectures
provide robust institutional foundations that naturally accommodate digital technologies
for compliance monitoring and traceability enhancement.

Building upon these established models, jurisdictions can implement targeted regula-
tory solutions to accelerate technology adoption. Technology-neutral regulatory sandboxes
offer a pragmatic starting point, enabling controlled experimentation with Blockchain and
IoT applications while generating evidence-based insights for policy development [147].
International standardization bodies dedicated to agri-food digital technologies can estab-
lish harmonized technical specifications and interoperability protocols, thereby reducing
cross-border compliance complexity [148]. Furthermore, phased regulatory implementa-
tion—beginning with voluntary frameworks before transitioning to mandatory require-
ments—facilitates industry adaptation while developing regulatory expertise [149]. Strate-
gic public–private partnerships can leverage industry knowledge to develop sector-specific
guidelines that align technological capabilities with food safety objectives [150].

These regulatory approaches create essential institutional pathways for digital technol-
ogy integration, enabling enhanced compliance monitoring, improved traceability systems,
and rapid response capabilities for food safety incidents. Conversely, jurisdictions that lack
such comprehensive frameworks continue to experience limited technological adoption
and remain exposed to systemic food safety vulnerabilities.

6.2. Knowledge and Awareness Challenges

A significant barrier to the effective adoption of Blockchain and IoT systems is the
lack of knowledge and skills among workers. Insufficient competency in both the technical
aspects of Blockchain and the domain-specific requirements, such as agriculture or FSCs,
hampers the development and implementation of these technologies [20]. Organizations
often struggle to find personnel proficient in these areas, while stakeholders’ limited un-
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derstanding of the benefits and functionalities of Blockchain–IoT systems further impedes
adoption [20].

6.3. Scalability and Integration Challenges

Scalability remains a fundamental challenge in integrating Blockchain with IoT tech-
nologies for FSCM. The primary constraint stems from blockchain’s inherently lower
transaction throughput compared to centralized databases [20], creating bottlenecks when
processing high-volume, real-time data streams from IoT sensors used for environmental
monitoring and perishable goods tracking. This performance limitation particularly affects
time-sensitive applications, potentially compromising system reliability and responsiveness.

Integration complexity presents an additional barrier, as many food supply organi-
zations rely on established enterprise resource planning (ERP) and warehouse manage-
ment systems (WMSs) that are incompatible with decentralized blockchain architectures.
The substantial technical and organizational effort required to retrofit or replace these
legacy systems creates operational friction, particularly discouraging adoption among
smaller stakeholders with limited digital infrastructure [19,21].

Recent research has identified several promising architectural solutions to address
these limitations. Off-chain storage mechanisms enable large IoT data volumes to be
stored externally while maintaining key hashes or metadata on-chain for verification, re-
ducing blockchain bloat while preserving data integrity [151]. Layer 2 protocols, including
sidechains and state channels, enhance scalability by processing transactions off the main
blockchain and committing only final states, effectively decoupling high-throughput data
handling from blockchain consensus requirements [152,153].

Hybrid architectures combining public and private blockchains offer additional bene-
fits by balancing decentralization with operational efficiency. These consortium models
enable selective data sharing among trusted stakeholders while reducing latency and
energy consumption [154]. As these technologies mature alongside edge computing
and lightweight consensus algorithms, they will further enhance scalability and facili-
tate broader deployment across diverse FSCM contexts.

These scalable architectural innovations represent a pathway for Blockchain–IoT
integration to evolve from limited pilot programs to robust, industry-wide applications,
effectively addressing both performance constraints and legacy system compatibility
challenges.

6.4. Data Privacy and Security Challenges

The integration of Blockchain and IoT raises critical concerns regarding data pri-
vacy and security. While Blockchain offers enhanced transparency, it often comes at the
cost of data privacy, particularly given the vulnerabilities inherent to IoT devices [19,20].
Although advancements in Blockchain platforms enable encrypted transaction records,
the need for more robust security measures remains paramount to mitigate risks from
various attacks [21]. Striking a balance between transparency and privacy is essential for
organizations seeking to adopt these technologies effectively.

6.5. Financial and Resource Challenges

The adoption of Blockchain and IoT technologies is significantly hindered by high
initial costs and limited resources [21]. The substantial upfront investment required for
technology acquisition, infrastructure development, and workforce training poses a major
challenge, particularly for smaller organizations with constrained financial capacity [19].
Additionally, inadequate technological infrastructure and financial support further limit
the feasibility of implementing these systems, restricting their broader adoption across
industries like FSCs [21].
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6.6. Stakeholders’ Awareness and Trust Challenges

The integration of Blockchain and IoT technologies is significantly hindered by trust
deficits and stakeholder resistance. Concerns about data misuse and reluctance to share
information on Blockchain platforms exacerbate these challenges [19]. Additionally, lim-
ited awareness of the benefits and functionalities of these systems contributes to resis-
tance, with organizations often reluctant to transition from existing systems deemed
sufficient [20,21]. This resistance delays the integration of innovations that could enhance
efficiency and transparency, particularly in sectors like agriculture.

Strategic interventions are essential to overcome the multifaceted challenges hindering
the integration of Blockchain and IoT in agriculture and FSCs. Establishing clear regulatory
frameworks, upgrading infrastructure, and enhancing workforce competency through
targeted training are critical steps toward facilitating adoption. Additionally, fostering
stakeholder awareness and addressing privacy and scalability concerns through technolog-
ical advancements are pivotal for success. These measures collectively have the potential to
unlock the transformative capabilities of BLC and IoT, driving efficiency and transparency
across various sectors.

7. Future Work
While the integration of IoT and blockchain in the food supply chain has been conceptu-

ally validated and technically demonstrated in multiple studies, the path toward large-scale,
impactful adoption lies in translating these theoretical and experimental advances into
real-world, evidence-driven applications. The way forward should be grounded in practical
deployments that reveal not only technological possibilities, but also the socio-economic,
regulatory, and environmental realities of operating such systems at scale.

7.1. Interoperability and Standardization

The long-term viability of IoT and blockchain integration in food supply chains
depends on systems that can communicate seamlessly across diverse platforms and stake-
holders. Current real-world deployments often face fragmented architectures, with devices,
data formats, and blockchain frameworks operating in isolation, creating unnecessary
complexity and cost [155,156]. Adopting common data models and standardized communi-
cation protocols may significantly improve interoperability, enabling more transparent and
efficient information flows between actors. Practical evidence demonstrates that shared
ontologies and protocol alignment can reduce integration barriers, enhance trust, and sup-
port scalability [157,158]. By embedding such standardization into system design from
the outset, future solutions can move beyond isolated proofs-of-concept toward truly con-
nected, multi-actor food supply chain ecosystems that are both operationally effective
and sustainable.

7.2. Scalability and Performance in Real-World Conditions

As IoT–Blockchain solutions transition from controlled pilots to operational food
supply chains, performance and scalability become decisive factors. Indeed, the contin-
uous data streams generated by IoT sensors can strain traditional blockchain consensus
mechanisms, leading to latency, high energy consumption, and limited throughput [159].
To address these bottlenecks, future work should prioritize the development of lightweight
consensus algorithms [160] and explore hybrid architectures that integrate edge-based
IoT–Blockchain systems [161]. In addition, integrating scalable design principles early, fu-
ture implementations can ensure that blockchain-enabled supply chains remain responsive,
cost-efficient, and capable of supporting high-volume, high-frequency transactions under
real operational conditions.
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7.3. Security and Privacy in Operational Environments

As IoT–blockchain systems gain adoption, they have become increasingly attractive
targets for cyberattacks aimed at falsifying provenance data or disrupting monitoring
infrastructure. Real-world implementations have demonstrated that integrating privacy-
preserving cryptographic techniques, like zero-knowledge proofs or homomorphic en-
cryption, can preserve confidentiality while maintaining the transparency needed for trust
and regulatory compliance [128,129]. The challenge for future research lies in ensuring
that these advanced security measures are both technically robust and operationally fea-
sible from farm to fork. For this requirement, next-generation solutions must integrate
advanced lightweight cryptography [162], decentralized identity [163], and privacy-by-
design principles [164]. Advancing along these research avenues will not only resolve
existing barriers but also position blockchain as a lasting enabler of transparent, robust,
and intelligent FSC.

7.4. Economic Viability and Cost–Benefit Analysis

The large-scale adoption of IoT–blockchain systems in food supply chains will ul-
timately hinge on their economic viability. While our literature analysis demonstrates
technical feasibility, deployment at scale demands rigorous cost–benefit analysis that
weighs infrastructure investments, transaction costs, and system maintenance against gains
in efficiency, waste reduction, and market trust. Future research should integrate empirical
field studies with simulation-based modeling to deliver robust, evidence-driven insights
that support strategic decision making in IoT–blockchain adoption. Such evaluations
must be both longitudinal and sector-specific, ensuring that financial metrics are assessed
alongside social and environmental impacts. This approach is particularly critical for small-
and medium-sized enterprises operating under constrained budgets, where investment
decisions must balance operational efficiency with long-term sustainability and resilience.

7.5. AI-Driven Solutions

The convergence of AI, blockchain, and IoT offers transformative potential for food
supply chains by enabling predictive analytics, automated decision making, and real-
time optimization. AI algorithms can leverage blockchain’s immutable data to forecast
demand fluctuations, detect anomalies in logistics, and optimize inventory management,
thereby reducing waste and improving resilience [165,166]. Smart food supply chain
pilots have shown that integrating machine learning with IoT sensor networks enhances
early detection of quality degradation and improves cold-chain efficiency [167]. Future
research should explore adaptive AI models that not only process real-time data but also
exhibit lifelong adaptability by continuously learning from blockchain-verified records,
ensuring that decisions remain context-aware, transparent, and scalable across diverse
FSC environments.

7.6. Sustainability and Environmental Impact

Sustainability in emerging digital supply chain solutions demands a balance between
technological innovation and environmental stewardship. This survey demonstrated that
the integration of blockchain and IoT within FSC have a potential to enhance transparency,
optimize resource utilization, and reduce waste [17], yet these benefits must be critically
weighed against the ecological footprint of such technologies. The high energy demand of
certain consensus mechanisms and the environmental costs of hardware deployment of
blockchain present challenges that require targeted mitigation strategies [168]. For this rea-
son, future research must address the environmental footprint of IoT–blockchain solutions,
ensuring that sustainability is embedded as a core design principle rather than treated as an
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afterthought. This entails prioritizing the development of energy-efficient approaches, such
as low-carbon blockchain consensus mechanisms, while leveraging renewable-powered
infrastructures and incorporating circular economy principles, thereby ensuring that tech-
nological advancements contribute positively to long-term environmental resilience.

7.7. Multi-Stakeholder Real-World Pilots

The transition from experimental prototypes to scalable blockchain–IoT solutions in
food supply chains hinges on coordinated, multi-stakeholder engagement. Successful
deployments require collaboration between producers, processors, logistics providers,
retailers, regulators, and technology vendors to ensure that technical solutions align with
operational realities, compliance requirements, and consumer expectations. Evidence
from projects such as IBM Food Trust (https://www.ibm.com/blockchain/resources/food-
trust/demo/accessed on 13 August 2025) and TE-FOOD (https://te-food.com/accessed
on 13 August 2025) shows that industry–government partnerships can accelerate trust-
building and interoperability while generating actionable insights from live transaction data.
Future work should prioritize cross-border, multi-actor pilots with embedded evaluation
frameworks to capture economic, social, and environmental impacts in real time, providing
a robust evidence base for large-scale implementation.

8. Conclusions
This survey systematically addressed three critical research questions regarding the

adoption of Blockchain and IoT technologies in FSCM. Our analysis of literature from
January 2020 to July 2025 reveals a rapidly evolving research landscape focused on three
primary application domains: provenance and traceability systems for end-to-end monitor-
ing, data management frameworks driven by real-time sensor inputs for quality control,
and automation mechanisms powered by smart contracts, with wide-ranging deployment
across livestock, dairy, seafood, and grains demonstrating the versatility of these technolo-
gies (RQ1). The advantages of combining Blockchain and IoT offer comprehensive solutions
to persistent challenges including enhanced traceability and transparency, improved food
safety through real-time monitoring, reduced waste through better supply chain visibility,
and streamlined operations via smart contract automation, with their convergence enabling
robust, system-wide transformations that enhance supply chain integrity and efficiency
beyond what either technology achieves independently (RQ2). However, critical barriers
hinder adoption across multiple domains, including regulatory ambiguities and absence
of harmonized frameworks, scalability limitations in processing high-volume IoT data,
integration complexity with legacy systems, knowledge gaps and workforce competency
issues, data privacy and security vulnerabilities, substantial financial constraints particu-
larly for smaller stakeholders, and trust deficits among supply chain participants (RQ3).
Consortium and permissioned networks have emerged as preferred blockchain infras-
tructures, offering pragmatic balance between decentralization and operational efficiency,
with platforms like Hyperledger Fabric and Ethereum leading implementation choices.
The convergence of IoT and Blockchain technologies holds transformative potential for the
global food system, with realizing this potential depending on establishing inclusive, sus-
tainable, and regulatory-aligned frameworks that systematically address these multifaceted
challenges, providing the foundation for advancing academic and industrial inquiry toward
a transparent, efficient, and resilient food supply network powered by digital innovation.
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