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Abstract

Cyberattacks have become a routine feature of contemporary security environments, yet
policy responses often treat cyber threats as undifferentiated, encouraging generic remedies
while obscuring the distinct capabilities needed to address different forms of attack. This
article develops an empirical exploratory typology of cyber threats affecting Thailand.
Drawing on incident-level data, it uses multiple correspondence analysis and hierarchical
clustering to classify attacks by actor type, motive, target industry, event type, event sub-
type, and attributed actor country. The findings reveal three distinct threat profiles: financial
cybercrime, characterised by criminal actors and financial motives; hacktivist disruption,
defined by protest motives, disruptive operations, and attacks on public administration;
and nation-state political espionage, associated with state-linked actors, China-attributed
activity, and exploitation of end hosts. The article argues that distinguishing among these
threat profiles provides a more useful basis for threat prioritisation, capability development,
and resource allocation than treating cyber insecurity as a single risk category.

Keywords: cybersecurity; cyberattack; cyber threat; cyber risk; Thailand; routine activ-
ity theory; multiple correspondence analysis; hierarchical clustering; clustering analysis;
unsupervised learning

1. Introduction

Cyberattacks have become a routine feature of contemporary security environments,
affecting governments, critical infrastructure, and private enterprise alike. As states increas-
ingly depend on digital systems for economic activity, public administration, and national
defence, the consequences of inadequate cyber preparedness extend well beyond individual
incidents. For developing and middle-income countries, this challenge is compounded by
resource constraints, workforce gaps, and uneven institutional capacity.

Thailand reflects this broader pattern. The country has built a visible national gover-
nance architecture and established key legal instruments for cybersecurity, yet research
consistently points to weak operational capacity and insufficient readiness across critical
sectors [1]. Its growing dependence on digital financial services, maritime infrastructure,
and public-sector connectivity has expanded its exposure, while regional cooperation mech-
anisms within the Association of Southeast Asian Nations (ASEAN) remain fragmented
and lack binding cyber-specific frameworks [2-5].

Many cybersecurity policy frameworks rely on broad, cross-sector risk-management
categories [6,7], yet the actual incident landscape consists of heterogeneous threats that
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differ by actor, target, attack vector, technical pathway, and organisational context [8]. A
criminal ransomware campaign targeting a bank, a hacktivist defacement of a government
website, and a state-sponsored intrusion into defence networks are fundamentally different
problems that require different responses. Treating them as one inflates some capability
investments while neglecting others. Although cyber threats and cyber-incident classifica-
tions have been examined in the wider literature [8-11], there remains a regional empirical
gap concerning how cyber incidents affecting Southeast Asia, and Thailand in particular,
can be systematically classified by actor type, actor country, motive, sector, and event form,
and how such classifications may inform differentiated policy responses.

Routine activity theory (RAT) offers a useful analytical framework. RAT holds that
a crime occurs when a motivated offender, a suitable target, and the absence of a capa-
ble guardian converge [12]. Applied to cybersecurity, this framework shifts the focus
from individual incidents to the structural conditions that enable them and, importantly,
points toward differentiated guardianship responses depending on which offender—target
configuration is at play.

This study applies RAT empirically. Using incident-level data from the University
of Maryland’s Cyber Events Database covering the period 2014-2025, we use multiple
correspondence analysis (MCA) followed by hierarchical clustering to group cyber inci-
dents affecting Thailand by actor type, motive, target industry, and event type and subtype.
This research focuses on cyber incidents in Thailand; therefore, we filter for attacks that
target Thai-based computer systems. Year is included as a supplementary variable to assess
whether attack profiles align with a particular year. The aim is not to catalogue attacks
but to produce an empirically grounded typology that can directly inform differentiated
training priorities, force design, and resource allocation for Thai policymakers and de-
fence planners. It therefore presents a structured classification that makes heterogeneous
incidents comparable, enabling the detection, explanation, and action on incident patterns.

For this research, the definition of a cyber event or cyber-attack is based on how the
observations in the dataset are defined. In this case, a cyber event or cyber-attack for
this research is defined as “a single or cumulative unauthorised effort using computer
technology and networks to achieve a discernible effect on a target” [13-15].

The paper proceeds as follows. The literature review situates the study within several
related debates: cyber threats as non-traditional security threats, global cybercrime patterns
and attribution challenges, typologies of cybercriminal organisations, structural correlates
of cyber aggression, Thailand’s cyber posture and sectoral vulnerabilities, and the theo-
retical foundations of routine activity theory (RAT). The materials and methods section
describes the dataset, variables, and analytical procedure. The results section presents
the clustering solution and its defining characteristics. The discussion and conclusion
section interprets each cluster through RAT, draws out implications for Thailand’s cyber
governance and the military’s role, addresses methodological contributions and limitations
and offers concluding remarks.

2. Literature Review
2.1. Cyberattacks as Non-Traditional Security Threats and the Analytical Problem of Variation

Cyberattacks are now routinely framed as non-traditional security threats, but policy
responses often remain generic: improve cybersecurity, train personnel, and strengthen
cooperation. The analytical problem is that cyber incidents are not a single phenomenon.
They vary by actor configurations, motives, sectoral targeting, and event forms, and these
differences matter for doctrine, force design, and training. A government that treats cyber
risk as an undifferentiated category tends to over-invest in some capabilities (often technical
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tooling) while under-invest in others (organisation, human capital pipelines, civil-military
coordination, and sector-specific readiness).

Cyberattacks normally have two main motives: economic gain or political motives [16,17].
However, the incident landscape that becomes visible to researchers and policymakers
is shaped by disclosure practices. Some organisations may not disclose cyberattacks
because doing so can harm their reputation [18], thereby biasing what becomes visible and,
consequently, what policy can learn from these attacks. At the same time, cyber threats
are becoming increasingly serious as organisations struggle to find qualified personnel to
protect their systems, while technological solutions remain insufficient as threats continue
to evolve [4,5,19]. This contributes to a persistent gap between the importance organisations
place on cybersecurity and their actual cybersecurity practices [20]. Although cybersecurity
expectations are highly important to business leaders, formal cybersecurity strategies
and cyber awareness remain approximately 45 percentage points lower among business
leaders [20]. This lack of investment has practical implications, as it takes an average of 23
days to resolve a ransomware attack [19].

2.2. Global Patterns, Cybercrime Hubs, and the Attribution Problem

The World Cybercrime Index (WCI), compiled from expert opinions in cybersecurity,
ranked the top 5 countries for cybercrime as Russia, Ukraine, China, the US, and Nige-
ria [21]. The study indicates that cyberattacks from certain countries are specialised in
specific forms of cybercrimes [21]. Russia, Ukraine, China, and North Korea tend to engage
in more technical cybercrime, while Nigeria tends to engage in less technical cybercrime
and focus more on scams [21]. Research also shows that countries in Southeast Asia are
disproportionately targeted by maritime cyberattacks emanating from China [22].

A related issue is the attribution problem in cyberspace, where identifying and locat-
ing individuals is difficult; when individuals cannot be identified or located, enforcement
becomes weak [23,24]. The dematerialised nature of cyberspace makes attribution diffi-
cult [24,25]. This attribution problem results in weak cyber deterrence and favours cyber
offence rather than cyber defence [25]. The preference for cyber defence is further compli-
cated by weak international norms and weak geographical constraints [24]. Attribution
aims to reduce uncertainty, and unsuccessful attribution reduces state security [25]. How-
ever, attribution remains technical and labour-intensive, requiring a well-versed, expert
team to successfully identify attackers [25]. Low-priority cyberattacks are sometimes ig-
nored and not thoroughly investigated [25]. Attribution not only relates to determining the
aggressor but also includes determining how the attack was carried out, what was affected,
and why it was carried out [25]. Nevertheless, the main aim is to identify the organisation
or responsible government [25].

2.3. Typologies of Cybercriminal Organisations and Interaction Patterns

Choo [10] identifies three types of organised cybercrime groups: traditional organised
crime groups that leverage ICT to enhance their land-based criminal activities, groups that
operate solely online, and ideologically or politically motivated groups that use ICT to
support their endeavours. Leukfeldt et al. [11] highlight four types of organised cybercrim-
inal networks based on the degree of interaction and level of technology. The low-tech,
high-victim-attacker interaction uses phishing emails and websites, as well as telephone
interaction [11]. Low-tech, low-interaction tactics use phishing emails and website-only
approaches, with the attacker using the information to request a new SIM for the victim
and use it to obtain access codes [11]. High tech low interaction: intrusion by malware
and gains access to the victim’s computer [11]. High tech with no interaction: where there
is infection via malware, but there is no action performed by the attacker [11]. Research

https:/ /doi.org/10.3390/jcp6040124


https://doi.org/10.3390/jcp6040124

J. Cybersecur. Priv. 2026, 6, 124

40f29

also points to clustering techniques to develop data-driven taxonomies to find patterns
in cyberthreats [9]. While not a clustering technique, research by Bruce et al. [21] helps to
divide countries into technical and non-technical cybercrime hubs.

2.4. Structural and Political-Economic Correlates of Cybercrime and Cyber Aggression

Cybercrime is also driven by socioeconomic conditions and mirrors broader socioeco-
nomic and political contexts [16,19,22,26,27]. Countries with higher GDP per capita and
advanced ICT are more likely to experience attacks, while countries of origin of attacks
often have high corruption and large internet bandwidth [28,29]. Cybercrime sources are
more concentrated in North America, Central and Eastern Europe, East Asia, India, and
eastern Australia [26]. In contrast, lower concentrations are seen across much of Africa
(excluding South Africa), western and northern South America, Central America, certain
Middle Eastern areas, southern Central Asia, and parts of Southeast Asia [26].

Research indicates that state power constitutes the most significant factor in initiat-
ing cyberattacks [30]. Higher state power, greater economic wealth, and lower levels of
democracy generally increase the likelihood of state-sponsored cyberattacks [30]. In other
words, cyber aggressors tend to possess greater military and economic power and to be
less democratic [30].

2.5. Thailand’s Cyber Posture, Military Roles, and Sectoral Vulnerabilities and ASEAN’s Role

Specifically for Thailand, research indicates that the country lacks national-level cy-
ber readiness to prevent and defend against cyber threats and that it needs to develop
cyber capabilities across all dimensions [1]. Thailand reflects average strength in formal
institutions and statutory frameworks, but substantially weaker in operationalised cyber
power functions [1]. This suggests that Thailand’s cybersecurity posture is best understood
as institutionally formalised yet operationally uneven [1]. Although Thailand has built a
visible national governance architecture and established key legal instruments that signal
consolidation of authority and coordination at the formal level, its cyber capability remains
weak [1].

Research also indicates that it is necessary to implement a cyberattack counteraggres-
sion unit to monitor, analyse, and predict trends in cyber threats [1]. It also recommends
creating Thai social media applications to reduce reliance on foreign applications [1]. The
Thai army plays a role in cybersecurity by analysing cyber threats and evaluating its own
cybersecurity preparedness [1]. It develops security policies to protect against cyber threats
and suggests improvements to cyber laws and regulations to enhance Thailand’s cyber
defence [1].

The National Security Policy and Plan B.E. 2566-2570 (2023-2027), Security Policy and
Plan No. 10, specifically addresses Thailand’s defence against cyberattacks [31]. While
other sections of the policy outlined concrete plans for terrorism, illegal migration, drug
trafficking, etc., the section on cybersecurity did not outline any concrete plans to mitigate or
counter cyber threats [31]. Mongkolnchaiarunya [32] argues that the Thai defence strategy
of cyber retaliation is unnecessary, as it is not threatened by any state actor for whom this
strategy would be effective. Mongkolnchaiarunya [32] also highlights hacktivists as a major
source of cyberattacks in Thailand. Cybersecurity knowledge also supports cybersecurity
awareness, as both influence behavioural choices in mobile banking in Thailand [33].

In Thailand, 1 in 4 SMEs lack basic cybersecurity protection [4]. They rely solely on
basic antivirus software, lack a cybersecurity response plan, and provide no cybersecurity
training for employees [4]. As Thailand is also dependent on the maritime economy, it has
adopted maritime technologies, thereby increasing cybersecurity vulnerabilities in its port
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infrastructure [4]. Thailand moves more and more to a cashless society, thus also making it
more vulnerable to financial phishing risks [4].

Even though there is cyber cooperation within the Association of Southeast Asian
Nations (ASEAN), it lacks a formal organisation-level principle or cooperation agreement
to reduce cyber risks [2,3]. While ASEAN has formal cooperation frameworks to address
non-traditional issues such as drug trafficking, terrorism, and human trafficking, it lacks a
unified framework to reduce cyber risks [3,5]. Technological disparities among Southeast
Asian states limit cybersecurity consensus in ASEAN, as technological readiness and
maturity are uneven [3,34].

2.6. Routine Activity Theory (RAT) and Clustering as an Applied Bridge to Policy Design

Routine activity theory (RAT) offers a useful framework for understanding the condi-
tions under which crime occurs. RAT posits that three conditions are necessary for a crime
to occur: a motivated offender, a suitable target, and the absence of a capable guardian [12].
A motivated offender is an individual or group willing and intent on committing a crime,
such as cybercriminals. Suitable targets are those that are vulnerable or easily accessible,
meaning victims of cyberattacks. The absence of a capable guardian suggests inadequate
protective measures, like cybersecurity defences. Situational crime prevention highlights
what can be done in each dimension to reduce the likelihood of crime: for the motivated
offender, reduce the number of offenders; for suitable targets, harden potential targets; and,
in the absence of capable guardians, increase the capability or number of guardians [35].
Some critics question RAT’s applicability to cybercrime for various reasons, including the
view that RAT posits a convergence of all three conditions for crime in space and time,
which is lacking in cyberspace [36,37]. But we argue that in cyberspace these conditions
are met. The temporal element is present; once an object is online, it becomes visible in
cyberspace once it is found. The spatial element is also present, as cyberspace is a virtual
space. Now the question remains whether the RAT elements can converge in time and
space. A motivated offender, in this case a hacker, searches for a suitable target, in this case
an online system, and, in the absence of a capable guardian (weak cyber protections), a
crime occurs. The time condition is met because the act occurs when all elements are online
and in a virtual environment. While the conditions may not act in exactly the same manner
as in the physical space, the conditions are present, and the occurrence of cybercrime
indicates that the conditions are met according to RAT.

This theoretical approach is crucial for evaluating cybercrime, as it highlights that
the absence of capable guardians may stem from inadequate training, limited technology,
and understaffing, thereby increasing cyber vulnerabilities. The assumption underpin-
ning this study is that a cyberattack does not directly demonstrate a specific guardianship
deficit (since guardianship is not measured in this study), but rather suggests plausible
guardianship needs that may require enhancement. This interpretation is consistent with
routine activity theory, which argues that crime occurs when motivated offenders, suit-
able targets, and the absence or insufficiency of capable guardianship converge [12,38].
Therefore, it is theoretically reasonable to treat cyber incidents as indicating possible weak-
nesses in guardianship conditions, while recognising that guardianship remains difficult to
operationalise in cyber settings and may produce mixed or null empirical results [36,39].
Therefore, cluster analysis is used to identify distinct cyber-incident profiles that reflect
variation in motivated offenders and suitable targets. These profiles are then interpreted
through RAT to develop preparedness hypotheses about where capable guardianship may
need to be strengthened. Enhancing capable guardians decreases the likelihood of cyber
threats. For example, research indicates that providing training and knowledge about
information and communication technology reduces losses from cybercrime [19].
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Therefore, the problématique is whether empirical clustering of cyber incidents (by
actor type, motive, targeted sector, and event type, event subtype) yields clusters that can
directly inform differentiated strategies for government officials.

In our work, creating an exploratory typology of cyberattacks serves as a bridge
between past incidents and future mitigation design. Clusters become useful when they
can be interpreted as distinct attack environments that demand different readiness profiles
(skills, doctrine, coordination, and sector-specific operational protocols). Clustering will be
able to provide an exploratory overview of the cyberthreat landscape in Thailand.

This work proposes that, based on the RAT dimensions and the available data in this
dataset, distinct cyberthreats affecting Thailand can be grouped into clusters, and policy
guidelines tailored to each cluster can be developed. The aim of economics is to be as
efficient as possible with finite resources. This research can direct tailored resources to areas
where the empirical research points based on the specific characteristics of those clusters.
This can avoid resource waste and tailored policy implementation.

3. Materials and Methods
3.1. Data

The data on cyberattacks used for this research were obtained from the University of
Maryland’s Cyber Events Database [14]. This well-established dataset tracks cyberattacks
from 2014 to the present and is built through a mixed-methods pipeline that combines
automated collection (web/dark-web scraping and GDELT news retrieval) with systematic
human vetting, deduplication, and case-level coding. Events are included only when
they can be traced to an underlying source and are classified using a structured taxonomy
for cyber events, actor attributes, motives, targets, and effects [14]. Additionally, each
observation reflects one attacker and one target. Together, these robust procedures provide
transparent provenance and consistent measurement, making the dataset appropriate for
analysing patterns in reported cyber events. Table 1 lists the variables used in this research.

Table 1. Description of Variables.

Variable Definition
Year year event occurred
Actor organisation or individual responsible for the event
Actor Country actor’s location
Actor Type nature of the actor responsible for the event
Organisation target organisation whose networks were illicitly breached
Industry Name sector/industry of the target organisation
Motive intended results sought by the actor committing the event
Event Type primary end effects of the event

detailed classification of the nature of an event based on
Event Sub-Type 1 & the part of the target organisation’s IT infrastructure that
Event Sub-Type 2 was most seriously impacted, regardless of the tactics or

techniques used to achieve the final result

The variables and their labels in this dataset make it ideal for interpretability for
policy and organisational defence. The actor type, motive, affected industry, and event
type/subtype make it legible to decision-makers and map directly to distinct preven-
tion strategies (e.g., staff training for social engineering vs. segmentation/backups for
ransomware). For example, ENISA’s threat landscape approach similarly emphasises recur-
ring threat and actor categories, and explicitly reports sector-targeting patterns as part of
strategic situational awareness [40,41]. However, the report lacks robust overlap among
these categories, which is somewhat expected given that it is not an academic article.
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Actor-side variables (actor type, actor country, motive) are likely to form a strong or-
ganising dimension because they capture both intent and a proxy for capability /resources,
helping to distinguish where attacks are attributed to originate and the attack profiles
associated with different actor configurations. Furthermore, because the variables cap-
ture both behavioural features of attacks (e.g., event type/subtype, motive) and con-
textual features (e.g., target industry, actor attributes, year of attack), the resulting clus-
ters are readily interpretable and can be labelled as distinct attack profiles. The initial
dataset contains 16,382 observations, but after filtering for attacks affecting Thailand,
78 observations remain.

3.2. Analytical Framework

For the analysis, variables were mapped onto the Routine Activity Theory (RAT).
Motivated offenders were operationalised using variables describing the initiating actor
(actor, actor type, actor country) and the actor’s motive (goal/intent). Suitable targets
were captured through variables describing the target (organisation, industry) and the
event type/subtype, which are treated as proxies for the type of harm realised and the
segment of the target’s IT infrastructure most exposed or compromised. Year was not
classified as a RAT component but included as a temporal contextual variable. Capable
guardianship is not directly observed in the dataset; accordingly, the clustering results are
used to infer preparedness needs by identifying which cybersecurity measures would be
most appropriate for each empirical attack cluster. Figure 1 visualises the operationalisation
of the variables.

. . Absence of Capable
Motivated Offenders Suitable Targets 2P
Guardian
Actor Organisation
Actor Country + Industry Name +
|Cybersecurity Needs|

Actor Type Event Type

Motive Event Subtype

A
Cybercrime

Figure 1. Analytical Framework.

3.3. Clustering Analysis

In the social sciences, clustering analysis has been used to identify patterns and group
similar observations by socio-economic and political variables. Cluster analysis is a sta-
tistical method for classifying observations into meaningful groups [42]. The primary
objective of clustering analysis is to group observations according to their degree of sim-
ilarity [42]. Prior research in the social sciences successfully used clustering analysis to
group observations, such as reflecting economic wealth, regime type, and degree of con-
flict [43]; typologies of democracies [44]; sustainable development transport policies [45];
and healthcare access inequality and level of digitisation [46]. As clustering analysis be-
comes increasingly used in the social sciences to categorise observations based on common
traits, this method can also be applied to examine patterns of cyber threats. For example, in
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the maritime sector, hierarchical clustering analysis was used to identify which countries
are disproportionately targeted by threat sources [22].

To identify empirically grounded typologies of cyber incidents affecting Thailand, this
study applies agglomerative hierarchical clustering using FactoMineR’s HCPC procedure
on the active incident attributes (actor type, actor country, motive, industry, and event
type/subtypes), while treating the temporal variable (year) as a supplementary descriptor
used only for post hoc interpretation. More details about the variables used and their
number of levels can be found in Table Al in Appendix A. Because the variables are
categorical, the analysis first uses Multiple Correspondence Analysis (MCA) which first
converts each factor level into binary indicator (0/1) variables [47], so distances between
incidents can be computed and projects incidents into a low-dimensional factor space
based on shared category profiles; hierarchical clustering (using Euclidean distance with
Ward’s method) is then performed on the resulting factor coordinates to group incidents by
similarity. The number of clusters is selected using HCPC’s inertia-gain criterion, retaining
the cut that yields a pronounced improvement in explained within-cluster inertia while
preserving interpretability [48,49]. Clusters are characterised using HCPC’s v-tests to
identify categories that are significantly over- or under-represented relative to the full
sample, enabling each cluster to be labelled as a distinct incident profile. Finally, the
supplementary year variable is examined across profiles to assess whether specific clusters
systematically cluster in a particular year, thereby assessing temporal trends. Overall,
this methodology can provide results that can inform training priorities, organisational
readiness, and capability development.

4. Results
4.1. Main Findings

Figures 2—4 present a descriptive visualisation of cyber events in Thailand. Figures 2
and 3 reveal that most attacks originate from an undetermined source and are diverse in
actor types and motives. Undetermined means that the actor responsible for the attack could
not be successfully identified, reflecting the attribution problem in cyberspace. However,
this remains relevant for the research, as it helps determine the characteristics of attacks
whose actors are normally unidentified. For clustering analysis, diagnostic tests reveal the
retention of 11 dimensions, as appropriate for analysis. Figures A1l and A2 in Appendix A
explain this justification. Figure 4 shows that the majority of attacks target the public
administration, finance and insurance, and information sectors.

In Table 2, chi-square tests of association using Monte Carlo simulation (B = 100,000)
indicate that cluster membership is most strongly associated with actor type and motive,
both of which show very large effect sizes (adjusted Cramer’s V = 0.92). Actor country, event
subtype 1, year, and industry also show substantial associations with cluster membership,
while event type shows a smaller but statistically significant association. However, all tests
should be interpreted cautiously because each contingency table contains small expected
cell counts, with minimum expected counts below 1. Furthermore, adjusted Cramer’s
effect sizes must be treated as descriptive effect sizes and not as causal evidence. The
Supplementary Materials provide the observed and expected counts for each cluster. Full
statistical results are provided in the Supplementary Materials.
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Table 2. Chi-Square Test of Association of Variables.
. Adjusted . Expected
Variable Scxlll;e df p-Value  Cramer’s Efo:cl:e d Cells
q \% P Below 5
Actor 74.83 10 <0.001 0.65 0.06 16
Country
Actor 135.64 6 <0.001 0.92 0.32 8
Type
Event 17.97 6 0.009 0.28 0.13 8
Type
Event 69.37 12 <0.001 0.61 0.13 17
Subtype 1
Motive 134.11 6 <0.001 0.92 0.38 7
Year 57.90 20 <0.001 0.50 0.06 29
Industry 48.53 30 0.036 0.35 0.06 45
Event
Subtype 2 1.16 2 0.684 <0.001 0.45 4

Note: p-values were estimated using Monte Carlo simulation with 100,000 replications because all contingency
tables contained expected cell counts below 5, and the minimum expected count was below 1 for each variable.
Adjusted Cramer’s V is reported as a descriptive effect-size measure.

Hierarchical clustering yields three distinct profiles of cyber incidents affecting Thai-
land. Table 3 presents detailed statistical results for the clusters. ‘Cla/Mod’ indicates the
percentage of all observations with a given category that fall into the cluster or simply the
cluster concentration of the category. ‘Mod/Cla’ indicates the percentage of observations
in the cluster that have that category or the dominance of the category within the cluster.
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Table 3. V-Tests of Categorical Variables for Each Cluster.

Cluster Variable/Category Cla/Mod Mod/Cla Global p-Value v-Test
actor_type_Criminal 100.0 94.1 61.5 <0.001 8.6
motive_Financial 100.0 86.3 56.4 <0.001 7.8
actor_country_Undetermined 73.1 96.1 85.9 0.001 3.3
event_subtype_I_Data 100.0 255 16.7 0.002 3.1
Attack
industry_Finance and 100.0 17.6 115 0.017 2.4
Insurance
year_2022 92.3 23.5 16.7 0.024 2.3

1 year_2023 100.0 13.7 9.0 0.044 2.0
(Financial motive_Political-
. . 16.7 2.0 7.7 0.018 —24

Crime) Espionage
actor_type_Nation-State 16.7 2.0 77 0.018 —2.4
actor_country_Thailand 0.0 0.0 5.1 0.012 -2.5
actor_country_China 0.0 0.0 5.1 0.012 -2.5
event_type_Disruptive 20.0 3.9 12.8 0.003 -3.0
event_subtype_l_External 0.0 0.0 115 <0.001 —42
Denial of Service
year_2016 0.0 0.0 154 <0.001 —5.1
industry_Public 222 11.8 34.6 <0.001 ~5.38
Administration
actor_type_Hacktivist 0.0 0.0 24.4 <0.001 -7.0
motive_Protest 0.0 0.0 25.6 <0.001 —7.2
motive_Protest 100.0 90.9 25.6 <0.001 8.3
actor_type_Hacktivist 100.0 86.4 244 <0.001 7.9
year_2016 100.0 54.5 154 <0.001 5.7
industry_Public 66.7 81.8 34.6 <0.001 53
Administration
event_subtype_|_External 100.0 409 115 <0.001 47

2 Denial of Service
(Hacktivism) event_type_Disruptive 80.0 36.4 12.8 <0.001 3.5
industry Finance and 0.0 0.0 115 0.042 —2.0
Insurance
year_2024 6.7 4.5 19.2 0.037 -21
event_subtype_1_Data
Attack 0.0 0.0 16.7 0.009 —2.6
year_2022 0.0 0.0 16.7 0.009 —2.6
motive_Financial 0.0 0.0 56.4 <0.001 —6.6
actor_type_Criminal 0.0 0.0 61.5 <0.001 -7.3
motive_Political- 83.3 100.0 7.7 <0.001 5.1
Espionage
actor_type_Nation-State 83.3 100.0 77 <0.001 5.1
3 ypP
(Political actor_country_China 100.0 80.0 51 <0.001 4.6
. event_subtype_1_Exploitation
Espionage) of End Hosts 100.0 40.0 2.6 0.003 29
motive_Financial 0.0 0.0 56.4 0.013 -25
actor_type_Criminal 0.0 0.0 61.5 0.007 —-2.7
actor_country_Undetermined 0.0 0.0 85.9 <0.001 —4.2

Note: ‘Cla/Mod’ indicates the percentage of all observations with a given category that fall into the cluster,
meaning how strongly that category is concentrated in the cluster. ‘Mod/Cla’ indicates the percentage of
observations within the cluster that have that category, meaning how common or dominant that category is
within the cluster. The high share of “Undetermined” actor-country cases in Cluster 1 limits geographical and
geopolitical inference. The interpretation of this cluster therefore relies primarily on actor type, motive, and
incident characteristics rather than actor-country attribution.
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Cluster 1 (n = 51; 65.4%) has a pronounced criminal-financial signature: incidents
are almost entirely attributed to criminal actors (Mod/Cla = 94.1%; v = 8.6) and are
predominantly financially motivated (Mod/Cla = 86.3%; v = 7.8). The profile is further
characterised by substantial attribution uncertainty, with the country of the attributed
actor recorded as ‘undetermined’ for nearly all incidents (Mod/Cla = 96.1%; v = 3.3).
By sector, incidents affecting finance and insurance and retail trade are over-represented.
Supplementary year descriptors indicate that this profile is disproportionately concentrated
in 2022-2023, suggesting a concentration of financially motivated criminal activity in the
later period of the sample. However, since year is used as a post-ad hoc supplementary
variable, it does not prove real temporal changes.

Cluster 2 (n = 22; 28.2%) corresponds to a hacktivist—protest profile centred on
the public sector. Protest motivation (Mod/Cla = 90.9%; v = 8.3) and hacktivist actors
(Mod/Cla = 86.4%; v = 7.9) are strongly overrepresented, as are incidents affecting public
administration (Mod /Cla = 81.8%; v = 5.3). Disruptive event types are also over-represented
(v = 3.5), while criminal and financial categories are sharply under-represented. Supple-
mentary year descriptors show a pronounced concentration in 2016.

Cluster 3 (n = 5; 6.4%) captures a low-frequency but coherent nation-state espionage
profile. It is defined by nation-state actors (Mod /Cla = 100%; v = 5.1) and political-espionage
motivation (Mod/Cla = 100%; v = 5.1), with China-attributed incidents concentrated in
this cluster (Cla/Mod = 100%; Mod/Cla = 80%; v = 4.6). However, as indicated by the low
stability of Cluster 3 in Table 3, these results should be interpreted with caution. Rather than
providing definitive evidence of a distinct threat profile, this cluster points to a possible
exploratory pattern that requires further validation.

Overall, the exploratory typology differentiates Thailand’s incident landscape into
(i) financially motivated criminal activity with high attribution uncertainty, (ii) protest-
driven hacktivist disruption of public administration, and (iii) a smaller set of state-linked
espionage incidents. The characterisation of these clusters based on v-test values remains
exploratory, particularly due to the small size of Cluster 3. These clusters should be
interpreted as differentiated preparedness needs inferred from observed incident profiles,
rather than as direct evidence of specific organisational or technical weaknesses, particularly
given possible reporting bias, attribution constraints, and the absence of richer technical
indicators such as intrusion vectors, dwell time, and exploited vulnerabilities. Figure 5
visualises these clusters. Full cluster labels and cluster validation metrics are presented in
Appendix A.

Figure 6 shows the annual counts of cyber incidents by cluster. Since year was included
only as a supplementary variable, the figure is used for post hoc description rather than as
evidence that year shaped the cluster solution. The financial cybercrime cluster is more
prominent in the latter years of the dataset, particularly in 2022 and 2024. However, only
2022 and 2023 appear in the cluster characterisation results, so 2024 should be read only as
a descriptive pattern in the annual counts. The hacktivism cluster is mainly concentrated
in 2015 and 2016, with 2016 strongly associated with this cluster in the characterisation
results. These patterns are interpreted cautiously because they may also reflect changes in
reporting or incident visibility over time.

Bootstrap cluster stability was assessed using 100,000 resampling replications. The
results indicate that the three-cluster solution should be interpreted cautiously. For (k = 3),
Cluster 1 showed acceptable stability, with a mean Jaccard similarity of 0.773. However,
Clusters 2 and 3 showed low stability, with mean Jaccard values of 0.529 and 0.323, respec-
tively. The third cluster was particularly unstable, being dissolved in 78.8% of bootstrap
samples and recovered in only 7.4% of samples. Therefore, the three-cluster solution is
treated as a substantively meaningful but statistically cautious typology rather than as a
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highly stable clustering structure. Table 4 reports the full results of the bootstrap stability
check. For comparison, the two-cluster solution also produced an uneven stability pattern:
Cluster 1 was highly stable, with a mean Jaccard similarity of 0.888, while Cluster 2 was
unstable, with a mean Jaccard similarity of 0.311.

Cluster

- Financial Cybercrime
Hacktivism

Dim 2 (9.3%)

Political Espionage

Dim 1 (10.2%)

Figure 5. Clustering of Cyberattacks.

Cluster
Financial Cybercrime
Hacktivism

-o~ Political Espionage

Number of cyber incidents
@

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025
Year

Figure 6. Annual Counts of Cyber Incidents by Cluster.
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Table 4. Stability Check using Bootstrap.
Mean Times Times o1 Dissolution = Recovery

k Cluster Jaccard Dissolved Recovered Stability Rate Rate
Cluster 1 0.888 50 88,899 Highly 0.0005 0.889

2 stable
Cluster 2 0.311 75,237 17,750 Unstable 0.75237 0.178
Cluster 1 0.773 749 65,122 Stable 0.00749 0.651

3 Cluster 2 0.529 52,435 39,661 Unstable 0.52435 0.397
Cluster 3 0.323 78,823 7395 Unstable 0.78823 0.074

Note: Cluster stability was assessed using bootstrap resampling with 100,000 replications. Mean Jaccard similari-
ties of 0.85 or higher were treated as highly stable, values of 0.75-0.85 as stable, values of 0.60-0.75 as indicating a
pattern with uncertain membership, and values below 0.60 as unstable. Dissolution and recovery rates refer to the
proportion of bootstrap samples in which each cluster was dissolved or successfully recovered.

4.2. Sensitivity Analysis

To ensure that the analysis is robust, industry was removed as an active variable and
treated as a supplementary variable due to its high cardinality, as indicated in Table A2.
As shown in Figure A8, the diagnostics suggested seven dimensions for clustering, which
represent 70% of the cumulative inertia. The dimensionality of the sensitivity analysis
was selected using the scree-plot elbow criterion. The first seven MCA dimensions were
retained because the eigenvalues declined and then flattened after this point. Because the
purpose of the sensitivity test was to assess whether the original three-cluster solution
was affected by the high-cardinality industry variable, the number of clusters was fixed at
k = 3 rather than re-selected automatically. This allowed direct comparison between the
main and reduced-variable solutions. The clustering results remain robust to additional
sensitivity checks, but the stability diagnostics are worse, suggesting that including the
industry variable is preferable for cluster stability. The results are provided in Tables A3
and A4 as well as Figures A8 and A9.

5. Discussion and Conclusions
5.1. Summary and Significance of Findings

This exploratory study demonstrates that cyber incidents affecting Thailand are not
well captured by a single non-traditional security threat frame. Instead, the incident land-
scape splits into three empirically distinct threat profiles (financial cybercrime, hacktivist
disruption, and nation-state political espionage), with the dominant structuring dimen-
sions being actor type and motive, followed by actor country and event subtype, with
weaker (but still significant) differentiation by sector and event type. This matters for
policy because generic prescriptions, such as more training, more cooperation, and more
technology, implicitly assume a homogeneous threat environment. The typology produced
here supports a differentiated readiness model: each cluster corresponds to a different
offender-target-guardianship configuration and therefore requires different mixes of doc-
trine, human capital, and coordination, consistent with routine activity theory’s focus on
the convergence of motivated offenders, suitable targets, and inadequate guardianship [12].

The three-cluster solution aligns closely with established distinctions in the litera-
ture on cyber threats and offender organisation. The financial cybercrime cluster echoes
work identifying economic gain as a central driver of cyber incidents and highlighting
how organisational practices and capability gaps shape exposure to and loss from cyber
incidents [16,19]. The hacktivist disruption cluster aligns with typologies that distinguish
ideologically or politically motivated actors from profit-seeking cybercriminals [10] and
is consistent with arguments that hacktivist campaigns frequently pursue visibility and
disruption rather than sustained extraction. The nation-state espionage cluster aligns with
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the strategic literature that distinguishes state-sponsored cyber operations from criminal
activity, in which state power and political incentives shape the likelihood and purpose of
state-linked attacks [17,30]. Importantly, this cluster is small in terms of case count, yet it is
qualitatively distinct. Nation-state actors and a political-espionage motive are universal
within the cluster, and therefore, this cluster warrants separate policy treatment rather than
being absorbed into broad cybercrime mitigation doctrine.

The results also speak directly to the Thailand-specific literature that characterises
Thailand’s cyber posture as institutionally formalised but operationally uneven, with visible
governance architecture and legal instruments but weaker operationalisation of cyber
power functions [1]. These exploratory clustering results help specify where operational
unevenness is most consequential: mass-market financial cybercrime requires scalable
civilian response capacity and public—private coordination; hacktivist disruption requires
public-sector resilience and crisis routines; and state-linked espionage requires high-end
defensive capability and counterintelligence-grade practices.

5.2. Cluster-Level Interpretation Through Routine Activity Theory

Cluster 1 is the most stable cluster and is defined by criminal actors and financial
motive, with a strong concentration of “undetermined” actor-country attributions. This
profile is consistent with the attribution problem: when attribution is uncertain, deterrence-
by-punishment is structurally weak, and prevention must lean more heavily on deterrence-
by-denial, such as hardening targets, improving detection and response, and reducing
the payoff from compromise [23,24]. In RAT terms, the incident profiles suggest a large
and adaptive motivated offender pool and a broad range of suitable targets, especially
where cashless transactions and online services expand routine exposure. However, be-
cause the dataset does not directly measure organisational practices, technical controls,
staffing, training, or response capacity, these patterns are better interpreted as indicating
preparedness and guardianship needs rather than confirmed guardianship failures [4,19,33].
Since attribution is not limited to determining the attacker [25], answering the who, what,
how, and why questions are crucial for understanding the overall aims of these attacks
in this cluster and for mitigating future attacks. But in this context, it is difficult to draw
geographical or geopolitical conclusions about the attacker due to lack of data.

A further implication concerns governance boundaries. Because Cluster 1 is heavily
concentrated in finance-related sectors, the most direct levers lie with civilian cyber au-
thorities, sectoral regulators, and private firms. The military role is therefore typically one
of supporting rather than leading: enabling intelligence sharing, participating in national
exercises, and supporting contingency coordination for critical infrastructure, rather than
substituting for financial regulators or the private-sector incident-response capacity. This
division of labour is important for avoiding capability misallocation by preventing over-
investment in military cyber operations and under-investment in civilian and regulatory
capacity that address most observed incidents. Successful cybersecurity governance cannot
be achieved by states alone but must involve the private sector [3,50]. The Asia Pacific
Regional Intelligence and Analysis Centre is one such entity that involves private-sector
collaboration and was established to help financial institutions in Southeast Asia, including
Thailand, defend against cyber threats [5].

Cluster 2 is characterised by hacktivist actors, protest motives, and disruptive event
forms, with a strong signature of the public administration sector and a concentration in
2015-2016. This aligns with typologies that treat ideologically motivated cyber activity
as distinct from financially motivated crime [10,11]. The concentration in public adminis-
tration is substantively coherent: when grievances are directed at the state, state systems
become the symbolic and operational target of disruption. Cluster 2 identifies a hacktivist
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profile within the Thai cyber-incident data, consistent with existing research that recognises
hacktivism as an important source of cyber-attacks in Thailand [32]. The cases in this cluster
are concentrated particularly in 2015 and 2016 and include incidents attributed to hacktivist
groups such as Anonymous, with public administration appearing as a major target. How-
ever, because the dataset does not directly measure political events or test their relationship
with cyber activity, this temporal concentration should be interpreted descriptively rather
than as evidence of a causal link between hacktivism and specific political developments.
Nevertheless, this descriptive evidence is consistent with the broader view that hacktivist
campaigns are often linked to political events and dynamics of contention [51], although
this study does not empirically test such a relationship. In that sense, the temporal pat-
tern is consistent with research showing that political events can matter for contentious
activity [51]. The literature on contentious politics indicates that these episodic events are
reactions to changes in the political landscape [51]. This online social movement can be
interpreted as a response to the 2014 coup, in which hacktivists expressed their dissent.
Similar to Thailand, Myanmar activists also used hacktivism to express their dissent with
the regime, with techniques such as blocking access to government websites and displaying
protest messages [52]. The practical implication is that preparedness for Cluster 2 should
be anchored in event-responsive surge capacity (service continuity, DDoS resilience, rapid
restoration routines, and crisis communications).

Cluster 3 represents a low-frequency but strategically distinct profile. This low-
frequency cluster may be attributed to reporting as for reasons of national security and
risk of retaliation and risk of being seen as vulnerable, countries may choose not to report
cyberattacks [22,53,54]. The results suggest that this cluster is characterised by nation-state
actors, a political-espionage motive, and China-attributed incidents. These findings align
with work that links state-sponsored cyber operations to geopolitical and economic factors
and state capabilities [17,30]. Furthermore, it aligns with the literature indicating that a
disproportionately high number of cyberattacks originate in China and target Southeast
Asian countries [22]. Additionally, China has been linked to numerous advanced persis-
tent threats (APTs) [5,17,34]. Even though this cluster is small and unstable, its empirical
findings are consistent with prior work identifying China as a cyber threat actor targeting
Southeast Asian nations, with cyber espionage as its primary aim [22,34].

Even with a small number of observations, this cluster carries disproportionate sig-
nificance for defence institutions because it points to intelligence competition, targeted
sensitive information, and potential exposure in the defence sector. This cluster, even
though small, reflects high internal coherence because 83% of the political espionage at-
tacks are in cluster 3, and 100% of the incidents in cluster 3 are political espionage, 100%
of attacks attributed to China are in this cluster, and 100% of incidents in this cluster are
attributed to a nation-state actor. Since this is political espionage, successful attribution is
crucial. State security remains crucial as APTs continually evolve their methods to maintain
a persistent presence in valuable networks [4,5], suggesting that political espionage may
still occur unnoticed even when no detection occurs. However, as previously indicated
by the low stability of this cluster, these results should be interpreted with caution. The
cluster is not sufficiently robust to support definitive conclusions and should therefore be
understood as an exploratory pattern rather than a stable empirical grouping.

For state security, the unanswered questions are how intruders gained entry and
how to rectify these weaknesses. Answering all attribution-related questions helps protect
against future attacks [25]. This directly relates to capable guardianship. From a RAT
perspective, this is a different guardianship problem: rather than broad-based basic cyber-
security measures across many targets, it requires high-assurance protection for high-value
networks, advanced detection and threat hunting, and stronger integration of cybersecurity
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with counterintelligence and security culture. In Thailand’s context, where operational
capability gaps have been noted despite formal institutional development, this cluster is
precisely where unevenness is most costly [1].

5.3. Implications for Thailand’s Cyber Posture and the Role of the Military

A key policy conclusion is that Thailand’s cyber risk governance should be organised
around differentiated threat environments rather than a single national checklist. The find-
ings reinforce the critique that national strategies can remain generic in intent while lacking
concrete operational plans [6,7,31]. Cyber-risk taxonomy research emphasises that cyber
risk is not a single homogeneous phenomenon, but a group of risks that vary by actor, target,
attack vector, technical pathway, and organisational context [8]. This exploratory typology
provides a practical framework for operationalisation. For the financial cybercrime cluster
(Cluster 1), stakeholders should prioritise public—private coordination, regulatory incident
reporting standards, workforce development in incident response and digital forensics, and
sector-specific operational procedures for finance and related services [4,19,40,41]. In the
hacktivist disruption cluster (Cluster 2), the state must strengthen public-sector resilience,
including distributed denial of service (DDoS) preparedness, service continuity planning,
restoration drills, and coordinated public communication, because the target is frequently
the state’s service interface with citizens [10,40]. Finally, for the nation-state espionage
cluster (Cluster 3), ring-fencing and other high-end defensive capabilities for sensitive
networks are needed. This includes proactive detection, segmentation, secure-by-design
architectures, and integration with defence and intelligence procedures [17,30]. For suc-
cessful attribution and not only answering who did it, but also the what, how, and why
questions of the attack, require a capable, experienced team with the necessary skills and
tools [25].

This differentiation also clarifies the military’s appropriate role. The military has
clear ownership of the defensive posture on defence networks and a supporting role in
national coordination; however, the most common incident type in the dataset is financial
cybercrime, which primarily falls within civilian and private-sector governance structures.
Treating the dominant cyber risk as primarily a military operational problem risks duplicat-
ing mandates and neglecting the civilian guardianship needs that RAT helps identify.

Beyond the aforementioned policy implications directly derived from the cluster
typology, several broader regional policy extensions may also be considered. These rec-
ommendations, however, should be understood as prospective extensions rather than
conclusions generated directly by the clustering results. Firstly, the cyber landscape in
Southeast Asia is fragile, with attacks coming from many actors [34]. Therefore, cooperation
between states is crucial. However, the lack of trust among Southeast Asian countries has
limited cooperation on security matters. Nevertheless, regionally, federated learning can
help address part of this lack of trust. Federated learning allows users to train models
locally and share only model updates or metrics, enabling collective learning without
sharing raw security-related data; this approach has been applied in finance, healthcare,
and military settings [55-58]. Overall, federated learning ensures that sensitive data is not
shared. The dematerialised nature of cyberspace thus requires cooperation on cybersecu-
rity [3,24]. Secondly, Thailand can leverage technical expertise and training from countries
like Singapore, which are well-versed in mitigating cyberattacks [3]. These regional policy
recommendations are prospective rather than direct empirical conclusions, as they require
additional evidence on regional cooperation, institutional capacity, and the transferability
of practices across national contexts.

Furthermore, for general public policy purposes, individuals analysing cyberattacks
must be able to translate technical information into plain language [25], as policymakers
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making the decisions may not be versed in cybersecurity; technical jargon must therefore
be minimised to communicate recommendations effectively.

5.4. Methodological Contribution: Clustering for Policy Design

Empirically derived typologies are valuable when they reduce complexity while pre-
serving actionable distinctions. The use of MCA and hierarchical clustering on principal
components is well-established as a workflow for constructing interpretable partitions in
multivariate data, balancing dimensionality reduction with cluster formation [49]. The
approach is consistent with methodological discussions of cluster analysis as a tool for
building typologies that are meaningful for social science inference and policy commu-
nication [42,43]. In this case, clustering reduces an incident catalogue into three attack
environments that can be mapped onto differentiated readiness packages. This serves as
an applied bridge between past incidents and the design of prospective capabilities.

At the same time, robustness should remain a standing concern in applied clustering,
particularly in relatively small samples. Recent work on robust clustering workflows
emphasises the importance of validation, sensitivity checks, and transparency about how
partitions are obtained [47]. The primary value of this study is therefore not a claim
of immutable true categories, but an empirically justified, interpretable typology that
improves policy targeting relative to undifferentiated threat framings.

5.5. Limitations

Several limitations qualify the interpretation and point to priorities for subsequent
work. First, there is reporting and visibility bias. Cyber incident datasets are shaped
by organisational incentives to disclose and by detection capacity, particularly in critical
sectors where reputational costs can suppress reporting [18]. Apparent temporal concen-
tration (e.g., 2022-2023 in Cluster 1) may partially reflect reporting changes rather than
underlying incidence shifts. Secondly, and related to the first limitation, the analysis of the
data may fully reflect the true landscape of cyberattacks affecting Thailand. Because some
cyberattacks may be classified as grave threats to national security, the government might
not disclose them to protect national security. Therefore, detailed in-house reporting must
be maintained, and individuals with appropriate security clearance should be trained in
analysing cyberattacks. This includes not only identifying their sources but also applying
machine learning techniques similar to those in this paper and other advanced statistical
methods. Such efforts will enable a comprehensive understanding of Thailand’s cybersecu-
rity landscape, even if these analyses are not made public, thereby increasing knowledge
among national security practitioners. Thirdly, there are attribution constraints. The domi-
nance of ‘undetermined’ actor-country in Cluster 1 limits geographical and geopolitical
inference and reinforces the need to treat country attribution as a weaker evidentiary signal
than actor type and motive [23]. Finally, the variable scope for clustering is limited. The
typology is constructed from actor, motive, sector, and event descriptors; richer technical
indicators (such as intrusion vectors, dwell time, and exploited vulnerabilities) would
strengthen the link between clusters and specific defensive controls [13,14,41].

Two extensions would deepen both inference and policy utility. However, these
extensions depend on data availability. Firstly, there is a need to account for the disruptive
effects of cyberevents. Including the level of disruption or severity from cyber events would
allow clusters to capture the criticality of attacks. Research on the cyber threat landscape
in Southeast Asia provides ideas for conceptualisation [5]. Finally, there is also a need to
measure guardianship explicitly. Incorporating organisational security maturity indicators,
such as training coverage, presence of response plans, staffing, and security measures,
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would allow more direct tests of RAT’s guardianship dimension, rather than relying on the
occurrence of incidents as a proxy [12,19].

5.6. Concluding Remarks

Overall, the typology suggests differentiated guardianship needs inferred from ob-
served incident profiles, which may inform differentiated capability investments while
remaining subject to the study’s data and measurement limitations. Thailand’s cyber inci-
dent environment comprises multiple, systematically different threat profiles, and the most
policy-relevant distinctions are anchored in actor type and motive. Interpreted through
routine activity theory, the clusters point to differentiated guardianship needs inferred from
observed incident profiles and, therefore, to differentiated capability investments. This
provides a concrete route for moving from generic national policy statements towards op-
erationally testable readiness programmes, while also clarifying where military leadership
is appropriate (defence networks and state-linked espionage) and where civilian—private
governance capacity is the decisive constraint (financial cybercrime and sectoral resilience).
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Appendix A

Based on the scree plot and cumulative inertia, the first eleven MCA dimensions were
retained for clustering. The scree plot shows a marked decline in eigenvalues across the
initial dimensions, followed by a more gradual decrease after approximately dimension
10. Retaining eleven dimensions preserves 62.23% of the cumulative inertia (cumulative
variance explained) while limiting the inclusion of lower-contribution dimensions that may
add noise to the clustering solution. Figure A1l visualises these metrics.

Furthermore, sensitivity checks were conducted by varying the number of retained
MCA dimensions. Figure A2 shows that the clustering solution (using inertia gain) was
unstable between 2 and 9 dimensions (black solid line), with the number of clusters increas-
ing from three to nine. However, from 10 dimensions onward, the solution consistently
produced three clusters (blue dashed line). Also, because the diagnostics from the cumu-
lative inertia and eigenvalue plot suggested 11 dimensions, we retained 11 dimensions,
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as this represented the specification at which the stable three-cluster solution emerged
(blue dashed line). This choice preserves 62.23% of the cumulative inertia while avoiding
the unnecessary retention of lower-contribution dimensions that may add noise to the
clustering solution.
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Figure A1. Cumulative Inertia and Eigenvalue Plot.
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Figure A2. Sensitivity of HCPC cluster solution to retain MCA dimensions (Black solid line indicates
the stability of the number of clusters relative to the number of retained dimensions; Blue dashed line
indicates where the cluster stabilizes).
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Additionally, the contribution plot (Figure A3) shows the variable categories that con-

tribute most strongly to the first eleven MCA dimensions retained for clustering. Categories

above the red dashed reference line contribute more than the average expected contribution

and therefore play a stronger role in structuring the MCA space.
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Figure A3. Contribution of retained dimensions (The red dashed line indicates the expected average
contribution).
Table Al. Overview of Variables.
Type of Number of Sparse Sparse (Singleton) Number of
Variable Jp Levels (Singleton) P & Categories 2 or Categories 2 or Less
Variable . Categories
Categories Less
Year Supplementary 11 1 2019 2 2017;2019
Actor Descriptive — — — — —
Cambodia; Korea
(the Democratic Cambodia; Korea (the Democratic
Actor Country Active 6 3 People’s Republic 3 People’s Republic of); Russian
of); Russian Federation
Federation
Actor Type Active 4 0 0 0 —
Organisation Descriptive — — — . —
Administrative and Support and
Waste Management and
Remediation Services; Educational
. Services; Manufacturing;
Industry Name Active 16 3 0 7 Professional, Scientific, and
Technical Services; Real Estate and
Rental and Leasing; Transportation
and Warehousing; Wholesale Trade
Motive Active 0 0 0 —
Event Type Active 0 0 1 Undetermined
Exploitation of End Hosts;
Event Sub-Type 1 Active 7 0 0 3 Exploitation of Sensors; Message
Manipulation
Event Sub-Type 2 Active 2 0 0 0 —
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Figure A4. Clustering of Cyberattacks (Labelled by Target Organisation).
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Table A2. Cardinality Summary.

Number of Unique  Total Number of

Variable Categories Observations Percent Unique
Year 11 78 14.10
Actor 29 78 37.18
Actor Country 6 78 7.69
Actor Type 4 78 513
Organisation 77 78 98.72
Industry Name 16 78 20.51
Motive 4 78 513
Event Type 4 78 5.13
Event Sub-Type 1 7 78 8.97
Event Sub-Type 2 2 78 2.56

Using NbClust [package version 3.0.1] (Ward + Euclidean; k = 2-10), the majority of
internal indices selected 3 clusters as the optimal solution; alternative indices suggested
2 clusters, but k = 3 was preferred as the most consistently supported partition across
criteria.

Silhouette (higher = better) Dunn (higher = better)

0.36

0.32

0.28

0.24

IAD s o e A

3 4 5 6 7 8 9 10 3 3 5 6 7 8 9 10

Number of clusters k Number of clusters k
Connectivity (lower = better) Calinski-Harabasz (higher = better)

40

30

20

3 4 5 6 7 8 9 10 2 3 4 5 6 7 8 9 10
Number of clusters k Number of clusters k
Figure A6. Internal Validation Measures (Solid blue line indicates the diagnostic metric based on
number of clusters; Blue dashed line indicates the preferred k based on diagnostic metrics).

The number of clusters was first assessed using HCPC’s inertia-gain criterion. The
number of clusters was selected using the HCPC procedure in FactoMineR (package version
2.13). HCPC first constructs a hierarchical tree and then calculates the within-cluster inertia
for each possible partition; the suggested partition corresponds to the highest relative loss
of inertia [59-61]. In the present analysis, HCPC suggested a three-cluster solution. The
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Inertia gain

by
>

°

0.0

relative inertia quotient was lowest at k = 3 (W3/W2 = 0.857), indicating the largest relative
reduction in within-cluster inertia among the evaluated early partitions. This is consistent
with the absolute inertia-gain sequence, where the gain remains high when moving from
two to three clusters but drops substantially when moving from three to four clusters. This
indicates that splitting the data into additional clusters yields only marginal reductions in
within-cluster differences, so extra clusters mainly subdivide existing groups rather than
revealing a new, well-separated type.

To assess the robustness of the cluster solution, we calculated internal validation
indices for k = 2 to k = 10 using NbClust. The results did not identify a single dominant
solution: seven indices recommended k = 2, seven recommended k = 3, four recommended
k =9, and six recommended k = 10. Although NbClust’s majority rule selected k = 2, the
index-level results show that k = 3 received equivalent support. Combined with HCPC’s
inertia-based recommendation of three clusters, this suggests that the main empirical
choice is between a more parsimonious two-cluster solution and a more substantively
differentiated three-cluster solution. Furthermore, inspection of the cluster solution sup-
ports k = 3: a two-cluster partition would collapse the financially motivated cybercrime
and hacktivist/protest patterns into a single group, blurring substantively distinct profiles.
Accordingly, combining the internal validation results with interpretability considerations,
we retain three clusters as the preferred solution.

'
'
'

I ‘
'
'
'
'
]

2 3 4 s 6 7 8 9 10

Number of clusters (k)

Figure A7. HCPC Inertia Gain (Blue dashed line indicated the preferred k based on inertia gain).
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Figure A8. Cumulative Inertia and Eigenvalue Plot without Industry Variable.
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Figure A9. Clustering Results without Industry.

The sensitivity analysis excluding industry does not indicate that the high-cardinality
variable is the primary source of instability. After removing industry, the three-cluster
solution still contains one stable cluster, while the remaining two clusters remain unstable.
The mean Jaccard value for Cluster 1 changes only slightly, from 0.773 to 0.759, while Cluster
2 declines from 0.529 to 0.441 and Cluster 3 remains virtually unchanged at approximately
0.323. Therefore, the instability of the smaller clusters appears not to be driven solely by
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the inclusion of industry, but more likely by weak empirical separation among some cases
and the limited size of the dataset.

Table A3. V-Tests of Categorical Variables for Each Cluster (Industry Variable as Supplementary

Variable).

Cluster Variable/Category Cla/Mod Mod/Cla Global p-Value V-Test
motive_Protest 100.0 90.9 25.6 <0.001 8.3
actor_type_Hacktivist 100.0 86.4 244 <0.001 7.9
year_2016 100.0 54.5 15.4 <0.001 57
industry_Public 66.7 81.8 34.6 <0.001 53

1 Administration

(Hack- event_subtype_l_External 100.0 40.9 115 <0.001 47

tivism) Denial of Serv.lce .
event_type_Disruptive 80.0 36.4 12.8 <0.001 3.5
industry_Finance and 0.0 0.0 115 0.042 —2.0
Insurance
year_2024 6.7 45 19.2 0.037 21
event_subtype_1_Data Attack 0.0 0.0 16.7 0.009 —2.6
year_2022 0.0 0.0 16.7 0.009 —2.6
motive_Financial 0.0 0.0 56.4 <0.001 —6.6
actor_type_Criminal 0.0 0.0 61.5 <0.001 -7.3
actor_type_Criminal 100.0 94.1 61.5 <0.001 8.6
motive_Financial 100.0 86.3 56.4 <0.001 7.8
actor_country_Undetermined  73.1 96.1 85.9 0.001 3.3
event_subtype_1_Data Attack  100.0 25.5 16.7 0.002 31
industry_Finance and 100.0 176 115 0.017 2.4
Insurance
year_2022 92.3 23.5 16.7 0.024 2.3

2 year_2023 100.0 13.7 9.0 0.044 2.0

(Financial motive_Political-Espionage 16.7 2.0 7.7 0.018 —2.4

Crime) actor_type_Nation-State 16.7 2.0 7.7 0.018 —24
actor_country_Thailand 0.0 0.0 5.1 0.012 —2.5
actor_country_China 0.0 0.0 51 0.012 —2.5
event_type_Disruptive 20.0 3.9 12.8 0.003 -3.0
event_subtype_I_External 0.0 0.0 115 <0.001 42
Denial of Service
year_2016 0.0 0.0 154 <0.001 —5.1
industry_Public 222 11.8 34.6 <0.001 58
Administration
actor_type_Hacktivist 0.0 0.0 244 <0.001 —7.0
motive_Protest 0.0 0.0 25.6 <0.001 —-7.2
motive_Political-Espionage 83.3 100.0 7.7 <0.001 51
actor_type_Nation-State 83.3 100.0 77 <0.001 5.1

3 actor_country_China 100.0 80.0 51 <0.001 4.6

(Political event_subtype_1_Exploitation

Espionage) of End Hosts 100.0 40.0 2.6 0.003 2.9
motive_Financial 0.0 0.0 56.4 0.013 —-2.5
actor_type_Criminal 0.0 0.0 61.5 0.007 —2.7
actor_country_Undetermined 0.0 0.0 85.9 <0.001 —4.2

Note: ‘Cla/Mod’ indicates the percentage of all observations with a given category that fall into the cluster,
meaning how strongly that category is concentrated in the cluster. ‘Mod/Cla’ indicates the percentage of
observations within the cluster that have that category, meaning how common or dominant that category is
within the cluster. The high share of “Undetermined” actor-country cases in Cluster 1 limits geographical and
geopolitical inference. The interpretation of this cluster therefore relies primarily on actor type, motive, and
incident characteristics rather than actor-country attribution.
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Table A4. Bootstrap Results without Industry Variable.

Mean Times Times Dissolution = Recovery

k Cluster Jaccard Dissolved  Recovered Stability Rate Rate

Pattern present,
but
membership
uncertain
Cluster 2 0.407398 77,195 3127 Unstable 0.77195 0.03127

Cluster 1 0.690377 581 21,098 0.00581 0.21098

Cluster 1 0.758887 1277 54,046 Stable 0.01277 0.54046
3 Cluster 2 0.440936 65,156 2884 Unstable 0.65156 0.02884
Cluster 3 0.323794 76,004 23,363 Unstable 0.76004 0.23363
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