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Abstract

Statistical confidentiality focuses on protecting data to preserve its analytical value while
preventing identity exposure, ensuring privacy and security in any system handling sen-
sitive information. Homomorphic encryption allows computations on encrypted data
without revealing it to anyone other than an owner or an authorized collector. When com-
bined with other techniques, homomorphic encryption offers an ideal solution for ensuring
statistical confidentiality. TFHE (Fast Fully Homomorphic Encryption over the Torus) is a
fully homomorphic encryption scheme that supports efficient homomorphic operations on
Booleans and integers. Building on TFHE, Zama’s Concrete project offers an open-source
compiler that translates high-level Python code (version 3.9 or higher) into secure homo-
morphic computations. This study examines the feasibility of the Concrete compiler to
perform core statistical analyses on encrypted data. We implement traditional algorithms
for core statistical measures including the mean, variance, and five-point summary on
encrypted datasets. Additionally, we develop a bitonic sort implementation to support the
five-point summary. All implementations are executed within the Concrete framework,
leveraging its built-in optimizations. Their performance is systematically evaluated by
measuring circuit complexity, programmable bootstrapping count (PBS), compilation time,
and execution time. We compare these results to findings from previous studies wherever
possible. The results show that the complexity of sorting and statistical computations on
encrypted data with the Concrete implementation of TFHE increases rapidly, and the size
and range of data that can be accommodated is small for most applications. Nevertheless,
this work reinforces the theoretical promise of Fully Homomorphic Encryption (FHE) for
statistical analysis and highlights a clear path forward: the development of optimized,
FHE-compatible algorithms.

Keywords: homomorphic encryption; statistical confidentiality; privacy; confidential
computing

1. Introduction
Statistical confidentiality refers to safeguarding data to ensure it remains useful for

statistical analysis while minimizing the risk of identifying individuals [1,2]. It ensures that
information collected for research or statistical purposes is used solely for those intended
purposes and not in ways that could compromise personal privacy. Statistical confidential-
ity is essential for protecting the privacy and trust of individuals and organizations that
provide data for research and analysis. It ensures that information collected for statistical
purposes is used only in aggregate form and cannot be traced back to specific respondents.
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By safeguarding confidential data, researchers and institutions maintain public confidence
and encourage honest participation in surveys and studies. This trust is critical because
accurate and comprehensive data are the foundation of sound policy decisions, scientific
progress, and social understanding. Upholding statistical confidentiality not only meets
ethical and legal standards but also strengthens the integrity and credibility of statistical
systems as a whole. While techniques such as encryption, access control, anonymization,
and differential privacy provide some level of statistical privacy, they often have limi-
tations [3,4]. For example, encryption and access control primarily protect data during
storage and transmission but do not necessarily prevent misuse once access is granted.
Anonymization can be undermined through re-identification attacks, especially when com-
bined with external datasets. Similarly, differential privacy introduces controlled noise to
safeguard individual information, but excessive noise can reduce the accuracy and utility
of the data. Therefore, ensuring true statistical confidentiality requires a balanced approach
that integrates multiple protective methods, continuous risk assessment, and a strong
ethical and legal framework to adapt to evolving privacy threats and analytical needs.

Statistical confidentiality is a central concern in the operations of the US Census Bu-
reau [5]. This is true for its counterparts all over the world as well as other institutions that
deal with data collected from users [1,6,7]. The US Census Bureau, in 2020, emphasized
the limitations of the traditional methods to protect the privacy of users and introduced
differential privacy to quantify the level of privacy that is provided with various meth-
ods [8]. For the 2030 census, the Census Bureau has published a research agenda to identify
improvements to the current disclosure avoidance methods. According to the planning
and development timeline published on their website, after a two-year research, feedback,
and development phase, the final system will be selected in 2027–2028 to get ready for
production in the next census year of 2030 [9].

Homomorphic encryption (HE) has emerged as a transformative technique in privacy-
preserving computation allowing mathematical operations on encrypted data without
decryption. This capability is particularly valuable in fields requiring secure data process-
ing, such as statistical analysis of sensitive information, cloud computing, and artificial
intelligence. Unlike traditional mechanisms for confidentiality where the focus is on hiding
the association between the data points and users, HE hides the plaintext data itself. As
such, it is a powerful tool to protect not just the associations or relations between data
points, but the data itself. Combined with other protection mechanisms such as strong
access control, HE can provide ultimate security of data not only at rest and in transit
but also in use. With statistical confidentiality becoming increasingly critical with the
data-centric world we live in, this is a great time to explore the viability of homomorphic
encryption for statistical confidentiality for various use cases. Two major challenges of
homomorphic encryption are the computational intensity of operations resulting in high
time complexity and the difficulty of adapting traditional algorithms designed for plaintext
data, to operate on encrypted data. Sorting is one such example.

This study explores the use Zama’s Concrete compiler [10], which implements Fast
Fully Homomorphic Encryption over the Torus (TFHE) [11] to perform core statistical
computations including mean, variance, and five-point summary on encrypted data. It
evaluates circuit complexity, programmable bootstrapping count, compilation, and exe-
cution times on GPU-enabled configuration. The research also examines encrypted data
sorting for five-point summary calculation and compares Zama’s built-in comparison
strategies to determine the most efficient approach.

The paper is organized as follows: Section 2 provides background information on ho-
momorphic encryption and Zama’s Concrete compiler. Section 3 summarizes the literature
on the use of homomorphic encryption for statistical computations. Section 4 describes
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the proposed methodology while Section 5 details the implementation process. Section 6
reports experimental results and Section 7 concludes the paper with a discussion of the
findings and potential directions for future work.

2. Background
Homomorphic encryption (HE) allows computations on encrypted data without

revealing it to anyone other than an owner or an authorized collector. When combined
with other techniques, homomorphic encryption offers an ideal solution for ensuring
statistical confidentiality.

HE schemes are categorized into three families based on the main operations they in-
volve and how they achieve homomorphic encryption: Partially Homomorphic Encryption
(PHE), Somewhat Homomorphic Encryption (SWHE) and Fully Homomorphic Encryption
(FHE). PHE schemes allow only one type of operation with no limits on the number of times
the operation can be performed. PHE schemes support evaluation of either addition or
multiplication, but not both. SWHE schemes allow both addition and multiplication with a
limit on the number of operations that can be carried out. FHE schemes allow computations
with no bounds on the type of operations and number of times they are performed.

The first FHE scheme was proposed by Craig Gentry in 2009 [12]. His work not only
introduced a specific FHE construction but also established a general framework for design-
ing new homomorphic encryption schemes. Building on Gentry’s foundational research,
several subsequent schemes have been developed to improve efficiency, practicality, and
security. Among the most prominent are the CKKS (Cheon–Kim–Kim–Song) scheme which
supports approximate arithmetic on real and complex numbers [13]; the BFV (Brakerski,
Fan, and Vercauteren) and the BGV (Brakerski–Gentry–Vaikuntanathan) schemes which
enable exact computations over integers and flexible trade-offs between efficiency and
noise management, respectively [14].

A major leap forward came with the work of Chillotti, Gama, Georgieva, and Iz-
abachène in 2016 who introduced a method for bootstrapping in under 0.1 s [15]. Their
approach reimagined FHE in the context of Boolean logic, focusing on evaluating one
logic gate at a time rather than full arithmetic circuits. By leveraging a representation of
ciphertexts over the torus (real numbers mod 1), they achieved a dramatic speedup, making
homomorphic operations viable for real-time applications.

Building on this, the same team formalized and refined their method in the “TFHE:
Fast Fully Homomorphic Encryption over the Torus” paper [11]. This work presented a
complete, well-optimized system for fast homomorphic encryption over the torus, including
security proofs and performance benchmarks. Following this, an open-source library was
released that made TFHE one of the most practical FHE schemes available, particularly
for applications involving encrypted decision-making and control flow. For an excellent
overview of TFHE, we refer the reader to the 2023 thesis by Paolo Tassoni [16].

Zama is a French cryptography company that specializes in building open-source
homomorphic encryption solutions with a focus on development of applications in the field
of Artificial Intelligence and Blockchain [17]. It aims to simplify the use of homomorphic
encryption for developers and helps with the “complexity of FHE operations, managing
noise, choosing appropriate crypto parameters, and finding the best set and order of
operations for a specific computation” [16].

The core product of Zama is a compiler called Concrete written in C++ and developed
with Multi-Level Intermediate Representation (MLIR), an open-source project for build-
ing reusable and extensible compiler infrastructure [18]. In April 2023, Zama released a
version of Concrete that converts Python programs (version 3.9 or higher) into their FHE
equivalents. The conversion process includes representing each function as a “circuit”, a
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direct acyclic graph of operations on variables, where each variable can be encrypted or
in plaintext. The circuit is compiled with parameters producing a dynamic library with
FHE operations and a JSON file with the cryptographic configuration called Client Specs.
The circuit can perform the homomorphic evaluation of the desired function, and these
operations can be used in the context of a client–server interaction model.

Concrete integrates the optimization framework by Bergerat et al. [19] that automati-
cally selects cryptographic parameters to balance security, correctness, and computational
cost. It models FHE operations using cost and noise formulas, transforming parameter
selection into an optimization problem.

Concrete analyzes all compiled circuits and calculates some statistics. Statistics are
calculated in terms of basic operations. There are six basic operations in Concrete:

1. Clear addition: x + y where x is encrypted and y is clear.
2. Encrypted addition: x + y where both x and y are encrypted.
3. Clear multiplication: x × y where x is encrypted and y is clear.
4. Encrypted negation: −x where x is encrypted.
5. Key switch: Conversion of a ciphertext encrypted under one key to be valid under

another encryption key.
6. Packing key switch: A more advanced version of key switching that also packs

multiple values into one ciphertext.
7. Programmable bootstrapping: building block for table lookups.

Complexity, which appears in the compilation statistics, represents the total compu-
tational cost of a circuit. It is calculated as the sum of the costs of all basic operations
performed within the circuit. Among these operations, programmable bootstrapping (PBS)
is the most computationally expensive component, significantly impacting overall perfor-
mance. It is the building block for table lookups (TLUs). All operations except addition,
subtraction, multiplication with non-encrypted values, tensor manipulation operations,
and a few operations built with those primitive operations are converted to TLUs under
the hood. TLUs are flexible but expensive. The exact cost depends on various variables,
the hardware, and the error probability. The error probability refers to the small chance
that a decrypted result is incorrect due to accumulated noise in the ciphertext. Keeping
the error probability very low is crucial to ensure reliable and accurate results in fully
homomorphic encryption schemes. In Concrete, the error probability can be configured
through the p_error and global_p_error configuration options. The p_error is for individual
TLUs but global_p_error is for the whole circuit.

In this study, we use the Concrete compiler to implement core statistical functions on
encrypted datasets, including mean and variance, and sorting which allows calculation of
five-point summary. For each function, we record the circuit complexity, programmable
bootstrapping (PBS) count, compilation time, and execution time in a GPU-enabled environ-
ment. We test the limits of the size and range of datasets to carry out the computations for
mean, variance, and sorting under the default configuration. We also test the comparison
strategies provided by Zama [20] to identify the most efficient approach for encrypted
sorting within the Concrete framework. To the best of our knowledge at the time of writing,
such a study in the Concrete framework has not been published.

3. Related Work
Fully homomorphic encryption algorithms have been around for more than a decade

and have recently evolved from a theoretical concept to a practical tool. In addition
to Zama, major tech companies including Microsoft and IBM have contributed to the
field. Microsoft’s SEAL (Simple Encrypted Arithmetic Library) supports both BFV and
CKKS encryption schemes to enable secure arithmetic and approximate computations on
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encrypted data [21]. Likewise, IBM has been a major contributor in the development of
HElib, a library that implements the BGV scheme [22].

In this section, we review recent studies that introduce innovative methods to improve
the efficiency of arithmetic, comparison, and sorting operations; core functions underlying
the statistical computations of mean, variance, and the five-point summary as implemented
in our work.

The study “Homomorphic Comparison Method Based on Dynamically Polynomial
Composite Approximating Sign Function” introduces a polynomial approximation method
for the sign function, enabling effective comparison of encrypted values [23]. The dy-
namically composed polynomials adapt to the encrypted domain’s constraints, improving
accuracy, and maintaining acceptable computational costs.

In “Efficient Sorting of Homomorphic Encrypted Data With k-Way Sorting Network”
authors propose a scalable and parallelizable sorting mechanism using k-way sorting
networks [24]. Unlike traditional binary sort networks, k-way networks reduce the number
of comparisons and depth of computation, making them well suited for homomorphic
environments. The method is compatible with leveled homomorphic encryption schemes,
optimizing both depth and ciphertext noise. Experimental results show significant perfor-
mance gains compared to earlier sorting methods in HE, particularly in terms of latency
and computational overhead.

The paper “Innovative Homomorphic Sorting of Environmental Data in Area Moni-
toring Wireless Sensor Networks” explores a practical application of HE in wireless sensor
networks (WSNs) for environmental data monitoring [25]. The authors employ an additive
homomorphic encryption scheme to enable secure sorting of sensor data without compro-
mising data confidentiality. Their approach integrates a modified bubble sort algorithm
that operates directly on ciphertexts, optimized for low-power devices in WSNs. The
results demonstrate a feasible balance between computational efficiency and data security,
showcasing the potential of HE in real-time environmental analytics.

In “An Efficient Fully Homomorphic Encryption Sorting Algorithm Using Addition
Over TFHE”, the authors leverage the TFHE scheme’s capabilities, particularly its fast gate
bootstrapping and efficient binary circuit evaluation [26]. They design a sorting algorithm
that primarily uses addition operations to minimize expensive multiplications. The ap-
proach is tailored for the TFHE framework, which supports bit-level operations efficiently.

The 2024 paper “Practical solutions in fully homomorphic encryption: a survey analyz-
ing existing acceleration methods” systematically compares and analyzes the strengths and
weaknesses of FHE acceleration schemes [27]. The authors classify existing acceleration
schemes from algorithmic and hardware perspectives and propose evaluation metrics to
conduct a detailed comparison of various methods.

Lu et al. introduce PEGASUS, a system that makes homomorphic encryption more
practical for real applications. Traditional HE schemes either handle arithmetic operations
efficiently (e.g., CKKS) or allow arbitrary Boolean computations (e.g., FHEW), but not
both. PEGASUS bridges this gap by enabling seamless, decryption-free switching between
CKKS and FHEW ciphertexts, combining their strengths. It uses less memory and runs
much faster than previous methods. The authors show that PEGASUS can handle tasks
like sigmoid, sorting, ReLU, and max-pooling efficiently, and can also be used for private
decision trees and secure K-means clustering. Overall, it makes encrypted data processing
faster and more practical for privacy-preserving machine learning [28].

Lee et al. propose HEaaN-STAT, a toolkit enabling privacy-preserving statistical
analysis over encrypted data using CKKS. Their contributions include efficient methods
for inverse and table lookup operations on encrypted values, and an encoding scheme
that supports counting and contingency table construction over large datasets. HEaaN-
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STAT can fuse data from different security domains and supports numerical, ordinal, and
categorical data types. In experiments, the authors demonstrate that HEaaN-STAT performs
“hundreds to thousands of times faster” than prior approaches for generating k-percentile
and contingency tables over large-scale data, while maintaining correctness and privacy.
HEaaN-STAT can also compute the mean and variance of encrypted data, allowing users
to perform core statistical analyses without decrypting sensitive information [29].

Mazzone et al. (2025) [30] present an efficient method for ranking, order statistics, and
sorting encrypted data using the CKKS homomorphic encryption scheme. They replace
traditional pairwise swap-based sorting with a re-encoding approach that enables all
comparisons to be performed in parallel, reducing computation depth to a constant and
greatly improving scalability. Their design computes ranks, order statistics, and sorted
outputs through SIMD-based aggregation and masking, with additional handling for tied
values. Experimental results show significant performance gains ranking a 128-element
encrypted vector in about 5.8 s and sorting it in under 80 s, demonstrating practical
encrypted sorting and analytics under CKKS [30].

Our study explores the practicality of Zama’s Concrete compiler and the impact of the
speed-up strategies provided in Concrete to compute core statistical functions on encrypted
data. Building on the table in [30], we provide comparison of our results with the studies in
the last five years in Table 1. Even though the running environment, parameters, range of
data, and algorithms are not the same in these studies, the comparison provides an insight
into the progress of FHE for sorting.

Table 1. Comparison of Previous Studies on Sorting.

Paper Algorithm Computational
Depth

Computational
Complexity FHE Scheme Remarks

Lu et al. [28]
(IEEE S&P 2021)

Bitonic Sort
(switching
to FHEW)

log2 N O(N log2 N) CKKS

Tested up to
64 elements, for which
it runs in 409.09 s in a

4-thread setting
(without taking into
account the scheme

switching cost).

Hong et al. [24]
(IEEE TIFS 2021)

k-Way
Sorting

Networks
k log2 N O(Nk log2 N) CKKS

It takes around
87.35 min to sort

625 elements.

Mazzone et al.
[30] (Usenix

2025)
Sorting

2
In terms of

multiplicative depth
sorting, requires

DC + DI + 6 levels
where DC and DI

represent the
multiplicative depth
of the comparisons

and indicator
circuits, respectively.

O(L2)
with L = N/B
B ∈ {128, 256}

CKKS It sorts 128 elements
in 78.64 s.

Zama Concrete
(Our Work) Bitonic sort log2 N O(N log2 N)

TFHE as
implemented
in Concrete

It sorts 256 integers of
range [0, 15] in 300 s

with error probability
10−7. This does not
include the compile
time which is 47.4 s.
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4. Methodology
This study adopted the client–server architecture defined by Zama’s Concrete frame-

work illustrated in Figure 1. In this architecture, the client functions as the data owner,
responsible for encrypting and decrypting data, while the server performs computations
on encrypted values without access to the decryption key.

Figure 1. Typical workflow between client and server (https://www.zama.ai/post/announcing-
concrete-v1-0-0 (accessed on 15 May 2025)).

In the workflow:

• The client generates and encrypts the dataset using Concrete’s encryption tools.
• The encrypted dataset is transmitted to the server for computation.
• The server performs operations including mean, variance, sorting, and five-point

summary on the encrypted data.

4.1. Experimental Setup

The primary goal of the study is to evaluate the feasibility of employing the Concrete
framework for performing statistical computations and explore the practical limits of
dataset size and value range that can be processed efficiently. To achieve this, we collect data
on computational complexity, PBS count, and the timing of both compilation and execution
on the server side during the computation of each function. Because the examined functions,
namely mean calculation, variance calculation, and sorting, involve distinct computational
characteristics, a uniform parameter configuration is not appropriate. Instead, based on
initial experimentation, we define specific dataset sizes and value ranges to be tested for
each function. The datasets are randomly generated on the client side for each function.
Table 2 summarizes the initial dataset sizes and ranges used for each implementation.
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Table 2. Size and range pattern for datasets per function.

Function Size Range

Mean Start at 256 and quadruple Start at 16 and double

Variance Start at 4 and double Start at 4 and double

Bitonic Sort Start at 16 and double Start at 8 and double

All experiments are initially executed using the default configuration of Concrete
which sets the global probability error, global_p_error, to 10−5. When compilation or execu-
tion errors occur, additional tests are conducted with adjustments to the probability of error
parameter (p_error) to test whether the computation can be successfully completed, allowing
us to determine the computational limits of the Concrete framework in our environment.

For bitonic sort, several built-in comparison strategies provided by Concrete are also
evaluated to identify the most efficient approach for encrypted sorting. The strategies
tested are

• Chunked
• ONE_TLU_PROMOTED
• THREE_TLU_CASTED
• TWO_TLU_BIGGER_PROMOTED_SMALLER_CASTED
• TWO_TLU_BIGGER_CASTED_SMALLER_PROMOTED
• THREE_TLU_BIGGER_CLIPPED_SMALLER_CASTED
• TWO_TLU_BIGGER_CLIPPED_SMALLER_PROMOTED

Although all strategies are tested, the observed complexity and execution times remain
consistent across configurations. The best performance is achieved without applying any
comparison strategy, suggesting that Concrete’s compiler likely optimizes comparison
operations automatically during compilation. Therefore, these strategies are excluded from
the experiments and results presented in later sections.

4.2. Security Considerations

The proposed system provides a near-complete security model by ensuring data confi-
dentiality in transit, at rest, and in use, the last of which is rarely achieved in conventional
architectures. In contrast to traditional systems that require decryption for computation,
the proposed framework enables direct processing over encrypted data, thereby preserving
data confidentiality throughout its entire lifecycle.

Only the data owner (client) possesses the capability to access or manipulate plaintext
information. The server does not have access to the decryption key and performs all
computations exclusively on ciphertexts. This design preserves end-to-end privacy and
offers strong resistance to data exfiltration, even under server compromise scenarios.

Data is encrypted on the client side prior to transmission, remains encrypted during
computation, and is only decrypted upon return to the client. As a result, data residing
on the server is inherently protected at rest. Furthermore, the data is randomly generated
on the client side and not retained within the application, minimizing residual exposure.
When required, an additional layer of client-side encryption can be employed to further
secure data at rest on the client device.

As revealed in the “Implementation” section, the only information accessible in plain-
text to the server is the data size, which is necessary for the execution of homomorphic
operations. However, this limited visibility may introduce potential side-channel risks, as
adversaries could attempt to infer sensitive information from observable parameters such
as ciphertext size, access frequency, or computation timing. Consequently, future work
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should conduct a detailed analysis of these leakage vectors and implement mitigation strate-
gies, including time padding, operation batching, and randomized noise scheduling, to
obfuscate timing and workload characteristics and further enhance the system’s resilience.

5. Implementation
The statistical functions of mean, variance, and five-point summary are implemented

using Concrete version 2.11. The mean and variance calculations are implemented using the
homomorphic addition and multiplication operations whereas the five-point summary is
derived from the sorted data. Sorting is implemented using bitonic sort, a data-independent
and parallel sorting network well suited for FHE.

To leverage GPU resources and achieve computational speedups, the implementation
of each function was carefully examined for opportunities to apply vectorization. Whenever
appropriate, Python’s (version 3.12) numpy library was utilized to perform vectorized
operations efficiently.

A major challenge in the implementation of the functions, inherent limitations of FHE
and the Concrete framework, is the lack of branching which prevents the use of conditional
statements like if-else, making comparison-based algorithms such as sorting difficult to
implement. In addition, Concrete only supports operations on encrypted integers and
Booleans, without native support for floating-point or decimal arithmetic. This restriction
prevents the direct computation of results for mean and variance, as both require division
operations. In this section, we present the details of the implementations for each function.

5.1. Calculation of Mean

Mean of a dataset [x1, x2, . . . , xn] is calculated by dividing the sum of the data points
with the size of the dataset as shown in Equation (1).

x =
∑n

i=1 xi

n
(1)

However, since Concrete does not allow division on encrypted data, only the sum of
the encrypted data points is calculated in the function. We implemented the calculation of
the sum using numpy’s sum function. The mean is then calculated by dividing the sum by
size after decryption.

5.2. Calculation of Variance

Variance of a dataset is calculated using Equation (2):

V =
∑n

i=1(xi − x)2

n − 1
(2)

This equation is not compatible with FHE calculations since it includes calculation of
mean and therefore involves division. To overcome this limitation, we use Equation (3)
which is derived in [31].

V =
n2∑n

i=1 x2
i − 2n∑n

i=1

(
xi∑n

j=1 xj

)
+ n

(
∑n

j=1 x2
j

)
n2(n − 1)

(3)

With this approach we are able to eliminate mean calculation; however, it was not
possible to remove division altogether. Therefore, we are only calculating the numerator
on the encrypted data. Once the result is returned, it is decrypted and divided by the
denominator. We implemented the calculation of the numerator using numpy’s functions to
compute the sum of squares and sum of products.
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5.3. Bitonic Sort

Bitonic sort is a recursive, divide-and-conquer sorting algorithm that works by splitting
the array into smaller sub arrays and arranging them in a bitonic sequence where the first
half is sorted in ascending order and second half is sorted in descending order. These
sequences are then merged recursively using compare and swap operations until the entire
array is sorted in ascending order. One limitation of bitonic sort is that it only works when
the length of array is a power of 2 since the algorithm works by splitting the array in two
of each recursive step.

In traditional programming, branching allows a program to make decisions based on
a condition. This kind of control flow is not possible in FHE frameworks like Concrete,
because all data values, including the condition, are encrypted. Since the server performing
computations never sees the plaintext, it cannot decide which branch to take based on the
encrypted condition. Instead of data-dependent branching, computations in Concrete must
be expressed using branchless arithmetic operations that are compatible with homomorphic
evaluation. A common approach is to replace conditional logic with an equivalent algebraic
form that yields the same result regardless of the data path taken. We use

c?t : f = f + c · (t − f ) (4)

where the left-hand side is the usual conditional (ternary) operation (i.e., c is the condition,
t is the result if c is true, and f is the result if c is false) and the right-hand side is a mathe-
matical reformulation of it that can be implemented without branching. The equivalence
can be demonstrated as follows:

If c = 0 , then Equation (4) becomes f + 0 · (t − f ) = f + 0 = f
If c = 1 , then Equation (4) becomes f + 1 · (t − f ) = f + t − f = t
We implement the vectorized bitonic sort algorithm given in Figure 2. This imple-

mentation uses XOR-based index pairing (idx ⊕ j), which efficiently computes comparison
pairs for a given stride. It uses vectorization and masking instead of branching to make
operations suitable for single instruction multiple dataset (SIMD) computations which are
desirable for encrypted computations.

 

Figure 2. Implementation of vectorized bitonic sort algorithm.

https://doi.org/10.3390/jcp6010004

https://doi.org/10.3390/jcp6010004


J. Cybersecur. Priv. 2026, 6, 4 11 of 23

5.4. Five-Point Summary

The five-point summary includes min, max, median, upper quantile, and lower
quantile of the data. For a sorted dataset, the task of implementing the five-point summary
is trivial. Once the array is sorted, min and max values are retrieved from the first and last
index, respectively. To calculate the median, we return the middle element of the array if
the length of the array is an odd number. If the length is an even number, we return the
sum of the middle two elements. After decryption, the sum is divided by 2 which results
in the median value. Since upper and lower quantiles are the medians of first and second
half of a given dataset, we split the sorted array into two and calculate the median of these
two halves. Since the five-point summary performance is dominated by sorting, we do not
include the results of five-point summary computations in the Results section.

6. Results
The experiments were conducted on a dedicated AWS EC2 instance of type g5.4xlarge,

equipped with a GPU featuring 24 GB of memory and 16 vCPUs with 64 GB of system
memory. For each function, we recorded the computational complexity, PBS count, and both
compilation and average execution times using predefined data sizes and ranges. Because
the operations involved in calculating the mean, variance, and sorting differ substantially in
their computational characteristics, the experiments could not be performed under a single
unified configuration of dataset sizes and value ranges. Since the execution times remained
consistent except for slightly longer durations during the initial runs, we proceeded with
five runs per case and reported the average of the five runs for execution time.

All functions were executed using the default configuration and error probability set-
tings. When computational limits were reached, compilation or execution errors occurred.
When this happened, the p_error parameter was adjusted, either increased or decreased,
depending on the nature of the error, to determine whether the computation could be
successfully completed.

Further details and results are provided in the subsections devoted to the three com-
putations: mean calculation, variance calculation, and sorting.

6.1. Mean Calculation Results

For the mean calculation, we recorded the results involved in summing the data points
within each dataset. The dataset size began at 256 elements and was quadrupled until
further computation was no longer feasible. This process was repeated for data ranges
from 16 to 8192, increasing in powers of two. The recorded complexity parameters and
average execution times are included in Table A1 of Appendix A. In Figure 3, we present a
chart based on Table A1 comparing the complexity of mean calculation with respect to the
number of data points (represented by n) and their range.

As Figure 3 shows, complexity grows with both size and range. The size of the dataset
has a strong influence: larger datasets (e.g., n = 16,384 or n = 65,536) exhibit dramatically
higher complexity compared to smaller ones, even at relatively low ranges. Range also
affects complexity, but its impact is more moderate and depends on the dataset size. For
smaller datasets (n = 256 or n = 1024), increasing the range of data points produces only
modest increases in complexity. However, for larger datasets, increases in range amplify
complexity substantially, leading to extremely high computational costs for the largest sizes
and ranges.

Overall, the figure highlights that both parameters contribute to computational growth,
but dataset size is the dominant factor, and range becomes a significant multiplier only for
larger datasets. This underscores the challenges of scaling homomorphic computations in
Concrete where large sizes and ranges quickly lead to impractical noise levels.
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Figure 3. Comparison of mean calculation complexity with respect to number of data points (repre-
sented by n) and their range.

The PBS count is also influenced by both the dataset size and value range. According
to Table A1, when the dataset size is quadrupled while keeping the range constant, the
PBS count increases by 2. At the same time, doubling the range for a fixed dataset size
increases the PBS count by 1, which implies an increase of 2 if the range is quadrupled.
This suggests that dataset size and value range have a comparable effect on the PBS count
in mean calculations.

Table 3 extracts from Table A1 the maximum sizes achieved for each range. As
expected, the maximum dataset size the algorithm can handle decreases as the range
increases. The complexity of the PBS counts does not follow a consistent trend except that
PBS counts are all 20 or above. However, the PBS count does not seem to be a limiting
factor as there are cases in Table A1 where higher PBS counts with higher complexity are
executed successfully.

Table 3. Max size for range with computational statistics and performance under default configuration.

Range Max
Size Complexity PBS Count Compile

Time (s)
Average Execution

Time (s)

16 95,579 23,896,005,966 21 0.383268356 14.32484522

32 65,535 7,179,406,060 20 0.304883003 7.153872299

64 32,767 10,589,632,914 21 0.316554308 5.746519852

128 22,808 24,993,405,690 22 0.321526527 9.079599237

256 16,383 21,907,679,046 22 0.323411226 7.729421425

512 8191 11,149,094,968 22 0.319616556 3.997267628

1024 5454 26,129,469,585 23 0.327910423 8.045698881

2048 4095 23,032,783,326 23 0.329586029 7.109924364

4096 2047 11,718,755,783 23 0.320230484 3.8087327

8192 1306 27,132,970,608 24 0.327442884 8.142111588

Compile time remains nearly constant across all configurations, suggesting that com-
pilation overhead is insignificant compared to runtime. This pattern reveals that the
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algorithm’s scalability is not limited by the number of ciphertext computations it performs
but by the cost and frequency of noise management within the encrypted domain.

Adjusting p_error Value for Higher Dataset Sizes

For each of the cases in Table 3, running the mean calculation for the next size for a
range, for example, size 95,579 for range 16, we received the error “RuntimeError: Unfeasible
noise constraint encountered”. To further investigate the limits of Concrete in calculating
the mean, we experimented with adjusting the p-error value which defines the probability
of error per PBS. We chose to adjust the p-error value instead of the global-p-error value
as adjusting the global-p-error value is costly in time as it controls the error globally for
all TLUs in the computation. We tested the limits for data range of 16 for a sample with
respect to p_error values of 10−4, 10−3, 10−2, 10−1. The results are presented in Table 4.
The PBS count is the same for most cases but increases slightly for the highest p_error 10−1.
The complexity is also affected by the p_error value. Higher error probability resulted in
lower complexity except for p_error 10−1, where the complexity increases again. Higher
probability errors are also more likely to produce inaccurate results; however, we did not
encounter this in calculating the mean. Interestingly, the max size is the same for p_error
values of 0.001 and 0.01 even though the complexity was lower in the latter. The size 183,339
seems to be the maximum size of a dataset for which the mean can be homomorphically
calculated with Concrete for value range of 16.

Table 4. Maximum size and complexity for range = 16 with respect to error probability.

Error Probability Range Max Size PBS Complexity

p_error = 0.0001 16 121,940 21 23,456,937,504

p_error = 0.001 16 131,071 21 20,305,011,636

p_error = 0.01 16 131,071 21 10,384,786,251

p_error = 0.1 16 183,339 22 22,341,455,972

6.2. Variance Calculation Results

We ran the variance calculation for sizes of powers of 2 starting with 4 in ranges, and
also powers of 2 starting with 4. As Table 5 presents, we were only able to collect limited
data since calculation of variance involves encrypted multiplications which is an expensive
operation in FHE.

As Table 5 shows, the largest dataset that we could compute the variance for was size
15 and that worked for only range 4. The PBS count and hence the complexity increased
quickly with the size as well as the range as depicted in Figure 4.

The data shows a consistent pattern in how increasing both the input size and range
affect computational feasibility under homomorphic encryption. The most striking obser-
vation is that as the size and range parameters grow, the algorithm quickly approaches
operational limits often failing to find valid parameters, indicating that the encryption
scheme could not identify parameters that both preserve correctness and maintain accept-
able noise levels, or producing GPU memory errors indicating that the ciphertext size, noise
growth, or data transfer overhead has exceeded available hardware limits.
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Table 5. Variance calculation complexity and time.

Size Range Complexity PBS Count Compile Time Average Execution
Time

4 4 4,299,857,481 21 1.107868195 1.671117496

8 4 23,308,133,990 36 0.8316419124603271 3.736647558

15 4 72,560,479,751 60 0.873761892 7.647597313

16 4 No parameter found

4 8 10,981,047,384 21 0.8805906772613525 3.003436232

8 8 78,169,902,456 38 0.9968178272247314 10.68967133

10 8 106,449,587,759 45 0.779513597 12.91270046

11 8 188,040,760,818 49 0.976494789 Cuda error: Illegal
memory access

4 16 28,073,960,772 25 0.6938092708587646 6.758669662

7 16 78,717,880,834 36 0.684275627 12.13266643

8 16 No parameter found

3 32 23,238,689,799 23 0.620201111 6.759883766

4 32 No parameter found
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Figure 4. Complexity of variance calculation with respect to number of data points and range.

6.3. Bitonic Sort Results

We ran the bitonic sort algorithm with sizes of powers of 2 starting with 8 in ranges,
and also powers of 2 starting with 8, initially under the default configuration in Concrete
where the global_p_error is set to 10−5. Unlike in mean and variance calculations, we
encountered inaccurate results in the sorting experiments. Table 6 presents the results with
an additional column for accuracy. The accuracy column lists how many of the results were
correct out of the number of trials. The values with * indicate cases with inaccurate results.

https://doi.org/10.3390/jcp6010004

https://doi.org/10.3390/jcp6010004


J. Cybersecur. Priv. 2026, 6, 4 15 of 23

Table 6. Bitonic sort complexity, time, and accuracy with global_p_error = 10−5.

Size Range Complexity PBS
Count

Compile
Time

Average
Execution Time Accuracy

8 8 27,504,676,248 276 1.545432806 4.256009483 5/5

16 8 92,493,108,320 928 2.656827927 8.252935648 5/5

32 8 279,101,033,280 2800 4.370946646 17.46301532 5/5

64 8 784,726,309,824 7872 7.000333071 28.972509 3/5 *

128 8 2,099,090,326,144 21,056 10.9065938 42.70443654 5/5

8 16 61,450,188,648 476 3.103545189 9.233197117 5/5

16 16 205,550,768,208 1584 5.712829351 17.90685277 5/5

32 16 618,598,805,440 4752 10.14050055 35.73573189 5/5

64 16 1,736,585,123,328 13,312 17.76739216 56.20495691 0/5 *

128 16 4,640,731,220,352 35,520 30.29780746 93.60386758 4/5 *

8 32 130,325,813,028 612 3.822563171 12.52814651 5/5

16 32 432,816,235,776 1920 6.972976923 23.41886883 5/5

32 32 1,298,036,319,504 5584 12.58648491 58.3219048 5/5

64 32 3,637,029,591,936 15,360 22.19227314 90.27019801 5/5

128 32 9,708,271,603,776 40,512 37.52562094 144.6243479 5/5

8 64 381,500,034,576 676 4.30749464 26.01100516 5/5

16 64 1,277,948,173,056 2112 7.906537294 49.08256779 5/5

32 64 3,849,621,275,840 6128 14.51890254 152.7721386 5/5

64 64 10,814,349,854,976 16,832 26.15439725 235.9723663 5/5

128 64 28,914,229,204,224 44,352 44.52407742 396.7738795 5/5

8 128 No Parameters
Found

* inaccurate results.

Bitonic sort scales superlinearly with input size and range in general, but homomor-
phic computations significantly amplify this growth. Figures 5 and 6 depict this growth in
PBS counts and complexity, respectively. Each comparison and swap in the encrypted sort
involve multiple costly arithmetic and conditional operations, making computations far
heavier than in plaintext. For the default configuration, the largest size and range we could
run the algorithm for was size 128 and range 64 which took about 397 s. For ranges beyond
64, we received the “No parameters found” error.

The effect of size and range on the complexity and PBS count show similar patterns.
Figures 7–10 plots complexity and PBS count in logarithmic scale with respect to size and
range against different ranges and sizes, respectively. Both complexity and PBS count
grow rapidly with size and range as expected. Overall, both size and range contribute
multiplicatively to complexity, though size tends to have a slightly larger impact. More
specifically, when size is doubled, both Complexity and PBS count seem to roughly triple
whereas when the range is doubled, they seem to be slightly more than doubled.
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Adjusting p_error for Accuracy

Going back to Table 6, we received inaccurate results for size 64 and range 8; size 64
and range 16, and size 128 and range 16 in default configuration. Due to these inaccuracies,
instead of running the experiments for larger sizes in default configuration, we aimed to
improve accuracy by adjusting the error probability. We ran the experiments with a p_error
value of 10−6. We did not reduce the gloabl_p_error because it significantly increases the
execution time. This time, we collected data for 10 runs to have a higher chance of catching
inaccuracies. Table 7 presents the results for p_error value of 10−6.

Table 7. Bitonic sort complexity, time, and accuracy with p_error = 10−6.

Size Range Complexity PBS
Count

Compile
Time

Average
Execution Time Accuracy

8 8 28,351,755,120 276 1.548710108 4.021364331 10/10

16 8 95,343,115,360 928 2.669410706 8.485045958 10/10

32 8 287,703,876,000 2800 4.386888504 17.73115706 10/10

64 8 808,919,912,640 7872 7.061541557 29.22933569 10/10

128 8 2,163,817,886,720 21,056 10.78945947 43.20748529 10/10

8 16 63,407,424,636 476 3.092162132 9.036746526 10/10

16 16 212,106,673,136 1584 5.701769 17.78675 10/10

32 16 638,345,687,600 4752 10.08961 36.11083 10/10

64 16 1,792,053,445,056 13,312 17.70773 57.19697 0/10 *

128 16 4,789,025,804,224 35,520 29.58639669 95.67634022 10/10

8 32 187,100,497,476 612 3.812018 15.80104 10/10

16 32 624,089,655,936 612 6.950049 29.45877 10/10

32 32 1,875,890,876,880 5584 12.51148 78.05704 10/10

64 32 5,263,073,369,856 15,360 22.41575 120.4886 10/10

128 32 14,060,466,944,064 40,512 37.37013698 191.5487699 10/10

8 64 398,740,711,692 676 4.303957 29.0035 10/10

16 64 1,332,867,849,792 2112 7.997414 57.06828 10/10

32 64 4,010,708,704,400 6128 14.60164 167.5794 10/10

64 64 11,259,763,722,432 16,832 26.54497 260.079 10/10

128 64 30,093,020,680,128 44,352 44.1509831 429.3096475 10/10

8 128 No Parameters
Found

* inaccurate results.

As Tables 6 and 7 confirm, the PBS count does not change with error probability; it is
the same for a given size and range. Complexity rises slightly for smaller error probabilities
as expected, which is highlighted in Figure 11.

The p_error value of 10−6 appeared to improve accuracy overall as Table 7 shows.
However, the case with size 64 and range 16 consistently produced inaccurate results.
Interestingly, every run of this instance yielded the same inaccuracies. We repeated the
experiment multiple times to verify, but the results did not change. We suspect this issue
may stem from an implementation bug in Concrete that arises specifically under the
conditions of size 64 and range 16.
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Figure 11. Comparison of complexity of bitonic sort with respect to error probability.

To further investigate if sorting can be conducted for larger sizes with higher accuracy,
we reduced the p_error by a factor of 10 until we achieved 10/10 accuracy. Table 8 shows
the computational statistics and timing data for size 256 and range 16.

Table 8. Error probability, PBS count, and complexity for size = 256, range = 16.

p_error Size Range PBS Count Complexity Execution Time Accuracy

0. 000001 256 16 91,392 12,336,278,985,472 201.9347824 0/10

0.0000001 256 16 91,392 21,894,056,747,520 300.2686959 9/10

0.00000001 256 16 91,392 22,080,139,858,688 300.4650783 10/10

We were able to achieve 10/10 accuracy for p_error = 10−8. We would like to emphasize
that this does not imply that all results will be correct under this p_error. The table shows, as
expected, PBS count is the same and the complexity increases when we reduce the p_error.
It is also worth noting that the rate of increase in complexity is smaller when the p_error is
reduced from 10−7 to 10−8.

7. Discussion
The primary goal of this study was to assess the feasibility of using the Concrete

framework for performing statistical computations and to explore the practical limits of
dataset size and value range that can be processed efficiently. The results show that the
mean computation, which primarily involves addition operations, supported relatively
larger datasets and broader value ranges. In contrast, the variance computation, dominated
by computationally intensive encrypted multiplications, significantly limited the feasible
dataset size and range. Sorting operations, which depend on homomorphic comparisons
and swaps, also introduced constraints but accommodated somewhat larger datasets than
the variance computation.

Overall, the feasibility of sorting and statistical computations on encrypted data with
the Concrete implementation of TFHE declines rapidly as dataset size and value range
increase, resulting in data limits that are too small for most practical applications. Neverthe-
less, this work reinforces the theoretical promise of Fully Homomorphic Encryption (FHE)
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for statistical analysis and highlights a clear path forward: the development of optimized,
FHE-compatible algorithms. With continued advancements, the practical application of
FHE in real-world analytics is well within reach.

Beyond data size and range restrictions, other limitations such as the inability to divide
encrypted numbers and using only integers pose additional challenges that constrain the
types of statistical algorithms and applications that can be implemented. These issues
become particularly evident when multiple metrics are chained within a computational
pipeline. Because Concrete does not support division, in cases where the metric requires
division, the system may not be able to carry out the computations. For example, median,
being the average of two numbers, will not be accurately computed if the sum of the
two numbers is not even. Hence, the application will not produce reliable results.

One potential approach to improve reliability is to reformulate computations so that
division is deferred until the final stage, allowing it to be performed by the client. This
method was applied in our variance computation, where the calculation of the mean was
postponed. However, while this strategy can sometimes be effective, it is not universally
applicable and may increase the range of intermediate values and the number of required
computations, reducing overall practicality.

Despite these challenges, continued optimization of FHE frameworks, together with
algorithmic refinements, is expected to expand the boundaries of what is computation-
ally feasible under encryption. While Concrete is still limited for large-scale or complex
statistical computations, continued development may allow it to handle a wider range
of analytical tasks more efficiently, bringing the practical application of homomorphic
encryption for statistical analysis closer to reality.

Author Contributions: Conceptualization, Y.K.P.; methodology, Y.K.P. and R.R.; software, R.R.;
validation, Y.K.P. and R.R.; formal analysis, Y.K.P.; resources, Y.K.P. and R.R.; writing—original
draft preparation, Y.K.P. and R.R.; writing—review and editing, Y.K.P. and R.R.; visualization, R.R.;
supervision, Y.K.P.; project administration, Y.K.P. All authors have read and agreed to the published
version of the manuscript.

Funding: This research received no external funding.

Data Availability Statement: The original contributions presented in this study are included in the
article. Further inquiries can be directed to the corresponding author.

Conflicts of Interest: The authors declare no conflicts of interest.

Abbreviations
The following abbreviations are used in this manuscript:

TFHE Fast Fully Homomorphic Encryption over the Torus
FHE Fully Homomorphic Encryption
HE Homomorphic encryption
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GPU Graphics Processing Unit

Appendix A

Table A1. Complexity and time data for mean calculation with global_p_error = 0.00001.

Size Range Complexity PBS Compile Time Average Execution Time

256 16 1,113,961,043 13 0.281036139 0.655717039

1024 16 1,336,725,990 15 0.289981127 0.705028772

4096 16 2,202,276,832 17 0.299862385 1.175520182

16,384 16 4,108,513,032 19 0.305954695 2.640227985

65,536 16 20,727,478,758 21 0.30864954 11.15674825

95,579 16 23,896,005,966 21 0.383268356 14.32484522

256 32 1,201,850,916 14 0.285609722 0.623136091

1024 32 1,730,911,600 16 0.312937975 0.81720767

4096 32 2,717,788,572 18 0.307652712 1.323466444

16,384 32 5,238,209,620 20 0.30668807 2.95935812

65,535 32 7,179,406,060 20 0.304883003 7.153872299

256 64 1,299,486,135 15 0.289070845 0.637721682

1024 64 1,928,622,664 17 0.301167011 0.857152462

4096 64 3,279,103,828 19 0.308574915 1.476102543

16,384 64 7,603,694,658 21 0.309091568 3.622408867

32,767 64 10,589,632,914 21 0.316554308 5.746519852

256 128 1,433,189,232 16 0.293736696 0.68343792

1024 128 2,331,822,528 18 0.300023317 0.964575052

4096 128 4,332,584,140 20 0.309374571 1.783250475

16,384 128 21,907,679,046 22 0.314444542 7.764439631

22,808 128 24,993,405,690 22 0.321526527 9.079599237

256 256 1,840,364,546 17 0.314444542 0.785029554

1024 256 2,868,776,826 19 0.310507059 1.116463137

4096 256 5,519,796,219 21 0.312054157 2.113553667

16,383 256 21,907,679,046 22 0.323411226 7.729421425

256 512 2,056,447,944 18 0.314338207 0.835879993

1024 512 3,457,985,820 20 0.322290897 1.282216167

4096 512 8,075,261,260 22 0.322939396 2.841636515

8191 512 11,149,094,968 22 0.319616556 3.997267628

256 1024 2,465,891,725 19 0.320339203 0.944214153

1024 1024 4,557,438,606 21 0.323120832 1.595302629

4096 1024 23,032,783,326 23 0.327869892 7.104405308
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Table A1. Cont.

Size Range Complexity PBS Compile Time Average Execution Time

5454 1024 26,129,469,585 23 0.327910423 8.045698881

256 2048 3,025,294,660 20 0.325703144 1.109195566

1024 2048 5,803,256,734 22 0.324588537 1.996102905

4095 2048 23,032,783,326 23 0.329586029 7.109924364

256 4096 3,637,497,570 21 0.32682848 1.214597225

1024 4096 8,647,044,465 23 0.329022884 2.81143322

2047 4096 11,718,755,783 23 0.320230484 3.8087327

256 8192 4,783,076,430 22 0.327912569 1.671923494

1024 8192 24,163,416,936 24 0.334160089 7.362909079

1306 8192 27,132,970,608 24 0.327442884 8.142111588
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