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Abstract: Cyber situational awareness systems are increasingly used for creating cyber
common operating pictures for cybersecurity analysis and education. However, these
systems face data occlusion and convolution issues due to the burgeoning complexity,
dimensionality, and heterogeneity of cybersecurity data, which damages cyber situational
awareness of end-users. Moreover, conventional forms of human–computer interactions,
such as mouse and keyboard, increase the mental effort and cognitive load of cybersecurity
practitioners when analyzing cyber situations of large-scale infrastructures. Therefore,
immersive technologies, such as virtual reality, augmented reality, and mixed reality,
are employed in the cybersecurity realm to create intuitive, engaging, and interactive
cyber common operating pictures. Immersive cyber situational awareness (ICSA) systems
provide several unique visualization techniques and interaction features for the perception,
comprehension, and projection of cyber situational awareness. However, there has been
no attempt to comprehensively investigate and classify the existing state of the art in the
use of immersive technologies for cyber situational awareness. Therefore, in this paper,
we have gathered, analyzed, and synthesized the existing body of knowledge on ICSA
systems. In particular, our survey has identified visualization and interaction techniques,
evaluation mechanisms, and different levels of cyber situational awareness (i.e., perception,
comprehension, and projection) for ICSA systems. Consequently, our survey has enabled
us to propose (i) a reference framework for designing and analyzing ICSA systems by
mapping immersive visualization and interaction techniques to the different levels of
ICSA; (ii) future research directions for advancing the state of the art on ICSA systems;
and (iii) an in-depth analysis of the industrial implications of ICSA systems to enhance
cybersecurity operations.

Keywords: virtual reality; augmented reality; mixed reality; extended reality; cybersecurity;
cyber situational awareness; cybersecurity education; cybersecurity training

1. Introduction
With the drastic increase in cybercrime, especially after the outbreak of the COVID-19

pandemic [1], cybersecurity awareness, education, and training have become imperative
for every individual. The pandemic alone contributed to a 400% increase in cybercrime
incidents [2], coinciding with the accelerated digitization of services and global commerce.
For instance, global retail e-commerce sales were valued at USD 5.8 trillion in 2023 [3], are
projected to exceed USD 6.3 trillion in 2024, and are expected to surpass USD 8 trillion
by 2027, creating an expanded attack surface for malicious actors [4]. This rise in online
activity has been matched by a corresponding increase in cyber threats. In 2022, the FBI’s
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Internet Crime Complaint Center reported USD 10.3 billion in losses from cybercrime, up
from USD 6.9 billion in 2021, across 800,944 reported incidents [4]. The 2024 Data Breach
Investigations Report by Verizon Business found ransomware responsible for 23% of all
breaches in 2023, while phishing simulations showed that 20% of users identified malicious
emails, with 11% of those who clicked also reporting the incident [5]. Similarly, the Sophos
State of Ransomware 2024 reported that 59% of organizations faced ransomware attacks in
2023, down slightly from 66% in the preceding two years. Critically, human error remains a
central contributor to security breaches. A growing body of research links many incidents
to a lack of cybersecurity training and user awareness [6]. One analysis found that 99% of
data security incidents reported to the UK Information Commissioner’s Office were caused
by human error, suggesting that such incidents are far more common than currently ac-
knowledged by the cybersecurity community [7]. In response, the field of cyber situational
awareness is gaining increasing attention from researchers, practitioners, and educators, as
it seeks to address the human element of cybersecurity by enhancing individuals’ real-time
understanding of cyber threats and decision-making under uncertainty.

Cyber situational awareness can be considered as an application of Endsley’s situa-
tional awareness reference model [8] in the cybersecurity domain [9]. Cyber situational
awareness refers to the identification, collection, analysis, and evaluation of cybersecurity
data from a given system to make effective decisions for responding to potential cyber
threats [10]. Traditional cyber situational awareness systems provide perception, com-
prehension, and projection of cyber environments to end users through two-dimensional
displays (e.g., 2D screens) with limited interaction capabilities (e.g., mouse, keyboard,
and monitor). These conventional visualization and interaction technologies limit users’
cognition and understanding of cyber situations, which eventually deteriorates cyber situa-
tional awareness. For example, cybersecurity data complexities (e.g., fast, dynamic, and
unpredictable data) and heterogeneity lead to data occlusion and convolution in traditional
cybersecurity visualizations [11], which limits the perception of cyber situations [12,13].
Moreover, users suffer from mental effort and cognitive load when they need to shift
their focus between multiple terminal windows to understand cyber situations and per-
form parallel activities through traditional visualization and interaction techniques of
cyber situational awareness systems [14]. This issue was spotlighted during the surge of
the COVID-19 pandemic when operators needed to monitor pandemic-related data and
respond to cybersecurity alerts simultaneously [15].

To solve the abovementioned problems, immersive technologies based on extended
reality are used to create effective cyber situational awareness for end-users [16–18]. Immer-
sive cyber situational awareness systems refer to software and hardware systems that allow
users to replace or expand their physical environments with virtual objects to create percep-
tion, comprehension, and projection of cybersecurity-relevant information within a system.
ICSA systems provide several features for enhancing the cyber situational awareness of
end-users [19]. While several related paradigms, such as digital twins, gamification, and
the metaverse, share immersive characteristics, ICSA systems in this context are specifically
grounded in extended reality technologies such as virtual, augmented, and mixed reality.
These systems provide a range of features to enhance users’ understanding of complex and
evolving cyber threats. For example, ICSA systems present multidimensional cybersecurity
data through different visualization techniques (e.g., metaphorical shapes, icons, and scat-
terplots) with an ability to arrange its multiple views through natural interaction features
(e.g., gaze, gesture, and controller) in a spatial three-dimensional space around users for
monitoring, analyzing and forecasting cyber situations. Moreover, a single immersive 3D
display presents cybersecurity information in a unified manner, delivering a comprehensive
cyber common operating picture while reducing cognitive load and eliminating the need
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for multiple traditional data views to achieve situational awareness. Furthermore, ICSA
systems provide engagement, entertainment, and enjoyment in cybersecurity education
and training processes [20], which significantly increases cyber situational awareness with
less cognitive load and mental effort. With the adoption of the Industrial Revolution 4.0, ICSA
systems can be employed in a variety of settings, including Security Operation Centers,
operations of Computer Emergency Response Teams, Incident Response Management,
Network Security Operations, and Computer Network Defense, as well as in cybersecurity
education and training.

Given the advantages of ICSA systems over traditional cyber situational awareness
systems, researchers and practitioners have been putting a lot of effort into analyzing,
designing, and evaluating visualization and interaction features of ICSA systems for a
better understanding of cyber situational awareness. Therefore, the body of knowledge
on ICSA systems has continuously been scatteredly expanding. Hence, we decided to
collect, analyze, and synthesize the existing literature for systematizing and classifying
the state of the art on ICSA systems. In this study, we have extracted, analyzed, and
reported the existing literature on ICSA systems. In particular, our survey aims to review
the visualization and interaction techniques, evaluation mechanisms, and levels of cyber
situational awareness achieved for ICSA systems. The ICSA visualization and interaction
techniques are then further analyzed in terms of the perception, comprehension, and
projection phases of cyber situational awareness to propose a framework for designing and
analyzing ICSA systems. Furthermore, this survey identifies future research directions for
researchers and provides industrial insights for practitioners regarding ICSA systems.

Our Contributions In summary, our survey makes the following contributions.

• It provides an overarching analysis of ICSA visualization and interaction techniques
identified in the literature. Each visualization and interaction technique is reported
in the context of perception, comprehension, and projection of ICSA systems. The
visualization and interaction techniques are categorized based on a novel taxon-
omy separately.

• It gives a comprehensive analysis of the situational awareness levels achieved for ICSA
in the literature. For the first time, each level of situational awareness is described in
the context of ICSA. The existing literature is categorized based on the defined levels
of ICSA (i.e., perception, comprehension, projection).

• It presents a high-level investigation of evaluation mechanisms used to validate ICSA
systems. Each evaluation mechanism has been critically examined, focusing on ICSA
usability evaluation, user demographics, performance, and cognition metrics. The
evaluation mechanisms are categorized based on the methodology employed for
validating ICSA systems.

• It presents a combined analysis of ICSA visualization/interaction techniques, evalua-
tion mechanisms, and levels of ICSA. This thorough analysis leads to the development
of a reference framework for designing and evaluating ICSA systems. Additionally, the
analysis suggests future research directions and highlights the industrial implications
of ICSA systems.

Survey Structure: The rest of this survey is organized as follows. Section 2 presents
the research methodology to conduct this survey study. Sections 3–5 report ICSA visual-
ization/interaction techniques, evaluation mechanisms, and levels of ICSA, respectively.
Section 6 proposes the developed framework based on the analysis of our research find-
ings. This section also describes the potential future research directions and industrial
implications for ICSA systems. Lastly, the conclusion of this survey is presented in Section 7.
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2. Research Methodology
This section reports the research methodology used to conduct this survey study. We

extract, analyze, and synthesize the existing state of the art on ICSA systems using the
following five-step research methodology.

2.1. Research Questions

This survey aims to provide an overview of the existing state of the art on ICSA systems.
We designed a set of three research questions (RQs) to review the existing literature on
ICSA systems. Table 1 presents the research questions along with their motivations.

Table 1. Research questions of this survey.

Research Question Motivation

RQ1:What are the visualization and interaction techniques used
by ICSA systems?

To identify visualization techniques and interaction features
used by immersive technologies for cyber situational awareness.

RQ2: What level of cyber situational awareness is facilitated by
immersive technologies in ICSA systems?

To identify perception, comprehension, and projection of cyber
situational awareness in ICSA systems.

RQ3: How are ICSA systems evaluated? To identify evaluation techniques for validating ICSA systems.

2.2. Search Strategy

We devised a comprehensive search strategy for extracting as many relevant stud-
ies as possible from the Scopus search engine. The search strategy is composed of the
following steps.

• Search Method: We first designed an inclusive search string containing the terms related
to our research questions. Then, we ran the search string on Scopus to retrieve the
maximum number of relevant studies on ICSA systems.

• Search Terms: Our search string included all the terms that are relevant to the research
objectives (i.e., RQs) of this survey. Figure 1 shows the developed search string that
is mainly composed of two parts: (i) the first part consisted of different “immersive
technologies”, and (ii) the second part contained the synonyms and relevant terms of
“cybersecurity” and “cyber situational awareness”. It is important to note that the terms
were searched in the title, keywords, and abstract of the papers available at Scopus to
identify and extract the relevant literature on ICSA systems.

• Data Sources: Similar to [21], we used the Scopus search engine only to identify the
relevant literature on ICSA systems for this survey. This is mainly because of the obser-
vations reported in [22–25], which justify that Scopus indexes a large amount of peer-
reviewed papers and journals indexed by many other digital databases such as IEEE
Xplore, ACM Digital Library, Science Direct, SpringerLink, and Wiley Online Library.

Figure 1. Search string for this survey with an asterisk (*) wildcard to capture word variants.

2.3. Inclusion and Exclusion Criteria

We devised inclusion and exclusion criteria to select the most relevant studies on ICSA
systems for this survey. We included the peer-reviewed papers that can answer our defined
research questions. Moreover, we included the study that is written in the English language
only, irrespective of its publication date. All other types of literature, such as workshop
articles, editorials, keynotes, tutorial summaries, panel discussions, books, and reviews,
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are out of the scope of this survey. Table 2 presents the inclusion and exclusion criteria of
this survey. The criterion was applied in the study selection process to retrieve the most
pertinent papers, as described in the next phase.

Table 2. Inclusion and exclusion criteria for this survey.

Inclusion Criteria

I1: A study that is related to the use of immersive technologies for cybersecurity purposes

I2: A study is selected irrespective of its publication date

Exclusion Criteria

E1: A study that is written in a language other than English

E2: Books, workshop articles and non-peer-reviewed papers

E3: Full text is not accessible

2.4. Study Selection

We identified, selected, and extracted the existing state-of-the-art ICSA systems
through a six-step process. The phases of the study selection process are briefly described
as follows.

• Automatic Search: We ran our search string on the Scopus search engine to identify
existing literature on ICSA systems. As a result, we retrieved 3536 potential studies.

• Title-Based Selection: We analyzed the title of the 3536 studies. If a paper title was
relevant to the research questions of this survey, we included that paper. In case we
were not sure about the relevance of a paper, that paper was transferred to the next
phase. At the end of this phase, we had 327 papers.

• Duplication Removal: As we only consulted one database (i.e., Scopus) to retrieve the
existing literature, no duplicate study was found during our study selection process.

• Abstract-Based Selection: We thoroughly read the abstracts and conclusions of the
remaining 327 studies to check their relevance to our research questions. Here, we
also applied the inclusion and exclusion criteria (Table 2) to the abstracts of papers.
Consequently, this phase reduced the pool of papers from 327 to 139.

• Full-Text-Based Selection: We read the full text of 139 studies, and applied the inclusion
and exclusion criteria on them. As a result, we obtained 36 relevant studies.

• Snowballing: We performed forward and backward snowballing [26] on the 36 studies
to identify more literature on ICSA systems. This gave us 7 potentially relevant studies
that were then passed through our inclusion and exclusion criteria. Consequently, we
finalized 43 relevant studies for this survey.

2.5. Data Extraction and Synthesis

In this section, we report the data extraction and synthesis process of this survey. First,
we extracted the data relevant to our research questions from the finalized 43 studies. Then,
we analyzed and synthesized the extracted data to answer the research questions of this
survey. The details of each process are as follows.

2.5.1. Data Extraction

We formulated a list of data items according to our research questions for extracting
relevant details from the retrieved studies. Table 3 presents the data extraction form
containing the list of data items prepared for this survey. The data items D1 to D8 present
demographic details of the extracted literature. For example, title (D1), author(s) (D2), and
publication type (D5) of papers represent the demographic data of the existing literature.
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Similarly, the data items D9 to D12 correspond to our research questions. For example,
the details of visualization techniques and interaction features were collected against data
items D9 and D10, respectively, to answer RQ1. We papered a Microsoft Excel spreadsheet
to save the extracted information against each data item for further analysis.

Table 3. Data extraction form of this survey.

ID Data Item Description Research Questions

D1 Title The title of the paper Demographic data

D2 Author(s) The author(s) of the paper Demographic data

D3 Venue The publication venue Demographic data

D4 Year The year of the publication Demographic data

D5 Publication type The type of publication (e.g., journal paper,
conference paper) Demographic data

D6 Area of focus The focus of the paper in ICSA domain Demographic data

D7 Target user(s) The intended user(s) (e.g., security analyst) Demographic data

D8 Software and hardware tools The software/hardware tools used for
ICSA systems Demographic data

D9 Visualization techniques The visualization techniques for ICSA systems RQ1

D10 Interaction techniques The interaction techniques for ICSA systems RQ1

D11 Cyber situational awareness level The level of cyber situational awareness achieved
for ICSA systems RQ2

D12 Evaluation mechanisms The evaluation mechanisms used to validate
ICSA systems RQ3

D13 Future work The reported future work Discussion

2.5.2. Data Synthesis

We used descriptive statistics to analyze the demographic attributes (i.e., D1 to D8),
while the other data items (i.e., D9 to D13) were analyzed by using thematic analysis [27].
The thematic analysis methodology identifies themes in the extracted data, interprets the
themes, and draws conclusions. As per the thematic analysis guidelines reported by Braun
and Clarke [27], we followed the five-step approach to perform thematic analysis on the
data items D9 to D13.

• Familiarizing with Data: We obtained an initial understanding of the extracted visualiza-
tion techniques (D9), interaction features (D10), levels of cyber situational awareness
(D11), and evaluation mechanisms (D12) for ICSA systems.

• Generating Initial Codes: We developed a rudimentary list of similar visualization
techniques, interaction features, cyber situational awareness levels, and evaluation
mechanisms for ICSA systems. In some cases, we re-examined the retrieved studies to
verify the developed list.

• Searching for Themes: We categorized the initial codes for each data item into potential
themes. For example, visualization techniques based on icons are combined under the
theme of “Iconic Displays”.

• Reviewing and Refining Themes: We analyzed the identified themes against each other to
detect similar and irrelevant themes. For example, spatial visualizations and geometric
visualizations were merged with each other due to their same characteristics.

• Defining and Naming Themes: A clear and concise name was defined for each theme.
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3. Visualization and Interaction Techniques
This section addresses RQ1: What are the visualization and interaction techniques used by

ICSA systems? It examines the specific visualization techniques and interaction features
employed by immersive technologies to enhance cyber situational awareness. Section 3.1
discusses the visualization techniques, while Section 3.2 outlines the interaction features
used in ICSA systems.

3.1. Visualization Techniques for ICSA

Immersive technologies provide several unique features for complex and multidi-
mensional cybersecurity data visualization to enhance the understanding of end-users.
For example, these features include spatial immersion, situated analytics, embodied data
exploration, collaboration, multisensory presentation, and engagement for complex data
presentation and analysis [28]. This enhances the perception, comprehension, and pro-
jection of cyber situational awareness for end-users. To answer RQ1, we identified 11
distinguishable visualization techniques of immersive technologies from the existing lit-
erature used for creating cyber situational awareness. Table 4 presents the identified
visualization techniques along with their corresponding literature. In the following, we
report the details of each visualization technique for ICSA.

Table 4. Identified immersive visualization techniques and their sources.

Visualization Techniques Papers

Geographical Displays [11,12,29,30]

Metaphorical Displays [31]

Node-Link Graphs [29,32–35]

Scatterplots [36]

Three-Dimensional Bar Charts [37]

Volume [11,14,15,20,29,31–33,38–45]

Icons/Symbols/Glyphs [12,29,41,42,45–47]

Animation/Video Displays [11,46,47]

360◦ Pictures [45,48]

Two-Dimensional Displays [14,15,29,32,33,38–40,47]

List/Table/Text Displays [11,12,31,33,38–40,45–47]

Geographical Displays: ICSA systems use geographical displays to represent cy-
bersecurity data for creating cyber situational awareness. Geographical displays refer to
the visualizations that present cybersecurity data with their geographical locations (e.g.,
position coordinates of longitude and latitude). The spatial information helps end-users
(e.g., cybersecurity experts, trainees, and analysts) to understand a cyber situation, which
facilitates their decision-making and execution of action plans accordingly. For instance, an
immersive 3D Network Visualizer application, developed by Beitzel et al. [29], displays
networks’ topology with their geographic coordinates. In each network topology, network
nodes and edges are overlaid onto a real-world globe based on their geographical locations,
as presented by Figure 2. It can also be seen that cybersecurity alerts/flags are placed on
corresponding nodes and edges, which facilitates end-users in monitoring and detecting
cybersecurity anomalies in large-scale networks.
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Figure 2. Geographical display [29].

Metaphorical Displays: Cybersecurity visualizations leverage metaphors to represent
cyber situations in a comprehensible manner. Metaphorical displays provide clarity and
context of cyber situations without any data occlusion. For example, Delcombel et al. [31]
developed a helix structure to display arranged, organized, and systematized cybersecurity
data. The 3D helical representation, presented by Figure 3, helps users in monitoring and
detecting periodic signals of cyberattacks. A user is placed inside the helix, surrounded
by cybersecurity data, to obtain insights into cyber situations with proper context and
less obstruction.

Figure 3. Metaphorical display [31].

Node-Link Graphs: Large-scaled network topologies are presented by node-link
graphs to identify and understand how nodes (e.g., entities) are connected with each other.
This provides an overview of network topologies, where nodes and their links are drawn
as points and lines, respectively. For instance, the 3D Cyber COP prototype, developed by
Kabil et al. [32], presents a holistic view of network topologies through node-link graphs
for cybersecurity coordinators, which provides them with an understanding of network
security state. Similarly, the 3D Network Visualizer application [29] contracts node-link
graphs for showing network assets and their relationships with each other. Figure 4
shows the node-link graphs developed by the 3D Network Visualizer application for cyber
situational awareness.
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Figure 4. Node-linkgraph [29].

Scatterplots: Cybersecurity data need to be correlated with different cybersecurity
parameters for a better understanding of cyber situations. For this purpose, immersive
three-dimensional scatterplots are used to display relationships among cybersecurity data.
Moreover, additional cybersecurity information can be visualized through different colors,
shapes, and sizes of objects in scatterplots. An interesting example of immersive scatterplots
is reported in [36], where different sets of network traffic data are displayed through
scatterplots for different networks (Figure 5). The color, shape, and size of data objects
present different cybersecurity parameters (e.g., anomalous and normal traffic data) for
better perception and analysis of cyber situations.

Figure 5. Scatterplot [36].

Three-Dimensional Bar Charts: Three-dimensional bar charts refer to the representa-
tion of information with rectangular bars of different widths, heights, and colors presenting
the corresponding cybersecurity data in an immersive three-dimensional space. These
charts are mostly used to perform a comparative analysis of multidimensional data in the
cybersecurity realm. For instance, Beitzel et al. [37] developed a prototype application,
called MINER, to perform a network anomaly analysis with 3D bar charts (Figure 6). The
unique design of these 3D bar charts allows for a more intuitive and time-efficient identifi-
cation of irregularities within network data. By presenting the information in this visually
accessible manner, MINER enhances the cyber situational awareness of its end-users.
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Figure 6. Three-dimensional bar chart [37].

Volume: Volume refers to the 3D object representations of cybersecurity data, en-
compassing assets, cyberattacks, and countermeasures, to aid end-users in understanding
and managing cyber situations. For example, Figure 7 presents the cartoonish 3D mod-
els and virtual shields that are used to show cybersecurity threats and countermeasures,
respectively, in an AR-based serious game reported in [42]. Similarly, 3D round-shaped
objects (e.g., spheres) of red and green colors to indicate faulty and normal equipment,
respectively, are used in debug UIs developed to detect anomalies in high-performance
computing environments [11]. The literature reporting the use of volume in ICSA systems is
presented in Table 4.

Figure 7. Volume rendering [42].

Icons/Symbols/Glyphs: ICSA systems use icons, symbols, or glyphs to represent
cybersecurity data for better perception and comprehension by end-users. Our survey
shows that this immersive visualization technique is extensively used in ICSA systems
for cyber situational awareness (Table 4). For instance, an AR-based application, reported
in [46], uses icons to indicate objects for navigating into the application, such as the trash-bin
icon for delete and the open icon for open operation, as presented by Figure 8. Moreover,
other different icons, such as email and trashcan icons, are used to open and delete an email.
Similarly, the 3D Network Visualizer applications use icons to show a variety of network
components, including switches, computers, and routers [29]. The use of icons, symbols, or
glyphs increases the understanding and perception of cyber situations by end-users.
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Figure 8. Icons [46].

Animation/Video Displays: ICSA systems use animations and videos to display
cybersecurity information (e.g., impacts of cyberattacks, and countermeasures’ imple-
mentation process) for enhancing cyber situational awareness of end-users. For example,
Sukhija et al. [11] presented a concept of animation in their developed AR-based framework
for fixing anomalies in large-scale infrastructures. For instance, animations include instruc-
tions to fix an anomaly to enhance cybersecurity. Similarly, the application on phishing
education [49], developed by Chiou et al. [46], uses animations to demonstrate the impacts
(e.g., the disappearance of applications, photos, or emails) of phishing attacks. This sort of
information enables end-users to predict cyber situations caused by their actions.

360◦ Pictures: Immersive visualizations employ 360◦ pictures to disseminate cyber
situational awareness to end-users. 360◦ pictures present an overall and comprehensive
view of cyber situations, which enhances the cyber situational awareness of end-users. A
potential use of 360◦ pictures is highlighted in [48], in which 360◦ pictures are used to detect
cybersecurity vulnerabilities in a given system. The identification of cybersecurity vulnera-
bilities indicates the severity of a cyber situation [13]. It also leads to the identification of
potential countermeasures for eradicating the detected vulnerabilities.

Two-Dimensional Displays: ICSA systems use two-dimensional displays for cyberse-
curity 2D data visualization in a 3D spatial space around end-users. For example, focusing
on a single display of information, Korkiakoski et al. [15] developed an AR application
that shows cybersecurity data (e.g., threats and severity levels) through a virtual 2D event
information panel along with physical monitors that show operational information, as pre-
sented by Figure 9. Similarly, the node-link graphs, presented in [29], display network data
(i.e., command terminal windows and Wireshark displays) through 2D displays in an im-
mersive 3D space. Two-dimensional displays are usually integrated with 3D visualization
techniques in ICSA systems to enhance the cyber situational awareness of end-users.

List/Table/Text Displays: ICSA systems need to display cybersecurity information
through long-text, list, or tabular format. Therefore, immersive technologies employ lists,
tables, or text summaries to represent cybersecurity information for enhancing the cyber
situational awareness of end-users. For example, the VR system developed in [39] provides
textual instructions for entering, navigating, and inspecting a virtual data center through
a virtual tablet. Moreover, operational and security protocols are provided to end-users
through the tablet for detecting and fixing an anomaly in the data center. Similarly, an
AR-based cybersecurity awareness game [45] provides textual instructions to end-users
regarding how to play the game (Figure 10); also, it gives an explanation behind each step
taken by users in a textual format to raise their cybersecurity awareness.
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Figure 9. Two-dimensional display [15].

Figure 10. Text display [45].

Comparative Analysis of Visualization Techniques for ICSA: To address the depth
of analysis, we critically compare the identified visualization techniques based on their
effectiveness, limitations, and contextual relevance in ICSA systems. Geographical dis-
plays and node-link graphs are effective for representing distributed infrastructures and
visualizing relationships within large-scale networks. They support spatial reasoning and
structural understanding but can become visually dense in complex or highly dynamic
environments. Metaphorical displays, such as 3D helices, provide intuitive and engaging
representations for temporal or sequential data, enhancing pattern recognition. However,
their abstract nature may require a learning curve and can limit immediate interpretability.
Scatterplots and 3D bar charts support precise, multidimensional analysis and are well
suited for anomaly detection and performance comparison. These methods, while ana-
lytically powerful, can become cognitively demanding as data volume increases. Icons,
symbols, and glyphs are frequently used for intuitive labeling and quick recognition, es-
pecially in user-friendly or educational settings, though they may oversimplify nuanced
data. Animations and video displays are highly effective for illustrating causal effects,
user actions, and attack consequences, making them suitable for training and awareness.
Yet, they often lack interactivity and analytical flexibility. Volumetric displays and 360°
environments provide a strong sense of immersion and are useful in exploratory tasks
or narrative-driven simulations but may offer limited value for real-time monitoring or
detail-oriented analysis. Two-dimensional panels and textual displays, though less immer-
sive, support detailed information delivery and are often used in conjunction with other
techniques to provide explanations or procedural guidance. Overall, the optimal use of
these techniques depends on the user’s role (e.g., analyst and trainee), task complexity, and
the desired balance between engagement, clarity, and analytical depth. Hybrid approaches
that combine complementary visualization methods can offer more robust support for
cyber situational awareness across varying operational contexts.
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3.2. Interaction Techniques for ICSA

An interaction technique refers to an approach to interact with immersive visualiza-
tions for creating and maintaining cyber situational awareness for a given system. We
have identified nine interaction techniques for ICSA systems through the existing literature.
Table 5 presents the identified interaction techniques with their corresponding literature. In
the following, we describe each interaction technique of ICSA systems for creating cyber
situational awareness.

Table 5. Identified immersive interaction techniques and their sources.

Interaction Techniques Papers

Select [11,12,20,29–33,36–40,42,45–47,50–52]

Navigate [11,20,29–33,38–40,46,47,50]

Details on Demand [11,12,20,29–33,37–40,45–47,53,54]

Arrange/Change [29–33,36,37,39,40,46]

Filter [29,31,32]

Extract/Share [32,50]

Aggregate/Relate [31,32,36,37]

Annotate [31,32]

Record [33]

Select: Users engage with ICSA systems by selecting objects or options to carry
out tasks such as organizing and interacting with cybersecurity data, thereby enhancing
their cyber situational awareness. Immersive technologies provide several ways for the
selection task in ICSA systems. This includes touch selection [12], gaze selection [37],
point selection [20], gesture selection [29], controller selection [39], and custom marker
selection [42]. These natural interactions make the selection task easier for end-users
than the traditional mouse and keyboard selection, in which investigation of large-scale
networks becomes cumbersome when users try to reach a specific node [50].

Navigate: Navigation refers to the interactions that help users move in ICSA systems to
gain cybersecurity awareness. Most immersive technologies employ head tracking to enable
their users to navigate ICSA systems with physical movements [20]. Head tracking provides
a natural experience of moving around 3D virtual elements for obtaining a comprehensive
perception and comprehension of cyber situational awareness [50]. Similarly, immersive
technologies use selection techniques with virtual objects, allowing users to navigate
ICSA systems. For example, users point and click on 3D arrows to navigate around a VR
environment presented in [39]. Another navigation technique is zooming, which provides
users with zoom-in and zoom-out capabilities for navigating ICSA environments.

Details on Demand: Users of ICSA systems need the necessary details of cybersecurity
data for understanding, analyzing, and forecasting cyber situations. Therefore, immersive
technologies offer details on demand capability in ICSA systems to display detailed informa-
tion about cybersecurity data, when required by end-users. For instance, the 3D Network
Visualizer application shows the detailed network traffic, through command terminal win-
dows and Wireshark displays, on top of nodes in a node-link graph to diagnose a network
cyber situation [29].

Arrange/Change: Organization of cybersecurity data provides insights of cyber situa-
tions to end-users. Therefore, ICSA systems enable users to arrange and change cybersecu-
rity data, statistics, and views in a comprehensible manner so that they can perceive cyber
situations with minimum cognitive load. This includes information highlighting, changing
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attribute mapping, and changing representations (i.e., customization) of cybersecurity
visualizations, which enhances users’ cyber situational awareness. For example, users can
change angles between radial data and helix of the helical visualization, proposed in [31],
to visualize cybersecurity data with clarity.

Filters: Filters enable users to define inclusion and exclusion criteria within cybersecu-
rity visualizations, allowing them to concentrate on the most relevant data and enhance
their cyber situational awareness. For instance, the Network Feed application, proposed
in [29], allows users to filter network traffic types (e.g., UDP, ICMP, and TCP) to obtain
specific insights into cyber situations.

Extract/Share: ICSA systems allow users to extract and share cybersecurity reports, sta-
tus, and visualizations with each other for creating collaborative environments to estimate
cyber situational awareness. Moreover, the collaborative assessment of cyber situational
awareness facilitates the identification, selection, and preparation of an optimal action plan
for achieving desired cyber situations. For instance, the 3D Cyber COP prototype, devel-
oped by Kabil et al. [32], shares different cybersecurity data visualizations with operators
according to their roles (e.g., analyst, coordinator, and client). It also provides cybersecurity
report extraction capability to coordinators at any given instance to perform collaborative
analysis for estimating cyber situations in real time.

Aggregate/Relate: ICSA systems enable users to aggregate cybersecurity data to
make sense of what is going on in cyberspace. Recalling the example of the 3D Cyber
COP prototype, cybersecurity experts combine raw data to create potential cyber incident
scenarios [32]. This helps users predict possible cyber situations and prepare possible action
plans accordingly.

Annotate: Annotation refers to the addition of graphical or textual information on
cybersecurity visualizations for a better understanding of cyber situational awareness.
The metaphorical display of cybersecurity information allows users to add additional
information on a given space beyond the helix [31]. Similarly, the 3D Cyber COP application
enables cybersecurity analysts to share their analysis with each other by adding visual cues
on cyber assets [32]. In this way, all the stakeholders involved in cybersecurity operations
can obtain the same picture of cyberspace, which facilitates the execution of cybersecurity
operations in a collaborative manner.

Record: ICSA systems allow users to save their interaction logs and cybersecurity
data trends for estimating the cyber situations of a given system. Historical data help users
in detecting anomalies and predicting cyber situations. For example, the 3D Cyber COP
application shows a system’s parameter details (e.g., status, trend, and history) through a
two-dimensional graph on a virtual 2D screen to help analysts in assessing cyber situational
awareness [33].

Comparative Analysis of Interaction Techniques for ICSA: To strengthen the depth of
analysis, we compare the identified interaction techniques in ICSA systems by evaluating
their effectiveness, limitations, and application contexts. Selection techniques, such as
gesture-, gaze-, touch-, and controller-based inputs, are foundational and vary in precision
and ease of use. Gesture and gaze offer natural and immersive control, well suited for
hands-free environments, but may lack accuracy in dense data scenes. Touch and controller-
based methods provide higher precision, making them more suitable for tasks requiring
detailed manipulation. Navigation through head tracking and point-and-click movement
enhances spatial orientation and immersion, but may lead to fatigue or disorientation
during prolonged use. Zoom-based navigation supports focus on specific elements but
can interrupt global situational awareness if not smoothly integrated. Details-on-demand
interactions enable users to access supplementary data when needed, supporting analysis
without overwhelming the visual interface. However, excessive layering can increase visual
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complexity. Arrange/change and filter techniques empower users to tailor data views,
reduce cognitive load, and focus on relevant threats, especially beneficial in high-volume
or mission-critical environments. Extract/share, aggregate/relate, and annotate promote
collaboration and shared understanding across teams, though their effectiveness relies
on intuitive design and role-based coordination. Lastly, recording supports retrospective
analysis and anomaly detection, adding long-term value to situational awareness efforts.

In summary, each interaction technique presents trade-offs between intuitiveness, accu-
racy, effort, and collaboration. The most effective ICSA systems adopt a hybrid interaction
design that aligns techniques with user roles (e.g., analysts, coordinators) and operational
needs, thereby enhancing usability and the overall quality of cyber situational awareness.

4. Levels of Immersive Cyber Situational Awareness
This section answers RQ2: What level of cyber situational awareness is facilitated by

immersive technologies in ICSA systems? Given the wide acceptance of Endsley’s situational
awareness model [8] in several domains (e.g., paramedicine [55], military realm [56], and
cybersecurity [57]), we leveraged Endsley’s situational awareness model for assessing
cyber situational awareness in immersive environments. Accordingly, we have defined and
identified the three levels (i.e., perception, comprehension, and projection) of situational
awareness for ICSA through the existing literature. Table 6 presents the ICSA levels with
their corresponding literature. In the following, we describe the definition and details for
each ICSA level.

Table 6. Identified levels of ICSA from existing literature.

Levels of ICSA Papers

Perception [11,12,14,15,20,30–33,36,37,39–47,51,53,58–62]

Comprehension [29,31–34,37,38,46,54,63–65]

Projection [11,35,38,46]

4.1. Perception

Perception is the fundamental phase of SA, which enables users to answer the question
what is happening in cyber environments? For immersive environments, perception refers
to the monitoring, detection, and recognition of cybersecurity data (e.g., attack vectors,
vulnerabilities, and countermeasures) that provide users with a holistic picture of cyber
situations. Immersive visualization and interaction techniques help users create and
maintain their perception of cyber situational awareness in ICSA systems. For instance,
the immersive display, proposed in [15], shows an overview of ongoing cyber threats with
their severity levels for COVID-19 information systems, which provides security experts
with an overall perception of cyber situations. Similarly, the VR-based cybersecurity game,
developed by Jin et al. [41], uses icons for cyberattacks and defenses to help users recognize
cybersecurity elements, which enhances the perception of end-users for cyber situational
awareness. Table 6 presents the reviewed studies that address the perception level of cyber
situational awareness for ICSA systems.

4.2. Comprehension

Though the perception level of situational awareness provides a basic understanding
of cyber situations, comprehension conveys extensive knowledge about cyberspace to
end-users. The comprehension level of situational awareness enables users to answer the
questions “Why is it happening?” and “What is its meaning?” ICSA systems enable users to
explore, analyze, and investigate cyber situations through interactive visualizations. For



J. Cybersecur. Priv. 2025, 5, 33 16 of 26

example, the 3D Cyber COP model allows non-experts to distinguish between malicious
alerts and false positives through different visualization and interaction techniques [33].
Similarly, Beitzel et al. [37] presents interactive bar charts for comparative analysis to detect
anomalies in network traffic. The comprehension level of ICSA covers data analysis tasks
that include, but are not limited to, data clustering, anomaly detection, pattern analysis,
visual search, comparative analysis, and data enrichment. Table 6 presents the literature
that reports the use of immersive technologies to enhance cyber situational awareness.

4.3. Projection

Projection refers to the ability to anticipate future cyber states, helping users answer
critical questions such as “What will happen next?” and “What can I do?” Immersive tech-
nologies offer promising avenues to support this level by reducing cognitive load and
enabling more intuitive mental simulation of evolving threats. For example, the AR-based
cybersecurity education application developed by Chiou et al. [46] visualizes the impact
of phishing attacks through animations (e.g., disappearance of emails or applications)
when incorrect decisions are made. Such feedback mechanisms help users internalize
cause–effect relationships and anticipate the consequences of similar actions in real-world
settings. However, compared with the perception and comprehension levels, the projection
level remains underexplored in the literature. As summarized in Table 6, only a few studies
have attempted to address this cognitive layer using immersive approaches. This gap
largely stems from the inherent complexity of modeling predictive scenarios, the need for
contextual reasoning, and the challenge of visualizing hypothetical outcomes in a man-
ner that remains usable and comprehensible. Additionally, most existing systems lack
integration with real-time threat intelligence or dynamic simulation capabilities, which
are essential for forward-looking decision support. Addressing this limitation requires
future ICSA systems to incorporate mechanisms such as predictive overlays, temporal data
visualizations, or simulation-driven digital twins, which could enhance the system’s ability
to support proactive cybersecurity planning and threat mitigation.

5. Evaluation Mechanisms for ICSA Systems
This section answers RQ3: How are ICSA systems evaluated? From the reviewed studies,

we identified that researchers have employed various user-experience research methods to
assess ICSA systems. These methods include questionnaires, surveys, situational awareness
evaluation techniques, and usability evaluation mechanisms.

User-oriented studies have provided comprehensive insights into several key aspects.
They report on users’ demographics, including factors such as gender and ethnicity, which
help in understanding the diversity of participants involved in the studies. Performance
metrics such as threat response time and task completion time are also analyzed, offering
quantitative measures of user efficiency and effectiveness when interacting with ICSA
systems. Additionally, cognition parameters such as distraction levels and memory reten-
tion are evaluated, providing valuable data on the cognitive impact of using immersive
technologies for cyber situational awareness.

The findings from these studies consistently indicate that ICSA systems significantly
enhance users’ performance and cognitive capabilities. By improving threat detection
and response times and reducing cognitive load, ICSA systems enable users to manage
cybersecurity tasks more effectively. Table 7 provides a detailed summary of the evaluation
mechanisms employed in the existing literature. While we reference all the evaluation
mechanisms used, due to space constraints, we have not included every individual study.
However, the evaluation methods mentioned are representative of those commonly cited
across multiple studies. The table includes the demographics of the users involved, the
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specific performance and cognition metrics assessed, and the overall results. Consistent
findings across studies confirm that immersive technologies improve user performance
and cognition.

Table 7. Evaluation mechanisms for ICSA systems.

Paper Evaluation
Mechanism Users’ Demographics Performance Metrics Cognition Metrics Results

Mattina et al. [12] Questionnaire User time-on-task;
User fact recall

Users’ performance is
improved

Korkiakoski
et al. [15]

SART Questionnaire;
Analysis of variance
with p-value Test

6 participants; 3 males
and 3 females No. of completed tasks

Understanding of
situational awareness
depends on gender

Alqahtani et al. [38] Questionnaire with
five-point Likert scale

91 participants; 59%
male and 41% female;
Age between 18 and 65

AR-based game
increases cyber
situational awareness

Beitzel et al. [14]

Capture the flag
exercise; Post-task
survey; NASA TLX
Assessment

7 participants; 7 male;
Age is between
34 and 60; Ethnicity:
Caucasian

Total elapsed time;
Average response time;
Countermeasure
failure rate; Success
EOIs; Failed EOIs

Mental demand;
Physical demand;
Temporal demand;
Frustration

AR improves both
performance and
cognition of users

Seo et al. [39] Questionnaire 25 participants Memory test

Interactive immersion
in VR is beneficial for
long-term
memorization of cyber
situational awareness

Chu et al. [40] Questionnaire;
Interview

6 participants with no
cybersecurity
knowledge

Memory test

Cyber situational
awareness training
through VR is more
engaging than video
training.

Jin et al. [41]

Questionnaire with
5-point Likert scale;
Analysis of variance
with p-value Test

181 participants;
123 male and
58 female

Immersive
game-based learning
for cyber situational
awareness is more
effective for males
than females

Kabil et al. [33]

SUS usability
questionnaire;
Analysis of variance
with p-value Test;
Cybersickness
questionnaire

30 participants with no
cybersecurity
knowledge

Physiological disorder
Users had good
performance with no
discomfort

Salazar et al. [42] Questionnaire with
5-point Likert scale

208 participants; Age
between 14 and 19

Knowledge
acquisition;
Vulnerability detection;
Defense preparation

Confidence in
technology

AR-based games
improve both
performance and
cognition

Rana et al. [48]
Post-task quiz and
survey with statistical
analysis (t-test)

100 participants with
cybersecurity
knowledge

VR cybersecurity
training is more
effective than
video-based methods

Delcombel et al. [31] SUS usability
questionnaire

8 participants; 3 male
and 5 female; Age:
23 to 30

Task completion time;
Task accuracy

Users’ task
performance is
enhanced in
immersive
environments

Kaleem et al. [47]

Pre- and post-task
survey with 5-point
Likert scale and
statistical analysis

20 participants
AR has a positive
impact on
cybersecurity learning

Kasurinen et al. [44] Pre- and post-task
survey

task completion time;
No. of unforced errors

VR learning
environments is
beneficial for
understanding cyber
situational awareness

Puttawong et al. [20] Pre- and post-task
survey

Participants have
cybersecurity
knowledge

VR environments are
productive for
cybersecurity
education

Kommera et al. [61]
Pre- and post-task
survey; Satisfaction
survey

AR provides insights
in cybersecurity
forensic education
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A comparative synthesis of evaluation mechanisms used across ICSA systems reveals
significant variation in methodology, metrics, and study scope (Table 7). The majority
of studies employed questionnaire-based assessments, including Likert scales, usability
instruments such as the SUS, and cognitive load measures like NASA-TLX and SART. These
were often supplemented by objective performance metrics, such as task completion time,
accuracy, response rates, and fact recall. A smaller subset incorporated statistical validation
techniques, including ANOVA and t-tests, to establish the significance of observed differ-
ences. Consistent across studies is the finding that immersive technologies, particularly AR
and VR, enhance user engagement, comprehension, and task performance. For instance,
Beitzel et al. [14] and Salazar et al. [42] demonstrated improved cognitive processing and
decision-making efficiency through AR-based interfaces. Similarly, enhanced memory
retention and long-term learning outcomes were observed in immersive training environ-
ments (e.g., Seo et al. [39], Rana et al. [48]). However, the influence of user demographics,
such as prior experience or gender, was evident in certain studies (e.g., Jin et al. [41], Chu
et al. [40]), suggesting that personalization and adaptive interaction may be necessary for
broader effectiveness.

Despite generally positive outcomes, current evaluations often lack methodological
consistency and longitudinal scope. Few studies perform comparative analysis across
multiple interaction or visualization techniques, and collaborative functionalities, critical
in operational cybersecurity settings, are rarely assessed empirically. These observations
underscore the need for more standardized, multidimensional evaluation frameworks that
incorporate cognitive, performance, and usability metrics across diverse user groups and
usage contexts in future ICSA research.

6. Discussion
This section reports an analysis of our research findings described in Sections 3–5.

We develop a reference framework by mapping the ICSA visualization and interaction
techniques with different levels of ICSA (perception, comprehension, and projection). This
framework aids researchers and practitioners in designing and evaluating ICSA systems
using immersive technologies for cyber situational awareness. Furthermore, based on our
research findings, we suggest future research directions to further advance the field of
ICSA systems.

6.1. A Reference Framework for Designing and Analyzing ICSA Systems

Unlike the traditional cyber situational awareness frameworks [57], there exists no
framework for the designing elements (i.e., interaction and visualization techniques) of
ICSA systems to create perception, comprehension, and projection of cyber situational
awareness. This gap in the literature and practice presents significant challenges for de-
velopers and practitioners working on ICSA systems, as they lack a standardized guide
to create systems that effectively enhance the perception, comprehension, and projection
of cyber situational awareness. The absence of such a framework leads to several specific
issues. Developers, when faced with a multitude of available features and options, often
find it difficult to identify the most suitable visualization and interaction techniques for
their specific objectives, such as improving user comprehension. This difficulty can result
in inefficiencies and increased costs during both the design and operational phases of ICSA
systems. Without a clear framework, the process of trial and error becomes more prevalent,
which can delay development timelines and inflate budgets. Also, the lack of a structured
approach can lead to inconsistencies in system performance and user experience, under-
mining the efficacy of ICSA systems in real-world applications. For instance, a developer
aiming to design an ICSA system with a primary focus on enhancing user perception might
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struggle to select the appropriate visualization techniques that provide clear and immediate
insights into cyber threats. Similarly, interaction techniques that facilitate quick and intu-
itive user responses might be overlooked or misapplied. These challenges are exacerbated
when considering the need to balance multiple design elements simultaneously, such as
ensuring that the system is both comprehensive and comprehensible.

To address these significant challenges, we have undertaken the task of mapping
visualization and interaction techniques (detailed in Section 3) to the different levels of
ICSA (outlined in Section 4). This mapping process has culminated in the development of
a reference framework that categorizes existing interaction and visualization techniques
according to the three critical levels of ICSA: perception, comprehension, and projection.
Figure 11 illustrates this framework, demonstrating the immersive visualization and in-
teraction techniques applicable at each level of ICSA. For instance, basic visualization
techniques such as volume and interaction features like select are essential components at
the perception level of cyber situational awareness. These techniques are utilized within
our framework to enhance the perception level of ICSA, providing users with clear and im-
mediate insights into cyber threats. Our reference framework is designed to aid developers
and practitioners in identifying the most suitable visualization and interaction techniques
when designing and operating ICSA systems for specific purposes, whether it be for per-
ception, comprehension, or projection. By offering a structured approach, this framework
ensures that the selection and implementation of these techniques are efficient and effective,
ultimately enhancing the overall design and functionality of ICSA systems. Moreover, the
framework plays a crucial role in facilitating anomaly detection and mitigation processes
within ICSA systems. Categorizing immersive techniques based on their applicability to
different levels of situational awareness enables the creation of more robust systems that
can promptly identify and respond to anomalies. This capability is particularly important
in the dynamic field of cybersecurity, where timely and accurate situational awareness is
critical to preventing and addressing cyber threats.

Figure 11. Reference framework for designing and analyzing ICSA systems.

To strengthen the practical relevance of the proposed framework, we have mapped
specific techniques to the three levels of situational awareness using concrete examples
from the surveyed literature. For instance, the 3D Cyber COP system [32] uses gesture and
controller-based selection to support perception-level tasks, such as monitoring network
assets and responding to alerts. In the CyberCopter system [31], features like spatial
annotation and object arrangement help users explore helical data structures, making it
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easier to understand complex temporal patterns, supporting the comprehension level. At
the projection level, the immersive capture-the-flag scenario by Beitzel et al. [14] includes
extract and share functionalities, allowing users to collaboratively forecast potential threats
and coordinate responses. These examples validate the framework’s structure and show
how various immersive techniques are applied in real-world ICSA systems to address
different cognitive goals across the situational awareness spectrum.

6.2. Future Research Areas

Through the analysis of our research findings, we have identified potential future
research directions for researchers aimed at improving the existing state of ICSA systems.

Projection of ICSA. The projection phase is a critical component of ICSA, enabling
users to anticipate future cyber events and formulate appropriate response strategies.
However, as highlighted in our proposed framework (Figure 11), there is a notable gap
in the use of immersive visualization and interaction techniques specifically tailored for
this phase. Most existing solutions focus heavily on perception and comprehension, while
projection remains underexplored. We encourage researchers and system designers to
address this gap by developing immersive methods that support forecasting and predictive
analysis within virtual environments. Enhancing the projection phase will provide users
with a more holistic situational understanding, improving their ability to proactively
respond to emerging cyber threats.

Integrating Advanced Immersive Visualization and Interaction Techniques. Immer-
sive technologies provide a powerful array of visualization and interaction methods that
remain largely untapped in the context of ICSA. Integrating advanced techniques such as
flow visualizations, Kohonen maps, 3D heatmaps, import interactions, and spatial naviga-
tion (drive interactions) can significantly enrich users’ understanding of cybersecurity data.

Flow visualizations [66] are particularly useful for mapping data movement across
networks, allowing users to detect abnormal patterns and suspicious activity. Kohonen map
representations [67], also known as self-organizing maps, provide a means of visualizing
high-dimensional data in a two-dimensional space, which can be instrumental in identifying
clusters and anomalies in large datasets. Heatmap visualizations [68] employ a three-
dimensional approach to represent data, where color gradients indicate data intensity and
the height of the map reflects the magnitude of specific metrics. This method offers an
intuitive understanding of data variations and hotspots. Import interactions [69] involve
the ability to seamlessly bring external data into the immersive environment, enhancing
the user’s capacity to analyze and correlate diverse data sources. Drive interactions [70]
refer to the techniques that enable users to navigate through the virtual space effectively,
providing them with a more immersive and interactive experience.

The incorporation of these advanced visualization and interaction techniques into the
ICSA domain can significantly enhance the capability of developers and practitioners to
design and operate ICSA systems. By leveraging these techniques, users can gain deeper
insights into cyber threats and network activities, enabling more effective monitoring, anal-
ysis, and response. Furthermore, we strongly advocate for the continuous development and
integration of new visualization and interaction techniques tailored specifically for cyber
situational awareness in immersive environments. This ongoing innovation is essential
to keep pace with the evolving nature of cyber threats and to ensure that ICSA systems
remain robust, intuitive, and effective.

Large-Scale User Study: As discussed in Section 5, many ICSA systems are evaluated
through user studies involving a relatively small number of participants. While these
studies provide useful early-stage insights, they limit the broader applicability of findings.
For example, systems tested with only a few users may not reflect the needs of large-scale
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infrastructures that involve multiple roles, varied operational contexts, and diverse user
profiles. Feedback from a small group can overlook usability challenges and functional gaps
that only emerge in more complex or realistic environments. This restricts the generalizabil-
ity and scalability of current ICSA systems. To overcome these limitations, we advocate for
large-scale user studies during the design and evaluation of ICSA systems. Such studies
should involve a wider range of participants, ideally representative of the actual end-user
base, including individuals with different expertise levels, demographic backgrounds, and
operational settings. Larger studies offer several advantages. They increase the validity
of findings, provide broader and more diverse feedback, and help identify issues that are
not visible in controlled or limited testing. They also enhance generalizability, making it
possible to apply findings across different organizational and infrastructure scales. Incor-
porating large-scale evaluations can lead to more robust, user-adaptable ICSA systems
that are well suited to real-world deployment. By capturing richer insights, these studies
support better design decisions and improve the reliability, usability, and effectiveness of
immersive cybersecurity solutions.

6.3. Industrial Implications of ICSA Systems

Our study highlights the growing potential of immersive technologies in the cyberse-
curity industry, following their success in domains such as gaming, education, healthcare,
and entertainment. Technologies like virtual reality and augmented reality are now being
applied to cybersecurity awareness and technical training. These immersive systems create
engaging, hands-on learning environments that improve the skills and preparedness of
cybersecurity professionals by simulating realistic threat scenarios. Beyond training, immer-
sive technologies enhance how security teams visualize and interpret complex cybersecurity
data. This includes network traffic patterns, alerts, threat indicators, and infrastructure
topologies. By presenting data in an intuitive and spatial manner, ICSA systems help reduce
cognitive load and improve decision-making. They also support real-time collaboration
within Security Operations Centers and Network Operations Centers, enabling teams to
coordinate responses more effectively during incidents.

ICSA systems can further assist in troubleshooting and operational monitoring. Their
interactive interfaces allow analysts to explore data collaboratively and identify issues
more efficiently. However, despite these advantages, the use of immersive technologies
introduces new challenges, particularly in terms of security and privacy. Immersive
platforms often capture sensitive data, such as user behavior, gaze patterns, and biometric
identifiers. If not properly secured, these data may be vulnerable to misuse or attack [71].
It is therefore essential to implement strong safeguards. These include encryption of data
in transit and at rest, multifactor authentication, endpoint protection, and well-defined
privacy policies. Ensuring secure configurations of immersive environments is also critical
to reducing the attack surface.

A compelling real-world example that reflects the foundational objectives of ICSA
systems is SCOUT [72], a Critical Infrastructure Protection framework that delivers intelli-
gent cyber situational awareness for industrial systems. Although SCOUT does not employ
immersive interfaces, it exemplifies how integrated cyber-physical monitoring, real-time
threat detection, and coordinated response capabilities can support critical environments.
The architectural principles of SCOUT, particularly its fusion of security and operational
data, mirror the core goals of ICSA. Integrating such systems with immersive technologies
could further enhance operator situational awareness by enabling interactive exploration
of attack paths, anomalies, and system states within 3D virtual environments.

In summary, immersive technologies offer significant value to cybersecurity operations.
When paired with robust security and privacy measures, ICSA systems can enhance train-
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ing, improve threat comprehension, and enable faster, more informed incident response,
while minimizing associated risks.

6.4. Limitations

This survey provides a structured synthesis of ICSA systems; however, several method-
ological and practical limitations should be acknowledged.

First, the literature search was limited to the Scopus database. While Scopus is a
widely recognized and comprehensive indexing source, this constraint may have excluded
relevant studies indexed in other databases such as IEEE Xplore, ACM Digital Library,
or Web of Science. Future reviews could benefit from a multidatabase search strategy
to ensure broader coverage and minimize selection bias. Second, this study excluded
workshop papers, white papers, and other non-peer-reviewed sources. Although this
choice supports academic rigor, it may have omitted valuable early-stage insights and
innovations, particularly from industry and interdisciplinary research, where immersive
technologies often emerge. Third, the 43 selected studies were included based on topical
relevance without a formal quality assessment. Treating all studies equally may limit the
ability to weigh the reliability or strength of individual findings.

Beyond these methodological constraints, several broader issues emerged from the
reviewed literature. Many user studies were based on small participant samples, often
fewer than 30 individuals, limiting the generalizability and statistical robustness of re-
ported outcomes, particularly those concerning usability, cognition, and engagement. This
limitation warrants stronger emphasis in future analyses, especially when interpreting
system effectiveness. In terms of scope, while this survey focuses on XR modalities such as
AR and VR, it does not explicitly account for immersive environments like digital twins or
CAVE systems, which are increasingly relevant in simulation-based cybersecurity applica-
tions. Their exclusion reflects limited coverage in the current body of ICSA literature but
represents a promising direction for future research. Lastly, practical usability challenges,
such as motion sickness, interface fatigue, and cognitive overload, are rarely discussed
in the reviewed studies, despite their critical impact on the long-term viability and user
experience of immersive systems. These human factors must be more thoroughly addressed
to ensure that ICSA systems are not only effective but also accessible, comfortable, and
operationally sustainable.

By acknowledging these limitations, we aim to improve transparency and support
future research efforts that seek to expand methodological rigor, practical relevance, and
inclusivity in the design and evaluation of immersive cyber situational awareness systems.

7. Conclusions
Immersive technologies are increasingly used to create cyber situational awareness

through interactive visualizations for cybersecurity analysis, education, and training. There-
fore, we have collected, investigated, and synthesized the body of knowledge on ICSA
systems. In this survey, we have described 11 visualization techniques, nine interaction
features, three levels of cyber situational awareness, and evaluation mechanisms for ICSA
systems. Moreover, we have critically analyzed the research findings, which enables us
to (i) propose a reference framework for designing and analyzing ICSA systems by map-
ping immersive visualization and interaction techniques to the different levels of ICSA;
(ii) propose future research directions for advancing the state-of-the-art of ICSA systems;
and (iii) highlight the industrial implications of ICSA systems.

This survey facilitates researchers and practitioners of ICSA systems in many ways.
For researchers, we have identified several future research areas for advancing the state
of the art on ICSA systems. For example, the projection phase of ICSA needs innovative
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visualization and interaction techniques that help users in forecasting imminent cyber situ-
ations. Similarly, our survey highlights the need for large-scale user studies for providing
tested and validated ICSA systems to end-users. For practitioners, this survey presents a
framework that categorizes immersive visualization and interaction techniques according
to the levels of ICSA. This facilitates practitioners in selecting suitable visualization and
interaction techniques for designing and operating ICSA systems for specific purposes (e.g.,
perception). We hope this survey will provide researchers and practitioners with innovative
ways and inspirations to use immersive technologies for cyber situational awareness.
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