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Abstract: The increasing interconnectivity of devices on the Internet of Things (IoT) intro-
duces significant security challenges, particularly around authentication and data manage-
ment. Traditional centralized approaches are not sufficient to address these risks, requiring
more robust and decentralized solutions. This paper presents a decentralized authentica-
tion protocol leveraging blockchain technology and the IPFS data management framework
to provide secure and real-time communication between IoT devices. Using the Ethereum
blockchain, smart contracts, elliptic curve cryptography, and ASCON encryption, the
proposed protocol ensures the confidentiality, integrity, and availability of sensitive IoT
data. The mutual authentication process involves the use of asymmetric key pairs, public
key registration on the blockchain, and the Diffie-Hellman key exchange algorithm to
establish a shared secret that, combined with a unique identifier, enables secure device
verification. Additionally, IPFS is used for secure data storage, with the content identifier
(CID) encrypted using ASCON and integrated into the blockchain for traceability and
authentication. This integrated approach addresses current IoT security challenges and
provides a solid foundation for future applications in decentralized IoT environments.

Keywords: IoT security; decentralized authentication; blockchain; interplanetary file sys-
tem (IPFS); ASCON encryption; smart contracts; decentralized data management; elliptic
curve cryptography (ECC)

1. Introduction

The Internet of Things (IoT) has witnessed unprecedented growth in recent years,
with billions of interconnected devices transforming various domains such as smart homes,
healthcare systems, industrial automation, and urban infrastructures [1]. These devices
facilitate seamless data collection, processing, and sharing, enabling smarter and more
efficient systems. However, this pervasive interconnectivity introduces a host of security
challenges, particularly in the domains of authentication, data integrity, and confiden-
tiality [2,3]. The highly distributed and resource-constrained nature of IoT environments
makes them especially susceptible to cyber threats such as data breaches, impersonation
attacks, and denial-of-service attacks [4].

Traditional centralized security mechanisms, including cloud-based authentication
systems, have been widely adopted to address these challenges [5]. However, their reliance
on central authority introduces several vulnerabilities. They suffer from single points of
failure, limited scalability, and latency, making them inadequate for real-time and large-
scale IoT deployments. As the complexity of IoT ecosystems grows, these limitations
become increasingly critical, necessitating innovative and decentralized approaches [6].
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Blockchain technology has emerged as a powerful solution for addressing IoT security
concerns. Its decentralized architecture eliminates single points of failure, while its inherent
properties of transparency, immutability, and distributed consensus provide enhanced
security and resilience [7,8]. Despite its potential, IoT devices are often constrained by
limited computational power, energy, and bandwidth, making the direct application of
blockchain-based solutions complex. Furthermore, secure key management, efficient data
storage, and real-time data sharing remain significant hurdles in realizing scalable and
effective blockchain-based IoT systems [9-11].

In this paper, we propose a decentralized authentication protocol tailored to the unique
requirements of IoT environments. Our approach integrates key technologies, including
the Ethereum blockchain, the interplanetary file system (IPFS), elliptic curve cryptography
(ECC), and the ASCON lightweight encryption algorithm. This protocol achieves mutual
authentication between IoT devices, ensures that sensitive data are accessible only to
authorized entities, and provides traceability for all communications. It is designed to
address the resource limitations of IoT devices while maintaining high security standards.

The key contributions of this approach are as follows:

e  Decentralized Authentication Framework: The proposed protocol employs asymmet-
ric cryptography and the Diffie-Hellman key exchange to establish a shared secret,
enabling secure and verifiable mutual authentication between devices.

e  Advanced Data Security: By leveraging ASCON encryption, the protocol ensures the
confidentiality and integrity of IoT data during transmission and storage.

e  Decentralized Data Management: The integration of IPFS allows for secure, decen-
tralized data storage, reducing dependency on centralized servers and improving
data availability.

e  Traceability through Blockchain: Encrypted content identifiers (CIDs) are stored on
the Ethereum blockchain, providing a transparent and immutable audit trail for data
exchanges.

e  Scalability and Efficiency: The protocol is optimized for resource-constrained IoT
environments, ensuring minimal computational and communication overhead while
supporting large-scale deployments.

The rest of this paper is structured as follows: Section 2 reviews related works.
Section 3 presents the background necessary to understand the proposed approach, includ-
ing foundational concepts and technologies. Section 4 provides a detailed description of the
proposed protocol’s architecture and design. Section 5 evaluates the protocol’s performance
and security, highlighting its effectiveness and addressing potential challenges. Finally,
Section 6 concludes this paper and outlines potential directions for future research.

2. Related Work

This section discusses the recent state-of-the-art articles under three categories, namely
decentralized storage solutions, hybrid authentication mechanisms, and lightweight en-
cryption in the IoT.

2.1. Decentralized Storage Solutions

Research in the field of decentralized storage solutions explores mechanisms to over-
come the limitations of traditional centralized storage systems, such as vulnerability to
censorship and risks of data breaches. Recent studies have examined various approaches
and technologies aimed at enhancing the security, efficiency, and resilience of blockchain-
based storage solutions.

Article [12] provides an overview of centralized and decentralized storage methods,
focusing on technologies such as IPFS, Swarm, and Sia. A comparative analysis revealed
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that each solution had specific strengths and weaknesses depending on the requirements
of various blockchain applications. The authors emphasize that decentralized systems
offer greater fault tolerance, enhanced privacy, and improved scalability compared to
centralized solutions.

In [13] the author focuses on Filecoin, a blockchain-based storage system built on
IPFS. It analyzes the unintended centralization introduced by its reward mechanism, which
favors large storage miners capable of mobilizing significant resources. Although Filecoin
aims for full decentralization, the results show that large enterprises with excess storage
capacities dominate block creation, limiting the competitiveness of smaller nodes.

The author in [14] provides a technical overview of next-generation peer-to-peer data
networks such as IPFS, Swarm, and Arweave. IPFS is highlighted as a groundbreaking
solution due to its content-based addressing and deduplication capabilities. These features
enable secure and efficient data sharing while facilitating integration with blockchains for
various applications, including IoT and content distribution.

2.2. Hybrid Authentication Mechanisms

Hybrid authentication mechanisms are garnering increasing interest due to their
ability to combine the strengths of multiple technologies to address modern security
challenges. By integrating centralized systems with decentralized approaches such as
blockchain, these mechanisms achieve a balance between scalability, efficiency, and robust
security. Recent advancements in this field highlight the use of hybrid architectures and
innovative techniques such as machine learning and lightweight cryptography to enhance
authentication in various environments, including IoT systems and distributed networks.

The article in [15] explores a novel authentication method leveraging the Ethereum
blockchain to replace traditional one-time passwords (OTPs) in two-factor authentication
(2FA). Using smart contracts, it demonstrates how blockchain-based 2FA strengthens
security against common vulnerabilities such as phishing and brute-force attacks. This
method’s applicability is illustrated through scenarios including registration, login, and
password recovery, showcasing its potential to counter modern cyber threats.

The research in [16] presents a hybrid architecture integrating centralized edge servers
with blockchain technology to achieve efficient and scalable IoT system authentication. The
architecture employs lightweight cryptographic methods to reduce computational load and
energy consumption, making it suitable for resource-constrained IoT devices. Performance
evaluations demonstrate its superiority in scalability, response time, and energy efficiency
compared to existing solutions.

In [17], the authors examine the integration of hybrid consensus algorithms with
machine learning techniques to enhance blockchain security. By combining methods such
as Delegated Proof-of-Stake (DPoS), Practical Byzantine Fault Tolerance (PBFT), and Proof-
of-Work (PoW), they address challenges like scalability, energy efficiency, and resistance
to 51% attacks. Their study highlights how machine learning improves anomaly detec-
tion, threat prevention, and adaptive decision-making, ensuring a robust and scalable
blockchain ecosystem.

2.3. Lightweight Encryption in the IoT

IoT devices, characterized by limited energy, memory, and computational power,
require lightweight encryption algorithms that balance efficiency and security. Numerous
studies have explored these algorithms, including ChaCha20 and AES, and their application
in IoT environments.

The article in [18] presents an optimized implementation of ChaCha20-Poly1305,
tailored for high-speed embedded IoT systems. The authors demonstrate that this algorithm
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provides robust security while consuming less memory and CPU, making it ideal for
resource-constrained devices.

The study in [19] explores the integration of various algorithms, including ChaCha20,
into the MAVLink protocol used for communication between drones and control stations.
The authors show that ChaCha20 offers superior performance in terms of memory and
CPU consumption while ensuring message confidentiality and integrity, making it suitable
for low-power IoT systems.

In [20] the author compares three lightweight algorithms, AES-128, SPECK, and
ASCON, on resource-limited IoT platforms such as Arduino Nano and Micro. SPECK
stands out for its efficiency and simplicity, making it ideal for highly constrained devices.
ASCON provides robust security with a trade-off in memory consumption. This study aids
in selecting algorithms that balance performance and security for the IoT.

According to Table 1, summarizing this Section, the proposed protocol uniquely inte-
grates decentralized storage, hybrid authentication, and lightweight encryption, addressing
gaps in previous research. By combining IPFS, blockchain, and Ascon, it offers a scalable
and secure solution tailored for IoT environments.

Table 1. Summary of all articles in the Related Work section.

Article

Decentralized
Storage

Hybrid Lightweight
Authentication Encryption for the Description
Mechanisms IoT

[12]

v

Focuses on decentralized storage
x x solutions but lacks authentication and
encryption aspects.

[13]

Highlights blockchain-based storage
X X with some centralization issues but no
mention of encryption or authentication.

[14]

IPFS is emphasized for scalability and
x X content-based addressing, but no hybrid
mechanisms or encryption is discussed.

[15]

Proposes blockchain-based 2FA for
v x securing traditional systems but lacks
storage or encryption components.

[16]

Combines IoT authentication with
v v lightweight cryptography for better
efficiency and energy use.

[17]

Uses hybrid consensus algorithms and
Al for blockchain security but does not
address storage or lightweight
encryption.

[18]

Optimizes implementation of ChaCha20
for IoT embedded systems with high
efficiency but no storage or
authentication focus.

[19]

Is integrated for secure drone
X v communication in IoT but lacks storage
or authentication mechanisms.

[20]

Comparative analysis for selecting
x v encryption algorithms suitable for
resource-constrained IoT devices.
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3. Background

In this section, we provide a detailed overview of the core technologies utilized in
the proposed protocol. These technologies are fundamental to ensuring security, efficiency,
and decentralization.

3.1. Blockchain

Blockchain is a decentralized, distributed ledger technology designed to securely
record transactions without the need for a central authority [21,22]. Unlike traditional,
centralized databases, blockchain operates on a peer-to-peer network where each partic-
ipant maintains a copy of the ledger. Transactions are verified through cryptographic
mechanisms and consensus protocols, ensuring integrity and transparency [23].

Structure of Blockchain:

As shown in Figure 1, each block in the blockchain consists of several key compo-
nents [24]:

Genesis block Block 1 Block 2

header header header

hash | | hash | | hash |

Time Time Time
stamp |Nonce Stamp ‘Nonce stamp Nonce

[ Merkle Root I* | Merkle Root |* | Merkle Root | e

body body body
| Transaction data | | Transaction data | [ Transaction data |

Figure 1. Blockchain structure.

- Block Header: This contains metadata, including a timestamp, the hash of the previous
block, the Merkle root of transactions, and, in Proof-of-Work systems, a difficulty
target. These elements ensure that each block is uniquely identified and linked to the
previous one.

- Block Body: This stores a list of validated transactions. The transactions are struc-
tured in a Merkle tree, which allows for the efficient verification of the integrity and
consistency of transaction records.

- Nonce: This is a randomly generated number used in mining to adjust the difficulty
level, ensuring that block creation remains computationally feasible yet resistant
to attacks.

- Genesis Block: This is the first block in the blockchain, which initializes the chain and
serves as the foundation upon which subsequent blocks are built. Each new block
references the hash of its predecessor, ensuring data integrity and immutability.

Choice of Blockchain:

The choice of Ethereum for this decentralized authentication protocol is based on
several key technical factors that are crucial for ensuring the security, transparency, and
robustness of the system. Although blockchains like IoTA offer superior performance in
terms of transaction speed and energy efficiency, Ethereum has specific advantages for
our application.

Security and Maturity: Ethereum is a well-established blockchain, widely used for
smart contracts and the development of decentralized applications. It offers a high level of
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security through its Proof-of-Work (PoW) consensus mechanism, and with the transition
to Proof-of-Stake (PoS) in Ethereum 2.0, improvements in transaction speed and energy
consumption are expected. This makes it suitable for an environment that requires strong
guarantees regarding data integrity.

Support for Smart Contracts: Ethereum allows the development of powerful and
flexible smart contracts, which are essential for securely automating the authentication of
IoT devices. These contracts enable the enforcement of precise rules, ensure transaction
integrity, and securely manage key generation.

Scalability Forecast: Although Ethereum currently has relatively slow transaction
times and higher energy costs compared to some other blockchains, future developments
(such as Ethereum 2.0 and sharding) are expected to significantly improve its scalabil-
ity and performance. These advancements will better meet the needs of large-scale
IoT environments.

However, it is important to note that alternatives like IoTA, which does not rely on a
traditional blockchain, offer faster transaction times and reduced energy costs, making them
attractive for IoT applications where responsiveness and energy efficiency are paramount.
IoTA, for instance, uses a Tangle to validate transactions more quickly and efficiently than
traditional blockchain mechanisms. Nevertheless, Ethereum remains the optimal choice for
this project due to its strong security, broad adoption, and mature development ecosystem.

Security Mechanisms in Blockchain

Blockchain security is reinforced through several mechanisms:

- Public Key Infrastructure (PKI): Blockchain employs asymmetric cryptography [25],
where transactions are signed using a private key and verified using a corresponding
public key, ensuring authenticity and non-repudiation.

- Decentralization and Distributed Ledger: as shown in Figure 2 the decentralized
nature of blockchain eliminates single points of failure by distributing data across
multiple nodes [26]. This ensures that no single entity can alter the ledger.

Figure 2. Decentralized network.

- Consensus Mechanisms:

e Proof-of-Work (PoW): Requires computational effort to validate transactions,
as seen in Bitcoin, ensuring that adding new blocks is costly and difficult
to manipulate.
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e  Proof-of-Stake (PPoS): Selects validators based on their stake in the network, re-
ducing energy consumption and incentivizing honest participation.

e Delegated Proof-of-Stake (DPoS): Introduces a voting mechanism to elect trusted
validators, enhancing scalability and transaction speed.

- Transparency and Immutability: Transactions recorded on the blockchain are visible
to authorized participants and cannot be altered once recorded, preventing fraud and
enhancing trust [27].

Applications of Blockchain
Blockchain technology finds applications in various domains:

- Decentralized Identity Management: Blockchain enables the efficient management
of digital identities without relying on centralized authorities. In a decentralized or
“self-sovereign” identity framework, individuals retain full control over their personal
data, thereby minimizing the risks of identity theft and unauthorized access. Recent
research has explored the advantages and challenges of blockchain-based identity
systems [28].

- Supply Chain Tracking: In supply chain management, blockchain’s transparency
and immutability offer an effective means to track products from origin to des-
tination. Every transaction or transfer is permanently recorded, which enhances
traceability, helps prevent fraud or counterfeiting, and improves overall operational
efficiency [29].

- Smart Contracts: Smart contracts are self-executing programs that automatically
enforce the terms of an agreement once predefined conditions are met. By removing
the need for intermediaries, they lower transaction costs and reduce the chances of
human error or fraud [30].

3.2. IPES (Interplanetary File System)

The interplanetary file system (IPFS) is a decentralized, peer-to-peer file system that
enhances the security and efficiency of data storage and sharing. Unlike traditional web
protocols that rely on location-based addressing, such as URLs, IPFS employs content-based
addressing. This approach ensures data authenticity and availability, as files are identified
by a unique cryptographic hash derived from their content.

How IPFS Works

IPFS organizes data using a Merkle Directed Acyclic Graph (DAG), as shown in
Figure 3, a sophisticated data structure where each block of data is identified and linked
through a unique cryptographic hash. In this system, every data block references other
blocks by their hash values, creating an interconnected web of content-addressed nodes [31,
32]. This design inherently enhances data integrity—any modification to a data block will
result in a completely different hash, thereby immediately signaling a change or potential

tampering.
I 1 1 1
Node A1| [Node A2 [ Node A3 | [Node An ]
,—% I I 1 T 1

[Node di I ‘ Node dz] [Node d3 ’ ‘ Node d4 {Node d5 ’ Node d6

Figure 3. Merkle DAG.
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Beyond ensuring data integrity, the Merkle DAG enables efficient versioning and data
deduplication. Much like how Git manages version control, IPFS can represent changes to
files over time by linking different versions within the DAG. This not only allows users to
retrieve historical versions of files but also minimizes storage redundancy when multiple
files share common data blocks.

3.3. ASCON

The ASCON algorithm is a lightweight cryptographic algorithm designed for con-
strained environments such as those of IoT devices, blockchain networks, and decentralized
applications. Originally developed for the CAESAR competition, ASCON was later stan-
dardized by NIST as the lightweight cryptography standard [33,34]. It is designed to
provide strong security while maintaining minimal computational overhead.

Features of ASCON

ASCON employs an Authenticated Encryption with Associated Data (AEAD)
scheme [35], which ensures both confidentiality and integrity in a single step. It utilizes a
sponge construction, a permutation-based processing technique that enhances efficiency
in encryption and hashing operations. ASCON is optimized for fast execution with low
resource consumption, making it suitable for environments with limited processing power.
Additionally, it is resistant to side-channel attacks [36], such as timing- and power-based
attacks, which commonly target cryptographic implementations.

Security Mechanisms of ASCON

ASCON integrates encryption and authentication into one streamlined operation, re-
ducing the computational burden compared to traditional AES-based schemes that require
separate authentication mechanisms [37]. It is designed with nonce misuse resistance, pre-
venting security vulnerabilities that arise from nonce repetition. Its low memory footprint
ensures efficient performance on resource-constrained devices, such as embedded systems
and decentralized applications [34,38].

By integrating blockchain, IPFS, and ASCON, the proposed protocol ensures robust
security, decentralization, and high efficiency. Blockchain provides an immutable and
transparent record-keeping system, IPFS offers distributed data storage with verifiable
integrity, and ASCON guarantees lightweight cryptographic protection. This combination
makes the protocol particularly well suited for decentralized authentication and secure
data management in resource-constrained environments.

4. Proposed Work

The main objective of this paper is to propose a decentralized blockchain-based
authentication and IPFS-based data management protocol for smart systems that is suitable
for resource-constrained smart devices. Thus, the time consumed for message transmission
and the issue of network latency are not discussed in this study as they depend on the
blockchain network, specifically the consensus protocol.

The proposed protocol leverages the following emerging technologies: the Ethereum
blockchain and smart contracts for secure data management; IPFS (interplanetary file
system) for decentralized storage; ECC (elliptic curve cryptography) for lightweight key
management; SAS (Secure Authentication System) for robust mutual authentication; and an
ASCON cipher for advanced IoT data encryption. This combination ensures the confiden-
tiality, integrity, and availability of critical IoT application data, providing an efficient and
robust infrastructure. Figure 1 illustrates the overall architecture of the proposed protocol,
showcasing its essential elements.
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The secure IoT protocol leverages blockchain and IPFS technologies, and consists

of two phases: mutual authentication and secure data sharing. Each device possesses

the following:

Personal account;
Corresponding device account;
Shared ID.

Phase 1: Mutual Authentication

Key Generation: IoT devices (IoT1 and I0T2) generate asymmetric key pairs (public
and private).

Public Key Registration: Public keys are stored on the blockchain for authentication.
Shared Key Calculation: Devices calculate a shared key using the Diffie-Hellman
protocol.

Secure Authentication System (SAS) Generation: Devices generate a SAS by combining
their shared key and shared ID.

SAS Storage: The SAS is stored on the blockchain.

SAS Comparison: Devices compare SASs for mutual authentication validation.

Phase 2: Secure Data Sharing

Data Storage: 10T1 stores data (images, etc.) in IPFS.

Content ID Retrieval: IoT1 retrieves data CID.

CID Encryption: CID is encrypted using ASCON algorithm and shared key.
Encrypted CID Storage: Encrypted CID is stored on blockchain.

Encrypted CID Retrieval: IoT2 retrieves encrypted CID.

CID Decryption: IoT2 decrypts CID using shared key.

Data Retrieval: IoT2 retrieves data from IPFS using decrypted CID.

Tools Used

Blockchain (authentication, key storage, and CID encrypted storage);
IPFES (data storage);

Asymmetric encryption algorithms (key generation);

ASCON algorithm (CID encryption and decryption);

Diffie-Hellman protocol (shared key generation).

4.1. Smart Contract

The smart contract used in this protocol (Algorithm 1) is a set of functions facili-

tating key exchange and encrypted data storage between IoT devices. Deployed on the

blockchain, it utilizes the Solidity language. It enables device registration, public and

shared key storage, and the management of encrypted data (CID). Its key functions include

the following: device registration (registerDevice), public key retrieval (getPublicKey),

shared key definition (setSaS), and encrypted data storage (setEncryptedData) and retrieval

(getEncryptedData). These operations ensure secure, transparent, and confidential data

exchanges between IoT devices.
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Algorithm 1: Smart contract

contract lToTmanagement {

// Contract owner’s address

address public owner;

// Mapping of device addresses to their public keys

mapping(address => string) private publicKeys;

// Mapping of device addresses to their shared keys

mapping(address => string) private sharedKeys;

// Structure to store encrypted CID, nonce, and authTag

struct EncryptedData {

string encryptedCID;

string nonce;

string authTag;}

// Mapping of device addresses to their encrypted data

mapping(address => EncryptedData) private encryptedDeviceData;

// Event emitted when a device is registered

event DeviceRegistered(address indexed device, string publicKey);

// Event emitted when a shared key is set

event SharedKeySet(address indexed device, string sharedKey);

// Event emitted when encrypted data are set

event EncryptedDataSet(address indexed device, string encryptedCID);

// Constructor: sets the contract owner

constructor() {

owner = msg.sender; // Set the deployer as the owner}

// Function to register a device and its public key

function registerDevice(address _deviceAddress, string memory _publicKey) public {
publicKeys[_deviceAddress] = _publicKey; // Store the public key

emit DeviceRegistered(_deviceAddress, _publicKey); // Emit registration event}
// Function to retrieve a device’s public key

function getPublicKey(address _deviceAddress) public view returns (string memory) {
return publicKeys[_deviceAddress]; // Return the public key}

// Function to set a shared key for a device

function setSaS(address _deviceAddress, string memory _sharedKey) public {
sharedKeys[_deviceAddress] = _sharedKey; // Store the shared key

emit SharedKeySet(_deviceAddress, _sharedKey); // Emit shared key event}

// Function to retrieve a device’s shared key

function getSaS(address _deviceAddress) public view returns (string memory) {
return sharedKeys[_deviceAddress]; // Return the shared key}

// Function to store encrypted data (CID) for a device

function setEncryptedData(address _deviceAddress, string memory _encryptedCID,
string memory _nonce, string memory _authTag) public {

// Only the owner or the device itself can call this function
encryptedDeviceData[_deviceAddress] = EncryptedData(_encryptedCID, _nonce,
_authTag); // Store encrypted data

emit EncryptedDataSet(_deviceAddress, _encryptedCID, _nonce, _authTag); // Emit
encrypted data event}

// Function to retrieve encrypted data for a device

function getEncryptedData(address _deviceAddress) public view returns
(EncryptedData memory) {

return encryptedDeviceData[_deviceAddress]; // Return encrypted data}}
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4.2. Mutual Authentication

In Figure 4 the Phase 1 mutual authentication process in the secure IoT communication
protocol involves several key steps. First, each IoT device generates an asymmetric key
pair consisting of a public key and a private key. The public keys are then registered on the
blockchain for authentication. Each device retrieves the other device’s public key.

loT1 BLOCKCHAIN loT2

J Generate Kpub1,Kprv1 Generate Kpub2,Kprv2 ( zl ‘

T U

i | L

Registre Kpub1 -l - Registre Kpub2

- { |-| |
T Get Kpub2 Get Kpubl el
|
|

| Calcul Kshared(Kprv1,Kpub2)
-—

’I Generate SAS1(Kshared, D)

[,
\
\

—i$ )
3

\
Calcul Kshared (Kprv1,Kpub2) ( {
-

J

Generate SAS2(Kshared, ID) |
- S

Registre SAS1

-3

Registre SAS2

o Get SAS2 Get SAST

‘
| Verify SAS1=SAS2 Verify SAS2=SAS]
o - -

-

Figure 4. Sequence diagram of the mutual authentication phase.

Using its private key and the other device’s public key, each device calculates a shared
key via the Diffie-Hellman protocol. This shared key is combined with the common
ID to generate a Secure Authentication System (SAS). Each device stores its SAS on the
blockchain and then retrieves and compares the other device’s SAS. If the SAS matches
(SAS1 = SAS2), communication is authorized, ensuring secure mutual authentication
between the IoT devices. This process guarantees the confidentiality, integrity, and security
of the exchanged data.

4.3. Secure Data Sharing

As shown in Figure 5 the Phase 2 secure data sharing protocol in IoT communication
involves multiple steps. Initially, IoT device 1 stores data (images, files, etc.) in the
decentralized interplanetary file system (IPFS) and retrieves a unique Content ID (CID).
The CID is then encrypted using the ASCON algorithm with the shared key from Phase
1 to ensure confidentiality. The encrypted CID is stored on the blockchain, enabling
authentication and transaction traceability. IoT device 2 retrieves the encrypted CID,
decrypts it using ASCON, and uses the decrypted CID to retrieve data from IPFS. This
process ensures secure, confidential, and traceable data sharing between IoT devices,
guaranteeing data integrity and security.
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Figure 5. Sequence diagram of the secure data sharing phase.

4.4. Global Architecture

For a comprehensive understanding of the secure IoT communication protocol, the
Figure 6 presents a complete scenario illustrating the key interaction steps. This schema
details the secure communication process, from mutual authentication to confidential data
sharing, between two IoT devices, including encryption and transaction traceability.
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Figure 6. Sequence diagram of the global architecture.
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4.5. Lightweight Cryptography: ASCON

In the proposed protocol, the lightweight cryptography algorithm ASCON-128 plays
a central role in securing the content IDs (CIDs) generated by IPFS. These CIDs, which are
unique identifiers used to locate data on the IPFS network, are encrypted using ASCON-128
before being stored on the blockchain.

Encrypting the CIDs with ASCON-128 ensures that only authorized parties can access
these identifiers. Indeed, the encrypted CIDs are stored on the blockchain, and their
decryption can only be performed with the appropriate shared key. This guarantees
restricted access to the data, even though the blockchain is public.

The CIDs generated by IPFS have a standardized size of approximately 34 bytes (or
46 characters in base58), which is a significant advantage for the use of ASCON-128, an
algorithm designed for efficient encryption management. During the encryption of the
CIDs, the process unfolds as follows:

1.  Padding the data: The 34-byte CID is padded with 2 additional bytes, bringing the
total size to 36 bytes. This size is a multiple of 16 bytes, meeting the requirements of
ASCON-128, which encrypts blocks of 128 bits (or 16 bytes).

2. Encryption with ASCON-128: This 36-byte block is then encrypted in a single opera-
tion using ASCON-128. The result of the encryption is also a 36-byte block, containing
the encrypted data as well as an authentication tag. This tag ensures the integrity of
the information and detects any attempts to modify the CIDs.

Figure 7 illustrates the process, detailing each step from padding a CID to encrypting
it with ASCON-128 and producing the final encrypted output.

34 octets
A

00123456 78 9A 00123456 78 9A

BC DE FO 12 34 56 BC DE FO 12 34 56
Encrypt T
78 9A BC DE FO . 78 94 BC DE FO ®
Encrypted CID w 123456 78 9A Padding ., ..sg7s0m &
+tag BC DE FO 12 34 56 BCDEF0123456 - (o
78 9A BC DE FO 78 94 BC DE FO 2.
12 34 80 00 1234 g

36 octets 34 octets

Figure 7. CID padding in encryption phase with ASCON.

As shown in Table 2, the data inserted into the system can take different forms, such
as images, files, or text. Regardless of their nature, they are first stored on IPFS, which
generates a unique 34-byte CID (content identifier). Before encryption with ASCON-128,
this CID is converted to a hexadecimal format and then padded to reach the required size
of 36 bytes. The table below illustrates this process for different types of data.
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Table 2. CID conversion and padding for ASCON-128 encryption by data type.

Data Type CID (34 Bytes) Hexadecimal (34 Bytes)

Padding (36 Bytes)

5A 6789 104C 7F 3B E1 92 D546 77
Image QmA1bD4.. .eW3xy7 3B 5C 93 2F A1 D2 OF 57 3D C8 71 89
2F D0 5A 12 61 74 90 8D 56 34 2A

5A 67 89 10 4C 7F 3B E1 92 D5 46 77

3B 5C 93 2F A1 D2 OF 57 3D C8 71 89
2F D0 5A 12 61 74 90 8D 56 34 2A 80

00

123947 A8 C39F 7B D0 51 67 84 1A
File OmX7cM2V.. kT4pQ1 95 C83F9A 12 57 76 6D 43 B0 81 45
9E C7 54 31 FO D4 C3 29 D8 7E

123947 A8 C39F 7B D0 51 67 84 1A
95 C8 3F 9A 12 57 76 6D 43 B0 81 45
9E C7 54 31 FO D4 C3 29 D8 7E 80 00

8B 1549 33 5D F2 98 8E 44 77 5F 26
Text QOmK7hL3A...rv9zQ2 1D 3892 A95C 10 6E 3D Al D8 44 F7
3318742B A191 D2 D57C 8A

8B 1549 33 5D F2 98 8E 44 77 5F 26
1D 38 92 A9 5C 10 6E 3D A1 D8 44 F7
3318742B A191 D2 D5 7C 8A 80 00

5. Implementation

The main objective of this section is to describe the implementation of the “decentral-

ized blockchain-based authentication and IPFS-based data management protocol using

Ascon”. The implementation was carried out in a simulated environment to evaluate the

protocol’s efficiency in terms of resource consumption and performance.

5.1. Experimental Environment

The experiment was conducted by setting up a simulated network integrating

blockchain, IPFS, and secure authentication and data management mechanisms. The

hardware and software components used are listed below (Table 3):

e  Two laptops (blockchain and IPFS nodes);
e  Two machines simulating IoT devices;
e  Alocal server hosting the main IPFS node.

Table 3. Nodes used in the experimentation.

Category Components Specifications
Model: DELL
CPU: Intel i5 or equivalent
Two computers (blockchain RAM: 8§ GB

Hardware and IPFS nodes)

Storage: 256 GB SSD
OS: Windows 10 or Linux (Ubuntu
recommended)

Two machines simulating IoT
devices

Model: Raspberry Pi 4 or equivalent
CPU: Quad-core ARM Cortex-A72
RAM: 2 GB or 4 GB

OS: Raspbian or any Linux-based OS

A local server hosting the
main IPFS node

Model: HP

CPU: Intel i3 or equivalent

RAM: 4 GB

Storage: 500 GB HDD or SSD

OS: Ubuntu 20.04 LTS or equivalent

Software and

Remix IDE, Ganache, Web3.js
Tools

Ensure the software is up to date

IPFS Desktop

0.42.0

Node-RED

4.09
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Software and tools

o  Remix IDE, Ganache, Web3.js;
e  IPFS Desktop;
e Node-RED.

The hardware infrastructure consisted of two laptops acting as blockchain and IPFS
nodes, allowing local testing of the blockchain and decentralized storage. Additionally,
two machines were used to simulate IoT devices with limited computational resources,
ensuring realistic constraints similar to real-world IoT environments. These devices were
configured with a restricted CPU and RAM to better reflect the processing limitations of
embedded systems. A local server was deployed to host the main IPFS node, facilitating
file storage and retrieval. However, for a more extensive simulation, a distributed IPFS
network with multiple nodes would be required.

The software environment included Remix IDE, Ganache, and Web3.js for smart con-
tract development and blockchain interaction. IPFS Desktop was utilized for decentralized
data storage, enabling content-based addressing and file sharing. Node-RED was employed
to orchestrate IoT data flow and automate interactions between different components of
the system.

5.2. Estimation of Resource Consumption

There are three important factors to estimate during the experiment: The time required
by a smart device to perform each function, the RAM required for each function, and the
CPU consumption.

A- Time consumption

The first important factor is the time required for a smart device or user to perform
the smart contract functions mentioned above. Table 3 shows the maximum, and average
time required over the 100 runs of the experiment. We chose 100 repetitions to ensure
the robustness and statistical significance of the results. This number, recommended in
the literature, helps reduce the impact of random variations and anomalies while pro-
viding an accurate estimate of performance under varied conditions. By repeating the
experiment 100 times, we were able to obtain an average of the measurements, minimizing
biases and occasional anomalies while balancing precision and the available resources for
the experiment.

As shown in Table 4, the key pair generation took a maximum time of 0.015 s and
an average of 0.001 s. Similarly, SAS verification by an IoT node required a maximum
time of 0.07 s and an average of 0.03 s. These relatively low results demonstrate that the
protocol is suitable for IoT environments, as it guarantees fast authentication with minimal
impact on device performance, thus promoting reduced energy consumption and better
system scalability.

Table 4. Summary Table of function time.

Function Max Time Average Time
KeypairGeneration 0.015 0.001
VerifieSAS 0.07 0.03
CIDEncryption 0.01 0.003
AddCID 0.11 0.04

GetCID 0.06 0.02

AddData 0.12 0.05

GetData 0.06 0.02
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B- CPU consumption

The second important factor to discuss is the energy consumption required of a
network node to perform the functions mentioned above. Figure 8 shows a comparison
between the average power consumed to perform each function, in which the power
consumed by the phase of creating a certificate is the maximum value, which is 25%.
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Figure 8. CPU consumption.

C- RAM consumption

The third factor is RAM consumption, which is also an important criterion. Figure 9
shows the results obtained over the 100 execution times, and demonstrates the low memory
consumption of our approach. This low resource usage makes our solution particularly
suitable for IoT environments, where memory and energy optimization are essential.

Memory consumption (RAM)

Memory consumption (KB)

o0 O O X2 X2
NQ‘\ pb"c 0""(’ ?béo'o Qe‘oa

Figure 9. RAM consumption.

6. Evaluation and Security

This Section describes in detail the security mechanisms integrated into the proposed
protocol and outlines the strategies employed to mitigate potential threats. By combining
authenticated encryption, blockchain immutability, and the distributed nature of IPFS, this
protocol is designed to protect sensitive data and ensure the integrity, availability, and
proper access control of stored resources.
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6.1. Security Analysis

The protocol achieves robust security primarily through the use of authenticated
encryption with the Ascon algorithm. This method guarantees data confidentiality by en-
suring that all sensitive information is encrypted before transmission. Even if an adversary
manages to intercept the communications, the encrypted data remain unintelligible without
the corresponding decryption key. This approach is crucial for preventing unauthorized
access, particularly in environments where data are exchanged over open networks.

Data integrity is secured by leveraging two key mechanisms. First, the blockchain’s
inherent immutability ensures that all metadata—such as transaction records and access
logs—cannot be altered once recorded. This provides a reliable audit trail and prevents any
unauthorized modifications. Second, IPFS employs content-based addressing, where every
file is identified by its cryptographic hash. Any attempt to alter a file results in a different
hash value, thereby making tampering immediately detectable.

Access control is enforced using smart contracts deployed on the blockchain. These
contracts are programmed to execute strict permission rules, ensuring that only authorized
users can access or modify resources stored in the system. The combination of these mea-
sures creates a robust barrier against unauthorized access while maintaining a transparent
and verifiable record of all interactions.

Furthermore, the decentralized architecture of both blockchain and IPFS contributes
significantly to the protocol’s resilience. By eliminating single points of failure, the sys-
tem remains operational even if parts of the network are compromised or subjected to
distributed denial-of-service (DDoS) attacks. This distributed design not only improves
reliability but also enhances the overall security posture of the protocol.

6.2. Threat Mitigation

The proposed protocol incorporates a variety of targeted mechanisms to neutralize
potential threats and ensure the security of the system. One of the primary concerns is the
risk of replay attacks, where an attacker might capture and resend valid messages to illicitly
repeat transactions or commands. To counter this, each authentication attempt within
the protocol is tagged with a unique nonce and an accompanying session token. These
elements ensure that every transaction is unique; even if an attacker intercepts a message,
it cannot be reused because the system will recognize it as a duplicate and subsequently
reject it.

Another significant threat is posed by Sybil attacks, where a malicious actor creates
multiple fake identities to overwhelm or manipulate the network. The protocol defends
against this by leveraging the inherent properties of blockchain consensus mechanisms.
These mechanisms, such as Proof-of-Stake or other decentralized algorithms, make it
computationally and economically prohibitive for an attacker to flood the network with
fraudulent identities. As a result, the network remains resilient and resistant to domination
by any single entity attempting to subvert the system.

Insider threats, which involve malicious actions by authorized users or compromised
accounts, are addressed through robust access control measures. The protocol employs
Role-Based Access Control (RBAC) to ensure that every user is granted only the permissions
necessary for their role. This minimizes the potential damage that could be caused by
an insider. Furthermore, regular security audits and the continuous monitoring of user
activities help detect any anomalous behavior early on, allowing for prompt intervention
to prevent potential security breaches.

Finally, to protect against data theft, the protocol utilizes the Ascon encryption algo-
rithm to secure all sensitive data during transmission. This means that even if an attacker
manages to intercept the communication channel, the captured data remain encrypted
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and indecipherable without their corresponding decryption key. By ensuring that data are
always encrypted while in transit, the protocol effectively safeguards sensitive information
from being extracted or misused by unauthorized parties.

6.3. Protection Against Specific Attacks

The proposed protocol is designed to counter a variety of specific attack vectors
commonly encountered in distributed environments. Each of these potential threats is
addressed through tailored mechanisms that work in concert to secure communications
and data.

Man-in-the-Middle (MitM) Attacks:

Man-in-the-Middle attacks involve an adversary intercepting communications be-
tween two parties with the aim of eavesdropping or altering the transmitted messages.
In our protocol, robust cryptographic keys and advanced encryption mechanisms—
specifically using the Ascon algorithm—serve as the first line of defense. By encrypting all
communications end-to-end, the protocol ensures that any intercepted messages remain
unreadable without the appropriate decryption key. Additionally, blockchain-based au-
thentication guarantees that both parties are verified before any exchange occurs, making
it exceedingly difficult for an attacker to successfully impersonate either party or inject
fraudulent data into the communication stream.

Brute Force Attacks:

Brute force attacks attempt to decipher encrypted data by systematically testing every
possible key until the correct one is found. The protocol mitigates this threat by relying
on the inherent strength and high computational complexity of the Ascon algorithm. As
Ascon is designed with a large key space and strong cryptographic primitives, it renders
any brute force attempt computationally prohibitive, effectively ensuring that decryption
without the correct key remains virtually impossible.

Phishing Attacks:

Phishing attacks typically target user credentials by tricking users into disclosing
sensitive information. To counteract this threat, the protocol enforces strict authentication
through smart contracts and the use of unique session tokens. This multi-factor approach
ensures that even if an attacker manages to compromise a user’s login details, the additional
security layer provided by session tokens and the smart contract authentication checks will
prevent unauthorized access to system resources.

Denial-of-Service (DoS) Attacks:

Denial-of-service attacks aim to overwhelm a system with excessive traffic, thereby
rendering it unavailable to legitimate users. The decentralized architecture of our protocol,
which leverages both blockchain and IPFS, inherently mitigates this risk. The distributed
nature of the system eliminates single points of failure, ensuring that even if certain nodes
or segments of the network are targeted and become temporarily inoperative, the overall
system remains operational. This redundancy and distribution of workload significantly
reduce the impact of DoS attacks.

Data Corruption:

Ensuring data integrity is critical in any secure system. Our protocol defends against
data corruption by combining the immutability of the blockchain with IPFS’s content-
based addressing. In this system, any unauthorized modification of data results in a
discrepancy between the stored cryptographic hash and the actual content. Such a mismatch
is immediately detectable, ensuring that any attempts to corrupt the data are promptly
identified and can be addressed before further harm is carried out.
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Eavesdropping:

Eavesdropping involves the unauthorized interception of data during transmission.
To guard against this, all communications within the protocol are encrypted using the
strong, lightweight encryption provided by Ascon. This ensures that even if an attacker is
able to tap into the communication channel, the intercepted data will remain encrypted and
indecipherable without the correct decryption key, thereby preserving the confidentiality
of the transmitted information.

6.4. Evaluation of Existing IoT Security Protocols

In order to better understand the advantages of our decentralized authentication
protocol based on blockchain and IPFS, we compared several scientific articles in the field
of IoT security. The following table presents a comparison of several relevant articles based
on different security criteria, such as authenticated encryption, replay protection, smart
contract access, content integrity (IPFS), DoS resilience, and lightweight for the IoT. This
analysis highlights the strengths of our approach in comparison with existing solutions.

As shown in Table 5, our protocol offers several advantages over existing IoT security
solutions. In particular, it stands out for its ability to provide authenticated encryption
and effective replay protection, making it more resilient to malicious attacks. Furthermore,
unlike many approaches, our solution integrates smart contracts to manage access to
resources in a decentralized and transparent manner.

Table 5. Security feature comparison of IoT protocols.

. . Authenticated  Replay Smart Contract Content . Lightweight
Article Title Encryption Protection Access Integrity (IPFS) Do Resilience for IoT
[39] v v v x X v
[40] v v x x v v
[41] v v v X X x
Our approach v v v v v v

Regarding content integrity, our use of IPFS ensures data protection while providing
fast and reliable access, even in the event of distributed attacks. We have also considered
DDoS resilience, a critical issue in IoT environments, by incorporating mechanisms that
reduce the system’s vulnerability to such attacks.

Finally, our solution is specifically designed to be lightweight, making it suitable
for resource-constrained IoT devices, which are often limited in terms of hardware and
energy resources. This feature allows our protocol to function efficiently in large-scale IoT
environments while maintaining a high level of security.

7. Conclusions

The rapid growth of IoT devices has brought both opportunities and security chal-
lenges, particularly in authentication, data management, and communication. This paper
proposes a decentralized authentication protocol using the Ethereum blockchain, IPFS,
elliptic curve cryptography (ECC), and the ASCON lightweight encryption algorithm. This
protocol addresses IoT security challenges by enabling mutual authentication, ensuring
data confidentiality, and providing traceability via blockchain-integrated encrypted content
identifiers (CIDs). By utilizing IPFS for decentralized storage and lightweight cryptography,
this solution meets IoT device constraints while maintaining high security.

Our experimental analysis shows that the protocol achieves its objectives, making it
scalable and suitable for real-time, secure IoT applications.
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Future work will focus on improving the energy efficiency and scalability of blockchain
implementations in the 10T, as well as exploring adaptive authentication methods and
DNA-based cryptographic techniques to enhance system security and usability.
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