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Abstract: Homomorphic encryption enables secure cloud computing over the complete data lifecycle.
As so-called in-use encryption methodology, it allows using encrypted data for, e.g., data analysis—
in contrast to classic encryption methods. In-use encryption enables new ways of value creation
and an extensive use of cloud computing for manufacturing companies. However, homomorphic
encryption is not widely implemented in practice yet. This is mainly since homomorphic encryption
has higher computation times and is limited regarding its calculation operations. Nevertheless,
for some use cases, the security requirements are a lot stricter than, e.g., timeliness requirements.
Thus, homomorphic encryption might be beneficial. This paper, therefore, analyzes the potential of
homomorphic encryption for cloud computing in manufacturing. First, the potential and limitations
for both classic and homomorphic encryption are presented on the basis of a literature review. Second,
to validate the limitations, simulations are executed, comparing the computation time and data
transfer of classic and homomorphic encryption. The results show that homomorphic encryption
is a tradeoff of security, time, and cost, which highly depends on the use case. Therefore, third,
manufacturing use cases are identified; the two use cases of predictive maintenance and contract
manufacturing are presented in detail, demonstrating how homomorphic encryption can be beneficial.
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1. Introduction

Against the background of constantly increasing demands on modern IT infrastruc-
tures, especially in terms of their storage capacity and computing power when processing
data, the application of cloud computing in manufacturing is growing rapidly. In partic-
ular, small and medium-sized enterprises are no longer dependent on having large data
storage facilities or on carrying out complex data analyses on internal systems [1–4]. In
addition to the cost reduction by adapting storage capacity and computing performance
based on company’s needs, cloud computing has several advantages. Due to permanent,
location-independent availability of relevant data, decision-making times are shorter [5,6].
Cloud computing allows cross-site access to systems through central synchronization and
analysis of data [7]. Furthermore, off-site cloud backups protect relevant data in the event
of a local disaster [8]. These advantages result in a predicted globally annual growth rate of
cloud computing in manufacturing of 16.1% from 2020 to 2030 [9]. Global revenue from
public cloud offerings is estimated to exceed 350 billion USD in 2022 [10]. Despite this
immense potential, cloud computing is currently mostly used to only store data. The main
reason for this limited use of cloud computing lies in data security. As shown by the cloud
security alliance, security threats are the major reasons why companies are not yet using
cloud computing for purposes other than pure storage [11,12].

Security challenges include the risk of data misuse by the cloud provider, cloud in-
frastructure security, and control over third-party providers [1,11]. However, the challenge

J. Cybersecur. Priv. 2023, 3, 44–60. https://doi.org/10.3390/jcp3010004 https://www.mdpi.com/journal/jcp

https://doi.org/10.3390/jcp3010004
https://doi.org/10.3390/jcp3010004
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/jcp
https://www.mdpi.com
https://orcid.org/0000-0002-0978-8063
https://orcid.org/0000-0003-4744-3936
https://doi.org/10.3390/jcp3010004
https://www.mdpi.com/journal/jcp
https://www.mdpi.com/article/10.3390/jcp3010004?type=check_update&version=1


J. Cybersecur. Priv. 2023, 3 45

level of data security depends on the state of data during cloud computing [1,13]. The
literature distinguishes among three different states of data: data in storage, data in transit,
and data in use [13–15]. Data in storage and data in transit have been protected with classi-
cal methods of cryptography for years. However, classical encryption methods cannot be
applied for data in use, as they do not allow executing calculations with cipher text. Thus,
data are decrypted in the cloud to be used for analyses and, therefore, revealed to the cloud
provider. This consequently results in the abovementioned security risks [13,16]. To solve
these risks, in-use encryption technologies are the focus of current research. They allow
calculations with encrypted data. The in-use encryption technology “homomorphic encryp-
tion” promises a high potential to solve security risks within cloud computing [14,15,17,18].
It requires, however, more computing efforts than classic encryption technologies and is
limited regarding certain calculation operations [19].

Considering both the advantages and the current challenges of homomorphic encryp-
tion, the goal of this paper is to evaluate the potential of homomorphic encryption for
cloud computing use cases in manufacturing. Therefore, Section 2 presents the funda-
mentals within this field of research. Section 3 presents encryption for cloud computing,
analyzing the limitations of classic encryption, as well as the potential and challenges of ho-
momorphic encryption. Section 4 presents manufacturing use cases for cloud computing in
manufacturing and analyzes their improvement when deploying homomorphic encryption.
Section 5 summarizes the findings and gives an outlook for further research requirements.
Sections 3.3 and 4 represent the main contribution and novelty of this paper, as the paper is
the first to simulate, in detail, homomorphic encryption’s applicability for manufacturing,
along with manufacturing use cases.

2. Fundamentals

This section defines the fundamental terms relevant to evaluate the potential of homo-
morphic encryption for cloud computing use cases in manufacturing.

2.1. Cloud Computing

The National Institute of Standards and Technology (NIST) defines cloud computing
as “[ . . . ] a model for enabling ubiquitous, convenient, on-demand network access to a shared
pool of configurable computing resources [ . . . ] that can be rapidly provisioned and released with
minimal management effort or service provider interaction” [20]. According to the NIST, cloud
computing, thus, refers to access at any time to a pool of computing resources that can
be rapidly provisioned and released with minimal management effort or service provider
interaction [20].

Cloud computing can be categorized according to the cloud deployment model, of
which NIST defines four: private cloud (1), public cloud (2), community cloud (3), and
hybrid cloud (4). Deployment models basically differ regarding cloud ownership and cloud
accessibility, which in turn influences the cloud’s functionalities and the cloud cost [13,20].
A private cloud (1) is owned by one organization. Access to the private cloud is restricted
to this organization’s employees. A private cloud allows the highest flexibility regarding
cloud functionalities but is the most expensive deployment model. In contrast, a public
cloud (2) is accessible by the broad public. It is owned and provided by a cloud provider.
In general, it is the cheapest deployment option, but also limits the cloud’s functionalities.
A community cloud (3) is accessible for a defined group of organizations that share the
same interests or goals. It is either owned by one of the community members or an external
cloud provider. If two or more of the deployment models mentioned are combined, this
is referred to as hybrid cloud (4) [3,13,20,21]. For further analysis, the tradeoff among
functionality, cost, and accessibility is important.

Independent of the deployment model, three different states of data exist during cloud
computing being relevant for encryption [13–15]:

• In-storage data: data that are currently stored in the cloud,
• In-transit data: data that are currently sent from the cloud to the user’s storage,
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• In-use data: data that are currently being used, e.g., for analyses.

As not every encryption method is applicable for each state, this differentiation is
important for encryption, as further described in Section 2.2.1.

2.2. Encryption
2.2.1. General Encryption Process

Encrypting information, messages, or data has been established for decades. The
oldest known encryption technologies were already used in Sparta or Rome for military
communication [22]. Encryption aims to prevent unauthorized persons from accessing
information, messages, or data. To achieve this goal, almost all encryption technologies are
designed to provide maximum computational security. This means that the computational
effort to decrypt data is not in proportion to the benefit of its reveal [23,24].

Regardless of the encryption technology, the general encryption process is identical
and can be described based on the quintuple (P, E, K, C, and D) of cryptosystems, as shown
in Figure 1. The information or data to be secured is given as plaintext (P). To turn this
plaintext into an illegible form, encryption (E) is executed. Encryption is a mathematical
transformation of the plaintext by combining an invertible encryption function with the
corresponding key (K). This turns the readable plaintext into ciphertext (C), which is
illegible for everyone but the intended recipient. To then make the ciphertext readable
again, decryption (D) is executed, using the inverted encryption function in combination
with the key to display plain text again [23–26].
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Figure 1. Basic encryption process based on the quintuple of cryptosystems.

In most cases, the encryption function is based on known algorithms [24]. However,
the algorithms and functions of classical encryption technologies can only be applied to
data in storage and data in transit (see Section 2.1) [27]. Calculations and analyses on data
encrypted with classical encryption functions would either result in a wrong result or might
even lead to errors due to the illegible ciphertext, which might not even be readable by
the algorithms. Thus, calculations are not possible on the ciphertext, but only on plaintext.
Data would need to be decrypted to be used for calculations and, thus, be readable by the
person or company that is analyzing the data [27].

However, so-called in-use encryption technologies allow calculations on encrypted
data. The most promising technology is homomorphic encryption, which is presented in
Section 2.2.2 [18,28].

2.2.2. Homomorphic Encryption

Homomorphic encryption is a further development of existing cryptographic ap-
proaches. Its central feature is the usability of encrypted data, meaning that homomorphic
encryption allows calculations and analyses on encrypted data [19,29]. The term homo-
morphic derives from the Greek words “homos” and “morphe”, which together mean
“same shape” [28]. In the field of algebra, the term homomorphism is used for “a structure-
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preserving mapping between two algebraic structures” [30]. In terms of cryptography,
this means that the decisive properties of an unencrypted dataset are passed on to the
encrypted data set during encryption [29]. Figure 2 describes homomorphism of an en-
cryption according to the introduced quintuple of cryptosystems. Analogously to the
mathematical homomorphism, encryption (Equation (1)) and decryption (Equation (2)) are
defined as follows:

ek

(
p ♦ p

′)
= ek(p) ◦ ek

(
p
′)
= c ◦ c

′
, (1)

dk
(
c ◦ c′

)
= dk(c) ♦ dk

(
c′
)
= p ♦ p

′
, (2)

where ♦ ∈ {⊕, ⊗} ∀ p, p
′ ∈ P, ek is an encryption function, dk is a decryption function,

p, p
′

is plaintext, c, c
′

is cypher text, ⊕ denotes addition, and⊗ denotes multiplication.
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The possible operations of homomorphic encryption methods are limited to addition
and multiplication in known methods. Nevertheless, homomorphic encryption methods
are able to perform arbitrary operations, as proven by Gentry [31]. He demonstrated that
circuit functions that are based on only additions and multiplications enable modeling
arbitrary operations [31].

The possible operations and the number of operations define the three types into
which homomorphic encryption is usually categorized: partially homomorphic encryption,
somewhat homomorphic encryption, and fully homomorphic encryption [28,32]. The
computation time increases with the complexity of the methods, with fully homomorphic
encryption requiring the greatest computational effort compared to the other methods [18].
The difference between somewhat and fully homomorphic encryption, thus, lies in the
error correction of fully HE, so-called bootstrapping. If calculations of encrypted data
are executed with two operators, small errors occur. With each calculation, these errors
increase. Using fully homomorphic encryption algorithms, bootstrapping is applied in case
the defined error value crosses the threshold, which reduces the error value. This allows an
unlimited number of calculations but requires higher calculation efforts. Somewhat HE
does not apply bootstrapping and, thus, requires less calculation effort. However, for this
reason, the number of calculations is limited until the error threshold is reached; otherwise,
the calculations error would become too large [33,34].

Independent of the HE category, all methods work with consistently encrypted data,
and the data security of all methods can be classified as high. Table 1 describes and
characterizes these three categories.
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Table 1. Characterization of homomorphic encryption categories.

HE Category Partially HE Somewhat HE Fully HE

Possible operations Addition OR
multiplication

Addition AND
multiplication

Addition AND
multiplication

Operations amount Unlimited Limited Unlimited
Calculation effort + ++ +++

Security +++ +++ +++
+ Low. ++ Medium. +++ High.

3. Encryption for Cloud Computing in Manufacturing

To ensure a secure cloud computing, encryption of data is key. Thus, after introducing
the fundamentals of cloud computing and encryption in Section 2, Section 3 analyzes the
potential and limitations of different encryption technologies for cloud computing. First,
Section 3.1 presents the limitations of classic encryption for cloud computing. Second,
Section 3.2 presents the potential and challenges of using homomorphic encryption during
cloud computing. To further analyze and validate both potential and challenges, Section 3.3
experimentally compares classic and homomorphic encryption.

3.1. Limitations of Classic Encryption for Cloud Computing

To ensure comparability with other technologies, a scenario for the use of cloud
computing is introduced. In this example, a company is assumed to use a cloud service for
the storage and processing of data collected in manufacturing. These data are transferred
from the on-premise company IT to the cloud in the form of a database and stored there.
The following use cases should be possible: backing up encrypted manufacturing data as a
database in the cloud; performing analyses using the data of the stored database.

The cloud computing scenarios for the two manufacturing use cases are shown in
Figure 3. The potentials (green) and limitations (orange) are highlighted.

J. Cybersecur. Priv. 2023, 3, x FOR PEER REVIEW  6  of  18 
 

To have an updated backup,  the  result  is  then encrypted again and stored  in  the 

cloud. In this variant, data security is guaranteed throughout the whole lifecycle as the 

decrypted data are only on premise and, thus, only visible to the company. However, as 

the analysis is not carried out in the cloud, the computing resources of the cloud are not 

utilized. Furthermore, since the database must be downloaded from the cloud before each 

analysis, the amount of transferred data is constantly increasing. This analysis shows how 

the central limitation of classic encryption, i.e., not being able to use in‐use data, affects 

the security of cloud computing: either the company relies on cloud resources with the 

risk of revealing the data, or the data are secure while cloud resources are not used. Pure 

data backup, however, has no limitations with classic encryption methods.   

 

Figure 3. Limitations of classic encryption during cloud computing. 

3.2. Potentials and Challenges of Homomorphic Encryption for Cloud Computing 

3.2.1. Potentials of Homomorphic Encryption 

Homomorphic encryption is an evolution of existing cryptographic approaches that 

has as its central feature the usability of encrypted data. As data backup in the cloud (sce‐

nario 1, Section 2.2.2) is realizable without limitations and does not include data usage, it 

is not further considered for homomorphic encryption. However, the potential of homo‐

morphic encryption for data analysis in the cloud (scenario 2) is considered. As shown in 

Figure 4, the database is first encrypted at the company (on premise) and stored in the 

cloud. Once the company wants to perform an analysis, this encrypted database can now 

be used without any decryption  in  the cloud. The complete analysis  is executed  in the 

cloud, and the result is also encrypted. This encrypted result is then sent back to the on‐

premise IT, where it is decrypted by the company, to make the result visible. Compared 

to classic encryption, homomorphic encryption tackles both major limitations (see Section 

3.1), as demonstrated by the color code in Figure 4. First, homomorphic encryption ena‐

bles data security over the whole data life cycle. Second, as this continuous data security 

allows analyzing data  in the cloud with any risks, homomorphic encryption allows re‐

vealing the full potential of cloud computing and flexibly using the cloud resources.   

R esult

D B

R esult

D B

R esultR esult

D B

Lim itation N o Lim itation

Start End Plaintext C iphertext D ecryptionEncryption D ata U sage

D ata Transfer D atabaseDB

Variant 1

Variant 2

D BPlaintext

On‐Premise Processes Cloud Computing Processes

Scenario 1: Data Back‐Up

Scenario 2: Data Analysis

Figure 3. Limitations of classic encryption during cloud computing.



J. Cybersecur. Priv. 2023, 3 49

In scenario 1 (data backup), the data are encrypted at the company and transferred to
the cloud. It is noticeable that no limitations occur in the pure storage of data using classic
encryption methods. The database is encrypted during data transfer and data storage in
the cloud. Thus, the data are secure over the entire data lifecycle. This means that classic
encryption is fully suitable for data backup. For scenario 2 (data analysis), two possible
variants exist. In variant 1 of scenario 2, the analysis is performed in the cloud. For the
analysis to be possible, the encrypted database must first be decrypted in the cloud as
it is not possible to analyze classical encrypted data (see Section 2.2.1). The result of the
analysis is then encrypted in the cloud again and transferred back to the company. The
company finally decrypts the result of the analysis for on-premise use. As the data analysis
is carried out in the cloud, the company relies on the flexible computing resources of the
cloud, which is a benefit. However, since the database is decrypted in the cloud at this
point, data security is not guaranteed over the entire data lifecycle. In variant 2 of scenario
2, the analysis is carried out on premise. Here, the backed up encrypted database is first
downloaded on the company’s on-premise IT. Here, the database is decrypted to perform
the analysis.

To have an updated backup, the result is then encrypted again and stored in the
cloud. In this variant, data security is guaranteed throughout the whole lifecycle as the
decrypted data are only on premise and, thus, only visible to the company. However, as
the analysis is not carried out in the cloud, the computing resources of the cloud are not
utilized. Furthermore, since the database must be downloaded from the cloud before each
analysis, the amount of transferred data is constantly increasing. This analysis shows how
the central limitation of classic encryption, i.e., not being able to use in-use data, affects the
security of cloud computing: either the company relies on cloud resources with the risk
of revealing the data, or the data are secure while cloud resources are not used. Pure data
backup, however, has no limitations with classic encryption methods.

3.2. Potentials and Challenges of Homomorphic Encryption for Cloud Computing
3.2.1. Potentials of Homomorphic Encryption

Homomorphic encryption is an evolution of existing cryptographic approaches that
has as its central feature the usability of encrypted data. As data backup in the cloud
(scenario 1, Section 2.2.2) is realizable without limitations and does not include data
usage, it is not further considered for homomorphic encryption. However, the potential
of homomorphic encryption for data analysis in the cloud (scenario 2) is considered. As
shown in Figure 4, the database is first encrypted at the company (on premise) and stored
in the cloud. Once the company wants to perform an analysis, this encrypted database can
now be used without any decryption in the cloud. The complete analysis is executed in the
cloud, and the result is also encrypted. This encrypted result is then sent back to the on-
premise IT, where it is decrypted by the company, to make the result visible. Compared to
classic encryption, homomorphic encryption tackles both major limitations (see Section 3.1),
as demonstrated by the color code in Figure 4. First, homomorphic encryption enables data
security over the whole data life cycle. Second, as this continuous data security allows
analyzing data in the cloud with any risks, homomorphic encryption allows revealing the
full potential of cloud computing and flexibly using the cloud resources.

3.2.2. Current Challenges of Homomorphic Encryption

Despite the potential that homomorphic encryption offers for cloud computing, there
are still several challenges regarding the implementation of homomorphic encryption in
several branches in practice, as well as in manufacturing companies.

Homomorphic encryption, especially fully homomorphic encryption, currently has
high energy requirements due to high computational efforts. These computational efforts
result in longer computing times, thus lowering efficiency, which is why homomorphic en-
cryption is often not yet suitable for practical use [35]. In addition to the efficiency problem,
the possible uses of homomorphic encryption are also limited by the characteristics of the
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application in question. Highly complex algorithms or the processing of disproportion-
ately large datasets is currently not feasible with homomorphic encryption methods [19].
Furthermore, no “one-fit-all” solution for homomorphic encryption exists yet. There are
several domain-specific homomorphic encryption algorithms existing (e.g., for medical
data); however, finding a suitable homomorphic encryption technology requires time and
expertise and very much depends on the use case [33].
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Nevertheless, these challenges are qualitative and must always be considered regard-
ing the use cases and the use case requirements. Therefore, in Section 3.3, an experimental
comparison in conducted to more deeply analyze the challenges and potential of homo-
morphic encryption for manufacturing.

3.3. Experimental Comparison of Classic and Homomorphic Encryption

The challenges of homomorphic encryption considered in Section 3.2 have shown
that the computing time is significantly longer than for classical encryption methods.
However, the chapter also highlighted that the challenges of homomorphic encryption
majorly depend on the use case. To investigate the actual differences between homomorphic
encryption methods and classical encryption for different operations (i.e., use cases) for
cloud computing, an experimental validation was performed. In this section, the parameters
and assumptions of the performed validation are explained (Section 3.3.1) and its results
are presented (Section 3.3.2). As this paper is the first to conduct such a detailed analysis,
this section is one of the main contributions of this paper. The used dataset and the GitLab
repository are provided in the data availability statement at the end of this paper.

3.3.1. Experimental Setup

To pursue the described aim of comparing homomorphic and classic encryption for
different scenarios, three different analysis scenarios are defined that could be applicable in
manufacturing. These scenarios differ regarding their calculation operation as follows, as
summarized in Table 2:

• Addition (e.g., daily consumption of cooling lubricant on one machine),
• Multiplication (e.g., electricity costs of the manufacturing line in a certain interval),
• Average (e.g., average temperature in a cold store over a certain time interval).

Depending on the need for partially (only one operator, with unlimited calculations),
somewhat (both operators, with limited calculations), or fully homomorphic encryption
(both operators, with unlimited calculations), different homomorphic encryption methods
were applied, as summarized in Table 2. The Paillier method was used for partially homo-
morphic encryption, implemented via a Python library. This is a probabilistic asymmetric
method whose security is based on the mathematical n-th residual problem. As is usual for
asymmetric methods, the cryptosystem consists of an algorithm for key generation and the
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encryption and decryption algorithm. The Paillier system has an additive homomorphic
property and is used, for example, in electronic voting systems [18,36,37]. The Brakerski–
Fan–Vercauteren (BFV) method was used for somewhat homomorphic encryption. BFV is
a homomorphic encryption scheme that uses the ring learning with error (RLWE) problem
and encrypts data in ring polynomial form. The encryption and decryption in this scheme
involve high-degree polynomial multiplication [38]. The Cheon–Kim–Kim–Song (CKKS)
method was used for fully homomorphic encryption [39]. CKKS is also based on the RLWE
assumption and does not require expensive bootstrapping operations. Plaintext messages
are encoded and encrypted into vectors, and all computations are vectorized. Both BFV
and CKKS were implemented over the Pyfhel Library.

Table 2. Experimental setup to validate the potential and challenges of homomorphic encryption.

Calculation Operation Addition Multiplication Average

Manufacturing
analysis scenario

Calculation of daily consumption
of cooling lubricant on one

machine

Calculation of electricity costs of
the manufacturing line in a

certain interval

Calculation of average
temperature in a cold store over a

certain time interval
Compared classic

encryption technology Python Fernet Library/Fernet

HE category
(library/algorithms)

PHE
(Python/Paillier)

SWHE/FHE
(Pyfhe/BFV/CKKS)

SWHE/FHE
(Pyfhe/CKKS)

Hardware/operating system AMD Ryzen 7 3700X 8 Kern 3600 MHz/Linux Debian 64 bit

HE: homomorphic encryption, PHE: partially homomorphic encryption, SWHE: somewhat homomorphic encryp-
tion; FHE: fully homomorphic encryption.

As classic encryption has no limitation regarding calculation operations, the compared
classic encryption technology was the same for each scenario (Symmetric Fernet Procedure,
Python Fernet Library).

All calculations were performed on Linux Debian 64 bit and an AMD Ryzen 7 3700X
8 core 3600 MHz processor. For each scenario, sample datasets with 6048 values were
generated and used for the calculations. The used dataset and the GitLab repository are
provided in the data availability statement at the end of this paper.

For the experimental comparison, our main condition was that the data are secure
over the whole data lifecycle. As explained in Section 3.2.1, this is given for homomorphic
encryption. For classic encryption, however, this is only given if the data are analyzed on
premise. Thus, during our experiment, we assumed that the database was downloaded for
the calculations to not reveal data in the cloud. This refers to the comparison scenario of
Scenario 2 Variant 2, as shown in Figure 3.

Since all calculation were executed on the same hardware, cloud usage was simulated
by setting a latency of 20 ms for each data transfer that would have taken place between the
company’s on-premise IT and the cloud (this only affects the comparison of data transfer,
see Section 3.3.2 and Figure 5).

3.3.2. Experimental Results

To compare homomorphic with classic encryption, two major categories are consid-
ered: computation time and the amount of transferred data. The computation time is, on
the one hand, directly related to the energy usage and, thus, cost. On the other hand, it
is an important factor in the manufacturing industry in order to cope with the latency
requirements of applications [40]. The computation time was measured by recording the
computation time of the used hardware. The data transfer is important, as the cost of
data transfer is constantly rising, and data transfer might be a significant cost factor in the
future [5]. The data transfer was measured by recording the number of kilobytes.
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The computation time was analyzed for encryption and decryption in three scenarios.
For encryption and decryption, the computation time for the entire dataset was compared
between classic encryption and homomorphic encryption. It was found that encryption us-
ing homomorphic encryption took 360 times longer than with classic encryption. The total
decryption time of homomorphic encryption, on the other hand, only took 20% of classic en-
cryption. These results can be attributed to the fact that only the results had to be decrypted
when using homomorphic encryption; using classic encryption, decryption was necessary
for each calculation, leading to a higher total description time. Nevertheless, despite a
slightly faster decryption time, the total encryption and decryption time of homomorphic
encryption was significantly higher. Moreover, the absolute value (95.49 s homomorphic
encryption vs. 0.265 s classic encryption) can be an issue in manufacturing practice.

The first cloud computing scenario considered an addition. Since this calculation only
covers one operator, a partially homomorphic encryption (PHE) method was considered
for the comparison with classical encryption. As shown in Figure 5, the calculation times
between classical and homomorphic encryption differed by a factor of 760. However, for
both classic and homomorphic encryption, the absolute values were below 0.1 s. In practice,
this difference might be neglectable.

The second cloud computing scenario considered a multiplication. All homomorphic
encryption categories would be suitable; however, as the available PHE libraries are not
suitable for multiplications, we only considered somewhat homomorphic encryption
(SWHE) and fully homomorphic encryption method (FHE). Accordingly, the number
of operations was limited to 16; otherwise, the calculation error of the SWHE would have
been too large (see Section 2.2.2). The comparison shows that SWHE required slightly less
computing time. As shown in Figure 5, both SWHE and FHE required approximately 105

times more computing time than classic encryption. Again, the applicability of absolute
values of 10 s for SWHE and FHE must be considered for the specific application.

The third cloud computing scenario considered an average calculation, whereby both
addition and multiplication operations are necessary. Therefore, only SWHE and FHE were
applicable, again only with a limited number of operations, due to the increasing error of
SWHE. Again, the classic encryption required less computation time (factor 13) than SWHE
and FHE, which were again similar. As for the other three scenarios, the suitability of the
absolute values (2.6 s) must be considered for the use case.
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For the comparison of the transferred data amount, the overall data transfer for all
three scenarios was analyzed. This shows that the total data amount of homomorphic
encryption was only 25% of the classic encryption. This was the consequence of down-
and uploading data for each calculation using classic encryption. Again, this up- and
download was simulated on the same hardware, which has no effect on the data amount
that would be down- and uploaded to the cloud. Therefore, the results are transferrable to
a real cloud scenario.

In summary, the validation results generally confirm the knowledge of the literature
presented in Section 3.3.2. Nevertheless, it is important to consider whether the absolute
values of PHE, SWHE, and FHE are applicable for the practice use case.

3.4. Conclusions

Section 3 analyzed the limitations and potentials of both classic and homomorphic
encryption methodologies for cloud computing in manufacturing. While homomorphic
encryption guarantees data security over the whole data life cycle and a resulting ex-
ploitation of the advantages of cloud computing, homomorphic encryption requires higher
computation time and, thus, energy. This was proven via a literature review, as well as
in an experimental validation. However, the latter also showed that the absolute values
of operations with homomorphic encryption are in a reasonable, absolute time span that
might be applicable in practice use cases. Therefore, the next section considers possible use
cases to analyze if homomorphic encryption can be implemented in manufacturing.

4. Use Cases for Homomorphic Encryption for Cloud Computing in Manufacturing

In this section, the integration of homomorphic encryption for certain use cases in
manufacturing is analyzed. First, Section 4.1 describes how use cases were identified on the
basis of the findings of Section 3. Second, Sections 4.2 and 4.3 describe the integration of
homomorphic encryption for two use cases (predictive maintenance for SME and contract
manufacturing for chipsets). Third, Section 4.4 summarizes the findings. As this paper
is the first to conduct a systematic analysis of use cases for homomorphic encryption in
manufacturing, it is a main contribution and novelty of this paper.

4.1. Identification of Use Cases

To identify use cases, the described findings of homomorphic encryption in manufac-
turing were combined; thus, potential benefits of cloud computing with the benefits and
limitations of homomorphic encryption are considered.

On the one hand, to identify, cluster, and analyze use cases, the creativity technique
used was the morphological box, as it combines creativity, logic, and systematics in one
approach [41]. The morphological box consists of four characteristics:

• Cloud benefits: the reasons for using cloud computing as described in Section 2.1.
• Cloud type: the type of cloud as described in Section 2.1.
• Homomorphic encryption (HE) category: the applied homomorphic encryption category

as described in Section 2.2.2.
• Company size: the company size and associated characteristics.

On the other hand, the restrictions that were concluded in Section 3.4 were used as
boundary conditions and restrictions for the use case:

• Security: the use case must have high data security requirements, especially in the
usage phase. Otherwise, classic encryption methods could be used.

• Time: the time restrictions of the use case must not be too low, which means that
latencies in the minute range must be acceptable.

• Cost: the cost for homomorphic encryption compared to classic encryption are yet
higher, despite savings due to lower data transfer. Thus, the implementation of
homomorphic encryption should increase the revenue to cope with the increased cost.
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Figure 6 summarizes the above. Thus, to identify the use case, first, the categories
of the morphological box were systematically combined (e.g., availability, public cloud,
SWHE, and SME). Second, it was checked whether these use cases fulfilled the boundary
conditions. For example, a use case with low latency requirements was excluded from the
further analysis. In the end, a total of 13 promising use cases was identified, two of which
are presented below.
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4.2. Predictive Maintencance for SME

The first use case describes the secure use of predictive maintenance by means of
cloud computing and homomorphic encryption in an SME. In the use case considered,
the SME is a plastic fiber manufacturer where predictive maintenance is to be introduced
for an extrusion process. The manufacturing process of the plastic fiber is a competitive
advantage for the SME in this use case, which is why all process data should remain secret.

Predictive maintenance is a form of maintenance strategy in manufacturing companies
that ensures the availability of machines and systems, guarantees high product quality, and
improves overall equipment effectiveness [42,43]. However, the use of predictive mainte-
nance is not widespread among SMEs, as high costs and computing power are incurred
for the development of corresponding maintenance systems. Recording data, conducting
test runs, software development, and subsequent validation for the development of such
systems take financial and time resources that an SME cannot afford [44]. In addition,
SMEs usually do not have the expert knowledge to model such a system or the computing
resources needed to implement it [45].

Therefore, the outsourcing of predictive maintenance operations is considered. In this
way, the lack of computing resources of the SME can be compensated. By using predictive
maintenance as a cloud service, the costly and time-consuming development of an in-house
predictive maintenance system is eliminated. This also avoids the need to build up expert
knowledge within the company, as the cloud provider offers a ready-to-use predictive
maintenance solution.

Due to the size of the company (SME) and the general goal of cost savings, the public
cloud is chosen as the cloud type. Cloud computing, is therefore, primarily used for data
management and because of its flexibility. Fully homomorphic encryption is applied as the
data model requires both addition and multiplication operations (only operations possible
with FHE, see Section 2.2.2) and has no defined number of calculations. The selection of
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these characteristics is shown in the morphological box of the predictive maintenance use
case in Figure 7.
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The case also fulfills the requirements security, time, and cost. First, the data are
highly sensitive for the company’s business model, are analyzed by a third party, and
must be secure of the whole data life cycle. Second, the planned predictive maintenance
applications do not require real-time information; instead, maintenance requirements are
queried at specific time intervals. Third, since the development of a predictive maintenance
system can be avoided with the help of the cloud and, since a relatively inexpensive public
cloud is selected, the cost requirement is also met.

The cloud architecture of the predictive maintenance use case is also shown in Figure 7.
It shows the basic data and information flows between the SME and the cloud, the recording
and processing of the information, and the encryption and decryption of the data. First,
measured values are recorded on the extruder during the extrusion process, and a time
series of condition data is generated in this way. Different status data such as process tem-
perature, raw material flow, and coil speed are recorded, which are necessary as input for
the predictive maintenance model. Since, as defined at the beginning, all data must remain
secret, the measured values are homomorphically encrypted by the SME. The encrypted
data are then transferred to the cloud, which also contains the cloud provider’s predictive
maintenance model. The model is then calculated in the cloud using the SME’s input data.
Since both the data and the model are homomorphically encrypted, the calculation can
take place on the encrypted data; hence, in-use data are used in an encrypted manner,
and end-to-end data security is ensured. The result of the model execution is a report
with specific information about the machine’s maintenance time, according to the model
assumptions and the SME’s input data. This report is encrypted in the cloud due to the
use of homomorphic encryption and is transmitted to the SME. At the SME, the report is
decrypted on premise, and the report is made available to maintenance in manufacturing.

For the use case, an FHE process is envisaged, as this offers the most comprehensive
functionality and is, therefore, best suited for the use of a complex predictive maintenance
model. In contrast to the other homomorphic encryption methods, the FHE method
allows an unlimited number of additions and multiplications, with which all mathematical
operations can be mapped. These functionalities form the basis for the development of a
homomorphically encrypted predictive maintenance model.

The use of homomorphic encryption has different advantages in the considered use
cases. For the SME, the focus is on the security of the data, as this is a process that is
crucial for competition. Homomorphic encryption ensures the security of the data as it
uses encrypted data over the entire data life cycle. As part of this, the use of homomorphic
encryption also allows the complete outsourcing of model computation to the cloud, as the
encrypted in-use data can be used in combination with the model.

In summary, the use case illustrates that costs can be saved by strategically selecting a
public cloud and service offerings. Combined with the use of homomorphic encryption,
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resource-intensive processes can be delegated to the cloud, while ensuring the security
of the data throughout its lifecycle. There is no need for a tradeoff between using cloud
resources and ensuring data security, as homomorphic encryption enables both.

4.3. Contract Manufacturing for Chipsets

The second use case enables anonymized cost determination for contract manufactur-
ers in chip manufacturing using homomorphic encryption via a cloud platform. Due to
the rising costs in the manufacturing of microchips, many companies in the semiconductor
industry are abandoning their own chip manufacturing [46]. So-called fabless companies
design and develop microchip technology, and then outsource the entire manufacturing
to contract manufacturers, the so-called chip foundries. This is advantageous for chip
developers, as setting up their own manufacturing involves significantly higher costs than
just developing microchips [47]. The use case focuses on the process of evaluating the
manufacturing and cost feasibility of producing a new chip design.

For the chip manufacturers under consideration, the developed microchip technology
is a unique feature, which must, therefore, be specially protected. Due to the existing
dangers, such as theft of the technology, to which the chip design is exposed when manufac-
turing is outsourced, the chip developer focuses on the greatest possible data security [46].
While determining the feasibility of manufacturing, the chip developer’s data should,
therefore, remain encrypted throughout. However, for efficiency reasons, a digital and
centralized platform for exchange between chip developers and contract manufacturers is
to be used. This platform should both standardize the quotation process and be used for
data exchange after conclusion of the contract.

In the considered use case, the cloud initially has the function of a platform for
the exchange between chip developers and the contract manufacturer. Similar cloud
manufacturing platforms already exist and represent an Internet-based variant of contract
manufacturing [48]. Due to the extensive resources offered by a cloud, the entire quotation
calculation can be transferred to the cloud. At the same time, the accessibility of the cloud
via the Internet allows easy access for exchange at any time. In the use case, a group of
several chip developers is considered, who do not have their own manufacturing facilities
and use a contract manufacturer that takes over the manufacturing of microchips for these
developers. Since all products are semiconductors, the manufacturing requirements are
similar for all chip developers. Due to the similar requirements for the cloud, which is used
for the calculation of the costing model, among other things, a community cloud represents
an efficient and cost-effective solution. Figure 8 shows the architecture and the data flow
between the involved parties.
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In summary, the main task of the cloud is to provide a platform for data exchange
between chip developers and the contract manufacturer. Due to the composition of the
companies using the cloud platform, a community cloud is used. Encryption takes place
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using SWHE, and the use case is aimed at large enterprises. The selection of characteristic
values is shown in the morphological box of the chip manufacturer use case Figure 8.

Again, the three requirements security, time, and cost are fulfilled. First, as described
above, data security is of high importance, as data might otherwise be visible for competi-
tors. Second, offers must not be created in real time. Thus, the additional calculation time
is not issue. Third, as the whole offer calculation is automized and a mid-prize cloud in
form of a community cloud is used, costs are saved.

As the architecture in Figure 8 shows, the process starts with the creation and provision
of the costing model for quoting by the contract manufacturer. The model is defined on
the basis of the manufacturing parameters for a given chip type and considers the contract
manufacturer’s costs and intended margins. The model is homomorphically encoded and
transmitted to the cloud platform. If the chip designer has developed a new microchip and
wants to request a quote from the contract manufacturer, it also homomorphically encrypts
the design data and transmits it to the cloud.

In the cloud, the data are then evaluated using the model, and a quotation is generated.
The offer is initially also encrypted and is only decrypted by the chip developer after the
transfer. In this way, both the chip developer’s technology and the contract manufacturer’s
model remain secret before a contract is concluded between the two parties. This process
takes place via the community cloud every time one of the companies has developed a new
chip design and wants to initiate a new manufacturing order. The contract manufacturer
can add new costing models as needed, expanding the ability to quote for additional chip
types. An SWHE method is envisioned for the use case since the calculations necessary to
determine quotation terms and manufacturing durations are known in advance. SWHE
procedures only allow a limited number of different operations. The operations necessary
for the calculation of the offer can be fixed in advance in such a way that an SWHE model
can be used. Compared to FHE, this saves time and computing effort.

Homomorphic encryption allows the bidding calculation to be performed without
any prior legal assurance, as sensitive technology is not present in unencrypted form in
the cloud. After the necessary data are entered by the contract manufacturer, the model
calculates the offer including costs and delivery time, which represent the only information
presented to the chip developer. For the chip developer, there is no risk of competition-
critical chip design information being made public during the bidding calculation. Because
of this, the additional work involved in bidding can be significantly reduced, and the
duration of the bidding process can be reduced. In addition, the process also keeps the
exact costing bases of the contract manufacturer secret since the model is also encrypted.

The chip developer use case shows that a group of companies with similar needs can
achieve efficiency benefits by using a community cloud. For example, a template is first
generated by the contract manufacturer that provides information about all relevant data
that must be available for quotation costing. The chip developers then must compile their
data on the basis of the template, encode them homomorphically, and transmit them to the
cloud. In the cloud, the same calculation process now takes place automatically for every
request. In the process, competition-critical information remains secret from the other chip
developers and the contract manufacturer, while ensuring fair bidding within the same
constraints for all chip developers. The use of homomorphic encryption forms the basis for
secure bidding and ensures that no competition-critical data can be made public. Without
homomorphic encryption, it would not be possible to calculate a bid without lengthy legal
safeguards in advance.

4.4. Summary of Use Case Analysis

In summary, the use of homomorphic encryption in combination with cloud comput-
ing is suitable for different use cases from the manufacturing environment. However, the
use case analysis showed that homomorphic encryption would not improve every possible
use case. When using the morphological box to develop the use cases, it is noticeable that
not all possible combinations of characteristic values were used. First, regarding cloud
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benefits, the cloud is not used for data storage in the use cases since pure data storage
makes the use of in-use encryption methods obsolete. The type of cloud used is limited to
the public and the community cloud in the use cases. Second, regarding cloud type, the use
of a private cloud is not applicable, as a private cloud is usually used by a single company,
which configures it and can specify the security of the infrastructure in advance. Access to
the cloud can be restricted as required, and the cloud can also be hosted locally if there are
special security requirements.

There is no data exchange or shared data use with other companies, as is possible with
the other cloud types. For this reason, the use of homomorphic encryption is not advan-
tageous compared to classic encryption, since the in-use data utilization is not exploited.
Third, regarding homomorphic encryption category, either FHE or SWHE methods are
used, but not PHE methods. In principle, the use of a PHE method is possible; however,
the application possibilities are limited, since only additions or only multiplications are
possible. In the use cases considered, models of varying complexity are applied, but they
all use both additions and multiplications. In addition, cloud computing is typically used
to move the computation of complex models to a cloud. FHE and SWHE methods are
better suited for such models.

5. Conclusions and Outlook

This paper evaluated the potential of homomorphic encryption for cloud computing
use cases in manufacturing. After presenting the fundamentals in Section 2, Section 3
presented encryption for cloud computing, analyzing the limitations of classic encryption,
as well as the potential and challenges of homomorphic encryption. This showed that
homomorphic encryption has a big advantage regarding security over the whole data
lifecycle, but has the consequence of higher computing times, thus leading to higher
computing energy and costs. However, the section also showed that the potential and
challenges of homomorphic encryption highly depend on the use case. Therefore, Section 4
identified use cases for homomorphic encryption for cloud computing in manufacturing
and analyzed how homomorphic encryption improves this use case. This showed that, in
general, several beneficial manufacturing use cases exist. However, mainly FHE and SWHE
methods are applicable in manufacturing. Furthermore, it is probably only beneficial if
using public or community clouds, as private clouds generally fulfill security requirements
per se; thus, using homomorphic encryption does not have any further benefits.

Sections 3.3 and 4 represented the main contribution and novelty of this paper, as this
paper is the first to simulate homomorphic encryption applicability for manufacturing and
present in detail manufacturing use cases on the level of data transfer.

Despite the shown potential of homomorphic encryption for manufacturing, there
is further research necessary to increase the use of homomorphic encryption in manufac-
turing. For increased use in manufacturing, the development of efficient manufacturing
specific FHE methods is necessary, which offer correspondingly extensive functionality,
but entail less computing time and reduced costs in the application. For this purpose, the
specific requirements of manufacturing applications could first be determined, which can
be sensibly outsourced to a cloud. This includes, e.g., the definition of error threshold of the
bootstrapping for manufacturing, as well as necessary operations other than addition and
multiplication. Furthermore, a tradeoff between the use of cloud computing and data secu-
rity should take place for the consideration of the topic. A mathematical modeling could be
envisaged, which weighs the additional effort caused by homomorphic encryption against
the advantages of cloud computing. In this way, the decision on the use of homomorphic
encryption could be systematized and, thus, facilitated. Interesting developments also exist
around business models and current implementation of homomorphic encryption. For
example, IBM offers so-called homomorphic encryption services. This is a service offering
that includes the option of using a fully homomorphic encryption process [49]. Research
in this area could be further expanded in the future and continued by other companies.
On the other hand, many public libraries already exist, such as SEAL or HElib, which can
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be used to implement homomorphic encryption [50]. At this point, another property of
homomorphic encryption should be mentioned that might become relevant in the context
of cryptographic security in the future. FHE theoretically provides complete security with
respect to the threats posed by the advancement and improvement of quantum comput-
ers. The development of viable homomorphic encryption systems may, therefore, offer
important advantages for the future of cryptography [29].
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