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Abstract

:

The security of programmable logic controllers (PLCs) that control industrial systems is becoming increasingly critical due to the ubiquity of the Internet of Things technologies and increasingly nefarious cyber-attack activity. Conventional techniques for safeguarding PLCs are difficult due to their unique architectures. This work proposes a one-class support vector machine, one-class neural network interconnected in a feed-forward manner, and isolation forest approaches for verifying PLC process integrity by monitoring PLC memory addresses. A comprehensive experiment is conducted using an open-source PLC subjected to multiple attack scenarios. A new histogram-based approach is introduced to visualize anomaly detection algorithm performance and prediction confidence. Comparative performance analyses of the proposed algorithms using decision scores and prediction confidence are presented. Results show that isolation forest outperforms one-class neural network, one-class support vector machine, and previous work, in terms of accuracy, precision, recall, and F1-score on seven attack scenarios considered. Statistical hypotheses tests involving analysis of variance and Tukey’s range test were used to validate the presented results.
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1. Introduction


The pervasiveness of Internet of Things technology and networked sensors in many industrial control systems (ICSs) have exposed critical infrastructure to malicious activities and cyber threats, leading to an increase in successful cyberattacks on critical infrastructure [1,2,3,4]. Programmable logic controllers (PLCs) are embedded devices that serve as major components in ICSs and are crucial to ICSs’ network operation. PLCs control industrial systems by collecting input data from field devices such as sensors and sending commands to actuating devices for process execution [5,6]. ICSs monitor and control critical infrastructure such as nuclear facilities, electricity supply, and water management. PLCs are vulnerable to attacks, similar to other embedded devices. Because PLCs are widely used to control the physical processes of critical infrastructure, attacks against PLCs can cause irreparable damage to enterprises and even loss of human life [7].



In the past, PLCs operated as isolated and proprietary systems with no external connectivity [8,9]. As a result, PLC attacks were limited to insider intrusion, physical damage, and tampering [10]. PLCs are increasingly connected to the internet and corporate networks via transmission control protocol/internet protocol (TCP/IP) and wireless IP [11]. It is difficult to apply traditional techniques for detecting anomalous PLC behavior due to their unique architecture and proprietary operating systems. Therefore, it is crucial to protect PLCs against any forms of cyber-attack and anomalies such as hardware malfunction, accidental actions by insiders, and malicious intruders [12]. Figure 1 shows a typical ICS with interconnected network configuration. The human–machine interface (HMI) provides a visual view and process control commands. The PLCs contain the control logic that supervises the control process. The control process data logs are stored in the historian.



Although both supervised and unsupervised ML techniques have been applied in PLC anomaly detection [13,14], it is usually difficult to rely on a supervised learning approach as real-world ICSs contain numerous sensor data that are tedious to label. Moreover, unsupervised ML techniques for anomaly detection in PLCs and ICSs have not been widely examined. This work explores one-class support vector machines (OCSVM), one-class neural network (OCNN) interconnected in a feed-forward manner, and isolation forest (IF) algorithms to verify PLC process integrity. In order to evaluate this concept, a traffic light control experiment similar to [13,15] was developed. Recent work has suggested that one-class support vector machines (OCSVM) are accurate for identifying anomalous PLC behavior and for identifying anomalies in other areas [16,17,18]. Research work in [19] shows that the future of deep neural networks for intelligent decision making in ICS looks promising. This is because anomaly-detection algorithms based on deep neural networks serve as a data-driven universal function approximation tool.



This work further extends unsupervised PLC anomaly detection techniques by using IF and OCNN. After training, the proposed models are intended to run on a dedicated or separate computer to monitor operations at the PLC memory addresses through real-time HMI historian logs. Results indicate that isolation forest techniques may reduce anomaly detection models’ dependence on the specific data set locality. This work shows that IF outperforms OCNN and OCSVM in detecting PLCs anomalies.



1.1. Contributions


The novel contributions of this work can be summarized as follows:




	
Employ OCNN-based technique for detecting abnormal PLC behavior—the first known application of OCNN in the ICS domain;



	
Conduct comparative performance analysis between OCSVM, OCNN, and IF based on their decision scores instead of using traditional binary predictions and employing analysis of variance (ANOVA) and Tukey’s range test for confirming validity of results;



	
Introduce a new histogram-based approach for visualizing anomaly-detection algorithm performance and prediction confidence.









1.2. Outline of the Paper


This paper is organized as follows. Section 2 presents a detailed overview of the related works, followed by Section 3, which discusses the details of the experimental setup and the approach to collecting data for training and evaluating the ML algorithms. Section 4 discusses the proposed unsupervised anomaly detection frameworks, and after that, Section 5 presents the results and analysis. Finally, Section 6 concludes the paper and provides recommendations for future work.





2. Related Work


Inoue et al. employed unsupervised ML algorithms for anomaly detection in water treatment systems [20]. They compared two unsupervised methods: a deep neural network consisting of feed-forward layers with multiple inputs and outputs and a one-class support vector machine (OCSVM). The authors claimed that the deep neural network model generated fewer false positives than the OCSVM, although the OCSVM could detect more anomalies. The authors report recall values less than 0.7 for both deep neural network and OCSVM.



Tomlin et al. [21] proposed a clustering approach for network intrusion-detection system implementation in ICS. Their experimental results highlighted the issues associated with using cluster analysis as a unique tool for anomaly-based intrusion detection. Although the work of Tomlin et al. seems promising, it focused on mainly simulated experimental data, which sometimes fail to represent an actual ICS setup.



Xiao et al. [22] proposed a noninvasive power-based anomaly-detection scheme for detecting attacks on PLCs using long short-term memory. Their work detected malicious software execution in a PLC by analyzing the PLC power consumption. Xiao et al. achieved accuracy as high as 99%. However, PLC power consumption is affected by power supply instability and electronics malfunction, and can produce false-positive values.



In [23], the authors used a fully connected neural network and an autoencoder to detect anomalies in network traffic. Their results demonstrated a higher detection rate and lowered false positive rate when compared with eight other modern anomaly detection techniques. Potluri et al. [24] also employed Artificial Neural Networks (ANN) for identifying false data injection attacks in ICS. The classification report obtained in [24] shows a promising detection accuracy with ANN.



In [25], Elnor et al. proposed a semisupervised dual isolation forest-based anomaly detection approach using the normal process operation data of the secure water treatment (SWaT) testbed and water distribution testbed. They compared their approach to other anomaly detection techniques for ICS in terms of precision, recall, and F1-score. They achieved a 7% improvement in the F1-score and detected 19 out of 36 SWaT attacks.



Ahmed et al. [26] proposed an unsupervised learning approach using isolation forest to detect covert data integrity assault on a smart grid communication network. Although they achieved an average accuracy of 93%, their approach focused on simulated experimental data and may not represent ICS accurately. From the aforementioned, it can be realized that isolation forest is a tremendous unsupervised learning approach with high performance in anomaly detection. However, there are not enough applications of isolation forest techniques for anomaly detection in PLCs and ICSs.



Liu et al. [27] proposed an anomaly detector based on subspace technique and quantization method for amplitude-frequency characteristic deviation of ICSs. Their approach is practical and may be readily deployed in real ICS. However, the work does not address ICS confidentiality attack. Reported results show an inability to detect anomalies in ICSs with aggressive disturbances and instabilities. The work in [27] highlights the general challenges associated with deploying anomaly detection models in resource-constrained embedded devices for ICS protection.



PLC protection has some challenges associated with applying anomaly detection techniques [27,28,29,30]. Most legacy PLCs in ICSs have insufficient low-level documentation making it challenging to perform forensic investigations in cases of cyber-attacks or anomalous events [31]. Security mechanisms and forensic tools dedicated for PLCs to perform comprehensive security investigations are lacking [32]. Lastly, PLC availability in an ICS environment is often paramount. Therefore, shutting down a PLC-based ICS for forensic investigations is often not feasible [28]. Therefore, robust detection techniques are required for real-time anomaly detection in PLCs and ICSs.



An unsupervised ML technique called OCSVM was employed to detect anomalies in PLCs successfully in [13]. Their experiment simulated a traffic light control system using a PLC. They captured relevant PLC memory addresses into a log file for real-time data recording from the traffic light operation. The captured data was normalized and used for training the OCSVM model. Training and test accuracies were 98% and 82%, respectively. However, OCSVM recall values on some test cases were as low as 75%, and the average accuracy over their three-test cases was 78%. The low-performance metrics of detection technique in [13] call for the need to investigate robust detection techniques for anomaly detection in PLCs.



While OCSVM has been used as an effective unsupervised technique for anomaly detection, OCSVM performance is unsatisfactory on complex, high-dimensional datasets [33,34]. A one-class neural network (OCNN) with a one-class objective function was used for anomaly detection in complex datasets [33]. Despite its great potential on complex datasets, OCNN has not been applied to ICS or PLC for anomaly detection purposes. This work examines OCSVM, OCNN, and IF ML techniques for detecting PLC anomalous behavior by tracking the operations at the PLC input and output memory addresses.




3. Experiment Setup


This section provides the details of the experimental setup used in this work to implement the traffic light system. The ICS used in this work is patterned after the one described in [13,15].



3.1. Description of Control Setup


Siemens’s open-source traffic light control program [15] was used to implement a traffic light system to control vehicles and pedestrian traffic at a pedestrian crossing with red, yellow, and green signals. In addition to the traffic light signals, each pedestrian light was equipped with a pushbutton for pedestrians to request green light signals. The following safety requirements were taken into account in the control logic program in order to prevent any hazard to pedestrians or drivers:




	
The control system default operation should turn ON the green and red light signals for the vehicle traffic and pedestrian traffic, respectively, to define a safe starting point;



	
Whenever the program receives a green request from the pedestrian through the pushbutton, the vehicle traffic light signals must change from green to red via yellow.








Apart from the safety requirements, Figure 2 summarizes the control setup operation. In [13,15], a system was constructed using Siemens S&-1212C PLC loaded with the TLIGHT control program. This work implements the TLIGHT control logic using OpenPLC [35] and ScadaBR [36]. Figure 3 provides a block diagram of the experimental setup for recording training and test data. The experimental setup’s main components are described below.




3.2. OpenPLC


OpenPLC is an open-source simulation environment for home and industrial automation systems development [35]. OpenPLC runtime is versatile, and it creates a virtual PLC architecture on supported hardware to mimic PLC behavior. OpenPLC supports several firm PLC devices [37,38,39] and personal computers (PC) running Linux and Windows operating systems to create flexible soft PLCs installations [35]. The TLIGHT system [15] was implemented in two parts in OpenPLC. The first part was the control program development similar to the description of Figure 2 in ladder logic form in OpenPLC editor. OpenPLC editor was used to simulate and test the TLIGHT system logic to ensure that the program was error-free and accurately represented the TLIGHT system description in [13,15]. The simulated program followed the IEC 61131-3 standard for PLC programs [40]. The ladder logic implementation is publicly available on [41]. Finally, the ladder logic was converted to a structured text format that can be run and interpreted by the OpenPLC runtime.



The soft PLC in Figure 3 was implemented with a PC running Linux version of OpenPLC. The experimental setup in this paper will work on all OpenPLC supported hardware devices [35,37,38,39]. The second part of the implementation was the program’s deployment in structured text format onto the OpenPLC runtime for real-time program execution. PLC consists of a central processing unit (CPU), memory areas (also referred to as address space in OpenPLC), and input/output devices. Internally, the program works by continuously scanning the program for every 100 ms. Each scan cycle consists of three crucial steps: check inputs, execute program logic, and update outputs. The cyclical PLC runtime process continues so long as the runtime is set to running mode as described in Algorithm 1.



	Algorithm 1: PLC runtime execution.



	[image: Jcp 02 00012 i001]









3.3. Human Machine Interface (HMI)


ScadaBR [36], an open-source supervisory control and data acquisition (SCADA) system, was utilized as the HMI to monitor and control the PLC runtime. ScadaBR depicts the control system’s state in real-time. It allows direct observation and execution of control commands to PLC. The PLC input and output memory addresses were mapped to corresponding Modbus input and output addresses in the HMI. At the end of every HMI cycle time (100 ms), ScadaBR records available data at the input and output Modbus addresses to a log file. Finally, TLIGHT system operations are exported from the HMI as CSV file for preprocessing and training of the detection models. The HMI application also operates independently of the PLC, as described in Algorithm 2.



	Algorithm 2: HMI application execution.
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4. Proposed Method


The proposed anomaly detection systems described here use the normal process data from TLIGHT system’s input and output signals. Details about the data collection, anomalies, and theoretical background of the algorithms used in the proposed methods are described in this section. Figure 4 is a framework of the anomaly detection approach that shows how the proposed methods could be implemented in other real-world ICS scenarios. The process starts with offline training of OCSVM, OCNN, and IF using the dataset from HMI historian directly recorded from the PLC memory addresses. Training data consists of relevant features which are normalized to retain the minimum and maximum features values. The processed data are used to develop the detection models. The trained models are serialized onto a separate computer for real-time PLC anomaly detection. During testing or online detection, real-time measurement data is obtained from the HMI historian, and information about the training data normalization procedure is used to process the online data - indicated by the red dotted arrows in Figure 4. The final decision is made by each trained detection model for specified time frames.



4.1. Data Collection and Preprocessing


ML relies heavily on data by using statistical models and algorithms to build models capable of predicting outcomes for a given input [42]. As a result, data quality is critical to ML model robustness. Data is collected from the HMI historian. The HMI monitors and records the memory addresses with timestamps via the Modbus communication protocol. The data is recorded for about 4 days to ensure enough training and test data to evaluate the proposed techniques in this work. In order to ensure a fair comparison between this work and [13], the approach described here follows a similar approach in [13] as closely as possible. Figure 5 summarizes the approach to the data collection and preprocessing.



4.1.1. Anomalous Scenarios


In order to evaluate and compare the performance of the different anomaly-detection techniques proposed in this work, five different test sets are generated. Each set contains normal and anomalous TLIGHT system events. Anomalous system events for the five test sets are derived from seven scenarios. All seven attack scenarios could generally represent real-world scenarios resulting from malfunctioning sensors and actuators, such as broken connectors, damaged cable insulation, physical obstruction, or natural disasters. It is crucial to quickly identify the anomalies in all scenarios because they could indicate hardware failure mode or the need for system maintenance. Furthermore, each scenario can also represent a specific malicious attack on an ICS. The seven attack scenarios are outlined below.




	
Anomalous scenario 1: All the vehicles and pedestrians’ green lights are turned ON at the same time. The purpose of this anomalous event is to violate the TLIGHT system safety rules. This attack generally represents a real-world scenario in which an attacker has compromised the PLC operations through elevation of privileges attack with the aim of causing traffic collision between vehicles and pedestrians.



	
Anomalous scenario 2: All the traffic lights are shut down. This attack aims to simulate an unnecessary traffic scenario for the vehicles and deny pedestrians’ green light requests. This attack represents a real-world scenario in which an attacker has introduced logic bomb attack inside the PLC ladder logic with the aim of terminating TLIGHT system operations.



	
Anomalous scenario 3: All pedestrians and vehicles’ traffic light signals are turned ON. This attack scenario aims to violate the TLIGHT system safety requirements. This attack generally represents a real-world scenario in which an attacker has compromised the wired connection between the PLC and physical components with the aim of causing a denial-of-service attack. This attack could lead to traffic jams and delays.



	
Anomalous scenario 4: Refuse all green light requests from the pedestrians. This attack scenario violates the TLIGHT system logic and operation cycle. This attack generally represents a real-world scenario in which an attacker tampered with the HMI communication protocol due to unencrypted communication with the aim of causing a denial-of-service attack.



	
Anomalous scenario 5: All vehicles and pedestrians’ red light signals are turned ON at the same time. The motive of this attack is to cause unnecessary traffic for both vehicles and pedestrians and violate the TLIGHT system’s default setting. This attack generally represents a real-world scenario in which an attacker has introduced a hardware trojan inside the physical components causing the red light signals to respond differently from the PLC logic.



	
Anomalous scenario 6: The vehicle’s yellow signals timing bits are manipulated. This kind of anomaly is stealthy and subtle because all the traffic lights seem to be operating normally with manipulated timing bits. This attack generally represents a real-world scenario where an attacker has executed a man-in-the-middle attack by spoofing the vehicle and pedestrian timing bits signals.



	
Anomalous scenario 7: Delay timing bits for subsequent pedestrian green requests, and pedestrians’ green light phase duration are manipulated. This attack scenario is similar to attack scenario six in its subtlety and difficulty of detection from a human perspective. This attack generally represents a real-world scenario in which an attacker has executed a man-in-the-middle attack by spoofing the delay timing bits for pedestrian green request signals.









4.1.2. Test Cases


The details of the five test cases considered in this study are:




	
Test set 1 contains 5000 normal and anomalous events samples, of which   10 %   are anomalous instances. The   10 %   of anomalous instances consists of   10 %   anomalous scenarios 1, 2, 3, 4, and 5;



	
Test set 2 contains 7000 test samples, of which   10 %   are anomalous events. These anomalous events consist solely of anomalous scenario 3;



	
Test set 3 contains 13,130 normal and anomalous samples. About   20 %   of the data contains anomalous instances sampled from anomalous scenarios 1 and 3. Anomalous scenarios 1 and 3 consist of   50 %   each of the total anomalous events in test set 3;



	
Test set 4 contains 15,000 test samples of which anomalous instances in the test sample are   30 %  . These anomalous instances are sampled from anomalous scenarios 6 and 7. Moreover, anomalous scenarios 6 and 7 consist of   20 %   and   10 %   anomalies, respectively. This particular test set comprises only timing bits anomalies;



	
Test set 5 is the most diverse and complicated test set. Test set 5 contains 18,270 normal and anomalous test samples. A total of   50 %   of the test data is anomalous instances sampled from anomalous scenarios 1, 2, 3, 5, 6, and 7. This test set is the only set with a mixture of timing bits anomalies and traffic light signals anomalies. It is also the test set with the highest number of anomalies. Anomalous scenario 1 comprises   5 %   of the test data, scenario 2 is   10 %  , scenario 3 is   10 %  , scenario 5 is   5 %  , scenario 6 is   5 %  , and anomalous scenario 7 is   15 %   of the test data.








The total training dataset samples and test sets 1-3 are consistent with the number of samples used in [13]. Test set 4 and 5 consist mainly of timing bits anomalies. Table 1 summarizes the number of records and proportion of anomalies in the training and test sets.





4.2. OCSVM-Based Detection Approach


Scholkopf et al. [43] proposed OCSVM, a maximum-based classifier established on support vector machines. The OCSVM is an unsupervised anomaly-detection algorithm that learns a decision function for separating the normal class from the anomalies [44]. Given a training dataset   {  X i  | i = 1 , 2 , 3 ⋯ , n }   where    X i  ∈  R d   , the OCSVM separates the data points from the origin in the feature space by a hyperplane and maximizes the distance from the hyperplane to the origin. OCSVM finds a decision function   f F   that separates the data points into positive and negative scores. The positive scores represent the region in the feature space where    X i  ∈ F  , and F is the set that carries a high concentration of the data points, also known as the minimum-volume set. The negative scores represent all other data points or anomalies. High dimensional Hilbert space H, can be used to transform each data point   X i   via a feature map   Φ :  R d  ← H   generated by a positive-definite kernel,   k ( X ,  X ′  )  . The optimization problem for separating the data from the origin in the OCSVM is therefore given by


       min  w , b    1 2    ∥ w ∥  2  −  C N   ∑  n = 1  N  ξ − b        s . t :  〈 w , Φ  (  X i  )  〉  ≥ b −  ξ i  , ∀ i ,        ξ i  ≥ 0 , ∀ i     



(1)




where b is the variable that controls the algorithm’s bias. The optimization problem is formulated such that   w · ϕ ( X ) − b   is positive for as many N training examples as possible. The C value is a hyperparameter that serves as the differential weight of the normal data points compared to the anomalous data points. The value,   ν = 1 / C   is regarded as the prior probability that a data point in the training set is an anomaly, thereby regulating the trade-off between false positives and false negatives in the model. The slack variable  ξ  allows some data points in a nonseparable dataset to be within the margin. As a result, for the given data X, the decision function    f F   (  X  n :   )    is


   f F   (  X  n :   )  =  w T  Φ  (  X  n :   )  − b  



(2)







The function definition in (2) is responsible for separating the data points from the origin by determining whether a point is in the positive or negative set. The width of the margin is controlled by   b ∈ [ 0 , 1 ]   and w is the normal vector of the hyperplane. The input data is projected into a nonlinear high-dimensional space by   Φ (  X  n :   )  , and the slack variable  ξ  models the separation errors in the same way as the feature space of (1). Therefore, the overall OCSVM objective function is


    min  w , b    1 2    ∥ w ∥  2  +  1  ν N    ∑  n = 1  N  max  ( 0 , b −  〈 w , Φ  (  X  n :   )  〉  )  − b   



(3)







While the literature reports different variations of OCSVM, this work presents an OCSVM model that is developed by using the same model parameters in [13] to serve as a baseline upon which our proposed methods could be compared. OCSVM model learning process is controlled by using hyperparameters. Table 2 shows the hyperparameters for the OCSVM. According to [13], the modeling parameters in Table 2 were selected as optimal hyper-parameters for the OCSVM algorithm after investigating various hyperparameter ranges.




4.3. OCNN-Based Detection Approach


Neural networks for one-class classification have been proposed in [45,46,47]. However, this work presents OCNN algorithm formulated on the foundation of OCSVM optimization problem [43], and a proposed alternating minimization algorithm in [33] to form a feed-forward neural network architecture capable of detecting PLC anomalies. OCNN combines the ability of feed-forward neural network to extract features from the data along with a one-class objective to become a universal anomaly detector. Given a feed-forward neural network with a hidden layer, activation function g, and an output node, the alternate minimization algorithm proposed by [33] is used to obtain the objective function. Derivation of the OCNN follows the overall OCSVM objective function in (3). The resulting objective function is used to solve the scalar output obtained from the hidden layer to the output layer w, and the weight matrix from the input to the hidden node V as


   arg  min  w , V    1 2    ∥ w ∥  2  +    ∥ V ∥  2  2  +  1  ν N    ∑  n = 1  N  ℓ  (  y n  ,  y ^   ( w , V )  )    








where


      ℓ  ( y ,  y ^  )  = max  ( 0 , y −  y ^  )  ,   y n  = b     ,  and   y ^   ( w , V )  =  〈 w , g  ( V  X n  )  〉   











Using the same alternate minimization approach as [33], the optimization problem for the bias, b is


  arg  min b     1  ν N    ∑  n = 1  N   max ( 0 , b −   y ^  )   − b  











Finally, the OCNN objective function generalization is


      min  w , b , V    1 2    ∥ w ∥  2       +  1 2    ∥ V ∥  2   1  ν N    ∑  n = 1  N  max  0 , b − 〈 w , g  ( V  X  n :   )  〉  − b      



(4)




where  ν  parameter controls the trade-off between maximizing the distance of the hyperplane from the origin and the number of data points allowed to cross the hyperplane. This approach allows the model to utilize rich features obtained from unsupervised transfer learning, particularly for anomaly detection in a complex dataset where the decision boundary between the normal data points is highly nonlinear. The solution to optimizing (4) is summarized in Algorithm 3.    



	Algorithm 3: OCNN Algorithm.
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Given a training dataset   {  X i  | i = 1 , 2 , 3 . . . , n }  , the width b of the hyperplane margin is first initialized. The model uses backpropagation to learn the neural network parameters   ( w , V )  . The model then iteratively updates b to achieve convergence. Then, the scoring function   S n   labels the data points as normal and anomalous instances based on the convergence criterion  ϵ  with:


  y =     1    if   S n   ( x )  > ϵ       − 1     if   S n   ( x )  ≤ ϵ       



(5)




where y represents binary classes of the decision function scores,    S n   ( x )   .



The OCNN architecture consisted of 32 hidden layers with rectified linear activation (ReLU) function. Various hyperparameters are used to configure the OCNN model. Table 3 shows the optimal hyperparameters chosen for the OCNN after hyperparameter tuning.




4.4. Isolation Forest-Based Detection Approach


Isolation forest (IF) is an unsupervised learning technique that builds binary trees ensemble for a given dataset for anomaly detection [48,49,50] IF assumes that anomalies make up the minority of a given dataset. As a result, anomalies have attribute values that are different from the normal instances. IF uses several isolation trees and trains each tree on a subset of the training dataset. IF uses the following parameters for constructing the binary trees:




	
Total number of isolation trees   (  n t  )  ;



	
Sample size of training data subset used to train each isolation tree   (  n  m a x   )  ;



	
Maximum number of features representing a subset of the data features used to train each tree   (  f  m a x   )  .








Algorithm 4 summarizes the IF algorithm training process. During training, IF recursively partitions the training data with an axis-parallel cut at randomly chosen partition points in randomly selected attributes. Next, IF isolates the partitioned instances into nodes with fewer and fewer instances until the points are isolated into singleton nodes containing one instance [48]. IF randomly selects attributes splits q and a split subset p within a specified range, resulting in a left   (  X l  )   and right   (  X r  )   subsets of the data each time until all training samples are isolated into singleton nodes. Algorithm 5 summarizes the recursive binary splitting concept for separating anomalies by IF.



	Algorithm 4: Train   I F ( X ,  n t  ,  n  m a x   ,  f  m a x   )  .
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Algorithm 5 shows that after each split, isolation tree   ( i T r e e )   produces a node which is either an internal node   ( i n N o d e )   or external node   ( e x N o d e )   depending on whether there is a further possibility of splitting the former into subsequent split regions. Consequently, the two internal node subsets (  X l   and   X r  ) are split further until they reach an external node. External nodes are considered as leaves of branches when the maximum tree depth is reached or the last nodes in branches when the data subset size of the region is one.



	Algorithm 5: Train   i T r e e (  X   ′   )  .
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Anomalous events are considerably different from the normal data points, and so the smaller paths in the isolation tree construction correspond to the lower dimensionality of the subspaces in which the anomalies have been isolated. IF works under the implicit assumption that it is more likely to isolate subspaces of lower dimensionality created by random splits [48]. The decision score    S n   ( x )    for a given data sample x based on a detection threshold  ϵ  is given by


   S n   ( x )  =  2  −    h ¯   ( x )   H     








where H is the average expected path length of trees with anomalies considered as   − 1   while normal instances are labeled as 1 as follows


  H = 2 ln   f  m a x   − 1  + 1.2 − 2    f  m a x   − 1  f   











The average path length on all trees    h ¯   ( x )    can be derived as


    h ¯   ( x )  =  1  n t    ∑  n = 1   n t    h i   ( x )    








where    h i   ( x )    is the   n t h   tree path length established by the number of edges in the tree. The IF algorithm is developed into a model using optimized hyperparameters. Table 4 shows the IF model’s optimal hyperparameters after tuning a range of hyper-parameters.





5. Results and Discussions


The evaluation is based on performance metrics, results from predictions on the test data, and comparison with previous work trained on a similar dataset. The dataset is an HMI historian log of operations at PLC memory addresses publicly available at [41]. Data of PLC memory addresses operations are obtained through the Modbus communication protocol between the PLC and HMI. Google’s Tensorflow [51], an open-source deep neural network library, is used for training the OCNN model and subsequently serialized onto a separate computer for online TLIGHT system anomaly detection. Evaluation results and performance metrics calculations are performed by using the Scikit-learn library [52].



5.1. Performance Metrics


The performance metrics of the detection models in identifying anomalies in the TLIGHT dataset are derived from the confusion matrix. Totally, four evaluation outcomes are generated by the confusion matrix: true positive (TN), true negative (TN), false positive (FP), and false negative (FN). These outcomes are used for calculating the accuracy, precision, recall, and F1-score of anomaly detection models.



Accuracy measures the proportion of correct predictions on the test data given by


  Accuracy =   TP + TN    Real positives  +  Real negatives     











Precision is a measure of the proportion of predicted positives that are true positives. Precision is defined as


  Precision =  TP  TP + FP    











Recall measures the proportion of actual positives that are correctly classified. It represents the ability of the model to detect all positive samples. Recall is


  Recall =  TP  TP + FN    











The F1-score is the harmonic mean of precision and recall. F1-score has its best value of 1, indicating perfect precision and recall, and its worst value of 0. It is defined as


   F 1 - score  =   2 × precision × recall   precision + recall    












5.2. Performance Evaluation


This work presents a new way of visualizing anomaly detection algorithm results using a histogram. Although histograms have been used in previous work to present detection algorithms results [53,54,55,56], the approach presented in this work is new and provides a better understanding of detection algorithms performance by revealing the exact proportions of true positives, true negatives, false positives, and false negatives of detection algorithms.



Visualization of results is done by first separating the decision scores (real numbers) into positive and negative scores represented by   P 1   and   N 1   respectively. Next, decision scores are separated into true positives, true negatives, false positives, and false negatives with associated notations   x  t p   ,   x  t n   ,   x  f p   , and   x  f n   , respectively, based on the ground truth of the test sets. Different algorithms provide different decision scores based on their objective functions, so the resulting   x  t p    and   x  f p    scores are normalized to a range between 0 and 1 using the maximum and minimum values in   P 1  . In contrast,   x  t n    and   x  f n    scores are normalized to range between 0 and 1 using the maximum and minimum values in   N 1  . Furthermore, to ensure an objective comparison of the different algorithms, the   x  t p    and   x  f n    quantities are normalized as a function of the total ground truth positives. Similarly,   x  t n    and   x  f p    are normalized as a function of the ground truth negatives. Let the normalized scores of   x  t p   ,   x  t n   ,   x  f p   , and   x  f n    be   X  t p   ,   X  t n   ,   X  f p   , and   X  f n    respectively. Finally, the normalized scores are used to plot a histogram of the distribution and proportion of decision scores.



Visualization of anomaly detection results requires methods different from previous work [33], where only positive   P 1   and negative   N 1   scores are presented. The approach in Figure 6 reveals the fractions of   P 1  , which corresponds to   X  t p    and   X  f p   , and the fractions of   N 1   which are   X  t n    and   X  f n   . Moreover, the work in [33] only shows the proportions of   P 1   and   N 1   as a function of test data size on the histogram’s y-axis, which makes it challenging to visualize the   N 1   scores, primarily because test sets in anomaly detection mainly have smaller negative class proportions [45]. On the contrary, the proposed approach normalizes the histogram frequency (y-axis) to a range of 0 to   100 %   to present a better relative decision scores visualization. The visualization described here normalizes the x and y axes for easier comparison of different detection algorithms’ performance. Finally, the proposed visualization approach may be applied to supervised ML algorithms for binary classification.



5.2.1. Performance of OCSVM


OCSVM’s recall values on test sets 1, 2, 3, 4, and 5 are   90 %  ,   87 %  ,   86 %  ,   81 %  , and   70 %  , respectively. Figure 6 illustrates the benefits of the proposed visualization as it reveals OCSVM’s overall behavior on all test sets. A similar distribution of TP scores is observed on all test sets, showing how OCSVM learned the TLIGHT system’s normal behavior during training process. OCSVM found detecting normal traffic transitions involving vehicles’ green light signals challenging, leading to high TP scores that lie along the decision boundaries in all test cases. Again, FN scores of test sets 1 and 3 involve the same data records being misclassified as anomalies. Moreover, FN scores of test sets 4 and 5 represent identical normal data records misclassified as anomalies. The aforementioned show the importance of the proposed visualization in this work as Figure 6 reveals OCSVM’s true performance on each data record, which would not be possible with the traditional histogram approach [33].



Although OCSVM’s recall values decrease steadily from test sets 1 to 5, the normalized true positive scores are low in all test cases. In all test cases, OCSVM misclassifies over   30 %   anomalous instances as normal instances leading to high levels of FP in all test cases. In addition, Figure 6 shows that in all test cases in which OCSVM makes an accurate positive class (normal) prediction, the score (levels of confidence) of predictions are low and lie along the decision boundary. Although OCSVM detects several positive classes, it has a greater chance of misclassifying normal data points as anomalies because of the low confidence of the positive class prediction. Moreover, about   75 %   of correct positive class predictions occur close to the decisions boundary with low prediction confidence. The low prediction confidence makes OCSVM unstable for TLIGHT system anomaly detection. Figure 6 shows a histogram of normalized FP, FN, TP, and TN decision scores made by OCSVM on test sets 1–5.



OCSVM learns the TLIGHT system’s normal behavior during training with a   100 %   precision and   98 %   F1-score. The results substantiate the procedure this work adopts in conducting the experiment and recording data as it is similar to the training results in [13]. Overall, OCSVM performs best on test set 1. OCSVM performance on test sets 2 and 3 are similar with an F1-score of   84 %  . OCSVM has its least performance on test sets 4 and 5, with F1-scores of   71 %   and   68 %   respectively. OCSVM model is unable to detect over   20 %   of anomalies in test sets 4 and 5 because of the large proportion of anomalies consisting of timing bits anomalies. Therefore, OCSVM appears to be ineffective at detecting TLIGHT system errors consisting of system timing bits manipulation. Table 5 summarizes the performance of the OCSVM described here and the OCSVM in [13]. Table 5 shows that the OCSVM reported here and in [13] have similar training performance due to the datasets and underlying TLIGHT experiment being designed identically. Test sets 1–3 in this work are created to be the same size as the test sets in [13]; however, the exact nature and distributions of errors in [13] are unknown and may be the reason for the slight differences seen in the Table 5.




5.2.2. Performance of OCNN


OCNN’s performance on all metrics is similar to OCSVM. OCNN’s recall value on test set 1 is high at   91 %  , whereas the recall values on test sets 2 and 3 are similar at   88 %  . A closer observation of Figure 7 reveals that in all test sets, TP prediction scores by OCNN are close to the decision boundary signifying low confidence of the positive class prediction. Over all test cases, about   75 %   of the correctly predicted positive class have scores closer to the decision boundary, which shows that OCNN has potential instabilities similar to OCSVM. In addition, OCNN misclassifies more than   25 %   of anomalies as normal instances, which is undesirable, especially in ICS anomaly detection. However, the TN and FP scores in all test sets are high, showing OCNN’s robustness in detecting outliers. OCNN misclassifies several anomalies as normal instances, especially in test sets 2–5, leading to high false positive rates. Figure 7 shows a histogram of normalized FP, FN, TP, and TN decision scores made by OCNN on test sets 1–5.



OCNN has good performance on all metrics on test sets 1, 2, and 3, similar to OCSVM. OCNN learns the TLIGHT system’s normal behavior well by having a training recall of   97 %  . However, OCNN’s performance on test sets 4 and 5 is low with F1-scores of   79 %   and   68 %   respectively. Table 6 shows OCNN’s ability to detect changes in the light signals behavior of the TLIGHT system and an inability to detect timing bits errors. OCSVM and OCNN have similar performance because the OCNN objective function is developed as an improvement upon the OCSVM optimization problem in Equation (3). Table 6 summarizes OCNN’s performance on the five test sets.




5.2.3. Performance of Isolation Forest


Unlike OCSVM and OCNN, IF uses tree ensembles to isolate anomalies from the dataset instead of learning the system’s normal behavior. IF achieves high recall rates on test sets 1 and 2 at   91 %   and   97 %  , respectively. IF misclassifies about   40 %   of anomalies as normal instances in test set 3, which resulted in a reduced recall rate of   88 %  . In test set 2, IF classifies normal and anomalous data points almost perfectly with high confidence, thereby achieving a precision of   98 %  . Unlike OCSVM and OCNN, IF’s decision scores on TN and TP are consistently high, which means that whenever IF correctly predicts a normal instance, it is certain about the detection decision. In addition, Figure 8 shows that for more than   25 %   of the time, whenever IF correctly detects anomalous instances, the associated decision scores are high, signifying high detection confidence. Figure 8 shows that IF’s decision scores are far away from the decision boundary, which makes IF a stable model for detecting anomalies in the TLIGHT system. IF decision scores are confident, therefore, it is an attractive approach for ICS anomaly detection. Figure 8 shows a histogram of normalized FP, FN, TP, and TN decision scores made by IF on test sets 1–5.



Similar to OCSVM and OCNN, IF has an outstanding training performance. IF has an excellent performance on test sets 1 and 2 on all evaluation metrics. IF performance on test sets 3 and 4 are similar at an average recall value of   87 %  , whereas it has its lowest performance on test set 5. Test sets 4 and 5 consist of timing bits anomalies, and IF achieves recall rates of   86 %   and   82 %  , respectively. Results indicate that IF can detect timing bits errors better than OCSVM and OCNN. Table 7 shows a summary of evaluation results for IF.





5.3. Statistical Hypothesis Test


Statistical evidence about the best-performing detection model proposed in this work is conducted using Analysis of Variance Test and Tukey’s range test. F1-score is selected as the evaluation metric in the hypothesis test because F1-score is a great measure of the trade-off between precision and recall, especially for imbalanced datasets.



5.3.1. Analysis of Variance Test (ANOVA)


ANOVA is a statistical model used to determine if a significant difference between the means of two or more data sets exists [57,58]. One-way ANOVA is chosen because of the interest in examining one independent variable’s influence, which is F1-score. First, OSCVM, OCNN, and IF performances are evaluated on 20 different test samples of the exact sizes as test sets 1, 2, 3, 4, and 5. Next, each detection algorithm’s F1-score is computed on 20 different samples of each test set. The assumptions about the data set are




	
data points in each test sample are independent and identically distributed; and



	
data points are normally distributed.








In addition, the hypotheses for the statistical test are




	
null hypothesis   (  H 0  )  : The mean F1-score of all detection algorithms are equal; and



	
alternate hypothesis   (  H a  )  : One or more of the mean F1-score are unequal.








Based on the one-way ANOVA test, the F value is 14.972, and a p-value < 0.001 is achieved. One-way ANOVA shows significant evidence to reject the null hypothesis. Rejecting the null hypothesis indicates a considerable difference between at least two detection algorithms at a confidence level above   95 %  . Although one-way ANOVA reveals a difference in the three algorithms’ performance, statistically, it is not clear which specific algorithm performs best or worst. Therefore, a post hoc analysis is required to identify the best-performing algorithm.




5.3.2. Tukey’s Range Test


Tukey’s range test is a statistical test used as post hoc analysis after one-way ANOVA [59]. Tukey’s range test compares all possible mean F1-score pairs for all detection algorithms and precisely identifies differences between the pairs greater than the expected standard error. Tukey’s range test is based on the same assumptions as ANOVA. Table 8 depicts Tukey’s range test results at   α = 0.05  .



The mean F1-score for IF significantly differs from OCNN; hence IF outperforms OCNN. However, the mean F1-score difference between OCNN and OCSVM is insignificant; therefore, OCNN and OCSVM perform at par. Lastly, Tukey’s range test indicates sufficient statistical evidence to reject the null hypothesis between the group IF-OCSVM and conclude that IF outperforms OCSVM. Results in Table 8 indicate that IF is the superior detection model for the TLIGHT dataset, whereas OCNN and OCSVM have similar overall performance.





5.4. Summary of Results


The overall performance of the detection algorithms is summarized in this section. Figure 9 shows box plots of OCSVM, OCNN, and IF results distributions with the outlier test case labeled where applicable. IF has the highest median accuracy of   88 %  . Furthermore, accuracy and recall box plots in Figure 9 show that all methods have outlier performance more than 1.5 times the interquartile value on test set 5. However, the precision box plot of Figure 9 indicates that IF’s precision value of   98 %   on test set 2 is an outlier. The precision box plot shows no outliers for OCSVM and OCNN. Lastly, the F1-score box plot in Figure 9 shows that the only F1-score outlier is OCNN’s result on test set 5 and the F1-scores distribution of IF is right-skewed. Therefore, the overall results indicate that all the detection models find it challenging to detect anomalies in test set 5. Nevertheless, all the detection models have similar performance distributions on test sets 1–4.



It is insightful to compare the detection models’ average performance with the reported results in [13] on all evaluation across test sets 1–3: IF performs about   5 %   better than OCSVM, OCNN, and [13] in accuracy, precision, and recall. However, in terms of F1-score, IF averages about   7 %   over OCSVM, OCNN, and [13]. In all evaluation metrics, OCNN and OCSVM perform similarly. Figure 10 shows the comparison between the detection models in this work and the reported results in [13]. Test sets 1–3 in this work are created to be the same sizes as the test sets in [13]; however, the exact nature of anomalies and their relative distributions in the three test sets is not provided in [13]. It is surmised that the difference in validation performance between the OCSVM in this work and the reported results of the OCSVM in [13] is due to these anomalies variations. Moreover, the reported result in [13] has a precision of   100 %   in all test cases, but a low recall performance—below   83 %   in all three test sets—which could potentially indicate overfitting of their model. Overall, IF achieved the best performance on all three test sets.



Test sets 4 and 5 consist of timing bits anomalies unique to this work, and such errors were not considered in [13]. Figure 11 shows the average performance comparison between OCSVM, OCNN, and IF on test sets 4 and 5. IF’s average performance is higher than that of OCNN and OCSVM on all the evaluation metrics, whereas OCNN and OCSVM perform similarly.




5.5. Practical Considerations


This work focused on TLIGHT system experiments consisting of digital signals from sensors and actuators with the purpose of monitoring operations at the PLC memory addresses. The digital nature of the experiment ensures fair comparison with previous work developed with a similar experiment. However, the work presented here need not be constrained to digital signals. The algorithms presented in this work can be extended to PLC process control involving both analog and digital signals. The proposed algorithm’s objective functions are adaptable to nonlinear scenarios; hence robust performance is expected in industrial practices involving analog control systems. The multilayer network of OCNN allows the computation of any nonlinear function [45]. OCSVM and IF have been employed to successfully detect PLC anomalies involving analog signals in [20,25,60].



The presented techniques are general methods that can be implemented in real-world ICS infrastructure with minimum effort. The outstanding performance of the proposed techniques can be realized on legacy and embedded PLCs. An approach may be to compile the trained models to C code using open-source compilers such as [61,62,63], which, as an example, support x86 and ARM64 processor architectures. The generated C code should be readily portable to dedicated ARM and general-purpose processors [64] for real-time inference. A similar approach to the experiment conducted in this work may also be employed. The trained models may be serialized onto a separate PC with a data pipeline to the HMI historian and PLC memory addresses to receive data and perform real-time anomaly detection.




5.6. Limitations


While this work makes significant contributions to the scientific body of ICS anomaly detection, there are some limitations to the proposed approaches. The proposed histogram-based visualization approach is limited to anomaly-detection algorithms with signed output results. A detection algorithm’s output must be positive and negative real numbers representing normal and anomalous points or vice-versa in order for the proposed visualization approach to be effective. The histogram-based visualization plots reveal that OCSVM and OCNN make less-confident predictions. OCSVM and OCNN have similar decision scores distributions across all five test sets because they are both formulated from a similar optimization problem. Observing OCSVM and OCNN performance limitations may not have been possible without the proposed visualization approach. Furthermore, comparing anomaly-detection algorithms performances based on decision scores instead of traditional binary predictions requires decision scores normalization. Since different anomaly detectors might produce decision scores on different scales, decision scores normalization is required for fair comparison.



In addition, there are some limitations associated with the proposed techniques. OCSVM is sensitive to the choice of kernels, and  ν  parameters [45], hence OCSVM is not robust in ICS applications without a deeper understanding of the ICS. OCSVM limitation can partially be solved by using variable subsampling [65] during model training in the context of ICS with unpredictable behavior. The feed-forward nature of the neural network in OCNN makes the algorithm sensitive to noise [45]. Therefore, clean ICS data should be used for OCNN training to avoid model overfitting. Finally, IF algorithm’s recursive data partitioning could lead to lower performance in high-dimensional ICS data due to the masking effect of locally noisy and irrelevant features. As a result, feature-selection techniques [66,67] should be employed in high-dimensional ICS data before IF model training.



Although IF has a stellar performance on key evaluation metrics on test sets 1–3, it achieved lower recall values on test sets 4–5, which contain timing bits error. Some anomalous data points are detected by either OCSVM or OCNN, but IF fails to detect them. This shows that the proposed algorithms have strengths and weaknesses on different subsets of the data, and hence, a single detection algorithm may not be able to generalize to an arbitrary ICS setup. However, aggregating the predictions from individual anomaly detection models could potentially result in a robust model capable of detecting anomalies in an arbitrary ICS setup.





6. Conclusions


This work presents unsupervised ML algorithms for anomaly detection, including cyber-attacks on PLCs and ICS. A previously studied TLIGHT ICS system was used. The control system’s normal behavior is recorded through the PLC memory addresses. One-class support vector machine, one-class neural network, and isolation forest algorithms were developed using system process data. This work proposes a new histogram-based visualization technique for demonstrating true positives, true negatives, false positives, and false negatives proportions in anomaly detection models’ performance. The proposed visualization technique can also be extended to supervised ML algorithms involving binary classification. Results indicate that OCSVM and OCNN have similar performance on all evaluation metrics, which are inferior to IF performance. A hypothesis test is conducted using one-way ANOVA and Tukey’s range test to provide statistical evidence about the algorithm with the best performance. The hypothesis test indicates that IF has the best anomaly-detection rate on the TLIGHT system; however, there is insufficient statistical evidence to support any difference in performance between OCSVM and OCNN. Finally, IF achieved superior performance over results reported in prior work. The proposed techniques are generalized methods, which can be implemented in real-world ICS with minimal effort.



Recommendation


Based on the limitations outlined in this work, it is evident that some anomaly-detection algorithms will perform well on a particular subset of the dataset, whereas other algorithms will do better on other subsets of the dataset. Therefore, future work should focus on the following to address the challenge mentioned above and extend scientific knowledge:




	
improving the anomaly-detection rate on the TLIGHT system through ensemble techniques;



	
developing dual anomaly-detection algorithms that will focus on specific subsets of the dataset; and



	
extending the proposed techniques in this work to other publicly available anomaly detection datasets.
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Figure 1. A typical ICS with interconnected network configuration. 






Figure 1. A typical ICS with interconnected network configuration.



[image: Jcp 02 00012 g001]







[image: Jcp 02 00012 g002 550] 





Figure 2. Flow chart of TLIGHT system operations. 
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Figure 3. Diagram of the cyber-physical system network interconnection and information flow. 
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Figure 4. General framework of the anomaly detection approach. 
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Figure 5. Description of the various steps involved in data collection, preprocessing, training and evaluation of the anomaly detection algorithms. 
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Figure 6. OCSVM results of the normalized TP, TN, FP, and FN values on test sets 1–5. 
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Figure 7. OCNN results of the normalized TP, TN, FP, and FN values on test sets 1–5. 
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Figure 8. IF results of the normalized TP, TN, FP, and FN values on test sets 1–5. 






Figure 8. IF results of the normalized TP, TN, FP, and FN values on test sets 1–5.



[image: Jcp 02 00012 g008]







[image: Jcp 02 00012 g009 550] 





Figure 9. Box plot of OCSVM, OCNN, and IF performance distribution. 
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Figure 10. Average test sets 1–3 performance of the OCSVM reported results * in [13], and the OCSVM, OCNN, and IF approaches described in this paper. 
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Figure 11. Average test sets 4–5 performance of OCSVM, OCNN, and IF. 
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Table 1. Number of records and proportion of anomalies in training and test data sets.
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	Dataset
	No. of Records
	% Anomalies





	Training set
	41,580
	n/a



	Test Set 1
	5000
	10



	Test Set 2
	7000
	10



	Test Set 3
	13,130
	20



	Test Set 4
	15,000
	30



	Test Set 5
	18,270
	50
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Table 2. Model hyperparameters for OCSVM.
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	Parameter
	Description
	Choice





	kernel
	Type of kernel used in the algorithm
	polynomial



	degree
	Degree of polynomial kernel function
	3



	coef0
	Controls how much the model is influenced by high-degree polynomials versus low-degree polynomials
	4



	nu( ν )
	An upper bound on the fraction of training errors and a lower bound of the fraction of support vectors
	0.1



	gamma
	Defines the level of a single training example’s influence
	0.1
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Table 3. Model hyperparameters for OCNN.
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	Activation Function
	   ν   
	Learning Rate
	No. of Hidden Layers





	ReLU
	0.04
	0.0001
	32
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Table 4. Model hyperparameters for IF.
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	Parameter
	Description
	Value





	   n  e s t i m a t o r s    
	Number of base estimators in the forest ensemble
	156



	   n  m a x    
	Number of training samples to draw to train each estimator
	180



	   f  m a x    
	Number of features to draw to train each estimator
	10



	contamination
	Proportion of outliers in the data set
	0.05
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Table 5. Performance of OCSVM described here and the reported results * of the OCSVM in [13].
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Accuracy

	

	
Precision

	

	
Recall

	

	
F1-Score

	




	
Dataset

	
OCSVM

	
[13]

	
OCSVM

	
[13]

	
OCSVM

	
[13]

	
OCSVM

	
[13]






	
Training set

	
0.96

	
0.96 *

	
1.00

	
1.00 *

	
0.96

	
0.96 *

	
0.98

	
0.98 *




	
Test set 1

	
0.90

	
0.78 *

	
0.89

	
1.00 *

	
0.90

	
0.78 *

	
0.89

	
0.88 *




	
Test set 2

	
0.87

	
0.75 *

	
0.81

	
1.00 *

	
0.87

	
0.75 *

	
0.84

	
0.86 *




	
Test set 3

	
0.86

	
0.82 *

	
0.85

	
1.00 *

	
0.86

	
0.82 *

	
0.84

	
0.90 *




	
Test set 4

	
0.81

	
-

	
0.81

	
-

	
0.81

	
-

	
0.71

	
-




	
Test set 5

	
0.70

	
-

	
0.78

	
-

	
0.70

	
-

	
0.68

	
-
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Table 6. Summary of evaluation results for OCNN.
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	Dataset
	Accuracy
	Precision
	Recall
	F1-Score





	Training set
	0.97
	1.00
	0.97
	0.99



	Test set 1
	0.91
	0.90
	0.91
	0.90



	Test set 2
	0.88
	0.81
	0.88
	0.84



	Test set 3
	0.88
	0.87
	0.88
	0.86



	Test set 4
	0.81
	0.82
	0.81
	0.79



	Test set 5
	0.70
	0.79
	0.70
	0.68
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Table 7. Summary of evaluation results for IF.






Table 7. Summary of evaluation results for IF.





	Dataset
	Accuracy
	Precision
	Recall
	F1-Score





	Training set
	0.95
	1.00
	0.95
	0.98



	Test set 1
	0.91
	0.90
	0.91
	0.91



	Test set 2
	0.97
	0.98
	0.97
	0.97



	Test set 3
	0.88
	0.87
	0.88
	0.87



	Test set 4
	0.86
	0.86
	0.86
	0.85



	Test set 5
	0.78
	0.82
	0.78
	0.77
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Table 8. Multiple comparison of mean F1-score for OCSVM, OCNN, and IF using Tukey’s range test at   α = 0.05  .
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	Group 1
	Group 2
	Mean Diff.
	p-Adjusted
	Reject





	OCNN
	IF
	5.320
	0.001
	True



	OCNN
	OCSVM
	−0.587
	0.862
	False



	IF
	OCSVM
	−5.907
	0.001
	True
















	
	
Publisher’s Note: MDPI stays neutral with regard to jurisdictional claims in published maps and institutional affiliations.











© 2022 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access article distributed under the terms and conditions of the Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).






media/file4.png
Input: X—input data, #n,—number of trees, #yax
f

fnm —attributes of data subset
Output: a set of ; iTrees
Initialize Forest
for (i = 1tony) do
X'« sample(X, fuax, Monax)
Forz's t « Forest UiTree(X

en
retum Forest

—sub-sampling size,





media/file26.jpg
Average Value

08

06

04

02

A

Recall

1 oae






media/file8.jpg
Yes

Green request from
pedestrian

Switch vehicle light to yellow (25)

1

..1..

‘Switch vehicle fight to
red (165)

<«—— Concurrent —»

y

‘Switch pedestrian ligts
to green (105)

Switch vehicle light to
yellow (25)

v
SWitch pedestrian
lights to red

Delay for next green request after

each cycle (1s)






media/file27.png
O 0-8
=
<
>
D 0-6
&
-
Q
> 0.4 -
<
0.2 -

Accuracy

Precision

Recall

F1 score

u OCSVM
= OCNN
m]F





media/file13.png
Data Collection

Data Engineering

Feature
Selection

—»| Normal data log

PLC Memory

Addresses

Data Normalization

MinMaxScaler

Model Training

-

-|  ocsvm

OCNN
(Feed-forward)

Real-time

\_

J measurement data

1
Y

Data Normalization

-| IF

~N

Decision Function

A 4

Anomaly Detection

MinMaxScaler

Decision-making

\ Attack Detection

J

~
~|Normal Operation
Anomalous
Operation
J






media/file12.jpg
Die Collestion RO Te—— Medi Taning

o o
oy | o ot e fon = Decion Function
= S P
= ] [ormatopersio]
+
— e prem— Toomah Deeion )

Ninaseser H Do maing Gpemtin






media/file18.jpg





media/file9.png
Default

ON: Green for vehicle traffic

v
ON: Red for pedestrian traffic

Green request from

No

edestrian?
Yes

Switch vehicle light to yellow (2s)

Switch vehicle light to
red (16s)

<«—— Concurrent —» | Switch pedestrian lights

to green (10s)

Switch vehicle light to
yellow (2s)

Switch pedestrian
lights to red

Delay for next green request after
each cycle (1s)

-

~ End _—






media/file14.jpg
T

\__Set up the TLIGHT control experiment

—  GEETYTEES

* Collect normal system operation data from the relevant
PLC program addresses

« Convert non-binary memory addresses (eg. Timers) into
binary values

SN

Normalize the collected dataset as training set

—~ ey

Train the anomaly detection algorithm with the training set

I — s p s

* Generate anomalous events
+ Combine anomalous events with normal data points to
obtain test sets

Evaluate ML algorithms on the test sets based on key
performance metrics






media/file20.jpg
-----





media/file23.png
Accuracy

Recall

Accuracy Precision

1.00
¢5- 2. 2
0.95 5-Testset5 ¢t 2-Testset?2 3
0.95
0.90 8
= 0.90
0.85 8
o
O 0.85
0.80 .5 o
0.75 0.80
0.70 05 + S 0.75
OCSVM OCNN iForest ' OCSVM OCNN iForest
Detection Models Detection Models
Recall F1-Score
0.95 0.95
0.90 0.90
o
L 0.80
0.80 , 5
0.75
0.75
0.70
0.70 W° o2 ,5
OCSVM OCNN iForest OCSVM OCNN iForest

Detection Models Detection Models





media/file5.png
Input: X—input data, n;—number of trees, 1,,,;—sub-sampling size,
fmru —attributes of data subset
Output: an iTrees
if X isa singleton node then
return exNode( ize < |X|};
else
let Q be a list of attributes in X
randomly select an attribute g € Q randomly select a split point p from max
and min values of attributes g in X
X; « filter(X ,q < p
X, « filter(X,q > p
return inNode{Left « iTree(X;),
Right - iTree(X,), SplitAttribute < q,SplitValue « p}
end






media/file15.png
[ Set up the TLIGHT control experiment

- =

* Collect normal system operation data from the relevant
PLC program addresses

« Convert non-binary memory addresses (eg. Timers) into
binary values

- =

[ Normalize the collected dataset as training set

. =

[ Train the anomaly detection algorithm with the training set

-

* GGenerate anomalous events
* Combine anomalous events with normal data points to
obtain test sets

5

Evaluate ML algorithms on the test sets based on key
performance metrics

s

s

.






media/file19.png
% Prediction

Test set 1 Test set 2 Test set 3
1001w False Positive 1.00 1.00
Bl False Negative
I True Positive
0751 v True Negative e 0-75] e 0-75]
(@] (@]
o o
b O
© ©
0.50 @ 0.50 @ 0.50
(a (a
X X
0.25 0.25 0.25-
' I . a2 | .-l- S a2 . 0 n - | W -L Spa. . n 2 sl . a b -J. P .
0'00—1.0 -0.5 0.0 0.5 1.0 0 -1.0 -0.5 0.0 0.5 1.0 0'00—1.0 0.0 0.5 1.0
Decision score Decision score Decision score
Test set 4 Test set 5
1.00 1.001
0.75 0.75
C
S S
© C
9 0.50 D 050
el -
a o
X X
0.25 0.25-
0 00 = = . |} P N Bse. u.d & 0.00 —lJll v pragearey L .
210 -0.5 0.0 0.5 1.0 -1.0 -0.5 0.0 0.5 1.0

Decision score

Decision score





nav.xhtml


  jcp-02-00012


  
    		
      jcp-02-00012
    


  




  





media/file11.png
Modbus : 7\ s 4

TCP/IP

HMI






media/file6.jpg
‘Workstation Histoclen:

Corporate Network
=
Switch
(——
Control System Protocols
PLC I PLC2

Process Control (Sensors and Actuators)

i1 Y &






media/file24.jpg
Average Value

03

o

o

0

=OCSVM(13)*

I

—— Recall

e





media/file1.png
Input: Pushbuttons for green request from the pedestrians
Output: Light signals states for vehicles and pedestrians
Initialize Default TLIGHT system state
for each 50 ms do
sample inputs from PLC addresses
execute ladder logic
update PLC registers
process R
nd

network transactions





media/file2.png
Input: PLC inputs’ states.
Output: PLC outputs’ states
for each 100 ms do
read PLC inputs’ states
read PLC registers’ states
if an update from user then
write change to settable PLC registers
d
oces:

o
3

process network transactions
nd





media/file10.jpg
== |P|_ﬂ} = ye— taoask -
feo| | yoas ;7—,—‘{0

PP

Soft PLC =





media/file7.png
Corporate Network

Workstation

Switch

Firewall






media/file16.jpg





media/file3.png
Input: Training dataset {X;|i = 1,2,3..,n}

Output: Set of decision scores

Initialize bat t ¢ 0

while (there is no convergence) do
Find (w!*1, V!+1
Solve for b

Pet41

end

Compute decision scores
lf (Sy > 0) then

res (Sy) for each (X;
X; is normal instance;

else
| x is anomalous instance
en

return {S,}





media/file0.png





media/file22.jpg
095
Em

stz
T
s
et
mm BN teo
.
e

Precision.
‘2oTossoz

==

Detecton Models

Fl-seore
ocsn oo
o stad s

==

==





media/file17.png
Test set 3

Test set 1 Test set 2
200! 1.00- 1.00-
: I False Positive
Il False Negative
075 i True Positive c 075 _ 075
c © True Negative o o
o 9 9
L O _ i) .
D 0.50 050 9 0.50
— (a8 o
% = 2
X © )
0.25" 0.25+ 0.251
P PO PR B P 0.00—+_— = S it 0.00 = —= — S A e 5
0.00 .t .y o't o -1.0 -0.5 0.0 0.5 1.0 - -0.5 0.0 0.5 1.0
Decision score Decision score Decision score
Test set 4 Test set 5
1.00- 1.00-
o 0.75 < 0.75;
o o)
g e
= k¥,
D 050 D 0.50
— | -
(a (a1
X X
0.25] 0.25-
- It J- e -J _ll e
0.00 -1.0 -0.5 0.0 0.5 1.0 0.00 -1.0 -0.5 0.0 0.5 1.0

Decision score

Decision score






media/file25.png
Average Value

Accuracy

Precision

Recall

F1 score

mOCSVM [13]*

u OCSVM
OCNN

wIF





media/file21.png
Decision score

Decision score

Test set 1 Test set 2 Test set 3
1007 wmm False Positive 1.00° 1.007
Bl False Negative
o True Positive
c 975 o True Negative c 075 c 075
(@] (@] (@]
= o =
L L Y
8 0.50 e 0.50 e 0.50
o (a (a
X X X
0.25- 0.25- 0.25-
m | i o B . - | ‘— =als A . - oy I .
0.0 -0.5 0.0 0.5 1.0 0.00— 15 -0.5 0.0 0.5 1.0 0.00-75 -0.5 0.0 0.5 1.0
Decision score Decision score Decision score
Test set 4 Test set 5
1.00+ 1.00-
0.75 0.75
C
5 S
€ G
D 0.50 D 050
| —
o a
X X
0.251 0.25
0.00 Aol pho » uall e ——1 I 0.00 s l_- . ms mill II
T -1.0 -0.5 0.0 0.5 1.0 -1.0 -0.5 0.0 0.5 1.0






