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Highlights

What are the main findings?

e  This article proposes a new possible division of phases of digital twin maturity levels.

e  The article also proposes a categorization of data types and a specific way of obtaining,
implementing and monitoring them for digital twin technology aimed at mitigating
the risk and impact of floods.

What are the implications of the main finding?

e  The article describes essential elements for building proper, effective and rapid flood
management tools.

e  The article gives recommendations on how the digital twin concept can help in the
prevention and mitigation of floods.

Abstract

This study examines the potential of digital twin (DT) technology to strengthen urban secu-
rity, with a specific focus on flood risk management in smart cities. A DT is understood as
a virtual representation of real-world assets and processes, continuously synchronised with
data from the physical environment. Building on an analysis of the existing DT literature
and maturity assessment, identified operational requirements and the authors’ expertise in
crisis management, this study proposes a structured set of DT maturity levels with stage
boundary conditions and illustrative measurable indications and designs a maturity-driven
data content model for a flood-oriented DT. The framework identifies essential data layers,
sensing requirements and integration mechanisms necessary for representing hydrological,
infrastructural and environmental conditions at operationally meaningful update frequen-
cies. This study further outlines the conceptual architecture of a flood DT and discusses its
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management phases. By providing recommendations for DT implementation and high-
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1. Introduction

In the current period of digital revolution and data transformation, characterised by
the transition from mechanical and analogue systems to automated digital electronics [1],
the role of data and the implementation of the digital twin (DT) concept are becoming
increasingly important. Although the DT concept was initially applied mainly for industrial
purposes [2], it has gradually expanded into a variety of other domains, including crisis
management (CM). Crisis management focuses, among other things, on the prevention of,
and preparedness for, emergencies affecting cities and their inhabitants [3]. DT technology
offers significant potential to enhance resilience against disasters by using information and
communication technologies to monitor urban activity, detect changes in the behaviour of
observed phenomena, and provide timely predictions of future developments [4].

Several authors have addressed questions related to the applicability of DTs in crisis
management within smart cities, contributing valuable insights to the field. Examples
include the works of Ariyachandra (2023) [4], Park (2022) [5], Hyun et al. (2024) [6] and
Khan et al. (2022) [7]. The topic of DT implementation is not new and has been discussed
for many years. Most studies focus on specific applications within particular scenarios,
which deepens domain-specific expertise but also highlights the multidisciplinary and
complex nature of this field, which requires sustained attention and research. For ex-
ample, Habib et al. (2025) [8] examined the enhancement of smart city resilience during
earthquakes, and Park et al. (2024) [9] explored the use of DTs in flood modelling.

At present, however, it is equally important to address the broader question of DT de-
velopment itself. This includes the progression from initial stages to more advanced levels
of autonomy. These developmental aspects, along with the latest technological advances
and the potential integration of artificial intelligence, form a central theme of this study.
By proposing a structured set of DT development phases and designing corresponding
identification questions, we aim to support the recognition of recurring developmental
patterns. This may help establish initial development goals, technical specifications and
the creation of DT-enabled products suitable for real-world use.

Within the context of the Slovak Republic, the practical implementation of DT concepts
for improving urban safety, particularly in the field of disaster management, is still largely
absent, both in theory and in practice. There is currently a lack of DT-based solutions
aimed at increasing urban resilience and community protection. For this reason, this study
focuses specifically on flood protection and proposes a structured approach to DT data
content and design. Analyses and risk assessments relating to emergencies in Slovakia have
traditionally relied on expert judgment and conventional methods. The integration of DTs
and artificial intelligence, therefore, represents an important opportunity to modernise and
improve these processes. This study aims to contribute to the ongoing academic and pro-
fessional discussion by providing assessment-oriented insights that link multidisciplinary
perspectives on DT maturity, data integration and crisis management decision support. It
may be viewed as an extension of the author’s previous work on digital twins for enhancing
the security and resilience of smart cities by advancing a staged DT maturity framework
and translating it into practical requirements for flood risk management. Recent work in
the Slovak context shows that the successful deployment of advanced digital technologies
for safety and resilience must build on both technical and organisational foundations.
Kollarova et al. proposed a conceptual model of key security and privacy aspects for smart
cities in Slovakia, emphasising that sustainable smart city solutions depend not only on
IoT infrastructures and data flows but also on appropriate norms, policies and meaningful
human control that preserve the trust and engagement of residents [10].

https://doi.org/10.3390/smartcities9020028


https://doi.org/10.3390/smartcities9020028

Smart Cities 2026, 9, 28

3 0f 30

2. Materials and Methods

The proposed DT maturity levels were examined in relation to existing DT maturity
and assessment models and mapped to the conceptual architecture presented in Figure 1.
This comparison made it possible to identify shared developmental characteristics as well
as conceptual gaps that are particularly relevant to crisis management applications. The for-
mulation of the flood-oriented DT data content model was shaped by a maturity-driven
requirements logic, practical requirements and informed by the authors’ experience with
advanced simulation platforms, including MIKE Flood, ArcGIS and VR-Forces, over the
years. This tool-informed perspective supported the specification of data layers, model
coupling needs, and decision-loop considerations required for a flood-oriented DT. These
tools, which support hydrodynamic and geospatial modelling as well as scenario-based
representation, provided valuable insight into the types of data, model structures and be-
havioural characteristics necessary to represent flood dynamics in a way that is meaningful
for crisis decision making.
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Figure 1. Overview of the different types of DT maturity levels [1,11-13].

The methodological approach used in this study combined an extensive analysis
of the domestic and international literature and domain expertise in crisis management,
simulation technologies and smart city development. This analytical process enabled the
identification of the current state of DT use, the limitations that inhibit wider adoption and
the future needs that should guide research priorities. Feasibility considerations and the
specific characteristics of the Slovak environment were also taken into account, with the
intention of creating a framework that could be used locally and adapted by neighbouring
countries with similar conditions. This study further examined available options for
sensory data provision and assessed their relevance, availability and capacity to support
real-time DT functionality. Methods applied throughout included analysis, synthesis,
and criterion-based comparison; professional observations were used to contextualise
requirements and to check practical feasibility of the proposed data and modelling elements.
The resulting framework is intended to support developers, decision makers and other
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stakeholders by clarifying the opportunities, capabilities and strategic purpose of adopting
a flood-oriented DT. It highlights the organisational, technological and analytical elements
required for effective deployment and reflects the growing potential of DT systems to
strengthen resilience, enhance preparedness and improve crisis management practice in
smart city environments.

The literature used in this study consisted of peer-reviewed sources to ensure trace-
ability of concepts and reproducibility of comparisons. This study also takes into account
the increasingly important role of artificial intelligence in the development and operation
of digital twins, particularly in relation to prediction, optimisation and decision support
within crisis management. Coherence between the reviewed studies was ensured through
systematic comparison with attention to conceptual consistency and relevance to the objec-
tives of the proposed DT maturity and flood DT design framework. Priority was given to
research demonstrating operational applicability, including studies that specify staged capa-
bility progressions, measurable requirements, or validation and governance considerations
relevant to crisis management and flood risk decision support.

Differential analysis (was conducted to enable a structured comparison of digital twin
maturity models. The literature set was identified in Scopus using the following constraints:
document type “article”, English language, and publication years 2021-2025. The initial
search string entered in Scopus was “Digital Twin Maturity Levels”. Initial query returned
66 records. Because the objective was to compare maturity approaches with demonstrated
scientific visibility, the initial screening prioritised highly cited publications.

Highly cited digital twin publications from 2021 to 2025 (Scopus) were additionally
screened, and papers were considered eligible if they explicitly proposed or operationalised
a maturity model or staging framework. Where the most cited set did not contain a sufficient
number of maturity-focused papers, additional highly cited maturity-model publications
were included until the final corpus reached N = 7.

Eligibility screening followed the criteria (C1 to C11) defined in Section 3.2. Publica-
tions were included in the assessment only if they defined DT maturity through explicit
stages/levels with a clear progression logic and/or provided a maturity assessment frame-
work with operational elements, such as rubrics, indicators, questionnaires, or a scoring
method that could be coded against Table 2. Publications were excluded if they addressed
DT only at the level of definitions, general benefits, architectures, applications, or reviews
without an explicit maturity staging or assessment instrument, because such studies cannot
be evaluated consistently using the criteria-based coding scheme.

Opverall, 40 publications were screened in full text against the inclusion/exclusion rules
prior to coding. Although additional digital twin publications were identified, only seven
studies met the inclusion criteria of providing explicit maturity staging and/or a maturity
assessment framework suitable for criterion-based assessment. The screening was not
expanded further because the remaining candidate publications had zero citations at the
time of analysis, so citation count was, therefore, used as a practical threshold to maintain
focus on contributions with measurable scholarly uptake within the defined scope.

3. Results

A DT is a technology that consists of a computerised digital model of specific phys-
ical elements or processes that are interconnected by data links, in which real-time data
synchronisation takes place between physical and virtual environments.

The literature describes several definitions for the term DT: “A digital twin is a set
of computer-generated models that map a physical object into a virtual space. Both phys-
ical and virtual elements exchange information to monitor, simulate, predict, diagnose,
and control the state and behaviour of the physical object in the virtual space” [14]. Another
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definition presents DT as follows: “A dynamic virtual representation of a physical object
or system, usually in multiple phases of its life cycle. It uses real data, simulation or ma-
chine learning models combined with data analysis to enable understanding, learning and
reasoning. DT can be used to answer “what if” questions and should be able to represent
knowledge in an intuitive way” [15].

As a virtual digital model of an asset, process or service in the real world, DT creates
a connection between the physical and digital worlds. This connection and communication
between reality and digitised functions enable real-time monitoring, intuitive understand-
ing of situations, and the ability to identify problems before they occur. Simulation and
predictive modelling in DT facilitate optimal decision making through bag of models,
analyses, scenarios, etc. [16].

As several definitions of the DT appear in the literature, what is terminologically satis-
factory for one field of activity may be unsatisfactory for another. A similar situation can be
expected in the field of security and crisis management. For this reason, when proposing
a definition of a DT for crisis management purposes, it is advisable to emphasise clarity,
operational relevance and consistency with established crisis management terminology.

A possible recommended definition is as follows: A digital twin in crisis management
is a virtual representation of real-world objects, events and processes that directly corre-
spond to conditions in the physical environment. Its mechanisms support a continuous
two-way flow of information that enables the monitoring and management of the real
environment. The digital twin reacts to deviations or emerging instability in the monitored
system, and these changes are immediately reflected in its virtual state. Through real-time
assessments, modelling functions and scenario analyses, the digital twin provides early
warning and supports the prediction of crisis developments or security breaches.

For DT, a virtual replica of Al-based physical systems, its basic parts were originally
defined, consisting of a physical object part, a virtual object part, and the interconnection
between them [17]. Other authors gradually started to discuss parts such as two-way
communication and feedback form, which are also expected to be common features of
different types of DT [1].

The basic parts of the DT aimed at security and monitoring of the real city environment
to identify potential risks should consist of the following;:

e  Physical part is the real city environment, such as infrastructure, public spaces, critical
assets, people and traffic flows, in which actual events and processes take place and
which is represented by the DT.

e  Virtual part or virtual representation is an analogical description, a logical model of
the asset, and represents the transformed real environment in digital form.

e  Data-driven services increase the convenience, reliability and productivity of the system.

o  Connections characterise the digital links and transmission mechanism between data
sources, enabling the transfer and control of data from the real environment of the
physical part to the virtual environment.

e  Services must provide services, such as simulation, decision making, monitoring and
control of a physical object, a means for storing data.

e  Technologies installed in a real environment, as they represent a means of data collection.

e  State is the specific condition in which a unique physical asset or process is located at
a specific time.

Due to its popularity in many areas, DT is also finding widespread application in smart
cities and crisis management. The use of smart maps and geospatial virtual infrastructure
through DT can be used for the overall prosperity of cities and their inhabitants. According
to Pramotedham, CEO of Esri Singapore, “only with a digital twin can government agencies
effectively analyse what can be done with data to improve the lives of citizens, create
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economic opportunities and revitalise a closer community” [18]. It, therefore, has great
potential for CM in the security field [19]. These technologies enable the exchange of
information, the monitoring of public spaces, the resolution of security challenges and the
enhancement of urban security and safety. Therefore, knowledge of the possibilities of
applying DT should be key in terms of the availability of the literature.

3.1. Maturity Levels of Digital Twins

Several different terms are used in the literature to assess and determine the stage of
development of DTs. In the available literature, we found terms like Maturity Levels of the
DT (DT Levels), DT Classes [13,20] or DT Integration Levels, DT Classification, etc., all of
which attempt to characterise the functionality of different levels of the DT [1].

DT maturity levels are used to assess and categorise the level of development and
implementation of DT within the environment into which it is to be deployed. The levels
provide a structured approach to assessing the maturity of the development of DT initia-
tives [21] based on defined criteria and stages of progress. The current maturity level of
a DT deployer is defined by one of the maturity stages, which represents a level based on
a defined stage of progress according to the criteria. The maturity levels consist of several
maturity stages, each representing a progressive stage of DT development.

Maturity levels add functionality to the DT in order to progress to more complex
stages and to streamline decision-making processes by automating sequential tasks and
fully exploiting the potential of the DT.

In their contributions, several authors dealt with the maturity levels of DT, defining
their phases and characteristics. As the topic is still relatively new and DTs are undoubtedly
used to a greater extent in various areas and there is no established framework for defining
the individual phases of DT maturity, the following overview presents selected authors
who have addressed this issue with their phases of DT maturity levels (Figure 1).

Figure 1 shows the definition of different types of DT levels by different authors.
Individual levels are divided in terms of content into categories:

e No Twin

Data Collection
Analysis
Prediction
Optimalization

Autonomy

Due to the inconsistency in the available literature, we also present a possible proposal
for DT maturity levels. Table 1 provides comprehensive information, which should not
differ depending on the application in a specific area. The following overview, into which
the principles of the knowledge pyramid are integrated, defines the hierarchical framework
of the different DT maturity levels.

The elaborated DT maturity-level design according to the above model consists of
a total of seven levels. Other authors recognise and define, in most cases, five or six levels.
In the proposal, level zero is referred to as preparation and initialization, as the level before
the start of DT development. The other levels, from the Conceptualization Phase to the
Autonomous Phase, are the levels during which development progress occurs and DT
is gradually technologically improved. The design incorporates the knowledge pyramid
principle to the conceptualization issues.

The following description briefly characterises the different stages of DT maturity,
specific to each level, followed by questions that should be answered, especially before
but also during the implementation of these phases, before moving on to the next level.
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The characteristics of each level provide a way to better understand the current level DT
development is at.

Table 1. Phases of digital twin maturity levels.

Level 0 Level 1 Level 2 Level 3 Level 4 Level 5 Level 6
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The preparation and initialization phase can be considered as the zero level of DT
maturity, the design level before the actual start of technology development. The phase
is based on the initial idea of identifying a problem or an identified need, in order to
improve a certain condition or a need for change, which is expected to start from a proper
understanding of the project output, from development and implementation of the DT to
its use.

Questions:

e Is DT the answer to the identified problem or is there a need for a change in CM?

e  What should be the application area in which DT is to be implemented for CM decision
support purposes?

e  For what purpose is DT to be used in the selected CM domain?

In the case of the practical creation of DT focused on a specific environment fulfilling
certain functions, it is necessary to establish selection criteria that will take into account
the overall concept of the proposal. In this case, the final choice and decision would be to
create a flood DT.
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The conceptualization phase is the first maturity level of DT. It is mainly characterised
by the creation of virtual digital models of the physical assets, the environment, as well
as the descriptive analysis of the physical assets that correspond to the real environment.
The model is based on specified data and parameters, representing the properties and
state of reality. At this stage, the linking of the models to the real environment is not
fully developed. For the purpose of linking the DT, the existence of sensors already
implemented in the real environment, which have not been used for this purpose so far but
are a suitable solution, is considered, or new sensors with the capability of interconnecting
the two environments are introduced.

Questions:

e  What are the primary data sources needed to create a digital model?

e  Are the data needed to create the digital visualization and DT model available, com-
plete and reliable?

e s avirtual digital model of the real environment developed?

e  Are there opportunities for real-time integration of virtual and real environments?

In the case of a flood DT, a real virtual digital model of the selected environment
or a suitable environment for the purpose of monitoring and predicting flood activity
would be created as part of the creation. The model takes into account specific data and
parameters, representing the properties and real state of reality.

The development and descriptive phase is the second level of DT maturity. It focuses
on capturing, collecting, and visualizing data from real-world environments. This level
consists of updating the data in the DT according to a specified update frequency, using real-
time statistics, ensuring an accurate representation of the current state of the physical twin.

Questions:

Are sensor data streams integrated in real time into the DT?
How often is the DT updated with real-time data?
What is the level of connectivity coverage between the virtual and real environments?

To what extent is the DT connected and synchronised with the physical twin?

This phase represents the collection of specific types of data focused on early-day DT
according to the framework.

In the integrative diagnostic phase, the DT, thanks to the IoT coverage, will establish
a connection with sensors transmitting real-time data sources, enabling condition monitor-
ing and detection of potential anomalies and problems. Incorporating historical data and
prescriptive information into databases will set the stage for the use of advanced analytics
and machine learning, with progressive recognition of real-world behavioural patterns.

Questions:

e s the visualization of historical data and information in DT complete?

e Isareal-time synchronous link established to transfer current data?

e  Are algorithms for analytics, generation and machine learning implemented in
the system?

The main essence of the phase is the creation of a connection between the real and
virtual environment of the flood DT.

The predictive, analytical phase. Here, organisations use historical and real-time data,
predictive analytics and machine learning to predict future states or system performance or
models based on physical processes, through machine learning and thresholds that are set.
At the fourth stage of maturity, DT can have prerequisites for creating scenarios of future
potential developments by examining real situations in virtual space.

Questions:
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e Are recommendations and regulations implemented in DT, and how often are
they updated?

e To what extent does DT use predictive analysis techniques?

e Can DT predict potential scenarios?

The scenarios that are created in DT in the optimization phase are fully capable of
simulating the flood situation with regard to future developments in the form of the most
diverse scenarios. When creating scenarios, past events are taken into account in the form
of historical data on floods, which were integrated in the previous phases, as well as the
current situation from the real environment.

The optimisation phase. In this phase, DT is able to use prescriptive analysis and
allows us to explore different scenarios generated from the captured current data, taking
into account possible future directions. DT within maturity level 5 can provide actionable
insights and recommendations to derive decision outcomes and resource optimization.

Questions:

e To what extent does our DT use prescriptive analysis techniques?
o  Can DT effectively simulate different scenarios?
e Is DT capable of continuous optimization, learning and improvement?

Based on the knowledge made possible by various scenarios and other analytical tools,
it is already possible to react to the potential danger in the real environment within this
phase, through the overall optimization of the flood-oriented system.

The autonomous phase. This phase is within the sixth maturity level, and the DT
is fully functional and ready for testing within the environment under investigation or,
in the next step, capable for deployment and use. Advanced Al and machine learning
algorithms are integrated, and the automation of the system improves. DT should be
ready to implement continuous evaluation of and improvement in autonomic performance
within the phase. DT achieves comprehensive coverage extension and integrates with user
stakeholders. With real-time data collected and linked to historical data, DT achieves the
ability to derive the optimal scenario that will support making informed and real-time
decisions that lead to the execution of necessary actions in a realistic environment.

Questions:

e Is the DT fully autonomous and capable of evaluating and learning from changing
data in real time, according to which it can infer the optimal scenario to support
decision making and execution of necessary actions?

e Is the DT integrated among user stakeholders?

In its autonomous phase of maturity levels, the flood digital twin is capable of real-
time prediction, monitoring and analysis of flood risks, automatically generating proposals
for measures to prevent damage and protect the population. Thanks to the integration
of sensor data and artificial intelligence, the model can simulate the development of the
flood situation, warn the relevant authorities and activate rescue systems in time, thereby
effectively protecting the lives and property of citizens.

Achieving the autonomous phase is currently the highest form of DT. A DT develop-
ment approach based on characterizing and understanding the maturity levels of DT will
provide a transition between phases and allow for a better understanding of the system.
Starting from the basic levels, the emphasis is on information replication, gradually moving
towards the implementation of higher levels, where interaction, autonomy and innovation
elements are integrated. At each stage, it is essential to pay attention to and highlight the
associated challenges that the level poses.

The implementation of DT CM requires a gradual roll-out, which can be achieved
by forming a strategic process. The steps of the process consider the succession of the
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different levels of maturity of DT, emphasizing the importance of each phase. In this
way, the implementation of technology deployment will be systematic and comprehensive,
ensuring that DT evolves in synchrony with the needs and stated objectives.

The strategic approach should be designed to be flexible and adaptable, to support
the implementation planning process [22] to match the different dynamics of each phase of
DT maturity. The duration of each level phase may not be identical and may depend on
many factors [23]. Various factors, such as technical requirements, integration with existing
systems, resource availability, government regulation, and so on, can influence the actual
pace of implementation.

Although the maturity stages are described conceptually, the maturity classification
becomes defensible only when each stage is linked to observable and measurable indicators.
Assessment-oriented maturity models in the digital twin literature, therefore, operationalise
maturity through indicator sets, rubrics, and measurable thresholds rather than stage
labels alone, enabling consistent classification and comparison across implementations.
However, the indicator set cannot be fully universal because digital twins differ by domain,
purpose, and operational constraints; some indicators remain broadly applicable (e.g., data
update frequency and integration latency, verification/validation practices, interoperability
capability, and decision-loop integration), while others must be defined in a domain-
specific manner (e.g., model skill metrics, uncertainty expressions, automation boundaries,
or operator intervention modes that are meaningful for the specific system). For this reason,
indicators should be specified and refined before implementation, as part of requirements
and design, so that data, modelling, governance, and operational workflows are aligned
with what will later be measured and audited. In this article, the indicator principle is
implemented by defining a general indicator logic at the framework level and by illustrating,
in Section 3.3, how the indicator set should be tailored and finalised for a specific digital
twin application prior to implementation [24,25].

3.2. Differential Analysis of Existing DT Maturity Models

This subsection establishes a systematic framework for comparing digital twin (DT)
maturity models. Rather than providing a descriptive list of existing models, the compar-
ison applies a common set of criteria and a transparent scoring rubric to evaluate each
selected maturity framework in a consistent manner. The goal is to identify how models
differ in their maturity logic, the DT capabilities they emphasise (e.g., data integration,
modelling, analytics, interoperability), and the extent to which they provide practical
assessment guidance rather than only conceptual stage labels.

The eleven criteria (C1-C11) were selected because they represent the core components
that determine whether a digital twin maturity model is comparable to other maturity
models, internally consistent as a staged framework, and usable for assessment in practice
rather than remaining a purely conceptual typology. Each criterion corresponds to an aspect
of maturity modelling that affects either (a) the interpretability of the stages, (b) technical
capability progression, or (c) implementability and accountability of maturity claims.

C1-C2 establish comparability and scope. Maturity models are frequently proposed
for specific domains (e.g., industrial assets, cities, infrastructure) and are designed for
different decision contexts (strategic planning, benchmarking, investment prioritization,
operational decision support). Without an explicit purpose and domain (C1), and without
a clearly defined unit of analysis and scope (C2), maturity levels cannot be interpreted
consistently across studies, and “maturity” may refer to fundamentally different objects
(a single asset, a system, or a system-of-systems). These two criteria, therefore, ensure
that any cross-model comparison starts from a transparent statement of what the model is
intended to evaluate and at what system scale.
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(3 assesses the quality of the staged maturity construct itself. Many maturity models
use stage labels but not all define what evidence is required to claim a stage. C3, therefore,
tests whether a model provides explicit stage boundaries to avoid ambiguous interpretation
of stages. Models that define boundary conditions allow for consistent classification and
reduce subjectivity when different evaluators apply the same model.

C4-C6 capture three foundational capability progressions that recur across digital
twin implementations: data, models, and forward-looking analytics. Data integration and
timeliness (C4) are fundamental because maturity progression typically involves moving
from static representations to regularly updated states and, ultimately, near-real-time or
real-time synchronisation. Modelling and simulation integration (C5) is essential because
digital twins differ from static digital representations by their ability to support simulation,
calibration, and coupling of models with observed data. Prediction and scenario capability
(C6) captures whether maturity includes progression toward forecasting and structured
“what-if” scenario analysis, which is a central motivation for digital twins in planning
and operations. These criteria are included because they distinguish models that describe
a digital twin as a visual or data integration platform from those that define maturity in
terms of analytical and simulation capability growth.

C7-C10 address requirements that determine whether maturity claims remain credible
and deployable beyond a single technical prototype. Validation and uncertainty (C7) are
included because digital twin outputs increasingly support decisions. Therefore, maturity
progression should reflect stronger verification, validation, and uncertainty management
practices rather than only more data or more automation. Decision loop and automation
(C8) capture how maturity changes the relationship between the digital twin and decision
making from monitoring and advisory roles to automated recommendations or closed-
loop actions with appropriate oversight. Interoperability and standards (C9) are included
because digital twin ecosystems commonly require integration across tools, data providers,
and organisational boundaries. Models that only describe internal integration may not
generalise to multi-stakeholder settings. Governance and accountability (C10) are included
because higher maturity levels often imply broader operational impact, data sharing, and
coordination. Therefore, roles, responsibilities, stewardship, and coordination mechanisms
become maturity-relevant conditions rather than external context.

Finally, C11 assesses whether a maturity model is operationalised as an assessment
instrument. A central limitation of many maturity proposals is that they offer concep-
tual stages and guiding questions but do not provide measurable indicators, scoring
rules, or diagnostic procedures. C11, therefore, separates maturity models that can be
implemented as a repeatable assessment. C11 ensures the comparison can distinguish
conceptual contributions from assessment-grade tools and supports consistent application
in empirical settings.

To support replicability and reduce subjective interpretation, each maturity model is
coded using the criteria defined in Table 2 and assigned a score on a 0-2 scale: 0 = absent,
1 = partially addressed, and 2 = explicitly defined with structured guidance. This approach
enables a comparative analysis that highlights convergences, divergences, and systematic
gaps across maturity models and provides a clear basis for positioning the contribution of
the proposed approach relative to prior work.

All assessed works articulate a progression logic, in which maturity increases with
added capabilities (for example, connectivity and synchronisation, bidirectional interaction,
higher levels of analytics, and increased autonomy). This convergence explains why
a superficial comparison based on naming stages can be misleading: the stage labels vary,
but the underlying capability ladders are often similar. Consequently, novelty must be
demonstrated through how maturity is operationalised (measured), how the maturity
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boundaries are defined, and what additional constructs are introduced that are missing or

inconsistently treated in existing models.

Table 2. Definition of criteria for literature assessment.

Criterion (Short

Code Label) Definition Score 0 (Absent) Score 1 (Partial) Score 2 (Explicit/Strong)
Purpose and Whethe‘r the model deﬁn‘e‘s the target domain Domain/purpose Domain stated, decision Domain + decision context
C1 . (e.g., industry, smart cities, hazards) and N
domain . i not stated. context unclear. clearly defined.
intended decision context.
) Unit of analysis What the model assesses: a single asset, a single Asset-only or System—level System-of-systems/ city.
and scope system, or a city /system. scope unclear. (single system).
c3 Stage logic Whether stages have clear “entry /exit” Labels only; Some boundaries Boundary conditions
and boundaries conditions (what must be true to claim a stage). no boundaries. mentioned. explicitly defined by stage.
Data integration Whether maturity 1nclgde§ progression from Data timeliness Periodic updates Real-time/ streaming
C4 .o static data to periodic updates to . addressed with
and timeliness : - not addressed. mentioned. . - A
near-real-time/real-time streams. integration guidance.
quelhng and How modelling capabl_hty evolyes (visualization No modelling Modelling mentioned but Exph‘mt stage_d modelling
C5 simulation only vs. scenario/physics-based / - integration (e.g.,
. . i . (visual-only). not staged. P ;
integration hybrid simulation). calibration, coupling).
Prediction and Whether forecasting and “what-if” scenario Mentioned without Explicit staged predictive/
Cé . - e . s Absent. o . .
scenario capability capability is defined as maturity increases. staged capability. scenario progression.
Validation and Whether verification/validation and uncertainty - . Explicit V&V and uncertainty
c7 . . O Absent. Qualitative mention only. . .
uncertainty management are required as maturity increases. handling practices.
L Whether the DT maturity includes how outputs . . Explicit staged
Decision-loop . i - Decision support claimed, . i
Cc8 . influence decisions No decision loop. automation/decision-
and automation . . not staged. . .
(human-in-loop vs. automation). loop integration.
Interoperability Whether maturity includes interoperability Mentioned as Exp hCl.t 1nter_operab1l1ty
c9 e Absent. dimension or
and standards across tools/organisations (APIs, standards). a general need. .
staged requirements.
Governance Whether maturity includes roles, responsibilities, Stakeholders mentioned, Explicit governance/
C10 " ; o . Absent. accountability requirements
and accountability ~ data stewardship, and coordination mechanisms. no structure. by maturity
Operationali- Whether the model provides measurable L3 Indicators + scoring/
] L X ; No Guiding Iy .
C11 zation (measur- indicators, scoring, or an assessment instrument indicators/ tools uestions,/checklists onl rubric/diagnostic
able indicators) (not only guiding questions). ’ ! ¥ tool provided.

A key outcome of the differential analysis is the clear separation of the literature
into two methodological families. The first family consists of maturity models that are
“assessment-grade”, meaning they provide explicit rubrics or indicators and a scoring
procedure that allows a digital twin implementation to be assigned a maturity level in
a repeatable way. These approaches typically define evaluation dimensions and detailed cri-
teria, and they translate qualitative maturity concepts into measurable assessment items (for
example, through multi-criteria decision methods or questionnaires) [24,26-29]. The second
family consists of conceptual maturity frameworks and review-based maturity spectra that
provide strong high-level maturity logic and positioning of maturity in the field but do
not provide a complete diagnostic instrument for scoring a specific implementation [25,30].
This distinction is important because it directly addresses what the reviewer requested:
systematic comparison should not only describe how many levels a model has but must
demonstrate whether the model can actually be used as an assessment tool and what
evidence supports its applicability.

In terms of measurability and diagnostic application, the assessment-grade models are
consistently stronger because they operationalise maturity using either (i) explicit rubrics
with weighted scoring and aggregation methods or (ii) questionnaire-based maturity
scoring mapped to maturity levels [24,26-29]. This makes them suitable for benchmarking
and gap analysis because they can produce an interpretable maturity score and, in many
cases, identify improvement priorities. By contrast, conceptual frameworks typically
clarify the conceptual meaning of maturity and propose capability thresholds at each
level, but they are less directly usable for assessment because they do not provide full
measurement instruments (for example, indicator sets, scoring rules, and data collection
protocols) [25]. Review-based spectra offer evidence about typical maturity positions in the
published literature and identify common patterns and limitations, but they are usually
descriptive rather than diagnostic; they classify cases rather than provide an instrument that
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can be administered to an organisation to compute a maturity score [30]. This differential
result supports a concrete methodological conclusion: a contribution that claims novelty in
maturity staging must show how it improves measurability, not only how it renames stages.

Interoperability emerges from the assessment as one of the strongest differentiators
among maturity approaches and a key area where the literature remains inconsistent.
Some models frame interoperability as the defining feature of the highest maturity state
(i.e., maturity of a digital twin within an ecosystem of interconnected digital twins) [25],
while others incorporate interoperability within broader technical or organisational rubrics
(for example, as data sharing, standards adoption, or system integration criteria) [26,29].
Several quantitative maturity assessments focus primarily on internal system capabilities
and treat interoperability implicitly or as a secondary aspect of integration rather than as
a dedicated maturity boundary [24,27,28]. This inconsistency matters because it shows that
although interoperability is widely recognised, it is not uniformly operationalised across
maturity models. Therefore, an important evidence-based gap is the absence of a widely
adopted, measurable construct that captures interoperability readiness at the digital twin
ecosystem level and connects it to assessment indicators.

A second differentiating dimension concerns socio-technical and governance aspects.
While organisational readiness, trust, and human factors are acknowledged across the
literature, they are not consistently translated into measurable maturity criteria. Some
frameworks embed governance, trust, and accountability concepts explicitly in their rubric
structures (for example, via dimensions that include purpose, trust, and functional gover-
nance elements) [26], and human-centred dimensions are central in maturity assessment
when the application domain is inherently human-in-the-loop [28]. In contrast, several
quantitative models emphasise technical capability progression and provide limited explicit
governance indicators in the maturity scoring structure [24,27]. The review-based city digi-
tal twin maturity spectrum highlights the importance of participation, institutionalisation,
and broader socio-technical integration but primarily as a research and implementation
challenge rather than as a standardised measurement instrument [30]. This result supports
a second evidence-based gap: governance and organisational readiness are present as
concepts but not consistently operationalised as maturity indicators across models, limiting
comparability and practical diagnosis.

Finally, the assessment clarifies how data requirements and data handling are treated
in the maturity literature. Across models, data availability, synchronisation, and inte-
gration are consistently implied as maturity markers, but there is substantial variability
in how explicitly models specify measurable data requirements (for example, data flow
structure, update frequency, quality expectations, and assessment of data inflow /outflow).
Questionnaire-based and rubric-based assessment models tend to handle data more ex-
plicitly because their assessment instruments require concrete evaluation items about data
structure and operational flows [26,29]. Conceptual maturity frameworks link maturity
levels to notions such as real-time synchronisation, bidirectional interaction, and automa-
tion but often do not specify minimum data requirements or a measurement procedure
for verifying that those conditions are met [25]. Review-based maturity spectra provide
evidence about what data and technologies typically appear at different maturity positions
but do not establish a standard minimum dataset or a reproducible scoring mechanism
for assessing a specific case [30]. This differential analysis, therefore, supports a third gap:
while data are central to maturity progression, explicit, reproducible data requirement
specification and verification are uneven across the maturity literature.

Overall, the criteria-based assessment directly addresses the reviewer’s request for
a non-superficial comparison by demonstrating that existing maturity approaches differ
less in the existence of staged levels and more in (i) whether they provide assessment instru-
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ments and measurable indicators, (ii) how they treat interoperability as either a top-level
ecosystem capability or a within-system integration attribute, and (iii) how consistently
they operationalise governance and data requirements. These findings provide a clear basis
for positioning this study’s contribution; rather than claiming novelty purely through new
stage labels, the contribution should be articulated in terms of strengthened operationalisa-
tion (measurable indicators and diagnostic tool capability), clearer boundary conditions
(what must be evidenced to claim a stage), and explicit treatment of the differentiating
gaps revealed by the assessment (interoperability readiness, socio-technical governance
indicators, and maturity-linked data requirements) [24-30].

3.3. Flood Digital Twin Maturity-Driven Specification and Assessment

A flood digital twin can be defined as a dynamic digital representation of a flood-
prone physical environment (catchment, watershed, or city) that continuously integrates
multi-source observations with modelling and decision support functions to support pre-
paredness, response, and recovery. Recent flood digital twin research converges on layered
architectures that combine data ingestion from sensors and external products, processing
and integration (including geospatial and hydrometeorological fusion), simulation and
analytics (hydrologic/hydrodynamic modelling and data-driven methods), and decision
support for operational actions such as warning, response planning, and infrastructure
operation. Systematic and application-focused studies also show an increasing tendency to
integrate remote sensing products, Internet of Things sensing, and artificial intelligence
modules to improve the timeliness, reliability, and actionability of flood warnings and
response measures [5,31-36]. At the same time, published implementations show that DT
is applied to systems that differ substantially in maturity, spanning from static or primarily
visualisation-oriented digital representations to near-real-time forecasting systems coupled
with hydrologic-hydrodynamic simulations and early warning services [30,32,36]. For this
reason, Tables 1-3 are applied as a structured basis to specify what constitutes maturity in
a flood DT, what minimum data and modelling capabilities are required at each stage, and
what evidence is necessary to claim a given maturity level. The maturity levels in Table 1
are operationalised for floods by:

e  Defining stage boundary conditions (entry/exit requirements) consistent with Table 3;

e  Mapping each maturity level to concrete data layers from Table 2 (meteorological, hy-
drological, geomorphological/land cover, infrastructure, building/asset, demographic
and economic layers);

e Identifying measurable indicators and evidence artifacts.

Table 3. Assessment of the criteria.

Article C1 Cc2 C3 C4 C5 Ceé Cc7 C8 c9 C10 C11

24] 1 2 2 2 2 2 1 0 2 2 1
26] 1 2 2 2 2 2 2 2 1 1 1
[25] 2 2 1 0 1 1 2 1 1 1 0
27] 1 2 2 2 2 2 2 1 2 2 2
28] 1 2 2 2 2 2 2 2 2 1 2
[30] 2 2 1 1 2 1 1 1 1 1 1
[29] 1 2 2 2 1 2 2 1 2 2 2

This approach is aligned with assessment-grade maturity frameworks in the broader
digital twin literature, which emphasise measurable indicators, scoring or rubrics, and ex-
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plicit conditions for maturity classification [24-30]. The resulting specification ensures
that the flood digital twin maturity concept is applicable as a diagnostic instrument for
benchmarking and gap identification.

At level 0-1, the flood digital twin is primarily an organisational and representa-
tional capability. The objective is to define the flood decision context and build a coherent
static geospatial foundation (terrain, hydrography, built environment exposure) with docu-
mented data ownership and governance. The design logic reflects that operational flood
digital twins depend on a stable baseline representation before dynamic data streams can be
meaningfully assimilated, calibrated, and validated, and this baseline-first principle is con-
sistent with flood digital twin platforms and frameworks that begin with digital represen-
tation and data structuring prior to real-time integration and model coupling [5,32,36—40].

At levels 2-3, maturity is defined by the ability to ingest and synchronise meteoro-
logical and hydrological observations at operationally meaningful update frequencies,
progressing from periodic updates (level 2) to near-real-time integration plus diagnostic
and calibration/assimilation routines (level 3). This is the stage at which the flood digital
twin becomes more than a digital map: it starts to function as a continuously updated
operational representation where sensor pipelines, event logging, anomaly or fault detec-
tion, and calibration practices provide the basis for credible forecasting and operational
reliability. Operational digital twin implementations for stormwater and drainage systems,
rainfall-data integration frameworks, and data-driven early prediction work illustrate
this coupling of live sensing with simulation and analytics as a defining characteristic of
higher-maturity systems [30,33,41-44].

At level 4, the flood digital twin becomes predictive and assessment critical. Forecast-
ing and scenario exploration must be validated against observed events, and uncertainty
must be communicated explicitly. In flood contexts, uncertainty is not an optional feature
because rainfall variability, intermittent sensing, model structural limits, and input data
quality directly affect forecast confidence and downstream response decisions. Empirical
studies demonstrate that rainfall data treatment and real-time quality control can materially
influence hazard interpretation, while systematic syntheses emphasise that early warning
usefulness depends on robust modelling workflows and uncertainty-aware outputs rather
than forecasts alone [31,32,34,35,41 ,44].

At levels 5-6, maturity is defined less by modelling and more by decision integra-
tion and governance. The flood digital twin must produce actionable recommendations
(level 5) and, where appropriate, support partially automated or closed-loop actions (level
6) with auditability, human override, interoperability arrangements, and accountable
governance. City-scale flood digital twin frameworks demonstrate this evolution by inte-
grating flood analytics with infrastructure layers to support operational decisions, while
governance-oriented reviews and platform governance studies emphasise that stakeholder
roles, institutional readiness, transparency, and accountability become decisive when ad-
vanced analytics is embedded into real decision workflows and cross-organisation data
exchange [33,41,42,45-48].

Finally, the maturity-driven flood digital twin specification aligns directly with testbed
selection and deployment feasibility. The selected environment must provide sufficient
variation in flood mechanisms (e.g., rainfall-driven flooding, drainage failure, river over-
topping), measurable rainfall intensity and water-level variability, and adequate data avail-
ability and quality to support real-time analysis, simulation, and validation. As shown by
operational flood digital twin studies, data reliability and continuity are not only technical
prerequisites but practical constraints that determine whether higher-maturity capabilities
(near-real-time integration, validated forecasting, and decision-loop integration) can be
achieved and sustained [32,34,35].
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To operationalise the maturity assessment for a flood digital twin, Table 4 translates

the assessment-grade maturity phases into flood-specific entry conditions, exit criteria,

indicators, and evidence artifacts. The logic follows the progression reported across the

flood and water-sector digital twin literature. Implementations typically start from a high-

quality static geospatial baseline (terrain, hydrography, drainage/river networks, exposure

layers) and progressively add operational data pipelines, near-real-time synchronisation,

validated forecasting, and finally decision workflows and (where appropriate) automated

control, while also increasing requirements for governance and accountability as decision
impact grows [5,32,34,36-39,41,42,44,47].

Table 4. Assessment-grade phases of flood digital twin maturity levels.

Level Core Objective Entry Conditions Exit Criteria Measurable Evidence Artifacts Su.pportmg
Indicators (e.g.) Literature
Flood mechanism and decision Concept note;
. Conceptand Use case
context defined . . - stakeholder map;
staged implementation  defined; stakeholder .
) . (preparedness/response/ requirements docu-
Define flood decision . . plan approved; map completeness; o -
X recovery); unit of analysis N ment; initial architec-
context and confirm " governance roles baseline data -
R defined; stakeholders and . L . ture sketch; baseline )
0 institutional and data 8 L assigned; minimum inventory coverage; . [32,42,45,46,48]
. responsible organisations . X data register;
readiness for a flood . P baseline dataset datasets with O,
L. . identified; initial inventory of . . monitoring asset
digital twin. . agreed; data-sharing defined access .
baseline datasets and . inventory; draft
oo pathways defined for pathway; governance :
monitoring assets completed; ; data-sharing notes/
. core datasets. roles assigned. .
access constraints documented. SOP outline.
Terrain model assembled; Baseline validated DEM resolution/ XZ;ZL":;Z? (g;?g
hydrography and for completeness vertical accuracy .
. . . . . . project; metadata
Build a coherent static drainage/river network and spatial consistency;  class documented;
. . . catalogue; data
flood-relevant compiled; land cover layer authoritative baseline network complete- L .
- i dictionary; baseline
1 representation to support  prepared; exposure layers and update responsibil-  ness; exposure . [5,32,36-39]
o 5 1 1 o " X . QA report; lin-
assimilation, modelling, prepared (buildings, critical ities defined; coverage (build-
A ; . . . . eage/provenance
and validation. infrastructure); metadata integration plan for ings/critical assets .
R . documentation;
and coordinate dynamic observa- mapped); meta- .
i . s baseline flood-
harmonisation completed. tions specified. data completeness.
relevant maps.
feeﬁ;(écll:.:;eicilcates Update frequency; Ingestion configura-
Operational pipeline exists for # ingestion success rate;  tion; pipeline logs;
. . g automated QA
Establish systematic rainfall and water implemented (range data completeness; QA rule setand
2 ingestion and level/discharge; dashboards or p L g sensor uptime; reports; dashboard [34,35,43,44]
e o . checks, missingness, g .
descriptive monitoring. maps exist; event observations passing exports; KPI
A sensor status); ) A
logging initiated. . QA; median definitions; event
operational KPIs end-to-end latenc log repositor
defined and reviewed. ¥ 8 rep ¥
Near-real-time linkage Data fusion work-
. . . demonstrated (latency .
Multi-source integration . . End-to-end latency); flow; synchronisa-
. . . target met); diagnostic .
Synchronise multi-source  implemented (e.g., gauges, N fused sources; tion logs; anomaly
. . . routines tested on . :
observations with low radar/satellite products); S . anomaly detection detection documen-
L . historical events; cali- . . . P
3 latency and add synchronisation rules defined; X L coverage; calibra- tation; calibra- [34,35,41,44]
. . . . R bration/assimilation . AP . A
diagnostics, calibration/ anomaly /fault detection . . tion/assimilation tion/assimilation
o . . . routines established
assimilation routines. enabled; diagnostic . . frequency; docu- reports; replay
X > (e.g., rainfall blending, N - X .
analytics available. ; mented data lineage. diagnostic cases; lin-
rating curves, .
. eage documentation.
drainage parameters).
Forecast skill Model documenta-
demonstrated on Forecast horizon; skill  tion; calibra-
observed events; metrics (e.g., hit tion/validation
Provide validated o uncertainty outputs rate/false a}arm), reports; uncertainty
. Predictive model coupled; published with forecasts with specification;
forecasts and scenario A ) . . o
! . .. validation plan defined (events,  forecasts; scenario uncertainty bounds; scenario library; .
4 exploration with explicit . X N . . X [31,32,34,35,41-44]
N - metrics); scenario set defined); library maintained time to update forecast dashboards;
uncertainty communica- f .
. . uncertainty method selected. and updated; forecast after new warning threshold
tion for early warning. . - .
drift/performance data; scenario library rationale; post-
monitoring initiated; size and event evaluation
warning thresholds refresh cadence. summaries; drift
linked to outputs. reports.
. Decision SOP;
. I X . Recommendation L
Decision objectives defined Recommendations L prescriptive/
) / - - - generation time; RN
(risk reduction, service tested in exercises or . . optimisation model
. L . adoption rate; benefit e
Generate actionable continuity, safety); constraints events; workflow . specification;
. : . A . metrics (e.g., response .
recommendations and encoded (capacity, regulations);  institutionalised; . K recommendation e
5 . . time reduction); . [5,33,41,45,48]
support response/ prescriptive method measurable benefit . logs; exercise/ after-
. B : . constraint coverage; A
operations planning. implemented (rules/ demonstrated; continu- e o action reports;
AT L . decision traceability ) .
optimisation); decision ous improve- N . benefit evaluation
. (% recommendations
workflow agreed. ment loop defined. O report; change log
with justification).
for updates.
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Table 4. Cont.
Level Core Objective Entry Conditions Exit Criteria InI:l/IiZ::;l::?elz ) Evidence Artifacts S;l:eli(;::::eg
Continuous monitor- Control and audit
Actuation pathways exist (e ing and drift controls Automated actions logs; override play-
Enable partial ump/ga tg sche dt);lin & demonstrated; interop- (% with override); book; interface/ API
P losed-1 g P/ & 1 N gé erability validated override response specifications; access
automfl tl(?r;l/ ﬁ 0sea-loop ynarmlc by efz}‘ts)(,loverr_1 N i across organisations; time; audit control policy;
6 332‘;1;? d:’:u diltle:g?lril Iigr;Otﬁ: iﬁeﬁfe?einlt:rlz)dletzrt;?ﬂi ¢ audit and accountabil- ~ completeness inter-agency agree- [5,33,37,42,44-48]
intero eéabilit ¥ intgrfaces an d’ accessp y ity mechanisms (% actions traceable); ments; continuous
and aciountab?l/i £ controls operational: functioning for interoperability monitoring dash-
¥ overnam}:)ea reed ! semi-automated uptime—downtime boards; drift
8 8 ’ actions; perfor- during events. reports; periodic

mance monitored. audit summaries.

3.4. Conceptual Design of Data Sensor Provisioning of Flood Digital Twin

Floods are described as Slovakia’s most frequent emergency event, which in many
cases cause negative impacts on the lives of residents and destroy local infrastructure.
Floods can affect towns and cities directly or indirectly. The negative impacts not only
affect buildings and roads but can greatly hinder the economic and social activity of towns
and cities.

Given the increasing risk of flooding around the world, which many experts attribute
to climate change [23], many towns and cities are not sufficiently resilient to such risks.
Proper, effective and rapid flood management tools [49] are essential to avoid, reduce
and mitigate likely flood risks. This study develops a conceptual specification of a flood
digital twin and does not report a deployed prototype or an implemented test site. Instead,
Slovakia is used as a motivating operational context to structure requirements, while evi-
dence for feasibility and typical implementation patterns is drawn from published flood
digital twin systems and frameworks. Recent studies document operationally oriented
flood digital twins that couple multi-source observations with hydrologic and hydrody-
namic modelling, data assimilation or quality control, and early warning workflows; these
provide empirical grounding for the staged data and capability requirements proposed
here. Consequently, the purpose is to translate the maturity logic into a practical design
roadmap (data, sensing, integration, modelling, and governance requirements) that can be
instantiated for any selected watershed or city in future implementation work.

Flood DT, as a possible solution that uses real-time data and simulation models [50,51]
to support decision making on flood response and management of water resources and
economy, needs to combine a variety of datasets to evaluate the current and future flood
situation [52]. Flood DT requires data incorporation from different domains and the creation
of data layers to fulfil the desired purpose. Flood DT, as a comprehensive system, should
be able to integrate different data layers that depend on each other to provide accurate and
up-to-date model and scenarios of flood risk in a specific area. The data layers of the flood
DT are key to the functioning of the technology for the comprehensiveness and accuracy of
the CM purposes and objectives.

e  Meteorological data;
e Hydrological data;

Infrastructure data;

Building construction data;
Geomorphological data and land cover data;
Demographic, economic and industry data;
Underground infrastructure data;

Geophysical data of subsurface structures.

Table 5 provides an overview of the different data layers and the types of data that
should be included in the flood digital twin. In addition to outlining the data categories,
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the table also indicates how data in each layer can be obtained. These data layers require
a robust information technology infrastructure, the standardisation of data formats and
their interconnection, as well as mechanisms for data sharing, relationship evaluation
and collaboration among stakeholders and users. The data layers within the flood digital
twin are characterised by strong interdependencies. These interdependencies arise from
the interaction between the real environment and the virtual model in real time, where
dynamic data reflecting flood-related phenomena influence the behaviour of the DT and
interact with its more stable, foundational layers.

Table 5. The data layers of the flood’s digital twin.

Data Category Types of Data Possibility of Obtaining Data
use of data sources from existing stations,
Meteorological Meteorological data and information meteorological forecasts, barometers, rain
data & precipitation, air temperature, air pressure, gauges, anemometers, meteorological
humidity, wind, snow;, air quality, historical data radars, meteorological maps,
meteorological satellites, satellites,
Hydrological data and information use of data sources from existing stations,
Hydrological hydrological forecasts, hydrological maps,
data water level, flow, inflow, outflow, water temperature, gatellite and aerial imagery, radar, sensing
ice phenomena, water quality, historical data equipment, status of water structures,
Data and information on the layout of constructed
Infrastructure utility infrastructures existing documentation and records,
data transport network (road, rail, water, bridges, ports), maps, satellite images, traffic maps, GPS,
energy network, communication network
Data and information on built-up areas existing cadastral maps, plan records,
Building residential houses, hospitals, schools, social facilities ~ databases, urbanisation drawings, laser

construction data care facilities, stadiums, parks, industrial plants,

municipal/district offices

scanners, photogrammetry, GPS, existing
2D /3D visualizations

Data and field information
digital elevation models (DEM: elevation),
distribution and size areas of rivers, relief features,
slopes, valleys, wetlands, forests, vegetation

Geomorphological
data and land
cover data

laser scanning (LiDAR), satellite imagery,
aerial imagery, GPS, integration of existing
topographic maps,

Data and information on the demographic and
economic distribution of the territory
demographic distribution and population density of
the selected area, delineation of industrial zones,

Demographic
and economic
and industry

regularly updated existing records,
statistical surveys, map documents

data . o
economic activity
Data and 1n£ormfat10n or11 thg l;)catlon of constructed existing documentation and map records
Underground subsurface uttlity intrastructures of subsurface utilities, electromagnetic
infrastructure induction equipment, radars,
data water pipes, sewers, gas pipes, optical and magnetometers, laser
telecommunication networks, drainage facilities scanning, thermographs,
Data and information on subsurface structures, soil
types and groundwater
Geophysical data soil maps (soil physical properties, structure integration of existing map data, sensor
of subsurface composition), geological maps (rock types, seismographs, GPR, probes, GPS,
structures permeability, groundwater presence and quality, historical records.

landslides), hydrological groundwater maps),
historical data

Table 5 is comprehensive and should be interpreted as a superset of candidate layers
rather than a fixed checklist. For implementation planning, the layers need to be prioritised
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into a minimum viable dataset (MVP) aligned with the intended decision context and
the targeted maturity level. Published flood digital twin implementations consistently
indicate that an operational MVP must first secure a stable geospatial baseline for the flood
domain (terrain, hydrography and drainage/river network, land cover, and exposure of
buildings and critical infrastructure), and a core set of dynamic observations that drive
flood hazard dynamics (rainfall inputs and water level or discharge observations). This
baseline MVP logic supports subsequent calibration, validation, and trustworthy forecast-
ing, and it is consistent with flood digital twin frameworks that begin with a coherent
digital representation and structured data foundations before expanding toward real-time
integration and advanced analytics [5,30,32-35,37,43]. Beyond availability, data quality
and acquisition feasibility determine whether higher-maturity capabilities can be achieved.
Flood digital twin studies emphasise that rainfall products, sensor reliability, and online
quality control materially influence predicted hazards and warning usefulness, especially
under uncertainty and data gaps. Therefore, each prioritised MVP layer should be accom-
panied by explicit quality requirements (e.g., spatial accuracy class for terrain and exposure
layers, timeliness and latency targets for rainfall and water-level observations, complete-
ness thresholds, metadata and provenance, and continuity expectations during extreme
events). Practical acquisition challenges include heterogeneous formats and ownership,
intermittent sensor availability, access restrictions, and cross-organisation coordination
needs; governance-oriented flood risk reviews further note that institutional readiness,
accountability, and transparent decision processes become increasingly decisive as data
sharing and analytics are embedded into operational workflows [32,34,35,45,46].

3.5. Selection of the Flood Digital Twin Test Environment

When selecting a test environment for an innovative flood management platform via
DT in the territory of Slovakia and for its needs, it is possible to base historical data on the
most frequent occurrences of floods in the mentioned territory.

Based on the available data, it is possible to determine the number of flood events
recorded in individual Slovak municipalities. However, when selecting a test environment
for the flood digital twin, it is necessary to consider not only the feasibility of implemen-
tation but also the suitability of the territory in relation to the availability of relevant
information. This suitability should be assessed according to several conditions, which
can be grouped into the following categories: geographical, hydrological, data-related and
other contextual factors.

Geographical conditions:

e  The type of terrain should correspond to the realism of the test environment, char-
acterising its size and flatness, the type of terrain, considering the heterogeneity of
the terrain.

e  Watercourses should be considered in the selection of the test environment because of
the diversity of watercourses (rivers, streams, lakes or reservoirs). The selection condi-
tions should consider the size of the water bodies, the gradients of the watercourses,
or the presence of dams, weirs or water management structures.

e  The built environment when selecting a test environment should offer sufficiently
built-up, populated urban areas, using industrial areas for the overall purposefulness
of the flood DT.

Hydrological conditions:

o  The flood types within the test environment should be able to provide different
possibilities for their occurrence (floods caused by changes in rainfall intensity, flash
floods, failure of drainage systems, levees or other control devices, etc.).

https://doi.org/10.3390/smartcities9020028


https://doi.org/10.3390/smartcities9020028

Smart Cities 2026, 9, 28

20 of 30

e  The rainfall intensity of the selected test environment should be used as available
data in analysing, predicting and simulating floods in real time within the selected
real environment, which is able to provide data on different types of rainfall intensity
(from moderate rainfall to heavy persistent storms).

e  The water surface elevation of the selected test environment should be used as available
data in analysing, predicting, and simulating real-time flooding within the selected real
environment that is capable of providing data on water surface elevation variability
(from average water surface elevation to inundation and persistent flooding).

Data conditions:

e  The data availability of the selected test environment should provide sufficient data
inputs for the flood DT.

e Data quality considers accuracy, availability, completeness, compatibility of data
formats with flood DT.

Other conditions:

e  Availability of resources such as funds, personnel and time in selecting a test environment.
e  Restrictions of various kinds and types on the choice of test environment.

Creating a flood digital twin is a challenging task from an implementation perspective.
Such a system requires a large volume of input data and the ability to represent the complex
dependencies that exist between interconnected urban infrastructure systems [53]. Ongoing
technological advances and the increasing availability of data indicate strong potential for
the future development of digital twins in the area of flood forecasting for municipalities
and cities. For this reason, the selection of an appropriate testbed is a crucial step in the
development process. A well-chosen test environment can serve as a prototype for other
municipalities and jurisdictions, helping to ensure accurate and reliable DT functionality
and supporting the transfer of contextual knowledge.

3.6. Potential Users of the Flood Digital Twin

Potential users who would have access to the outputs of the flood digital twin include
organisations, institutions and designated individuals authorised by law or by a competent
authority to carry out activities related to flood monitoring, prevention and protection;
the management of watercourses and water resources; and overall flood risk management
within the territory of the Slovak Republic. Table 6 provides an overview of the main
official institutions responsible for the current organisation and governance of flood risk in
Slovakia, presented in English translation. These institutions, along with their authorised
employees and other competent persons, may, therefore, be considered the primary direct
users of the flood digital twin.

Table 6. Leading institutions of the current organisation and management of flood risk in
Slovak Republic.

Institution

Administrative Level Flood-Risk Function

Key Datasets Relevant to Flood

Digital Twin
Ministry of Environment of Central state National flood policy and governance; coordination strI;(t)élci}é arlljnr:iilt?(t)?]ra}{ iraarg:t‘il:lor{a(;d
the Slovak Republic administration policy and g ’ gicplans; porting

coordination rules

Slovak Water
Management Enterprise

River network and hydraulic structure
inventories; operational regimes;
maintenance and intervention records

River basin operation; hydraulic structures; flood

district offices :
protection measures

Water Research Institute

Public research institute Methods support; modelling/analysis support

Modelling methods; data quality
guidance; analytical studies

Slovak Hydrometeorologi-
cal Institute

Central specialised agency

Rainfall observations/products;
hydrological monitoring; forecasts;
warning thresholds and bulletins

Hydrometeorological monitoring; forecasting;
warning information
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Table 6. Cont.

Institution

Administrative Level

Flood-Risk Function

Key Datasets Relevant to Flood

Digital Twin
Water Management . Construction and maintenance of flood Flood protection infrastructure records;
A State enterprise/contractor Lo .
Construction protection infrastructure works /upgrade documentation

Ministry of Agriculture and

Land management and water/soil

Rural Development of the Central state Land and water management policy influencing policy context; agriculture-related
: administration runoff/drainage .
Slovak Republic runoff/drainage measures
Forest management layers;
Forests of the Slovak Republic State organisation Forest management affecting runoff/erosion and retention interventions; land-cover updates

relevant to hydrology

Forests and Estates Uli¢

Sectoral/local organisation

Local forest estate management

Local forestry management data
relevant to runoff/erosion

Hydromelioration

State organisation

Drainage/melioration infrastructure operation

Drainage/irrigation networks; asset
status; operational records

National Parks

Protected area authority

Protected-area land management constraints

Protected-area land management and
restrictions affecting measures

Ministry of the Interior of the

Central state

Preparedness; crisis planning; civil protection coordination;

Emergency and response plans;
preparedness procedures; operational

Slovak Republic administration response procedures coordination records
Integrated Rescue Central operational Dispatch/coordination for emergency response; Incident handling and qurdmatlon
e 8 X o workflows; operational
System (Mol SR) coordination multi-agency operational coordination

communication/dispatch information

District offices (regional)

Local state administration

State coordination; enforcement; regional
situational reporting

Regional situation reporting;
coordination outputs; directives

District offices (district)

Local state administration

Local incident coordination and response support

Event logs (local); local coordination
actions; reporting; local crisis plans

Higher territorial units

Regional self-government

Regional planning; resource coordination

Regional plans; resource allocation

Municipalities

Local self-government

Local measures; local asset management;
citizen communication

Local exposure layers; local reporting;
local infrastructure actions

3.7. Recommendations for the Introduction of a Digital Twin

Addressing the question of what a particular DT will do and how it will do it, what

are its features, functions, etc., requires communication between developers, users and
other stakeholders. What will be the key components of the DT must be discussed early in
the development process. The resulting DT will depend, among other things, on the final
goal, as well as on any legal, technological and overall resource considerations and on the
various decisions taken in the design phase. In this section, we, therefore, discuss other
key aspects in addition to those mentioned above and propose recommendations for the
successful implementation of the concept in practice, in terms of DT development.

Recommendations regarding the challenges in implementing DT in CM would cover
the following key areas:

e  Area identification, risk assessment and quantitative and qualitative indicators.

Before deciding to develop DT, it is important to select a specific area that will benefit
from this technology in terms of CM. For this reason, it is recommended to develop
an overview of the most frequent MUs for the studied environment or to delineate the area
based on an area analysis or by determining the vulnerability of the sites.

Once the area for which we will develop DT has been determined, it is necessary to
identify all possible influencing options of adverse events, revealing their causes as well
as external and internal risk factors and all influencing factors. Finally, by analysing the
risks, based on the identified quantitative and qualitative indicators and estimating the
probability of occurrence and the impacts caused by adverse events, a risk weighting will
be determined.

The DT system, in its autonomous operational stage, should be able to predict, simulate
and provide early warning of increases in the level of risk being monitored, based on
predetermined parameters. These parameters should allow the DT system to identify
specific risks that need attention and suggest ways to deal with them. If the level of risk
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increases, the DT system should immediately inform managers about the situation through
alert mechanisms. In this way, it provides the necessary early warning so that managers
can react immediately, make decisions and take action to minimise or mitigate the risk.

e Communication links, coverage and sensors

DT works on the principle of transferring data from the real environment to a virtual
model, fostering the creation of entities to support decision making. The interconnections
created form an extensive communication system, including the real-time transmission of
data originating from a wide range of sensors and IoT devices.

In the development and implementation of a DT capable of bidirectional communica-
tion, it is advisable to focus on the following areas:

- Existing sensors;
- The introduction of new sensors and actuators;
- Communication coverage and transmission.

The use of existing sensors capable of interfacing and transferring data from the
real environment to the DT environment is a possible initial form of establishing a link.
This form does not require modification of existing physical installations. This approach
requires the creation of a link and subsequent transfer of data to DT from an already-
existing data infrastructure. Another option is to use already-installed and connected
sensors. The sensors may require modification after consideration of their suitability for use
in this infrastructure. Another case would be the complete deployment of new sensors and
actuators. This way of creating a data link would constitute a new DT data infrastructure.

New sensor devices and controllers can also be introduced into an existing DT data
infrastructure. In this case, feeder modules that can incorporate a new set of sensors may
require modification of existing software as well as the development of new functions that
manage the new sensors with the existing ones [3].

Communication coverage needs special attention in the development and implemen-
tation of DT, due to the construction of communication coverage as an additional challenge
to ensure the transmission of data from the real environment.

In particular, the Internet of Things (IoT) with a wireless sensor network and devices
that are designed to capture and transmit information directly to DT cloud applications
will support the communication link between DT and the real environment.

o  Cybersecurity

Components involved in the functioning of DT include hardware, software, sensors,
and a robust database of data and information. Similarly to other software technologies,
there is a potential risk of misuse of DT or risk of damage to the components ensuring its
function. A cyberattack, security breach, infiltration, or damage to sensory devices and
other components or software could result in an undesired modification of DT. DT misuse
could lead to the creation of a false, distorted image of reality, which could further lead
to attempts of deception in crisis situations, influence public opinion, and spread fake
information. DT can be exploited for various forms of cybercrime and unauthorised surveil-
lance. Data protection, privacy, and cybersecurity must play a key role [53]. Developers
and users of DT should acknowledge these types of risks and pay considerable attention to
prevention, both during development and in use. They should systematically implement se-
curity measures to minimise the surface for cyberattacks and misuse of DT. Developing and
implementing sophisticated security measures, algorithms, and mechanisms for detecting
and responding to cyberthreats will be an integral part in the development of autonomous
digital transformation and strengthening the system’s ability to adapt to various situations
without the need for human intervention, with the aim of anticipating and addressing
potential problems before they become critical.
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e  Testing and Personnel Training

Before deployment, it is necessary to test and verify DT to ensure its accuracy, re-
liability and functionality. Verifying and validating DR models in the testing phase are
possible by defining goals and criteria for simulation and forecasting of future devel-
opments in the studied environments and their processes and by proposing their own
verification methods.

The realism and representativeness of data reflecting the real-world dynamic con-
ditions are also verified during the testing phase in terms of consistency, completeness,
accuracy and sufficient coverage, scope and frequency of variables for scenario creation.

During the testing and verification of DT models and scenarios, controlling and
documenting the results of their analysis and interpreting the results in relation to the goals
and criteria can help draw conclusions, and the recommendations drawn can be used for
decision making, optimization or innovation purposes.

In addition to focusing on the aforementioned key areas, the development of DT itself
will go through maturity phases (Table 1), each representing a separate challenge for DT,
with the aim of achieving its autonomous form.

The creation and implementation of DT in CM are a complex process, in which it is
important to gain support from experts and involve relevant stakeholders throughout the
process from start to the creation and use of this fully functional and autonomous system.
We can conclude that after successful implementation, DT technology will serve in the
field of CM primarily as a tool that helps create a safer and more efficient environment
through risk anticipation and subsequent management. This functionality has the potential
to improve the overall prevention and detection of possible problems and, overall, increase
in the security of places, as well as technological progress and social development.

3.8. Integrated Architecture of a Flood-Oriented DT

The architecture presented in this figure offers a structured overview of the key
components that form a digital twin designed to support crisis management in smart cities,
with particular emphasis on flood-related emergencies. It demonstrates how conditions
in the physical environment are continuously observed through a wide range of sensing
technologies and heterogeneous data sources, which are subsequently integrated within
a unified data platform. These data streams supply the virtual twin with high-quality
inputs that allow hydrodynamic models, geospatial representations and state estimation
techniques to generate an accurate and continuously updated picture of the evolving
situation. The inclusion of artificial intelligence further strengthens the analytical capacity
of the system by enabling diagnostic, predictive and optimisation functions that align with
advanced stages of digital twin maturity. The upper layer translates these insights into
practical decision support, facilitating timely warnings, coordinated crisis response and
post-event learning for authorities and stakeholders. The architecture in Figure 2 illustrates
a coherent framework that interconnects data, models, analytics and decision processes,
and it represents the conceptual foundation for the digital twin approach explored in
this study.

https://doi.org/10.3390/smartcities9020028


https://doi.org/10.3390/smartcities9020028

Smart Cities 2026, 9, 28

24 of 30

Al-enabled Flood Digital Twin for Smart Cities

Urban territory River system Population & exposure Impact targets
Streets, buildings, land use, public Channels, floodplains, catchment Residents and visitors, vulnerable Transport, energy, water, ICT,
spaces and districts conditions groups, mobility patterns emergency facilities

Remote & external data
Radar and satellite products, national
services & agencies

Sensors
Water level, discharge, rainfall, snow,
soil moisture

Socio-economic & city data
Population, assets, historic datasets

IoT & smart infrastructure
Pumps, gates, bridges

Streaming & storage DT data layers Data quality & fusion Governance & security
Real-time ingestion Hydrological, meteorological Cleaning, harmonisation Access & roles
Time-series & event databases Infrastructure, DEM, socio-economic Model-ready inputs Cybersecurity, privacy

2D / 3D representation Hydrodynamic simulation Real-time sync & state estimation
Geospatial city & river model, Flow routing and inundation depth, Update from sensors and data platform,
critical assets and flood zones structural response deviation and stability assessment

L5 - Optimisation L6 — Autonomy
Selecting protective measures, multi- Semi-autonomous control of
criteria decision support gates, pumps and warnings

L3 - Diagnostic
Anomaly and change detection,
sensor faults, threshold alerts

L4 - Predictive
Flood forecasting, impact assessment

DECISION SUPPORT & CRISIS RESPONSE

Operational dashboards ing & Feedback & learning
Maps of inundation and risk levels, warnings Evacuation routing, road closures, Post-event analysis and calibration, updating
for authorities and public, status analysis deployment of emergency services models

Figure 2. Architecture of flood DT for CM.

4. Discussion

Representing the real environment within a virtual digital twin (DT) space is a fun-
damental challenge, particularly as digital technologies continue to advance and become
increasingly integrated into everyday urban life. The ability of a DT to accurately mirror
physical conditions depends on the quality, relevance and structure of the data available to
it. The availability of such data is directly influenced by the level of technological deploy-
ment within the monitored territory. Sensors, therefore, play a central role, as they provide
the real-time information needed to construct, update and validate the DT. For this reason,
the selection of appropriate sensing technologies requires careful consideration during
system design. Decisions must be made regarding the types of data necessary for a particu-
lar municipality, the formats in which these data should be collected and stored, and the
broader implications for interoperability and long-term system maintenance. A clear un-
derstanding of how sensors contribute to the DT, and of how they function within broader
technological ecosystems, is essential for ensuring the safe, reliable and effective use of
digital technologies in crisis management. From a maturity perspective, this challenge is
not only technical but also assessment related. Higher DT maturity requires evidence that
data are timely, integrated, and fit for purpose (e.g., validated update frequency, traceable
provenance, and stable operational pipelines), rather than simply “available”. This is consis-
tent with assessment-grade maturity approaches that treat data readiness, interoperability
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and governance as differentiating requirements between maturity stages, especially when
DT outputs are intended to influence operational decisions [24-30].

Many generic DT frameworks identify a physical entity, virtual model and connec-
tion as basic components, with variations that often incorporate data layers, analytical
services or communication infrastructures. Hu (2021) [54] provides a detailed review of
DT architectures and notes that most rely on these three foundational elements. In this
respect, the proposed structural components of the DT aimed at security and urban
monitoring are aligned with established conceptualisations in the literature. Similarly;,
Botin-Sanabria et al. (2022) [55] described sensors, communication interfaces, the DT core,
data processing capabilities and visualisation services as essential components, which
correspond closely with the decomposition adopted in this study. However, crisis man-
agement use cases impose additional constraints that are often under-specified in generic
architectures, such as decision relevance, operational timeliness, and accountability. These
constraints are reflected in maturity models that explicitly distinguish between static dig-
ital representations and DTs capable of near-real-time integration, validated forecasting,
and decision-loop integration [24-30]. In the flood domain, published DT frameworks and
implementations similarly indicate that operational value depends on a reliable chain from
sensing and integration to modelling and warning workflows, rather than on visualisation
alone [5,31-35].

The efficiency and practicality of introducing sensory devices must also be considered.
A single physical environment may be monitored using a variety of sensors that capture
temperature, humidity, water level, movement, sound and many other variables. These
data sources, and the sensors that produce them, may support the creation of multiple DTs
that represent different aspects of the same environment or serve the needs of different inde-
pendent stakeholders. Further discussion is required regarding how sensory components,
or complete DT systems, may be linked to wider technological infrastructures. Digital
twins should not exist in isolation. Instead, they should be embedded within broader ana-
lytical and operational systems that support modelling, control, optimisation and strategic
planning. This integration will influence not only the structure of the DT itself but also
the functional capabilities it can provide. For flood-oriented DTs, the literature indicates
that such integration typically progresses from a high-quality geospatial baseline (terrain,
hydrography, drainage and river networks, exposure layers) toward the operational in-
gestion of rainfall and water-level or discharge observations and then to model-based
forecasting and early warning systems [5,31-35,43,44]. This staged progression supports
a practical interpretation of data layers as implementation priorities. A minimum viable
dataset enables descriptive monitoring, while higher maturity requires additional layers
and stronger integration practices to support calibration, validation, uncertainty handling
and operational reliability [32,34,35,43,44].

Legal, ethical and security considerations are equally important when creating and
deploying DTs, particularly in the context of crisis management. Issues, such as personal
data protection, cybersecurity, system reliability and the potential misuse of information,
must be addressed from the outset [10]. A well-informed discussion of these aspects is
essential for developing guidelines, standards and governance mechanisms that protect
individual and societal interests. Such measures will support the safe and successful
implementation of DT technology and strengthen its role in enhancing crisis management
and public safety. This governance requirement strengthens rather than weakens the
case for maturity-driven design. As DT maturity increases toward stronger decision-loop
integration, interoperability across organisations, and potentially semi-automated actions,
the need for clear roles, auditability, and accountable coordination mechanisms increases
accordingly [45,46]. In flood risk management, stakeholder- and governance-focused
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reviews emphasise that institutional readiness and transparent responsibility allocation
are decisive for sustainable implementation, because operational decisions must remain
traceable and legitimate even when supported by advanced analytics [45,46].

Sensors and early warning systems play a crucial role in enabling a flood digital twin
to respond effectively to evolving conditions in the real environment. Recent research
highlights that integrating IoT sensing, environmental monitoring and real-time analytics
significantly improves the accuracy and responsiveness of flood prediction and early
warning capabilities, thereby enhancing preparedness and crisis decision making [56].
At the same time, the deployment of such sensor-rich and data-intensive systems requires
careful consideration of security, privacy and ethical dimensions. Studies on smart city
infrastructures stress that safeguarding data integrity, ensuring cybersecurity resilience
and establishing responsible governance mechanisms are essential for maintaining trust
and supporting the sustainable use of advanced technologies such as digital twins [57].
Together, these perspectives underline that the successful implementation of a flood DT
relies not only on high-quality sensing and early warning but also on robust security
measures across all aspects of the system.

5. Conclusions

In conclusion, the rapidly changing technological environment [5,58] and the increas-
ing demands placed on urban safety highlight the need for flexible and innovative solutions
to support decision making in crisis management. Developing proposals for the imple-
mentation and practical deployment of digital transformation through digital twin (DT)
technology within the urban context remains a significant challenge in domestic conditions.
The ability of a DT to mirror multiple functions of the city using real-time data is one of
its most valuable features, enabling users to respond quickly to changes in the physical
environment and the issues that arise from them. DTs can provide tools for operational
optimisation and autonomy, support the resolution of infrastructure and transport network
challenges, anticipate the formation of potential municipal problems and contribute to
raising the overall quality of life in urban settings. It is, therefore, essential to embrace
this challenge and adapt to the dynamic digital landscape, while ensuring that safety and
innovation remain central to the functioning of modern cities. DT technology offers access
to information that would traditionally require physical inspection, thereby enhancing the
efficiency and precision of urban management.

Addressing questions related to DT functions and capabilities requires close collabo-
ration between developers, stakeholders and end users. A range of considerations must
be taken into account, including legal and regulatory requirements, specific user needs,
available resources and the strategic objectives of implementation. Experience from the
Slovak crisis management context further indicates that information systems only be-
come operationally effective when responsibilities, coordination mechanisms and practical
implementation constraints are explicitly addressed, rather than treated as implicit as-
sumptions [59]. These aspects should guide both the development and the future research
directions of DT technologies. Further research should focus on specifying the input data
required for DT operation and determining the appropriate types of sensors needed to
collect and monitor such data in real time, depending on the type of municipal unit. DT-
based data can support the simulation of current and future scenarios, providing users with
a comprehensive description of the environment and deepening their understanding of its
physical entities. In this study, the proposed maturity levels and data-layer specification
provide a structured basis for this progression by clarifying what capabilities and evidence
are required at successive stages of DT development and use.
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This study, therefore, aimed to define DT technology, describe the exchange of infor-
mation between the physical and virtual environments, introduce technologies relevant
to DT development, outline DT maturity levels as progressive stages towards increasing
automation and provide recommendations for the gradual introduction of DTs. To ad-
dress the need for methodological transparency and non-intuitive maturity classification,
the maturity stages were benchmarked against established DT maturity and assessment
frameworks and expressed through observable criteria and indicator examples that can be
adapted to the specific DT domain and governance setting. In a dynamic and continually
evolving technological context, it is essential to monitor emerging challenges and adopt
innovative approaches to advance urban safety and support crisis management decision
making. Improved flood risk modelling and early warning systems, such as those enabled
by a flood digital twin, can significantly reduce health hazards associated with flood events
and enhance community resilience. The use of DT-based prediction and warning systems,
thus, not only supports infrastructure and crisis management but also contributes directly
to protecting public health in urban settings [57].

Limitations and Future Work

This study is conceptual and does not report a deployed prototype or a validated test
site. Accordingly, the proposed flood DT specification should be interpreted as a maturity-
driven design roadmap that can be instantiated for a selected watershed or city in future
implementation work [5,31-35]. A key next step is empirical instantiation: selecting a spe-
cific municipality or watershed, documenting existing sensors and data availability, and
applying the maturity assessment to identify gaps in data readiness, integration capability,
modelling workflow, and governance arrangements. In parallel, the indicator examples
associated with the maturity levels should be refined into an application-specific opera-
tional indicator set for the chosen context and then evaluated through retrospective event
replay and stakeholder exercises, consistent with assessment-grade maturity approaches
that emphasise measurable indicators, evidence artifacts, and stage boundary conditions.
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