

  smartcities-02-00007




smartcities-02-00007







Smart Cities 2019, 2(1), 96-105; doi:10.3390/smartcities2010007




Communication



The Emergence of Anti-Privacy and Control at the Nexus between the Concepts of Safe City and Smart City



Zaheer Allam[image: Orcid]





Curtin University Sustainability Policy Institute, Curtin University, Perth, WA 6845, Australia







Received: 13 February 2019 / Accepted: 7 March 2019 / Published: 11 March 2019



Abstract

:

The emergence of Big Data, accelerated through the Internet of Things (IoT) and Artificial Intelligence, from the emerging, contemporary concept of smart cities coupled with that of the notion for safe cities is raising concerns of privacy and good governance that are impacting on socio-economic and liveability dimensions of urban fabrics. As these gain ground, largely due to economic pressures from large ICT providers, there is a notable increase towards the need for inclusion of human dimensions, complemented by the use of technology. However, the latter is seen as catalysing elements of control and propaganda which are thriving through oversimplified and non-inclusive urban IT policy measures. This paper dwells on the intersecting subjects of smart and safe cities and explores the highlighted issues that are deemed to cause concern and further explore the need for transparency and inclusivity in urban processes and systems. This paper is oriented towards urban planners and policy makers looking at the implementation of smart and safe cities concepts.
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1. Introduction


Increasing conflicts in urban areas, coupled with an increasing urbanisation rate, is prompting new models for urban management and policing. Sarkar [1] expresses that the conflicts are facilitated by inequalities that range from skewed provision of basic services with inequitable policies, often oriented towards the urban poor. The same case is true with the availability of housing opportunities, education and economic opportunities amongst others. Moser and Mcilwaine [2] posit that these challenges have the potential to spurt different forms of conflicts and violence in cities as the surging population try to access limited resources [3]. The escalation of these challenges, thus affecting social, political and economic and environmental stability call for a change in the traditional ways in handling the security affairs of urban areas [4]. Amongst models that have been deemed potent is the concept of the safe city; which is rapidly gaining ground in many countries. Lacinák and Ristvej [5] note that the concept of safe city is explored with an aim of advancing the security status of cities by addressing issues like increasing urban conflicts, institutional and social crimes and in preventing violence prompted by factors like forced evictions, land conflicts and scramble for limited resources in the city. The authors also argue that the concept encapsulates preventive measures on environmental degradation and safety concerns arising from increasing natural disasters like flooding and extreme heat waves. By leveraging on technologies such as predictive analytics, Big Data and others that are enabled by IoT; which stands as the foundational structure of the concept of smart cities, the above safety and security concerns are better addressed, making cities safer.



Tripathi [6] posit that, in the majority of these cities, the safe city concept is promoted as being able to help achieve safety, security and privacy in cities amongst other things; hence, a plethora of strategies are employed to achieve it. These strategies often include a paradigm shift to smart cities where different urban components and fabrics are interlinked through the help of ICT and a wide array of advanced technologies such as the Internet of Things (IoT) [7,8], Artificial Intelligence (AI) [9], Big Data [10,11] and Blockchain technology [12] amongst others [13]. In particular, the concept of smart cities is hailed for the emphasis on different smart sensors, cameras and other smart devices in various areas that help in capturing vital data paramount in securing both human and emerging patterns within cities. These devices make it possible for different agencies and stakeholders to gather and analyse data in real-time and in return, take quick action; hence promoting safety and the sense of privacy. Braun et al. [14] affirms that the availability of sensors and data from different sources, including from citizens themselves, have helped cities improve on their resilience, liveability and economic status and above all, on their safety indexes. IFSEC (International Fire and Security Exhibition and Conference) Global [15] support that, though the concept of safe city can be implemented as a standalone endeavour, it yields higher results where it has been implemented hand-to-hand with the concept of smart cities. This is particularly so, since smart city projects entail the deployment of a wide array of components generating substantial data, which is paramount in advancing safety and security but unequivocally presents challenges such as privacy concerns.



Though security is paramount and the aforementioned strategies have helped with improving and increasing urban safety, the concept of the safe city has not been universally embraced. Yigitcanlar et al. [16] argue that it has received a considerable amount of backlash from different quarters as questions related to its efficiency and its ability to compromise the privacy of individuals arise. The scathing questioning is especially pronounced in the case of smart cities [17,18,19,20]. There is an availability of numerous smart devices, enabled by IoT, that can be controlled remotely. But this is deemed by the critics as opening loopholes for intrusion into citizens’ privacy by both ill-minded individuals and foreign agencies [21,22]. Privacy concerns also arise as people fear that Big Data, collected from different devices and that which is shared by different people and groups, could be used either by government agencies, individuals or third parties to gain access to sensitive personal data. Cui et al. [23] argue that though there are concerted efforts to secure devices and data gathered through such strategies like encryption, anonymity and the use of biometrics, the heterogeneity nature of protocols that each device and system use render them vulnerable to interference; hence, justifying the need for concern. The same view is maintained by Alomair and Poovendran [24], who explain that scalability and dynamic qualities of IoT architectures are not fool-proof to the tech savvy population that have the potential to bypass security measures guarding sensitive data and devices. Due to those direct security concerns, the safe city concept may face difficulties in its applicability as expressed by Mosenia and Jha [25]. Therefore, to ensure the success of both the safe city and smart city concepts, these underlying challenges need to be addressed to provide consumer confidence in regard to the security and safety of cities. This paper offers a perspective on the emerging challenges from the combined adoption of the two concepts.




2. The Safe City


According to PWC (Price Waterhouse Coopers) [26], a safe city could be defined as a system in place that ensures that citizens, business and properties, organisations and institutions are safe from both external and internal threats to their well-being. The emergence of this concept emerged by unconventional happenings in cities located in different geographical locations. At the beginning, as is explained by West and Bernstein [27], different cities, based on their specific issues, implemented their own strategies to combat the rising incidences of crime, violence and conflicts. PWC [26] express that the disparities and deprivations in cities lead to increased conflicts and crimes and also hamper any sustainable development agenda that may be in place. This prompts the need for spirited efforts to ensure that safety abounds in cities and that tranquillity driven by social, economic, environment is supported by appropriate policies [28]. These efforts are documented in the Sustainable Development Goals and specifically, SDG 11 dwells on the need to, among other things, focus on inclusivity, safety and resilience in cities. This entails ensuring that citizens, organisations, institutions, properties and shared identities and cultures are secured from any forms of threats.



This is carefully done by leveraging on modern technologies and ICT, especially through the use of IoT, Big Data, Blockchain and Crowd Computing [29]. These technologies involve capitalizing on availability of numerous smart devices, sensors and social networks that generate valuable, Big Data, that when analysed, allow for the optimal use of time and tools to prevent, mitigate and respond to eminent threats. In the recent past, a sizeable number of safe city solutions have been developed and implemented [30]. A common approach includes the coupling of Video surveillance and Cloud Storage; which entails large-scale video networking across urban nodes or the entire urban fabric. As Ma et al. [31] explain, this concept has also been adopted in smaller urban developments and has allowed for quicker and efficient ways of extracting content from video recordings and for surveillance. This approach is supported by other technologies like the Wireless Broadband Trunking and working with 4G [32,33]. Different cities have also implemented Converged Command Centres where Data from different sources are received, analysed and relayed in real-time; prompting quick actions from informed decisions [34,35].



As noted above, despite their potential to increase the speed at which information is received and relayed to the relevant agency, citizens, who are the ultimate beneficiaries, are reported to be wary of their privacy. Elmaghraby and Losavio [36] explain how this approach is perceived as a government strategy to capture private data; hence, enforcing control. Alomair and Poovendran [24] also support that fears of citizens are also increased by the fact that digital systems have in the past, been infiltrated by hackers and unauthorized individuals and thus endangering whole urban systems [37]. As currently constituted, the managing of the safe city concept is also bound to encounter challenges especially in regard to control, partly because there is no uniformity in protocols that different devices rely on and there is a lack of centralized networks in many cities where data can be received and relayed. In most cases, cities have been observed to maintain multiple network servers, which adds to cost and complexity. Though the concept of safe city encapsulates numerous factors relating to safety, security and privacy, the concern in this paper is about reservations arising from its use by governments and private entities. A summary of identified related issues, as outlined in multiple documents, is presented in Table 1 below.



The term ‘awareness’ in the table entails the knowledge that citizens have about issues relating to private data collection and how such data is used by security agencies. A practical example is the city of Rio de Janeiro which had numerous cameras, smart devices and sensors capturing and gathering data including private data and sending it in real-time to security agencies. However, urban dwellers, including visitors, were not aware that they were being monitored in the various activities they were engaged in [52]. The term ‘propaganda,’ on the other hand, is used here to show the use of misleading information to advance the idea of safe city at the expense of the citizen. This can be made to happen when the government supports a safe city project while, the project is financed and implemented by private entities like in the case of payphone transformation in NYC in what was called LinkNYC Kiosks [40]. The cost entails the financial budget that is incurred to fund the project.



It is understood that issues like personal privacy, use of data as a means of control and the lack of awareness of the way governments use collected data are concerns that challenges the adoption of the safe city concept. Other issues like privatization of the process; hence, delegate the use of data to third parties and the use of data for propaganda, though not widely documented, play a critical role in its adoption and acceptance.




3. The Smart City


Unlike the safe city, which has an almost universal definition, the smart city has numerous definitions but most of them converge at the point of interlinkage of city fabrics through the help of technology through the bias of ‘smart’ components and ‘smart’ systems. Amongst the advanced technologies that are employed in the management of urban centres is that of IoT, whose protocols and infrastructure have greatly benefited the concept of smart cities [18,20,53,54]. The availability and advancement of IoT technology has allowed the development of a wide variety of smart devices, sensors, social networks and systems [55,56]. All these components are integrated in the running, control and management of different aspects of urban fabric and since a majority of them are interlinked in one way or the other, they form a complex system rendering urban centres as ‘Smart.’ In particular, in the course of their operation and usage, a substantial amount of data that is captured, analysed and generated through Big Data technology, which allow different stakeholders in the management of the city to obtain unique insights as to how different fabrics interact with each other and, most importantly, with urban dwellers [13,17,19]. Those allow for real-time, efficient and cost-effective actions in addressing various urban issues. From data gathered, it is understood that a sizeable amount contains sensitive and personal data; which present itself as issue that does not augur well with the city dwellers, as expressed by Elmaghraby and Losavio [36]. The concern over personal data is more pronounced when it relates to finance or health information, since a majority portend that if the same falls into the hands of third parties, they can be used to jeopardize the livelihood, reputation or any other individuals’ rights [57].



The primary notable issue is that the wide array of devices and components used to gather data are not solely controlled by the public sector but are often collected by large private companies [13,17,20], contracted by the governments. Those types of agreement are geared by Public Private Partnerships (PPP) which facilitate the installation and management of devices and processing of collected data [58]. As is evident in the work of Cruz and Sarmento [59], though the adoption of PPP structures is deemed as both an innovative and appropriate for the concept of smart cities to succeed in most economies, the citizens’ reservations are justified since their data is not solely in the hands of the government but also in the hands of some private entities. According to these authors, for PPPs to work in the collection, analysis and management of these massive and sensitive data they require substantial restructuring. Edwards [60] explain that some PPP model for data management in smart cities also faces the challenge of lack of universal standards, hence, making it hard for the governments to have full control on the intended purpose of the data from the private sector. Boyer and Van Slyke [61] explain that, however, PPPs are not always well received by public, especially when agreements are not made public to facilitate the public awareness of role of the private sector with public data. Thus, the fear of perceived use of the collected data by companies for profit making has been a primary concern [62]. The argument is that the data need to be purely used for urban management and not profit making. Hamilton and Zhu [63] contend that a clear balance in the use of public data by the private sector especially due to the challenge of privacy and protection of the said data need to be in place. Abouelmehdi, Beni-Hessane and Khaloufi [38] support this proposal and adds that there is no justification for use of sensitive data, especially those related to medical information for any other purposes. Thus, even though there are PPPs and the private sector is involved in the installation and management of data, there need to be limits where data can be privately used.




4. Combined Adoption of Smart City and Safe City


Besides the few concerns attributed to the PPP model of financing the smart cities concept, the strategy remains to be amongst the most potent and viable. This is true especially noting the sizeable amount of financial resources required to implement an effective smart city [64]. Milenković et al. [65] posit that through this model, the city management and governments do not only benefit from the private financial means but also from the expertise and extended network of experience possessed by the private sector. They argue that the role of government while in such an agreement is to facilitate and supervise the execution of the plan while the private partners undertake the rest of the work until the actualization of the project. Fishman and Flynn [64] reveal that out of the many cities in the world, only 16% have the potential to self-fund to the levels commensurate to smart cities standards; hence, the idea of turning to PPPs is justifiable, especially when the projects, being privately financed, have the potential to strengthen the safety, security and privacy in the city. Cruz and Sarmento [59] laud the role PPP play in promoting the improvement of smart city infrastructures and that of others like the safe city concept, though he proposes the need to restructure them to ensure they align with the need of the cities.



As such, a sizeable number of cities around the world have adopted both the smart city and the safe city concepts and welcomed the idea of PPP financing to fast track implementation. To explain this further, the example below represents cities that have adopted both concepts, the words of Doyle [66] comes into play. According to him, with the concept of smart cities in place, it is easy to adopt the safe city concept as the components dedicated to ‘smartness’ also plays a key role in pursuing the desired safety dimensions. For instance, when data from ‘smart’ devices are analysed and information sent to relevant components/departments, those that pertains to safety and security are likewise availed. A pointer to this is the safe city index report 2018 [67,68] and the smart city 2018 report [69]. Table 2 below highlights some of those cities and captures the concerns from the implementation of the concepts. All the cities captured in Table 2 have both introduced the safe city and the smart city concepts and are being and/or having been implemented. The category of issues included in the table are not conclusive but represent the most pressing ones, especially in regard to security matters.




5. An Agenda for Urban Comfort


In the course of implementing both the smart and safe city, it has been established that a significant number of urban areas have been confronted by a varied number of issues especially those relating to privacy, control and propaganda. Baig et al. [77] posit that these challenges are prompted by the increase in the number security loopholes opened by availability of components that are employed in the cities to help in achieving ‘Smartness.’ In their words, the availability of Smart Grids, automated building systems, unmanned aerial vehicles and sensors that are enabled by IoT and cloud platforms are all geared towards rendering a more comfortable urban life. Nevertheless, the heterogeneity of the platforms and protocols that allows for a smooth application of all these systems exposes security threats, especially to hackers, terrorists, scammers and other ill-minded groups [78]. The challenges are even more pronounced in regard to the Big Data generated by these diverse components. Gupta et al. [79] express that the vulnerability of the data may even lead to maliciously activities such as espionage, compromising the availability and integrity of data and opening to threats of financial exploitation. In other scenarios, access to data may lead to physical damage of installed devices and systems and blockage of collection or relaying of data to relevant authorities or agencies.



The concerns about privacy, control and propaganda in relation to the use of data do not only arise due to unauthorised persons but also by the way government agencies and third parties are mandated to collect, analyse and make use of said data, as it is seen that this availability provides the ability for government agents to control and even sometimes intrude on citizen’s privacy. van Zoonen [45] explains that this control sometimes allows governments access to public data with no restriction, hence, giving room for private use of data by some private companies.



These criticisms and reservations have the potential to create urban discomfort of city users and residents. Svenonius [80] showcases that some of the strategies like surveillance via different tools and devices that are undertaken to secure an urban city may evoke negative effects such as fear amongst citizens; hence, they are not comfortable participating in the safe city agenda. The perception that their data is not solely handled by the government but by private agencies is an agent against urban comfort, which is also shown as counter-productive to urban efforts to drive liveability levels [81]. Furthermore, Jackson et al. [82] showcase that a majority of smart devices, sensors and systems that support the safe city concept still faces numerous challenges and are not synchronised in a homogenous platforms and systems, thus, posing the challenge of reliability especially when security of data is paramount. They argue that such heterogeneity of systems impacts on the trust that citizens have on the concept and this could only be reversed with increased transparency in the way data is utilized. Edwards [60] affirms this and adds that with numerous strategies and devices for data collection, chances for individuals to consent on how personal data is to be processed or used are unfortunately not catered for. The author pinpoints the issue specifically to the privatisation of data, infrastructure and its storage. Maple [83] adds to this and argues that until proper policies, standards and governance structures are put in place, the advent of data usage and processing as seen in both the smart and safe city concepts would be made to compromise urban comfort.



From this discussion and the literature above, it is clear that urban comfort can partly be achieved with the careful re-actualisation of the combined concepts of smart and safe city so that they can fully address the concerns of privacy, security and control.




6. Conclusions


The idea of coupling the concepts of the smart city and the safe city is seen to have, in some cases, faced strong resistance from the general public despite the clear promise this strategy brings security and policing to cities. The uncertainty around data usage is one of the primary concerns that prompts resistance towards their combined adoption. In particular, this emanates from the initial implementation structure in the form of Public Private Partnerships (PPP) that a sizeable number of cities are seen to have adopted. There is a clear call for increased data policies and control by the state on how data can be used by private corporations and how personal data can be shared across agencies and companies. In order to pursue this, there is a need to deconstruct both concepts for the identification of key dimensions that are a deterrent to liveability dimensions in the form of privacy and security. The crafting of policies oriented to address both concepts is seen as paramount. However, in this pursuit, it will be important that new proprietary technology is not sought as the alternative, as those will ultimately only generate additional profits for private corporations and provide a short-term solution to local city councils, without consideration of societal needs and concerns.
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Table 1. Identified issues related to the safe city concept.
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	Privacy
	Control
	Costs
	Awareness
	Propaganda
	Privatisation





	Alomair and Poovendran [24]
	X
	
	
	
	
	



	Abouelmehdi, et al. [38]
	X
	X
	
	
	
	



	McKinsey and Company [39]
	X
	
	
	X
	
	



	Pinto [40]
	
	X
	X
	X
	X
	



	Lam and Ma [41]
	X
	X
	
	
	
	



	Martínez–Ballesté, et al. [42]
	X
	X
	
	
	
	



	Lim, et al. [43]
	X
	X
	
	X
	
	



	Kummitha and Crutzen [44]
	
	X
	
	X
	
	



	van Zoonen [45]
	X
	X
	
	X
	
	



	Grossi and Pianezzi [46]
	X
	X
	
	X
	
	X



	Bhadani [47]
	
	
	
	
	
	



	Sun, et al. [48]
	X
	X
	
	
	
	X



	Anisetti, et al. [49]
	X
	X
	
	
	
	X



	Guerrini [50]
	
	X
	X
	
	X
	



	Calzada and Cowie [51]
	X
	X
	
	X
	X
	X
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Table 2. Notable issues facing both the smart and safe city concepts.
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City

	
Safe City

	
Smart City

	
Concern

	
Source




	
Privacy

	
Control

	
Propaganda






	
Tokyo

	
X

	
X

	
X

	

	

	
[70,71]




	
Singapore

	
X

	
X

	
X

	
X

	

	
[72]




	
Cairo

	
X

	
X

	

	
X

	

	
[73]




	
Copenhagen

	
X

	
X

	
X

	

	

	
[74]




	
Brussels

	
X

	
X

	

	
X

	

	
[75]




	
New York City

	
X

	
X

	

	

	
X

	
[40]




	
Yinchuan

	
X

	
X

	
X

	

	
X

	
[50]




	
Milan

	
X

	
X

	

	
X

	
X

	
[46]




	
Barcelona

	
X

	
X

	
X

	

	

	
[76]
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