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Abstract: Focusing on the implementation of the 2003 UNESCO Convention for the Safeguarding of
the Intangible Cultural Heritage (ICH), this article highlights the fact that the cataloging procedures,
the way records are stored, and the metadata models used during the recording, visualization, and
storage of ICH expression elements, vary from country to country. Especially in these days of great
uncertainty, war conflicts, and systemic risks that may arise, it is vital to clarify what techniques
will be used in the storage of ICH to ensure its unhindered preservation and dissemination over
time across the globe. Using the systems thinking approach indicated for cases of great complexity,
the process followed in Greece for depositing a new element in its local repository is described to
demonstrate the need for a well-defined process by UNESCO, which must be followed worldwide,
and which has not been defined so far. What are the potential challenges not only in determining
the type of data, but also in choosing the best metadata model to use in each case when capturing
these data? What technologies must be used for storing digital cultural heritage in such a way
that will preserve it over time, defying physical and technological hazards? This article finally
suggests how blockchain technologies (BT) can be effectively used to store the global ICH and ensure
its continuity in future generations by creating a decentralized worldwide network between the
heritage stakeholders.

Keywords: UNESCO; blockchain technologies (BT); decentralized (DLT); intangible cultural heritage
(ICH); digital management; metadata models; data schemes; systems thinking; systemic approach;
systemic risks

1. Introduction

Intangible cultural heritage (ICH) is a living heritage that declares humanity’s cultural
diversity and its maintenance plays a crucial role in defining the cultural identity of each
country in the face of growing globalization [1]. In the past few years, a remarkable effort
by UNESCO has been recorded for the preservation (capturing, visualizing and presenting)
of the world’s ICH, that is the traditions or the living expressions which are transmitted
from the previous generations to the next ones. ICH is traditional, contemporary, and living
at the same time. It is a living cultural phenomenon that changes, evolves, and passes on
to the next generations. Its importance is crucial because it contributes to social cohesion,
encouraging a sense of identity and responsibility, and thus helping individuals to feel part
of one or different communities and to feel part of society at large. It is very important to
underline that ICH is community-based. Only the communities, groups, or individuals
that create, maintain, and transmit ICH can recognize and decide that a given expression
or practice is their heritage.

The milestone, when someone refers to ICH management, is the 2003 Convention for
the Safeguarding of the ICH of UNESCO [2]. It is an international treaty that has currently
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been ratified, approved, or accepted by 194 State Parties (May 2022). The Convention
provides an international framework for planning actions to preserve and promote cultural
expressions (708 elements corresponding to 140 countries, December 2022) [3] with no
tangible material dimension and proposes 5 domains: (i) oral tradition and expressions,
including language as a vehicle of ICH (fairy tales, myths, and narratives, narrative songs),
(ii) performing arts (vocal and instrumental music, dance, folk theater), (iii) social practices
and festive events (folk dances, customs practiced on annual basis, important stages in
human life), (iv) knowledge and practices concerning nature and universe (traditional
cultivation practices, ethnobotanical knowledge, popular perceptions of meteorology, etc.),
and (iv) traditional craftsmanship (the know-how associated with traditional craftsmanship
as weaving, pottery, woodworking, etc.).

The implementation of the Convention is determined by an institutional and a legal
framework. It operates at a global and national level.

The safeguarding of ICH at an international level is carried out through two lists: the
“Representative List of the Intangible Cultural Heritage of Humanity” and the “List of Intan-
gible Cultural Heritage in Need of Urgent Safeguarding” (if there is an immediate danger of
extinction for this element), and in addition by the “Register of good safeguarding practices
of the Intangible Cultural Heritage” [4]. These two lists act as mechanisms for identifying
traditional expressions of ICH on an international level. The lists are accessible online and
they are indeed a relatively limited repository that includes photographs and audio-visual
recordings and raises awareness about the listed elements and their communities.

The convention also draws up national inventories where the heritage compilations of
each State Party are recorded. Subsequently, some of the native cultural expressions from
the national inventories are qualified under standardized procedures and registered in the
international UNESCO lists.

However, the terms “Lists”, Register”, and “Inventories” are a naming convention
that the States Parties are strongly advised to follow in order to avoid confusion between
the different mechanisms of listing at national and international levels [5] (p. 6).

Each member state of the 2003 Convention uses its own process for inscribing a new
element on UNESCO's lists. Although we have seen many countries such as Greece, China,
France, Croatia, Mauritania, Iran, Brazil, United Arab Emirates, Uganda, Morocco, Egypt,
and many more which have successfully followed the procedure to add a new element to
their intangible cultural heritage, it is worth highlighting that only 76 of those 708 elements,
belonging in 40 different countries, have been added since 2009 in the List of Intangible
Cultural Heritage in Need of Urgent Safeguarding [6].

More specifically, 12 elements were added in 2009, 4 elements in 2010, 10 elements
in 2011, 4 elements in 2012, 4 elements in 2013, 3 elements in 2014, 5 elements in 2015,
4 elements in 2016, 6 elements in 2017, 7 elements in 2018, 5 elements in 2019, 3 elements in
2020, 4 elements in 2021, and 5 elements in 2022. Therefore, we can safely conclude that in
the past few years, a decreasing trend in the effort to record new elements into the List of
Intangible Cultural Heritage in Need of Urgent Safeguarding has been observed.

The Commission, in 2013, summarized the minimum technical requirements (in its
decision 7.COM 11) as recorded in the report of the expert meeting on the criteria for
inscription on the ICH list [7], but it has not been clarified from UNESCO what process
each country must follow to accept national applications for inscription, but neither has it
specified precisely what data and metadata should be included in their applications and
how they must be stored.

Therefore, the main purpose of the present paper is (i) to record the need for a well-
defined process by UNESCO, which must be followed worldwide, (ii) to compare some
of the metadata models that have been presented in the past few years in order to find
the common data that must be, at least, recorded, and (iii) to specify why blockchain
technologies (BT) are better (from a perspective of data security) for storing global ICH
data and to present a decentralized application (dApp) which must be used by UNESCO (a
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multi-layer architecture of this dApp is going to be presented which has been deployed
using a systemic approach).

More specifically, in Chapter 2, two different problems that have been identified by
the literature review will be presented. The first problem is that different kinds of data
and metadata standards/frameworks have been used to record and visualize ICH data,
and this can cause confusion in how to maintain them in the future. To set an example, the
literature review is referring to video recording or movement XML for encoding the way
that dancers are moving in a folk dance. In combination with music XML for describing
and encoding the music/song, it can lead to three levels of a conceptual entity—relationship
metadata model, well known as FRBR schema [8].

The second problem refers to storing them, usually, on local servers and providing
open access to all others (metadata libraries use these data or these data are linked to the
information stored in other digital libraries). However, in the case of the war in Ukraine,
there are already 5000+ sites offline, which contained over 50 TB of data of Ukrainian
cultural institutions [9] and 246 cultural sites (107 religious sites, 20 museums, 88 buildings
of historical and/or artistic interest, 19 monuments, 12 libraries) that had been partially or
completely destroyed until March 8, 2023 [10].

This study continues in Chapter 3 with the presentation of the procedure followed
in Greece in scripting a new element in the National Inventory (NI) of ICH of Greece in
order to emphasize the need to create a standardized procedure to be followed worldwide.
Three findings emerged from the study of the procedure and the files of the already
inscribed elements. The site does not make any reference to any kind of data and metadata
standards/frameworks adopting the UNESCO principle. There is also no proposal for
a technological upgrade of the data already submitted in the nomination files. From
UNESCO'’s side, there is a directive for periodic reports (every 6 years in the Representative
List of the Intangible Cultural Heritage of Humanity and every 4 years in the List of
Intangible Cultural Heritage in Need of Urgent Safeguarding) from member states without
clarifying their content which should at least include the technological upgrading of the
submitted documents. The third finding concerns the way of storing digital data and an
example of the Greek ICH element “Rebetiko” is given as a case study.

All the above findings resulted after the study of the inscriptions procedure in the
UNESCO lists and national inventories, as well as the study of the relevant literature,
attempted to be studied in the light of systems thinking in Chapter 4 as it is a multidi-
mensional phenomenon and can be influenced by many and different factors/variables.
Actually, UNESCO is a global network system and all the state members are regarded
as subsystems in order to serve a need, the need to spread knowledge beyond borders.
However, how can this global network, where its internal essential parts are interconnected
and interdependent, continue working without any malfunctions (be a viable system) in
a period of turbulent environmental changes, such as those which have been recorded in
the last few months due to the war in Ukraine? How must we store the digital data of the
UNESCO lists, so as to safeguard them for the next generations?

In Chapter 5, the last question examined, as to which of the existent technologies
could be used not only to ensure data integrity, but also its confidentiality and availability
24/7, is taken into consideration. Many ways to store the data have been suggested,
such as (i) centralized ledgers in File Transfer Protocol (FIP) servers, (ii) decentralized
ledgers—distributed ledger technology (DLT), (iii) distributed databases using blockchain
technology (BT) [11], and (iv) Oracle’s Blockchain Cloud Platform—Baas [12] (p. 68) or a
more prominent one such as Oracle Blockchain Platform—OBDP, etc.

The authors have decided in this article to discuss the decentralized databases in
contrast with the centralized ledgers which are currently used to save the digital data
of ICH [13]. This choice is based on the situation observed at the beginning of the war
in Ukraine. More specifically, when the war began, the electricity stopped in several
cities in Ukraine. Moreover, with the arrival of the army, several facilities were destroyed.
Facilities such as ministries, universities, museums, libraries, etc. Some of those facilities
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were hosting FIP servers/government databases which contained sensitive digital data,
such as those of Ukraine’s intangible and tangible cultural heritage. Therefore, a new
and vital requirement was born. The need to back up all these data as soon as possible.
Although in the General Conference of UNESCO, in 2015, there was a declaration for extra
reinforcement actions for protecting culture in case of armed conflict [14], the Ukrainian
Government was not prepared. The project, which was developed rapidly for this purpose,
is called “Saving Ukrainian Cultural Heritage Online” [9] and constitutes the initiative of
3 persons: Quinn Dombrowski (Stanford University), Anna E. Kijas (Tufts University), and
Sebastian Majstorovic (Austrian Centre for Digital Humanities and Cultural Heritage) and
1500 international volunteers.

However, can humanity entrust the safeguarding of the ICH of Humanity to the
sensitivity and/or initiative of some people or should strategic decisions be immediately
taken for the prevention, and eventually for the safeguarding of these data? That is why the
main purpose of this paper is not only the need for the creation of a decentralized network
(an ecosystem) between UNESCO and each country’s Ministry of Culture, local cultural
institutes, libraries, museums, etc., but also the need for storing the data of ICH in a public
ledger (use of BT) where all the above parties (essential parts of the network) will keep a
complete copy of all the records.

Finally, in Chapter 6, some conclusions are extracted which will be the starting point
for a new standard that must be adopted by UNESCO that will ensure that the data
will be recorded in a predetermined method, which is provided for in the blockchain
consensus mechanism.

2. Data of ICH and Standards of Metadata: Literature Review

As is mentioned above, any element can be added in one of the five domains from the
lists from UNESCO’s Convention: (1) the Representative List of the Intangible Cultural
Heritage of Humanity and (2) the List of Intangible Cultural Heritage in Need of Urgent
Safeguarding (Figure 1), but it must be recorded and visualized in such a way so as to meet
the criteria that UNESCO has set. Of course, UNESCO not only has already created proper
forms (ICH-01, ICH-02, and ICH-03) for these inscriptions, but it has also predicted how
the transition from one list to another can be achieved [15].

In each case, no matter how much the authors searched UNESCO'’s site, they were
unable to locate the actual technical specifications that a new element must meet. For
example, let us suppose that there is an interest in recording and visualizing a folk dance.
The video file, which must be delivered with the application, according to chapter 1.7
and 1.8 of UNESCO, Basic Texts, 2020 edition [15], must be created according to MPEG-7
standard or according to another standard? Respectively, which metadata standard must
be used for this video? Each standard contains different metadata for the video, and thus
for the element itself.
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Figure 1. Dive into living heritage. The five domains of the 2003 Convention [16]. Note: The number
of elements has currently updated to 708 at the end of 2022 [3].

Another finding from the literature review, but also from our own research on UN-
ESCO's site, is that according to chapter 2’s operational directives, 1.3 § 3-7 of Basic Texts of
the 2003 Convention for the safeguarding of intangible cultural heritage [17] (p. 28) is that
the possibility of accepting the results/proposals or other material from various projects
(related to the recording and visualizing elements of ICH), is recognized.

There have been many projects in the past few years. For instance, the Digital Culture
DigiCULT project [18] which was conducted from 6/2020 to 10/2021, in which a new data
model was developed for recording a heritage expression. This DigiCULT Data Model
(DCDM) not only provides a series of variables/data that must be recorded, as a minimum,
in case of applying the inscription of a new element (ICH-Data-Model) [19], but it also
explains the file format of the texts, the audio files, the images, the video files, the metadata,
and the standards of the metadata that these files must meet (O1-Data-Model) [20]. In
Chapter 6.2 of this data model, two different ways to store the data in a database are traced.
Either to store in a standard relational database, in which the data and the metadata of
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each element are stored in the fields of a table so as to link a heritage element with another
heritage element, or to create a relationship between a heritage element and an external
entity [21] (p. 133). The second way is to store both the data and metadata of an element in
the same FIP server, so as to create a repository of a specific kind of data.

At this point, in order to track the way UNESCO stores the data in its database, we
visited the website https:/ /ich.unesco.org/dive/domain (accessed on 18 January 2023) [16]
and from the picture in the center of the screen (Figure 1) we chose the domain “Traditional
Craftsmanship”. Then, we chose the bullet with the name “Tango” which popped up
a new window with all the data of this specific ICH element. We traced that the data
are stored locally and the video is stored in the public FTP server of YouTube (we must
mention that this video is unavailable due to its copyrights), but there is an interconnection
between them. In addition, the photos of this element are available by clicking on the "next”
button and if we select the hyperlink “See all the information available on this element
we can confirm that the photos are stored locally. We repeated the same process for almost
two-thirds of the data (in each one of the five domains) and we were led to exactly the same
conclusions about the way that those data are being stored.

In both methods, which have been mentioned earlier, we will face the same problem.
The data are stored in a centralized ledger (Figure 2) and due to the open access, which is
provided to every user, it automatically becomes very vulnerable to human mistakes or to
malicious actions.

7

| Centralized |

.r.;;_

Figure 2. Centralized ledger—pro blockchain [22] (modified by the authors).

Other projects are also traced, such as the i-Treasure project [23] which refers to the first
above-mentioned method of storing the digital data of ICH and at the same time proposes
the development of an open and extendable platform to provide open access and the ability
for interconnections with other libraries for research and educational reasons. Similarly,
the I-Maestro project, the Cultural Capital Counts project, the U'mista Cultural Centre
project [23], and many others are focusing on the first method of storing the data with open
access for users, either for educational reasons or for linking them with other data so as to
enrich them. In any case, many different ideas have been proposed regarding the way that
those data can be analyzed or can be processed with different tools/software so as to enrich
the existing ICH elements. The Europeana project introduces a portal through which the
user can trace an element from a museum and/or from a library in Europe. However, where
are these elements really stored? Each library, museum, and/or local cultural association is
responsible for its FTP server which contains all the necessary data and metadata for the
cultural elements that it owns. It is therefore clear that each country owns its repositories
which are usually placed in museums, libraries, Ministries of Culture, etc.

At this point, each reader can easily understand that as each country is responsible
for the data of its own repositories, it simultaneously becomes responsible for (i) defining
the procedure for adding any ICH element in its repositories and (ii) for determining
the minimum data that should be received from the researcher who has undertaken the
task of recording and visualizing this element. These two facts automatically turn a
country into an autonomous entity, regardless of the whole or regardless of any problem
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that may arise when an element must be interconnected with data from another source
(external entity) located in a different country. Those interconnections of the data are often
necessary, not only to enrich the data and to document the historical retrospection of this
element, but also to prove and to secure its copyrights ownership. As the authors will
also mention in Chapter 4, when an element is stored locally without following the same
procedure globally, it is mathematically certain that in the future people will run into an
interconnectivity problem. More specifically, the interconnection of data from different
sources (servers) usually requires special source code (API scripts) as it is very usual that
those sources do not use the same programming language.

The necessity of these interconnections has already been traced [24], and so new
metadata models must be designed which at the same time must be fully compatible
with the most used /well-known standards. One of the most prominent and most used
frameworks for metadata is the Dublin Core Application Profile (DCAP) [25] which pro-
vides interoperability between the metadata of cultural elements. Of course, there are also
many other well-known models, such as the Europeana Data Model—EDM [26] which
aggregates the metadata from over 3000 institutions in Europe [27], RLSP Metadata model,
CDWA metadata model for arts/architectures/cultural works, CIDOC/CRM for exchang-
ing data/information between cultural heritage institutions all over world, etc. Thus, at
this point, we would like to touch upon the diversity of all these metadata schemes.

After comparing the five below items with the metadata, it is noticed that all the metadata
models which have been proposed by their authors have some common characteristics.

e Item 1 “Core metadata of intangible cultural heritage digital resources” from the
article “Research on knowledge Organization of Intangible Cultural Heritage Based
on Metadata” [24]. This item depicts an ICH archive metadata schema containing
23 Dublin Core elements and extended elements, and unifies the information format
and mutual mapping relationship of ICH digital achievements.

e Item 2 “Semantic relationships between the CHDE and existing schema classes” from
the article “Metadata Model for Organizing Digital Archives of Tangible and Intangible
Cultural Heritage and Linking Cultural Heritage Information in Digital Space” [27].
This item depicts a semantic mapping between cultural heritage in digital environment
(CHDE) classes and existing related schema classes.

e Item 1 “CRR vocabulary relationships” from the article “Integrated classification
schemas to interlink cultural heritage collections over the web using LOD tech-
nologies” [28]. Marcondes tested and updated the culturally relevant relationships
(CRR) vocabulary and intended to reuse relationships of other vocabularies as the
Dublin Core.

e Item 3 “The set of Intangible Cultural Heritage Metadata Standards” from the article
“The Metadata standards of Chinese Intangible Cultural Heritages” [29]. The metadata
standards for Chinese ICH are a brilliant example because they unify the digital
information and mapping relationship. They contain 14 standard metadata names,
67 elements and expanding elements, and 67 field names.

e Item 1 “The proposed metadata for the metadata scheme” from the article “Metadata
for Intangible Cultural Heritage—The Case of Folk Dances” [8]. The proposed meta-
data for a digital choreographic metadata model defines a new metadata standard,
based on the Dublin Core, which encodes all the metadata elements referred to in
this item.

Of course, these characteristics are nothing more than the minimum data that a
researcher of an ICH element must record. For example, (1) the title of the element,
(2) the domain that must be registered to (one of the five available domains), (3) the
country/region of origin, which is also known as the owner of the copyrights, (4) the type
of element (whether it is a folk dance, a common practice, etc.), which we sometimes call
“event type,” (5) the agent/creator, which in fact is the researchers’ personal data, (6) the
parts of an element, which are also known as “resources” (the attached files such as videos,
pictures, texts, etc.), (7—8) the format of those files and a unique identifier for each file, and
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(9) any links with data from other ICH elements or from external entities, and many others.
Although those characteristics will be discussed further in Chapter 5, the reader of this
paper must be aware so as to understand the necessity for creating a metadata model which
will contain specific data fields depending on the type of ICH element which is going to
be inscribed.

3. The Implementation of 2003 Convention in Greece and the National Inventory of
ICH of Greece

How is the 2003 Convention implemented by each State Party? The implementation of
the Convention is determined by an institutional and a legal framework. The Convention
draws up national inventories where the heritage of each member state is recorded. Subse-
quently, some of the native cultural expressions from the national inventories are qualified
under standardized procedures and registered in the international lists.

According to Article 12 of the Convention, “To ensure identification with a view to
safeguarding, each State Party shall draw up, in a manner geared to its own situation, one
or more inventories of the ICH present in its territory” [2]. The registration of an element
in the national inventory/-ies is one of many and varied actions that can contribute to the
study, preservation, and promotion of ICH.

The aim pursued through the NI [30] is to give the bearers of ICH, such as communities,
groups, and even individuals, the opportunity to share their own cultural experience, to
talk about their collective identity, and to discuss ways of studying, promoting, and
safeguarding their ICH on a national and international level. However, on the basis
of which criteria will an ICH element be recommended for registration in the NI? The
most important fact is that the element is proposed by the bearers themselves because
it is recognized as an important element of their collective identity and memory, as it is
integrated into their living cultural experience. This cultural element transmitted from
one generation to another contributes as a connecting bond to the continuity and cohesion
of communities as a whole. When an element of ICH is lost, the road that connects us
with the past is lost, but also an open window to the future is shut, especially for the
younger generations.

However, the methodologies adopted to create these national inventories vary from
one country to another, because the Convention is flexible in the way each member country
promotes different aspects of its ICH, as well as the policies it follows to safeguard and
record them. In Bulgaria, questionnaires are distributed to local communities to gather
information, while in Japan and Brazil, ethnographic research is preferred. In Greece,
ethnographic research and interviews with the ICH communities’ bearers are mainly
preferred. Perhaps, the most innovative method of gathering material is recorded in
Scotland and consists of an online archive of photographic and audio-visual documentation.
It is open to the public in the form of a wiki and collected via participatory approaches [23].

Greece, which ratified the Convention in 2006, has drawn up the “National Inventory
of Intangible Cultural Heritage of Greece”, which is the filing of elements of ICH in the form
of an inventory and provides an up-to-date presentation of the ICH of Greece. The National
Inventory (NI) includes 102 elements so far (Figure 3, December 2022). In addition to the
NI, scientific and other respective bodies have already created or will surely create other
inventories for Greek ICH in the future. However, when one refers to the implementation
of the Convention in Greece, they refer only to the NI.

Each element proposed for registration in the NI of ICH of Greece must comply with
the general principles of both the 2003 Convention, as dictated by the promotion of peaceful
coexistence between people, the sustainable development, respect for the rights of living
organisms, etc., and the NI of ICH itself. The information related to each element of ICH
inscribed on the NI is depicted in the “form of the element of ICH of Greece”, which can
be found in the following link: https://ayla.culture.gr/odigies-syggrafis-deltiou-apk/
(accessed on 18 January 2023) [31]. Each form is divided into eleven fields, each of which
gives the opportunity for particular aspects of the element to develop. Several of these
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fields include multiple subfields. The eleven fields are (1) brief presentation of the element,
(2) identity of the element’s bearers, (3) detailed description, (4) space and equipment
related to its performance, (5) products or general material objects resulting from its
performance, (6) historical evidence, (7) current significance of the element, (8) safeguarding
and promotion, according to basic bibliography, (9) contact details of the form’s authors,
(10) additional documents, contact details of the form’s authors and date of submission,
and (11) date of the last updated form.

Implementation of Convention in Greece
(only to NI)

28
10 13 16 19

H Year Elements

Figure 3. Diagram of the inscribed elements in the National Inventory of ICH of Greece (2013-2022).

The NI is not structured based on any specific criteria, such as thematic or geographic.
Visitors can browse by choosing a topic of interest and create their own personalized
browsing path. During this tour, one element can direct them to another element (external
data of information such as texts, photos, videos, etc.) or to dive deeper by consulting the
relevant literature or even to contact the bearers of the specifically referred ICH community.

The Inventory is completed and updated on an annual basis following a standardized
procedure following an initiative by the community of the element’s bearers. Greece has
been a state member of the 2003 Convention since 2007 and has to follow the rules of this
Convention. The main body for implementi