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Abstract: The growing interest in data privacy and anonymization presents challenges, as traditional
methods such as ordinal discretization often result in information loss by coarsening metric data.
Current research suggests that modeling the latent distributions of ordinal classes can reduce the
effectiveness of anonymization and increase traceability. In fact, combining probability distributions
with a small training sample can effectively infer true metric values from discrete information,
depending on the model and data complexity. Our method uses metric values and ordinal classes to
model latent normal distributions for each discrete class. This approach, applied with both linear and
Bayesian linear regression, aims to enhance supervised learning models. Evaluated with synthetic
datasets and real-world datasets from UCI and Kaggle, our method shows improved mean point
estimation and narrower prediction intervals compared to the baseline. With 5–10% training data
randomly split from each dataset population, it achieves an average 10% reduction in MSE and a
~5–10% increase in R² on out-of-sample test data overall.

Keywords: re-identification; modeling latent class distribution; ordinal class; Bayesian inference;
uncertainty quantification; supervised learning regression enhancement

1. Introduction

Today, both private and business data are incredibly valuable and are targeted by
various interest groups at every possible junction. As a result, data privacy has become a
highly relevant issue affecting both individuals and organizations. Often, however, data
are handled carelessly, with an overreliance on existing anonymization methods, leading to
potential risks.

The permanent recording and insufficiently regulated sale of anonymized data present
significant risks of re-identification [1], which, according to current research, cannot be
completely ruled out despite protective measures [2]. Experts in data governance warn
against the false sense of security provided by data anonymization. Advanced machine
learning models and statistical techniques, such as modeling probability distributions,
are increasingly uncovering methods to re-identify supposedly anonymized data, thereby
compromising anonymity [3].

Common challenges in this field include the small sample size problem, whereby
the sample size has a significant impact on the generalizability of research findings [4].
According to common recommendations, it should not be less than 10% in pilot studies [5].
Additionally, computational complexity and the reliability of model predictions pose
hurdles, as the forecasts depend on the reliability of the given data [6] and the quantification
of uncertainties in the predictions [7].

This paper addresses the traceability and reversibility of anonymized metric data
or target values through discretization, which may lead to security or information loss.
Techniques such as ordinalization [8] and rounding [9] coarsen the metric space into
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adjacent ordinal classes, leading to information loss depending on the number of ordinal
classes. Previous research has explored the evaluation of data based on discrete classes,
considering the uncertainty of data [10], the optimum between data usability and maximum
anonymity [11], and data diversity and characteristic details [12]. It has also investigated
applying k-anonymization for de-identification [13], the conversion of ordinal classes back
to metric values, focusing on assumptions about underlying distributions [14], and an
unsupervised learning approach combined with discriminative information [15]. Other
approaches have examined how rough set theory, as an example, benefits from discretizing
continuous value ranges [16], the conditions under which it makes sense to convert the
data [17], and how ordinal classes can be treated as a continuous space [18].

Recent studies have also shown improved methods for enhancing data privacy and
anonymity [19–25], where the main focus is on providing a systematic overview of existing
anonymization techniques, especially in light of the increasing availability of data from
social networks [19], as well as a comparative study of five current techniques for anonymiz-
ing collected data, assessing their strengths and weaknesses [20]. Further research has
reviewed existing methods such as generalization and bucketization [21], compared sup-
pression with slicing with other common techniques [22], highlighted weaknesses related
to the compatibility of independently generalized data [23], and explored anonymization
through pseudonymization [24] and a pseudo creation technique [25]. Furthermore, it
is interesting to note how the use of latent influencing factors based on ordinal classes
improves Bayesian analysis [26] and generates more accurate classifications compared to
traditional classification methods [27].

Modeling probabilistic distributions for latent categorical variables suggests that
assuming a continuous latent distribution within ordinal classes allows for precise value
derivation from limited data using machine learning models. This implies that probability
distributions for ordinal classes, even with small datasets, can provide a good distributional
model and a reliable approximation of the underlying continuous latent distribution. This
paper aims to demonstrate that data coarsening for anonymization can be misleading and
not fully reliable. We propose a new approach that enables high prediction accuracy of
true metrics values from anonymized data using deterministic or probabilistic supervised
learning regression models. The re-anonymized results are also analyzed for uncertainties.

In the following sections, we apply our approach to simulation studies on both low-
and high-complexity synthetic data and conduct a benchmarking study with publicly
available datasets from various application domains.

2. De-Anonymization of Metric Data

To ensure anonymity in surveys or, in general, in data protection, data discretization
is an often-applied approach. This approach involves dividing metric or continuous data
into classes, thereby coarsening it into discrete information. In this section, we describe
our novel methodology for reliably reverting anonymized information to its true (metric)
values, highlighting the issues of this anonymization technique.

2.1. Introduction to the Method

Our methodology is based on the assumption that even a small set of precise, non-
discretized information (a very small training dataset with metric values) is sufficient
to train models that are capable of de-anonymizing coarsened data and inferring the
metric values of out-of-sample data, considering uncertainties. In the process, we model
latent distributions (of each class) with normal distributions based on the available precise
information and use these to generate probabilities for the discretized observations. The
goal is to retrospectively reverse the discretization with minimal bias.

2.2. Process of Discretization

The new approach promises that reliable inferences for the entire discrete ordinal class
can be drawn from just a few metric data points per class and their distributions. This
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logic describes the partitioning of the distribution of the entire metric space into ordered,
discrete classes, each associated with a specific sampling distribution. Consequently, the
division and choice of class boundaries significantly influence the sampling distribution
within each class.

The grouping of data inevitably leads to a loss of information. However, statistical
clustering methods that minimize squared errors can assist in optimally establishing group
boundaries, thereby facilitating an optimal classification of normally distributed data
concerning the frequency distribution within the class [28]. Other methodologies aim to
reduce the complexity of continuous distributions while preserving as much information as
possible through Representative Points (RPs). RPs can be generated using techniques such
as Monte Carlo sampling, deterministic point selection, or MSE-based clustering, thereby
optimizing classification by minimizing a loss function. The commonly used k-means
algorithm can also be employed as an approach in this context [29].

In contrast to statistical grouping, there is also the possibility of a predefined, data-
independent, or random classification into ordered classes. In practical applications, it
may occur that existing classes are utilized by the methodology. Therefore, the objective
of this paper is to model existing classes and boundaries that may contradict an optimal
statistical clustering.

2.3. Theoretical Formulation

Let X = {x1, x2, x3, . . . xm} be the feature matrix of m independent variables, where
each variable is assumed to be independently and identically distributed (i.i.d.). Let y be
the dependent target variable with the value range Wy. We address a regression problem

f : Rm → W ⊆ R
f : X → y

with a very small training sample relative to the test data (i.e., small sample size problem).
We sloppily define the grid with K + 2 subclasses as

grid | y = {class0, class1, class2, . . . , classK, classK+1 | y}, |grid| = K + 2

comprising disjoint ordinal classes that depend on the target variable y. The grid refers
to a finite set of ordered, ordinally scaled classes {0, 1, 2, . . . , K + 1}. Consequently, the
following holds:

{class0, class1, class2, . . . , classK+1} = {0, 1, 2, . . . , K, K + 1}.

Each class k from the set {0, 1, 2, . . . , K + 1} is defined by two threshold values, ak and ak+1.
These thresholds satisfy the following conditions:

−∞ = a0 < a1 < . . . < aK < aK+1 < aK+2 = ∞.

As a result, the following holds:

∀K+1
k=1 ∀

n
i=1 : yi ∈ classk → yi ∈ [ak, ak+1] → ak ≤ yi < ak+1

and for k = 0:

∀n
i=1 : yi ∈ class0 → yi ∈ [a0, a1] → −∞ = a0 < yi < a1.

K + 2 classes are defined by K + 3 thresholds. Hence, each class has a lower threshold
ak and an upper threshold ak+1, which partition the continuous value range W of y into
discrete, adjacent subgroups. Specifically, this can be expressed as:

grid|y = [a0, a1, . . . , aK, aK+1, aK+2] ⊆ W.
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In the following application, we focus on a selected finite subset of the classes and their
associated thresholds. Consequently, we disregard the outer classes classo = [a0, a1] and
classK+1 = [aK+1, aK+2]. This restriction does not impact the results because:

∀n
i=1 : yi ∈ [a1, . . . , aK+1] ⊆ [a0, a1, . . . , aK, aK+1, aK+2] ⊆ W.

In the transformation T, the metric values y are mapped to classes based on these thresholds:

T : W ⊆ R → {class1, class2, . . . , classK} ⊆ N0
T : y → {1, . . . , K}

The resulting vector classy is defined as a new, optionally applicable feature Xm+1, which
is subsequently used as an ordinal-scaled variable and one-hot encoded.

Following, each class for each observation represents a discretized continuous value y.
Now, we split the given data with observations {1, . . . , n} into training data {1, . . . , l} and
test data {l + 1, . . . , n}. For each k-th ordinal class classk, a normal distribution N

(
µk, σ2

k
)

is fitted by estimating its parameters using the mean and standard deviation formulas to
approximate the histogram of the training data for y ∈ classk. With mean µk and standard
deviation σk of the normal distribution for the k-th class from k = {1, . . . , K}, it follows that:(

∀l
i=1 : ytrain

i ∈ classk

)∣∣∣classk ∼ N
(

µk, σ2
k

)
.

The parametric modeling of the normal distributions allows for determining the
parameters µ and σ for each class, and thus, the densities for each observation can be
calculated. While random sampling from the distribution could be used to capture the
properties of the density function as an input feature, we aim to provide more precise
information for each observation. Therefore, we determine the absolute fi and relative
frequency pi of yi based on the density of its class. For each k-th class, we determine the
mean and standard deviation as follows:

∀K
k=1 : µ(y ∈ classk) = µk ∧ σ(y ∈ classk) = σk.

Then, we calculate the probability density function (PDF) value for the given train data
ytrain

i given the k-th class:

f
(

ytrain
i

∣∣∣classk

)
=

1
σk
√

2π
exp

(
−
(
ytrain

i − µk
)2

2σ2
k

)
= fik

The PDF indicates how densely the random variable ytrain
i is distributed around a specific

value. For the relative frequency density, we have:

ptrain
ik =

f train
ik

Ntrain
k

where Ntrain
k is the total number of training samples in class k, and:

K

∑
k=1

Nk =
K

∑
k=1

Ntrain
k +

K

∑
k=1

Ntest
k =

K

∑
k=1

(
Ntrain

k + Ntest
k

)
= n.

The relative frequency ptrain
ik thus provides a value that is proportional to the probability

density at yi, indicating how likely it is that yi lies in a small interval around the given
point. By integrating the density over a continuous range[

b − ϵ

2
, b +

ϵ

2

]
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with a sufficient small ϵ, the actual probability can be approximated by:

P
(

b − ϵ

2
≤ yi ≤ b +

ϵ

2

∣∣∣classk

)
=
∫ b+ ϵ

2

b− ϵ
2

f (yi|classk)dy.

Since f (yi|classk) is nearly constant within a sufficiently small interval around b, it fol-
lows that:

P
(

b − ϵ

2
≤ yi ≤ b +

ϵ

2

∣∣∣classk

)
≈ ϵ ∗ f (b|classk),

where ϵ is independent of the density function f .
To enable this for out-of-sample applications where y-values are not available, we

employ a simple linear regression model as a transfer learning method. In the first step,
we predict the ytest- values for the out-of-sample data. In the next step, we determine the
proportional probabilities with PDF-values that the i-th prediction ŷtest

i for i = {l + 1, . . . , n}
falls within the given classes. With the linear prediction model

ŷtest = Xβ̂ + ϵ, ϵ ∼ N(0, σϵ)

and the class distribution based on the training data ytrain (with µk, σk), we generate K new
input features for the test data for these K classes as follows:

f
(
ŷtest

i
∣∣classk

)
=

1
σk
√

2π
exp

(
−
(
ŷtest

i − µk
)2

2σ2
k

)
= f test

ik

and

ptest
ik =

f test
ik
Nk

with Ntest
k as the total number of test samples in class k. Finally, this results in a new feature

matrix P with n observations for K classes, and therefore:

P =

p11 · · · p1K
...

. . .
...

pn1 · · · pnK

 =

p11 · · · p1K
...

. . .
...

pl1 · · · plK

⊕

p(l+1)1 · · · p(l+1)K
...

. . .
...

pn1 · · · pnK

 =

(
Ptrain

Ptest

)

with ⊕ as the row-wise binding operator.

2.4. Features and Model Definition

The choice of regression model is flexible and independent of our proposed method.
For demonstration purposes, this paper uses linear regression, but other supervised learn-
ing regression models can also be employed. We differentiate between four models based
on the features used. Each of these models is evaluated using both linear regression and
Bayesian linear regression approaches.

2.4.1. Linear Regression

Let Xtrain be the (l × m)-Matrix of the training data, classtrain(= classtrain
∣∣y) as the

(l × K)-matrix of ordinal classes dependent on the target variable train data (classtrain is
a one-hot-encoded (l × 1)− vector), and Ptrain as the ( l × K)-probability matrix (with the
probably for each k-th class of all K for all training data observations l). In the following,
we modify the input feature matrix X∗ for four different model approaches. For all models,
the following applies:

ytrain = X∗β + ϵ, ϵ ∼ N(µϵ, σϵ)

where X∗ (∗ ∈ {1, . . . , 4} ) serves as a placeholder for the respective input feature matrix.
It follows that:
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Model 1:
X1

l×(1+m) =
(
1l×1 Xtrain

l×m
) (

with β(1+m)×1

)
Model 2:

X2
l×(1+m+K) =

(
1l×1 Xtrain

l×m Ptrain
l×K

) (
with β(1+m+K)×1

)
Model 3:

X3
l×(1+m+K) =

(
1l×1 Xtrain

l×m classtrain
l×K

) (
with β(1+m+K)×1

)
Model 4:

X4
l×(1+m+2K) =

(
1l×1 Xtrain

l×m classtrain
l×K Ptrain

l×K

) (
with β(1+m+2K)×1

)
.

2.4.2. Bayesian Linear Regression

Following a deterministic analysis, it is essential to consider whether uncertainties
behave similarly. Therefore, we extend the models to a probabilistic perspective by in-
corporating prior distributions for β in each model. Therefore, we use standard prior
distributions with

β ∼ N
(

0, 102 I
)

and σ ∼ Hal f − N(1).

The linear prediction is then given by

µ = X∗β

with the likelihood
y|β, σ ∼ N

(
µ, σ2

)
Finally, the posterior distribution is derived as:

p(β|y) ∝ LH ∗ p(β) ∗ p(σ)
with LH : p(y | β, σ) = ∏n

i=1 N
(
yi | βX̌, σ2).

2.5. Evaluation Metrics

In the following sections, we examine various use cases and compare them based on
selected metrics. For deterministic analysis, we use the Mean Squared Error (MSE) and the
coefficient of determination (R2). The evaluation is conducted using a train-test data split,
which enables the assessment of the model’s performance (in-sample evaluation) and its
predictive accuracy (out-of-sample evaluation) using MSE and R2.

In the probabilistic analysis, we extend these metrics to include the Coveragerate, the av-
erage width of the prediction interval (PI width), and the ratio of coverage to width (ratio).

The Bayesian linear regression enables sampling M prediction vectors ŷ(1), . . . , ŷ(M)

from the posterior predictive distribution, where each draw ŷ(m) = (ŷl+1
(m), . . . ., ŷ(m)

n

)
represents an out-of-sample forecast using the same parameter. This results in the following
out-of-sample prediction matrix:

ŷpost =


ŷ(1)l+1 · · · ŷ(1)n

...
. . .

...
ŷ(M)

l+1 · · · ŷ(M)
n


T

.



Stats 2024, 7 1195

From this matrix, we calculate the vector of posterior mean estimates by taking the row-
wise mean:

meanpost =

yl+1
...

yn

 =


1
M ∑M

m=1 ŷ(m)
l+1

...
1
M ∑M

m=1 ŷ(m)
n


The vector of standard deviations is then given by:

stdpost =

std(ŷl+1)
...

std(ŷn)

 =



√
1
M ∑M

m=1

(
ŷ(m)

l+1 − yl+1

)2

...√
1
M ∑M

m=1

(
ŷ(m)

n − yn

)2

.

For a 95% prediction interval (PI), the interval boundaries are calculated as:

PI : meanpost ± 1.96 ∗ stdpost

Due to the simplicity of the regression problem, using a small M is sufficient for the normal
approximation of the PI. However, for more complex data problems, M should be large
(e.g., M ≥ 100) to accurately determine the credibility interval for the 2.5% and 97.5%
quantiles of the M values with respect to the model parameters. The coverage rate is
calculated as:

coveragerate =
∑n

i=1 1{ŷ∈PI}
n

Thus, the PI boundaries are based on discrete forecast values. Using these boundaries, the
mean distance between them is calculated as follows:

width =
∑n

i=l+1
[(

meanpost + 1.96 ∗ stdpost
)
−
(
meanpost − 1.96 ∗ stdpost

)]
i

n − l + 1

Finally, the ratio is given by:

ratio =
coveragerate

width
This ratio represents the number of predictions within the PI divided by the mean width of
the PI boundaries.

3. Explanatory Application Example

To gain a deeper understanding of probability distributions and models, we start with
a straightforward regression problem. We compare various test-training data ratios for
standard and Bayesian linear regression.

3.1. Application Example Design

For the multivariate application problem, 10,000 observations are drawn i.i.d. with
X ∼ N(0, 1) and the target variable is determined using the function:

y = f (x) = 4 + 3 ∗ X + ϵ, ϵ ∼ N(0, σϵ)

Ordinal class boundaries dependent on y are randomly set (boundaries = {−8.9, 0, 5, 10, 16.8}
with K = 4 classes), which determine the ordinal class for each observation. The generated
population is divided into different ratios of test and training datasets for the analysis. The
split is stratified based on the original classes to ensure that the class distribution remains
proportional and all classes are represented in the training data. Each ordinal class thus has
training data used to estimate the parameters (mean and standard deviation) of a normal
distribution for that class.
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In the subsequent analysis, X and the ordinal classes for the population are assumed
to be given. The goal is to achieve the best possible out-of-sample prediction for the
target variable (for the test data), taking uncertainties into account. We compare the four
models mentioned with their respective input feature combinations for both standard linear
regression and Bayesian linear regression.

3.2. Input Features

The given input features for the population are the observations X and the ordinal
class classy. To account for the probability distributions of the classes P, we use the target
variable from the training data ytrain to determine the probability of being in a class. Since
the target variable for the test data ytest is unknown during model training, we use a simple
linear model to obtain an estimate of the target variable and, based on this estimate and the
probability distributions, determine the probabilities approximately.

Thus, the prediction is:

ŷtest = Xtest ∗ β̂ → ∀K
k=1Ptest

k

This results in new input feature variables with probabilities for the test data, depending
on the number of classes (and also introducing variability in the prior distribution).

3.3. Models to Compare

We compare standard and Bayesian linear regression using the following feature settings:

Model 1 (Standard) 2 (Baseline) 3 4

X* X1 X2 X3 X4

3.4. Descriptive Statistics

The goal of our new methodology is to provide robust out-of-sample predictions
with limited training data. A critical factor in this is the test-training data ratio. Figure 1
illustrates the Mean Squared Error (MSE) and the Jensen-Shannon Divergence between
the Kernel density estimation (KDE)-modeled distribution of the training data and the
distribution of the target variable in the entire population. Various ratios ranging from 0 to
1 are evaluated. The idea is to compare the approximated distribution of the small sample
training dataset with the distribution of the ground truth.
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of the evaluation based on repeated train-test splits, while the orange line indicates the corresponding
standard deviation.
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Figure 1 indicates that, in the case of low complexity, there is no significant increase
in discrepancy up to a test proportion of approximately 95%. This suggests that beyond a
certain size of the training dataset, the distribution from the training data, despite the small
sample size, can probably closely approximate the ground truth. Based on this evaluation,
we next examine training data proportions of 5%, 10%, 20%, and 50% from the population.

The following figures display the described data in x-y plots, showing the corre-
sponding probability distributions for each class based on the training-test split with 5/95
(Figure 2) and 80/20 ratios (Figure 3).
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Figure 2 visually demonstrates that even with just 5% of the training data, the proba-
bility distribution is similar to that based on the entire dataset. Increasing the proportion of
training data to 80% leads to an even closer approximation of the class distribution from
the total data, as shown in Figure 3. However, despite the significantly larger training
dataset, there is no exceptionally strong visual improvement in the comparison between
Figures 2 and 3. This supports our hypothesis for this application case: with a less complex
frequency distribution of y, having as little as 5% of the training data can already yield
comparably good results for predicting the true value of y.

3.5. Analysis and Evaluation

In the detailed analysis, we examine how well the models fit depending on the given
features. Figure 4 displays the test and training data along with the linear regression
predictions for the out-of-sample forecasts across all feature settings. It is important to note
that while linear regression can appear non-linear in the subsequent figures, this is due to
the graphical representation being limited to a 2D x-y view. Other influencing factors are
still incorporated into the predictions. Therefore, several dimensions (influencing factors)
used in the analysis are reduced to two for visual clarity.
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Figure 4. Comparison of four linear regression models based on different input features for a 5/95
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are used. The test and training datasets are split randomly but with class stratification. Despite the
visually apparent lower dispersion in the training data, the variability of both datasets is similar.
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Figure 4 illustrates the significant impact of including probability features and, es-
pecially, class features on model performance. A visual comparison in 2D between (1)
and (4) shows that our method allows for a more flexible (and even seemingly nonlin-
ear) modeling compared to standard linear regression. This is because the hyperplane in
multivariate standard linear regression is extended by 2K additional planes, where K is
the number of classes. In the following Table 1, we prove this statement with regression
evaluation metrics.

Table 1. Comparison of the different feature input settings (with linear regression) based on the
training data proportion for in- and out-of-sample predictions. Evaluation metrics are MSE, R2, and
the computational time (CT). The best results per comparison are highlighted in bold.

Train Data
Proportion

[in %]
Model

MSE R2 [%]
CT [s]

in * out ** in * out **

5

1 0.876 1.001 89.47 89.39 1.27
2 0.646 0.893 92.24 90.53 1.39
3 0.499 0.594 94.00 93.71 1.90
4 0.427 0.527 94.86 94.41 1.99

20

1 1.011 0.991 88.41 89.62 1.50
2 0.724 0.873 91.70 90.85 1.66
3 0.527 0.544 93.95 94.30 1.45
4 0.459 0.501 94.73 94.75 1.47

50

1 1.066 0.921 88.19 90.54 1.22
2 0.739 0.864 91.82 91.11 1.23
3 0.465 0.594 94.85 93.89 1.25
4 0.426 0.547 95.28 94.38 1.14

80

1 0.998 0.977 89.09 90.52 1.08
2 0.730 0.987 92.02 90.42 0.95
3 0.485 0.691 94.69 93.30 0.87
4 0.467 0.616 94.89 94.02 0.91

* in-sample. ** out-of-sample.

The out-of-sample results in Table 1 indicate that expanding the model from input
feature setting (1) to (2) leads to a significant reduction in MSE (approximately 5–10%) and
an average improvement in R2 of about 1% across all proportions. Notably, as the propor-
tion of training data increases, the benefit from the probability distributions diminishes.
This, combined with the in-sample results, suggests that a higher proportion may increase
the likelihood of overfitting. However, the new features provide substantial benefits in
out-of-sample evaluation, especially when training data are limited (i.e., in small sample
size problems). This advantage is also observed in the comparison between settings (3) and
(4). The comparison between (1) and (3) is less relevant because the additional categorical
variable has a significant impact on the model, making such a comparison less meaningful.

In the next step, we examine the same evaluation considering uncertainties. For
Bayesian linear regression, we extend point estimates with a PI. Figure 5 shows, similar to
Figure 4, how different feature combinations (1)–(4) affect out-of-sample predictions.

Comparing Figure 5 to Figure 4, the average predictions remain nearly identical.
However, when examining the PIs, it becomes apparent that adding probability features
increases the uncertainty, as seen in the comparison between models (1) and (2) and between
(3) and (4). Nevertheless, the very narrow PI for (1) seems to underestimate the actual
uncertainty of the test data.

Regarding Figure 5, Table 2 confirms that while the absolute coverage rate increases
in comparisons between (1) and (2) and between (3) and (4), the coverage relative to the
width of the PI (Ratio) generally decreases.
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Figure 5. Comparison of four Bayesian linear regression models based on different input features
for a 5/95 train-test split. The insets show a 2D cross-section of the multivariate models, where
all features are used. The test and training datasets are split randomly but with class stratification.
Despite the visually apparent lower dispersion in the training data, the variability of both datasets
is similar.

Table 2. Comparison of different feature input settings (using Bayesian linear regression) was
conducted by evaluating the coverage of model predictions within the PI (out-of-sample). Evaluation
metrics are coveragerate, PI width, ratio, and the computational time (CT). The best results per
comparison are highlighted in bold.

Train Data
Proportion

[in %]
Input Feature Settings

Pl Metrics
CT
[s]Cov. Rate

[in %] PI Width Ratio
[in %]

5

1 31.68 1.31 24.25 53.94
2 53.89 3.75 14.38 56.27
3 96.21 3.25 29.61 78.09
4 97.89 3.43 28.55 97.43

20

1 15.13 0.56 27.14 50.89
2 24.63 1.57 15.66 55.21
3 96.00 2.96 32.49 96.06
4 95.63 2.83 33.78 138.68

50

1 9.80 0.40 24.79 50.48
2 20.80 0.89 23.45 53.81
3 94.00 2.71 34.66 118.48
4 93.2 2.62 35.55 191.8

80

1 7.50 0.31 24.34 49.81
2 15.00 0.62 24.10 54.81
3 94.00 2.75 34.15 154.44
4 93.50 2.72 34.37 215.88
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4. Simulation Study

In this section, we examine a more complex simulation study, oriented on a real-
world application with respect to variable names and ranges. This approach allows us to
gain comprehensive insights into the entire population, unlike using potentially biased or
skewed samples. As before, the data are divided into training and test sets.

4.1. Simulation Design

The generated synthetic data include four input features that influence the log-
normally distributed target variable. Let X be the feature matrix. This multivariate data
problem is designed to simulate a real-world application where, in a street survey, individ-
uals are asked about their age, work experience, education level, weekly hours, and the
target variable, salary. A relatively small portion is asked for their exact salary (training
data), while the remainder are asked to categorize their salary into ranked (ordinal) classes
based on predefined thresholds (test data), such as ‘low income’ or ‘high income’.

For dataset 1, the following equation applies:

salary = 0.02 ∗ X1 + 0.05 ∗ X2 + 0.1 ∗ X3 + 0.03 ∗ X4 + ϵ1

and for dataset 2:

salary = 0.03 ∗ X1 + 0.06 ∗ X2 + 0.04 ∗ X4 + 0.1 ∗ X5 + ϵ2

with
salary ∼ Log − N

(
µ, σ2

)
and

X1 : age [in a] ∼ U(20, 65)

X2 : experience [in a] ∼ U(0, 40)

X3 : educational level ∼ U(1, 5)

X4 : hours per week [in h] ∼ U(20, 60)

X5 : per f ormance rating ∼ U(1, 6)

ϵ1 : noise ∼ N(0, 0.1)

ϵ2 : noise ∼ N(0, 0.2).

The coefficients are chosen randomly. In the simulation, n samples are drawn such
that the input matrix dim(X) = (n × 4). Samples are also randomly drawn and evaluated
for n = 3000 and n = 5000 for each dataset. For reproducibility, a random seed is used per
dataset. Figure 6 shows a simulation example (n = 3000) with the correlations between
the independent and dependent variables on the left and the approximately log-normally
distributed target variable (salary) in detail on the right.

The simulation allows us to apply the methodology to a known and thoroughly
understandable ground truth. We compare different train-test split ratios of 5/95, 10/90,
and 20/80. This simulates the applicability to small sample size problems to re-anonymize
ordinal data. Only for the training data, the exact salary values are provided. In the next
step, we evaluate the simulated datasets for the application of the methodology.
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Figure 6. Heatmap and histogram with an approximated log-normal distribution for a simulated
example with n = 3000.

4.2. Simulation Results

Table 3 shows the evaluation of the six different datasets. Notably, in all cases, using
the linear baseline model (2) instead of the standard model (1) provides a significant im-
provement. This confirms that even without including the ordinal class (3) as a categorical
feature, exceptional out-of-sample results can be achieved. In the comparison between
models (3) and (4), no substantial improvement was observed. Often, model (4) tends to
overfit, indicating that model (3) is sufficiently trained. However, in some cases, such as
dataset 3 with 5% training data, an improvement in the out-of-sample R² value by 0.5% was
achieved despite the already very good result of ~95%. We conclude that, depending on
the data complexity and the SL regression model used, further improvements are possible
by incorporating probabilities even when using categories as features. Regarding the MSE,
it is also very clear that using probabilities (2) results in a 3–5 times lower MSE compared
to standard linear regression (1).

Table 3. Comparison of the different feature input settings (with linear regression) and training data
proportion based on the simulation study data for in- and out-of-sample. Evaluation metrics are
MSE and R2. The best results per comparison are highlighted in bold.

Dataset
Train Data
Proportion Model

MSE R2

in * out ** in * out **

1
(# 3000)

5

1 0.00246 0.00358 84.97 80.85
2 0.00050 0.00118 96.97 93.72
3 0.00055 0.00113 96.65 93.97
4 0.00048 0.00130 97.06 93.03

10

1 0.00366 0.00352 80.16 81.09
2 0.00111 0.00098 93.98 94.73
3 0.00104 0.00098 94.39 94.71
4 0.00092 0.00102 95.00 94.51

20

1 0.00342 0.00354 80.17 81.30
2 0.00104 0.00108 93.95 94.30
3 0.00099 0.00099 94.27 94.75
4 0.00094 0.00093 94.56 95.07
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Table 3. Cont.

Dataset
Train Data
Proportion Model

MSE R2

in * out ** in * out **

2
(# 3000)

5

1 0.00488 0.00528 66.18 65.13
2 0.00054 0.00121 96.25 92.00
3 0.00059 0.00114 95.92 92.49
4 0.00053 0.00113 96.32 92.54

10

1 0.00474 0.00534 66.99 64.89
2 0.00087 0.00119 93.92 92.20
3 0.00093 0.00109 93.55 92.84
4 0.00084 0.00110 94.15 92.80

20

1 0.00517 0.00523 66.32 65.31
2 0.00084 0.00138 94.51 90.84
3 0.00095 0.00109 93.78 92.75
4 0.00083 0.00130 94.59 91.37

3
(# 5000)

5

1 0.00311 0.00285 80.75 81.05
2 0.00107 0.00093 93.41 93.86
3 0.00086 0.00081 94.71 94.59
4 0.00073 0.00074 95.46 95.10

10

1 0.00297 0.00287 80.54 81.02
2 0.00085 0.00082 94.40 94.56
3 0.00090 0.00080 94.13 94.72
4 0.00083 0.00075 94.58 95.01

20

1 0.00316 0.00278 80.19 81.32
2 0.00124 0.00080 92.20 94.64
3 0.00104 0.00074 93.50 95.02
4 0.00098 0.00072 93.88 95.19

4
(# 5000)

5

1 0.00501 0.00497 67.83 66.18
2 0.00096 0.00107 93.86 92.69
3 0.00105 0.00103 93.24 92.97
4 0.00095 0.00107 93.87 92.70

10

1 0.00403 0.00502 70.46 66.24
2 0.00052 0.00113 96.17 92.40
3 0.00062 0.00108 95.46 92.76
4 0.00051 0.00111 96.28 92.54

20

1 0.00480 0.00492 66.17 66.91
2 0.00117 0.00116 91.76 92.24
3 0.00095 0.00100 93.32 93.30
4 0.00089 0.00094 93.76 93.69

* in-sample. ** out-of-sample.

5. Benchmarking

To evaluate real-world applicability, we use multiple datasets from the UCI Database
and Kaggle to conduct a benchmark study comparing various feature combinations
and models.

5.1. Datasets

For a comprehensive analysis, we select datasets that differ in terms of the ratio
between the number of observations and the number of features. We examine two
datasets for each category: average, low, and high sample/feature ratio. Table 4 shows
the settings for class size and thresholds for each dataset, and Table 5 provides additional
descriptive information.
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Table 4. Descriptive information about class size and thresholds for the multivariate Benchmark datasets.

Descriptive Analysis
of the Target Class

Size
Class

Thresholds
Min Mean Max

AutoMPG 9 23.52 46.6 4 [8, 16, 24, 32.5, 48]
Boston Housing 5 22.53 50 4 [4, 15, 25, 35, 51]

Student Performance 0 11.91 19 4 [−1, 9, 12, 15, 20]
Automobile * - - - 2 [−3.5, 1, 3.5]

California Housing 14,999 206,855 500,001 4 [14,998, 136,249, 257,500,
378,751, 500,002]

Bike Sharing 1 189.46 977 4 [0, 150, 350, 500, 1000]

* Automobile has an ordinal-scaled regression target. The target does not have to be metric scaled to further
coarsen into classes.

Table 5. Descriptive information for the normalized multivariate Benchmark datasets.

Samples
Size

Features
Size

Sample/
Feature-

Ratio
Target Target

Unit
Target
Mean

Target
IQR

AutoMPG 398 8 49.8 MPG
[

miles
gallon

]
0.3860 0.3059

Boston Housing 506 14 36.1 MEDV [1k USD] 0.3896 0.1772
Student Performance 649 57 11.4 G3 Points 0.6266 0.2105

Automobile 205 69 3.0 Risk Level 0.5668 0.4000
California Housing 20,640 14 1474.3 MHV [USD] 0.3956 0.2992

Bike Sharing 17,379 14 1241.4 Count Bikes 0.1931 0.2469

5.2. Evaluation

In the evaluation, we use models (1) and (3) as benchmarks for models (2) and (4),
respectively, because models (1) and (2) and models (3) and (4) are comparable based on
the given input. Looking at Table 6, it is evident that the use of probability distributions
as additional input in model (2) often provides a significant improvement compared to
standard models (1). This also holds true in comparisons between (1) and (3). However,
when comparing models (2) and (3), their performance is often comparable. Specific
exceptions include the Boston Housing dataset for 5% and 10% training data, where
the use of probability distributions with models (2) and (4) confuses the model, which
results in worse results. Comparing models (3) and (4) confirms that overfitting is a
concern, particularly with model (4). The datasets for Automobile and Student Performance
highlight a key limitation of both linear regression and our new approach: models with a
low sample-to-feature ratio struggle to produce reliable results, even when probabilistic
features are incorporated. In these cases, our method combined with linear regression
reaches its limits. This limitation is particularly evident in the Student Performance dataset,
where increasing the proportion of training data leads to improved model results. This
suggests that a low sample-to-feature ratio significantly restricts performance. A similar
trend is observed in the AutoMPG and Boston Housing datasets, which have a moderately
higher sample-to-feature ratio. While we observe improvements from model (1) to (2) and
even (3), model (4) appears to overfit, occasionally yielding exceptionally poor results.
In contrast, model (4) achieved the best results across all evaluations for the California
Housing and Bike Sharing datasets. This demonstrates that, when well calibrated, the use
of probabilistic features can marginally improve performance compared to the categorical
variable model (3).
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Table 6. Comparison of the different feature input settings (with linear regression) and training data
proportion based on the Benchmark datasets for in- and out-of-sample. Evaluation metrics are MSE
and R2. The best results per comparison are highlighted in bold.

Dataset
Train Data
Proportion Model

MSE R2

in * out ** in * out **

AutoMPG

5

1 0.00273 0.01178 92.92 72.77
2 0.00079 0.00975 97.96 77.47
3 0.00087 0.00507 97.75 88.28
4 0.00041 0.03101 98.93 28.36

10

1 0.00642 0.00938 85.46 78.14
2 0.00249 0.00398 94.37 90.73
3 0.00231 0.00362 94.76 91.57
4 0.00202 0.00528 95.42 87.71

20

1 0.00625 0.00852 86.02 80.04
2 0.00155 0.00439 96.52 89.71
3 0.00167 0.00380 96.27 91.10
4 0.00130 0.00424 97.10 90.08

Boston
Housing

5

1 0.00318 0.01769 92.32 57.55
2 0.00216 >1 94.79 < 1 × 10−5

3 0.00057 0.01033 98.63 75.21
4 0.00037 0.01878 99.11 54.95

10

1 0.00349 0.02233 88.87 47.85
2 0.00147 0.01741 95.32 59.35
3 0.00122 0.00656 96.11 84.69
4 0.00093 5.82780 97.03 < 1 × 10−5

20

1 0.00653 0.01684 83.81 59.93
2 0.00258 0.00642 93.59 84.72
3 0.00185 0.00329 95.40 92.18
4 0.00165 0.00373 95.91 91.12

Automobile

5

1 < 1 × 10−5 0.07078 100.00 −12.98
2 < 1 × 10−5 0.07211 100.00 −15.10
3 < 1 × 10−5 0.06992 100.00 −11.61
4 < 1 × 10−5 0.07121 100.00 −13.66

10

1 < 1 × 10−5 0.08464 100.00 −36.34
2 < 1 × 10−5 0.08549 100.00 −37.70
3 < 1 × 10−5 0.05165 100.00 16.80
4 < 1 × 10−5 0.05027 100.00 19.04

20

1 < 1 × 10−5 0.17308 100.00 −181.87
2 < 1 × 10−5 0.14112 100.00 −129.83
3 < 1 × 10−5 0.16912 100.00 −175.43
4 < 1 × 10−5 0.14078 100.00 −129.27

Student
Performance

5

1 < 1 × 10−5 0.08539 100.00 −197.44
2 < 1 × 10−5 0.07496 100.00 −161.09
3 < 1 × 10−5 0.02395 100.00 16.56
4 < 1 × 10−5 0.02728 100.00 4.99

10

1 0.00910 0.07507 66.09 −158.08
2 0.00186 0.03561 93.05 −22.41
3 0.00151 0.01194 94.37 58.95
4 0.00100 0.02383 96.27 18.07

20

1 0.01423 0.03304 47.32 −12.67
2 0.00403 0.01178 85.06 59.82
3 0.00312 0.00659 88.43 77.53
4 0.00305 0.00676 88.70 76.95
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Table 6. Cont.

Dataset
Train Data
Proportion Model

MSE R2

in * out ** in * out **

California
Housing

5

1 0.01949 0.02040 65.61 63.96
2 0.00497 0.00532 91.23 90.60
3 0.00382 0.00389 93.27 93.12
4 0.00381 0.00389 93.28 93.13

10

1 0.01783 0.02049 68.19 63.84
2 0.00455 0.00518 91.87 90.87
3 0.00366 0.00384 93.48 93.22
4 0.00363 0.00386 93.52 93.19

20

1 0.01969 0.02027 64.68 64.32
2 0.00521 0.00523 90.65 90.80
3 0.00371 0.00381 93.35 93.29
4 0.00369 0.00380 93.37 93.31

Bike
Sharing

5

1 0.02051 0.02143 40.93 37.93
2 0.00343 0.00339 90.13 90.17
3 0.00255 0.00297 92.65 91.41
4 0.00249 0.00296 92.84 91.43

10

1 0.02122 0.02117 39.20 38.63
2 0.00333 0.00347 90.47 89.94
3 0.00282 0.00294 91.93 91.48
4 0.00280 0.00292 91.98 91.53

20

1 0.02141 0.02111 39.42 38.52
2 0.00411 0.00371 88.36 89.19
3 0.00295 0.00291 91.65 91.54
4 0.00291 0.00289 91.78 91.60

* in-sample. ** out-of-sample.

6. Conclusions and Discussion

This paper aimed to explore the feasibility of tracing anonymized data from very small
sample sizes. We developed a methodology that combines latent probabilistic distributions
over ordinal classes—i.e., anonymized data—with a small sample approach. This combi-
nation enables significantly improved predictions of actual values using linear regression,
applicable to both simple and complex data structures. In the context of increasing data pro-
tection concerns, our new method demonstrates how standard anonymization techniques,
such as discretizing metric data in street surveys or similar contexts, can be accurately
reversed. While it might seem counterintuitive to infer exact values from discrete classes
using latent distributions, this approach aligns with existing methodologies. The use of
distributions to describe latent relationships within a class provides notable advantages.

Our application results show that even a small training dataset can outperform stan-
dard linear regression when using latent probabilistic distributions. However, when
comparing models that include ordinal class variables, probabilistic distributions often
do not provide substantial additional benefits and may even lead to overfitting. This
methodology is particularly versatile for any supervised learning regression task. While
data quantity and quality can be limited, the approach remains effective. One limitation
is that latent probabilistic distributions require a minimum amount of data, which, in our
cases, did not need to be excessively large.

Future research should focus on a more detailed examination of the distribution of
latent influencing factors, while considering the potential for optimizing class boundaries.
Considering the significant impact of class boundaries, combining the optimal clustering
solution and given class boundaries could further improve the methodology.



Stats 2024, 7 1207

This paper used normally distributed modeling of ordinal classes and considered
these as influencing features. Future work could explore more detailed modeling with
Gaussian mixture models or other distributions.

Overall, beyond data protection and anonymization, our approach offers universal ap-
plicability and could improve various supervised learning regression problems, particularly
when latent probabilistic distributions are not independently or sufficiently recognized by
the model.
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