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Abstract

The rapid growth of Distributed Energy Resources (DERs) has intensified operational
challenges in modern distribution networks, especially with respect to observability, bidi-
rectional power flow, feeder model accuracy, and fast event detection. This review critically
examines the role of Distribution Phasor Measurement Units (D-PMUs) in this transition.
Rather than only listing reported applications, the paper evaluates the technical and prac-
tical conditions under which D-PMUs provide meaningful value beyond conventional
monitoring technologies. Particular attention is given to state estimation, event detection,
ancillary operation, communication latency, synchronization vulnerability, economic viabil-
ity, and the limited evidence from field deployment. The review shows that D-PMUs are
especially attractive at feeder heads, DER interconnection points, switching locations, and
microgrid boundaries, where synchronized phase-angle measurements improve visibility
of dynamic and unbalanced phenomena. However, widespread deployment is still con-
strained by cost, communication infrastructure, interoperability, timing security, and the
scarcity of publicly documented utility-scale results. The paper concludes by identifying
the most promising research directions, including physics-aware learning, graph-based
analytics, edge processing, and application-driven placement strategies for DER-rich distri-
bution systems.

Keywords: Distributed Energy Resources (DERs); Distribution Phasor Measurement Units
(D-PMUs); Distribution System State Estimation (DSSE); synchrophasor analytics; DER
integration; monitoring; event detection; edge computing

1. Introduction
The management of electricity supply has become a central issue due to its impact on

the social and economic development of regions and nations. Technological advances and
the growing demand for electricity require end-users to take an active role in energy pro-
duction management through the integration of Distributed Energy Resources (DERs) [1].
DERs encompass Distributed Generation (DG), energy storage systems, Electric Vehicles
(EVs), and demand response programs, among others.

DER technologies rely on a variety of energy sources, such as photovoltaic, wind,
and geothermal generators, among others. This diversity underscores the need to inte-
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grate Distributed Generation with conventional electrical distribution networks [2]. This
integration has led to the emergence of the Smart Grid concept, which combines local
generation, advanced metering, communication technologies, information systems, and
control techniques to enable improved network supervision and control. The goal is to
increase the reliability, security, resilience, and flexibility of conventional power systems [3].

Proper monitoring of distribution-network voltages, currents, and power flows is
essential for implementing control actions that optimize the use of network resources.
Moreover, it improves protection coordination, thereby reducing service unavailability.
A promising technology in this context is the Phasor Measurement Unit (PMU), which
provides real-time measurements of electrical magnitudes and phase angles, together with
Global Positioning System (GPS) data, with a higher sampling resolution than conventional
devices [4,5].

PMUs have been successfully deployed in transmission systems, referred to as Trans-
mission Phasor Measurement Units (T-PMUs), where they enable real-time monitoring and
allow operators to respond effectively to unexpected events. However, their application
at the distribution level, known as Distribution Phasor Measurement Units (D-PMUs),
presents significant challenges to achieving optimal integration. Understanding their op-
erating principles is essential for identifying their potential applications and ensuring
interoperability with other network elements. As an advanced measurement device, the
D-PMU is a complementary component for the modernization of distribution networks,
which increasingly demand accurate knowledge of system states to ensure both reliability
and security [6].

Early field deployments and pilot studies indicate that D-PMUs can improve situa-
tional awareness, event characterization, and feeder-level model validation, particularly at
feeder heads, DER interconnection points, and microgrid boundaries. However, these ben-
efits have been documented in a limited number of pilots and cannot yet be generalized to
all distribution systems. For this reason, the present review examines not only the technical
opportunities of D-PMUs but also the practical barriers related to cost, communication,
interoperability, and deployment density [4,7]. Recent deployment-oriented studies help
make this point more concrete. Wang et al. [8] reported µ-PMU field deployment and
data analysis in a utility distribution grid with high penetration of Distributed Energy
Resources, showing the practical value of synchronized feeder measurements for opera-
tional visibility under real network conditions. In addition, Vasapollo et al. [9] presented
a deployed D-PMU-based situational awareness system in a medium-voltage microgrid
at the EPFL university campus, illustrating how distribution-level synchrophasors can
support real-time monitoring in an actual operational environment. These studies help
ground the discussion in field experience rather than in simulation-only evidence.

The increasing penetration of DERs into conventional distribution networks has cre-
ated new operational challenges that D-PMUs are expected to help overcome. Despite
the growing interest in D-PMUs, the literature still lacks a decision-oriented synthesis
that distinguishes between demonstrated utility, promising concepts, and still-speculative
applications. In particular, recent studies suggest that the value of D-PMUs is strongly
application dependent, since these devices are most informative at feeder heads, DER
interconnection points, switching locations, and microgrid boundaries, whereas dense
deployment across an entire feeder is rarely justified economically. Accordingly, this review
goes beyond summarizing reported applications and examines four unresolved dimen-
sions: methodological trade-offs in D-PMU-enabled applications, economic and operational
marginal utility, communication and synchronization constraints, and the maturity gap
between simulation-based results and field deployment [4,10].
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Recent contributions reinforce the need to analyze DER integration from a broader
operational perspective. Adham et al. [1] showed through a systematic review that DER
deployment is increasingly associated with coordination, visibility, and management chal-
lenges that extend beyond simple technical interconnection. Tavalaei et al. [11] demon-
strated that modern smart distribution networks require the joint consideration of storage,
Electric Vehicles, and network reconfiguration, which confirms that future operation must
rely on stronger monitoring and control capabilities. Lankeshwara et al. [12] emphasized
that network-aware control under dynamic operating envelopes depends on reliable infor-
mation about the real operating condition of distribution feeders, particularly under high
DER penetration. From an economic and regulatory perspective, Azim et al. [13] argued
that tariffs, management frameworks, and market structures are becoming decisive for
the successful integration of distributed resources. In a more operational direction, Shan
et al. [14] proposed an improved DER management system for active distribution networks,
illustrating that coordination between grid-edge assets and distribution operators is becom-
ing a central requirement. These recent studies suggest that D-PMUs should be analyzed
not only as measurement devices, but also as enabling technologies for more adaptive,
coordinated, and information-rich distribution system operation.

Compared with earlier review articles, the present paper places greater emphasis on
five aspects that are often treated only briefly in prior surveys: evidence from field deploy-
ment and real-feeder validation, the marginal utility of D-PMUs under application-driven
placement, communication and timing-security constraints, economic and regulatory in-
terpretation, and the integration of D-PMUs with edge processing and physics-aware or
graph-based analytics.

To operationalize the decision-oriented perspective, the remainder of this review is
structured around four engineering questions: where D-PMUs should be deployed, which
applications benefit most from synchronized phase-angle measurements, under which
operational and data constraints each methodological family is appropriate, and which
barriers still prevent broader utility adoption.

2. General Background
2.1. Conceptual Foundations for Distribution Synchrophasor Monitoring

Phasor measurement technology emerged in the 1980s as a means to obtain time-
aligned measurements of electrical variables with greater temporal precision than con-
ventional supervisory monitoring [15]. A phasor represents the magnitude and phase
angle of a sinusoidal electrical waveform, such as voltage or current, and constitutes the
fundamental quantity reported by PMUs [5]. When this phasor is calculated with respect
to a common time reference, typically provided by GPS, it becomes a synchrophasor,
which allows direct comparison of measurements collected at different locations in the
network [5,16]. This synchronization capability has made PMUs attractive for monitoring,
estimation, and dynamic analysis in modern power systems [17,18]. Figure 1 illustrates the
graphical representation of phasors, showing their sinusoidal time-domain behavior and
their corresponding representation in the complex plane [19].

At the distribution level, these measurements are obtained through D-PMUs, which
are tailored to feeder conditions such as unbalance, reverse power flow, and high variability
caused by Distributed Energy Resources. Their growing interest has also been supported
by the development of lower-cost and research-oriented designs, including embedded
and open-platform implementations [20–23]. In this context, D-PMUs can offer better
suitability for medium- and low-voltage applications than transmission-oriented PMUs,
particularly when high-speed phase-angle visibility is required for feeder monitoring,
disturbance interpretation, and model validation [24–26]. However, this advantage should

https://doi.org/10.3390/asi9050092

https://doi.org/10.3390/asi9050092


Appl. Syst. Innov. 2026, 9, 92 4 of 27

be interpreted in an application-specific sense rather than as a universal superiority in
performance or cost.

Figure 1. Phasor representation: (a) sinusoidal signal; (b) phasor diagram.

From a decision-oriented perspective, the main issue is not the phasor concept itself,
which is already well established, but the practical conditions under which synchronized
distribution measurements provide enough additional value to justify deployment. In DER-
rich feeders, the dominant bottlenecks are rarely the sensing hardware alone; rather, they
involve communication infrastructure, synchronization quality, interoperability, cybersecu-
rity, data management, maintenance requirements, limited observability, heterogeneous
data quality, and the mismatch between measurement density and the operational objective
to be supported [4,7]. These constraints become more severe when model uncertainty and
variable operating conditions are present. For this reason, the following section shifts from
concept definition to application fit, placement strategy, and engineering constraints.

2.2. Phasor Measurement Units (PMUs)

PMUs acquire instantaneous voltage and current values and calculate their corre-
sponding phasors, together with other relevant parameters such as frequency, Rate Of
Change Of Frequency (ROCOF), and phase angle. These phasors are then reported to a data
concentrator and synchronized using GPS, producing synchrophasors [5], the equipment
is presente in Figure 2. This synchronization allows phasor measurements from multiple
PMUs, located at different points in the system, to be precisely aligned in time, resulting in
more accurate system-wide monitoring and state estimation [7,19].

Figure 2. Phasor Measurement Unit (PMU) device. Source: adapted from [5].

PMUs have revealed unexpected behaviors in generation and transmission systems
while confirming long-suspected patterns. For instance, PMUs have revealed oscillatory
phenomena that were previously difficult to characterize with conventional monitoring,
enabling more accurate analysis of dynamic behavior in power systems [27]. In this con-
text, the oscillatory modes most commonly discussed in synchrophasor-based monitoring
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correspond to low-frequency electromechanical oscillations, typically around 0.1–0.7 Hz
for inter-area modes and about 0.7–2 Hz for local modes.

A PMU typically consists of three main components:

(a) Measurement systems.
(b) Phasor Data Concentrator (PDC).
(c) Communication channel.

2.2.1. Synchrophasor Measurement Systems

Voltage and current phasor profiles across the electrical network, together with fre-
quency, ROCOF, and derived active and reactive power indicators, represent some of the
most critical data available to operators for secure system operation. Real-time knowledge
of these variables increases situational awareness and supports faster identification of
abnormal operating conditions, event propagation, and control needs. Consequently, re-
searchers advocate for the integration of new technologies for real-time monitoring, control,
and protection within Wide Area Measurement Systems (WAMSs) [10,28].

WAMSs are distributed measurement systems that rely primarily on synchrophasors
(PMUs), advanced digital signal processing algorithms, and communication infrastructures
to provide dynamic system information. These systems are also known as Synchronous
Phasor Measurement Systems (SPMSs) [10]. Network architecture is a key consideration, as
some applications require extremely short response times, while others tolerate moderate
delays. A centralized and coordinated architecture [29], where all PMU data are transmitted
to a concentrator for use in applications, is illustrated in Figure 3.

Figure 3. General scheme of a centralized synchrophasor measurement system with a Phasor Data
Concentrator (PDC).

2.2.2. Phasor Data Concentrator

The Phasor Data Concentrator (PDC) is responsible for organizing the data reported
by PMUs within a predefined control area. Its function is to receive, align, and consolidate
phasor data, making them available for a wide range of applications [29,30].

2.2.3. Communication Channels

Communication channels enable the efficient and reliable transmission of data between
PMUs, PDCs, and higher-level control centers. These channels may rely on physical media
such as optical fiber, telephone-based links, or power-line communication, and on wireless
media such as radio, cellular, or satellite communication. In contrast, GPS is primarily used
to provide time synchronization rather than telemetry transport [5,29].
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2.3. Distributed Energy Resources (DERs)

DERs are small-scale assets that can be managed either automatically or manually
and are typically installed near consumption centers and connected to the distribution
grid. Depending on their technology and operating mode, they may inject power, absorb
power, or provide ancillary services. This category includes Distributed Generation, energy
storage systems, demand response resources, and, in some cases, bidirectional Electric
Vehicles with vehicle-to-grid capability. Accordingly, not all Electric Vehicles should be
interpreted as DERs in the strict sense, since most of them behave primarily as controllable
loads rather than as dispatchable energy resources.

DERs have steadily increased in deployment over recent decades, encompassing
technologies such as Electric Vehicles, energy storage systems, and demand response
programs. These resources are complementary but can also operate independently.
A brief description of each type of DER is provided below [31]. Figure 4 illustrates the main
components of DERs.

The rapid growth of DERs, particularly renewable-based systems, has highlighted the
inadequacy of conventional grid infrastructures. The emergence of bidirectional power
flows, combined with the increasing requirements for reliability, resilience, and power
quality, presents major challenges for modern distribution networks.

Figure 4. Main components of distributed energy resources (DERs), including demand response,
electric vehicles, energy storage systems, and distributed generation units.

2.3.1. Energy Storage

Energy storage plays a fundamental role in the transformation of the electric power
sector, as it provides flexibility to address emerging challenges, improves stability, and
mitigates asset degradation. Within this scenario, storage technologies are expected to hold
a pivotal position due to their technical and economic benefits, including reductions in
operational costs in energy transmission [32,33].

2.3.2. Demand Response Programs

The steady increase in global electricity demand necessitates grid architectures capable
of meeting these needs while ensuring infrastructure safety and minimizing risks to con-
sumers. Demand response programs address these challenges by implementing intelligent
load management strategies, reducing the negative impacts of demand fluctuations on the
grid [34,35].
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2.3.3. Distributed Generation (DG)

DG has been driven by changes in electricity production and delivery, along with the
gradual replacement of conventional energy sources by renewable technologies. Although
there is no universally accepted definition of DG, the common element is its decentralized
placement within the distribution grid. This approach enables users to inject locally
generated power into the system, shifting from the traditional centralized model, where
large power plants supply distant demand centers, to a bidirectional framework, in which
energy is produced directly at consumption points through small, primarily renewable
installations [3].

2.3.4. Electric Vehicles

Pilot projects worldwide are testing the use of Electric Vehicles (EVs) as mobile and
flexible energy resources. By combining smart meters, coordinated charging strategies, and
Machine Learning techniques, EVs can be charged during periods of low electricity prices
and, when bidirectional infrastructure is available, may also discharge energy back into
the grid or disconnect during peak demand conditions, thereby contributing to system
flexibility [36]. However, in most practical cases EVs still behave mainly as flexible loads,
and only vehicle-to-grid configurations can be considered true storage-like DERs [37,38].

3. D-PMUs in DER-Rich Distribution Systems
The transition of conventional electrical networks toward smart grids is reshaping the

operational paradigm of distribution systems. The integration of DERs, such as Electric
Vehicles, energy storage systems, and controllable loads, introduces intermittency and
uncertainty into the grid. These changes present new challenges for Distribution System
Operators (DSOs), engineers, and prosumers. Unfortunately, distribution networks have
lagged behind transmission systems in terms of monitoring, measurement accuracy, and
data management. This growing complexity increases the demand for devices capable of
improving monitoring and control of distribution systems [10].

3.1. Planning and Modeling of D-PMUs with DER Integration

Planning is a critical element in ensuring the safe, reliable, and economical operation
of distribution systems. Traditionally, planning has been relatively straightforward because
power flows were unidirectional and active resources within distribution networks were ab-
sent. The integration of DERs, however, fundamentally alters this paradigm, creating new
challenges for DSOs. Advanced monitoring tools, simulation, and the deployment of Distri-
bution D-PMUs are needed to update and validate distribution planning models. Figure 5
illustrates the deployment of D-PMUs in a distribution network with DER integration.

This figure outlines the main challenges of integrating DERs into distribution networks,
namely renewable energy interconnection, high penetration of renewables in low-voltage
grids, and microgrid interconnection. It also highlights possible solutions such as ad-
vanced protection schemes, islanding detection and restoration, power quality assessment,
improved modeling, and integration cost evaluation. In this context, D-PMUs provide
synchronized, high-resolution measurements that enhance state estimation, facilitate the de-
tection of reverse power flows and voltage events, and strengthen protection coordination,
thereby offering practical means to address the issues depicted here.

DERs can be installed in different sizes depending on geographic location and local
demand requirements, ranging from a few kilowatts (kW) to tens of megawatts (MW) [39].
Even the injection of several MW can significantly affect distribution flows, creating uncer-
tainty and potential feeder overloads beyond nominal capacity. Moreover, inverter-based
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DERs often rely on proprietary control schemes that may not align with the models used
by DSOs, increasing the difficulty of system optimization [40].

Figure 5. Distribution network with D-PMU placement under DER integration.

Automation technologies are therefore essential to complement D-PMU monitoring
and ensure efficient DER integration. Errors in distribution modeling often arise from:

• Limited SCADA data and insufficient monitoring, preventing operators from observ-
ing how distribution systems respond as DER penetration increases.

• Lack of detailed information on installed DERs, which hinders estimation of hosting
capacity without risking voltage instability, protection miscoordination, or reverse-
power-flow-related operational violations.

Without accurate knowledge of DER behavior during variable generation peaks, DSOs
must assume worst-case scenarios to keep uncertainties within tolerable operational limits.
This conservative approach prevents reliability issues but may result in overly restrictive
planning strategies [41].

Recent studies have made the planning and modeling of D-PMU deployment more
rigorous and application oriented. Lin et al. [42] proposed a multi-stage D-PMU placement
methodology based on node metrics, showing that deployment should evolve progressively
according to observability needs and node importance rather than by uniform instrumen-
tation of the whole feeder. Wu et al. [43] addressed the joint optimal placement of PMUs
and dual-use line relays, demonstrating that instrumentation planning can be improved
when state estimation requirements are coordinated with fault reconstruction objectives.
Khanam et al. [44] analyzed PMU-based voltage estimation under Distributed Generation
effects, highlighting that PMU placement has direct implications for voltage assessment
and feeder performance when active resources are connected. Yu et al. [45] developed a
robust state estimation framework that explicitly considers multiple Distributed Generation
output modes and measurement loss, which is especially relevant for realistic planning
studies under uncertain operating conditions. Tian et al. [46] extended this perspective by
proposing distributed state estimation with mixed-frequency measurements and hierar-
chical encryption, showing that planning and modeling must also consider measurement
heterogeneity and cyber-secure data exchange. Taken together, these works indicate that
D-PMU planning should be approached as a staged, multi-objective, and operationally
contextualized problem.
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3.1.1. Current State of DER Data Acquisition

Distribution networks continue to lag behind transmission systems in data acquisition
and modeling accuracy [47]. To improve planning, it is essential to guarantee access to
reliable data from simulation models and field measurements. Today, data sources in
distribution systems include:

• Supervisory Control and Data Acquisition (SCADA).
• Distribution line sensors.
• Advanced Metering Infrastructure (AMI) and smart meters.
• Meteorological data.

Historically, planning models have changed little. DSOs validate feeder states through
manual field inspections or aggregated customer data at substations, often relying on
outdated or imprecise records. While this approach sufficed when distribution networks
behaved as predictable loads, modern DER penetration demands higher-resolution data.

Recent efforts include validating planning models with new measurement sources
such as AMI and smart meters, enabling improved estimation of load magnitudes, feeder
performance, and network model consistency [48]. Studies now also cover steady-state,
fault current, dynamic, and transient analyses to ensure DG integration. However, mod-
eling errors, such as inaccurate line impedance, can lead to misleading operational as-
sessments and potentially unnecessary investments, which has motivated recent work on
line-parameter estimation from smart meter data [49].

The radial structure of distribution networks and their historical unidirectional flows
once made simple validation sufficient [50]. Yet, with DER penetration expected to exceed
the minimum daytime load and even the peak load, new dynamics are emerging. The liter-
ature reports cases in Hawaii and California where high photovoltaic penetration can create
voltage-control problems, reverse power flow conditions, and protection-coordination
challenges at the feeder level [50,51].

Key barriers to accurate dynamic planning include:

• Poor coordination among multiple DERs on the same circuit.
• Physical infrastructure issues such as line impedance errors and phase imbalances.
• Load models based on long timescales only.
• Lack of integrated commercial software for steady-state, dynamic, and transient studies.
• Data formats that are incompatible across different platforms.

3.1.2. D-PMUs as a Solution for DER Integration

Emerging distribution networks require high-speed measurement devices. D-PMUs
meet this requirement by acquiring real-time data, which improves planning accuracy
and enhances operational models. Their synchrophasor data provide critical insights into
variability in load and renewable generation, particularly solar photovoltaic [52].

From the planning viewpoint, the main contribution of D-PMUs is improved feeder
model validation, parameter identification, and observability under DER variability. The
specific operational applications enabled by these measurements are discussed separately
in Section 3.2.

3.1.3. Comparison Between D-PMUs and Alternative Technologies

While smart meters and line sensors contribute valuable data, they lack the resolution
of D-PMUs for distribution-level planning. The unique capability of D-PMUs to measure
phase angles at high speed offers unmatched benefits for reverse power flow estimation,
feeder impedance validation, and monitoring of DER integration [6].

Specifically, D-PMU measurements can be used to characterize:
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• The physical network.
• Relationships between generation, load, and feeder voltage profiles.
• Time-varying behaviors of DERs under both steady-state and dynamic conditions.

The practical value of D-PMUs should be interpreted through marginal utility rather
than through simple technological superiority. While smart meters and line sensors con-
tribute valuable data, D-PMUs are especially useful where synchronized phase-angle
information materially changes feeder observability, such as at feeder heads, DER inter-
connection points, switching locations, and microgrid boundaries. Therefore, the literature
tends to support application-driven placement rather than uniform densification across the
feeder [4,6,7].

Table 1 should be interpreted as a literature-based synthesis rather than as the result of
a new simulation or experimental campaign. The comparison criteria summarize recurring
attributes reported in the reviewed studies, particularly temporal resolution, synchroniza-
tion, phase-angle availability, observability of dynamic phenomena, and suitability for
DER-related applications.

Table 1. Literature-based comparison of monitoring technologies for DER-rich distribution networks.

Technology Typical Reporting Rate Time Synchronization Phase Angle Typical Latency Most Suitable
Applications

SCADA 1 sample every 2–4 s Limited or not
synchrophasor-grade No Seconds

Supervisory monitoring,
breaker status, and slow
operational awareness

AMI/Smart Meter Minutes or event-driven Clock-aligned but not
synchrophasor-grade No Seconds-to-minutes

Billing, load profiling,
and long-term demand

characterization

Power Quality Monitor Cycle or sub-cycle, local
measurement basis Usually local time stamp Limited and

application-specific Milliseconds-to-seconds

Local disturbance
diagnosis, harmonic

assessment, and voltage
quality monitoring

D-PMU 10–120 frames/s
GPS- or PTP-based

synchrophasor
synchronization

Yes

Tens-to-hundreds of
milliseconds, depending

on communication
infrastructure

DSSE enhancement,
reverse power flow

detection, event
localization, feeder

model validation, and
DER coordination

3.2. Applications of D-PMUs with DER Integration

Phasor Measurement Units specifically designed for distribution systems are generally
referred to as Distribution PMUs (D-PMUs). This section outlines a set of applications
within distribution systems, classified as follows: system state estimation, event detection,
and ancillary operation [5,10,28]. These applications are illustrated in Figure 6.

Figure 7 presents the literature as an evolutionary road map. The progression begins
with classical model-based estimation and supervisory monitoring, where D-PMUs primar-
ily improve observability and measurement accuracy. It then advances toward hybrid multi-
source paradigms, in which D-PMU data are fused with SCADA, AMI, line sensors, and
pseudo-measurements. The next stage corresponds to learning-assisted analytics, where
graph-based estimation, event classification, and adaptive monitoring use D-PMU streams
together with data-driven models. The most recent stage consists of physics-aware and
edge-oriented intelligence, in which synchronized measurements are processed through
topology-aware learning, cyber-secure edge architectures, and digital-twin-supported ana-
lytics. This road map is useful because it shows that the field has evolved from improving
visibility to supporting increasingly autonomous and context-aware operational decisions.
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Figure 6. Applications of D-PMUs in distribution systems with DER integration.

Classical
Model Based
Monitoring

Hybrid
Data Fusion

Learning Assisted
Analytics

Physics Aware
Edge Intelligence

• WLS based DSSE
• Kalman filtering
• Bad data detection
• Observability en-
hancement

• D-PMU + SCADA +
AMI fusion
• Pseudo measure-
ments
• Topology verifica-
tion
• Model calibration

• Graph learning for
DSSE
• Event and fault
classification
• Harmonic source
localization
• Forecast aided mon-
itoring

• Physics informed
learning
• Topology aware
GNNs
• Edge screening and
compression
• Digital twin integra-
tion

Methodological evolutionVisibility
enhancement

Decision
support

Increasing autonomy, contextual awareness, and operational intelligence

Figure 7. Evolutionary road map and taxonomy of D-PMU-enabled methods for DER-rich distribution
networks, showing the progression from classical model-based monitoring to hybrid data fusion,
learning-assisted analytics, and physics-aware edge intelligence.

A decision-oriented reading of the literature requires more than identifying what
each method can do; it must also clarify the engineering context in which each method is
preferable. Table 2 summarizes the main methodological families enabled or strengthened
by D-PMU data and compares them according to five dimensions: expected accuracy,
robustness against noisy or incomplete measurements, computational burden, adaptability
to non-ideal feeder conditions, and practical suitability for specific operational constraints.
The objective is to help the reader move from a technology-centered view to a selection-
oriented view.

The most recent literature also shows that D-PMU applications are evolving from con-
ventional monitoring tasks toward more advanced estimation, protection, and operational
decision support. Yue et al. [53] proposed a graph-learning-assisted state estimation frame-
work using sparse heterogeneous measurements, showing that D-PMU information can
be integrated with modern learning architectures to improve observability under limited
sensing conditions. Zhang et al. [54] developed a real-time voltage estimation method
based on joint PMU and AMI data, demonstrating that D-PMUs can support accurate
state reconstruction when combined with other data sources. In protection applications,
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Dua et al. [55] evaluated synchrophasor-enabled angle-based differential protection in
distribution systems and showed that D-PMU measurements can strengthen fault dis-
crimination under DER-rich conditions. For power quality applications, Shuai et al. [56]
proposed a dynamic graph-based method for harmonic source localization, indicating that
D-PMUs may also contribute to more advanced harmonic monitoring tasks in networks
with uncertainty. In the field of operational support, Su et al. [57] designed a two-stage dis-
patch framework for active distribution networks with hybrid energy storage, illustrating
that high-quality system information can be embedded into real-time operational strategies.
These contributions suggest that D-PMU applications are becoming more diverse and
methodologically stronger, particularly when synchronized measurements are combined
with estimation, learning, and optimization frameworks.

Table 2. Decision-oriented evaluation matrix for D-PMU-enabled methods in DER-rich distribu-
tion networks.

Methodological Family Accuracy
Potential

Robustness to
Noisy/Missing
Data

Computational
Burden

Adaptability to
Non-Ideal Feeder
Conditions

Most Suitable Engineering Constraint

Conventional WLS and
hybrid DSSE

Medium-to-
high Medium Medium

Medium, depends on
pseudo-measurement
quality and model fidelity

Feeders with moderate observability, in-
terpretable estimation needs, and reliable
network models

Sequential filtering methods,
e.g., Kalman family

High for
dynamic
tracking

Medium
Low-to-
medium per
update

Medium, sensitive to
initialization and model
mismatch

Real-time tracking applications where
temporal continuity is strong and latency
is critical

Graph-based and
physics-aware learning
methods

High High
Medium-to-
high in training,
low in inference

High, especially under
topology changes and
heterogeneous sensing

Sparse or heterogeneous measurement
environments requiring fast inference
and topology-aware estimation

Event and fault classification
methods

High for known
event classes Medium-to-high Medium

Medium, depends on
event labeling and
domain-shift control

Fast disturbance screening, anomaly lo-
calization, and protection support

Harmonic localization and
power quality analytics

Medium-to-
high Medium Medium-to-

high

High for inverter-rich
feeders with
nonstationary harmonic
behavior

Feeders with strong inverter penetration
and power-quality supervision needs

Operational support and
dispatch-oriented analytics

Medium-to-
high Medium

High if
optimization or
reinforcement
learning is
included

Medium-to-high, depends
on communication
reliability and feedback
architecture

Active distribution networks and micro-
grids requiring corrective control or dis-
patch support

3.2.1. System State Estimation

Distribution systems generate significantly more data than transmission systems due
to the large number of loads served. State estimation allows DSOs to continuously monitor
distribution networks [30], adjusting observed physical measurements with data from
D-PMUs and mathematical models [5]. D-PMUs enhance real-time situational aware-
ness by enabling continuous state monitoring [6,7]. From a methodological viewpoint,
D-PMU-based DSSE has evolved mainly along two families: filtering-based methods,
such as Kalman and extended Kalman formulations, and optimization-based methods,
such as weighted least squares, convex relaxations, and hybrid data-model estimators.
Filtering-based approaches are attractive when high-rate sequential updates are needed
because they exploit temporal continuity and can react quickly to disturbances. However,
their performance depends strongly on noise modeling, initialization, and linearization
assumptions. Optimization-based approaches are usually more robust against heteroge-
neous data sources and network constraints, and they are better suited to unbalanced
feeders and bad-data rejection, although they may require greater computational effort
under limited observability. Under highly unbalanced networks and high-impedance
conditions, hybrid formulations combining D-PMU measurements with feeder physics and
pseudo-measurements tend to provide more reliable estimates [10,24,58].
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Harmonic State Estimation (HSE)

The increasing use of electronic devices, particularly inverters for renewable DERs,
introduces harmonic noise into distribution networks. This reduces power quality, dam-
ages equipment, and overloads feeders. D-PMUs provide synchronized harmonic phasor
measurements, enabling Harmonic State Estimation. Recent studies discuss the role of
time-synchronized measurements for harmonic analysis in distribution networks [59]
and propose improved harmonic phasor estimation methods to mitigate interharmonic
interference and enhance estimation accuracy [60].

HSE involves identifying dominant harmonic sources and evaluating harmonic volt-
age and current distributions across the network [56]. Recent prototype HSE methods
based on synchronized broadband phasor measurements have been reported for grid-wide
harmonic state reconstruction and source localization [61]. Traditional monitoring devices,
however, often lack the resolution, synchronization capability, or signal-processing robust-
ness required for accurate harmonic assessment, particularly under interharmonic and
higher-order harmonic conditions, which can lead to significant estimation errors [62,63].

Dynamic Feeder Rating

Dynamic line rating methods improve operational reliability and economic efficiency
by adjusting feeder capacity based on real-time conditions [64]. High-precision voltage
and current synchrophasors from D-PMUs provide valuable input for feeder dynamic
classification, supporting congestion management in distribution systems [65].

Monitoring DER Output and Power Flows

D-PMUs located at DER interconnection nodes must provide high-resolution measure-
ments to support real-time operation monitoring. Their role includes:

• Monitoring reverse power flows from DERs: With increasing DER penetration, the tra-
ditional assumption of unidirectional power flow becomes inadequate. Bidirectional
flows and voltage rise must be addressed to avoid protection miscoordination and
voltage control issues [66,67]. D-PMU phase angle data are crucial to determine the
direction of power flows.

3.2.2. Event Detection

Events of interest in distribution networks include sinusoidal and non-sinusoidal
transients in voltage and current waveforms caused by faults, topology changes, load
behaviors, and source dynamics. Examples include voltage sags, voltage rises, fault
currents, and oscillations in voltage and frequency. D-PMUs enable rapid detection and
characterization of these events, supporting corrective action and impact assessment [28].

Traditional detection methods can identify certain disturbances but fail to capture all
event types. By contrast, D-PMUs provide more detailed information for both fault detec-
tion and classification [68,69]. Recent approaches also combine model-based localization
and data-driven classification to improve event analysis in distribution systems. For exam-
ple, µ-PMU-based methods have been proposed to locate the source of events in power
distribution systems, while graph-neural-network-based classifiers have been developed
for event classification and region identification in active distribution grids [70,71].

The modernization of distribution systems also requires automated analysis of large
data volumes produced by sensors to enhance operator responsiveness. In this context,
µ-PMU-based event categorization frameworks and learning-based classifiers have been
reported for frequency events and other distribution-grid disturbances [69,71,72].
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Voltage Fluctuation Detection

Voltage fluctuations correspond to sudden, noticeable variations in RMS voltage
levels, often due to motor starting events or DER output variability. High penetration
of DERs, particularly in weak rural or residential networks, introduces unpredictable
voltage variations in both steady-state and dynamic conditions. Such fluctuations may
cause voltage instability, requiring reactive compensation or energy storage support. D-
PMUs enable real-time monitoring of system performance, especially under high DER
penetration [73,74].

3.2.3. Ancillary Operation

The high resolution of D-PMU measurements allows for detailed observation of tran-
sient dynamics in distribution operations, such as microgrid reconnection, load switching,
and capacitor bank integration [38].

Economic Dispatch

Real-time Optimal Power Flow (OPF) and economic dispatch determine the output
of DERs to minimize operational cost or achieve other objectives. However, OPF in dis-
tribution systems must consider asymmetries, requiring nonlinear and non-convex AC
OPF models that are computationally difficult to solve. Recent advances in semidefinite
programming and second-order models show promise for radial networks, though they
become invalid in meshed topologies [75].

An alternative approach involves data-driven linearization methods that directly
access sensitivities between decision variables [76]. With D-PMU data, including real-time
DER outputs, voltage stability indices, and line ratings, robust OPF and dispatch-oriented
operational strategies can be developed. Recent work has shown that distribution-level
PMU measurements can support online management of active and reactive power sources
in smart distribution systems; however, this research area is still relatively limited within
the broader distribution-level literature [77]. Table 3 present a comparison of traditional
and emerging distribution networks with D-PMUs.

Table 3. Comparison of traditional and emerging distribution networks with D-PMUs.

Application
Traditional

Distribution
Network

Distribution
Network with

D-PMUs

State estimation × ✓
Fault detection and localization ✓ ✓
Topology verification × ✓
Monitoring DER output and reverse power flows × ✓
Higher accuracy × ✓
Phase angle measurements × ✓
Harmonic state estimation × ✓

3.2.4. Cross-Study Quantitative Synthesis

Although the reviewed studies are heterogeneous in feeder size, objective function,
deployment density, and evaluation metric, the reported numerical evidence still reveals
several recurring trends. First, sparse but strategically placed uPMUs can produce mea-
surable reliability gains. Agudo et al. reported that the installation of only two uPMUs
reduced annual energy not supplied by 13.84% in a 39-bus system and by 24.96% in a
real 962-bus feeder, while also reducing SAIDI by 20.36% in the real feeder [78]. Second,
D-PMU-informed monitoring and estimation can materially improve feeder performance
when Distributed Generation is integrated strategically. Khanam et al. reported power-
loss reductions of 81.044% in a 33-bus feeder and 79.256% in a 69-bus feeder [44]. Third,
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D-PMU-supported fault analytics can achieve very high predictive performance under
DER-rich conditions. Siddique et al. obtained 99.46% accuracy for fault classification,
99.39% accuracy for fault-section identification, and a fault-location error of only 0.9% [79].
These results do not justify universal deployment, but they consistently indicate that the
strongest gains appear when D-PMUs are linked to clearly defined objectives such as
reliability improvement, model validation, voltage supervision, and disturbance diagnosis.
Table 4 briefly summarize recent D-PMU-related results.

Table 4. Cross-study quantitative synthesis of recent D-PMU-related results.

Study System/Context Task Key Quantitative Result Decision-Oriented Interpretation

Agudo et al. [78] 39-bus system and real
962-bus feeder

Reliability-oriented
uPMU placement

13.84% reduction in annual energy not
supplied in the 39-bus case, 24.96%
reduction in the real feeder, 20.36%
reduction in SAIDI in the real feeder

Sparse placement can be justified
when reliability metrics, rather than
observability alone, drive the
investment decision

Khanam et al. [44] 33-bus and 69-bus active
distribution feeders

PMU-based voltage estimation
and DG integration assessment

81.044% loss reduction in the 33-bus
feeder and 79.256% in the
69-bus feeder

D-PMU-informed supervision can
become highly valuable when
voltage management and DG
integration are
dominant constraints

Siddique et al. [79] PMU-equipped active
distribution network

Fault classification, fault-section
identification, and location

99.46% fault classification accuracy,
99.39% section identification accuracy,
0.9% fault-location error

D-PMU streams are particularly
attractive when protection and
event diagnosis require high
discriminatory power

4. Emerging Perspectives on D-PMUs in Distribution Networks
The rapid evolution of distribution networks requires not only technological advances

in monitoring and control but also consideration of cybersecurity, interoperability, regu-
latory frameworks, advanced analytics, and resilience. This part expands the discussion
toward broader perspectives that are shaping the adoption of D-PMUs. Recent publications
have expanded the discussion of D-PMUs beyond measurement accuracy alone and have
connected them with broader issues of cybersecurity, resilience, interoperability, and data
intelligence. Jimada-Ojuolape et al. [80] analyzed cybersecurity challenges in PMU-based
cyber-physical power networks, making it clear that synchrophasor infrastructures must
now be evaluated against attack-resilience and monitoring-performance criteria. Mejia-
Ruiz et al. [81] extended this line of discussion to DER-rich power systems, showing that
cybersecurity concerns become even more complex when large numbers of distributed
resources are integrated into operational and communication layers. Sun et al. [82] studied
virtual-power-plant-based DER monitoring using protocol-level communication design,
which is relevant for understanding how D-PMUs may fit into interoperable and distributed
monitoring architectures. Tang et al. [83] reviewed resilience enhancement in active distri-
bution networks and highlighted the value of high-quality synchronized measurements for
fault location and restoration under extreme conditions. Finally, Al Khafaf et al. [84] showed
that modern distribution operations are increasingly moving toward data intelligence, in
which high-resolution measurements, Machine Learning, and digital representations of the
grid are combined to support low-carbon and adaptive operations. These studies indicate
that future D-PMU research should be framed within a broader context encompassing
secure communication, resilient operation, and intelligent data use.

4.1. Cybersecurity and Data Privacy

High-rate synchrophasor streams from D-PMUs expand the attack surface in dis-
tribution domains, where False-Data Injection (FDI) and availability attacks can corrupt
state estimates, mislead protection, or blind operators during disturbances. Recent re-
views and testbed studies show that coordinated, temporally consistent FDI can bypass
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naive residual tests and Machine Learning (ML) detectors, especially when attacks exploit
spatial–temporal correlations among feeders [85,86].

Countermeasures include secure encapsulation of IEEE Std C37.118.2-2024 frames [87]
or IEC/TR 61850-90-5:2012 messages [88], keyed time-synchronization integrity, and teleme-
try whitelisting; however, latency budgets at D-PMU rates constrain heavyweight cryptog-
raphy and motivate edge analytics co-located with measurement devices [26]. Standards
and guidance adopt layered defenses: IEEE Std C37.118.1-2011 defines synchrophasor
measurement requirements [89], IEEE Std C37.118.2-2024 specifies synchrophasor data
transfer formats [87], while IEC 62351-3:2023 and IEC 62351-6:2020 provide security profiles
for TCP/IP-based protocols and IEC 61850-based communications [90,91]. These mech-
anisms are typically implemented through IEC 61850-based substation communication
stacks [92]; practical deployments still report gaps in scalable key management and secure
time distribution [93].

The recent literature also shows that the cybersecurity discussion for D-PMUs must
explicitly include GPS/GNSS synchronization threats. Jimada-Ojuolape et al. [80] identified
time synchronization manipulation as a major attack class in PMU-based cyber-physical
power networks and argued that PMU-specific security studies must distinguish these
threats from broader SCADA-oriented cyber risks. Bhattacharya et al. [94] further showed
that Time Synchronization Attacks (TSAs) can alter voltage and current phasor information
by spoofing GPS-based time stamps, and they proposed a two-stage defense based on LSTM
detection and spline-interpolation correction validated on IEEE 9-, 14-, and 57-bus systems
together with a real-time testbed. In a more estimation-oriented direction, Hua et al. [95]
formulated GPS spoofing as a PMU phase-angle falsification problem and proposed a joint
maximum a posteriori and maximum likelihood method that detects attacked PMUs while
improving secure state estimation under mixed measurements.

These recent studies suggest that the most immediate progress in research is occurring
in time-stamp-aware detection, correction, and robust estimation rather than in widely
adopted time-authentication protocols since formal time-authentication protocols remain
less mature or less widely adopted in the distribution PMU context. Thus, a realistic
conclusion is that PMU cybersecurity for DER-rich distribution systems still needs stronger
work on trusted time distribution, GNSS-spoofing-resistant synchronization architectures,
and bad-data detection methods designed specifically for timing inconsistencies rather than
amplitude anomalies only. Emerging research priorities therefore include real-time anomaly
detection with low false alarms under nonstationary DER regimes, attack-robust DSSE
formulations using physics-aware priors, and privacy-preserving collaborative detection
across utilities with minimal raw data sharing.

4.2. Standardization and Interoperability

Interoperable D-PMU ecosystems hinge on aligning measurement, transport, and
interconnection standards with distribution realities (unbalance, frequent topology changes,
single/dual-phase laterals). IEEE Std C37.118.1 defines synchrophasor, frequency, and rate-
of-change-of-frequency measurement requirements, whereas IEEE Std C37.118.2 specifies
the real-time transfer of synchrophasor data between PMUs, PDCs, and related applications.
In parallel, IEEE Std 1547-2018 [96] establishes technical and interoperability requirements
for DER interconnection with electric power systems, and IEC/TR 61850-90-5 [88] provides
routable IEC 61850 profiles for synchrophasor communication in monitoring, protection,
and control applications [87,89]. Multi-vendor field experience highlights incompatibilities
in time tagging, rate adaptation, and data quality flags that degrade analytics when M-
class and P-class devices coexist; interoperability testbeds recommend vendor-neutral
configuration and harmonized quality codes across PDC layers [4]. Time synchronization
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remains a dominant source of error in heterogeneous environments: GPS vulnerabilities
and variable PTP (IEEE 1588-2019) [97] performance over packet networks can yield tens-
to-hundreds of microseconds of skew, materially biasing angle-based applications unless
monitored and bounded in the data quality pipeline [93]. Although IEEE C37.118 and
related communication frameworks remain the main reference standards for synchrophasor
measurement and transfer, their direct use in distribution systems is not trivial. Distribution
feeders present stronger phase unbalance, higher harmonic distortion, frequent topology
changes, and converter-dominated dynamics that may deviate from the quasi-sinusoidal
assumptions used in standard synchrophasor reporting. For this reason, future work
should not only pursue wider adoption of existing standards, but also clarify whether
distribution-oriented performance classes, reporting rates, and data-quality descriptors are
needed for D-PMU applications in DER-rich feeders.

4.3. Economic and Regulatory Perspectives

Cost–benefit for D-PMU deployment must account for device and installation costs,
communications (often the largest line item), data platforms, cybersecurity, and analytics
staffing, against benefits that accrue via faster fault location, improved hosting-capacity
assessment, reduced SAIDI/SAIFI, and deferred capital through tighter operational limits.
Reviews of PMU planning show that value concentrates at feeder heads, DER interties,
and switching points where phasor angles most improve observability; optimization that
co-designs placement with target applications yields better returns than uniform densifica-
tion [4]. Regulators increasingly evaluate grid-modernization proposals with structured
benefit–cost frameworks; documentation of verified operational gains from pilots, together
with performance metrics (restoration time reduction, voltage complaint rates), strength-
ens filings and aligns with performance-based regulation incentives. Remaining barriers
include small-utility capital constraints and challenges monetizing cross-functional data
value; shared cloud/edge platforms and regional data collaboratives are emerging to
reduce fixed costs [98].

From an economic perspective, Mohamed et al. [99] showed that µ-PMU placement can
be formulated jointly with customer interruption costs, power losses, and communication
infrastructure costs. This is relevant for regulatory evaluation because it suggests that the
value of D-PMUs should be assessed through operational and reliability gains, not only
through device cost. Agudo et al. [78] showed that the installation of only two uPMUs
reduced the annual energy not supplied by 13.84% in a 39-bus system and by 24.96%
in a real 962-bus feeder, while also reducing SAIDI by 20.36% in the real feeder. These
results indicate that the economic value of D-PMUs can be linked directly to reliability
improvement rather than only to observability gains. In a broader instrumentation context,
Wu et al. [43] demonstrated that joint optimization of PMUs and dual-use line relays can
reduce overall configuration cost while preserving state-estimation accuracy and lowering
load-loss rates after faults, which supports the argument that measurement deployment
should be co-designed with operational objectives.

Recent work on distribution-grid digitalization also strengthens the regulatory and
cost-benefit perspective. Monaco et al. [100] identified barriers to distribution-grid digi-
talization through interviews with 21 DSO experts and showed that economic, regulatory,
organizational, and technical constraints still prevent large-scale rollout of advanced digital
infrastructure. Vilaplana et al. [101] proposed a dynamic cost-benefit analysis framework
and showed that static methods can incorrectly produce negative net present values,
whereas dynamic modeling that includes reinvestment and operational feedback can lead
to positive net present values for digitalization projects. In a companion Applied Energy
study, Vilaplana et al. [102] used Portuguese DSO and NRA data from 2012 to 2021 and
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found that digital investments improved reliability by about 1.7%, compared with about
0.18% for conventional grid investments, while the impact on end-user tariffs remained
limited at about 0.07% for digitalization compared with about 0.24% for grid investments.
These findings are directly relevant for regulatory filings because they show that digital
monitoring investments may produce measurable quality-of-supply benefits with modest
tariff effects.

A complementary regulatory perspective is provided by Rodriguez-Perez et al. [103],
who proposed a set of digitalization indicators for European distribution systems and
argued that regulators need measurable indicators of sensors, connectivity, data processing,
and digital culture in order to evaluate whether grid digitalization is progressing effectively.
Taken together, these studies support a more quantitative formulation of the economic argu-
ment: the value of D-PMUs is strongest when deployment is linked to identifiable reliability
or operational improvements, when instrumentation is optimized jointly with protection
and estimation needs, and when regulators assess digital investments with dynamic and
transparent benefit-cost frameworks instead of purely static capital comparisons.

From a practical deployment perspective, the relevant question is not whether in-
stalling more D-PMUs is inherently advantageous, but whether a specific instrumentation
arrangement reduces uncertainty at the locations that govern operational performance.
In most distribution feeders, the first justifiable deployment stage is a targeted configu-
ration, typically located at the feeder head, major DER interconnection points, switching
locations, and microgrid boundaries. This arrangement is particularly suitable when the
main objective is to support state estimation, supervise reverse power flow, characterize
events, or validate feeder models. A second stage corresponds to intermediate feeder
coverage, in which additional devices are installed near voltage control equipment, critical
laterals, or energy storage interfaces, especially when the feeder is subject to frequent
topology changes or pronounced DER variability. By contrast, dense deployment across
the entire feeder is generally more appropriate for research platforms, high-value industrial
microgrids, or highly digitalized systems in which the expected operational benefits justify
the added burden associated with communications, cybersecurity, data management, and
maintenance. Under this interpretation, deployment scale, sensor configuration, and cost
benefit assessment should be conceived jointly with the intended application, rather than
treated as separate design decisions.

To make this practical interpretation explicit, Figure 8 summarizes a decision-
oriented framework.

4.4. Integration with Advanced Data Analytics and AI

D-PMU data enable AI across the distribution life cycle: physics-informed learning
and graph neural models improve DSSE under unbalance and sparse metering; spatio–
temporal deep detectors (CNN–LSTM, transformers) flag anomalies and cyberattacks with
millisecond latency; and short-term forecasting fuses phasors with weather/AMI for DER
and load anticipation [58,86,104]. Reviews indicate that robust performance depends on
curated, labeled datasets capturing topology changes, inverter dynamics, and event ground
truth; synthetic augmentation from co-simulators and digital twins can mitigate data
scarcity and class imbalance [98]. Edge deployment of compact models on D-PMU plat-
forms reduces bandwidth and latency, while cloud backends support model retraining and
fleetwide drift monitoring [26]. Future research should move beyond generic references to
Artificial Intelligence and focus on architectures that explicitly exploit feeder topology and
physical constraints. Graph-based learning methods are well suited to D-PMU applications
because distribution systems are naturally graph-structured and spatial correlations across
buses are central to DSSE, anomaly localization, and topology verification. In parallel,
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physics-informed neural networks offer a promising route to combine sparse measurements
with Kirchhoff-based consistency, which is especially valuable in unbalanced feeders with
limited instrumentation. The most promising direction is therefore not purely black-box
learning, but hybrid physics-aware models trained with D-PMU, AMI, and SCADA data
under topology changes and DER variability.

Step 1. Define the application context
Operational objective, feeder conditions, infras-

tructure readiness, and economic constraint

Operational objective
DSSE, event detection, model

validation, protection, re-
verse power flow supervision

Feeder conditions
DER penetration, topology vari-

ability, critical nodes, voltage
sensitivity, microgrid boundaries

Readiness and constraint
Communication quality, time
synchronization, data quality,

cybersecurity capability, budget

Step 2. Is synchronized
phase-angle visibility essential?

Targeted deployment
Feeder head, major DER inter-
connection points, switching

locations, microgrid boundaries
Use case: DSSE support, model

validation, event characterization
Step 3. Are communication,
synchronization, and bud-
get conditions sufficient
for wider deployment?

Intermediate coverage
Add voltage control equipment,

critical laterals, storage interfaces
Use case: variable feeders, topology
changes, stronger DER variability

Dense deployment
Full or near full

feeder instrumentation
Use case: research platforms, industrial
microgrids, highly digitalized systems

Step 4. Select the analytical strategy
Classical model-based methods for structured feeders, hybrid

data fusion for heterogeneous measurements, learning-assisted
analytics for sparse or noisy data, and physics-aware or edge

intelligence for fast inference under operational constraints

No

Yes

Moderate High and justified

Figure 8. Decision-oriented framework for selecting D-PMU deployment scale and analytical ap-
proach in DER-rich distribution networks, based on application context, synchronized measurement
needs, infrastructure readiness, and economic justification.

From an engineering standpoint, two distinct AI paradigms should be separated. In
data-replacing-model approaches, the learning model attempts to estimate feeder states,
classify events, or infer control actions directly from measurement patterns, with reduced
reliance on explicit network equations. These methods are attractive when models are
incomplete or when inference speed is a priority, but they are more vulnerable to domain
shift, topology changes, and limited extrapolation beyond the training data. In data-
enhancing-model approaches, Artificial Intelligence supports a physics-based core by
improving pseudo-measurements, estimating missing variables, accelerating optimization,
or screening anomalies before a model-based estimator is executed. This second family
is generally more compatible with power-system requirements because Kirchhoff-based
consistency, voltage limits, current limits, phase coupling, and topology dependence remain
rigid constraints that cannot be ignored. For D-PMU applications, the most promising
direction is therefore not unrestricted black-box prediction, but constrained and hybrid
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architectures in which data-driven components improve speed and robustness while the
physical model preserves feasibility and interpretability.

4.5. Resilience and Blackout Prevention

During extreme events, high-rate, time-aligned D-PMUs provide early instability
indicators, validate switching and DER dispatch, and support controlled islanding with
microgrids. Case syntheses show improvements in fault location accuracy and restoration
sequencing when phasor angles guide feeder reconfiguration and reconnection checks,
reducing customer minutes of interruption and avoiding inadvertent trips [4]. Edge-
processed synchrophasors sustain situational awareness under partial communications loss,
while anomaly detection hardens operations against concurrent cyber disturbances; resilient
architectures pair local screening with central confirmation to maintain observability even
under degraded links [85]. Recent resilience-oriented studies have also explored restoration
resources beyond conventional feeder automation. For instance, Sui et al. [105] proposed a
scheduling strategy for mobile rail generators that ensures an uninterrupted power supply
during transit, using the traction power system as an energy-transfer channel between
post-disaster islanded distribution systems. Although this work is not centered on D-
PMUs, it is relevant to the broader resilience context by illustrating the growing need
for high-quality situational awareness and coordinated control in restoration-oriented
distribution operations.

4.6. Field Deployments and Case Studies

Recent deployments report hundreds of distribution-level synchrophasors integrated
with ADMS/PDC stacks, with a focus on feeder-head installations, DER interconnections,
and microgrid tie points. Reported lessons include prioritizing time-sync monitoring,
quality code harmonization, communication backhaul design, and application-driven
placement; quantitative studies document faster fault localization and improved power-
quality analytics when D-PMU data are fused with AMI and line sensors [4,8]. Open
hardware/software prototypes demonstrate the feasibility of edge processing, secure
streaming, and local analytics for resilience and cost control in real feeders [26].

Other case studies indicate that the most credible progress in distribution-level syn-
chrophasor deployment is being achieved through a combination of real-feeder validation,
field experience, and deployment-oriented testing platforms rather than through purely
conceptual studies. For example, Agudo et al. reported a utility-oriented placement study
validated on a real 962-bus feeder from an Ecuadorian distribution company, showing that
the deployment of only two uPMUs reduced annual energy not supplied by 24.96% on
the real feeder and by 13.84% on a 39-bus system. These results are relevant because they
connect synchrophasor placement directly with a utility reliability index instead of limiting
the analysis to observability only [78].

Additional evidence from field operation is provided by Vanin et al., who evaluated
DSSE-based parameter estimation and network model validation on three real Belgian
low-voltage feeders using actual smart-meter measurements and DSO data. In their case,
the studied network had 100% smart-meter coverage, which allowed the authors to show
that DSSE-based procedures can effectively operate under real-life conditions and provide
practical lessons for model validation in distribution systems [48].

From a deployment and commissioning perspective, Bai et al. described the case of the
Lingang New City Grid in Shanghai and developed a portable multifunctional uM-PMU
test master capable of evaluating 15 different test items, including voltage magnitude
accuracy, phase-angle accuracy, frequency accuracy, active power accuracy, reactive power
accuracy, and dynamic step responses. Their study is particularly relevant because it
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addresses the practical testing and maintenance layer required for broader utility adoption,
and it explicitly considers installation scenarios such as 35 kV substations, 10 kV switching
stations, overhead lines, renewable access points, and EV charging stations [106].

Case studies oriented toward operational analytics also report strong quantitative
gains. Siddique et al. proposed a PMU-equipped fault-diagnosis framework for active
distribution networks with Distributed Generation and obtained 99.46% accuracy for
fault classification, 99.39% accuracy for fault-section identification, and a fault-location
error of only 0.9%. Although this study was carried out in a real-time digital simulator
environment, its results are relevant for distribution applications because they explicitly
incorporate Distributed Generation uncertainty and PMU-based measurements [79].

Likewise, Khanam et al. analyzed PMU-based voltage estimation and distributed-
generation effects in active distribution networks using 12-bus, 33-bus, and 69-bus case
studies. Their results showed power-loss reductions of 81.044% in the 33-bus system and
79.256% in the 69-bus system relative to the base case, illustrating that PMU-informed
planning and monitoring can materially improve network performance when Distributed
Generation is integrated strategically [44].

Taken together, these recent studies suggest three practical lessons. First, public ev-
idence from real utility deployments is still limited, but real-feeder and field-experience
papers are beginning to appear. Second, deployment value is strongest when D-PMUs are
tied to concrete operational objectives such as reliability improvement, model validation,
fault diagnosis, and renewable integration. Third, testing infrastructure, calibration capabil-
ity, and data-quality assurance are emerging as prerequisites for moving from pilot studies
to broader utility-scale implementation.

4.7. Emerging Trends in Edge and Cloud Integration

Architectures are converging on hybrid edge and cloud designs, where edge PMU
platforms perform encryption, compression, time-synchronization, and first-stage event or
FDI screening, while cloud or utility data centers host scalable storage, fleet analytics, and
digital twins for planning and operations [26,98].

This trend is especially relevant for D-PMU deployment because the practical limi-
tation is not only the sensing device itself, but also the communication required to move
synchronized data with bounded latency and jitter. For high-speed applications such as
islanding detection, dynamic protection logic, and transient event characterization, hybrid
edge and cloud coordination can reduce bandwidth stress and improve resilience under
partial communication loss [4].

5. Conclusions
This review examined the role of D-PMUs in DER-rich distribution networks from

a decision-oriented perspective. The strongest present value of D-PMUs does not arise
from universal deployment, but from targeted use cases in which synchronized phase-
angle measurements materially improve feeder observability, such as DSSE enhancement,
reverse-power-flow supervision, disturbance characterization, feeder model validation, and
microgrid coordination. The literature consistently suggests that D-PMUs are most justified
when placement is tied to a clearly defined operational objective and when the benefits
of improved visibility can be connected to reliability, voltage supervision, protection, or
control performance.

A critical list of challenges emerges from the reviewed studies. The first challenge is
the persistence of data silos across SCADA, AMI, IEDs, and D-PMU infrastructures. The
second is heterogeneous multi-rate data fusion, which complicates real-time estimation
and validation. The third is synchronization integrity, especially under GPS or GNSS
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vulnerability and communication uncertainty. The fourth is the limited number of pub-
licly documented field deployments and open benchmark datasets, which restricts fair
comparison across methods. The fifth is weak interoperability across platforms, vendors,
and communication layers. The sixth is the difficulty of economically justifying dense
deployment in conventional feeders. The seventh is the gap between algorithmic accu-
racy reported in the literature and measurable value for operators and regulators in daily
practice. These challenges define the main research gaps.

Future work should prioritize application-driven placement methods that explicitly
incorporate reliability and economic criteria; hybrid estimation architectures that combine
D-PMUs with AMI and SCADA under missing or delayed data; physics-aware learn-
ing methods that preserve electrical feasibility; cyber-secure synchronization and edge-
processing schemes; and real-feeder validation protocols that connect technical metrics
with operational outcomes. In the short term, the priority should be selective deployment
at feeder heads, DER interconnection points, switching locations, and microgrid bound-
aries. In the medium term, attention should shift toward hybrid edge-and-cloud analytics,
interoperable data architectures, and robust benchmark datasets. In the longer term, the
field should advance toward utility-grade digital twins and standardized evaluation frame-
works that allow D-PMU investments to be judged by demonstrable engineering value
rather than by device novelty alone.
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Acronyms
The following acronyms are used in this manuscript:

Acronym Meaning
AC Alternating Current
ADMS Advanced Distribution Management System
AI Artificial Intelligence
AMI Advanced Metering Infrastructure
CNN Convolutional Neural Network
DER Distributed Energy Resource
DG Distributed Generation
D-PMU Distribution Phasor Measurement Unit
DSO Distribution System Operator
DSSE Distribution System State Estimation
EV Electric Vehicle
FDI False-Data Injection
GNSS Global Navigation Satellite System
GPS Global Positioning System
HSE Harmonic State Estimation
IED Intelligent Electronic Device
IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Engineers
ML Machine Learning
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OPF Optimal Power Flow
PDC Phasor Data Concentrator
PMU Phasor Measurement Unit
PTP Precision Time Protocol
ROCOF Rate of Change of Frequency
SAIDI System Average Interruption Duration Index
SAIFI System Average Interruption Frequency Index
SCADA Supervisory Control and Data Acquisition
SPMS Synchronous Phasor Measurement System
T-PMU Transmission Phasor Measurement Unit
WAMS Wide Area Measurement System
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