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Abstract

This paper presents a systematic methodology for identifying and integrating safety and
security requirements in autonomous driving systems, demonstrated through the case of
an autonomous intersection. The study focuses on modeling the intelligent intersection
using the MBSE Grid Framework, the SysML modeling language, and the Cameo Systems
Modeler tool. Two specific use cases are modeled to illustrate the system’s functionality. A
multidisciplinary approach is developed to incorporate safety and security requirements
into the system model, combining theoretical foundations with practical implementation
techniques. The methodology includes both a generalizable framework and domain-
specific strategies tailored to autonomous driving. The proposed approach is applied
and critically evaluated using the intelligent intersection as a case study. By extending
SysML to systematically address safety and security concerns, the work contributes to the
development of safer and more efficient autonomous transportation systems. The results
provide a foundation for future research and practical applications in the field of intelligent
mobility and cyber–physical systems.

Keywords: MBSE; safety; security; systems; autonomous driving; intersection

1. Introduction
The rapid and continuous development of the automotive industry, particularly in

the field of autonomous driving, holds considerable potential for transforming the entire
mobility and transport infrastructure. This ongoing technological change goes beyond
vehicle automation itself and encompasses the entire mobility ecosystem, in which intelli-
gent transport systems are starting to take an ever more significant role. These systems are
increasingly recognized as relevant actors of this transformation, as they promise to improve
traffic management, reduce congestion, and increase overall efficiency, while also improving
the safety and well-being of all road users, including drivers, passengers, pedestrians, and
cyclists. Despite these advances, the increasing complexity and interconnectivity of such
systems introduce significant challenges in the domains of safety and security. This paper
addresses these issues by presenting a structured approach for identifying and analyzing
safety and security requirements for an autonomous intersection system.

To meet this need, the paper introduces a methodology grounded in Model-Based
Systems Engineering (MBSE) and based on the guiding normative Safety and Security
standards of the automotive field, with the aim of facilitating the systematic identification,
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classification, and iterative refinement of safety and security requirements of intelligent
interaction systems. By combining the structured perspective afforded by the MBSE Grid
with a method-specific tailoring, the proposed method enables the systematic identification,
classification, and iterative refinement of safety and security requirements across multiple
abstraction layers. The findings and methods discussed in this paper are intended to
advance current practices in safety and security engineering for autonomous in-tersection
systems and to provide a foundation for future research on scalable, standards-aligned
MBSE-based methods in intelligent transportation systems.

2. State of the Art
2.1. Systems Engineering

Autonomous intersections require systematic coordination of complex interactions
among vehicles, pedestrians, and cyclists. Systems Engineering (SE) provides an interdisci-
plinary framework for developing such systems, integrating requirements management,
analysis, testing, and validation with project coordination [1]. The V-Model, a structuring
framework that enables and supports the application of SE methodologies, aligns develop-
ment phases with corresponding tests in a V-shaped process [2], as defined in VDI 2206 [3].
It comprises design (requirements, architecture, specification), implementation (develop-
ment), and validation (testing from components to full system), ensuring traceability and
system integrity [4].

2.1.1. Model Based Systems Engineering

MBSE represents a paradigm shift from traditional Systems Engineering by replacing
document-centric processes with model-driven development [5]. According to INCOSE,
MBSE formalizes modeling to support requirements, design, analysis, verification, and
validation throughout the system lifecycle. Central to MBSE are system models, which offer
interdisciplinary insights and guide development activities [6]. These models encompass
system requirements (functional and non-functional), architecture (hardware, software,
data flow), and behavior (responses to inputs, output generation), enabling simulation and
analysis to validate functionality [7]. MBSE is grounded in system theory and structured
around three elements: language, tool, and method. The method defines the modeling
framework and scope, the language provides formal syntax and semantics, and the tool
enables model creation and analysis [8].

2.1.2. MBSE Grid Method

The MBSE-Grid approach by Morkevičius et al. provides a structured method for
modeling systems and requirements using SysML. Based on analyses of established MBSE
frameworks [9], it organizes system modeling into a matrix where rows represent ab-
straction levels (Problem and Solution) and columns correspond to the four MBSE pillars:
Requirements, Behavior, Structure, and Parametrics [10]. The Problem domain includes
a Blackbox view (stakeholder needs, system context, use cases, MoEs) and a Whitebox
view (system requirements, functional analysis, subsystem behavior, logical interfaces).
The Solution domain defines the implementation layer: component-level requirements,
structure, behavior, and parameters [10]. The MBSE-Grid, shown in Figure 1, enhances
clarity, cross-domain collaboration, and cost-efficiency but requires modeling expertise
and tool proficiency. For the autonomous intersection case, the framework was adapted:
“Logical Subsystem Communication” → “Logical Architecture”, “Component Assembly”
→ “Component Structure”, and the “Parametrics” pillar was omitted. The modified grid
structures system modeling across three levels: the full intersection system, its subsystems,
and individual components [10].
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Figure 1. MBSE-Grid approach [10].

2.2. Safety and Security Engineering

Advancing technologies have increased system complexity, particularly in au-
tonomous mobility, where vehicles, infrastructure, and communication networks form
cyber–physical systems (CPSs). CPSs integrate software, hardware, and mechanical com-
ponents to link digital and physical domains, requiring meticulous planning and imple-
mentation to avoid safety-critical failures [11]. In highly automated driving, Safety and
Security are critical, interrelated aspects, defined, respectively, by ISO 26262 and ISO/SAE
21434 [12–14]. Safety addresses physical safety and accident prevention through functional
reliability, hazard analysis, risk mitigation, and robust system design [13,15]. Safety engi-
neering involves secure hardware, redundancy, validation, and testing to prevent failures.
Security, in contrast, protects against intentional threats such as cyberattacks or data ma-
nipulation. Security engineering ensures system confidentiality, integrity, and availability
through threat identification, risk assessment, and countermeasure implementation as
defined in ISO/SAE 21434 [12,14,16]. Both disciplines are essential for the safe, resilient
operation of autonomous transportation systems. Safety and Security as a concept has
the aim to protect relevant assets against failures (safety) and threats (security) by elim-
inating vulnerabilities, thus minimizing the risk of a malfunction or compromise of the
system [17–19].

2.2.1. Requirements Engineering for Safety and Security

In cooperative highly automated driving, the integration of Safety and Security is es-
sential to ensure traffic participant safety, vehicle protection, and system integrity. Treating
these aspects in isolation neglects interdependencies and impairs development efficiency.
Instead, consistent, traceable, and testable handling of Safety and Security requirements
requires integrated, methodical approaches [20]. Methods such as Common Criteria from IT
security can be adapted to automotive contexts, supported by semiformal specifications and
toolchains to manage complexity. Interdependencies must be addressed early in require-
ments elicitation and maintained throughout the development lifecycle—including design,
implementation, and continuous risk monitoring. The Safety and Security engineering
process can be effectively aligned with the V-Model [20].

2.2.2. Safety Engineering Methods

HARA [13] identifies and evaluates hazards early in development to define safety
goals and derive Automotive Safety Integrity Levels (ASIL A–D), based on severity, proba-
bility, and controllability. FMEA [21] systematically detects potential failure modes, their
causes and effects, and prioritizes mitigation actions through structured steps—planning,
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functional analysis, risk evaluation, and optimization—documented in a standard form.
FTA [22] applies a top-down deductive approach, mapping fault logic from a top event to
basic causes using AND/OR gates. It supports both qualitative and quantitative risk analy-
sis by propagating failure probabilities through the tree [13]. HAZOP [23,24] uses guide
words (e.g., “more”, “less”, “none”) and parameters (e.g., pressure, flow) to systematically
identify process deviations, their causes, and impacts. While resource-intensive, it excels at
uncovering hidden hazards in industrial systems.

2.2.3. Security Engineering Methods

Threat Modeling, developed by Microsoft, is a structured approach for identifying
and mitigating software security risks throughout development [25]. It models application
architecture, data flows, and trust boundaries, and uses the STRIDE framework (Spoofing,
Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege)
to categorize threats. The SDL Threat Modeling Tool supports developers in automating and
managing threat identification. Threat modeling is iterative and supports both proactive
and reactive security strategies [25]. TARA is a systematic method for cyber risk analysis,
structurally aligned with the ISO 26262 HARA process. It involves identifying assets,
threats, and operational scenarios, followed by risk evaluation and the assignment of
cybersecurity levels analogous to ASILs. Final steps include defining cybersecurity goals
based on prioritized risks [14,26].

2.2.4. MBSE Based Approaches to Safety and Security Engineering

Recent research highlights the application of Model-Based Systems Engineering
(MBSE) methods for eliciting and validating safety and security requirements in au-
tonomous intersection systems, yet also reveals significant gaps, as shown in Table 1.

Table 1. Information management of the method.
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Nolte et al. [19] - + + + + + - +
Wuthishuwong

et al. [27] + - + - - + - -

Wang et al. [28] + + + - + + + -
Japs et al. [29] - + + + + + - +

Mažeika & Butleris
(2020a) [30] - + + + + - - -

Mažeika & Butleris
(2020b) [31] - + - + + - - +

Piątek et al. [32] - + + + + - - +

Early contributions, such as Wuthishuwong et al., used discrete mathematical models
integrated with vehicle-to-infrastructure (V2I) communication to plan collision-free tra-
jectories, demonstrating how formalized system models can be used to derive and verify
basic safety properties like collision avoidance and minimal stops [27]. More recent efforts
by Wang et al. employ SysML to model the architecture of cyber–physical intersection
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systems, incorporating Failure Mode and Effects Analysis (FMEA) into the MBSE workflow
to identify system-level failure modes and refine the architecture accordingly [28]. These
studies show growing MBSE maturity but primarily focus on safety in relatively controlled
intersection environments. Security requirements—especially those arising from adver-
sarial threats—are less frequently modeled and often handled separately from safety. To
address this, Japs et al. introduced the SAVE method, integrating safety and security co-
engineering through SysML-based workshops to identify security threats that can impact
safety early in the design process [29]. Mažeika and Butleris further extended SysML with a
security profile to enable systematic modeling of threats, controls, and mitigations, yet their
framework, MBSEsec, was validated only on in-vehicle systems rather than infrastructure
or intersection contexts [30]. In addition to MBSEsec, Mažeika and Butleris also proposed a
UML-based security profile that conforms to common cybersecurity standards and allows
integration of security analysis into MBSE workflows [31]. Their approach focuses on align-
ing security requirements engineering with SysML through a dedicated profile structure
and has been demonstrated using a hybrid vehicle case study. However, this method, too,
has not yet been applied to intersection-level infrastructure or evaluated in safety–security
co-engineering contexts. Piątek et al. propose embedding cybersecurity patterns such as
intrusion detection directly into MBSE safety models, demonstrating how reusable security
elements can be integrated without compromising safety-critical functions, though again,
the case studies remain centered on single-vehicle systems like emergency braking [32].
Nolte et al. contribute an MBSE-based method that explicitly aligns functional safety and
cybersecurity requirement elicitation with ISO 26262 and ISO/SAE 21434 standards. Using
SysML and the CAMEO environment, they develop a structured metamodel built on the
MagicGrid framework and demonstrate its applicability through a case study in the auto-
motive domain [13,14,19]. Although the method enhances traceability and harmonization
between safety and cybersecurity goals, it remains focused on E/E system-level modeling
and lacks domain-specific validation for intersection scenarios. Overall, despite promising
approaches to co-modeling safety and security, current research still lacks comprehensive
MBSE frameworks tailored specifically to the unique challenges of autonomous intersection
systems, including dynamic multi-agent coordination, heterogeneous V2X interfaces, and
real-time threat response, representing a key area for future investigation.

2.3. Research Questions

Based on the analysis of the current literature in Section 1 the following aims are
defined for this paper:

RQ 1: How can an MBSE model of an autonomous intersection be implemented with
a specific focus on safety and security engineering aspects?

RQ 2: How can a generally applicable method for the safety and security engineering of
autonomous traffic systems be derived from the modeling process, fulfilling all parameters
analyzed in Table 1?

The aim is to answer these questions by developing an MBSE-based intersection-
system model, developing a method to identify safety and security requirements based on
existing methods. As the last step, the developed method will be tested and evaluated on
the previously developed intersection system model.

3. Development of the Intersection System Model
This section presents the system model of an intelligent intersection for autonomous

driving, developed using the Cameo Systems Modeler by Dassault Systèmes. The system
components are first described, followed by the modeling of each cell of the modified
MBSE grid.
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3.1. System Elements

Intersections are critical components of road networks, essential for traffic regulation
and safety. This study focuses on an intelligent intersection system designed for interaction
with autonomous vehicles to optimize traffic flow, enhance safety, and reduce environmen-
tal impact. The system, as shown in Figure 2, comprises sensors, a Roadside Unit (RSU),
and a traffic signal system (TSS), and interfaces with vehicles, emergency services, traffic
management centers (TMCs), pedestrians, and cyclists, based on the components of an
intelligent intersection described by Lee et al. [33].

Figure 2. Schematic Diagram of the intersection.

The RSU (ITS Roadside Station) acts as a communication interface between infras-
tructure and vehicles, collecting and distributing traffic data (e.g., speed, direction, signal
state) [34]. Sensors include cameras, radar, LiDAR, and inductive loops to detect vehicles,
pedestrians, and traffic volume [35]. The TSS dynamically adjusts signal phases based
on real-time sensor data via SPaT messages (Signal Phase and Timing) using J2735 stan-
dard [35,36]. The TMC (ITS Central Station) processes multi-source data (e.g., floating car
data, signal controls) for centralized traffic monitoring and control, integrating with ser-
vices like emergency response and parking systems [34]. Autonomous vehicles and AEVs
(Autonomous Emergency Vehicles) interact with the intersection via V2X communication,
allowing adaptive routing and prioritization during emergencies. Pedestrians and cyclists
are detected via sensors and integrated into traffic control logic to ensure safety.

3.2. Framework Development

The MBSE-Grid approach is used to structure the overall system model. The model is
organized using the Model Browser and the MBSE-Grid diagram. Four main packages are
created: one contains the package diagram representing the grid, enabling intuitive naviga-
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tion via interlinked elements; the other three represent the MBSE pillars (Requirements,
Behavior, and Structure), each divided into three sub-packages reflecting the correspond-
ing views.

3.3. MBSE Modeling—Black Box Problem Level

At the beginning of the modeling process, the entire system of the intelligent intersec-
tion is considered. This involves defining and modeling the needs of the stakeholders, the
use cases and the system context.

3.3.1. Stakeholder Needs

The stakeholder needs analysis begins with identifying all relevant stakeholders of the
intelligent intersection system, followed by a structured evaluation of their specific needs.
Key system components—RSU, sensors, and TSS—support traffic detection and control.
Stakeholders include infrastructure providers (e.g., traffic authorities, component manu-
facturers) seeking reliable traffic regulation, as well as users such as autonomous vehicles,
emergency vehicles, pedestrians, and cyclists, each with needs related to safety, efficiency,
and accessibility. The Traffic Management Center (TMC) is another critical stakeholder,
requiring accurate real-time data to optimize traffic control strategies. Comprehensive
consideration of all stakeholder needs supports robust requirements definition and more
effective system design. These needs are illustrated in a SysML requirements diagram, as
shown in Figure A1.

3.3.2. Use Cases

Following the identification of stakeholder requirements, key use cases for an intelli-
gent intersection system are modeled, focusing on interactions with autonomous vehicles
(AVs) and autonomous emergency vehicles (AEVs). Use cases include regular intersection
traversal by AVs, handling of AV malfunctions (e.g., stopping at green or running red
lights), and prioritized passage of AEVs during active deployment. These scenarios are
visualized using use case and activity diagrams, offering detailed insights into the system’s
dynamic behavior. Particular focus is given to the AEV use case, which is modeled to cover
two primary traffic scenarios: traversal during longitudinal flow and during cross-traffic.
AEVs communicate with the Roadside Unit (RSU) via Cooperative Awareness Messages
(CAMs), providing data such as location, speed, heading, and urgency level. The RSU
integrates this with sensor data, Signal Phase and Timing (SPaT) messages from the traffic
light system, and data from the Traffic Management Center (TMC) to compute optimized
signal plans. Relevant signal groups are set to green while others are blocked, and all
nearby road users receive safety notifications. After the AEV clears the intersection, normal
signal operations resume. This generalized use case approach avoids redundant modeling
for individual scenarios and ensures adaptive, efficient, and safe intersection manage-
ment across diverse traffic conditions, enhancing both system flexibility and real-world
applicability, as shown in Figures A2 and A3.

3.3.3. System Context

The system context of an intelligent intersection defines its interfaces and interac-
tions with external elements. The intersection functions as the central system, with all
communication and coordination converging at this point. It interacts with various subsys-
tems, including autonomous vehicles that communicate via V2X technology to exchange
positional and directional data for optimized traffic flow. Autonomous emergency vehi-
cles require prioritization by the system in real-time to ensure rapid passage through the
intersection. Pedestrians and cyclists, although passive participants, must be detected
and considered in traffic control strategies. The system must also adapt to environmental



Appl. Syst. Innov. 2025, 8, 168 8 of 34

influences such as weather conditions and road surface states, which affect visibility and
mobility. These factors demand dynamic adjustment of traffic control to maintain safety
and efficiency. Additionally, the traffic management center (TMC) acts as a supervisory
authority, providing control instructions and receiving continuous data updates from the
intersection system. This integrated context model ensures situational awareness and re-
sponsiveness, essential for reliable operation in connected, automated traffic environments,
as shown in Figure A4.

3.4. MBSE Modeling—White Box Problem Level

Following the system-level analysis of the intelligent intersection, the focus shifts to
the modeling of its subsystems. The process begins with the development of the functional
architecture, followed by the definition of the logical architecture, and concludes with the
specification of the system requirements. This hierarchical approach ensures a structured
and detailed representation of system behavior, structure, and constraints.

3.4.1. System Requirements

The derivation of system requirements is informed by stakeholder needs as well
as the system’s functional and logical architectures. Primarily derived from stakeholder
expectations, the requirements are categorized into functional, non-functional, regulatory,
environmental, and maintenance and support domains. Specific requirements include, for
example, vehicle integration and the detection of pedestrians and cyclists, as shown in
Figure A5.

3.4.2. Functional Analysis

The next step in the system modeling process involves the definition of the functional
architecture of the intelligent intersection. This layer describes the interaction of system
components and the flow of control and information between them. Functions representing
the behavior described in the use cases are modeled using activity diagrams. For example,
Figure A6 illustrates the function “RSU receives data”, which forms part of the use case
“AEV passes intersection”. This function handles data intake from autonomous vehicles,
AEVs, traffic signals (TSS), sensors, and the traffic management center (TMC), forwarding
it to the RSU’s control unit. Input and output flows are derived directly from the use case
activity diagram. Additional modeled functions include “AEV passage calculation”, “TSS
control”, and “return to normal operation”, as shown in Figure A6.

3.4.3. Logical Architecture

The logical architecture of the intelligent intersection builds upon the functional
architecture and system context, enabling a detailed view of the system’s internal structure
and component relationships. Represented using an internal block diagram, it extends the
system context by decomposing the intersection into discrete components. The Roadside
Unit (RSU) serves as the central element, managing communication, data exchange, and
overall system control. Additional core components include the sensor system and the
traffic signal controller (TSS), which monitor and regulate traffic flow, ensuring coordinated
and efficient operation, as shown in Figure A7.

3.5. MBSE Modeling—Solution Level

The final level of the MBSE-Grid addresses the system components of the intelligent
intersection. Based on the logical architecture, the component structure is first derived,
followed by the modeling of component behavior and the definition of component re-
quirements. This process is exemplified using the Roadside Unit (RSU), illustrating the
decomposition of system functions into detailed, implementable elements.
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3.5.1. Component Requirements

Based on the system requirements, structures, and behaviors, the final step involves
modeling the component requirements. Key requirements include providing a reliable
communication interface, interacting with sensors, controlling the traffic signal system,
optimizing traffic flow, and detecting and responding to hazardous situations, as shown in
Figure A8.

3.5.2. Component Behavior

Building on the component structure, the behavior of individual components is mod-
eled. The behavior of the Roadside Unit (RSU) is represented using a sequence diagram,
which illustrates the RSU’s tasks and its interactions with other system components. The
diagram provides a clear view of how the communication system and control unit interact
internally and externally within the intelligent intersection system, as shown in Figure A9.

3.5.3. Component Assembly

The architecture of individual components and their interactions are defined in this
section. Central to the system is the Roadside Unit (RSU), which interfaces with sensors,
the traffic management center (TMC), the traffic signal system (TSS), autonomous vehicles,
and emergency vehicles. The RSU’s internal structure is further detailed using an internal
block diagram comprising a communication system and a traffic control system. These
subsystems exchange data internally, while the communication unit interfaces with all
external components of the intersection, as shown in Figures A10 and A11.

4. Method for Identifying Safety and Security Requirements
A systematic approach is required to identify safety and security requirements, which

is best supported by model-based methods. Compared to traditional text-based approaches,
model-based techniques offer improved consistency, traceability, and integration of safety
and security data within system models. Using SysML, the Object Management Group
(OMG) provides a standardized profile for modeling hazards, potential damages, and relia-
bility analyses such as FTA (Failure Tree Analysis) and FMEA (Failure Mode and Effects
Analysis), along with structured safety case argumentation [36]. Building on this foun-
dation, Dassault Systèmes developed the Cameo Safety and Reliability Analyzer Plugin,
enabling integrated safety and reliability analysis throughout the modeling process [37].
This plugin serves as the basis for the development and extension of the methodology used
in this work.

4.1. Dassault Systemes Safety and Reliability Analysis

Ensuring reliability and safety is critical in complex systems across various domains.
While reliability refers to a system’s ability to perform a required function under specified
conditions over time, safety denotes the absence of unacceptable risks [38]. To model
these aspects effectively, extended modeling tools are necessary. Model-Based Systems
Engineering (MBSE), particularly through the MBSE-Grid and SysML, offers a structured
framework for system modeling but lacks native constructs for integrating safety and
reliability data. To address this gap, the Cameo Safety and Reliability Analyzer Plugin,
based on OMG standards, extends SysML with dedicated constructs for modeling safety
and reliability. It supports standards such as FMEA (IEC 60812:2006) [39], IEC 62304 [40],
and ISO 14971:2007 [41], and integrates functional safety for road vehicles per ISO 26262 [37].
In this approach, the MBSE-Grid is extended with a Safety and Reliability View, representing
a new column. Analysis results are captured as discrete elements (e.g., FMEA artifacts)
prioritized by criticality. These inform new safety and reliability requirements, which
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are then integrated into the system architecture and behavior. All modifications must be
reassessed to verify their impact on overall system safety and reliability.

4.2. Method for the General Implementation of Safety and Security Requirements

The previously introduced approach by Dassault Systèmes serves as the foundation
for the integrated safety and security analysis. Building on this, a generalized method
is developed to implement safety and security aspects within a system model—here, the
intelligent intersection. The process begins with a reliability analysis, followed by hazard
identification and a combined safety and security assessment. Based on the results, the
system architecture and design are iteratively refined and re-evaluated until no critical
vulnerabilities remain. This methodology extends the MBSE-Grid, as shown in Figure 3, by
adding a dedicated Safety and Security View, aligned with the Dassault Systèmes Safety
and Reliability Analysis approach [37].

Autonomous
Intersection

System Model

Reliability 
Analysis

Safety and Security
Analysis

Architecture and 
Design adjustment

Identification of potential Hazards 
and Hazard Sources

Traceability of the 
Reliability analysis 
of the Architecture 

and Design Elements

Figure 3. Implementation of the Safety and Security Analysis [37].

The additional view is integrated into the grid to support systematic modeling of
safety-related elements. To implement safety and security requirements within an existing
system model, preliminary safety and security management is conducted, followed by a
detailed system analysis, focusing on identifying all relevant safety, security, and reliability
aspects, as well as the interactions between system components. Potential failure modes and
their impacts are assessed using a System FMEA in accordance with IEC 60812:2006 [39],
with the Risk Priority Number (RPN) guiding prioritization of mitigation measures. Given
the role of autonomous vehicles, additional analysis is conducted based on ISO 26262 [13]
and ISO 21434 [14], the Hazard Analysis and Risk Assessment (HARA) and the Threat
Analysis and Risk Assessment (TARA).

Based on these analyses, the identification process for of a safety and security require-
ments is conducted. These requirements are then integrated into the system model and
validated to ensure full compliance, forming the safety and security concept for the SoI. The
methodology requires continuous and coordinated interaction between safety and security
processes and must be regularly reviewed to maintain its effectiveness.

4.2.1. Initialization of the Method

The application of the methodology for identifying safety and security requirements
begins with a structured system model organized according to the MBSE Grid. This grid-
based modeling framework provides a systematic and traceable representation of the
system across multiple abstraction levels and engineering perspectives. As outlined in
Section 2, the system of interest (SoI) has been modeled with respect to stakeholder needs,
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use cases, system context, and functional and structural elements. This representation
serves as the foundational reference and information basis for the method introduced in
the following sections, as the focus of this study lies in the derivation and verification
of Safety and Security (SaSe) requirements to ensure reliable and secure operation under
various conditions. To achieve this, the initial analysis deliberately concentrates on the
overall system level. Subsystem-specific details are intentionally excluded at this point to
reduce complexity and enable a focused assessment of key architectural elements, their
interactions, and associated vulnerabilities.

To support consistency throughout the iterative process, the system model must enable
traceability between all relevant artifacts, such as requirements, structures, and behavioral
views, across the MBSE Grid. This traceability is vital for linking identified safety and
security concerns to their architectural origin and for validating refinements made during
later stages of the development process.

An overview of such a model configuration, serving as a basis for the methodological
steps described in the following sections, is illustrated in Figure 4.

 

Stakeholder 
Needs

System Context Use Cases MoE

Conceptual
Subsystems

Functional
Analysis Subsystem MoE

System 
Requirements

Component
Requirements

System Structure System Behaviour System 
Parameters

Component
Structure

Component
Behaviour

Component
Parameters

System Model Information Overview

Figure 4. Available model information at the beginning of method application, based on the Magic-
Grid method [10].

4.2.2. Preliminary Safety and Security Management

In accordance with the recommendations of Nolte et al. [19], it is of critical importance
to perform proper preliminary management by embedding comprehensive compliance
and normative objectives within the requirements framework from the outset. This ensures
that regulatory and standardization goals are consistently addressed throughout the devel-
opment process. The systematic visualization of the modeling approach, as illustrated in
Figure 5, highlights the generation of new model artifacts, including both elements and
diagrams. These artifacts are explicitly named and represented in the MBSE Grid using
the designated color for the respective step. Furthermore, information from previously
modeled stages that is reused in the current activity is indicated by small squares rendered
in the color corresponding to the current step, thereby enhancing traceability and clarity of
the modeling process, as shown in Figure 5.
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Figure 5. Adjusted MBSE Grid, showcasing the integration of the preliminary safety and security
requirements definition.

4.2.3. System Analysis

The analysis of the system, often referred to in the relevant safety and security stan-
dards ISO 26262 and ISO 21434 as the “ITEM Definition,” is based on the structure of
the “Common ITEM Definition” as proposed by Nolte et al. [13,14,19]. In this context,
existing information captured in the System Context, Use Cases, Conceptual Subsystems,
and Functional Analysis diagrams is systematically reviewed and examined as a founda-
tion for further safety and security assessments. Where necessary, additional normative
information is incorporated to ensure compliance with standards and guidelines. This
process is illustrated in Figure 6.
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Figure 6. Adjusted MBSE Grid, showcasing the integration of the System Analysis step.

4.2.4. System FMEA

The System FMEA is a qualitative method for analyzing potential failure modes at
the component and functional levels. In Cameo Systems Modeler, failure modes are first
defined as FMEA items, which are then detailed and assessed in the FMEA table. Each
row represents a failure scenario, with columns specifying the failure mode, cause, local
and overall effects, and the Risk Priority Number (RPN) calculated from severity (SEV),
occurrence (OCC), and detectability (DET). Relationships to stakeholder needs are shown
in the Refines column, while Mitigation links identify elements that reduce failure risk.
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The System Safety and Security View within the extended MBSE-Grid is divided into
safety and security segments. The safety analysis is further subdivided into system-level
safety for the intersection and functional safety concerning autonomous vehicles. On the
methodical level, the system FMEA is based on information provided in the model artifacts
contained in the conceptual subsystems and functional analysis submodels and guided by
the safety and security aims set out in the preliminary safety and security management. The
artifacts and diagrams created in the System FMEA are located in the Preliminary FMEA
field, as shown in Figure 7. The preliminary FMEA sets up the HARA (Hazard Analysis and
Risk Assessment) and TARA (Threat Analysis and Risk Assessment) of the following steps,
by identifying relevant scenarios in need of further safety or security relevant analysis.
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Figure 7. Adjusted MBSE Grid, showcasing the integration of the Preliminary FMEA step.

4.2.5. HARA/TARA

As a continuation of the System FMEA, the methodology applies structured risk and
threat assessment methods to address both safety and security aspects of the system. This
is performed through HARA and TARA, which together form the analytical foundation for
defining detailed safety and security requirements.

The HARA, as specified in ISO 26262 [13], is used to evaluate hazardous events by
considering system architecture and operational behavior. Hazards are assessed in terms
of severity, exposure, and controllability. Based on these parameters, Automotive Safety
Integrity Levels (ASILs) are assigned, which guide the derivation of safety goals and
corresponding requirements at functional, technical, hardware, and software levels.

In parallel, the TARA, as outlined in ISO/SAE 21434 [14], focuses on identifying and
evaluating intentional threats. It involves the analysis of assets, potential attack vectors, and
their impacts. Even when performed outside the modeling tool (e.g., due to tool limitations),
TARA outcomes are linked back to the system model to maintain traceability. Both HARA
and TARA build upon the results of the System FMEA and are guided by the preliminary
safety and security objectives defined earlier. They help prioritize critical system scenarios
requiring mitigation and provide a structured transition toward the definition of the final
safety and security concept.

The integration of these analyses within the MBSE Grid is shown in Figure 8, which
highlights how HARA and TARA relate to previously developed model artifacts and
prepare the system for concept-level synthesis.
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Figure 8. Adjusted MBSE Grid, showcasing the integration of the HARA and TARA steps.

4.2.6. Safety/Security Concept

Following the risk and threat assessments conducted through HARA and TARA,
the final step of the methodology focuses on consolidating and integrating the identified
safety and security requirements into a system-wide concept. This concept addresses both
system-level and component-level concerns and ensures that critical risks are mitigated by
design. The safety and security concept is based on the results of all prior steps, particularly
the risk prioritization from the System FMEA and the classification of hazards and threats
in the HARA and TARA. The concept includes defined safety and security goals, functional
and technical requirements, and, where applicable, mechanisms for ASIL decomposition
and security level assignments.

Within the modeling framework, these elements are structured and allocated to rel-
evant components, ensuring consistency with the architecture and behavioral models.
Dependency matrices, traceability links, and SysML relationships (e.g., «satisfy», «refine»)
are used to maintain alignment between the conceptual safety/security layers and the
system model.

The integration of this final methodological step into the MBSE Grid is illustrated in
Figure 9, where the safety and security concept is positioned as the concluding output of
the iterative analysis process.
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5. Application of the Method to the Autonomous Intersection System
This section demonstrates the application of the previously introduced methodology

(Section 3) using the system model of an autonomous intersection. Based on the model
developed in Section 2, each step of the method is executed to identify, assess, and inte-
grate safety and security requirements. The goal is to illustrate how the methodological
framework can be effectively applied to a cyber–physical system within the domain of
cooperative, automated mobility. Diagrams and modeling artifacts referenced throughout
this section are included in Appendix A.4.

5.1. Modeling Scope and Context

The basis for this case study is the system model of an intelligent intersection for
autonomous vehicles, as introduced in Section 2. The model has been structured using
the MBSE Grid and includes key modeling elements such as stakeholder needs, system
context, use cases, system requirements, and initial functional and structural architectures.
The corresponding model artifacts are provided in Appendix A.1.

For the purpose of applying the safety and security methodology, the scope of analysis
is defined at the system level. The focus is placed on the system of interest (intersection
itself) and its critical components, including the RSU, sensor systems, and TSS. Subsystem-
level refinements and peripheral elements are excluded at this stage to maintain analytical
clarity and ensure a manageable level of detail.

This defined scope supports a targeted assessment of the system’s key interactions and
vulnerabilities with respect to safety and security objectives. It also enables the traceable
integration of method-specific artifacts into the existing model structure, following the
abstraction levels and perspectives defined by the MBSE Grid. The application of the
methodology begins with the integration of preliminary safety and security requirements,
as outlined in the following subsection.

5.2. Integration of Preliminary Safety and Security Requirements

In accordance with the methodological framework outlined in Section 4.2.2, the first
step in applying the safety and security analysis to the autonomous intersection model
involves the integration of preliminary safety, security, and reliability objectives into the
existing system model. These preliminary requirements reflect high-level normative ex-
pectations derived from relevant standards, such as ISO 26262 for functional safety and
ISO/SAE 21434 for cybersecurity. Their purpose is to ensure that safety- and security-
related aspects are considered from the beginning and systematically embedded into the
model-based development process.

In the case of the autonomous intersection, a set of dedicated modeling elements
was created and added to the MBSE Grid. These include generalized safety and security
goals, such as ensuring safe communication with autonomous vehicles, maintaining sys-
tem availability, or protecting traffic data integrity, which form the initial foundation for
further analysis. A detailed overview of the preliminary safety, security, and reliability
requirements modeled for the system of interest is provided in Appendix A.4, Figure A12.
These requirements also define the responsibilities of key stakeholders and support the
alignment of the development process with applicable regulatory and organizational goals.
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5.3. System Analysis

In this step, the autonomous intersection system is analyzed at the system level
to identify elements relevant to safety and security risks, following the methodological
structure outlined in Section 4.2.3. The analysis is based on existing model artifacts which
were created in the earlier modeling phase and are documented in Appendix A.1.

These artifacts are reviewed with a specific focus on their relevance for safety and se-
curity assessments. Where necessary, additional normative information may be integrated.
However, for the present application example, no modifications to the existing diagrams or
model artifacts have been required at this stage of the analysis.

5.4. System FMEA

Following the method described in Section 4.2.4, a System FMEA was conducted for
the autonomous intersection system to assess potential failure scenarios related to key
components and functions. The analysis focuses on elements such as the RSU, the TSS,
sensors, and their interactions with autonomous and emergency vehicles. The failure modes
were modeled in Cameo Systems Modeler using dedicated FMEA tables. Each failure
scenario includes a defined cause, local and overall effects, and a calculated RPN based on
severity, occurrence, and detectability. Mitigation links were established where applicable,
and relationships to stakeholder needs were maintained through Refines connections.
The analysis is embedded within the Safety and Security View of the MBSE Grid and
divided into a system-level safety perspective for the infrastructure and a functional safety
perspective for vehicle-related interactions. The results are documented in Appendix A.4,
Figure A13. This step also forms the basis for the subsequent HARA and TARA analyses
by identifying high-risk scenarios requiring further evaluation.

5.5. HARA/TARA

Based on the FMEA results, a detailed HARA and TARA were conducted for the
autonomous intersection system. Safety-critical components and functions were analyzed
by evaluating system architecture and operational behavior. The analysis identified key
hazards, such as communication loss between the RSU and signal controller (R-1) or
sensor failures affecting pedestrian detection (R-3), and rated them as high-risk. These
scenarios were assessed in Cameo using severity, occurrence, and detectability values to
calculate their RPN. Risk mitigation strategies, including redundant communication paths,
fault detection algorithms, and sensor calibration, were then modeled and implemented.
These measures reduced the overall risk and led to reclassification of several items to
lower RPN levels. The results of this safety analysis are documented in Appendix A.4,
Figures A14 and A15.

In the context of cybersecurity, the TARA method was applied to identify threats such
as unauthorized access or data manipulation. Since Cameo Systems does not natively
support security analysis, the TARA was performed externally. Nevertheless, the results
were integrated into the system model and linked to the relevant architectural elements.
Each subsystem was assessed for possible attack scenarios, which then informed the
definition of security goals and technical requirements across all abstraction layers. The
resulting security requirements are reflected in Appendix A.4, Table A1.

The overall HARA and TARA activities were informed by the system’s functional
analysis and guided by the safety and security goals defined in the preliminary step. Their
combined results lay the groundwork for the final synthesis of a comprehensive safety and
security concept in the next phase of the methodology.
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5.6. Safety/Security Concept

Based on the preceding FMEA, HARA, and TARA analyses, a comprehensive safety
and security concept was developed and integrated into the model of the autonomous
intersection. This concept aggregates critical requirements on both system and component
levels and addresses safety-related hazards as well as cybersecurity threats.

For safety, requirements are derived and structured according to ISO 26262. These
include ASIL-classified goals, with decomposition applied where appropriate to distribute
safety responsibilities across functions and technical domains. An example of ASIL decom-
position is illustrated in Appendix A.4, Figure A16. The resulting specifications encompass
functional, technical, hardware, and software requirements relevant to intersection control,
vehicle communication, and environmental monitoring.

On the security side, the concept reflects the goals and requirements identified through
TARA. These are embedded into the model as linked elements and cover measures such
as access protection, data encryption, system integrity, and fallback strategies. Security-
augmented activity diagrams and structural views are included to ensure consistent inte-
gration across system layers, as shown in Appendix A.4, Figures A17–A19.

Altogether, the safety and security concept ensures that risks are adequately mitigated
within the operational context of the intelligent intersection. Its implementation in the
system model provides a traceable foundation for subsequent verification and valida-
tion activities.

6. Discussion
Building on Dassault Systèmes’ Safety and Reliability Analysis, the method provides

a comprehensive and structured approach for integrating safety and security requirements
into system models. Its iterative nature enables continuous identification and mitigation of
vulnerabilities, while the extension of the MBSE-Grid to include a dedicated Safety and
Security View facilitates a holistic modeling approach. The methodology begins with a
System FMEA, enabling detailed identification of failure modes and causes. Its integra-
tion into Cameo Systems enhances traceability and visual clarity. However, the FMEA’s
effectiveness depends heavily on analyst expertise, and its qualitative focus may require
supplementary quantitative methods for complete risk assessment. Subsequent system-
and component-level analyses for both safety and security ensure comprehensive coverage
aligned with standards such as [13], incorporating risk tables, hazard assessments, and
derived requirements. While this dual focus is a strength, the process may be resource-
intensive and complex for smaller projects. Additionally, reliance on external tools like
TARA, not natively supported in Cameo, may introduce integration challenges. The use of
dependency matrices supports structured implementation, yet managing complex relation-
ships between requirements and functions may hinder clarity and maintainability. Despite
these limitations, the methodology demonstrates strong alignment with best practices,
emphasizing integration, traceability, and completeness. Future improvements should
aim for greater efficiency and seamless tool integration. Overall, the approach represents
a significant contribution to model-based Safety and Security analysis, particularly in
the domain of autonomous systems, and offers a robust foundation for further research
and development.

The development of cyber–physical systems of systems (CPSoSs) presents significant
challenges for safety and security analysis, primarily due to the high complexity introduced
by numerous interacting functions, components, and communication pathways. To address
this, the proposed method offers a specialized template designed to support engineers and
scientists in structuring their analyses. This template can be directly applied or adapted to
specific project needs, providing a systematic framework that facilitates coordinated safety
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and security assessments. By leveraging this pre-defined structure, analysts are guided
through key steps, reducing the likelihood of oversight and improving both the efficiency
and consistency of the analysis process.

7. Conclusions
This paper presents a comprehensive system model of an intelligent intersection and

introduces an integrated methodology for identifying and implementing safety and secu-
rity requirements. The foundation was established through theoretical insights into MBSE
using SysML, along with an overview of safety and security engineering principles. The
MBSE-Grid approach was adapted for modeling the intersection system and extended to in-
clude Safety and Security Views, enabling a holistic representation of functional, structural,
and risk-related system aspects. The methodology builds upon Dassault Systèmes’ Safety
and Reliability Analysis and guides the iterative integration of safety and security elements
within system models. It incorporates FMEA, HARA, and TARA, and emphasizes the
traceability and prioritization of risk mitigation measures. The process was demonstrated
using the intelligent intersection model, focusing particularly on emergency scenarios in-
volving autonomous emergency vehicles (AEVs). A generalized use case was developed to
handle both longitudinal and cross-traffic situations effectively, ensuring flexibility without
the need for case-specific adaptations. The implementation follows a structured process
beginning with system-level analysis, extending through functional safety [13] and threat
assessment [14], and culminating in the integration and validation of requirements across
all MBSE levels. Dependency matrices, activity diagrams, and satisfy relationships ensure
that requirements are consistently linked to the model’s structure and behavior. Although
the methodology offers clarity, structure, and extensibility, it also presents challenges in
complexity, time requirements, and tool interoperability—particularly regarding security
analysis, which is not natively supported in Cameo Systems. Therefore, future work should
prioritize balancing analytical depth with efficiency and improving the seamless integration
of external tools. In conclusion, the developed methodology contributes significantly to
the model-based safety and security analysis of autonomous systems. Its adaptability and
comprehensive approach provide a robust foundation for further research and practical
applications in the domain of intelligent transportation and autonomous mobility.

8. Outlook
The methodology developed in this work offers substantial potential for future re-

search. Subsequent studies could focus on refining the approach, applying it to other
domains within autonomous driving, or integrating emerging technologies and standards.
In particular, evaluating and enhancing the methodology across different contexts and
applications presents a promising research direction. Further exploration of compatibility
with other analysis tools and the assessment of efficiency in large-scale, real-world imple-
mentations would also be valuable. Overall, this work provides a meaningful contribution
to the ongoing discourse on optimizing safety and security in system models.
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Appendix A
Appendix A.1. Problem (Black Box) Diagrams

 

# Name Text
1 SN-1 Stakeholder Needs
2 SN-1.1 Traffic Participants
3 SN-1.1.1 Driver
4 SN-1.1.1.1 Safety of Passangers Ensuring a safe journey without collisions
5 SN-1.1.1.2 Efficency in Traffic Minimizing traffic delays, reducing waiting times at intersections
6 SN-1.1.1.3 Drive Comfort Smooth vehicle movements, no abrupt braking or acceleration
7 SN-1.1.2 Pedestrian

8 SN-1.1.2.1 Pedestrian Safety Safe crossing of the street, recognition and consideration of pedestrians by autonomous 
vehicles

9 SN-1.1.2.2 Accessibility Accessibility for people with disabilities, age-appropriate solutions for pedestrian crossings
10 SN-1.1.2.3 Information for Pedestrians Signals or information indicating the safe time to cross the street
11 SN-1.1.3 Cyclists
12 SN-1.1.3.1 Safety of Cyclists Safe driving despite traffic, protection from collisions
13 SN-1.1.3.2 Efficiency for Cyclists Quick access to bike lanes, integration of bicycle lanes into intersection control
14 SN-1.2 Intersection Infrastructure
15 SN-1.2.1 Efficiency Minimizing traffic delays, reducing waiting times at intersections

16 SN-1.2.2 Communication Provision of standardized communication interfaces to enable data exchange between 
autonomous vehicles and the intelligent intersection

17 SN-1.2.3 Connectedness Integration of intelligent traffic systems and infrastructure at the intersection
18 SN-1.2.4 Reliability The system operates reliably and ensures continuous availability of intersection control
19 SN-1.2.5 Data protection and safety Protection and security of collected traffic data and personal information of road users
20 SN-1.3 Traffic Management Center

21 SN-1.3.1 Coordination Coordination of traffic flows at multiple intersections to efficiently manage traffic and 
avoid congestion

22 SN-1.3.2 Data Analysis Access to traffic data for planning and improving the road network, identifying 
bottlenecks and optimization potentials

23 SN-1.3.3 Emergency Management Provision of measures and protocols for handling emergency situations at the intersection 
to ensure safe evacuation or passage

24 SN-1.3.4 Monitoring and Control Monitoring of traffic flow at the intersection and, if necessary, intervention to optimize 
the flow

25 SN-1.3.5 Predictability Provision of clear and consistent rules for behavior at the intersection to enable safe and 
predictable interaction between autonomous vehicles and other road users

26 SN-1.4 Autonomous Vehicle
27 SN-1.4.1 Vehicle Recognition The vehicle recognizes other vehicles, pedestrians, cyclists, and obstacles

28 SN-1.4.2 Vehicle Communication It enables the exchange of information between autonomous vehicles and intersection 
infrastructure

29 SN-1.5 Autonomous Emergency Vehicle

30 SN-1.5.1 Reliability Autonomous emergency vehicles must function reliably under various conditions, and it 
is critical that they do not fail during critical missions

31 SN-1.5.2 Prioritized Traffic Flow To reach emergency sites quickly, autonomous emergency vehicles must be able to 
prioritize traffic flow

32 SN-1.5.3 Safety While driving at high speed, autonomous emergency vehicles must still operate safely to 
avoid endangering other road users and their surroundings

Akademische Version nur für Unterrichtszwecke
Kommerzielle Entwicklung ist strengstens untersagt
Commercial Development is strictly Prohibited

Akademische Version nur für Unterrichtszwecke
Kommerzielle Entwicklung ist strengstens untersagt
Commercial Development is strictly Prohibited

tszwecke
ens untersagt
hibited

Figure A1. Stakeholder Needs.
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Figure A2. Use Case Diagram.
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Figure A4. System Context.

Appendix A.2. Problem (White Box) Diagrams

 

# Name Text
1 SR-1 System Requirements
2 SR-1.1 Legal and Regulatory Requirements

3 SR-1.1.1 Compliance with traffic standards The system must comply with all relevant traffic standards 
and regulations.

4 SR-1.2 Maintenance and Support requirements

5 SR-1.2.1 Support A clear support structure should be in place to respond 
quickly to issues or inquiries.

6 SR-1.2.2 Maintainability The system must be easy to maintain and update.
7 SR-1.3 Non-Functional Requirements

8 SR-1.3.1 Scalbility It should be capable of handling increasing traffic volumes 
or expansions of the road network.

9 SR-1.3.2 Reliability Reliability: The system must be available 24/7 and resilient 
to failures.

10 SR-1.3.3 Performance The system must respond quickly enough to handle 
changes in traffic flow without delay.

11 SR-1.4 Functional Requirements

12 SR-1.4.1 Pedestrian and Cyclist recognition
The system should be able to communicate with 
neighboring intersection systems to ensure smooth traffic 
flow.

13 SR-1.4.2 Emergency prioritization
It must include dedicated sensors or mechanisms to detect 
pedestrians and cyclists, ensure their safety and allow for 
prioritized safe passing of the Emergency Vehicle through 
the intersection.

14 SR-1.4.3 Adaptive Traffic Control The system must be capable of analyzing traffic flows in 
real time and adjusting traffic signals accordingly.

15 SR-1.4.4 Integration of vehicles It should enable communication with connected vehicles 
to coordinate their movements.

16 SR-1.5 Environmental requirements

17 SR-1.5.1 Environmental impact The materials and operation of the system should have 
minimal environmental impact.

18 SR-1.5.2 Energy efficency The system should be designed to minimize energy 
consumption.
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Figure A5. System Requirements.
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Figure A6. Functional Analysis (RSU receives data).
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Figure A7. Logical Architecture.

Appendix A.3. Solution Diagrams

 

# Name Text
1 CR-1 RSU Requirements

2 CR-1.1 Communication interfaces
The system includes interfaces for 
communication with autonomous vehicles and 
other components.

3 CR-1.2 Sensors The system is equipped with sensors to detect 
vehicles, pedestrians, and cyclists.

4 CR-1.3 Control The system controls signaling at the intersection 
to optimize traffic flow and prevent conflicts.

5 CR-1.4 Traffic management
The system optimizes traffic flow based on 
real-time data and predicted traffic volumes.
It adjusts signal phases and timings to maximize 
intersection capacity and reduce congestion.

6 CR-1.5 Safety measures

The system implements safety protocols to 
prevent collisions and accidents at the 
intersection.
It monitors and responds to potential hazard 
situations and sends warnings to road users.

7 CR-1.6 Data analysis and -processing

The system collects, stores, and processes traffic 
data for analysis and performance optimization.
It generates reports and statistics to monitor 
intersection traffic and support improvement 
planning.

8 CR-1.7 Data Protection and Security

The system protects the privacy and security of 
collected traffic data and personal information.
It complies with applicable data protection 
regulations and implements security measures to 
ensure data integrity and confidentiality.
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Figure A8. Component Requirements (RSU).
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Figure A9. Component Behavior.
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Figure A10. Component structure.

Figure A11. Component structure RSU (Internal).
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Appendix A.4. Method Implementation

 

# Name Text
1 SN-1 Stakeholder Needs
2 SN-1.1 Traffic Participants
14 SN-1.2 Intersection Infrastructure
20 SN-1.3 Traffic Management Center
26 SN-1.4 Autonomous Vehicle
29 SN-1.5 Autonomous Emergency Vehicle
33 SN-1.6 Safety

34 SN-1.6.1 Safe Communication The system must ensure safe communication and coordination with autonomous 
vehicles to avoid collisions.

35 SN-1.6.2 Compliance with traffic rules The system must ensure compliance with traffic regulations, including traffic light signals 
and right-of-way rules.

36 SN-1.6.3 Reliable object identification Reliable detection of vehicles, pedestrians, and other road users must be ensured to make 
correct decisions for intersection behavior.

37 SN-1.6.4 Identification of malfunctions The system should include mechanisms for detecting malfunctions and failures in order 
to initiate countermeasures in a timely manner.

38 SN-1.6.5 Emergency Control The system should have an emergency control function to manage unforeseen situations, 
such as the intervention of emergency vehicles or handling of system failures.

39 SN-1.6.6 Manual Takeover The system allows manual driver takeover when autonomous driving functions are 
limited.

40 SN-1.7 Security

41 SN-1.7.1 Physical Protection The system must be protected against unauthorized access and manipulation to ensure 
the integrity and safety of traffic flow.

42 SN-1.7.2 Defence from Cyberattacks The system should include mechanisms for detecting and defending against cyberattacks 
to maintain the availability and security of the system.

43 SN-1.7.3 Defence of Privacy Measures must be implemented to protect the privacy of road users and adequately 
safeguard personal data.

44 SN-1.8 Reliability

45 SN-1.8.1 Functional Safety The system must meet the requirements of functional safety according to ISO 26262, 
particularly with regard to hazard analysis and risk assessment.

46 SN-1.8.2 Safety Functions Safety functions must be implemented to detect and mitigate potential fault conditions, 
ensuring system reliability.

47 SN-1.8.3 Measures for Failure and Threat 
recognition

Measures for fault detection and handling must be implemented to ensure high 
availability and reliability of the system.

48 SN-1.8.4 Error Diagnosis Appropriate fault diagnosis and resolution should be enabled to minimize downtime and 
ensure rapid system recovery.
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Figure A12. Extended Stakeholder Needs.
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Figure A13. System FMEA.
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# Id FMEA Reference Initiating Cause Hazard Sequence Of Event Hazardous 
Situation Harm S P1 P2 P D C PU Risk

Risk Control 
Measures 

Description
Risk Control Measures Mitigators Reduced 

S
Reduced 

P1
Reduced 

P2
Reduced 

P
Reduced 

D
Reduced 

C
Reduced 

PU
Reduced 

Risk

1 R-1
F-14 RSU 
Communication 
Failure

RSU 
communicati
on error

A Incorrect 
control of the 
crossing system

Communication
failure between
RSU and 
crossing control
unit

Misdirection 
of traffic Accidents 4 3 3 9.0 2 4 4 1152.0

Improved 
communication 
redundancy

Safety-2 Periodic communication checks
and error detection algorithms#
Safety-3 Secure communication 
technology and encryption mechanisms
Safety-1 Additional wireless 
communication connection

Roadside Unit

3 2 2 4.0 3 3 4 432.0

2 R-5

F-8 Ignoring the 
Signal Unit by 
Pedestrians and 
Cyclists

Misbehaviour 
by pedestrians 
or cyclists

E Danger to 
pedestrians or 
cyclists

Pedestrians 
cross the road 
on red

Dangerous 
traffic 
situations, 
accidents, 
collisions

Injuries and 
possible 
death

4 4 3 12.0 2 4 3 1152.0
Clear traffic rules 
and warning signs 
for pedestrians and 
cyclists

Safety-13 Implementation of visual and 
acoustic warning systems
Safety-12 Clear and clearly visible 
traffic signs and pedestrian and cycle 
lanes

Pedestrians
Cyclists

3 2 2 4.0 3 3 3 324.0

3 R-2 F-3 Electric Error in 
the Signalling Unit

Electronic 
fault LSA

B Malfunction of
the traffic light 
system

Faulty switching
of the traffic 
lights

Dangerous 
traffic 
situations, 
accidents, 
collisions

Injuries and 
property 
damage

3 3 3 9.0 3 3 4 972.0
System monitoring 
for early detection 
of malfunctions

Safety-4 Realtime monitoring of LSA 
through algorythms
Safety-5 Regular maintenance and 
calibration of the LSA

:Functional test
LSA

2 3 2 6.0 2 2 4 192.0

4 R-3 F-5 Sensor Failure 
during Crossing Sensor failure

C Incorrect or 
missing 
detection

Sensors do not 
recognise 
vehicles or 
pedestrians 
correctly

Dangerous 
traffic 
situations, 
accidents, 
collisions

Injuries and 
property 
damage

4 4 3 12.0 2 4 4 1536.0
Regular calibration 
and maintenance of 
the sensors

Safety-8 Automated self-tests of the 
sensor system
Safety-7 Regular inspection and 
maintenance of the sensors
Safety-6 Calibration plan for the 
intersection sensors

Sensors

2 4 2 8.0 2 2 4 256.0

5 R-4 F-2 Software Error in 
Control Unit

Software Error 
RSU

D Malfunction of
the traffic 
management 
system

Faulty traffic 
control

Dangerous 
traffic flow, 
delays and 
traffic jams

Injuries and 
property 
damage

4 3 3 9.0 2 4 3 864.0 Redundant system 
for traffic control

Safety-9 Redundant traffic management 
system as a backup
Safety-10 Monitoring and 
synchronisation of data between the 
primary and redundant systems
Safety-11 Automatic switchover to the 
redundant system in the event of a fault 
in the primary system

Roadside Unit

3 2 2 4.0 3 3 4 432.0

6 R-6 F-10 Vehicle Sensor 
Failure or Error

Sensor failure 
autonomous 
vehicle

F Malfunction of 
the autonomous 
vehicle

Communication
error between 
RSU and 
crossing control
unit

Dangerous 
traffic 
situations, 
accidents, 
collisions

Injuries and 
property 
damage

4 4 3 12.0 2 4 3 1152.0
Improvement of 
sensors and 
algorithms for 
obstacle detection

Safety-14 Updating and improving the 
autonomous vehicle's sensors
Safety-15 Development and 
implementation of advanced algorithms 
for obstacle detection and 
decision-making in autonomous 
vehicles

AF

3 2 2 4.0 3 3 4 432.0

7 R-7 F-11 Vehicle System 
Failure

Software error 
in 
autonomous 
vehicle

G Unforeseen 
behaviour of the 
autonomous 
vehicle

Autonomous 
vehicle drives 
in the wrong 
direction

Dangerous 
traffic 
situations, 
accidents, 
collisions

Injuries and 
property 
damage

4 3 3 9.0 2 4 4 1152.0 Improved vehicle 
control systems

Safety-20 Implementation of a safe 
fallback mode that puts the vehicle in a 
safe state if the control systems fail

AF

3 2 2 4.0 3 3 4 432.0

8 R-8 F-12 SEF Sensor 
Failure or Error

Sensor failure 
of 
autonomous 
emergency 
vehicle

F Malfunction of 
the autonomous 
vehicle

Communication
error between 
RSU and 
crossing control
unit

Dangerous 
traffic 
situations, 
accidents, 
collisions

Injuries and 
property 
damage

4 4 3 12.0 2 4 3 1152.0
Improvement of 
sensors and 
algorithms for 
obstacle detection

Safety-16 Updating and improving the 
sensors of the autonomous emergency 
vehicle
Safety-17 Development and 
implementation of advanced algorithms 
for obstacle detection and 
decision-making for the autonomous 
emergency vehicle

SEF

3 2 2 4.0 3 3 4 432.0

9 R-9 F-13 SEF System 
Failure

Software error 
in 
autonomous 
emergency 
vehicle

G Unforeseen 
behaviour of the 
autonomous 
vehicle

Autonomous 
vehicle drives 
in the wrong 
direction

Dangerous 
traffic 
situations, 
accidents, 
collisions

Injuries and 
property 
damage

4 3 3 9.0 2 4 4 1152.0
Improved vehicle 
control systems for 
emergency 
situations

Safety-19 Implementation of a safe 
fallback mode that puts the emergency 
vehicle in a safe state if the control 
systems fail
Safety-18 Integration of emergency 
systems in the autonomous emergency 
vehicle

SEF

3 2 2 4.0 3 3 4 432.0

agt
Akademische Version nur für Unterrichtszwecke
Kommerzielle Entwicklung ist strengstens untersagt
Commercial Development is strictly Prohibited

Akademische Version nur für Unterrichtszwecke
Kommerzielle Entwicklung ist strengstens untersagt
Commercial Development is strictly Prohibited

Akademische Version nur für Unterrichtszwecke
Kommerzielle Entwicklung ist strengstens untersagt
Commercial Development is strictly Prohibited

Akademische Version nur für Unterrichtszwecke
Kommerzielle Entwicklung ist strengstens untersagt
Commercial Development is strictly Prohibited

Akademische Version nur für Unterrichtszwecke
Kommerzielle Entwicklung ist strengstens untersagt
Commercial Development is strictly Prohibited

Akademische Version nur für Unterrichtszwecke
Kommerzielle Entwicklung ist strengstens untersagt
Commercial Development is strictly Prohibited

Figure A14. System Hazard Analysis.

 

# Name Accident Scenario Hazard Vehicle Level Effect System Level Effect ASIL Safety Goal
1 HazardousEvent

2 Communication 
failure

An autonomous vehicle approaches the 
junction and suddenly loses its 
connection to the RSU. As it is unable to 
receive traffic data, the vehicle 
disregards a stop signal and collides 
with another vehicle crossing the junct...

Unstable or unreliable data 
connection between 
autonomous vehicles and the 
RSU

The vehicle could lose its 
ability to react to traffic 
signals, which could endanger
occupants and other road 
users.

A comprehensive communication 
failure could lead to widespread 
traffic chaos and affect the overall 
safety of the junction. D

1 Ensuring reliable and 
continuous communication 
between the autonomous vehicles 
and the RSU

3 Incorrect data 
interpretation

The sensors of an autonomous vehicle 
misinterpret a harmless road marking as 
an obstacle. The vehicle brakes abruptly,
resulting in a collision with a vehicle 
travelling behind.

Inaccurate, faulty or 
insufficiently calibrated 
sensors that cause the 
autonomous vehicle's systems 
to interpret incorrect data

This could lead to unsafe 
driving manoeuvres, such as 
abrupt braking or swerving, 
which could result in 
collisions.

If many vehicles interpret incorrect 
data, this could lead to a general 
destabilisation of the traffic flow. D

2 Avoidance of incorrect 
interpretation of sensor data by 
autonomous vehicles

4 Cyber security 
attacks

A hacker attacks the traffic management
system and manipulates the signals sent
to autonomous vehicles. This leads to 
chaotic driving conditions and several 
collisions at the junction.

Inadequate cyber security 
measures that make RSU or 
autonomous vehicle systems 
vulnerable to hacking or 
tampering

A vehicle could perform 
unsafe manoeuvres or 
disregard traffic regulations, 
which could lead to accidents.

A successful cyber attack could 
disrupt the entire function of the 
junction, which could lead to a wide 
range of traffic accidents.

D

3 Prevention of unauthorised access
and manipulation of traffic systems

5
Failure of the 
sensors or 
systems

The sensors of an autonomous vehicle 
fail and do not recognise that a 
pedestrian is crossing the road. The 
vehicle continues to drive and collides 
with the pedestrian.

Faulty, worn or unmaintained 
sensors or systems that can 
lead to failures or unexpected 
behaviour

 A vehicle could lose the 
ability to react to its 
surroundings, which could 
lead to accidents.

If many vehicles act unsafely due to 
sensor failures, this could lead to 
general traffic chaos. D

4 Ensuring the constant availability 
and functionality of all sensors and 
systems in the autonomous vehicles

6
Reaction to 
emergency 
vehicles

An emergency vehicle approaches the 
junction. An autonomous vehicle does 
not recognise it in time and does not 
give way, resulting in a collision.

Insufficient algorithms or 
sensors that result in 
autonomous vehicles not 
recognising emergency 
vehicles in time or correctly

A vehicle could lose its 
ability to react to emergency 
vehicles, which could lead to 
collisions or delays.

If many vehicles do not react 
correctly to emergency vehicles, this 
could affect general road safety and 
the efficiency of emergency 
operations.

C

5 Ensuring that autonomous 
vehicles recognise emergency 
vehicles in good time and respond 
appropriately
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Figure A15. HARA based on ISO 26262.
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Table A1. TARA Table.

ID Location Assets Threats Attacks Threat Level Impact Level Security
Level Security Goal

1 RSU Data Hacker attack Malware, Hacking,
Physical attack High High Medium Integrity,

Confidentiality

2 TSS Control Sabotage Physical attack Medium High Medium Availability

3 Sensors Information Manipulation Malware, Hacking High Medium Low Integrity

4 AV Vehicle control Unauthorized
control Hacking High High Medium Safety,

Integrity

5 AEV Control Unauthorized
control Hacking High High Medium Safety,

Integrity

6 TMC Traffic data Data theft Malware, Hacking Medium Medium High Confidentiality

7 Pedestrians/
Cyclists Safety

Accidents due
to system

failure
Technical failure High High Low Safety

 
Figure A16. Safety Requirements derivation.
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Figure A17. Relation Matrix between Design- and Security-Requirements.

 

Figure A18. Safety and Security augmented activity diagram of the AEV.
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Figure A19. Safety- and Security-augmented activity diagram of the RSU.
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