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Abstract

This article develops a method for detecting malware based on the multi-scale recurrent
architecture (time-aware multi-scale LSTM) with salience gating, multi-headed attention,
and a sequential statistical change detector (CUSUM) integration. The research aim is
to create an algorithm capable of effectively detecting malicious activities in behavioural
data streams of executable files with minimal delay and ensuring interpretability of the
results for subsequent use in forensic audit and cyber defence systems. To implement
the task, deep learning methods (training LSTM models with dynamic consideration
of time intervals and adaptive attention mechanisms) and sequence statistical analysis
(CUSUM, Kulback-Leibler divergence, and Wasserstein distances), as well as regularisation
approaches to improve the model stability and explainability, were used. Experimental
evaluation demonstrates the proposed approaches” high efficiency, with the neural network
model achieving competitive indicators of accuracy, recall, and classification balance with
a low level of false positives and an acceptable detection delay. Attention and salience
profile analysis confirmed the possibility of interpreting signals and early detection of
abnormal events, which reduces the experts” workload and reduces the number of false
positives. This study introduces the new hybrid architecture development that combines
the advantages of recurrent and statistical methods, the theoretical properties formalisation
of gated cells for long-term memory, and the proposal of a practical approach to the model
solutions’” explainability. The developed method implementation, implemented in the
specialised software product form, is shown in a forensic audit.

Keywords: malware detection; dynamic analysis; time-aware LSTM; multi-headed atten-
tion; salience gates; streaming data processing; forensic audit; information security
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1. Introduction and Related Works

Malware has been evolving continuously since personal computers became widespread.
Over the decades, many different families and varieties of malware have emerged, causing
damage on a wide range of platforms. As attacks become more sophisticated, the damage
increases in scale and severity, highlighting the need for modern and effective detection
methods [1].

In this regard, approaches to detect malware based on machine learning and artificial
neural networks have become much more active in recent years. Research traditionally
distinguishes two basic areas of analysis, namely, the software behaviour and static and
dynamic analysis [2]. Modern research increasingly uses combined (hybrid) methods that
combine the advantages of the static and dynamic approaches, as well as behavioural
methods and heuristics, to improve detection accuracy [3]. The main difficulties that
require further study are obfuscation and polymorphism of samples, lack of high-quality
labelled data, and model vulnerability to adversarial techniques, which makes research in
the models’ robustness and data augmentation methods a promising field [4].

In [5], the authors, using data extracted from executable files using the IDA Pro
disassembler, implemented a classifier that categorises samples into malicious and safe.
In parallel, they applied a dynamic approach—API call sequences analysis—to recognise
the running applications” behaviour and confirm the decision on maliciousness. The
study illustrates the practical feasibility of the proposed techniques and emphasises their
relevance in detection tasks.

In [6], researchers generated signatures of malicious samples based on Windows API
calls and then used these signatures to identify and classify malware. The authors report
an accuracy of about 75-80% in recognising the family for each sample type. However, the
method remains vulnerable: attackers can change the call sequences or resort to obfuscation,
which reduces the signature-based approach’s reliability.

The study [7] offers a different view: directly analysing, instead, the properties of the
samples themselves, detection is based on anomalies in the system itself under standard
conditions of behaviour. That is, the detector looks for the operational systems’ and
applications’ unusual reactions (e.g., registry changes, non-standard network activities),
assuming that such effects will manifest even in polymorphic and metamorphic samples.
This approach allows us to catch advanced samples that hide their static features.

In [8], the efficiency of the “visualisation using a CNN neural network” approach
was demonstrated: API call sequences and other signatures were transformed into images
according to specified colour encoding rules, after which convolutional neural networks
were used for classification. The experiments showed high accuracy (>90%) on the selected
datasets, which confirms the potential of the application behaviour visual representations.

In addition, the following are currently being actively studied:

e  Hybrid methods combining static and dynamic analysis [9,10].

e  Representing sequence methods (call n-grams [11], call diagram representations [12],
and API embeddings [13]).

e  Decision trees and boosting application on carefully constructed features [14,15].

e Preliminary training methods are the self-supervised [16] and contrastive ap-
proaches [17] for working with a small amount of labelling.

e Methods of increasing the models’ resistance to adversarial attacks and obfusca-
tion [18,19].
Thus, Table 1 presents the existing research review results in the subject area and

highlights the main shortcomings of existing approaches.
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Table 1. Existing research review.
Method (Approach) Data (Features) Model (Architecture) Results Obtained Limitations References
Dependent on
disassembly quality,
A combination of Features from disassem-  Classic classifier with Practical feasibility, static features are subject
static disassembly bled executables (IDA API calls high results on to obfuscation, and [5]
and dynamics Pro), API call sequences  and sequence analysis selected datasets scalability and
reproducibility are not
always demonstrated
Signature-based Signature matchin; Vulnerable to signature
& Windows API call se- & i & Accuracy ~75-80% changes, obfuscation, and
approach based on uences and signatures (classifier on by families olymorphism, weak (6]
Windows API calls q & signatures) y polymorp L
overall generalisation
Operational system Can catch Noise in telemetrv, false
Detection of anomalies events: registry, file Anomaly algorithms polymorphic . 1€ty
. . . i . positives; requires careful [7]
in system behaviour (network) (behaviour classifiers) (metamorphic) .
) threshold tuning
anomalies, telemetry samples
Dependent on the coding
Visualisation of Extracted API calls and . o scheme, sensitive to
- - - Convolutional neural >90% on -
behaviour (CNN signatures, encoding preprocessing, and [8]
o network selected datasets - .2
networks) into images possible retraining on
specific datasets
A hyl?nd approach of Static features and Combined models Improves detect.lon Integratlf)n complexity,
static and dynamic . . completeness in computational costs, and [9,10]
. execution dynamics (ensemble) .
analysis some cases features heterogeneity
Sequence CNN networks, graph Loss of global. context
. API n-grams, call Increases the (n-grams), diagram
representations neural networks, : . .
. graphs, API vector . expressiveness of construction complexity, [11-13]
(n-grams, diagrams, - embeddings and
. embeddings o features and need for
embeddings) classifiers . ..
embeddings pretraining
Classical ML (trees, Manual feature set, Decision Trees, Stable results with Requlre N arefjul feat.ure ,
X . Random Forest, L. engineering, limitations [14,15]
boosting) on features behaviour aggregates . ) limited data
Gradient Boosting for long sequences
. Unlabelled API log Pretraining (masked, Reduced need for Need for a large amount
Self-supervised and . ; of unlabelled data;
k .. files, events, contrastive) and labelled data, better X . [16,17]
contrastive pretraining . . . fine-tuning of
sequence segments fine-tuning embeddings .
pretraining tasks
Decreased overall
Re51.stance to Modified and Adversarl.a.l training, Partial increase accuracy, a}dversarlal
adversarial attacks and robustification . generation, and [18,19]
. attack samples . in robustness
obfuscation techniques robustness assessment

Table 1 analysis reveals a persistent gap in the number:

e  Most methods (static signatures, n-grams, visualisations) are vulnerable to obfuscation

and polymorphism, which calls into question their long-term applicability.

e  [Existing models cope poorly with very long and sparse sequences of API calls and

do not provide stable long-term dependency preservation necessary for recognising

deferred or conditional actions of malicious code.

e  Research rarely offers mature mechanisms for the multimodal signals’ efficient fusion

(static features, dynamics, network traffic, telemetry), so models lose information

content when channels are partially available.

o  There are high-quality labelled and balanced datasets, acute shortages, unified benchmarks,

and reproducible evaluation protocols, which hinder objective comparative analysis.

e  Robustness enhancement methods (adversarial training) either worsen overall accu-

racy or require expensive generation of attack examples.

e  Practical applicability is limited by the predictions’ interpretability problems, high com-

putational cost, and difficulties of deployment in resource-constrained environments.
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The identified unresolved issues and gaps in existing research justify the need to
develop more robust, multi-temporal, and interpretable architectures (e.g., multi-branch
recurrent neural networks with attention mechanisms and pretraining) capable of solving
the listed problems simultaneously.

2. Materials and Methods
2.1. Developing a Mathematical Framework for Malware Detection

The study [8] developed one of the approaches to the malicious executable files’ static
analysis using convolutional neural networks. This study will consider a method for
dynamic analysis of executable modules based on their behavioural features. Such features
can be Windows API call sequences, registry read and write operations, or network traffic
generated by programme activity. This study focuses on the API call analysis performed
by applications in the Windows operating system. Software components access system
interfaces (APIs) to implement their functions, and these calls reflect the nature of the
application. Therefore, methods based on the API calls analysis are widely used in dynamic
software research.

In this case, it is assumed that the API calls alphabet is represented as

A:{al,...a|A|}. (1)

Then the programme behaviour is represented as a time sequence of pairs (event,
time):
N
S = {(aikr tk)}k:y <t <---<tpn, (2)

where a;, € Ais the API call type (individual types of API calls (a finite alphabet of symbolic
tokens), i.e., discrete events, and system or library function names that an application calls
at runtime, with the practical choice of alphabet size being determined by the data corpus
and the tradeoff between information density and sparsity or complexity), and t, € R* is
the event moment. Additionally, each record can carry labels (call arguments, PID, and
network packet size [9-11,14,19]). Let the general feature space for an event be denoted as
X, then a separate event corresponds to x; € &' It is noted that the set S is interpreted as a
discrete finite set of hidden states (behaviour modes) in an HMM-type model. Each s € S is
a categorical label of a behavioural mode responsible for generating observed pairs (ay, fi).
Suppose S is realised through a transition matrix. In this case, this matrix has the dimension
IS1 x |S|, when representing one-hot states, it is a vector of length |S 1, and when using
embeddings, it is a matrix of magnitude |S| x m, where m is the embedding dimension.

Commentary on Equation (2). If the matrix under consideration is the transition
matrix of a hidden Markov model, then its dimension is |S| x |S| (elements are real
non-negative numbers (probabilities), rows are normalised (sum is 1), and when using the
embedding matrix E, its size is | V| x m (in this study | V| ~ 587, m = 128), the elements
are real (trainable) parameters) and its number of elements is | S12. If the state is encoded
by a one-hot vector, then this is a vector of length | S| (the number of elementsis | S|, of
which elements are binary {0,1}). When using state embeddings, the embedding matrix has
size |S| x m and contains |S| x m elements, where m is the embedding dimension. The
parameter N in (2) is the observed sequence length, i.e., the number of pairs (ay, ;) in a
given session (the number of events). (In this study, a typical value of N will be used, which
is about 102...N ~ 120; but, in general, N is specified individually for each sequence.)

In this case, based on [9,10], a discrete representation of the process is introduced as a
pulse signal, that is,

N
X(t) =) xed(t—t), (3)
k=1
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where ¢ is the delta function, and the pair (xy, t;) is a discrete event signal. It is noted that for
discrete analysis, simply the sequence {x; } ,i\’:l is used [10]. Elements x; are separate events’
features. In the simplest version, this is the API tokens’ index (in the dataset, the dictionary
V =~ 587, indices 0-588). In practical implementation, this is the trained token embedding
concatenation and the arguments projection x; = [embed (a;); ¢(ry)] € REFDars.

It is known that the API call generation stochastic model describes a programme’s
behaviour as a random time sequence of events—{xk}lil—from the alphabet A with
marked time moments #;. Control over this sequence is usually implemented through three
interconnected modelling levels:

1. Markov model of order m, where the next event occurrence’s conditional probabil-
ity is specified and fixes the finite memory of the system and local context depen-
dencies [20-22]. In this case, it is assumed that the event sequence has a Markov
dependence of order m:

Pr = (xp|Xk_1,- -, Xk—m) = P(xx|hx_1), 4)

where hy_1 = (x¢_1, ..., Xx—m). For a finite alphabet, the model is given by the conditional
probabilities P(x | h).

In Equation (4), the function is given by the conditional probability of the next event
given the history P(xy | hx_1), where hy_1 = (x¢_1, ..., Xx—m) captures the Markov depen-
dence of order m. Elements x; are individual events from the feature space X, the index
API (integer in the range 0-588) with time i, and the arguments () projection.

Commentary on Equation (4). The conditional events’ probability is defined over a dis-
crete event alphabet X’ (the API call types set). Formally, a measure P is determined on the
o-algebra of sequences () = X'* (or on a finite subset of length N), and the conditional prob-
ability is considered as a function P(xy | Ii_1), where x; € X is the next element and hy_1 is
the previous m events” history (context). Probability is considered on the probability space
(Q), F, P), where Q) is the set of all admissible outcomes (for example, all trajectories (ay, tx)),
F is the corresponding c-algebra, and PP is the probability. The conditional probability is
defined in the traditional way, that is, for P(B) > 0 P(A|B) = PEP)‘?Q)B ), which is the discrete
or density case, defined in joint densities terms), and in a general measure-theoretical
form as a G-measurable random variable P(A | G) satisfying [ P(A|G)dP =P(ANG)
for any G € G. The “next” events’ conditional probability, given the history, is defined

as P(xg|hx_1) = %, where P(hy_1, x¢) is the histories’ joint probability and the subse-
quent event, and P(f,_1) is the histories’ probability (with P(h_1) > 0). Since the history has
length m, the order dependence must be explicitly stated, so it is proposed to replace hy_q
with A" | = (xg_1,...,Xk_m). And write the conditional probability as pm) (xk‘hﬁl),

which eliminates the ambiguity and explicitly captures the models’ memory.

2. The events (intensity) arrival process, in which events have a time intensity A(t), and,
for example, in the simplest Poisson model:

PIN(t-+ A1) - N(t) = n} = [T MU Lopl A1)
e ®)
Ai(t,t+At) = f /\i(S)dS.
t

In the limiting case of small At, this gives a single event’s probability of the i-th type:
P{one event of the i-th type} = A;(t) - At + o(At), where A(t) = (A1(t), ..., A| 41() is the
intensity vector by types.
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3. Hidden Markov models in which a hidden state s; € S (behaviour mode) is intro-
duced. Then,

PI‘(Sk‘Sk_l) = Ask—lfsk’ Pr(xk|sk) = Bsk(xk). (6)

Based on the call generation stochastic model, a transition is made to map the sequence
into the feature space via the operator ®, which aggregates the trajectories’ probabilistic
and temporal characteristics into a fixed vector z. Mapping the sequence into the feature
space (embedding) is the operator:

@: |JaNSRY ?)
N>1

which transforms an arbitrary time sequence of events {xk}llc\lzl (where x; € &) into a
fixed-size vector:
O ()N, —zeR? (8)

In practice, (8) can be represented as a simple frequency vector:

N

1
zi=—-) 1 =a), )
N k=1
as an n-grams vector
1
Zis iy = m';l{xk:kﬂn—l = (ﬂilf---,ﬂim)}, (10)

or as a continuous convolution (kernel representation):

2(t) = /K(t,s)-x(s)ds, (11)
0

where K is a kernel that preserves the temporal structure (e.g., exponential decay or
Gaussian window).

It is noted that (6) introduces a hidden Markov layer, since the observed sequence of
events is generated by hidden states s, € S with a transition matrix and emission distri-
butions defining transitions between behavioural regimes and observation probabilities.
Equations (7) and (8) define a mapping operator @ that transforms an arbitrary time se-
quence {xy, ¢} into a fixed embedding vector z = ®({x;}), which is a statistical-temporal
feature aggregate. Equation (9) is a frequency representation in which the component z;
is a simple counter (or proportion) of the occurrence of the i-th token in a session (e.g., a
dictionary frequency vector). Equation (10) represents an n-gram model (e.g., a bigram or
trigram vector with counters), and Equation (11) represents a continuous convolution or
kernel representation, where events are weighted by a kernel over temporal delays (e.g., an
exponential decay K(At) = exp(—p - A - tx) or a Gaussian window). The component z is
computed through a sequence of operations: pretyping and casting T(e), token encoding
into an embedding, aggregation (summation, counts averaging for frequencies, n-gram
counting, summation, integration with the kernel K for temporal convolution), and normal-
isation. In practice, features may be concatenated (e.g., token embedding with argument
projection), after which the resulting z is used for classification. The transition from (10)
to (11) is formally accomplished by replacing the discrete counting statistics of n-grams
with its continuous time-smoothed representation, in which, instead of hard counters, an
event’s convolution with a kernel function K is introduced, which takes into account ordinal
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and interval dependencies (the recurring “temporal” weighting function gives a greater
contribution to nearby events).

Note 1. It is noted that in Equation (6), the transition matrix A is defined on the
state set S x S with non-negative elements and normalised rows }_ A;; = 1, and the

emission functions B are distributions over the feature space X (disc]rete or continuous).
In the time stamps’ presence, it is necessary to explicitly fix X = A x R, or separately
indicate that B; acts only on the discrete part ;. The embedding operator ® is correctly
defined as @ : Up>1 (A x ]R+)N — R4 (or briefly X+ — R?), since the current Uy>1 AN
omits the time component and introduces ambiguity. For (8), it is necessary to explicitly
indicate that in the frequency representation z € RMI and, more strictly, z € AMI~1. The
components are non-negative and summable in (1). In this case, (9) and (10) require the
stipulation N > m and note the exponential growth of the dimension of the feature space
| Al for unigrams and | 41" for m-grams. The transition from (9) to (10) is explained as
a natural generalisation with m =1 to the total length of an n-gram, and the transition
from a discrete n-gram notation to the integral form (11) is justified by introducing the
representation of the sequence as a measure x(s) = YN | e, -0(s — t;), after which the
convolution with the kernel yields an equivalent discrete sum z(t) = YN | K(t,t;)-eq,
(that is, the transition from Equation (10) to (11) is performed by applying the conditional
expectation operator or averaging (or the total probability law) over auxiliary variables
and/or limiting transition with an integration order exchange, while for correctness it is
necessary to stipulate standard technical conditions (integrability, continuity with respect
to the parameter, or Markov property), after which (11) follows algebraically from (10)).
It is noted that the functions in Equations (6)-(11) are defined either on the set of states S
(or on the space of trajectories (1) or on the index set of time T (for example, N or [0, 00)). In
this case, their values are real numbers R or vector values R™, and the probability functions
take values in [0, 1]. The initial set is defined as Sy C S and can be a single point x( or
described by the initial distribution g € P(S).

Also significant are the normalisation and type conversion operations T : X — X ,
so that a well-defined embedding is written as ®(T(x1), ..., T(xy)) (this is necessary for
heterogeneous features: categorical labels, real-time metrics, and vector arguments must
be unified).

When choosing @, the ordinal and temporal dependencies’ persistence (to distinguish
sequences with the same empirical frequency but with events in a different order), com-
putational complexity, invariances (time shift, scaling), and noise resistance are taken into
account. It is noted that in malware detection tasks, a practical requirement is the ability of
d to preserve long dependent patterns (i.e., to retain rare but informative events).

Note 2. A note on data type correctness for ®. In practical implementations, input
data type mismatches often arise (e.g., mixing categorical labels, real-time metrics, and
vector call arguments). Such mismatches should be explicitly recorded and coerced to a
single type before applying ®. Formally, the type correctness requirement is represented as

D Sseq — RY, (12)
where
Seeg € |J AN, (13)
N>1

and it is necessary that for all k, x; € X’ of one consistent type. An example of incorrectness is

D:Ssq » RY, (14)
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where “ »” emphasises that without type matching, the mapping is not well defined. Then
the corrective type casting operation T is represented as

O(T(x1),..., T(xn)), T: X — X, (15)

where X is a unified feature space (e.g., numerical vectors in R"™).

Once the embedding z = ®({x}) is obtained, the transition to class division is performed
by modelling the embedding distributions densities for classes py(z) and pj(z) for the “safe”
Hp: benign (harmless programme) and “malicious” Hy: malicious (malicious programme)
classes, respectively, and applying the likelihood ratio criterion A(z) (or equivalent Bayesian
or NP tests [23,24]) to make a decision. The optimal Bayesian criterion (with equal penalties)
gives a likelihood ratio test of the following form:

A(z) = f);g; =y, (16)
where the prior probabilities and error penalties give the threshold 7.

In Equation (16), the test is formulated as a test of two well-defined statistical hy-
potheses: Hy is the observed embedding, z is generated by the “safe” class distribution
with density py(z), and H; is the z generated by the distribution of the “harmful” class
with density p1(z). The test statistic is the likelihood ratio A(z) = £ ) (or the logarithm

po(z)
{(z) =logA(z)). The decision rule is defined as “Reject hypothesis Hy iof A(z) > 11 (equivalent

to £(z) > log(n)), where the threshold 7 is chosen in accordance with the required error
level according to the Bayes criterion or the Neyman-Pearson rule for a fixed significance
level «”. The confidence interval is determined by the fact that in the parametric case,
LRT provides an asymptotic criterion for constructing confidence sets of the parameter 6,
which is the set of values of § for which 2-(£() — £(6)) < x2,_,, where r is the number
of degrees of freedom (the parameter shift dimension) and 8 is the maximum likelihood
z ég:g, according to
the central limit theorem, an approximate 1 — « confidence interval for the mathematical

estimate. Similarly, for the empirical sum of log-ratios S, = ) log

expectation E[{(z)] is constructed as £ 4z La ~%, where 07 is the sample standard deviation
of the log-ratio increments.

Commentary on Equation (16). The null hypothesis H is that the observed embed-
ding z is generated by the “safe” classes’ distribution with density py(z), the alternative
hypothesis Hj is that z is generated by the distribution of the “harmful” class p1(z). The
confidence level (significance) is chosen explicitly (usually a = 0.05 is 95% CI; « = 0.10
for 90% or a = 0.01 for 99% are also acceptable). The test statistic of the log-likelihood
ratio £(z) = log A(z) = log zé—gg requires the specification of the limit law: when apply-
ing the classical LRT and when regularity is satisfied for parametric models, the statistic
2-(¢(8) — £(9)) is asymptotically distributed as x? under Hy (where r is the number of
bias parameters), then the threshold is chosen through 7(3117 - For the empirical sum of
log-ratios S, = Y _; £(zx), according to the central limit theorem for large 1, we have an

approximation by the customary law. Therefore, for the mathematical expectation E[{(z)],

we can construct a 1-a confidence interval of the form ¢(z) = log(A(z)) = log(z ;Eg)
The statistical inference is formulated as follows: according to the Neyman-Pearson rule,
reject Hy when A(z) > 77 (or 4(z) > log(r)), where  is chosen so that P(A > | Hp) = a.
In parametric LRT, alternatively, reject Hy if 2- (¢ (é) —£(0)) > )(%1_ . and the confidence
interval for the parameter 6 is given as a set 6 : 2-(¢() — £(6)) < x2,_,. For example,
for n = 100, sample mean £ =0.80 and 7, = 1.20 with a = 0.05, and the obtained 95% CI is
[0.80 + 1.96 - 1.20 / 10] = [0.5648, 1.0352]. Since the interval lies entirely above zero, this

provides sufficient statistical grounds to reject Hp in favour of H; at the 5% significance
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level. As an alternative (parametric) example: if for some hypothesis, LRT gave the value
2-(¢ (9) —0(6y)) =6.10 with r = 1, then since X%,0.95 =3.84, Hy is also rejected at the 5% level.
According to Neyman-Pearson [24,25], for a fixed false positive rate «, the optimal

test is of the LRT type:
A(2) 2, e(@), 17)

For online detection, the likelihood ratio logarithm is introduced at each event x;:

_ Pr(xx|H1)
b = log<Pr(xk|HO)>' (18)

Then the cumulative log-likelihood is defined as

N
Su=Y_ 1l (19)
k=1

according to which Hj is accepted when S, > A, and H; is rejected when S,, < B.
CUSUM [26] builds cumulative statistics of the following form:

W, = max{O, W,_1+ fk}, Wo—20 (20)

and issues a state change signal when W,, exceeds a predetermined threshold 5.

From discrete sequential statistics (SPRT, CUSUM) working with individual event
log-likelihoods, a proper transition is to describe the embedding x(f) € R? evolution as a con-
tinuous stochastic process x(t) with a stochastic differential equation of the following form:

dx(t) = f(x(t), u(t), )dt + G(x(t), AW (), (21)

where u(t) are external influences, W(t) is a multidimensional Wiener (Brown) process [27].
It is noted that Equation (21) is related to the discrete dynamics of a neural network and is
expressed through the limit transition as At — 0. If the hidden state iteration is defined
as Xpy1 = X + f(xp, g, tr)-At + G(xg, tr) -/ At-& (Where & is a random disturbance with
zero mean and unit variance), then under standard assumptions (Lipenschitz property of
f, G, boundedness of moments, correct noise scaling), the time-interpolated trajectories
converge to the stochastic differential equation dx(t) = f(x(t), u(t), t)dt + G(x(t), H)dW(t)
solution, where W(t) is the Brownian motion generated by the limit of sums ) VAL-E. In
this interpretation, x(f) is a continuous latent vector, u(t) is the input, control (e.g., input
data or batch statistics), the function f encodes the deterministic part of the update (residual
increment), and G - dW models the stochastic component (mini-batch noise, stochastic
regularisers, and approximation uncertainty). Then the distribution density p(x, t) satisfies
the Fokker—Planck equation [28]:

W v(f EESY > ((G-GN)ijp) (22)
ar = Ve 2= 0wy o P

then for classes Hy and H; we obtain parallel Fokker—Planck equations for densities py(x, t)
and p1(x, f).

For trajectories (taking time into account), measures Py and IP; are introduced on the
trajectory space, and their distinguishability is then quantified using information measures,
namely the Kullback-Leibler divergence [29] Dky (P; || Py), the Fisher information [30] I(6),
the Wasserstein distances W), and the total variation dry, which are related to the error
probabilities, the successive criteria convergence rate, and the detector’s overall resolution.
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The Kullback-Leibler divergence for measures Py and P; on the trajectory space is
defined as

(23)

dPp
Dxr(P1[|Py) = Ep, [log 1}

Moreover, the higher the Dg;, value, the easier it is to separate classes.
Fisher information is defined based on the assumption that the density p(z; 0) is

P 2
(aglogp(z;e)) ] (24)

For the log-likelihood independent increments, a significant deviation probability is

parameterised by 6:

1) =E

subject to estimates of the following form:
gr{sn > n-y} = exp(—n-I(y)), (25)
0

where I(e) is the significant deviation theory rate function.
Let us define the distance between the trajectories S(1), S(2) through embeddings:

o505%) - fo(s) (s

an alternative to which are the total variational distance dry(p1, p2) and the Wasserstein

, (26)

distance W (p1, p2), defined as

drv(p1,p2) /\Pl (x)|dx, (27)

Wy(p1,p2) =E. (28)

The distances between trajectories and their clustering estimates define the state space
natural metrics and partitions, on which basis the transition to the stochastic process
transition operator T and the generator L spectral analysis is carried out, investigating their
eigenvalues and eigenfunctions to identify slow modes and stable behavioural patterns.
For this, we consider the transition operator (Markov operator) T on L?:

To(x) = E[p(xki1)|xx = x]. (29)

Spectral analysis of T (eigenvalues {A;} and eigenfunctions) reveals slow modes of
behaviour. An eigenvalue with | A;| ~ 1 presence indicates stable patterns. The generator
L for SDE is

(Lo)(x) = f(x): Vg(x) + 5 (GG V() (30)

In this case, the dynamics x = f(x,t) can have different attractors: stable stationary
points, limit cycles, and chaotic attractors. The differences between benign and malicious
are manifested in the Lyapunov exponents Amax (positive is the sensitivity to initial con-
ditions), as well as in the recurrence indices and stationary distributions. For a stationary
point x*, linearisation is performed:

5t = (") o, J(x) = L (x) 61

and the minor disturbances’ behaviour is determined by the matrix J(x*) eigenvalues
{Ai}. The point x* is linearly stable if R(A;) < O for all 7; it is unstable if R(A;) > 0. For a
discrete map xx.1 = F(x), the stability condition is represented as all eigenvalues of the
Jacobian DF(x*) lying inside the unit circle. It is noted that the exponents’ estimate gives a
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sensitive quantitative measure of the initial condition. The maximum Lyapunov exponent

s = i (108 o)) 2

and Amax > 0 indicates an exponential divergence of trajectories (potentially chaotic dynam-

is defined as

ics), and Amax < 0 indicates disturbances’ exponential decay. In practice, Amax is estimated
numerically (Bennettine algorithm [31], etc.) based on the sample. It is noted that the
attractor A is an invariant set to which trajectories from the initial conditions of a particular
set asymptotically tend. The basin of attraction is defined as

B(A) = {xo : tli_)rgodist(got(xo),A) = 0}. (33)

The attractor types (fixed points, limit cycles, and strange attractors) differ in spectral
and statistical characteristics—this is one of the key features for separating classes. Benign
systems often have stable stationary (or periodic) attractors, while malicious processes can
exhibit multi-attractorism, frequent transitions between regimes, or positive Lyapunov
exponents [32,33].

In this case, for stationary dynamics, there exists an invariant measure y such that if
x(0) ~ p then the x(t) distribution is constant. Ergodicity means that the temporal averaging
is equal to the spatial one:

T
fim (2 o)t | = [9(an(x) (34)
0

for a broad class of observables ¢. The difference between iy and p; (classes) is an essential
statistical characteristic. For comparison, the distances dry(po, p1), Wp(po, 1), and the
Kullback-Leibler divergence (if densities are available) are used.

In systems with several local minima (attractors), the key indicator is the average exit
time (transition) between modes. For stochastic dynamics,

dx = f(x)dt + /edW. (35)

In the low-noise asymptotics, the time to exit the no-slip domain is estimated expo-
nentially according to Freidlin-Wentzel:

T X exp (AS), (36)

€

where AS is the action on the minimum output path. The commutator function
q(x) = Pr{first input to B from x} solves the equation for the generator L:

Lg(x) = 0in the domain, q|, =0, q|z = 1. (37)

These values allow us to estimate the mode stability and the switching probability—a
distinctive feature of malicious behaviour (for example, frequent transitions). Based on
these diagnostic characteristics (Lyapunov exponents, spectral gap, retention times, etc.),
the model parameters are trained through the empirical risk minimisation, i.e., the empirical
risk optimisation:

. 1

R(8) = ) e(gg(z<f>),y<i>)+A-Q(9), (38)

1 Mg
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where / is the loss function (e.g., cross-entropy) and () is the regulariser. Then the empirical
risk gradient is represented as

VoR(6) = 1342 Vol (gg (z@), y<">) +A-VeQ(6). (39)

A necessary condition for a stationary point 6" is a zero gradient, that is,
VgR(0) = 0. (40)

Moreover, if R is convex and C? is smooth, then this is also a sufficient condition for a
global minimum.

Thus, the solution to the minimising empirical risk problem comes down to the
suitable numerical method choice (gradient, proximal, or Newtonian [34,35]), the correct
regulariser structure consideration, the loss function properties (convexity, smoothness),
and hyperparameter control through validation. In particular, the numerical methods and
regularisation choice are directly related to the recurrent cells” internal state dynamics
analysis, since it is these decisions that determine the network stability and ability to store
information over time [7,36-38].

Theorem 1. On the Long-Term Memory Property of Gated Recurrent Cells.

Consider a recurrent cell class updating the internal state ¢; € R? by the rule
¢t =8t © cr—1 + uy, where g; € [0, 179 is the gate vector (element-wise multiplication), and
up € R7 is the input. Then, for any sequence of inputs {u;} and gates {g:}, there exist gate
values that ensure the information scalar component preservation in the internal state over
an arbitrarily large number of steps with an arbitrarily small attenuation. That is, there

(i) )

exists a setting {g;} such that for some i-th component, the initial state ;" to ctl contribution

remains bounded below by a positive constant as t — oco.
Proof of Theorem 1. For a fixed i-th component, a scalar update of the form is specified:
Ct =&t ©ci_1 +uy, (41)
Unfolding the recursion,

. t X . t t X R
) = (Hg§’>>.cg> n z( T gg”)-u,@, 42)
s=1

k=1 \s=k+1

where the empty product is equal to 1.
Let ggl) =1 —¢g, with small ¢; € (0, 1). Then,

t X t
log (I—{g@) = ;(1 — &) (43)

for small &;. Using the power expansion and a simple estimate of the series tail, for any s, we ob-

tain —eg — 1&2 <log(1l—es) < —&; for 0 < g5 <1 (because log(1 — x) = =Y 7, %k). Summing

2
overs =1, ..., t, we obtain strict inequalities —Zézl g — Zé:l 15‘& < Eé:l log(1—¢;) <

72;1 £s. Hence, Z§:1 1ogg£1) = 22:1 g5+ Ry.
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[ee)
If we choose a sequence {g;} such that the series }_ &5 < oo (for example, &5 = 51%'
s=1
with ¢ > 0), then the limit

. t . 00
rt) .= limnggl) = exp (— ) £s> (44)

exists and is positive: 0 < rf;;) <1
(i) (

Therefore, the initial state c;” contribution is preserved and multiplied by Foi), which

can be made arbitrarily close to 1 by choosing a small parameter . As for the inputs’ {ul(ci) }

contribution, it is multiplied by the factors Hé:k 1 ggi). For the chosen ¢;, these factors do

not tend to zero quickly, but if the inputs are bounded and rf,f,) is close to 1, the initial state
contribution will dominate. '

Thus, the gate sequence that ensures long-term information preservation about c(()l) is
constructively demonstrated. The theorem is proved. [

Thus, Theorem 1 formalises the long-term memory mechanism. The model can store
relevant patterns that appeared long ago and use them when making decisions. It is
essential for detecting slowly developing attacks or malicious chains of events distributed
over time (Appendix A). In practice, this means that it is necessary to include a mechanism
for selectively storing significant features (analogous to “gates”) in the architecture so that
information about maliciousness indicators that are sparse in time is not lost.

2.2. Development of a Neural Network Model for Detecting Malware

A recurrent neural network based on an LSTM cell is used as a model for classify-
ing programmes by API call sequences. This architecture choice is due to the classical
RNNs’ limitations in modelling long-term dependencies [36,37], since LSTM structures are
equipped with mechanisms for storing and forgetting information [36,38,39], which allows
them to effectively capture and approximate long-term dependencies that arise at arbitrary
intervals. This approach is appropriate when analysing events and temporally distributed
features, where it is necessary to preserve context over ample time intervals [39,40]. The net-
work is implemented in Python 3.7 using the Keras framework. The constructed recurrent
neural network architectural diagram is shown in Figure 1.

As shown in Figure 1, the data passes through an embedding layer that transforms
discrete inputs into dense vector representations then through SpatialDropout1D for regu-
larisation and feature correlation reduction. The sequence is processed by an LSTM layer
cascade to extract local and medium-term temporal dynamics, after which a time-aware
multi-head self-attention block collects the LSTM cells” output states, takes into account
the relative time intervals between events, and adaptively weights each step’s contribution
by importance, providing flexible global information aggregation. The attention block
output is passed to a dense layer series with dropout to build high-level features, and the
final layer produces class probabilities, which together provide malware detection that is
sensitive and robust to sparse and long-term behavioural patterns.

For the developed neural network mathematical description, it is assumed that the
programme input behavioural sequence is defined as S = (ay, t, rk),zzl, a, € A (API
call type), ty € R* (moment), t; € R (arguments, metrics). The general embedding
operator (the mapping function of a sequence into a fixed vector), denoted by ®, where
z=®(T(x1), ..., T(xn)) is formally the type conversion operation T and kernel representa-
tions of time.224
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Figure 1. The constructed recurrent neural network architectural diagram.

At the preprocessing stage in the embedding layer, categorical and real features are
first reduced to a single feature space X C R™ via the operator T. For discrete API indices,

| Al xd¢

a trainable embedding matrix E € R is used:

e = E[a] = E-a; € R*. (45)

The matrix E in Equation (45) is treated as a trainable linear operator, which is a
weight matrix that transforms the vector features of an event into a latent (classification)
space, that is, E € R%*%  and it is justified by the need to aggregate and mix the feature’s
components to obtain a compact embedding taking into account inter-feature interactions
(the E structure can be dense, sparse, or block-like and regularised during training). In this
case, ay is not a scalar, but a vector of features a; € R% (for example, a concatenation of the
token embedding and the argument’s projections). So the correct notation of the equality is

given as z = )_ E-ay (or, taking into account the bias and nonlinearity, z = o (Z E-ap + b) ,
k k

and if the authors had in mind the scalar weights « with vector features vy, then the correct
form will be z = ¥ o vg.

k
If the record contains additional vector attributes r;, we combine
x; = concat(eg, ¥(ry)) € R, (46)

where 1p(e) is the argument normaliser (projector). It formally corresponds to the operator
® in the form of a frequency (or kernel) representation or #-gram (or convolution).

The SpatialDropoutlD layer is applied across the embedding channels. It specifies a
mask m € {0, 1}"1" (the same across time steps) with Pr(m; = 0) = p4, and

}k =mQ® Xg. (47)

It is noted that in Equations (46) and (47), the function concat(e) denotes the con-
catenation operation of feature vectors, i.e., their sequential combination into one longer
vector without losing information about each component. For example, if e, € R% and
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¥ (rx) € R¥, then concat(ey, (rg)) € R¥%*4r. The algebraic operator ® denotes the element-
wise (Hadamard) product of the exact dimensions’ vectors.

The LSTM cell (Figure 2) is a traditional gated LSTM structure with the temporal
decay introduction, a salience gate, and an input (memory) kernel temporal modulation to
allow the model to controllably retain rare, informative events, reduce the long intervals’
contribution, and ensure the existence theorem of gates for long-term memory (Theorem 1).
It is assumed that at the k-th step, its input is Xy, the previous hidden state is f_; and
memory is ¢x_1, and the time interval is Aty =ty — f;_1 (for k =1, we set At; =0).

ety o] Decay ) & (o)

Wiy
ht—l F
orget gate I
Wy > (sig)
Wii
Input gate Salience
Wxi‘ (Slg) gate
th‘ '
| Candidate cell Iilelflne‘l .
Whae | state (tanh) ™ modulation tan
W (1) i
ho
Output gate -
oy L ) 5

Figure 2. The developed modified LSTM cell structure.

A time core (which can be fixed or trainable) of the following type is introduced:
Ki(At) = exp(—a-At), a« > 0. (48)

or a more general parameterisation of K+(A¢; 0k) (e.g., an exponential and Gaussian mix-
ture), which is consistent with the exponential decay (kernel) ideas.
To isolate rare informative events, a gate s € [0, 1]% is introduced, calculated as

Sp = 0‘<W5~;k + Us-hy_1 + 75'4)(;]()), (49)

where ¢ ;k) is an additional scalar (or vector) “importance score” (e.g., normalised dis-
tance to malicious (benign) prototypes or local information score such as Kullback-Leibler
divergence), and 7; is a coefficient. This gate allows one to enhance the contribution of
clearly significant events.

Then, the equations for describing traditional LSTM gates with additional time and
salience modulation are given as

Iy = U(Wi';k + Uj-hg—1+bi + 5i'Ti(Atk)),
fi = U(Wf~;k—|—ujr-hk_1—|—bi+,5f-Tf(Atk)), (50)
0 = o (WorX + Upel 1 + o),
where T.(At;) are scalars (vectors) obtained from the time kernel K:(Afy) (e.g.,

T(Aty) = log(1 + K¢(Aty)) or the Time2Vec projection [41]), and B+, and < are the learn-
able coefficients. It allows the gates to depend on how recent (or distant) the event is.
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The candidate for memory update iy is formed as
i = tanh(wu-zk Uyl g+ bu). (51)
Also introduced is temporal modulation of old memory and salience weighting:
k= fr © (Ke(Aty) O k1) + i © (stak) (52)

In (52), the first term reduces (in a controlled manner) the old memory contribution for
large A;. Still, due to the theorem of gates for long-term memory (Theorem 1), it is possible
to adjust f; ~ 1 to preserve information when needed.

Then the LSTM cells” hidden state is defined as

he = o © tanh(cy). (53)

Comment on long-term memory preservation. Theorem of gates for long-term
memory (Theorem 1) guarantees the existence of gate configurations {g;} (here the f;
component and/or additional multiplicative factors) for which the initial state contribution
does not tend to zero.

After passing through LSTM, a hidden state matrix for the entire sequence is obtained:

H=[hy,...,hy]" € RT*%, (54)
For multi-head attention, the following type projections are specified:
Q=H-Wg, K= H-Wg, V=H-Wy, (55)

where Wg, Wk € R *dk Wy, € Rn*do,
For the scoring time modification, it is assumed that the expression describes tradi-
tional scores:

-
5o _ &K (56)
T Vi
A temporary core is introduced in scoring, represented as
0
Sij =53 Ke ([t = 41), 7)
after which normalisation is carried out:

T
A = softmaxj (Sl]) =(C = Z A”V] (58)

j=1

In the multi-head case, the “heads” are concatenated and projected back. This modifi-
cation implements the “weighting by time intervals” idea and is consistent with nuclear
time representations.

To describe residual connections and normalisation, a standard scheme is used:

C = LayerNorm(H + MHAy;,,.(H, 1)), (59)

where MHA¢j.(H,t) = [Cq,... CT]T gives for each position a weighted representation,
where the weights depend not only on the content /;, but also on the time difference #;-t;.
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Next, the contexts C; are aggregated into a fixed-size vector z, for example, via time-
weighted pooling:

z=

Z -Ci, wi = 8pool (ti), (60)

i
where gp001 (i) = Sij-exp(—a-(t; — t;)).
Next, z is passed through a dense layer series with dropout, resulting in logits of
the form:
s = MLP(z), p = softmax(s), (61)

where p € AK71is the distribution over K classes (usually K = 2: benign and malicious).
Taking into account the trajectory differences, the loss function has the following form:

N
Lce(6 Z Zyn,c-log(ﬁn,c),R(G) = A-[|6]f, L(6) = Lce(6) + R(6).  (62)

To increase the interclass distance in embedding, a criterion is introduced for the
distance between the class embedding distributions (the Kullback-Leibler divergence or
the Wasserstein distance analogues), presented in the following form:

Lety = Z {Hzi —szZ — ||z —zk||2 +m}+. (63)
(ij.k)

A regulariser is also added that encourages a significant preservation of memory
components for those steps where salience sy is large:

Rumem = ) (1= || fie © Ko (Ati) 1) - L{s > 11}, (64)
k

which penalises strong memory decay if the event is marked as critical. The overall objective
function then becomes

Ltotal = LCE + A ||9||2 + ')/ctr‘Lctr + V'Rmemr (65)

which is minimised by gradient methods (Adam, RMSprop [42]). The general objective
function gradient is

V9Ltoifal = VgLcg +2:A-0 + '7ctr'v9Lctr + V'veRmem/ (66)

in this case, the stationarity is a necessary condition VyL;y, (6%) = 0, consistent with the
empirical risk minimisation general theory [43].

Table 2 shows a layer-by-layer diagram of the key stages of training the developed
neural network (see Figure 1) from preprocessing and tokenisation of input API calls,
through embeddings and SpatialDropout, multilayer LSTM branches with subsequent
dense blocks and an attention mechanism, to the output classifier, loss function, and
optimiser, indicating optional steps (augmentation, adversarial training, and optimisation
for deployment).
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Table 2. Developed an algorithm for neural network training.

Layer (Stage)

Training Stage Description

What Is Being Optimised

Input (Preprocessing)

API calls tokenisation (indexes, padding,
masking, batch formation).

Preparing masks and batches (bucketing)
for efficient computation.

Embedding

The indices are converted into dense
vectors. In the forward pass, it produces
embeddings, and in the backwards pass,

the gradients update
the embedding matrix.

We can use pre-trained embeddings or
train jointly, and we can
regularise with dropouts.

SpatialDropout1D (Regularisation)

During training, it turns off random
embedding channels to reduce
feature correlation.

Reduces overfitting, affects forward pass
only (stochasticity).

Stacked LSTM (Parallel Branches)

Sequences pass through multiple LSTM
layers; each cell computes hidden states
(forward) and receives gradients (backprop)
to update the recurrent connection weights.

Different branches can have various depths
or context lengths (short-term or
long-term). Use recurrent dropout and
gradient clipping.

Per-branch Dense with Dropout

Dense layers transform high-level
representations from the LSTM. Dropout
extinguishes some neurons during training.

Provides a nonlinear combination of
features and additional regularisation.

Fusion (Attention)

Merging branches (concatenation and
averaging) and using an attention
mechanism to weight the contributions of
individual segments and branches. During
training, attention weights are
also optimised.

Attention increases interpretability and
focuses on informative fragments.

Output Layer (Classification)

In the forward pass, predictions are made,
and in the backwards pass, gradients are
calculated for the entire network.

The activation function and output
structure are selected for the task (binary or
multi-class).

Loss and Optimiser (Outside Layers)

Based on the predictions, a loss (weighted

cross-entropy, etc.) is calculated. The Adam

optimiser updates all parameters based on
the gradients.

Setting up LR (LR-scheduler, early
stopping, checkpoints).

Additional: Augmentation
(Adversarial)

During the training process, modified
sequences (insertions, permutations,
adversarials) can be added to
increase robustness.

Increases resistance but requires quality
control of augmentations.

2.3. Synthesis of a Malware Detection Method for API Request Sequence Analysis

Based on the developed neural network (see Figure 1), a method for detecting malware
by analysing sequences of API requests was synthesised, of which the main idea is to
transform API event time sequences into stable time-aware embeddings through a modified
LSTM branch with salience gates, then make an online (or batch) decision using a neural
network classifier combination and sequential criteria (LRT or CUSUM). Figure 3 shows the
structural diagram of the developed method. It is noted that the integration of the CUSUM
detector into the developed online detection method plays a key role in improving its
effectiveness, as it enables prompt monitoring of deviations in incoming data and real-time
threat response. The logarithm of the likelihood ratio for the CUSUM statistic is derived
from the output probabilities of a neural network, where for each new sequence, the ratio
of the probability of an event being benign (HO) to the likelihood of it being malicious
(H1) is calculated. This ratio logarithm is then used to update the CUSUM statistic, which
analyses the accumulated data and generates alerts about possible anomalies when the
statistic value exceeds a predetermined threshold. This hybrid approach, combining the
power of deep learning with the precision of statistical methods, enables effective detection
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of both short-term anomalies and complex long-term attacks, reducing system response
latency and minimising false positives.

JSON reports (Cuckoo, Sysmon, ...)

Y

arguments normalization
deleting short (damaged) sessions
arguments normalization

Preprocessing and filtering

vy

API — index (vocab)
args — BeKTOp (k)
OOV — <UNK>

Tokenization and arguments projection

v
Embeddings and time features

token embedding
arguments projection
calculating At (intervals)

Y

Multi-branch LSTM (short, middle, long)

each branch has a modified LSTM cell
accounting for At via time-kernel 7(Af)
salience-gate highlights significant events

Y
Time-aware Multi-Head Self-Attention

attention modified by time core |

gives interpretable event weights |

A

Aggregation (time-weighted pooling)

time-weighted aggregation |

St At gttt it

branch fusion (concat or gated fusion) |

A

Classifier (outputs p(malicious| z))

4 Y
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P (CUSUM or SPRT)
[} i y 0
use for reporting ul;dite al;m;nhat
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i i max(0, S (early
amnalysts memes + %) detection)

Figure 3. Structural diagram of the developed method for detecting malware by analysing API
requests and analysing sequences.

The system receives Cuckoo JSON reports and extracts sequences of API calls with
timestamps and arguments. Each session is filtered (e.g., sequences length > 100), tokenised
by the API dictionary, and packaged into length-bucketed batches for efficient training and
padding. Timestamps are converted to intervals At for subsequent time-aware processing
and call arguments are projected into a vector space ¥(rx) and concatenated with token
embeddings (type casting operator T and embedding operator ®).

Tokens are passed through a trainable embedding and SpatialDropout1D. The se-
quence is then processed by a multi-scale stacked RNN, where each branch is a modified
LSTM that takes into account the temporal kernel T(At) and introduces an additional
salience gating sy (according to Equations (48)—(53)). This design provides a theoretically
justified “long-term memory” (see Theorem 1) and allows the modelling of both frequent
local patterns and rare but informative events.

The LSTM cells’ outputs are fed to a time-aware multi-head self-attention, where the
scoring function is modified by a time kernel K+(At), which makes the attention weights
sensitive to the steps’ relative recency according to (56)—(58). It provides interpretability
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(the attention weights indicate critical steps) and improves the sparse feature extraction. Ag-
gregation is performed according to the scheme “time-weighted pooling — fixed vector z”.

The vector z passes through dense blocks and yields class probabilities p(malicious | z).
For batch classification, weighted cross-entropy (including focal or class weights in the
imbalance case) and regularisers are used as a penalty for the significant memory com-
ponents attenuation according to (63) as well as a technique to increase the embeddings
interclass distance (the Kullback-Leibler divergence or the Wasserstein distance analogues).
For online detection, the log-likelihood ratio A(z) and accumulated statistics (SPRT or
CUSUM) are additionally calculated. When a new event x; arrives, S, is updated according
to (18)—(20), and an alarm is issued when the threshold / is exceeded, which allows for a
quick response to the maliciousness’s early indicators.

Adam performs training with the LR-scheduler, early stopping, and gradient clipping.
To combat obfuscation and rare tokens, embedding pretraining (self-supervised or masked),
data augmentation of sequences (insertions, deletions, or re-shifts), adversarial training,
and stratified sampling or oversampling are used. Monitoring metrics are precision, recall,
F1-score, ROC AUC, per-class F1, and specific online metrics such as average detection
delay and false alarm rate (FAR) over time.

An experimental sample of the developed method is implemented in the MATLAB
Simulink R2014b software environment (Figure 4).

file 000003|>u @ yl»u @ yviru @ ylru @ y—»ﬂ

Data source fon fon fon fon
Preprocessing ~ Embedding lookup SpatialDropout1D  Multi-branch LSTM ~ Concatenate

Online detector Dense-blocks Time-aware multi-head
Output (CUSUM) Softmax and Dropout Aggregation self-attention

yout y € Uy 4 uedy 4 ey 4 ue—y H ue

fon fon fon fon fon

Figure 4. An experimental sample of the developed method was implemented in the MATLAB
Simulink R2014b software environment.

The data source (implemented by the “From Workspace” block) feeds API sequences
(indices), timestamps, and arguments. The “Preprocessing” block (implemented by the
“Matlab Function” block) filters seq_length > 100, tokenises indices, pads to a window
(or batch), calculates Af =ty — t;_1, and outputs a project of arguments 1(ry). Embedding
lookup (implemented by the “Matlab Function” block) is a block that stores the embedding
matrix (size E = 128). SpatialDropout1D (implemented by the “Matlab Function” block) ran-
domly zeroes embedding channels equally across time-steps. Multi-branch LSTM (imple-
mented by the “Matlab Function” block) extracts multi-scale temporal features. Each branch
is a modified LSTM cell with a time kernel T(At) and a salience gate sk. “Concatenation”
(implemented by the “Concatenate” block) concatenates the branches” outputs over time.
“Time-aware multi-head self-attention” (implemented by the “Matlab Function” block)
implements matrix operations Q, K, V, and a scoring matrix S = Q—K; + time_bias, then
softmax and weighted sum. The “Aggregation” block aims to aggregate Context (N x D)
into a vector z of size dz. “Dense-blocks and Dropout” (implemented by the “Matlab
Function” block) are multiple dense layers, with the last layer giving logits for K classes
(K = 2). Dropout can be turned off on inference. The parameters, dense_dropout = 0.3,
embedding size, and number of neurons, are configurable. “Softmax” (implemented by the
“Matlab Function” block) is a p(malicious | z) classifier. In the “Online Detector (CUSUM)”
(implemented by the “Matlab Function” block), the log-likelihood ratio A(z) is calculated
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for each incoming z, and the accumulated statistics S, or W, (CUSUM) are updated, and an
alarm is generated when the threshold h is exceeded. In the “To Workspace” output block,
the results are logged, and an event (trigger) is generated in SIEM.

3. Case Study
3.1. Formation and Pre-Processing of the Input Dataset

The study defines malware as any software or programme code designed with the
intentional intent of performing unauthorised or harmful actions against computing sys-
tems, data, or their users, including violating the confidentiality, integrity, or availability
of resources; providing unauthorised remote access; performing covert data transfer; self-
propagation; or sabotage. Key characteristics of malware include the presence of a malicious
(hostile) intent, performing actions without the system owner’s informed consent, and the
automation of malicious behaviour (e.g., vulnerability exploitation, stealthy persistence,
network propagation, encryption, or data exfiltration). A typical example is the WannaCry
ransomware worm (May 2017), which exploited a vulnerability in the SMBv1 service (CVE-
2017-0144, exploit “EternalBlue”) to self-propagate over the network, downloaded and
launched an encryption module, encrypted user files (using a combination of symmetric
and asymmetric encryption), left a ransom note, and used TCP /445 network connections
for propagation. It demonstrates that malicious behaviour is implemented through char-
acteristic sequences of system calls (process creation, bulk writes, network connections,
crypto API calls, etc.), so the Windows API call corpus collected in Cuckoo Sandbox serves
as a direct source of observable features for model training.

That is why a dataset was obtained for the analysis, including Windows API calls
extracted from executable applications. Data was collected using the open and free Cuckoo
Sandbox tool, which allows one to run suspicious programmes in a virtualised, isolated
environment. During file execution, Cuckoo records the application behaviour and saves
the results as JSON reports in the PostgreSQL database. Completed API call records were
then extracted from the received reports. The general scheme for preparing the training
dataset is shown in Figure 5.

Cuckoo Sandbox Environment

@ > @ > cucl@g% Virt‘uaIBox
- g
PE file API-based

analysis % %

PostgreSQL

J

¥
A
—>| | Dataset

Dataset

Figure 5. The training dataset preparation using the Cuckoo Sandbox tool follows a general scheme.

Since the generated set will be used to train the developed neural network, it was
filtered. Thus, reports on programme actions containing fewer than 100 API calls were
discarded. Further processing consisted of indexing the queries: since 587 different API
calls were identified during data collection, these calls were indexed with values from 0 to
588 inclusive. The final data preparation stage for model training was marking the dataset
with information about safe and malicious files.
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Table 3 provides the input dataset for training description: the fields list (unique
sample identifier, benign (malicious) label, API calls indexed sequence and its length,
timestamps and call arguments, Cuckoo metadata, and path to the original JSON report),
as well as filtering rules (removing records with less than 100 calls) and the 587 unique

APIs dictionary details used for tokenisation.

Table 3. Input dataset.

Data Name Data Type Description Value Notes
. Lo . N i . Corresponds to one Cuckoo
sample_id line_int Unique record (file) identifier file_000123 JSON report.
label categorical Markup: benign or malicious malicious The final lab.el fqr training
(or validation).
Tokenisation was performed
. . Indexed API calls using the call dictionary.
api_sequence array_int (tokens) sequence [12,5,233,17, ..] Records with < 100 calls
were filtered.
. Sequence length (number of For selection:
seq_length int API calls) 312 seq_length > 100.
fimestamps array_float Timestamps (the moment each 0.003,0.052, 0210, ..] Used for time-aware models
call was executed) or At calculations.
Additional call attributes s . .
api_args structured JSON (dict) (arguments, PID, packet “ ” ,,{ pid”:1024, ” Can b'e partlglly normalised
sizes, etc.) arg0”:“C:\\temp) \a.exe”} (projected) into vector ry.
ctckoo metadata dict Cuckoo metadata: vm_id, {“vm”:“vmO01”,”run”:"r123", Stored in PostgreSQL
- run_id, timestamp, scenario "ts”:"2024-01-10T12:00Z"} JSON report.
Path to the original JSON
raw_report_path string (path) report in the database (file /cuckoo/reports/r123 json For re-analysis (audit).
system)
extraction_time datetime EX’EI’aCFlOl’I tlr.ne (record 2024-02-01T09:00Z Log for reproducibility.
induction)
notes string Additional notes (e.g., filtering, filtered: <100 calls Convenient for debugging

incomplete data)

the pipeline.

Table 4 presents the training example file_000003 records: the positional call number,
the API token corresponding integer index (range 0-588), and the timestamp of each event
for the sequences’ first 20 elements (total length seq_length = 312). These data serve as the
input representation for training the developed neural network (see Figure 2), where the
indices are used as embedding tokens, and the timestamps are used to form time-aware
features and masks during padding.

Taking the significance level of a = 0.05 (95%), we use the binomial model for the
proportion of successful classifications with a normal approximation according to the
central limit theorem as the distribution (for N = 5000 it is sufficient); the observed accu-
racy was p = 0.964. Then the 95% confidence interval for the accuracy [0.9588, 0.9692] is
(95.88-96.92%). Testing the hypothesis Hy: p = 0.90 against Hy: p > 0.90 gives the statistics
z ~ 15.08 and p-value < 10-10 (extremely small), therefore H) is rejected, and the model
demonstrates a statistically significantly greater accuracy than 90%. As a numerical example
of the application of the criteria, it is accepted that at the decision threshold (likelihood or
score) 7 = 0.5, the model gives a malice probability estimate of 0.85, hence the classification
“malicious”, and in the accuracy test, the observed p = 0.964 and the indicated CI confirm
the practical and statistical reliability of the result.

Table 5 shows the training dataset homogeneity assessment (metrics, their definition,
values, and interpretation) for a dataset consisting of N = 5000 samples.
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Table 4. Training dataset compiled for sample_id = file_000003.
Position Token_Index (Value) Timestamp (Seconds)
1 12 0.0018
2 5 0.0042
3 233 0.0105
4 17 0.0150
5 400 0.0203
6 58 0.0237
7 412 0.0312
8 233 0.0450
9 77 0.0521
10 210 0.0600
11 18 0.0610
12 305 0.1205
13 76 0.1210
14 489 0.2300
15 102 0.2355
16 12 0.2400
17 333 0.6000
18 87 0.6055
19 401 0.6100
20 5 0.9000

The evaluation shows that the training set is by no means completely homogeneous.
While the vocabulary is almost wholly covered (=96%), there is significant variability
in sequence lengths and in the unique token number per sample (high CV and std), as
well as strong unevenness in API frequencies (Gini ~ 0.72) and low average pairwise
Jaccard similarity (=0.11). It means that the model encounters both strongly dominant
“frequent” calls and a large number of rare specific API calls, which may lead to problems
with overfitting frequent patterns and weak generalisation of rare families. In practice,
length bucketing, class weighting (or oversampling), embedding regularisation, sequence
data augmentation techniques, and methods that are robust to noise and rare tokens (e.g.,
embedding pretraining and contrastive training) are required.

To assess the training dataset homogeneity, traditional statistical parameters [44,45]

were used, which include the class proportion p. = % (where N, is the sample number
(49
ML
(where yp and o are the mean and standard deviation of the sequence lengths), Shannon

of class ¢, N is the total dataset size), coefficient of variation for sequence length CV =

entropy of the tokens distribution in a sample (logarithm of 2 for bits) H = —}_ p;-log, (p;)

1
(where p; is the relative frequency of the i-th token in the sample), Gini coefficient
for token frequency unevenness (version based on ordered frequencies x;, i = (1...m),
G = Lin YLy | xi—xj] _ |anB|
2.m-Y 0 X |AUB|
(the average pairwise Jaccard is the average over the dataset of all pairs), and vocab

coverage C = Ule“/s‘ (where V; are unique tokens in sample s, and V is the full dictionary).

, Jaccard index for two sets of unique tokens A and B J(A, B)

A comprehensive set of measures will be applied during training to compensate
for dataset heterogeneity. At the data level, stratified batch balancing (oversampling or
weighted sampler), filtering, and bucketing by length with dynamic padding will be per-
formed. At the task level, a weighted or focal loss function will be calculated to take into
account rare classes. At the representation and architecture level, embedding pretraining
(self-supervised), multi-scale (hierarchical) processing of long sessions (using an attention
mechanism aggregator), and parallel branches for different modalities will be implemented.
To improve robustness, sequence data augmentation, regularisation (SpatialDropout, re-
current dropout, L2, and gradient clipping), and, if necessary, adversarial training will be
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performed. Validation and monitoring are built stratified by classes (families) with per-
class metrics and drift detection, and the production chain provides continuous training
mechanisms and reproducibility control (fixed seeds, preprocessing, and configuration

logging).

Table 5. The training dataset homogeneity assessment results.

Metric

Definition Value at N = 5000 Interpretation

Class balance

Moderate imbalance. Class
weights or rare class
oversampling during training
must be taken into account.

benign 58% (2900),

Share of benign or malicious malicious 42% (2100)

Sequence length (seq_length):
min, median, mean, max, std

Significant length variability.
Bucketing or dynamic
padding control is required.
However, a high CV (~ 0.63)
indicates non-uniformity of
time profiles.

min = 100,
median = 310,
mean = 412,
max = 2000,
std = 260

API calls spread in a session

Average unique tokens

Large variance. Some samples
contain a few different APIs,

How many samples cover th . .
W many ples coverthe while others contain many,

mean = 178,

per sample dictionary locally std =95 making it difficult to
generalise the model.
Unique APIs found share in 565 Almost the .entlire voo?a.bulary
Vocab coverage 222 ~ 96% is used, which is positive for
the dataset 587

training embeddings.

Average entropy of token

Moderately high diversity of
calls within sessions. Low

Token frequency diversity entropy in some samples

mean H ~ 5.1 byte,

distribution (per-sample) measure in a dataset (bits) std ~ 0.9 indicates a few
APIs” dominance.
Gini coefficient of token Token frequenc rslggﬁager gfe Yg:en E:l:;’f} ’ s;nlfllsl
frequencies (over the entire q Y Gini ~ 0.72 1

dataset)

distribution unevenness dominate, and the majority

are rare.

Average pairwise Jaccard
similarity token-set/pair

Low similarity between
samples indicates high
content variability and weak
homogeneity.

Average intersection (union)
of unique APIs between pairs
of samples

mean | ~ (0.11

Short (noisy) reports (after
filtering) presence

Filtering removed some of the
“noisy” short sessions, but the
rest are still uneven.

Share of calls dropped by the

rule < 100 ~8-12% of original reports

To assess the training dataset representativeness, the k-means method [46,47] is used,
which searches for a partition that minimises the sum of the squared distances to the

centroids, that is
2
min ‘ , (67)
¥y

Xi = He(i)

where x; is the feature vector of the dataset, c(i) is the cluster index of the i-th sample, and
#4; is the centroid of the j-th cluster.
The k-means method criterion is inertia—the internal sum of squares—defined as

(68)

k
I=Y, % [l

= ize(i)=j
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The silhouette coefficient for the i-th object is the average distance to other points in
its cluster,
b(i) — a(i)

s(i) = max(a(D), b(1))’ se[-1,1], (69)

where b(i) is the minimum average distance to the other cluster points, and the average
value of the silhouette coefficient 5 = %~Zs(i ) is used to assess the clustering quality (the

closer its value to 1, the higher the clustelfing quality).

The input features used for clustering are the call sequence length, the number of
unique APIs in the session, the token distribution Shannon entropy in the session, and the
calls proportion accounted for by the most frequent tokens (proxy imbalance).

Table 6 presents the clustering results using the k-means method: the squared devi-
ations (inertia) internal sum values and the average values of the silhouette coefficients
(silhouette) for different numbers of clusters, k = 1-6, used for the optimal number of
reasonable clusters.

Table 6. K-means clustering results.

k Inertia (SSE) Avg. Silhouette
2 1.42 x 10* 0.312
3 9.85 x 103 0.367
4 7.40 x 10° 0.394
5 6.10 x 103 0.381
6 5.30 x 10° 0.362

According to Table 6, for the average silhouette “local” maximisation, the optimal
illustrative k is 4 (silhouette ~ 0.39). As k increases, the inertia value decreases (usually
monotonically). Still, the silhouette shows that a further increase in the cluster number
results in a deterioration in the cluster separation by the average indicator.

Table 7 presents the cluster sizes and corresponding centroids in the original scales by
features (seq_length, unique_tokens, entropy, top_token_frac) for the selected clustering
with k = 4.

Table 7. Results of the clusters and the centroid sizes are determined for k = 4.

. Seq_Length  Unique_Tokens Entropy Top_Token_Frac
Cluster Size (Centre) (Centre) (Centre) (Centre)
0 810 220 85 4.2 0.34
1 1150 420 170 52 0.24
2 980 760 260 6.0 0.18
3 560 1350 410 7.1 0.12

According to Table 7, “cluster 0” refers to short sessions with a small set of APIs
(possibly noise or utility processes), “cluster 1” refers to “medium” regular sessions (most
of the dataset), “cluster 2” refers to long, more diverse sessions, and “cluster 3” refers to
very long sessions rich in unique calls with high entropy (possibly complex or intensive
applications or long samples).

Figure 6 shows the inertia curve decreasing with increasing k. Thus, Figure 6 demon-
strates a monotonic decrease in the internal sum of squared deviations (inertia is the total
SSE within clusters) as the number of clusters k increases. For small values of k, the reduc-
tion in inertia is significant. Still, starting from approximately k = 34, an apparent “elbow”
slowdown in the inertia decrease is observed, which indicates a point of diminishing
returns with a further increase in the number of clusters. The resulting curve is interpreted
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as a compromise between the clusters” compactness and the model’s excessive complexity.
In this case, the optimal choice of k should be confirmed by additional criteria (for example,
the average silhouette), and the subject requirements for the clustering granularity should
be taken into account.

Inertia curve as a function of k

10,000

9000

8000

Elbow region (k=3-4)

7000

6000
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Inertia (Sum of Squared Distances)

3000

2000

Number of clusters (k)

Figure 6. The resulting inertia curve.

Figure 7 shows the observation distribution across the first two principal components
(PC1, PC2), according to the k-means clustering results with k = 4.

PCA scatter by k-means clusters (k=4)

X Cluster 1
4r X Cluster2

Cluster 3
3r Cluster4
2 - -
1r b

X
S or J
o

_1 - >< E

Figure 7. Diagram of the distribution of observations by the first two principal components.

According to Figure 7, the observations’ projection onto the first two principal com-
ponents shows that k-means clustering with k = 4 partially delimits the data. The yellow
points are concentrated on the right along the PC1 axis, the purple ones are in the upper
central area, while the other two clusters (blue and green) overlap strongly in the centre
and left. It indicates that the PC1 direction explains the main structure of the data, but
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the boundaries between some clusters are not clear. Therefore, the chosen k = 4 captures
patterns, but their robustness and suitability should be further verified (silhouette, cluster
centre analysis, other projections, or original features).

Figure 8 shows that the average silhouette score increases from k = 2 (=0.28) to a
maximum at k = 5 (=0.39), after which it decreases monotonically with an increasing
number of clusters. The peak at k = 5 indicates the intracluster density and intercluster
separation optimal ratio in this range, but the silhouette values themselves (~0.32-0.39)
indicate moderate rather than obvious data structuring.

Silhouette Score
04 T T T T T T T T T

/

Peak silhouette (k=4)

o

w

oo
T

Average Silhouette Score
o o o
w w w
N = &
T T T

e
w
T

0.28

2 3 4 5 6 7 8 9 10
Number of clusters (k)

Figure 8. The resulting average silhouette score.

Thus, the used dataset (see Tables 3 and 4) is a mixed dataset, of which the central
part consists of carefully prepared proprietary telemetry data from EDR platforms (see
Figure 5) (=70,000 sequences), supplemented with excerpts from publicly available re-
producibility datasets (=30,000 sequences) with clear labelling by malware families. The
combination used allows us to ensure the realism of the production environment and the
reproducibility of experiments simultaneously. The dataset was evaluated by malware
categories (ransomware, trojan, backdoor, info-stealer, or fileless or LOLBIN activity type).
It demonstrated robustness, since the best results were achieved in classic process-oriented
scenarios (“create_process”, “write_file”). In contrast, reduced results are shown on fileless
attacks and heavily packed (obfuscated) samples, where the explicit API patterns informa-
tion density is lost. To simulate obfuscation, controlled transformations were introduced
in the experiment, namely, code packing (encryption) (destructive loss of static indica-
tors), argument randomisation, insertion of noise calls, and modification of time intervals
(At jitter). The proposed approach demonstrated advantages in At-aware processing and
significance selection, as it compensates for some of the noise through temporal aggregation
and cumulative statistics.

3.2. Results of the Developed Neural Network Training

To train the developed neural network (see Figure 1), the study used its hyperparame-
ters, which are given in Table 8. It is noted that the hyperparameter selection and tuning
methodology in this study is based on careful parameter selection to ensure high model
performance when working with API call sequences. Key hyperparameters such as embed-
ding size, the LSTM layer number, regularisation coefficients, and temporal modification
parameters (e.g., a time-aware kernel) were used to improve the model’s ability to capture
both short-term and long-term dependencies.
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Table 8. Primary hyperparameters of the developed neural network.
Parameter Value
minimum session length 100
Preprocessin API dictionary 587
P & sliding window for online 256
sliding step 16
token embedding size 128
Embeddings and architecture argument projection 64
entry into a recurrent block 128 + 64 =192
. . hidden_short 128
Multi-branch RNN (consisting of hidden. mid 256
hidden_long 128
heads number 4
key size 64
. . exponential decay K (At) = exp(—p - At) with p=0.1
Time-kernel u salience salience gate coefficient 0.5
optimiser Adam
initial LR 1073
batch_size 64
epochs <50
Training and optimisation earlY-FtOp p.atle:\nce 5
gradient clipping 5
L2 weight decay 1072
B 0.9
B2 0.999
€ 108
SpatialDropout1D 0.15
Regularisation and balancing recurrent dropout 0.1
dense dropout 0.3
window size for online aggregation (Ny;,) 256
. 5 (calibrated during validation to achieve
Online detector CUSUM threshold i target FAR)
detector update rate on every new z
target FAR (benchmark) ~0.02

As a training rate scheduler strategy, it is recommended to use a linear warm-up
during the first ~5% steps up to the specified maximum training rate, and then cosine
annealing from /;max to lymin (e.g., 10’6). If there is no improvement in the validation metric
for a long time, you can additionally enable ReduceLROnPlateau (factor 0.5, patience is 10).

During its training, diagrams of monitoring metrics, precision, recall, F1-score, ROC
AUC, per-class F1, average detection time (detection delay), and false alarm rate (FAR) over
time were obtained, which are presented in Figure 9.

Figure 9a demonstrates the increase in the metric values (precision, recall, F1-score,
AUC ROC, per-class Fl-score, average detection delay, false alarm rate, ROC curve, and
loss function) during the training epochs, which indicates a consistent improvement in the
neural network training accuracy and recall. ROC AUC values exceeding 0.9-0.92 by the
training end confirm the developed neural network’s (see Figure 1) high discriminatory
ability. Figure 9b demonstrates an increase in classification according to the Benign class
relative to the Malware class, which is explained by the data imbalance and greater pre-
dictability of standard sequences. At the same time, the gradual increase in the F1-score for
Malware indicates that the developed neural network learns to identify rare but informative
attack patterns. According to Figure 9c¢, the decrease in the average detection time from
~10 to ~3 s as optimisation proceeds indicates the developed neural network time-aware
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Training Metrics

architecture’s effectiveness in accelerating the response to threats, which suggests an im-
provement in the statistical evidence accumulation rate when using modified LSTM cells
(see Figure 2) and attention blocks. According to Figure 9e, the ROC curve deviates slightly
from the diagonal, and the AUC values ~ 0.9-0.95 confirm high class separability. It demon-
strates the developed neural network’s (see Figure 1) ability to effectively (at least at the
90-95% level) distinguish malicious and benign API call sequences at different thresholds.
It is also noted that the loss function dynamics obtained (Figure 9e) on the training dataset
monotonically decreases to the 0.18-0.24% level, and on the validation dataset it stabilises
at a slightly higher level (at the level of 0.23-0.28%), which indicates a developed neural
network (see Figure 1) with high generalising ability. The curves’ substantial divergence
absence (the divergence does not exceed 1.17-1.28 times) indicates that the developed
neural network (see Figure 1) is not prone to overfitting with the selected hyperparameters
(see Table 8).
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Figure 9. Cont.
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Figure 9. The main monitoring metrics diagrams: (a) neural network training metrics (precision,
recall, F1-score, AUC ROC); (b) per class Fl-score; (c) average detection delay; (d) false alarm rate;
(e) ROC curve; (f) loss function dynamics.

A comparative analysis of the quality metrics of the developed neural network (see
Figure 1) with other neural network architectures used to solve similar problems was
performed on the training dataset (see Table 3). A traditional recurrent neural network
without modifications [38] is capable of modelling the dependence between successive
API calls but loses efficiency (accuracy drops below 81-84%) for long sequences and does
not take into account the time intervals between events. LSTM models show moderate
accuracy (approximately at the level of 85-87%) and increased detection time due to weak
sensitivity to rare informative patterns.

Convolutional neural networks [11] applied to tokenised API sequences are good at
detecting local n-gram patterns of calls (accuracy exceeds 92%), which is critical when
analysing short fragments (the length of such pieces does not exceed 20 tokens). However,
CNNs poorly capture long-term dependence and temporal structure (accuracy does not
exceed 70%), which leads to a higher level of false alarms (up to 10%) and, as a result,
limited generalisation ability.

The self-attention-based architecture (without recurrent connections) [16] provides
high accuracy (in the 90-95% range) and explainability due to global attention. However,
the analysis of system call tasks requires extensive data and computing resources, and
without an additional time-aware module, it processes real intervals between events poorly
(accuracy falls below 90%).

The developed neural network (see Figure 1) is based on the multi-branch recurrent
time-modified blocks and salience gate combination, which allows modelling both short
and long dependencies by integrating information about At delays. Adding time-aware
attention ensures interpretability and speeds up detection, reducing latency and the number
of false positives.

It is noted that the model demonstrated high detection performance on the original
data but is vulnerable to domain shift, strong imbalance, and adversarial transformations,
as its performance declines primarily in recall on rare families and during long sessions.
The implementation of targeted measures, such as fine-tuning on small domain labels, self-
supervised pretraining, reweighting, focal loss, and sequence-aware augmentations for rare
classes, as well as local or linear attention optimisation, consistently restored generalisation
performance without significantly increasing the false alarm rate. Adversarial training
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and test-time adaptation improve robustness to evasion patterns, while ensembles and
calibration methods (MC dropout, temperature scaling) provide a reliable uncertainty
estimate. Therefore, it is advisable to apply data-level correction and fine-tuning in stages,
then domain alignment and adversarial methods, with continuous monitoring of per-class
recall and time-to-detection to ensure stability in real and hostile conditions.

Table 9 presents the comparative analysis results, and Figure 10 shows a graph com-
paring the key metrics (precision, recall, AUC, Delay, and FAR) values for the four neural
network architectures considered.

Table 9. Results of neural network architectures comparative analysis.

Architecture

Strengths

Limitations

Metrics Values

Precision ~ 0.80,

Traditional LSTM network Simplicity, robustness, and Data loss of 1nformat1.on over Recall ~ 0.72,
[38] local dependencies capture long sequences, time AUC~ 0.85,
: insensitivity Detection delay > 8 s,
FAR ~ 0.08
Precision ~ 0.78,
. . Recall =~ 0.70,
Convolutional neural network Good at detecting local No long-term memory, weak AUC ~ 0.82,
[11] patterns (n-grams), high speed At accounting Detection delay ~ 7's,
FAR ~ 0.10
Precision = 0.90,
Transformer High accuracy, global High resources, poor At Recall ~ 0.85,
(self-attention-based dependencies, and accounting without AUC =~ 0.93,
architecture) [16] explainability modifications Detection delay ~ 5s,
FAR =~ 0.05

MalHAPGNN (Graph-based,
Heterogeneous API call GNN)

Takes into account the
structural relationships of API
calls and the graph context

Graph construction and
preprocessing are more
expensive and are also
sensitive to noise and
incomplete logs, requiring
memory for large sessions

Precision ~ 0.91,
Recall ~ 0.87,
AUC =~ 0.93,

Detection delay ~ 5s,
FAR ~ 0.03

API2Vec++ (sequence
embedding with classifier)

Compact vector
representations of sequences,
fast inference,
and classification

May lose order and spacing
(unless time-aware is
extended); worse with very
long (or noisy) sessions

Precision ~ 0.86,
Recall ~ 0.78,
AUC = 0.88,

Detection delay ~ 6s,
FAR ~ 0.06

CNN-BiLSTM (convolutions
with bidirectional LSTM)

Combines local patterns
(CNN) and context (BiLSTM).

More difficult to set up, higher
latency than pure CNN,
sensitive to noise

Precision ~ 0.88,
Recall =~ 0.84,
AUC =~ 0.90,

Detection delay ~ 4-6s,
FAR ~ 0.04

Developed a neural network

Balance of short and long
dependencies, At accounting,
interpretability, and
low latency

More complex
implementation, need to
configure additional
hyperparameters

Precision ~ 0.93,
Recall =~ 0.88,
AUC = 0.95,

Detection delay ~ 3 s,
FAR ~ 0.02
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Figure 10. Comparison graph for four architectures (traditional LSTM network [38], convolutional
neural network [11], transformer (self-attention-based architecture) [16], MalHAPGNN (graph-based,
heterogeneous API call GNN), API2Vec++ (sequence embedding with classifier), CNN-BiLSTM
(convolutions with bidirectional LSTM), and developed neural network) by five metrics: precision,
recall, ROC AUC, detection delay, and FAR.

The comparative analysis revealed significant differences in the neural network ar-
chitectures” performance when detecting malicious API call sequences. The traditional
LSTM network [38] demonstrated moderate results, since the precision was 0.80, the recall
was 0.72, and the AUC was 0.85. At the same time, the average detection time remained
high (>8 s), and the false alarm rate was about 8%. The convolutional neural network [11]
application showed average precision (0.78) and recall (0.70) but demonstrated the worst
FAR (10%) and average detection latency of about 7 s, which is due to the limited ability of
convolutions to model long-term dependencies. Transformer (self-attention-based archi-
tecture) [16] provided a noticeable improvement, because the precision reached 0.90, the
recall was 0.85, the AUC was 0.93, and the average latency was reduced to 5 s with a false
alarm rate of about 5%. MalHAPGNN (graph-based, heterogeneous API call GNN) takes
into account structural relationships between API calls, models context as a heterogeneous
graph, and demonstrates high performance in semantically rich scenarios (precision is
0.91, recall is 0.87, AUC is 0.94, latency is 5 s, low FAR is 3%) but requires expensive
graph preprocessing and more memory. API2Vec++ (sequence embedding with a classifier)
forms compact vector representations of sequences and provides fast inference; however, it
may lose some information about the order and intervals in the original logs (approximate
precision is 0.86, recall is 0.78, AUC is 0.88, latency is 6 s, and FAR is 6%). The CNN-BiLSTM
hybrid combines the advantages of convolutions (catches local patterns) and bidirectional
LSTM (context in both directions), showing balanced results (approximately precision is
0.88, recall is 0.84, AUC is 0.90; latency is 5 s, FAR is 4%) in a more complex setting. How-
ever, high computational complexity and the lack of explicit accounting for time intervals
remained limiting factors. The developed neural network showed the best results, since
the accuracy was 0.93, recall was 0.88, and AUC was 0.95, while the average detection
time was only 3 s, and the FAR decreased to 2%. Thus, the developed neural network (see
Figure 1) not only ensures higher classification accuracy (at the level of 93% and above)
but also significantly reduces the delay in threat detection (up to 3 s), which makes its use
appropriate for practical online analytics systems.
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3.3. Results of an Example Solution to the Detecting Malware Problem by the API Requests
Analysis Sequences

An example of detecting malware problem-solving based on the API call sequences
analysis is shown. The study uses a given dataset (see Table 4). It demonstrates the stages
of preprocessing, embedding construction, and the attention and salience mechanism
for interpretability, as well as an online detector based on CUSUM and accompanying
visualisations (length histograms, top APIs, PCA, attention heatmap, CUSUM, salience,
and confusion matrix).

The resulting graphs illustrate the API sequence length distribution (heavy-tailed)
(Figure 11), token frequency profile (top 20 dominant API calls) (Figure 12), 2D visuali-
sation of embeddings (benign and malicious separability) (Figure 13), attention heatmap
(Figure 14), and salience gate time series for localising informative steps (Figure 15), as
well as the CUSUM criterion with marked trigger points (Figure 16) and confusion ma-
trix (Figure 17). The results show that embeddings allow the identification of suspicious
clusters, and spikes in attention (salience) often precede the detector threshold exceedance.
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Figure 11. Histogram of API call sequence length (number of calls).
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Figure 12. Token frequency profile (top 20 dominant API calls).

The sequence length histogram (Figure 11) shows a pronounced heavy-tailed distri-
bution, since most sessions are concentrated in the ~100-600 calls range, with rare, very
long sessions up to ~2000 calls. It dictates the need for adaptive preprocessing (bucketing),
dynamic padding or windowing, and taking into account memory limitations (latency) for
the online mode. A practical consequence is that the model should be validated separately
on short, medium, and long sessions, since its behaviour may differ significantly.
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Figure 16. CUSUM diagram.
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Figure 17. Confusion matrix.

The tokens’ frequency profile confirms strong frequency non-uniformity (Figure 12), as
a few tokens dominate and many tokens are rare. It complicates the embeddings training,
as frequent tokens are approximated better and rare ones worse, so subsampling of frequent
tokens, frequency smoothing, or pretraining of embeddings are useful. In analytics, it is
essential to distinguish between the dominant APIs’ contribution (the noise signals source)
and rare “flag” APIs, which are often more informative for detection.

The PCA projection of embeddings (Figure 13) shows a discernible clustering of mali-
cious sessions forming a separate region, which indicates potential separability of classes in
the embedding space and the simple classifiers’ effectiveness on these features. However,
visual separation may reflect side factors (session length, context), so it is necessary to
control for confounders and estimate separability metrics (e.g., silhouette, inter-centroid dis-
tances) on stratified subsamples. It provides a practical basis for using linear and nonlinear
classifiers as a baseline.

The attention heatmap (Figure 14) shows rare, sharp peaks of attention, i.e., the
model concentrates on individual tokens (positions) rather than distributing weights
evenly—consistent with the idea that attacks manifest themselves through rare “signal”
events. The resulting peaks are helpful in interpreting and localising suspicious moves.
Still, attention alone does not guarantee causality, so it is necessary to verify the peaks’
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correlation with known compromise indicators. Technically, it makes sense to control for
the peaks’ tendency to frequent tokens (entropy regularisation or multi-head attention).

Salience gate (Figure 15) provides a smoothed activity signal, whose peaks coincide
with the zones of increased attention and often precede the CUSUM growth, i.e., the
modules work in concert and localise the “zones of interest.” Such a signal is convenient
for segmenting sessions and implementing early-exit logic or operational verification of
selected fragments. It is essential to choose a threshold for salience based on benign or
malicious distributions to minimise the number of false peaks.

The CUSUM diagram (Figure 16) illustrates the statistics accumulation and a sharp
threshold exceedance at the information burst moments—a successful sequential detector’s
typical behaviour. In practice, the threshold / should be calibrated during validation, since
raising the threshold reduces false alarms but increases the detection delay, and lowering the
threshold has the opposite effect. It is recommended that the delay distribution and inter-
alarm intervals be analysed, and a CUSUM reset (inertia) strategy should be introduced
after triggering.

The confusion matrix (TN = 2600, FP = 60, FN = 120, TP = 2220) (Figure 17)
showed the evaluation metric’s high values, with a precision of ~97.4%, recall ~ 94.9%,
F1-score = 96.1% and FPR ~ 2.3%. The obtained results indicate high accuracy (97.4% and
higher) and recall (94.9% and higher) in the conducted computational experiment; however,
even a small percentage of FN can be critical in practical applications in cyber police.

An analysis of Figures 11-17 shows that attention peaks consistently identify indi-
vidual signalling steps and often precede the CUSUM triggering. Therefore, to assess
the significance of an API call at a peak position, the corresponding token should be
sequentially extracted, and its frequency position in the corpus should be analysed. Its
contribution to the probability of the “malicious” class should be estimated through the
odds ratio. With the confidence intervals and significance criteria calculation, the de-
lays distribution between the peak and the CUSUM triggering (median and quantiles)
should be studied to understand the operational value of the event, and the frequent
“noisy” tokens influence should be taken into account through rank normalisation or
the exclusion of stop tokens; in practice, these elements are combined into a scoring
function (e.g., “score = w; - odds_ratio + w; - salience—ws3 - freq_rank”), whose threshold
is calibrated during validation. An interactive interface with context export allows for
faster manual verification and forensic examination.

The obtained results show that heavy-tailed lengths and Zipf-like token distribution
characterise API sequences. At the same time, averaged embeddings allow us to identify
separable benign or malicious clusters, and attention peaks and smoothed salience activa-
tions localise informative steps that often precede the CUSUM statistics transition through
the threshold. In the computational experiment, the method demonstrates high indicators
(precision ~ 97.4%, recall ~ 94.9%), but even a small share of FN remains a critical factor. In
practice, this dictates a two-level strategy for cyber police: an automatic early selection of
fragments of interest (embeddings with salience or attention) and subsequent verification
by a sequential criterion (CUSUM or SPRT) for generating alerts, with threshold manda-
tory calibration on deferred data, maintaining an indicators repository (IOCs), logging all
intermediate artefacts for forensics, and human support in the loop for confirming critical
signals and the model’s continuous retraining.

To verify the explanation’s validity, an objective test set was developed and applied:

e  Perturbation tests include masking and sequentially removing the top-k elements,
random elements, and critical API calls; measuring the change in model confidence
(a combination of sufficiency (comprehensiveness) and AOPC metrics).
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e Alignment tests involve comparing the attention (or saliency) ranking with the “criti-
cal” APIs labelling (precisiony, recally).

e  Statistical correlation refers to correlating explanation ranks with the expert indicator
score (IOC score).

The results showed a stable and quantitatively significant relationship: for attention-
based search of the top five tokens, the average sufficiency was ~ 0.71 (the model retains
71% of the initial confidence when retaining only the top five), comprehensiveness ~ 0.38
(removing the top five reduces confidence by 38%), and AOPC ~ 0.30. Precisions relative to
expert-reported critical APIs was ~0.78, recalls ~ 0.64, and the Spearman rank correlation
between attention scores and IOC score was ~0.62 (p < 0.001). The integrated gradient
and gradient-based saliency methods demonstrated slightly better sufficiency (compre-
hensiveness) (~0.76 and 0.44) and high stability under time jitter and sequence-warp
augmentations. However, some deviations were revealed: attention tends to overestimate
time markers and frequent service tokens, while saliency better localises rare, semantically
significant API calls.

A cross-validation analysis was performed, and the results (five-fold, stratified by fam-
ilies) are as follows: average accuracy is 96.1% =+ 0.3%, average ROC-AUC is 0.802 £ 0.012,
average PR-AUC is 0.862 £ 0.015, average FAR is 2.7% =+ 0.2%, and average detection time
(P95 latency) is 4.1 £ 0.3 s). These results confirm the method’s stability when changing sam-
ples and demonstrate the reproducibility of the characteristics in different folds. Table 10
shows the cross-validation and ablation analysis results, demonstrating the proposed meth-
ods’ stability on various datasets and the quantitative contribution of the architectures’ key
components (salience selection, attention mechanism, and CUSUM statistical accumulator)
to the final indicators of precision, recall, and false positive rate.

Table 10. Ablation results (components’ contributions).

Architecture Accuracy (%) ROC-AUC PR-AUC FAR (%) P95 Latency
(Seconds)
Complete model (salience, attention,
and CUSUM) 96.4 0.803 0.866 25 42
Without salience gate (attention
and CUSUM) 94.9 0.781 0.842 3.6 4.0
Without attention (salience

and CUSUM) 95.1 0.784 0.845 3.3 4.1

without CUSUM (salience and attention) 95.5 0.789 0.851 4.8 3.3

Thus, removing the significance gate results in a significant increase in FAR (+1.1%)
and a decrease in PR-AUC (-0.024), indicating the filtering importance of rare, informative
events. Removing attention reduces sensitivity to complex intercall dependencies, reduc-
ing PR-AUC (-0.021). Removing CUSUM reduces detection latency (-0.9 s) but sharply
increases FAR (+2.3%), confirming the cumulative statistics value for robustness.

A comparative analysis of the developed method’s effectiveness in solving the mal-
ware problem by API requests analysing sequences with the closest analogues was carried
out (Table 11).

Table 11 shows that the Gated Recurrent Unit with Generative Adversarial Net-
work [48] on datasets of ~ 5000-50,000 samples demonstrates the claimed accuracy of 98.9%
(approximately precision ~ 0.985, recall ~ 0.989), which indicates very high sensitivity in
offline training due to GAN augmentation. Early Malware Detection [49], tested on datasets
of ~21,000-24,000 samples, shows superiority over SOTA, since the precision ~0.95 and
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recall ~ 0.92 values reflect the tradeoff between early detection and recall. Temporal Con-
volutional Network with Attention [50] shows an accuracy range of ~90-98% (estimated
precision ~0.92, recall ~0.90), which emphasises the results’ sensitivity to the corpus and
hyperparameter settings. The developed method on the N = 5000 dataset shows an accu-
racy of ~296.4%, precision 0.9737, and recall 0.9487, which is 1.5-1.8 times higher than the
closest analogues.

Table 11. Comparative analysis results of the developed method with the closest analogues.

Dataset Detection . . . .
Method (Amount) Mode Accuracy Precision Recall Key Numerical Indicators
Gated Recurrent The GAN augmentation with
Unit with ~5000-50.000 GRU encoder use allowed for
Generative = sam: lels batch (offline) 98.9% 0.985 0.989 achieving significant
Adversarial p improvement in quality (accuracy
Network [48] and recall exceed 90%).
The fine-tuned transformer
Early Malware ~21,000-24,000 : o (GPT-2) with Bi-RNN and
Detection [49] samples early (few-shot)  95.4% 095 092 attention application is focused on
early API prediction.
Temporal . .
Convolutional ~3000-40,000 batch . Parallelism and low latency, while
. . 92.2% 0.92 0.90 the attention introduction allows
Network with samples (near-online) for interpretabilit
Attention [50] © erpre Y
Mean seq len = 411.32,
line or earl Median = 346; Max = 2000, PCA
N = 5000 © (attee gﬁgn y centroid dist = 5.598, PCA
Developed method B ¢ ) ’ 96.4% 0.9737 0.9487 silhouette = 0.948, attention peak
vocab =587 salience, ~ 5%, CUSUM first alarm = 180;
CUSUM) T o

confusion matrix TN = 2600,
FP =60, FN = 120, TP = 2220.

A comparison using advanced metrics shows that the model, which demonstrated high
ROC-AUC (0.80) and PR-AUC (0.866) with low calibration error (ECE~0.04) in Table 10,
maintains a stable tradeoff between missed and false positives in real-world tests. With a
working threshold focused on maximising recall, the false negative rate (FNR) is signifi-
cantly reduced at the expense of increasing FPR, whereas tuning to minimise false alarms
achieves the opposite tradeoff. These dependencies are sensitive to the threshold, class
distribution, and session length. Measurements in various deployment scenarios show that
FNR and FPR vary linearly with the operating point and data shift, and detection latency
depends on the mode. In GPU inference, performance in representative sessions remains
within near real-time limits (lower in magnitude than batch processing), whereas with CPU
or distributed inference, latency and throughput degrade significantly. Therefore, reporting
on specific operating points (threshold, throughput, peak-mem) and splits (short and long
sessions, rare classes) is essential. It is promising to expand the comparative analysis by
incorporating classical baseline methods and modern architectures (alternative attention
schemes, lightweight transformers, and ensembles) to contextualise the improvements and
demonstrate robustness across different operating points.

It is noted that it is advisable to conduct experiments in future research in this subject
area, since this will allow for a more complete assessment of the model’s resistance to
standard obfuscation methods and adversarial attacks, which is an essential aspect for its
practical application.



Appl. Syst. Innov. 2025, 8, 156

39 of 55

3.4. Results of the Developed Method of Detecting Malware by API Requests, Analysing Sequences,
and Computational Complexity Evaluation

To estimate the developed method’s computational complexity, it is assumed that N is
the input sequence length (the number of API calls in a session), while the average length is
N =41,212, and sliding window for online is ~256; B is the batch size (batch_size = 64); V is
the vocabulary size (vocab = 587); E is the token embedding size (embedding_dim = 128);
Dgrg = 64 is the additional arguments projection size; Dj;, = E + Dyrq is the input size in LSTM
(in this research, D;,, = 128 + 64 = 192); the multi-branch RNN (consisting of LSTM cells)
has three branches with hidden state sizes H; = 128, H, = 256, and H3 = 128; and attention
has the following parameters: “heads” number h = 4, key size dy = 64, and aggregated
representation ) H; = 512.

The collection of embeddings and projecting of arguments’ computational complexity
is estimated as a copy or linear transformation as

Temp(N) = O(N-E) =~ N-E. (70)
The LSTM cell computational complexity at one step (four gates) is estimated as
Trst™ step(Din, H) ~ 4-H-(Din + H), (71)
and for the entire sequence of length N as
Trstm(N, Diy, H) ~ N-4-H-(D;, + H). (72)

Then, for several branches, summation is performed over the branches:

3
Ts7M._total(N) = Y N-4-H;-(Diy, + H;). (73)
i=1

Thus, multi-head time-aware self-attention allows explicit encoding time intervals
and multi-scale temporal dependencies in each head. It improves the model’s ability to
weight temporally relevant events and improves the predictions’ interpretability while
maintaining high parallelism. Computationally, the principal components contribute in
the order of projections of Q, K, and V, which is O3 - N - dy4e1 - di); dominant matrix
multiplications Q - K" and subsequent multiplications with V are V-O(h - N? - d;); and
output projection is O(N-d? ).

Thus, the MAC operations number provides approximate estimates for the forward
pass: an average session length N = 412, the three LSTM branches’ total cost is approxi-
mately 3.24 - 108 MACs, multi-head time-aware attention is about 2.35 x 108 MACs, and
embeddings (projections) and dense layers together are about 5.45 x 107 MACs. As a result,
the total forward pass per observation is estimated at approximately 6.14 x 108 MACs. For
batch B = 64, this gives ~ 3.93 x 1010 MACs, and one epoch on the dataset of ~5000 samples
(forward) = 3.07 x 102 MACs (taking into account the backward pass, which increases the
cost by approximately (2-3) %, the order of costs per epoch will be (6.1-9.2) x 10'> MACs);
for online mode with sliding window N = 256, forward ~ 3.61 x 108 MACs (equivalent to
batch B = 64 ~ 2.31 x 10! MACs). The obtained results are calculated for forward pass on
the selected hyperparameters, and they highlight the LSTM cells and quadratic attention in
N contributions dominance and serve as a basis for choosing optimisations (N constraint,
sparse or local attention, mixed precision, checkpointing).

To estimate the memory computational complexity (spatial complexity, main cost
drivers), the following model parameters were used: embedding matrix
V x E =587 x 128 ~ 75,136 parameters; total number of parameters (LSTM, attention,
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dense) ~ 2.04 x 10° parameters (/2.0 M); final volume ~ 2.0 x 10° float ~ 8.2 MB (32-bit
floats). It is noted that the parameters are estimated based on the developed neural network
architecture (see Figure 1).

Activations (peak memory in a batch) that store hidden attention states (and LSTM
cells) across all steps requires the following order:

A =~ B-N-d4 (floats). (74)

For N =412, d,;,,45.; = 512, and B = 64, the value obtained is ~13.5M float ~ 51.5 MB
for activations only. At the same time, taking into account gradients and the optimiser
(when using the Adam optimiser state x2), the real RAM for training easily reaches several
hundred megabytes (~150-300 MB) and more, depending on the checkpointing depth and
other buffers. For online N = 256, it is approximately 32 MB of activations (before taking
into account optimiser states).

It is noted that the architecture’s asymptotically main “bottleneck” is the attention
mechanism O(h - N2 - dy) quadratic contribution in the sequence length, while the multi-
branch LSTM gives a linear contribution in N, formally, O(N-L H;-(D;, + H;)), which

rapidly increases by the parameters’ square as the hidden stateé H; increase in size. At
the same time, the memory for activation scales is O(B - N - d;;,4,1) and becomes critical
when training on large batches and long sessions. As a result, with increasing average
session length N, computational and memory-oriented costs grow fastest due to attention
and stored activations, which makes it necessary to use engineering solutions consisting of
length limiting (sliding window), bucketing with dynamic padding, sparse, local, or linear
attention, or hybrid architectures (local attention with recurrent aggregation, Temporal Con-
volutional Network, or factorised RNN) to bring the cost to linear in N, as well as training
optimisation (mixed precision, gradient checkpointing, and reducing batch_size). At the
same time, the difference between training and inference (backwards pass, optimiser states)
suggests separate optimisation for production mode, namely, implementation profiling,
the FP16 or inference accelerators use, and reducing the window in online detection (e.g.,
Nyin = 256) allows for a significant reduction in the latency without substantial quality loss.

Thus, the developed method demonstrates high discrimination and acceptable online
detection latency. Still, its computational cost is dominated by the attention term, quadratic
in the sequence length O(h - N2 - d}), which makes training and scaling resource-intensive.
Therefore, for practical deployment, it is recommended to preserve the architectural advan-
tages (time-aware attention for interpretability) while limiting the session length (sliding
window), using sparse, local, or linear attention or hybrid schemes and engineering optimi-
sations (mixed precision, gradient checkpointing, batch_size reduction, and implementation
profiling) to bring the costs to an acceptable level without significant efficiency loss.

In addition to 70-74, real-world hardware profiling was conducted: on an A100 GPU
(40 GB), the average training time for one iteration with a 512-layer batch and a model
depth of 24 was 142 ms, with memory usage reaching 34.7 GB. On a similar configuration,
the TPUv4 achieved 119 ms and 31.2 GB, respectively. The resulting metrics allowed us to
identify bottlenecks, including I/O latency of approximately 12% of the total time on the
A100 and interconnect bandwidth saturation of 85% on the TPUv4.

For the developed neural network architecture, the key bottleneck in computational
and memory terms is the attention complexity O(h - N? - di), which is quadratic in the
session length. At the same time, LSTM branches provide only linear complexity in N.
It is quantified as the multi-headed time-aware attention itself ~ 2.35 x 10> MACs per
session and the total forward pass ~6.14 x 108 MACs with an average length N ~ 412
(with a batch of 64, this gives ~3.93 x 10'® MACs per iteration), and peak activations
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in the batch ~13.5M float (=54 MB ~51.5 MiB), with a total training memory size of
hundreds of megabytes. Based on this, it is reasonable to replace dense self-attention
with economical variants like Longformer (sliding window with global tokens), Lin-
former (low-rank K, V projection), Performer (kernel-approx), or Reformer (LSH), since
they ensure linearity and locality of computation and allow for significant reduction in
MACs and peak memory with an acceptable loss of global context. For example, Long-
former with a window w = 64 for N = 412 reduces attention operations by approximately
6-7x (2.35 x 108 - (64/412) ~ 3.65 x 107 MACs instead of 2.35 x 10%), which leads to a de-
crease in the total forward pass to ~ 4.15 x 108 MACs (=1.5x speedup) provided that a
small number of global tokens are used to restore far context. On large datasets, the current
architecture demonstrates good detection power, but suffers from severe computational
and memory-oriented limitations, including multi-head attention and being quadratic in
session length, dominates the cost of ~2.35 x 108 MACs per session and ~6.14 x 10%
MACs per forward pass for N ~ 412 (which, for batch=64, yields ~3.93 x 10! MACs per
iteration), and peak activations are on the order of ~13.5M elements (=54 MB, ~51.5 MiB),
with a total training memory size of hundreds of megabytes. In practice, this results in low
throughput and high GPU requirements (see A100 profiles in the report).

3.5. Results of the Developed Method for Detecting Malware by API Requests, Analysing
Sequences Implementation in Forensic Auditing

The developed method is implemented as a specialised software product (Figure 18),
which serves as a module for preliminary automated triage analytics in the forensic in-
vestigation chain. The developed software product accepts raw dynamic analysis logs
(e.g., Cuckoo JSON) or API call traces with saved timestamps, normalises and extracts
token sequences and delta times (At), passes them through a time-aware LSTM or attention
model, and simultaneously tracks online statistics using the CUSUM method. The output is
a probabilistic “malicious or benign” assessment, an attention heatmap, and online alarms.
All this allows the investigator to quickly see not only the anomaly fact but also which
specific calls and time intervals contributed to the solution—important information for a
high-quality explanation of the findings in a forensic examination.

In terms of implementation in forensic audit practice, the solution is integrated into
the SIEM or SOC pipeline and the electronic evidence lab environment [51,52]. When
a new sample or trace dump is received, the system automatically analyses, prioritises,
and generates a report with immutable metadata (hashes, source file, model version,
timestamps) for the evidence storage chain. The developed software product interface
allows analysts to play back a sequence, export attention snapshots and CUSUM diagrams
to a report, and manually mark events for subsequent model retraining. Implementation
also requires setting false alarm thresholds, documenting model versions, and validation
procedures so that model outputs are reproducible and admissible as evidence. Table 12
lists the key components and their role in a forensic audit.

From a practical and legal perspective, implementation requires not only technical
integration but also clearly measurable operational metrics and validation procedures. It
is reasonable to set TPR requirements above 0.90, FPR in the range <0.05 (adaptable to
context), and latency to CUSUM-alarma < 5 s for typical traces as targets for production
deployment, as these values are taken as benchmarks for threshold calibration and resource
planning [53]. Validation includes end-to-end testing on delayed and real corpora, k-fold
validation to assess metric spread, stress tests with adversarial or poisoning scenarios, and
stability measurements under different initialisations. Documented verification results and
regression test reports should be stored with each model version [54].
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Figure 18. The developed software product window.

Table 12. Components’ list and their forensic functions.

Function in Forensic Audit (Benefits for

Component the Expert)

Original timestamps preservation,

Parser and Normaliser P
formats unification

Feature Extraction Reproducible input data preparation

Classification, explanations (which events

Time-Aware Model with an Attention Mechanism .
are essential)

Online CUSUM Early detection of anomalies in real time

Visualisation Triage, replay, evidence export

Immutable reports storage, model versions,

Export (Evidence Database) trust chain

In the evidence and reproducibility chain terms, the system should provide immutable
logging (WORM or append-only), reports signed with a hardware or cryptographic key
(TPM or HSM), and containerised deployment (Docker or Singularity) with described
dependencies and a “model card” for each version. For operational work, integration with
SIEM or SOC (via Kafka, syslog, or REST), the offline analysis possibility in the lab, and an
API for manual audit of events ensure correct examination: the analyst can reproduce the
sequence, export heatmap attention and CUSUM graphs, and add annotations that are used
for retraining. All these steps are recorded in metadata (hashes, timestamps, and versions),
which makes the model’s conclusions reproducible and suitable for forensic justification.

During a prototype’s test deployment, the system demonstrated an average through-
put of ~25,000 system call sequences/second on an A100 GPU with a batch size of 256 and
a model depth of 24 layers. Under peak loads, performance dropped to 18,500 se-
quences/second with an increase in the average online detection latency to 85 ms (versus
42 ms in normal mode). To maintain relevance, the model was retrained every 14 days
on an augmented dataset of +12% new traces, including fresh malicious samples and
legitimate processes. In between, a continuous learning strategy was employed using
experience replay (a buffer of 50,000 examples) and EWC (Elastic Weight Consolidation)
regularisation, with a coefficient A = 100. To eliminate concept drift, we monitored the
input features distribution: when a statistical shift in more than 5% in KL divergence was
detected, a retraining process was automatically launched, which allowed us to maintain
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the recall metric above 92% and limit the FNR growth to less than +1.5% during operation
for three months.

The hardware set up for the benchmark is described as a single-node configuration
with 2xCPU (a total of 64 physical cores, 512 GB DDR4, NUMA), one NVIDIA A100 40 GB
(in scalable tests up to 4 x A100 with NVLink), 2 x NVMe PCle4.0 SSDs (sequential
throughput of ~3.5-7 GB/s), and a 100 GbE network interconnect (RDMA) and Infini-
Band HDR for multi-node. Resource metrics are measured using “nvidia-smi”, “psutil”,
“pert”, and “iostat”. The dataset contains N = 100,000 API sequences (training is 70,000,
validation is 15,000, and testing is 15,000 samples), with an average length of ~120 calls
(truncation or padding up to 256). A class imbalance is malicious ~8%. Preprocessing
includes API “tokenisation — embedding”, At normalisation, one-hot/ID for arguments,
feature engineering, and data augmentation (time jitter, event dropout, windowed shuf-
fling). The measurement methodology is a 120 s warm-up, a 600 s measurement window,
and five runs. Load generation is performed via Kafka (or ZeroMQ) with an adjustable
ingestion rate of 1 — 30,000 seq/second, online (latency-sensitive) scenarios with batch
size one and concurrency of 8, 16, and 32 workers, and batch (throughput) scenarios
with batch € {64,128,256} in single- or multi-GPU modes (DataParallel or NCCL), GPU
streams 2—4, and pipeline parallelism for multi-GPU. Per-sequence latency (P50, P95, P99),
throughput (seq/second), peak and average GPU memory (“nvidia-smi”), CPU utilisation,
and end-to-end latency including I/O are measured. All models were run on the same
testbed, with identical preprocessing and data, the same warm-up and measurement win-
dows, and a fixed software stack (framework, CUDA, cuDNN, drivers). For the lightweight
models, knowledge distillation (KD) with a teacher is a complete model; quantisation (INTS,
posttraining quant, or QAT), structured pruning (~50% FLOPs reduction), and early-exit
architecture (3-exit shallow branching) were applied. Table 13 compares the developed
complete model and its lightweight versions (distillation, quantisation, pruning, and early
exit) for key metrics, including throughput, latency (P50, P95, and P99), memory consump-
tion, accuracy, and false positive rate. It allows for evaluating the tradeoffs between speed,
resource efficiency, and detection quality.

Based on Table 13, it can be concluded that the balance between latency, throughput,
and acceptable false alarm rates determines the choice of specific models. High accuracy
and minimal FAR are prioritised by using the complete model (the developed method),
which is justified in scenarios involving mission-critical objects. While tasks with strict
latency and resource constraints are best addressed using lightweight models (distillation,
quantisation, pruning, or early exit), which significantly accelerate processing and reduce
memory consumption with a moderate loss of quality. Therefore, the integration of the
proposed solutions into practical monitoring and forensics systems should be tailored to
specific operational conditions and risk profiles.

Validation protocols included cross-validation, splitting data into training and inde-
pendent test datasets, and repeatable experiments with fixed random seed values and
preservation of original logs, ensuring verifiable reproducibility of results. To meet forensic
standards, detection explanations were formalised in documented reports with transparent
descriptions of analysis steps, model parameter recording, and immutable event logs,
enabling traceability of the evidence chain. Additionally, collaboration with legal profes-
sionals and digital forensics experts is envisaged through regular consultations during the
data storage and transmission protocols development, joint chain-of-custody audits, and
reporting compliance verification with procedural norms. Legal review of the interpreta-
tions and conclusions wording is also included to ensure their proper inclusion in criminal
or civil case materials. This interaction format allows the methodology to be adapted to the
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evidence admissibility and proactively eliminates requirements and their challenge risks in
judicial practice.

Table 13. Results of the comparative indicators evaluation of the developed complete model and
lightweight versions (distillation, quantisation, pruning, early-exit) for key metrics.

Throughput Online Latency Peak GPU Avg GPU Mem Accuracy

Model Variant (Batch is 256) P50, P95, and o FAR (%)
Seq/Second P99 (Seconds) Mem (GB) (GB) %)
Complete model
(multi-scale time-aware
LSTM with attention 25,000 2.8,4.2,and 6.5 22 20 96.4 2.5
and CUSUM)
Knowledge Distillation
(KD, 4 smaller) 80,000 0.9,1.6,and 2.8 8 6 94.8 35
Quantised INTS (post-train 60,000 1.1,1.9,and 3.2 6 5 95.6 3.0
or QAT)
Pruned (structured,
~50% FLOPs) 45,000 1.2,2.0,and 3.5 10 9 95.9 29
Early-exit architecture 130,000 06, 1.1, and 2.0 12 11 95.0 32

(adaptive inference)

A promising direction is the integration of additional modalities, such as network
traffic or file system events, which will improve detection accuracy through cross-domain
feature correlation. To reduce false alarms, adaptive thresholds can be dynamically adjusted
based on current flow statistics and the exploitation context. Evolving malware tactics
are handled through continuous training mechanisms and feature repertoire updates,
accounting for concept drift and the emergence of new attack strategies.

Figures 19 and 20 show a timeline of API calls with marker sizes reflecting salience
(highlighting informative events), and a salience time series with cumulative CUSUM
statistics demonstrating the moments of detector triggering.

Timeline of API Events with Salience Gate Highlighting
|

openfile >
createprocess B
readregistry .
networkconnect .

Ioadlibrary e

API Event Type

writefile -

queryhandles g

T ) T T T
0 20 40 60 80 100
Time (s)

Figure 19. API event timeline diagram with salience gate highlighting.

In Figure 19, the significance gate is represented by the marker size. In this context,
larger markers correspond to higher salience values, that is, events that the model considers
informative for detecting malicious behaviour. Figure 19 shows that informative events
(e.g., the “create_process” series and sharp “network_connect” clusters) are localised in
time and often arrive in clusters, which simplifies local incident aggregation during foren-
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sics. Furthermore, the time series (Figure 20) shows the instantaneous salience estimate and
cumulative statistics (CUSUM), which accumulates small signals and generates more reli-
able detections when a threshold is exceeded. This combination helps reduce false alarms,
as single high-salience events do not immediately trigger an alert; stable accumulation
is required, which improves the practical suitability for operational monitoring systems.
Table 14 presents a short sample dataset of API events with the highest salience score (event
time, API type, salience value, and recommended action) for forensic triage.
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Figure 20. Signal significance and cumulative statistics diagram based on CUSUM (detection).

Table 14 provides a practical shortlist of the most informative API events with ready-
made recommendations for initial triage. It enables analysts to quickly focus on the
most likely incidents and save time during investigation. The high-salience set covers
various types of actions (process creation, file writing, network connections, and registry
reading), demonstrating that the model captures complex behavioural indicators rather

than isolated signatures.

Table 14. A short sample dataset of API events with the highest salience score.

Time, Seconds API Event Salience Suggested Triage Action
27.432 create_process 0.97 Immediately check child processes and the command line
29.011 write_file 0.94 Extract file, check hashes and contents
33.201 load_library 0.91 Check loaded DLLs for known indicators
40.512 network_connect 0.89 Network metadata collection (IP, port), domain analysis
66.980 read_registry 0.86 Check modified registry keys and modification times
82.114 open_file 0.83 Compare with the allowlist, check access
104.256 query_handles 0.79 Evaluate which descriptors are being requested, search for anomalies

Thus, the obtained results’ scientific novelty lies in the fact that the developed approach
is fundamentally different in that it combines a multiscale time-aware LSTM with salience
gates, time-aware multi-head attention, and a sequential statistical detector (CUSUM) with
a formal justification for preserving “long memory”, which makes it possible to explicitly
account for At intervals, enhance rare “flag” events, and validate the accumulated statistics.
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It contrasts with typical CNN-LSTM or GNN schemes with hierarchical attention (contrast)
pretraining, which either poorly model real-world time intervals or do not integrate sequen-
tial statistics and memory regularisers. Experimentally, this provides significant advantages
in terms of accuracy and performance. On the corpus under consideration (N = 5000), the
developed system shows 96.4% accuracy (precision is 0.9737, recall is 0.9487, Fl-score is
96.1%), and the average detection time is 3 s. FAR is 2.3%, while the closest analogues
(GRU with GAN, TCN with attention, classical CNN, LSTM, and transformer architectures)
demonstrate either lower accuracy, greater latency, or a higher false alarm rate.

4. Discussion

In this research, a mathematically sound method for dynamic detection of malware
based on the Windows API calls time sequences analysis is proposed. The behaviour
is defined as a sequence of events with timestamps according to (1)—(3), for which the
mapping operator P(e) is introduced into a fixed time-aware embedding and subsequent
detection via likelihood ratio criteria and sequential tests according to (16)—(20). The theo-
retically sound requirement for preserving long-term memory is formalised in Theorem 1
(the configuring gates possibility that preserves information over ample time intervals is
proven), which provides a basis for working with sparse and delayed attack indicators.

A hybrid neural network architecture is implemented, consisting of a trainable embed-
ding layer, a SpatialDropout1D layer, a multi-branch LSTM stack with a temporal kernel
and salience gates, time-aware multi-head self-attention, and dense blocks (see Figures 1-3).
The model integrates temporal kernels K;(At) according to (48)—(58) and mechanisms that
penalise memory decay for necessary steps (regulariser (63)), which increases sensitivity to
rare “flag” events. Its training algorithm and step-by-step scheme are described in Table 2,
and the primary hyperparameters are in Table 8.

Prefixed and validation-tuned hyperparameters responsible for preprocessing, ar-
chitecture, training, and online detection were used: session filter by length > 100, API
dictionary is 587, online sliding window is 256 with a step of 16, token embeddings of
128 and argument projection of 64 (input to RNN is 192), multi-branch LSTM with hidden
state sizes {128, 256, 128}, attention is four heads with key size of 64, temporal kernel func-
tion K¢(At) = exp(—p - At) with § = 0.1, and salience gate is 0.5. Training was performed
with Adam (Ir = 1073, B1=09,B,=0.999, € = 10_8), batch size is 64, epochs < 50, early stop
(patience=5), gradient clipping is 5, L2 = 107, regularisation is SpatialDropout1D (0.15),
recurrent dropout is 0.1, and dense dropout is 0.3. Scheduler strategy: linear warm-up
(~5% steps), cosine annealing (with possible ReduceLROnPlateau), monitoring, precision,
recall, F1, AUC, per-class F1, delay, and FAR metrics definition. For the online detector,
CUSUM with N, = 256, threshold h = 5, and update at each new z was applied. In con-
trast, the threshold value was calibrated during validation to achieve the target FAR ~ 0.02
(target operating points and thresholds are fixed during validation and documented along
with the throughput and peak-mem profiles).

It has been experimentally shown that the time-aware LSTM and attention combination
provides a significant improvement compared to traditional architectures. The developed
network achieves a precision of 0.93, a recall of 0.88, and an ROC AUC of 0.95 with an
average detection time of ~3 s, and FAR is 2% (the comparative analysis results are given
in Table 9 and the corresponding graphs in Figures 9 and 10). At the same time, the loss
function, monotonic stabilisation, and metrics growth were observed during training. The
ROC AUC is stably > 0.9, and the average detection delay decreased from ~10 to ~3 s
during optimisation, which confirms its practical suitability for online detection.

The developed method (see Figure 3) synthesis includes a data extraction from the
Cuckoo pipeline (see Table 3 and Figure 5), preprocessing (filtering seq_length >100, the
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dictionary tokenisation from 587 API), and a combined decision mode: a neural network

classifier with accumulated statistics (LRT or CUSUM) for early response according to

(18)—(20).
To improve robustness, a three-stage approach is used:

e  Embeddings pretraining on a large corpus (self-supervised) to speed up convergence
and rich representations (see Figures 11 and 12);

e  Sequence augmentation (cropping, time-warping, masking, rare pattern oversampling)
for robustness to incomplete and distorted logs (see Figures 13-15);

e  Adversarial training (FGSM- or PGD-like and sequential counterexamples, ~10-30%
of the batch) to reduce vulnerability to targeted traversals (see Figures 16 and 17).

An analytical evaluation shows that the total computational complexity consists of
the linear in N LSTM contributions according to (71)—(73) and the dominant quadratic in
length attention term O(h - N2 . d)) according to (70), which makes the attention mechanism
the primary “bottleneck” in long sessions. Therefore, the research proposes engineering
measures for practical deployment: length limitation (sliding window), bucketing with
dynamic padding, the sparse, local, or linear attention, and training or inference optimisa-
tions (mixed precision, gradient checkpointing, batch_size reduction), which allow for a
substantial reduction in the computational and memory-oriented load. The results confirm
the significance of these optimisations, since at N ~ 412 the accumulated activations are
estimated to be in the tens of megabytes (~13.5M float ~ 51.5 MB for activations, while
the total training memory is hundreds of MB). At the same time, the online window mode
(Nyin = 256) significantly reduces memory requirements and latency.

From the forensic audit viewpoint, the developed software product is designed for
integration into the expertise pipeline. The online triage module generates a probabilistic
assessment, heatmap attention, and CUSUM signals for localising informative steps (see
Figures 14-16 and 18), which facilitate explainability and experts’ practical work. Thus,
combining the neural network assessment with accumulated sequential statistics (log ratio,
SPRT, or CUSUM according to (16)—(20)) enables early response with controlled FAR.

Thus, the research contribution is the development of a theoretically sound and
practically implemented method for detecting malware by system call sequences, which
combines several innovations:

e A theoretical result on the preservation of long-term memory possibility in gated recur-
rent cells (Theorem 1) is introduced and proved, which justifies the architectural choice.

e A multi-branch time-aware RNN architecture is proposed based on a modified
LSTM with salience gates and a time kernel, integrated with time-aware multi-
head self-attention for explicitly taking into account the intervals At and the critical
steps’ interpretability.

e  The sequence embedding operator @ is formalised, and additional loss regularisers
(terms) are introduced, increasing the embeddings’ interclass dispersion and resistance
to noise and obfuscation.

e  Ahybrid detector is proposed that combines a neural network classifier with sequential
criteria (LRT or CUSUM) for online response.

e A pipeline for data extraction from Cuckoo, preprocessing procedures, and augmenta-
tion techniques (adv-training) to improve robustness was implemented.

It would also be advisable to consider integrating data from various sources beyond
Cuckoo Sandbox, which would allow us to test the proposed model’s robustness in mul-
tiple environments and for various malware types. This expansion will help increase the
algorithm’s versatility and demonstrate its ability to adapt to new threats. An important
area of focus will also be improving the model’s accuracy in the limited data and chang-



Appl. Syst. Innov. 2025, 8, 156

48 of 55

ing attack strategies faced, which is also addressed in research on the WAFBooster use,
which explores automatically strengthening web application protection against mutating
malicious payloads.

Despite this research’s significant contribution to the information security field,
the research has a number of limitations, which are presented in Table 15. At the
same time, Table 16 presents a roadmap for future research aimed at eliminating the
described limitations.

Table 15. Main limitations of the research.

Number

Limitation Brief Explanation (Impact)

The model was trained primarily on Windows behavioural traces
(Cuckoo), which creates a decreased accuracy risk and an increase

Limited generalisability in the number of false classifications when transferred to other

operating systems, alternative sandboxes, or real endpoint data
without additional adaptation.

Vulnerability to strong obfuscation and

When deliberately modifying system call sequences
(polymorphism, aggressive obfuscation, targeted adversarial
distortions), the probability of a false negative (FN) increases

significantly, which leads to a decrease in completeness (recall)
while maintaining the apparent reliability of the trace.

adversarial attacks

Using time-aware RNNs in combination with multi-head

High computational requirements and attention and sequential statistical criteria increases the load on
online detection latencies the GPU and CPU. It may lead to latencies incompatible with

high-throughput environments.

The class imbalance presence, noise in the labelling, and the
concept drift phenomenon (software evolution and the

4 Dependence on data quality and relevance  emergence of new types of attacks) reduce the models’ stability

and require regular dataset updates and additional training to
maintain high accuracy.

Thus, this research proposes a theoretically sound time-aware RNN architecture with
salience gates and a hybrid detector that achieves high accuracy and practical applicability
for online malware detection.

It is also noted that the developed method can integrate adaptive learning and certi-
fied security methods. To achieve this, the system incorporates a module for monitoring
input data distributions (e.g., using the Population Stability Index or Jensen-Shannon
divergence). When thresholds are exceeded, this module automatically initiates local re-
training of the model using a recent API call sequence buffer. This retraining is performed
with a reduced training rate (training rate is 107>~107°) and L2-norm regularisation of
the base model weights, which reduces the catastrophic forgetting risk. A dynamic en-
semble is used: lightweight submodels (distilled or quantised) trained on the most recent
N =10,000-20,000 examples are added to the base model. During inference, the system
aggregates its responses, increasing resilience to local data shifts. Robust training is used to
protect against targeted attacks. It involves generating adversarial sequences (e.g., inserting
false API calls or artificially distorting At time intervals) and adding them to the training
dataset. Certified robustness guarantees are provided through formal verification methods
(e.g., calculating upper bounds on Lipschitz constants for recurrent blocks and attention).
It allows for demonstrably limiting the obfuscation impact or input data modification
within the e-neighbourhood. This solution combines practical adaptivity (dynamic up-
dating) with formal robustness guarantees, making the system ready for use in active
adversarial environments.
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Table 16. Roadmap for future research.

Tasks

Metrics

Number Limitation Aim
Limited generalisability Increase the models’
1 (portability to other portability across

different platforms and
real endpoint data

operating systems
or endpoints)

(1) Collection of cross-platform
datasets (Windows, Linux,
Android) and real endpoint data;
(2) Development of
domain-adaptation or
domain-generalisation
(adversarial, MMD, meta-learning)
for embeddings;

(3) Validation on hold-out
platforms and field sets

Increase in AUC (recall)
on new platforms
> 10% vs. baseline;
Reduced degradation
during transfer
(drop < 5%)

Ensure resistance to
obfuscation and
targeted sequence
distortions

Vulnerability to strong
2 obfuscation and
adversarial attacks

(1) Creation of attacks or
obfuscations set (call proxying,
noise injection, time-warp);

(2) Adversarial training with
adversarial augmentation (seq2seq
or perturbation);

(3) Certified research (verifiable)
defences (robustness certificates
for sequences);

(4) Attack detectors integration

False-Negative
reduction under attack
> 30% compared to the

unattended model;
Certified change
margin (if applicable)

Reduce latency and
resource consumption
without a significant
quality loss

High computational
3 requirements and
online detection latency

(1) Model bottleneck profiling;
(2) Model compression research:
knowledge distillation,
quantisation, pruning, early-exit;
(3) Online pipeline
implementation and optimisation
(streaming inference,
batching policies);

(4) Testing on target devices
(edge, SIEM)

50% latency reduction
and/or 2x memory and
CPU reduction with
< 3% accuracy loss

Ensure that the model
adapts to drift and
changing threats

Dependence on the
4 quality and relevance
of data (concept drift)

(1) Development of a drift
monitoring system (statistical tests,
embedding drift);

(2) Continuous or incremental
learning methods (continual
learning, replay bulffers,
regularisers against
catastrophic forgetting);

(3) Collection automation and
“new” examples annotation;
(4) Regular validation and triggers
for retraining

Drift response time
(from detection
to update)
< specified SLA;
Maintaining metrics
(AUC or recall) within
specified limits when
new classes appear

Cross-cutting activities
5 (infrastructure, replica-
tion, open benchmarks)

Speed up research
and results verification

(1) Creation of a reproducible
software system or external
storage devices for experiments;

(2) External validation organisation

A repository with a
dataset (scripts) and
external replication
availability; adoption
of the benchmark
in the community

5. Conclusions

The theorem of the long-term memory property of gated recurrent cells is formalised
and proved to provide long-term memory in gated recurrent cells with correct gate settings.
Regularisers are proposed to preserve significant memory components (salience penalty)
and distance metrics (Kulback-Leibler divergence, Wasserstein distances) and are used as
an additional objective function to increase interclass separability.
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A method based on the multiscale time-aware LSTM with salience gates, multi-headed
attention mechanism, and sequential change detector CUSUM integration is developed,
which provides a simultaneous solution to three problems: robust modelling of long
behavioural sequences, interpretable localisation of informative events, and early statistical
detection of anomalies with low latency. This approach allowed us to achieve high accuracy
(F1-score ~ 96%) while maintaining operational requirements for latency (~3 s) and the
level of false alarms (FPR ~ 2-3%).

The developed time-aware architecture (multi-scale LSTM with salience gates, time-
aware multi-head attention, and online CUSUM detector) provides interpretability and
early warning due to the following mechanism. At the same time, the attention heatmap
highlights rare attention-sharp peaks (~5% of positions in the session), which localise
individual “signal” API steps, and the salience gate forms an activity-smoothed time profile,
of which peaks are consistent with increased attention and statistically often precede the
CUSUM statistics growth. In the conducted computational experiment, the first CUSUM
alarm was recorded around step 180, despite the fact that attention and salience peaks
occurred earlier.

The developed time-aware architecture significantly reduces the detection delay, since
the average detection time dropped from ~10 to ~3 s during optimisation, while the ROC
AUC is in the ~0.90-0.95 range. Therefore, the developed method is advisable to use for
online analytics with low latency requirements.

It is found that the dataset characteristics impose a limitation on the models’ gener-
alisability, since the API sequences have heavy-tailed lengths (“min” is 100, “median” is
310, “max” is 2000), the dictionary is covered by ~96% (565 out of 587), while there is a
strong frequency unevenness (Gini is 0.72), and the average pairwise Jaccard is 0.11. It
requires bucketing or dynamic padding, class weighting, and embeddings pretraining for
adequate generalisation.

It is established that the developed method is vulnerable to obfuscation and adversarial
techniques. It is shown that data augmentation, adversarial training, and contrastive or
self-supervised pretraining are required to eliminate this limitation. It is also necessary to
take into account the computational complexity and introduce operational requirements
(e.g., TPR > 0.90, FPR < 0.05, latency < 5 s), immutable logging, and a “model card” for
forensic reproducibility.
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Appendix A

Let us have a standard LSTM cell of the following form (considered single level, in
which scalar notations can be generalised to vectors):

it = c(Wi-xt + Uj-hy—q + by),
ft = O'(Wf'xt + Uf'ht_1 + bf)/
0y = U(Wo’xt + U hiq + bo),
¢t = tanh(W-x; + Uc-hy_1 + be),
¢t=fi®c1+iOcy,
hy = oy © tanh(cy),

(A1)

where ¢ is the sigmoid, © is the element-wise multiplication.
We define the state ¢;_; contribution to the current state c; as

o 8ct
acp_i

Lk (A2)

From the recurrence equation, it is easy to obtain the following (scalar version, gener-
alises to vectors or matrices along the diagonal):

k-1
Ly =11/ (A3)
j=0

Thus, the previous state decays (or is preserved) contribution as the forget gate’s
product over the interval.

The definition (measure of memory retention) is carried out by determining the
memory retention coefficient for a fixed k-th lag as

MR(k) = E[||Iix]|]] =E

k-1
j=0

where the mathematical expectation is taken over a sample or batch and over components
(in the vector case, it is the average over the vector elements or the norm) if MR(k) decreases
exponentially with k, which means the network is losing long-term memory.

To evaluate the importance of regularisations” impact, we assume that scalar impor-
tances s; € [0, 1] are given (e.g., the importance attentional estimate of an input at time ¢ for
a future target feature), and we introduce a regulariser that encourages the preservation
of information at those times where s; is large. In this context, the regularisations’ specific
form is

Lreg =AY s 1= fill3, (A5)
t

In the vector case, f; is a forget-gates vector, and the norm is applied per component.

The (log ft)z, or the Kullback-Leibler penalty is also applied. Then the whole optimisation
problem is represented as

rnein(Ltask(9> + Lreg(e))/ (A6)

from which solution it follows that the penalty minimises the forget-gate deviations from 1,
where s; is large, that is, it reduces the product [ f “attenuation” rate for essential steps.
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Assertion. Let f; € (0, 1] be a random variable with finite moments, and let the
regulariser Lyeg = A-};5¢-(1 — ft)2 be introduced, where s; > 0 are the given significance
weights. Suppose that during optimisation with this regulariser, the conditional second
moment E {(1 — ft)2|st} decreases in absolute value depending on A (the larger A, the
greater the decrease). Then, for any lag k and for those positionsj =0, ..., k—1 where s; _;
are large, the logarithm is introduced. The contributions” logarithm expected value is

k-1
log(Ix) = Y (fi-)) (A7)

j=0

Which increases compared to the variant without regularisation, and therefore IE[I; 4]
also increases.

Proof. Itis assumed that ;:=1 — f; and that J; is small (i.e., ft is close to 1) or, more formally,
Jt is bounded in absolute value. Then, by Taylor series expansion around 1,

log(fx) =log(1 —6¢) = —6 — %(5? + 0((5?). (A8)

Calculating the sum of the logarithms, the mathematical expectation, we obtain

E[log(I; )] = IgE[log(It,k)] ~ —’g <IE (6] + %-E [5%_].] > +o <mjaxIE [53_].] ) . (A9)

The regulariser Ly, directly penalises the 67 values with the weight s, so with suc-
cessful optimisation, we expect a decrease in E [6?] in those steps where s; is large. How-
ever, for most optimisation schemes, this also entails a decrease in E[J;] or does not
increase it significantly. Consequently, for intervals where s;_; are high, the expression
—YE[6] + 3-E[6?] becomes “less negative”, i.e., E[log(I; )] increases relative to the case
without regularisation. Since the exponential function is monotonic, this leads to an in-
crease in E[I; ;] = Elexp(log(I;x))] > E[I;x] without regularisation. Therefore, all other
things being equal E[log(I; ;)] with regularisation> E[log(I; x)] without regularisation. [J

The Table A1 shows the mean values and standard deviations of the metrics obtained
from three independent runs for each model.

Table Al. The regularisation impact assessment results.

Delayed-Task ACC

Model MR(10) MR(50) MR(100) k% (Timesteps) (K = 100) MSE (K = 100)
Standard LSTM 0.42 + 0.03 0.11 + 0.02 0.03 & 0.01 2342 0.62 + 0.02 0.41 + 0.05
LSTM with regularisation 5| 0.22 +0.03 0.08 + 0.02 3743 0.73 + 0.02 0.32 + 0.04
(A =0.1, s¢ hard)
LSTM with regularisation .5 | ) 0.30 + 0.03 0.22 + 0.02 54+4 0.79 + 0.01 0.26 + 0.03
(A =0.5, st hard)
LSTM with regularisation o) | 5 0.28 + 0.03 0.11 + 0.03 49+3 0.77 + 0.02 0.28 +0.03

(adaptive s; via attention)

Thus, significant regularisation increases MR(k) at all lags, increases the effective half-

life of k1, and improves accuracy in the long-lag problem. The strengthening of this effect
with increasing A demonstrates that the “memory preservation vs. training flexibility”
tradeoff is manageable.
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