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Abstract: In 6G-oriented vehicular Internet of things (IoT) services, the integration of a low altitude
platform (LAP) and intelligent reflecting surfaces (IRS) provides a promising solution to achieve
seamless coverage and massive connections at low cost. However, due to the open nature of wireless
channels, how to protect the transmission of privacy information in LAP-based IRS symbiotic
vehicular networks remains a challenge. Motivated by the above, this paper investigates the LAP
and IRS enhanced secure transmission problem in the presence of an eavesdropper. Specifically, we
first deploy a fixed LAP equipped with IRS to overcome the blockages and introduce artificial noise
against the eavesdropper. Next, we formulate a total secure channel capacity maximization problem
by optimizing the phase shift, power distribution coefficient, and channel allocation. To effectively
solve the formulated problem, we design an iterative algorithm with polynomial complexity, where
the optimization variables are solved in turn. In addition, the complexity and convergence of the
proposed iterative algorithm are analyzed theoretically. Finally, numerical results show that our
proposed secure transmission scheme outperforms the comparison schemes in terms of the total
secure channel capacity.

Keywords: intelligent reflecting surfaces (IRS); low-altitude platform (LAP); secure transmission;
total secure channel capacity; vehicular Internet of things (IoT) services

1. Introduction

While the dense coverage of fifth-generation (5G) terrestrial networks can satisfy the
demands of vehicular Internet of things (IoT) services in hotspots, people still have urgent
requirements for ubiquitous connectivity with high data rates in remote areas [1]. Due to
the inherent limitations of terrestrial networks, air-to-ground (A2G) communications are
envisioned as a promising technique to serve sixth-generation (6G)-oriented vehicular IoT
applications [2-4]. As the most representative A2G communications, low-altitude platform
(LAP)-enhanced transmissions have lower path loss and higher line-of-sight (LoS) link
probability, which can be deployed on demand via a levitation mode to provide seamless
and flexible coverage [5-7]. On the other hand, intelligent reflecting surfaces (IRS) with low
hardware cost and power consumption can be used for 6G-oriented vehicular IoT services
by smartly reconfiguring wireless propagation environments [8-10].

Following the technological advancements of A2G communications, the combination
of LAP and IRS has attracted a certain amount of attention [11]. Generally, this combination
can be divided into two cases, i.e., mobile IRS schemes [12,13] and fixed IRS schemes [14-16].
However, in some practical vehicular network (VNet) scenarios (e.g., emergency rescues),
mobile IRS schemes may be impractical. The reason is that the payload and flight time
of LAPs with mobile capability are extremely limited. According to the above discussion,
the authors in [14] derived the channel gain lower bound for LAP and IRS collaborative
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communications. Inspired by this work, the researchers in [15] investigated the sum rate
maximization problem of LAP-aided IRS networks by optimizing the phase shift and LAP
altitude. Moreover, by using quasi-stationary LAPs, the IRS-assisted multi-layer aerial
architecture was proposed in [16], which pointed out a promising direction for 6G-oriented
vehicular IoT services. Furthermore, in order to improve the channel capacity, more
works focused on the network optimization problems, including beamforming, resource
(e.g., power and spectrum) allocation, and energy efficiency optimization [17-20]. We have
summarized these works in Table 1.

Table 1. Summary of key contributions and limitations of existing works on UAV-aided RIS-assisted
IoT networks.

Reference Key Contributions Limitation

The channel gain lower bound for LAP
[14] and IRS collaborative communications
was derived.

The sum rate maximization problem of

LAP-aided IRS networks was These works make an implicit assumption
[15] investigated, where the phase shift and that LAP-based IRS symbiotic vehicular
LAP altitude were optimized. networks (VNets) are secure. In LAP-based
3 B B IRS symbiotic VNets, the privacy
[16] The IRS'—ass1sted multi-layer aerial information is susceptible to eavesdropping
architecture was proposed. due to the open nature of A2G channels.
By considering the beamforming,
[17-20] resource allocation, and energy

efficiency, the channel capacity
was improved.

Although the above works present optimization policies and models of LAP and
IRS enhanced transmissions, these works make an implicit assumption that LAP-based
IRS symbiotic vehicular networks (VINets) are secure. In LAP-based IRS symbiotic VNets,
the privacy information is susceptible to eavesdropping due to the open nature of A2G
channels [21]. Traditionally, the network security is protected by upper-layer encryption
methods. However, such encryption algorithms and key allocation strategies will signif-
icantly improve the complexity of the system [22]. Faced with the above challenges, by
using the wireless channel characterizations, the physical layer security (PLS) technique
can be regarded as a promising alternative technique, which can be widely applied to
6G-oriented vehicular IoT services to ensure information security [23]. Therefore, under
the constraints of network security, how to improve the total secure channel capacity of
LAP and IRS enhanced transmissions is a key technical difficulty.

Motivated by the above, this paper investigates the secure transmission problem in
LAP-based IRS symbiotic VNets in the presence of an eavesdropper. First, we deploy a
fixed LAP equipped with IRS to overcome the blockages and exploit artificial noise (AN)
to interfere with the eavesdropper. Next, aiming to maximize the total secure channel
capacity, we formulate this problem as a mixed-integer and non-convex program. To effec-
tively solve the formulated problem, an iterative algorithm with polynomial complexity
is proposed, where the phase shift, power distribution coefficient, and channel allocation
are optimized in turn. Then, we theoretically analyze the complexity and convergence
of the proposed iterative algorithm. Finally, numerical results show that the proposed
secure transmission scheme significantly improves the total secure channel capacity against
the current works [2,23] and baseline scheme. In addition, the influence of the number of
reflection elements is discussed. The above results are a meaningful guide for improving
the quality of service (QoS) of 6G-oriented vehicular IoT services.

The rest of this article is organized as follows. Section 2 introduces the network model
and presents the total secure channel capacity maximization problem. Then, in Section 3, we
design an iterative algorithm with polynomial complexity to solve the formulated problem.
Simulation results are presented in Section 4. Finally, Section 5 concludes the paper.
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2. Network Model and Problem Formulation

Figure 1 illustrates the considered LAP-based IRS symbiotic VNet, which consists of a
remote base station (RBS), a fixed LAP equipped with IRS, U legitimate vehicle users, and an
eavesdropper. The set of legitimate vehicle users is denoted as i = {1, 2, ..., U}. We assume
that there is no direct communication link between the RBS and the legitimate vehicle
user/eavesdropper due to obstacles [8]. Under this condition, we adopt the LAP equipped
with IRS to enhance transmissions. The IRS can be controlled by an intelligent controller.

LAP equipped with IRS
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Figure 1. LAP-based IRS symbiotic VNets.

It is assumed that the IRS has Gj, horizontal reflection elements and G, vertical re-
flection elements, denoted as G = {1,2,...,G}, where G = Gj; X G,. Moreover, the
RBS has N antennas and K channels, denoted as £ = {1,2,...,K}, where K > U. Let
K = {ky|Vk € K,Vu € U} denote the channel allocation policy. If the u-th (Vu € U) le-
gitimate vehicle user occupies the k-th (Vk € K) channel, k, = 1; otherwise, k, = 0.
Furthermore, each legitimate vehicle user with self-interference cancellation capability has
two antennas that can implement full-duplex communication. Meanwhile, we assume that
the AN emitted by the legitimate vehicle users will not affect the received signals, and the
eavesdropper is equipped with a single antenna [24]. Since the total power P*®* of the sys-
tem is limited, the RBS and the u-th legitimate vehicle user need to negotiate to decide the
transmitted power Pdown of RBS (downlink) and the transmitted power PP of AN (uplink).
Especially, as discussed in [21], the channel is assumed to have reciprocity. Likewise, it is
assumed that the channel state information (CSI) associated with the eavesdropper/IRS
is available. The reason is that even for a passive eavesdropper, it can also estimate its
CSI through local oscillator power inadvertently leaked from the eavesdropper’s receiver
radio frequency frontend [25]. Since the investigated scenario is highly dynamic, imperfect
estimation of the reflection phases and phase errors are possible with respect to the link
between LAP and ground nodes. In this situation, the CSI of the LAP vehicle links needs to
be periodically reported to the RBS with a feedback period. According to [26], the first-order
Gauss-Markov process can be utilized to estimate the CSI of LAP-vehicle links.

According to the above description, the received signal y,, of the u-th legitimate vehicle
user can be expressed as

yu = hj}, ®Hg  P{o"s,, +17,, 1)
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where thM is the channel from IRS to the u-th legitimate vehicle user, h; , € CC*1; @ is the
phase shift matrix, and ® = diag{ej Xg }, X, € [0,27r), where X, is the phase shift of the

g-th (Vg € G) reflection element; Hp) is the channel from the RBS to IRS, Hp; € C¢*V;
sy is the transmitted signal from the RBS for the u-th legitimate vehicle user with zero
mean and normalized power; 77, is the noise received by the u-th legitimate vehicle user,
fu ~ CN(0,02), where 02 is the noise power of the u-th legitimate vehicle user.

Similarly, the received signal ¢ of the eavesdropper is

ygve l Eveq)HB / Pdown
+ hl Eveq)hl,upu ay + hu,EveP;lpau 2)
+ UEVe/

where h . is the channel from IRS to the eavesdropper, h; gy € CC*1; g, is the AN signal
emitted by the u-th legitimate vehicle user with zero mean and normalized power; /1, gye is
the channel from the u-th legitimate vehicle user to the eavesdropper, I, e € C; 7/gye is
the noise received by the eavesdroppet, 17gye ~ CN' (0,03, ), where 02, is the noise power
of the eavesdropper.

According to (1), the information rate Rp ,, (<I>, Pgowr‘, ku) of the u-th legitimate vehicle
user is given by

K
Rp u( ,pdown ) — Y Bukulog,(1+ SINRg,,), 3)
k=1

where B, is the channel bandwidth of the u-th legitimate vehicle user, and SINRp ,, can be
expressed as

2
Pgovn |l @ Hy |
SINRg,, = 5 4)
Jll
The information rate R, gye <<I>, Pf}own, P.F, ku> of the eavesdropper is given by
d u X
Ru,Eve (q)r Pu own, Pup/ ku) = Z BEvekulng(l + SINRu,Eve)r (5)
k=1
where SINR,, gye can be expressed as
down [, H 2

Pd hl Lo ®Hp) |

SINRM,Eve = u u ) (6)
P h}_IEveq)h ”plh”/EVe| + O-%Ve

For notational simplicity, we define ¥, as the power distribution coefficient of the
u-th legitimate vehicle user. Since PP®* = pdown 4 PP we have PIOWN = ¥, PMaX and
¥ = (1-¥,)PM, According to (3) and (5), in LAP-based IRS symbiotic VNets, the
secure channel capacity Rj¢ of the u-th legitimate vehicle user is

Ritec(‘p/\}julku) = [RB,u(q)/Tu/ku) - Ru,Eve((P/lFu/ ku)]+/ (7)

where [-] represents max{-, 0}.
Therefore, the total secure channel capacity Ri5 (®, ¥, K) can be expressed as

u
R?g§(¢/ ‘I,/ K) = Z RZGC(QI Tu/ku)/ (8)

u=1
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where ¥ = {¥,|Vu e U }.

By optimizing the power distribution coefficient ¥, phase shift ®, and channel alloca-
tion policy K, we aim to maximize the total secure channel capacity Ri5f(®, ¥, K). The
total secure channel capacity maximization problem can be mathematically formulated as

P1 F max RiEE (@, ¥, K) (9a)
st. 0<Y¥Y, <1,Vu, (9b)
u
) P = Pot, (9c)
u=1
®— diag{ejxg},Vg, (9d)
‘ejxg‘ —1, X, € [0,27), Vg, (%)
K u
ki€ {0,1}, ) ku=1,) ki <1,V u, (9f)
k=1 u=1

where Py is the total power of the system.
The main notations are summarized in Table 2.

Table 2. Definition of parameters.

Parameter Definition
u Number of legitimate vehicle users
G Number of reflection elements
N Number of antennas
K Number of channels
prax Total power
pgown Transmitted power of the RBS
PP Transmitted power of AN
Yu Received signal of the u-th legitimate vehicle user
h%{u Channel from IRS to the u-th legitimate vehicle user
® Phase shift matrix
Hp; Channel from the RBS to IRS
Su Transmitted signal from the RBS for the u-th legitimate vehicle user
hl},IEv o Channel from IRS to the eavesdropper
ay AN signal emitted by the u-th legitimate vehicle user
hy Bve Channel from the u-th legitimate vehicle user to the eavesdropper
NEve Noise received by the eavesdropper
Rp,u Information rate of the u-th legitimate vehicle user
By Channel bandwidth of the u-th legitimate vehicle user
Ry, Eve Information rate of the eavesdropper
Yy Power distribution coefficient of the u-th legitimate vehicle user
R3ee Secure channel capacity of the u-th legitimate vehicle user
RSt Total secure channel capacity
Prot Total power of the system

In P1, (9b) and (9¢) together limit the transmitted power of the RBS and legitimate
vehicle users; (9d) and (9e) constrain the IRS phase shift; (9f) defines the channel allocation
mode of multiple legitimate vehicle users. Since ’erg ’ =land k, € {0,1}, Plisa
mixed-integer and non-convex program. It is hard to obtain a global optimal solution for
P1. Therefore, in Section 3, we propose an iterative algorithm, where ¥, ®, and K are
solved in turn.
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3. Total Secure Channel Capacity Maximization Scheme
3.1. Phase Shift Optimization

In this stage, given ¥ and K, the phase shift optimization problem P2 is given by

u
P2 :max R (®) = ) RYS(®) (10a)
i u=1
st @ = diag{efxs},Vg, (10b)
‘ejxg‘ —1, X, € [0,27),Vg. (10c)

Next, an intermediate variable X is introduced, where X = [ej X, erG] H. We have
@ = diag{X"}. Let A, = diag{h}/{u} and B gye = diag{hlP,IEve}. Based on the property
of matrix transformation (i.e., al®b = XHdiag{a" }b), SINR§**(X) can be recast as
XHw, X

SINRS*(X) =
w (X) XH(ZU2+ZU3+ZU4)X

x X (ws 4 w5)X, (11)

where Ri*(®) = log,[1 + SINR}*(X)], and I is the unit matrix. In addition, we have

1 I \Puplrlnax (AI,LIHB,IHI[_;I,ZA}_’IM) 15
w1 = (G) G + ULZl ’ ( )
Wy = TuP{lnaX (BZ,EVQHB,ZHEI,ZB}:IEve> ’ (13)
w3 = (1 —¥,) PP (Bl,Evehl,uhﬁlB}:IEve)/ (14)
2 2
wy = l(l —‘Yu)P;“axgq uivel + e g, (15)
ws = (1%, 7™ (Bygychy b Bl ), (16)
and

(1= )PP g + 0B

We = G I;. (17)

To tackle P2, we further introduce three intermediate variables («, 5, and ), which
can be respectively expressed as

o (L)ig 4 i (AsoHls AT (18)
~\G)°© o2 ’
ﬁ = Bl,EveHB,lHII;I,lB},{Eve’ (19)
and
x = (1= F) PP (Bygechy bl Bl (20)

+ [ (1= )PP el + Bre | G
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Then, we simplify (11), and SINR;*(X) can be rewritten as

tr(aXXH) tr (BXXH)
SINR*(X) = , 21
(00 = T @
where tr(-) is the trace of matrix.
To satisfy (10b) and (10c), we have
{ rank (XXH) =1, 22)
HY _
(o), =1, Vg €.

Afterward, a slack variable S is introduced. By using &, P2 can be rewritten as

P3 :min S (23a)
.t 8 [ (O] Toga e (XXH)] logs [e(w08)] _ g < 23b)
tr ( “XXH) > elogz[tr(aXxH)], (230)
tr(BXXH) = erlr(P)], (23d)
tr (XXt < sl (o], (23e)
rank(xxH) —1, (23f)
(xxH)g’g —1, Vg (23g)

By using the sequential convex approximation (SCA) method, we take the first-order
Taylor expansion of (23e), which can be expressed as
elogZ [tr()(XXH)}—A + elogz [tr(;(XXH)]—A ln[e(A)]
< orlr ] g (Hxx) (24)
< elogZ [tr()(XXH)}fA(l + A),
where A is a minuscule negative value. Therefore, {log, [tr( )(XXH)} — A} can be consid-
ered an approximation of log, [tr (xXX™)].

According to (24), we adopt the semi-definite relaxation (SDR) method to relax (23f).
Under this condition, P3 can be relaxed as

P4 :mxin R (25a)
st. (23b) — (23d), (23¢) (25b)
tr (XxxH) < loga[tr(XXT)] =8 (1 | Ay, (25¢)

Obviously, P4 is a convex optimization problem, which can be solved by the convex
problem solver. However, since the SDR method is used to relax (23f), the obtained
phase shift cannot always satisfy rank (XX!) = 1 [27]. Therefore, the Gaussian random
process is employed to acquire the approximate solution, which satisfies rank-one, i.e.,
rank (XXH) = 1.

3.2. Power Distribution Coefficient Optimization

In this stage, since it is assumed that ® and K have been determined, the power
distribution problem can be expressed as
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P5: max RSt (Y Z REC(Y (26a)
st 0<Y¥Y, <1,Vu, (26b)

u
Y P = Py (26¢)
u=1
In P5, SINR;* (¥, ) can be rewritten as
SINRe“(¥,) = — N2 (27)
Py (f37f4)+0-Eve
where R;*(¥,) = log,[1 + SINR}*(¥,)]. In addition, we can obtain
1+ ¥, Py~ (HY, @lTh, bl ®Hy )
fh= ) (28)
Uu
2
fz - (1 - ) <PmaX hl Eveq>hl,u + Pflnax|hu,Eve|2> + U%ve/ (29)
H 2 2
fo = Bl @by + e, (30)
and
2
f4 =Yy [ hl Eveq)hl,u + |hu,Eve|2 - (HI;ZQth,Eveh?EvecDHB,l)} : 31)

Lemma 1. The objective function SINRG (¥, is a convex function.

Proof of Lemma 1. The first-order derivative of SINR;* (¥, ) with respect to ¥, is derived as

OSINRS¢c (Y

2
®h; ,

H oH H H
2(HY, @Hhy il @Hj,) ) [Pmax (‘hl L

+ |hu,Eve|2> + O'I%Zve]

03 (Pmax)~ [(‘hl L ®hy,

P (H, ®Hhy , bl ®Hy) )

’ -2
0'121 {Pbrlnax <‘hl Eveq)hl,u + |hu,Eve|2) + Ulgve}

2
— P (@b g bl OH ) [PmaXOhl L .®h,

where

(P’ (HH1<1>thuh | ®Hy))

2 N\ -1
+ |hu,Eve| >:| (‘Iju)

+ |hu,Eve2> + Uéve:| ’

=
02 <‘hl L ®h,

2\ Y
+ |hu,Eve| )

(32)

(33)



Drones 2023, 7, 414 9of 16

and

(P{,nax) (Hqu)th uhl uq)HB,l) <’hl Eveq)hl u + |hurEVe|2)
e - . (34)
oF (M, @ hy ey ch], @H )

1,Eve

The second-order derivative of SINR; (¥, ) with respect to ¥, is derived as

O%SINRS(¥,)  —2q1%2
2 37 (35)
9(Yu) (Yugs +84)
where
g1 =Py (Hy, @'h, Eveh, b ®Hp) ) (36)
|:Pmax <‘hl Eveq)hl,u + |hu,Eve|2) + Ulgveil ’
max 2 h 2
&= P hl Eve‘phl,u + | u,Eve|
- pbrlnax (HI];I,IQth,Eveh{IEveq)HB,l) (37)
pmax (Hgl,chh, (!l ®H, l)
_ —
‘72 (pmax <‘hl Eveq)hl,u + |hu,Eve|2> + a]%ve)
g5 = P (HYf,@h ool OH) )
2
- pglax (‘hl Eveq)hl,u + |hu,Eve|2>/ (38)
and
max 2 2 2
g4 - P hl Eveq)hl,ll + |hu,Eve‘ + JEve' (39)
We can obtain g; > 0, g2 > 0, and ¥, g3 + g4 > 0. Therefore, we have (‘{;g% ,
ug3 4
.., 825181\15# < 0. In this case, the objective function R;*('¥,) can be regarded as a

convex function, thus proving Lemma 1. O

92SINRSC (\1@, )

According to Lemma 1, when = 0, we can obtain the maximum of

A(¥y)?
RSF€(¥y). As can be seen from (32), % is a quadratic function with respect to ¥,.
Therefore, (¥,) is derived as
(F,)" = 88 4 V81825 (40)
83 8385

where
(Pe)? (HE, @F1h b @Hp, )
%

2
+ |hu,Eve 2) . (41)

85 =

x (’hﬁEveoph,,u
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However, for (Y,)* = 7% + 7%, we have

(F,) =54 4 V818285 &
&3 8385 83

pmax < ’ h{IEve <I>h1,u

2
2
+ |hu,Eve| ) + Uéve

pmax { (‘h}levqu'hl,u

2
2 b b
+ ‘hu,Eve| > - (HI[_;I,I th,Eveh}}gve HB,Z)]

®h; ,

1,Eve

2
Pbl;nax(‘hH + hu,Eve|2> +0’%V€

(42)
(I)hl,u

max H
P” ( ‘ hl ,Eve

2
+ |hu,Eve|2>
2
[0
=1+ Eve > 1.

2
P (’h}leveq)hl,M + |hu,Eve|2)

According to (42), we know that (¥,)" = —g—‘; + 7% cannot satisfy (26b), i.e.,

0 < ¥, < 1. Under this condition, the optimal power distribution coefficient (¥,)" is

_ [ 84 V818285
(‘I’u)*{ (83 T g )’ 0<¥us<l,

43
1, else. *3)

3.3. Channel Allocation

Similarly, we assume that ¥ and ® have been given in advance. The channel allocation
problem takes the form

u
P6 : max RS (K) = Y Ry(ky) (44a)
u=1
K u
st ky€{0,1}, ) k=1, ki <1,Vku (44b)
k=1 u=1

As discussed in [23], P6 turns out to be a maximum weight bipartite matching (MWBM)
problem. In polynomial time, the MWBM problem can be solved by the Hungarian
algorithm. Based on above analysis, we can obtain the optimal channel allocation policy by
using Algorithm 1.

Algorithm 1 Optimal channel allocation algorithm for P6

: fork=1:Kdo
foru=1:Udo
According to the SCA and SDR methods, as well as Gaussian random process, we
can obtain the optimal phase shift (®)".
According to (43), we can acquire the optimal power distribution coefficient (¥)".
We substitute (®)" and (¥)" into (7) to obtain R3¢ (k).
end for
end for
: The Hungarian algorithm is adopted to solve P6.
: Output the optimal channel allocation policy (K)

@ N

D N N L

*

3.4. Overall Algorithmic Framework

In this paper, we design a total secure channel capacity maximization scheme for LAP
and IRS enhanced transmissions, where the phase shift ®, power distribution coefficient ¥,
and channel allocation K are optimized. Figure 2 shows the overall algorithmic framework,
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where ®, ¥, and K are solved iteratively. Specifically, by using the SCA and SDR methods,
we can solve the formulated phase shift optimization problem P2, based on which the
optimal phase shift (@) satisfying the rank-one constraint can be obtained by adopting
the Gaussian random process. Next, according to (43), we can obtain the closed-form
expression of optimal power distribution coefficient (‘¥)*. Then, Algorithm 1 employs
the Hungarian algorithm to acquire (K)*. Finally, the above processes are repeated until
satisfying the termination condition.

r-r--—r—— —H—-—=—""""—"""""—/"=""=""""F—""®""=""=""™""—""™"""F—"""""™"7"™"7"™"7=— |
| |
Phase Shift MWBM Problem ) |
| . »  Channel Allocation |
| Optlmlzatlon Hungarian Algorithm |
: Gaussian |
| SCA and SDR |Random Process Closed-Form |
| Methods Expression :
| Power Allocation |
|
L __

*

Obtain the optimal solutions, i.c., (®),(¥), and (K)

*

Figure 2. Overall algorithmic framework.

The complexity of the total secure channel capacity maximization scheme is mainly
composed of three parts: (1) phase shift optimization; (2) power distribution coefficient
optimization; (3) channel allocation. For the first part, since the SCA and SDR methods are
used, the complexity of this part is O(G>°). Moreover, for the second part, we can derive
the closed-form of the optimal power distribution coefficient; thus, the complexity of this
partis O(1). Furthermore, for the third part, the complexity of the channel allocation policy

using the Hungarian algorithm is O <(U + K)3) . To summarize, the total computational

complexity of solving P1 is O(LotG>®) + O(Lot) + O (Itot( u+ K)3> , where I is the total
number of iterations.

Discussion (Convergence Analysis): In this paper, the total secure channel capacity
is maximized by iterative optimization. Therefore, the convergence needs to be analyzed.
First, we present a simple scenario, which consists of an RBS, a fixed LAP equipped with
IRS, a legitimate vehicle user, and an eavesdropper. In this case, (K)* can be obtained by
using the enumeration method. As shown in Figure 3, for a given (K)*, we iteratively
optimize (®)" and ('¥)* based on the coordinated polling method. The objective function
value (i.e., the total secure channel capacity) is improved partly after each iteration. Since
the objective function value of P1 is bounded, our designed iterative algorithm can always
converge to the optimal value or some certain values after finite iterations.
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Figure 3. Coordinate polling method.

4. Performance Evaluation

In this section, simulation experiments are conducted to evaluate the performance
of the proposed total secure channel capacity maximization scheme. Specifically, the
comparison schemes are as follows. (a) Scheme 1 (LAP-PLS-CPO) [23]: This work uses
the LAP to relay signals of the RBS and the PLS technique to ensure information security.
In addition, the channel and power are optimized. (b) Scheme 2 (LAP-SPHO) [2]: This
work adopts the LAP-enabled relay method to improve the data rate, based on which
the spectrum, power, and LAP height are optimized. (c) Scheme 3 (LAP-RIS-CPO): In
this scheme, ® is initialized by random value, and then, K and ¥ are optimized by the
Algorithm 1 and (43), respectively.

In our simulations, we consider a scenario, where U = [10,55], P"®* = 33 dBm,
N = 32, K = [15,60], G = 64, and 0;; = Uéve = —174 dBm/Hz. In order to analyze
conveniently, a Cartesian coordinate is established in Figure 1, where the RBS is located at
(0,0,0) m, the fixed LAP equipped with IRS is located at (800,0,200) m, the eavesdropper
is located at (650,300,0) m, and the cell radius of RBS is 1000 m. Moreover, the A2G
channel model is 32.44 + 201g[d(km)] 4+ 201g[f.(MHz)]. We model the fast fading channels
as independent and identically distributed (i.i.d.) Rayleigh fading channels. As shown in
Figure 1, the fast fading channels can be regarded as Rayleigh fading channels, taking into
account the rich reflections and diffractions from surface-based obstacles.

Figure 4 illustrates the comparison of the total secure channel capacity with respect
to the number of legitimate vehicle users under the different schemes. It is obvious
that our proposed total secure channel capacity maximization scheme outperforms other
comparison schemes. The reason is that the LAP and IRS enhanced transmissions are
adopted in the considered scenario, based on which the phase shift, power distribution
coefficient, and channel allocation are optimized. Compared to Scheme 1 (LAP-PLS-
CPO), Scheme 2 (LAP-SPHO), and Scheme 3 (LAP-RIS-CPO), the total secure channel
capacity can be increased by 67.56%, 141.3%, and 31.94%, respectively. Especially, for
Scheme 2 (LAP-SPHO), since the PLS technique is not adopted, security cannot be satisfied,
resulting in the lowest total secure channel capacity. In addition, even when the number
of legitimate vehicle users is large, our designed scheme can still achieve relatively high
information security rates.
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Figure 4. The total secure channel capacity versus the number of legitimate vehicle users.

Figure 5 shows the comparison of the total secure channel capacity with respect to
the maximum transmitted power under the different schemes. We can observe that the
total secure channel capacity increases monotonously with the increase in the maximum
transmitted power P;"®*. In addition, the larger the P;"®, the faster the growth of the total
secure channel capacity. This is because, in this case, more power is allocated to AN to jam
the eavesdropper, which can protect the security of 6G-oriented vehicular IoT services.
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Total secrecy capacity (Mbps

21 2 25 27 29 31 33 35 37 39
Maximum transmitted power (dBm)

Figure 5. The total secure channel capacity versus the maximum transmitted power.

Next, we investigate the impact of the number of reflection elements on the perfor-
mance of the proposed scheme. In Figure 6, we plot the comparison of the total secure
channel capacity under different numbers of reflection elements. It is observed that the total
secure channel capacity increases with the number of reflection elements. This phenomenon
is more obvious when the number of legitimate vehicle users is small. This is because
more reflection elements can better improve the channel quality. However, as discussed
in Section 3.4, since the complexity of solving P2 is O(G>®), adding reflection elements
will significantly increase the algorithm complexity. Therefore, there is a tradeoff between
the total secure channel capacity and the algorithm complexity in terms of the number of
reflection elements. The total secure channel capacity maximization by jointly considering
the above two factors is a meaningful problem for future research.
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Figure 6. Comparison of the total secure channel capacity under different numbers of reflection elements.

As shown in Figure 7, we investigate the impact of the LAP’s altitude on the total
secure channel capacity. We can find that with the increase in the LAP’s altitude, the total
secure channel capacity decreases. The reason is that increasing the LAP’s altitude will lead
to an increase in the path loss, thereby reducing the total secure channel capacity. However,
there is a minimum altitude limit for using this A2G channel model. For altitudes below
100 m, we need to change the large-scale fading model.

50 : : x x
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- [ 300m
S40¢f 400 m|
s I 500 m
>
g30r .
o
W]
(&)
)
© 201 7
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[0}
(2]
©
510 1
|_
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LAP's Altitudes

Figure 7. Comparison of the total secure channel capacity under different LAP altitudes.

As shown in Figure 8, we investigate the impact of the distance on the total secure
channel capacity, where the LAP’s X-axis positions are changed. It can be observed that the
total secure channel capacity increases first and then decreases. Similarly, this is because
the LAP’s position will affect the path loss, thereby influencing the total secure channel
capacity. Therefore, optimizing the LAP’s deployment is an interesting topic that deserves
further study.
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5. Conclusions

In order to improve the QoS of 6G-oriented vehicular IoT services, this paper used
LAP equipped with IRS to overcome blockages, based on which the secure transmission
problem was investigated. First, we introduced AN to enhance the security performance,
which could prevent the eavesdropper from receiving privacy information. Next, by jointly
considering the phase shift and power distribution coefficient optimization as well as
channel allocation, we formulated a total secure channel capacity maximization problem
for the LAP-based IRS symbiotic VNets. Then, to deal with this intractable problem, we
devised an iterative algorithm, based on which the convergence and the complexity were
analyzed. Finally, numerical results demonstrated that the proposed scheme significantly
outperformed the comparison schemes in terms of the total secure channel capacity. Fur-
thermore, the joint optimization of the LAP location and network resources with imperfect
CSI to maximize the total secure channel capacity is worth investigating and is challenging,
which will be our future work.
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