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Abstract

:

With the explosive increase in demand for wireless communication, the issue of wireless communication security has also become a growing concern. In this paper, we investigate a novel covert communication for unmanned aerial vehicle (UAV)-assisted uplink rate-splitting multiple access (RSMA) systems, where a UAV adopts the rate-splitting (RS) strategy to increase the total transmission rate while avoiding deteriorating the covert transmission of a ground user. In the proposed system, a ground user and a UAV adopt the RSMA scheme to simultaneously communicate with a base station surveilled by an evil monitor. The UAV acts as both the transmitter and the friendly jammer to cover the ground user’s transmission with random power. To maximize the expected sum rate (ESR), we first study the RS strategy and obtain the optimal power allocation factor. Then, the closed-form of minimum detection error probability (DEP), ESR, and optimal target rate of the UAV are derived. Constrained by the minimum DEP and expected covert rate (ECR), we maximize the ESR by optimizing the position and target rate of the UAV. Numerical results show that the proposed scheme outperforms the traditional NOMA systems in terms of ESR with the same DEP and ECR.
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1. Introduction


The rapid development of intelligent wireless terminals promotes a large amount of wireless private information, bringing broader attention to information security. The study of communication security at the physical layer has been segregated into two directions, namely physical layer security (PLS) [1,2] and covert communications [3,4]. The purpose of PLS is to ensure that the transmitted information is not intercepted by eavesdroppers, i.e., protecting the transmitted content. However, it’s not always sufficient to focus solely on protecting information security, as the exposure of communication behavior can also pose potential risks and threats. For example, the exposure of the signal transmission would disclose the existence and position of a device to an adversary, ultimately resulting in an attack on the device. Different from PLS, covert communications focus on shielding the transmission behavior from potential watchful adversaries. Bash et al. initiated covert communication research and proposed a square root law as the fundamental limit in the additive white Gaussian noise (AWGN) channels [3]. In [4], the authors proved that it is possible to transmit   O ( n )   bits covertly and reliably in n uses of AWGN channel when the monitor has uncertainty about the received power.



With the growing number of connected devices and increasing data traffic, there is a need for more efficient and effective ways to manage the available resources. Non-orthogonal multiple access (NOMA) is a promising technique that offers improvements over conventional orthogonal multiple access techniques in terms of spectral efficiency [5,6]. In [7], the PLS in NOMA systems assisted with a HAP and UAVs was studied. Rate-splitting multiple access (RSMA), which can further increase the sum rate, has recently emerged as a more general and robust transmission framework compared to NOMA [8,9,10,11,12]. In particular, the performances of uplink RSMA systems were studied in [10,11]. In [10], the authors investigated a rate-splitting (RS) strategy in uplink cognitive radio systems, where a secondary user splits its rate to guarantee the primary user’s transmission. In [11], the optimal decoding order and maximum sum rate in uplink RSMA systems were studied. To protect the privacy information, the authors in [13] studied the security and energy efficiency of the cognitive RSMA-based satellite-terrestrial networks, where a beamforming scheme was proposed to prevent eavesdropping and increase energy efficiency.



Covert communications in NOMA systems have also been widely studied [14,15]. The author in [14] achieved covert communication in an uplink NOMA system via random power jamming generated by channel inversion power control. The study in [15] explored an intelligent reflecting surface (IRS)-assisted covert communication in both downlink and uplink NOMA systems. The randomness was brought about by the phase-shift uncertainty of IRS and the overlapping signal transmission. In addition, unmanned aerial vehicles (UAVs) have been used by virtue of their high mobility, which provides new degrees of freedom to enhance the covertness of communications [16,17]. In [16], the optimal transmit power and location for the UAV were studied to achieve covert communications. In [17], the authors used the geometric method to solve the trajectory problem. Most recently, covert communication in UAV-aided NOMA systems was investigated in [18].



To further increase the sum rate, we investigate covert communication in UAV-assisted uplink RSMA systems in this paper. In this system, a ground user and a UAV simultaneously communicate with a base station (BS), suffering the surveillance of an evil monitor. The UAV acts as both the transmitter and the friendly jammer, covering the ground user’s transmission with random power. This work aims to maximize the expected sum rate (ESR) by designing the UAV’s power allocation, position, and target rate while guaranteeing the ground user’s covertness and throughput. The main contributions of this paper are given as follows.



	
We investigate a novel application of RSMA systems, where a UAV splits its rate to avoid deteriorating the covert transmission of a ground user while increasing the ESR. To the best of the authors’ knowledge, this is the first work that studied the covet communication in UAV-assisted uplink RSMA system.



	
We derive the closed-form expressions of the ESR and obtain the optimal target rate of UAV which maximizes the ESR of the system. Subjected to minimum detection error probability (DEP) and expected covert rate (ECR) constraints, a joint position and target rate optimization problem is formulated for maximizing the ESR of uplink RSMA systems.



	
The numerical results show that the proposed scheme outperforms NOMA systems in terms of ESR with the same DEP and ECR and illustrate the effect of constraints on the ESR.







2. System Model


2.1. Communication Scenario


We consider the covert communication in uplink RSMA system, which consists of a pair of RSMA users (U1 and U2), a BS, and a warden (Willie), as shown in Figure 1. U1 is a UAV deployed as both the communication node and the friendly jammer hovering at the constant altitude   z 1  . U2 wants to transmit covertly detected by Willie, who continuously senses whether U2 is transmitting by a radiometer. In order to increase the total transmission rate while protecting U2’s covert communication, U1 adopts the RS strategy with random transmit power. Without loss of generality, we use a three-dimensional (3D) Cartesian coordinate system to describe locations. Each node is equipped with a single antenna.



Denote    q 1  =  [  x 1  ,  y 1  ,  z 1  ]   ,    q 2  =  [  x 2  ,  y 2  , 0 ]   ,    q b  =  [ 0 , 0 ,  z b  ]   , and    q w  =  [  x w  ,  y w  , 0 ]    as the coordinate of U1, U2, BS and Willie, respectively. Considering an open area, the communication channel between BS and U2 is modeled as line-of-sight (LOS) links and AWGN channels. This assumption is based on the fact that in the urban macro, the probability of the LOS path is much higher than that of the non-LOS path when the horizontal distance between BS and terminals is less than 70 m according to 3GPP specification [19]. In addition, we assume that the channels between UAV and terrestrial nodes are mainly dominated by LOS components and the non-LOS path is negligible (as in e.g., [16,17,20]). U2 and Willie are ground users and the channel undergoes the block quasi-static fading, which means that the channel coefficients remain constant in one time slot, and change independently from one time slot to another. The large-scale fading coefficient from node i to node j is denoted as    L  i j   =  β 0    ∥  q i  −  q j  ∥   − β    , where   i ∈ { 1 , 2 }  ,   j ∈ { b , w }  ,   β 0   is the fading coefficient at the reference distance of 1 m,   β = 2   is the free space path-loss factor, and   ∥ · ∥   denotes the Euclidean norm. And the small-scale fading between U2 and Willie   r  2 w    follows complex Gaussian distribution   CN ( 0 , 1 )  . Therefore, the channel coefficient is denoted as


   h  i j   =        L  i j    ,     i j ∈ { 1 w , 1 b , 2 b } ,         L  i j     r  2 w   ,     i j = 2 w .       



(1)







And the channel power gain is expressed by    g  i j   =   |  h  i j   |  2   . Suppose the location information is available for all nodes since Willie’s location can be detected with a radar or camera by U1. This assumption has been also widely adopted in previous research on UAV-assisted covert communication [16,17,20]. In addition, we assume that full channel state information (CSI) is available for Willie, while legitimate users only possess statistical CSI between U2 and Willie.




2.2. Proposed Transmission Scheme


U1 adopts the RS strategy with random transmit power to assist U2’s covert and reliable transmission. U2 conveys secret messages at a fixed rate and probability of   0.5  , while U1 transmits public information. To confuse Willie’s detection, U1 adopts the random transmit power. Furthermore, U1 shares the same resource block with U2 while preventing U2’s outage probability from deteriorating through an RS strategy.



Denoting   P i  ,   s i  , and    R ^  i   as the transmit power, messages, and target rate of Ui, respectively. For simplicity, we adopt   μ i   to represent    2   R ^  i   − 1  . U2 transmits with a fixed power   P 2   and rate    R ^  2  . Then, the interference threshold of U1 is given by


  τ =    g  2 b    P 2    μ 2   −  σ b 2  ,  



(2)




where   σ b 2   represents the received noise power at BS. When the interference received by U2 is lower than  τ , there is no outage. Conversely, U2’s connection is always interrupted when the interference is large than  τ . Note that to ensure   τ ≥ 0  , we have    μ 2  ≤    g  2 b    P 2    σ b 2    .



To enhance the covertness of U2’s transmission,   P 1   changes from slot to slot, following a continuous uniform distribution within   [  P 1 min  ,  P 1 max  ]  . The probability density function of   P 1   is given by


   f  P 1    ( x )  =       1   P 1 max  −  P 1 min    ,      if   P 1 min  ≤ x ≤  P 1 max  ,       0 ,     otherwise .       



(3)







In order to obfuscate Willie’s detection and transmit more information, U1 continuously sends messages to BS. The random transmit power of U1 is designed to create ambiguity in Willie’s received power. Consequently, it becomes challenging for Willie to determine whether the increase in received power is due to U2‘s transmission or simply a variation in U1’s transmit power.



To increase the total throughput without causing interruptions to U2, U1 applies RS in each time slot. In uplink RSMA systems, U1 needs to split its messages   s 1   into two parts   s 11   and   s 12  , as shown in Figure 2a. Note that Figure 2a depicts only one possible splitting scheme. There are also alternative approaches that can be considered. And the received signals at node j can be expressed as


      y j   [ n ]  =        P 1    h  1 j    (  α   s 11   [ n ]  +   1 − α    s 12   [ n ]  )  +  n j   [ n ]  ,      H 0  ,         P 1    h  1 j    (  α   s 11   [ n ]  +   1 − α    s 12   [ n ]  )  +   P 2    h  2 j    s 2   [ n ]  +  n j   [ n ]  ,      H 1  ,          



(4)




where   n = 1 . . . N   is the index of channel use,    n j   [ n ]    is the received AWGN at j with the variance of   σ j 2  , and  α  is the power allocation factor satisfying   0 ≤ α ≤ 1  . The hypotheses   H 1   and   H 0   represent the existence and non-existence of U2’s secret transmission, respectively. It is assumed that   s k  ,   k ∈ { 1 , 2 , 11 , 12 }  , is independently coded with the Gaussian codebook satisfying   E {  s k   [ n ]    s  k *   [ n ]  } = 1  , where   E { · }   and    ( · )  *   represent the expectation and conjugate transpose operators, respectively.



The decoding order for uplink RSMA is    s 11  →  s 2  →  s 12   [11]. Thus, the signal-to-interference-plus-noise ratios (SINRs) for BS decoding   s 11  ,   s 2  , and   s 12   are given by    γ 11  =   α  g  1 b    P 1     g  2 b    P 2  +  ( 1 − α )   g  1 b    P 1  +  σ b 2     ,    γ 2  =    g  2 b    P 2     ( 1 − α )   g  1 b    P 1  +  σ b 2     , and    γ 12  =    ( 1 − α )   g  1 b    P 1    σ b 2    , respectively. Correspondingly, the achievable rates of   s 11  ,   s 2  , and   s 12   are expressed as    R 11  =  log 2   ( 1 +  γ 11  )   ,    R 2  =  log 2   ( 1 +  γ 2  )    and    R 12  =  log 2   ( 1 +  γ 12  )   , respectively.



To maximize the sum rate for the RS strategy, U1 needs to allocate the maximum possible power to   s 12  . As per   γ 12  ,   s 12   is free from interference, hence allocating power to   s 12   would be more efficient compared to   s 11  . Considering that the interference received by U2 should be no large than  τ  to keep U2 uninterrupted, we have    ( 1 − α )   g  1 b    P 1  ≤ τ  . Obviously, the allowed maximum power of   s 12   is   τ /  g  1 b     with   α = 1 −  τ   g  1 b    P 1     . Meanwhile, U2’s messages are not supposed to be decoded firstly for covertness, which results in   α  P 1  ≥ 0  , i.e.,    P 1  ≥ τ /  g  1 b    . The target rates of   s 12   and   s 11   are set as     R ^  12  =  log 2   ( 1 +  τ  σ b 2   )    and     R ^  11  =   R ^  1  −   R ^  12   , respectively. The power allocation scheme and decoding order are shown in Figure 2b.




2.3. Detection Metrics at Willie


Willie tries to make a decision whether U2 is transmitting or not based on the received signals    y w   [ n ]   . From the independent and identically distributed (i.i.d.) nature of Willie’s received signals, the distribution of    y w   [ n ]    is expressed as


      CN ( 0 ,  g  1 w    P 1  +  σ w 2  ) ,      H 0  ,       CN ( 0 ,  g  1 w    P 1  +  g  2 w    P 2  +  σ w 2  ) ,      H 1  .      



(5)







According to the Neyman-Pearson criterion, the optimal decision rule at Willie is the likelihood ratio test (LRT) [14,15], which can be shown as a radiometer


   T w   ≶   D 1    D 0   λ ,  



(6)




where    T w  =  1 N   ∑  n = 1  N    |  y w   [ n ]  |  2    is the average power received at Willie in a time slot,  λ  is the detection threshold of Willie,   D 1   and   D 0   are the binary decisions for the hypotheses   H 0   and   H 1  , respectively. Considering a long observation of Willie, i.e.,   N → ∞  , and employing the strong law of large numbers, i.e.,    X  2 N  2  / N → 1  ,   T w   is given by


     T w     =  lim  N → ∞         (  g  1 w    P 1  +  σ w 2  )   X  2 N  2  / N ,      H 0  ,        (  g  1 w    P 1  +  g  2 w    P 2  +  σ w 2  )   X  2 N  2  / N ,      H 1  ,               =       g  1 w    P 1  +  σ w 2  ,      H 0  ,        g  1 w    P 1  +  g  2 w    P 2  +  σ w 2  ,      H 1  .          



(7)







The detection performance is measured by the DEP, which is denoted as


   P E  ≜  P FA  +  P MD  ,  



(8)




where    P FA  = P  {  T w  > λ |  H 0  }    is the false alarm probability (FAP),    P MD  = P  {  T w  < λ |  H 1  }    is the miss detection probability (MDP),   P { · }   denotes probability operation and the prior probabilities of hypotheses   H 0   and   H 1   are assumed to be equal, i.e.,   P  (  H 0  )  = P  (  H 1  )  = 1 / 2  .





3. Performance Analysis


In this section, we analyze the performances of the covertness and sum rate in the proposed system.



3.1. Covertness Analysis


Similar to the proof in [21], the FAP and DEP are given by


   P FA  =      1 ,       λ −  σ w 2    g  1 w    <  P 1 min  ,          g  1 w    P 1 max  +  σ w 2  − λ    g  1 w    (  P 1 max  −  P 1 min  )    ,       P 1 min  ≤   λ −  σ w 2    g  1 w    ≤  P 1 max  ,       0 ,       λ −  σ w 2    g  1 w    >  P 1 max  ,       



(9)






   P MD  =      0 ,        λ −  σ w 2    g  1 w    <  ρ 1  ,         λ −  g  1 w    P 1 min  −  g  2 w    P 2  −  σ w 2     g  1 w    (  P 1 max  −  P 1 min  )    ,       ρ 1  ≤   λ −  σ w 2    g  1 w    ≤  ρ 2  ,       1 ,       λ −  σ w 2    g  1 w    >  ρ 2  ,       



(10)




where    ρ 1  =  P 1 min  +   g  2 w    g  1 w     P 2   ,    ρ 2  =  P 1 max  +   g  2 w    g  1 w     P 2   . Then, the DEP at Willie is given by


   P E  =      1 ,       λ −  σ w 2    g  1 w    <  P 1 min  ,          g  1 w    P 1 max  +  σ w 2  − λ    g  1 w    (  P 1 max  −  P 1 min  )    ,       P 1 min  ≤   λ −  σ w 2    g  1 w    <  ρ 1  ,       1 −    g  2 w    P 2     g  1 w    (  P 1 max  −  P 1 min  )    ,       ρ 1  ≤   λ −  σ w 2    g  1 w    ≤  P 1 max  ,         λ −  g  1 w    P 1 min  −  g  2 w    P 2  −  σ w 2     g  1 w    (  P 1 max  −  P 1 min  )    ,       P 1 max  <   λ −  σ w 2    g  1 w    ≤  ρ 2  ,       1 ,       λ −  σ w 2    g  1 w    >  ρ 2  .       



(11)







Note that the condition    g  1 w    (  P 1 max  −  P 1 min  )  ≥  g  2 w    P 2    needs to be satisfied; otherwise, Willie has zero probability of making detection errors.



According to the monotonicity of (11), the minimum DEP is given by


   P  E  †  = 1 −    g  2 w    P 2     g  1 w    (  P 1 max  −  P 1 min  )    ,  



(12)




and the corresponding detection threshold satisfies    ρ 1  ≤   λ −  σ w 2    g  1 w    ≤  P 1 max   . Since legitimate users don’t have instantaneous CSI between Willie and U2, we consider the expected minimum DEP    P  E  †  ¯   over all possible realization of   h  2 w    as the measurement of covertness from the perspective of legitimate users.    P  E  †  ¯   is given by


      P  E  †  ¯     =  ∫ 0    g  1 w    (  P 1 max  −  P 1 min  )    P 2     P  E  †   f  g  2 w     ( x )  d x          =  ∫ 0    g  1 w    (  P 1 max  −  P 1 min  )    P 2     1 −   x  P 2     g  1 w    (  P 1 max  −  P 1 min  )      1  L  2 w     e  −  x  L  2 w      d x          = 1 +    L  2 w    P 2     g  1 w    (  P 1 max  −  P 1 min  )      e  −    g  1 w    (  P 1 max  −  P 1 min  )     L  2 w    P 2      − 1  ,     



(13)




where    f  g  2 w     ( x )    is the probability density function of   g  2 w   .



The results indicate that as the variation interval of   P 1   increases, there is a corresponding rise in DEP, leading to a larger value of    R ^  2  . In addition, U1 can modify its channel to Willie by repositioning to meet the covertness requirement.




3.2. Sum Rate Analysis


In the proposed scheme, the power allocation for   s 12   is designed to prevent connection outages during the decoding of both   s 2   and   s 12  . However, an outage may still occur during the decoding of   s 11   due to the randomness of   P 1  . Therefore, the outage probability of the system is determined by that of decoding   s 11  . We respectively analyze the outage probabilities and ESR under   H 0   and   H 1   in the following.



	(1)

	
Under   H 1  



The achievable rate under   H 1   of   s 11   is given by


   R  11  1  =  log 2   1 +    g  1 b    P 1  − τ    g  2 b    P 2  + τ +  σ b 2     .  



(14)







Thus, the outage probability of   s 11   under   H 1   is expressed as


     O  11  1     = P {  R  11  1  <   R ^  11  }          = P   P 1  <    μ 11   (  g  2 b    P 2  + τ +  σ b 2  )  + τ   g  1 b              = max     μ 11   (  g  2 b    P 2  + τ +  σ b 2  )  + τ −  g  1 b    P 1 min     g  1 b    (  P 1 max  −  P 1 min  )    , 0  ,     



(15)




where    μ 11  =  2   R ^  11   − 1  . Eventually, the ESR under   H 1   is given by


       R ¯  sum 1  =  (   R ^  11  +   R ^  2  +   R ^  12  )   ( 1 −  O  11  1  )  .     



(16)








	(2)

	
Under   H 0  



Similarly, the achievable rate under   H 0   of   s 11   is given by


   R  11  1  =  log 2   1 +    g  1 b    P 1  − τ   τ +  σ b 2     .  



(17)







And the outage probability of   s 11   under   H 0   is expressed as


     O  11  0     = P {  R  11  0  <   R ^  11  }          = P   P 1  <    μ 11   ( τ +  σ b 2  )  + τ   g  1 b              = max     μ 11   ( τ +  σ b 2  )  + τ −  g  1 b    P 1 min     g  1 b    (  P 1 max  −  P 1 min  )    , 0  .     



(18)







Since fixed power is allocated to   s 12   to satisfy    R ^  12  ,   P  {  R  11  0  <   R ^  11  }  = P  {  R  1  0  <   R ^  1  }   . The ESR under   H 0   is given by


       R ¯  sum 0  =  (   R ^  11  +   R ^  12  )   ( 1 −  O  11  0  )  .     



(19)







Finally, the ESR of the system is expressed as


      R ¯  sum     =  1 2     R ¯  sum 0  +   R ¯  sum 1            ≜ f   a − b  2   R ^  11      R ^  11  − c  2   R ^  11   + d  ,     



(20)




where   a = 2  g  1 b    P 1 max  +  g  2 b    P 2  + 2  σ b 2   ,   b =  g  2 b    P 2  + 2 τ + 2  σ b 2   ,   c =  ( 2   R ^  12  +   R ^  2  )   ( τ +  σ b 2  )  +  (   R ^  12  +   R ^  2  )   g  2 b    P 2   ,   d =  ( 2   R ^  12  +   R ^  2  )   (  g  1 b    P 1 max  +  σ b 2  )  +  (   R ^  12  +   R ^  2  )   g  2 b    P 2   , and   f =  1  2  g  1 b    (  P 1 max  −  P 1 min  )     . Component   1 / 2   is due to   P  (  H 0  )  = P  (  H 1  )  = 1 / 2  . Equation (20) demonstrates that as    R ^  11   increases, the outage probabilities also increase, whereas the change in ESR is uncertain. Therefore, to maximize ESR, it is necessary to consider how to set    R ^  11  .







Lemma 1. 

The optimal    R ^  11   to maximize the ESR is given by


     R ^   11  †  = max  0 ,  log 2  e  W    a e  2  c / b    )   b   − 1  −  c b   ,   



(21)




where e is Euler’s number, and   W ( · )   denotes Lambert W Function [22]. The corresponding    R ¯  sum   is denoted as     R ¯  sum   (   R ^   11  †  )   .





Proof. 

See Appendix A. □





We notice that as   g  1 w    increases,    R ^   11  †   increases, resulting in a higher ESR. Therefore, ESR can be increased by placing U1 closer to the BS.





4. Optimization Problem


In this letter, we aim to maximize the ESR by optimizing the deployment of U1 and the target rate of   s 11  , subject to the covertness constraint and the ECR constraint. The optimization problem is formulated as


      max   x 1  ,  y 1  ,   R ^  11           R ¯  sum  ,     



(22a)






      s . t .          P  E  †  ¯  ≥ 1 − δ ,     



(22b)






          R ¯  2  =   R ^  2   ( 1 −  O  11  1  )  ≥ ϵ ,     



(22c)




where (22b) is the covertness constraint, and (22c) is the ECR constraint. To solve the optimization problem (Section 4), we decompose it into two subproblems, as shown in Figure 3. We first discuss the monotonicity of    R ¯  sum  ,    P E  ¯  , and    R ¯  2   w.r.t.   x 1   and   y 1  . We observe that as the distance between U1 and Bob, i.e.,    ∥   q 1  −  q b   ∥   , decreases, both    R ¯  sum   and    R ¯  2   increases. On the other hand,    P E  ¯   decreases since U1 gets farther away from Willie. Then, the first subproblem is to optimize the placement of U1 under the covertness constraint (22b) to minimize the distance between U1 and Bob. The second subproblem is to optimize    R ^  11   under the ECR constraint (22c) and U1’s optimal placement obtained from the first subproblem to maximize the ESR.



The first subproblem to optimize U1’s placement is expressed as


      min   x 1  ,  y 1          x 1 2  +  y 1 2  ,     



(23a)






      s . t .          (  x 1  −  x w  )  2  +   (  y 1  −  y w  )  2  ≤ t ,     



(23b)






        t =   δ  β 0   (  P 1 max  −  P 1 min  )     g  2 w    P 2   1 + W  −   e  − 1 / δ   δ      −  z 1 2  .     



(23c)







Lemma 2. 

The optimal position of U1 is given by    q 1 †  =  [  x 1 †  ,  y 1 †  ,  z 1  ]    when   0 < t <  x w 2  +  y w 2   , where    [  x 1 †  ,  y 1 †  ]  =  1 −   t   x w 2  +  y w 2       [  x w  ,  y w  ]   , otherwise,    x 1 †  =  y 1 †  = 0  , when   t ≥  x w 2  +  y w 2   .





Proof. 

See Appendix B. □





From Lemma 2, we notice that the optimal horizontal position of U1 lies on the line between BS and Willie.



The second subproblem to optimize    R ^  11   is expressed as


      max   R ^  11          R ¯  sum   (  x 1 †  ,  y 1 †  )  ,     



(24a)






      s . t .         O 11   (  x 1 †  ,  y 1 †  )  ≤ 1 −  ϵ   R ^  2   ,     



(24b)




where     R ¯  sum   (  x 1 †  ,  y 1 †  )    and    O 11   (  x 1 †  ,  y 1 †  )    represent substituting   (  x 1 †  ,  y 1 †  )   into    R ¯  sum   and   O 11  , respectively. It is shown in (18) that   O 11   is a monotonically increasing function w.r.t.    R ^  11  . Thus, the upper limit of    R ^  11   is expressed as    R ^   11  ϵ  , where    R ^   11  ϵ   is the solution of    O 11   (  x 1 †  ,  y 1 †  )  = 1 −  ϵ   R ^  2    . Together with Lemma 1, the optimal choice of    R ^  11   is given by     R ^   11  ‡  = min  {   R ^   11  ϵ  ,   R ^   11  †  }   .




5. Numerical Results


In this section, we present numerical results to investigate the performance of the proposed covert communication scheme. Unless otherwise stated, we set    β 0  = − 20   dB,    q b  =  [ 0 , 0 , 10 ]    m,    q w  =  [ 0 , 100 , 0 ]    m,    q 2  =  [ 50 , 50 , 0 ]    m,    z 1  = 25   m,    P 1 max  = 10   W,    P 1 min  = 1   W,    P 2  = 2   W,    σ b 2  =  σ w 2  = − 60   dBm. In this section, we compared the proposed method with NOMA systems, which can be regarded as a special case of RSMA where all power is allocated to   s 11  .



Figure 4 shows the maximum ESR versus the expected minimum DEP with different ECR constraints in RSMA and NOMA systems, where     R ^  2  = 3   bpcu. We observe that the curves remain stable initially, but decrease as the expected minimum DEP increases. When the covertness constraint is loose (  t ≥  x w 2  +  t w 2   ), the placement of U1 remains unchanged at    x 1  =  y 1  = 0  . As the covertness constraint increases, U1 moves closer to Willie while moving further from the BS, thereby leading to a decrement in ESR. Additionally, a higher ECR constraint results in a lower ESR, implying that   O  11  1   is not zero at the maximum ESR. Moreover, the proposed scheme has a higher ESR than NOMA with the same minimum DEP.



Figure 5 depicts   O  11  1   of    R ^   11  †   versus    R ^  2   for different covertness constraints in RSMA and NOMA systems. In this case, we do not consider the ESR constraint. We find that NOMA has a higher outage probability than RSMA to maximize the ESR. Moreover, as    R ^  2   increases, the   O  11  1   of RSMA increases, while that of NOMA decreases. When   τ = 0   (i.e., at maximum    R ^  2  ), the   O  11  1   of both systems are equal. In NOMA systems, fixed power is allocated to   s 11   (  α = 1  ). As    R ^  2   increases, decreasing   O  11  1   to increase    R ¯  2   will result in a larger ESR. In RSMA systems, with the increment of    R ^  2  , more power is allocated to   s 11  , and more outages can be tolerated to increase the ESR.



Figure 6 plots the maximum ESR versus    R ^  2   for different covertness constraints, where   ϵ = 0.8   R ^  2   . Similar to Figure 5, we observe that the maximum ESR of RSMA increases while that of NOMA decreases as    R ^  2   increases. Specifically, when the covertness constraint is looser, RSMA achieves a higher   O   11  1    and ESR compared to NOMA. This can be attributed to the fact that the channel gain between the BS and U1 is stronger. The stronger channel gain results in   R 1   playing a more crucial role in determining ESR, thus leading to an increase in   O  11  1  .




6. Conclusions


In this paper, we investigated the covert communication in UAV-assisted uplink RSMA system, where U1 adopts an RS strategy with random transmit power to guarantee U2’s covert and reliable transmission. Specially, we studied the optimal power allocation factor for   s 11   and   s 12  . Then, we derived closed-form expressions of minimum DEP, ESR, and UAV’s optimal target rate that maximizes ESR. Constrained by the minimum DEP and ECR, we maximized the ESR by optimizing the position and target rate of the UAV. Numerical results showed that the proposed scheme outperforms NOMA systems in terms of the ESR constraint by the same DEP and ECR.
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Abbreviations


The following abbreviations are used in this manuscript:



	PLS
	Physical layer security



	AWGN
	Additive white Gaussian noise



	UAV
	Unmanned aerial vehicle



	RSMA
	Rate-splitting multiple access



	NOMA
	Non-orthogonal multiple access



	RS
	Rate-splitting



	BS
	Base station



	ESR
	Expected sum rate



	DEP
	Detection error probability



	3D
	Three-dimensional



	CSI
	Channel state information



	LOS
	Line-of-sight



	SINR
	Signal-to-interference-plus-noise ratio



	LRT
	Likelihood ratio test



	FAP
	False alarm probability



	MDP
	Miss detection probability



	KKT
	Karush–Kuhn–Tucker










Appendix A. Proof of Lemma 1


Taking the derivative of (20) w.r.t.    R ^  11   yields


    ∂   R ¯  sum    ∂   R ^  11    = f  a −  b +  ( c + b   R ^  11  )   log e  2   2   R ^  11    .  



(A1)







By setting     ∂   R ¯  sum    ∂   R ^  11    = 0  , we have


     a −  b +  ( c + b   R ^  11  )   log e  2   2   R ^  11       = 0        1 +   c b  +   R ^  11    log e  2   e  1 +   c b  +   R ^  11    log e  2        =   a e  2  c / b    b  .     



(A2)







According to the definition of Lambert W Function, i.e.,   x = W ( ν )   is the solution of   x  e x  = ν  ( ν ≥ 0 )   , (A2) can be rephrased as


     1 +   c b  +   R ^  11    log e  2 = W    a e  2  c / b    b           R ^  11  =  log 2  e  W    a e  2  c / b    b   − 1  −  c b  .     



(A3)







It is obviously that    R ¯  sum   is a concave function since (A1) is monotonically decreasing w.r.t    R ^  11  . Therefore, the solution of (A3) is a maximum point. In addition,    R ^  11   should be no less than 0, which completes the proof.




Appendix B. Proof of Lemma 2


The Lagrangian of this problem is


  L  (  x 1  ,  y 1  , κ )  =  x 1 2  +  y 1 2  + κ  [   (  x 1  −  x w  )  2  +   (  y 1  −  y w  )  2  − t ]  .  



(A4)







Taking the derivative of L w.r.t to   x 1   and   y 1   obtains the Karush–Kuhn–Tucker (KKT) conditions


     2  x 1  + 2 κ  (  x 1  −  x w  )      = 0 ,     



(A5a)






     2  y 1  + 2 κ  (  y 1  −  y w  )      = 0 ,     



(A5b)






     κ [   (  x 1  −  x w  )  2  +   (  y 1  −  y w  )  2  − t ]     = 0 ,     



(A5c)






       (  x 1  −  x w  )  2  +   (  y 1  −  y w  )  2      ≤ t     



(A5d)






    κ    ≥ 0 .     



(A5e)







When   κ = 0  , it’s obvious that    x 1 †  =  y 1 †  = 0  . Meanwhile, to satisfy (A5d), one obtains   t ≥  x w 2  +  y w 2   .



When   κ > 0  , after some manipulations, we have    x 1 †  =   κ  x w    1 + κ    ,    y 1 †  =   κ  y w    1 + κ    ,   κ = − 1 +     x w 2  +  y w 2   t    , and   0 < t <  x w 2  +  y w 2   . The proof is completed.
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Figure 1. The uplink RSMA covert communication system model. 
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Figure 2. (a) A sample for splitting   s 1   into   s 11   and   s 12  . (b) An illustration of power allocation and decoding order. 
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Figure 3. Procedure for solving optimization problem (Section 4). 
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Figure 4. The maximum ESR versus the expected minimum DEP for different ECR constraints in RSMA and NOMA systems, where     R ^  2  = 3   bpcu. 
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Figure 5. The outage probability of    R ^   11  †   under   H 1   for different covertness constraints in RSMA and NOMA systems, where   ϵ = 0.8   R ^  2   . 
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Figure 6. The maximum ESR versus the target rate of U2    R ^  2   for different covertness constraints in RSMA and NOMA systems, where   ϵ = 0.8   R ^  2   . 
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