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Abstract: During the last few years, a wide variety of Internet of Drones (IoD) applications have
emerged with numerous heterogeneous aerial and ground network elements interconnected and
equipped with advanced sensors, computation resources, and communication units. The evolution
of IoD networks presupposes the mitigation of several security and privacy threats. Thus, robust
authentication protocols should be implemented in order to attain secure operation within the IoD.
However, owing to the inherent features of the IoD and the limitations of Unmanned Aerial Vehicles
(UAVs) in terms of energy, computational, and memory resources, designing efficient and lightweight
authentication solutions is a non-trivial and complicated process. Recently, the development of
authentication mechanisms for the IoD has received unprecedented attention. In this paper, up-to-
date research studies on authentication mechanisms for IoD networks are presented. To this end, the
adoption of conventional technologies and methods, such as the widely used hash functions, Public
Key Infrastructure (PKI), and Elliptic-Curve Cryptography (ECC), is discussed along with emerging
technologies, including Mobile Edge Computing (MEC), Machine Learning (ML), and Blockchain.
Additionally, this paper provides a review of effective hardware-based solutions for the identification
and authentication of network nodes within the IoD that are based on Trusted Platform Modules
(TPMs), Hardware Security Modules (HSMs), and Physically Unclonable Functions (PUFs). Finally,
future directions in these relevant research topics are given, stimulating further work.

Keywords: authentication; Internet of Drones (IoD); Physically Unclonable Function (PUF); privacy;
security; Unmanned Aerial Vehicle (UAV)

1. Introduction

In the forthcoming Internet of Drones (IoD) era [1,2], various types of drones, formally
referred to as Unmanned Aerial Vehicles (UAVs) or Remotely Piloted Aircrafts (RPAs), will
act as flying smart “things” and collaborate with key enabling technologies, such as the
Internet of Things (IoT) [3], cloud computing [4], Mobile Edge Computing (MEC) [5], Ma-
chine Learning (ML) [6], Blockchain [7], network slicing [8], Software-Defined Networking
(SDN) [9], and Fifth Generation (5G) communications [10]. Drones are small, unmanned,
fixed-wing or rotary-wing aircrafts that can be rapidly deployed at high elevation angles
for short time periods, allowing for cost-effective, flexible, and ubiquitous wireless con-
nections. Based on the IoD, innovative applications are envisioned in the civilian and
military domains, including road traffic monitoring, area mapping, the monitoring of criti-
cal infrastructure and industrial facilities, surveillance and disaster management, public
safety, entertainment, live streaming, and military services [1-3]. In this context, drones
are expected to be deployed in various missions where human intervention is not feasible.
Additionally, drones will incorporate communication, computation, energy, and control
units, as well as actuators and advanced onboard sensors (e.g., cameras, accelerometers,
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and gyroscopes) for data collection, the measurement of physical attributes (e.g., altitude,
speed, and location), and the maintenance of a reference trajectory.

Nevertheless, there exist various challenges towards the establishment and evolution
of the IoD, including the wide distribution of the network nodes in open and remote
environments, the high mobility features, the dynamic network topology, and the weak,
unencrypted, and insecure wireless communication links. In addition, the limited energy,
computing, and storage resources of drones make them vulnerable to a wide range of
invasive, non-invasive, and semi-invasive attacks [11]. Typical paradigms of these attacks
are eavesdropping, man-in-the-middle attacks, spoofing, tampering, Denial-of-Service
(DoS), impersonation/sybil attacks, replay attacks, and forgery attacks. These attacks intend
to obtain sensitive collected data stored in drones, exploit non-authorized connections,
and also extract cryptographic keys. Mitigating potential security and privacy threats and
protecting the IoD against adversaries is vital and of utmost importance due to possible
economic, societal, and environmental consequences. More importantly, IoD networks are
volatile, since the nodes can dynamically join or leave the networks, whereas a vast number
of heterogeneous nodes exist. In this respect, malicious entities may use unauthorized
drones to destroy authorized ones through physical collisions. Hence, node authentication
constitutes the prime requirement towards security for an IoD network. As authentication
confirms the identity of the components involved in the IoD, only authorized and legitimate
components should gain access to confidential information. In Figure 1, certain limitations
of drones are demonstrated along with particular characteristics of IoD networks and types
of attacks.

Challenging Features of Drones Challenging Features of IoD

Limited Battery Capacity

Wireless Links Without Encryption

Limited Computation Resources Dynamic Network Deployment

Limited Storage Capacity ﬁ; Ad hoc Network Formation

Wide Distribution of Nodes

Limited Flight Period

Size Constraints High Mobility

Potential Threats
Eavesdropping Denial-of-Service (DoS)
Man-in-the-Middle Attacks a Impersonation/Sybil Attacks
Spoofing Replay Attacks
Tampering Forgery Attacks

Figure 1. Challenges and threats within the Internet of Drones (IoD).

However, contrary to widely established conventional wireless networks, there are
no identification and authentication mechanisms or unified security standards in the
IoD. Another challenge associated with the utilization of typical security protocols is
the heterogeneous nature of IoD networks and the diverse applications that necessitate
specialized protection methods. As drones are typically resource-constrained, conventional
and sophisticated security schemes based on complex cryptographic algorithms, such as the
RSA (Rivest-Shamir-Adleman) public-key cryptosystem, cannot be directly applied. More
specifically, designing authentication methods for the IoD is challenging, as a trade-off
exists between lightweight features, efficiency, and adequate security. On the other hand,
the limited flying period of drones necessitates their rapid authentication.

Motivated by the aforementioned observations, this review paper intends to shed light
on a broad set of up-to-date, state-of-the-art authentication mechanisms for safeguarding
the IoD. An overview of the key components of the IoD is initially given, and the authenti-
cation requirements are described. Then, an exhaustive investigation of recent advances in
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software-based and hardware-based authentication schemes from all possible categories
and their application in the IoD is carried out, and an insight into the latest trends in the
field of the node authentication for the IoD is given. Fertile research areas and open issues
are also identified for both the software-based and hardware-based authentication areas.

The rest of the paper is organized as follows. Section 2 provides a detailed investi-
gation on relevant review and survey papers and describes their goals and shortcomings.
Section 3 gives insights on the authentication procedure and discusses the current trends
and emerging technologies for authentication within the IoD. In Section 4, recent authentica-
tion mechanisms for the IoD landscape that exploit software-based techniques are studied.
Section 5 outlines hardware-based authentication solutions. Finally, conclusions and future
research perspectives are drawn in Section 6.

2. Previous Review Papers

Previously, along with the growing number of proposed communication and network-
ing solutions for the IoD, a wide range of relevant review papers investigating the interplay
of the IoD and security aspects have been published. To the best of the authors’ knowledge,
the majority of previous relevant reviews, surveys, and tutorials investigated the security
issues of the IoD without focusing on novel, hardware-based solutions. In [12], various
features of the IoD were extensively reviewed from a layered and cross-layered network
architecture perspective. In addition, the integration of UAVs in cellular networks was
considered in [13], and the corresponding core technologies and challenges were surveyed.
More specifically, the aforementioned work was dedicated to UAV types, the role of UAVs
as flying relays, interference mitigation techniques, as well as standardization, regulation,
and experimentation activities. Additionally, this work comprised an overview on the
cyber security issues and indicative use cases. However, the security of the IoD was not
the main research objective of [12,13]. In particular, authentication methods were partly
and inadequately investigated in [12], and up-to-date research works were missing. From a
cyber—physical security point of view, a well-structured review of UAV-based networks
was provided in [14], and the requirements for cyber—physical security applications were
discussed.

As the protection of heterogeneous, beyond 5G (B5G) air-to-ground deployments
against attacks across network layers is necessary, a detailed review on research works
that are related with ML techniques and UAV-based communications was provided in [6],
and Physical Layer Security (PLS), as well as safety issues, were surveyed. Specifically,
PLS was considered as a complementary security solution together with traditional en-
cryption methods. In this regard, advanced ML-based information theoretic techniques
were proposed to further improve the secrecy level of wireless transmissions. Since the
implementation of Remotely Piloted Aircraft Systems (RPAS) with onboard intelligence that
operate autonomously is highly desirable in real-world deployments, the role of Artificial
Intelligence (AI) was explored in [15] without mentioning authentication issues concerning
RPAs. Specifically, Al was considered as the key technology to avoid human intervention,
reduce faults, and enhance the decision-making process in dynamic environments, thus
ensuring accuracy, control system security, and safety. In [16], the security challenges at
higher communication layers that are evoked in the context of UAV-based delivery sys-
tems, Intelligent Transportation Systems (ITS), and real-time multimedia streaming were
reported. Additionally, Artificial Neural Network (ANN)-based schemes were introduced
to mitigate potential threats. A classification on privacy and security issues in 5G-enabled,
UAV-aided networks was provided in [7], and a Blockchain-based security countermeasure
was presented. However, this survey paper is outdated, since recent research works were
not included. Moreover, hardware security methods for the authentication of drones were
not studied.

The existing security vulnerabilities of drones and the security issues that are associ-
ated with compromised drones in the military and civilian sector were comprehensively
reviewed in [11], a realistic scenario of an attack life cycle was described, and countermea-
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sures that can safeguard drone systems were suggested. In [17], a high-level UAV-based
system architecture along with the key elements of civilian UAVs were presented. Addi-
tionally, security, privacy, and safety issues concerning deploying civilian drones in the
national airspace were analyzed, a discussion about typical physical challenges and cyber
threats was provided, and open problems were identified. To handle security issues and
cyber-attacks that arise in the context of SDN-enabled UAV networks, solution schemes
were foreseen in [9]. The benefits and drawbacks of security countermeasures against pos-
sible attacks in critical UAV-based applications (e.g., military and disaster scenarios) were
highlighted in [18], and the role of Blockchain, ML, and watermarking was emphasized.
An exhaustive literature review on the existing security protocols for UAVs together with
the vulnerabilities of these protocols was provided in [19]. In this respect, several crucial
topics were investigated, such as secure UAV-based communications, intrusion detection
systems, the security of routing protocols, attacks on control systems, the detection of mali-
cious UAVs, ete. As IoT and 5G communications will pave the way for novel applications
and services, the role of drones as “flying” things was indicated in [20], and the security
issues were synopsized. In this direction, a representative IoT architectural framework
that ensures end-to-end protection against security and privacy threats in a collaborative
and holistic manner was demonstrated. Furthermore, a thorough review of application
scenarios for drone-based communications, security challenges, and advanced security
solutions (i.e., Blockchain, SDN, ML, and fog/edge computing) was given in [21], and
future research perspectives were discussed. Nevertheless, the hardware security issues
regarding the IoD were not studied in [9,11,17-21].

Although information security and network security have remained topics of paramount
importance for both system designers and users, miscellaneous security vulnerabilities and
attacks on hardware have recently been reported. In this direction, the security and privacy
issues of UAVs were classified in [22] considering the hardware, the software, the communica-
tion, and the sensor levels. More importantly, the vulnerabilities, indicative threats, active and
passive attacks, and potential mitigation methods against attacks were thoroughly investi-
gated for each level. Although a useful framework for designing secure UAV-based systems
was provided, the authentication of UAVs was not the prime target of this work, and relevant
authentication mechanisms were not adequately reviewed. Beyond the IoD, the necessity of
safeguarding the hardware of IoT devices in addition to software against Hardware Trojan
(HT)-based attacks was pointed out in [23], and a taxonomy of HTs along with indicative
countermeasures was given. Moreover, the benefits of using Physically Unclonable Functions
(PUFs) for secret key generation and identification of network nodes in IoT applications was
underlined in [24], relevant security techniques were comprehensively discussed, and a PUF
implementation that relies on Resistive Random-Access Memory (ReRAM) was presented.
The state-of-the-art mechanisms in the context of hardware security for the IoT devices were
also outlined in [25], and emphasis on the ML solutions was given. Notwithstanding, the
works in [24,25] did not invoke drones as IoT nodes towards the realization of IoD scenarios.
Thus, relevant research activities were not included. In order to reconcile the shortcomings of
previous work and investigate the ambiguous landscape regarding the available methods for
the authentication of network entities within the IoD, newer review papers are indispensable.
Table 1 briefly summarizes the aforementioned review and survey research works.

Table 1. Review and survey papers on security and privacy issues of the Internet of Things (IoT) and
IoD.

References

Authentication

Short Description Security Issues and Methods for IoD Methods

Bithas et al., 2019 [6]

Survey on Machine Learning (ML) methods for
Unmanned Aerial Vehicle (UAV)-based
communications

ML-based Physical Layer Security

(PLS) methods Software-based

Mehta et al., 2020 [7]

Survey on security issues in UAV networks Blockchain-based security solutions Software-based




Drones 2022, 6, 41

50f26

Table 1. Cont.

References

Short Description

Security Issues and Methods for IoD

Authentication
Methods

McCoy et al., 2019 [9]

Review on security solutions for
Software-Defined Networking (SDN)-enabled
UAV networks

Vulnerabilities, attacks,
countermeasures, and open issues

Software-based

Yaacoub et al., 2020 [11]

Analysis of vulnerabilities of communication
links of drone-based networks and application
domains

Software-based security
countermeasures

Software-based

Boccadoro et al., 2021 [12]

Review on research activities on IoD networking
architectures

Cyber security issues and use cases

Software-based and

hardware-based

(partly studied)

Survey on characteristics, interference issues, . . . ..
Fotouhi et al., 2019 [13] standardization activities, and testbed activities Cyber-physical and physical security Nothmg mn
: o threats and use cases particular

of UAV-assisted communications

Shakeri et al., 2019 [14] Review on design challen.ges of m.ultll—UAV Requlremer}ts for cybe%‘—physmal Nothmg in
systems for cyber—physical applications security applications particular

Survey of Remotely Piloted Aircraft Systems . . L
Aibin et al., 2021 [15] (RPAS) Autonomous Control Systems that In.t egration of Al-based strategle§ for Nothmg n
increased control system security particular

leverage Artificial Intelligence (AI) methods

Challita et al., 2019 [16]

Review on wireless and security challenges of
UAV-based applications and ML-based solutions

ML-based security solutions

Software-based

Altawy et al., 2017 [17]

Survey on security, privacy, and safety aspects
during the operation of civilian drones

Physical challenges and cyber threats

Software-based

Syed et al., 2021 [18]

Review on optimal techniques for securing
UAVs

Blockchain-based, ML-based, and
watermarking-based security methods

Nothing in
particular

Shafique et al., 2021 [19]

Survey of existing security protocols and
vulnerabilities in UAVs

Vulnerabilities in the security
protocols and possible software-based
solutions

Software-based

Lagkas et al., 2018 [20]

Review on UAV-enabled, IoT-enabled, and Fifth
Generation (5G)-enabled applications

Security challenges and solutions for
fleet management over aerial
networking

Nothing in
particular

Hassija et al., 2021 [21]

Review on security and reliability enhancements
for existing and upcoming drone-enabled
applications

Security challenges, emerging
solutions, and open issues

Software-based

Mekdad et al., 2021 [22]

Survey on security and privacy issues of UAVs

Vulnerabilities, threats, attacks, and
countermeasures at the hardware
level, software level, communication
level, and sensor level.

Software-based

Sidhu et al., 2019 [23]

Review on hardware security challenges of IoT
devices and taxonomy of Hardware Trojans
(HTs)

Nothing in particular

Hardware-based

Shamsoshoara et al., 2020 [24]

Survey on Physical Unclonable Function
(PUF)-based security solutions for the
authentication and identification of IoT devices

Nothing in particular

Hardware-based

Michailidis et al., 2020 [25]

Review on conventional, ML-based, and
hardware-based security solutions for the IoT

Nothing in particular

Hardware-based

This paper

Review on up-to-date research works on
software-based and hardware-based
authentication mechanisms for IoD networks

Conventional and emerging
technologies for the authentication of
IoD network entities

Software-based and

hardware-based

3. Overview of Authentication Principles and Potential Authentication Solutions

In IoD deployments, network architectures based on aerial and ground infrastructures
or ad hoc configurations with only aerial nodes are typically considered [1]. The former
involves flying drones that are usually configured in groups, the users, and a trusted
Ground Control Station (GCS) with high computational capabilities and sufficient energy
supply. The GCS remotely controls and monitors the drones during their operation. In
addition, the latter includes aerial nodes that operate in a decentralized manner using
drone-to-drone communication links. It is worth noting that drone-to-GCS communication
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links are usually public, insecure, and susceptible to active attacks (e.g., man-in-the-middle
attacks) and passive attacks (e.g., eavesdropping). On the other hand, drone-to-drone
communication links can be modeled as Peer-to-Peer (P2P) links that are vulnerable to P2P
attacks, such as sybil attacks and Distributed DoS (D-DoS) [11].

The authentication procedure is related not only with node authentication, but also
with message authentication. Node authentication necessitates the verification of the iden-
tity of an IoD node, the provision of access to network resources, and the establishment of
network connections between registered and trusted nodes. By successfully authenticating
legitimate nodes, unauthorized ones are filtered out, and thus, security and privacy are
maintained. Authentication schemes can be classified into several categories as follows:

e  Mutual Authentication: Two network elements mutually confirm their identity using
signatures and then exchange data via a secure drone-to-GCS, drone-to-user, or drone-
to-drone channel [26].

e  Authentication of Drones: An acoustic signal, a flight trajectory, a gyroscope, or a
specialized PUF chip can be used to verify the identity of a drone within the IoD [27].

e  Authentication of External Users: Passwords, smart cards, and personal biometrics
can be exploited to validate a user and permit the exchange of secret keys via a key
agreement protocol [28].

e  Authentication of Operators: Behavioral biometrics can be used for the authentication
of an operator [29].

On the other hand, checking the integrity of the data, verifying its source of origin,
and detecting abnormalities in the data pattern is required in message authentication.

As depicted in Figure 2, authentication typically invokes multiple phases and the
exchange of cryptographic keys between the network entities. The setup phase is the first
step, where the GCS initializes and locally stores all the security parameters, including
the protocol, the secret key, and the public—private key pairs. Then, the partially trusted
users and drones, which aim to join the IoD network, register with the trusted GCS to
achieve primal identification using secure channels. In addition, the corresponding records
are stored in the database of GCS. In the next step, the authentication and key agreement
take place, where a shared secret key is generated and agreed upon by the participants
through an insecure channel. The final step involves the update phase, which dynamically
determines whether a drone can be added or revoked.

Software-based authentication schemes solely rely on software, mathematical algo-
rithmic approaches, secret keys to authorize the nodes, and encryption methods (e.g., RSA
and Advanced Encryption Standard (AES)). Additionally, the one-way hash functions
have been traditionally used in modern cryptography and information-security applica-
tions, such as Message Authentication Codes (MACs) and digital signatures, in order to
quickly map message data of arbitrary sizes to bit arrays of fixed, compressed sizes [30].
Several cryptographic hash algorithms have been proposed over the last 30 years. Among
them, some older algorithms (e.g., the Message Digest 5 (MD5), Secure Hash Algorithm-1
(SHA-1), RACE Integrity Primitives Evaluation Message Digest (RIPEMD), and Whirlpool)
are vulnerable to collision attacks and length extension attacks. However, more recent im-
plementations (e.g., truncated SHA-2, SHA-3, BLAKE2, and BLAKE3) can resist these types
of attacks. In addition, the widely adopted public key cryptography schemes that are based
on the Public Key Infrastructure (PKI) framework allow for the secure exchange of data
using digital certificates that bind an entity to its public key [31]. Using PKI, the legitimacy
of the IoD network entities can be verified, and information can be securely exchanged.
Moreover, Elliptic-Curve Cryptography (ECC) has been used to offer an equivalent security
level to RSA with abundant smaller key sizes [32]. ECC belongs to the family of asymmet-
ric public-key cryptosystems and is related with the mathematics of elliptic curves and
with the difficulty of the Elliptic Curve Discrete Logarithm Problem (ECDLP). Among the
advantages of ECC are the rapid generation of the keys and the digital signature, as well
as the minimal required computing resources. Additionally, ECC eliminates the need for
mathematical co-processors. However, ECC can be potentially susceptible to side-channel
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attacks and twist-security attacks that intend to leak information and invalidate security
for the private keys. Identity (ID)-based security has been also used for the authentication
process and is associated with an account login using a username and password, fingerprint
biometric authentication, and facial recognition.

Typical Phases of an

Flylig Eone Authentication Process
/// \\\ |__________—I
# ~ ~ | |
/ Adversar @ Legitimate Drone N % | Setup Phase |
( ﬁ Unauthorized ] : |
Drone ﬁ: 2 Secure |
\ s | l Channel |
. s ' |
N _ae ' |
= _ - | | Registration Phase |
- Mutual | |
Authentication Authentication | |
Request | Insecure |
| Channel |
— ' '

|

_ | | Authentication Phase l
Users I l
Authentication | |
Request | Drone Drone |
| Addition Revocation |
|
1 | |
Ground Control | Update Phase |
Station (GCS) : |

Figure 2. Simple representation of an authentication process in an IoD network.

In recent years, there have been a wide range of works relating the authentication
of IoD elements with emerging technologies, such as cloud/fog computing, MEC, ML,
Blockchain, and SDN. Connecting the IoD with the cloud and storing sensitive information
in the cloud enhances the network security and provides scalability [4], whereas MEC
devices can support the mobility features of drones and reduce the computation cost [5].
Moreover, ML is an effective method to limit the security flaws in large-scale network
deployments and dynamic environments by learning the behavior of network entities and
predicting threats [6]. In addition, Blockchain has been suggested as a tamper-resistant
and tamper-evident digital ledger that enables trustworthy and secure transactions in a
decentralized fashion [7]. Additionally, the SDN-enabled IoD allows for a programmable
network, in which various security functions are integrated and customized [9].

As secret keys represent sensitive information, various protection mechanisms have
been developed. Although node authentication constitutes an essential precondition for
secure operation over an IoD network, existing software-based security techniques uti-
lize vulnerable, non-volatile, memory-based devices (e.g., flash memory and Electrically
Erasable Programmable Read-Only Memory (EEPROM)) to store cryptographic keys, which
may be exposed to physical attacks using a scanning electron microscope (SEM), tamper-
ing or probing. Additionally, as previously mentioned, drones generally have memory,
storage, computation, and energy constraints, which hinder the application of modern,
computationally intensive cryptographic techniques. To prevent the risk of unauthorized
access, dedicated Integrated Circuits (ICs) and computing devices, such as Trusted Plat-
form Modules (TPMs) and Hardware Security Modules (HSMs), can be used alongside
software mechanisms (e.g., AES or PKI) [33] to carry out authentication operations. TPMs
are special-purpose, secure hardware units that ensure hardware integrity and authen-
tication by integrating unique and secret Endorsement Keys (EKs), which are accessible
using software. Nevertheless, TPMs may be vulnerable to cold boot attacks, as long as the
attacker has physical access to the devices. In addition, HSMs are standards-compliant



Drones 2022, 6, 41

8 of 26

cryptographic devices with tamper-proof or tamper-resistant features that securely manage
cryptographic keys and safeguard confidential data. However, HSMs may be prone to
man-in-the-middle attacks, which aim to steal devices, clone devices, or apply reverse engi-
neering. On the other hand, in large-scale IoD networks, key management is challenging
owing to the large number of nodes.

To strengthen the identification, authentication, and access control, the implementation
of PUFs has been recently suggested [24,25,27]. PUFs constitute a simple and cost-effective
means of protecting hardware. More importantly, PUFs are non-reproducible, since they
exploit the non-deterministic physical variation of the manufacturing process and have
an inherently unpredictable behavior. Using PUFs as hardware security primitives, secret
keys can be generated, digital fingerprints can be produced, and lightweight authentication
protocols can be designed, without the need to store keys in memory units. Based on its
uniqueness, an embedded PUF chip can generate a unique response (i.e., the output) for a
particular challenge (i.e., the input) on demand, thus forming a unique challenge-response
pair (CRP) [34]. PUFs can be classified into strong and weak PUFs depending on the
level of security that they can support. In strong PUFs, the number of CRPs exponentially
increases with the size of the chip area, whereas a significant number of CRPs is possessed
by the weak PUFs. Nevertheless, PUFs are often highly sensitive to physical conditions
and environmental changes, which influence their responses and prevent proper key
generation. Although there is no unified framework for testing the responses of a PUF,
certain performance metrics are usually used, including uniqueness, reproducibility (or
reliability), and randomness (or uniformity) [34]. Aside from intrinsic PUFs, which protect
devices without introducing any modifications, external components, or extra logic to
explicitly introduce randomness, controlled PUFs (CPUFs) were also proposed to prevent
man-in-the-middle attacks by exploiting control logic. As far as IoD networks are concerned,
PUFs can be used to authenticate individual resource-constrained IoD nodes without using
costly cryptographic methods. In Figure 3, several structuring elements of lightweight
authentication solutions are illustrated.

Lightweight Authentication Schemes

Conventional Technologies ;’ Emerging Technologies

Hash Function Blockchain
Public Key Infrastructure (PKI) Mobile Edge Computing (MEC)
S Sk
N N|°
- NN
X N

At

Elliptic-Curve Cryptography (ECC) Machine Learning (ML)
&

Hardware Security Module (HSM) Phy;;c:ilt{ogx:lcjlg?;ble

Challenge | Response
11010010 | 11011110
01011010 | 01010110

11110010 | 10000010

Figure 3. Key enablers for secure authentication within the IoD.
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4. Software-Based Authentication Mechanisms for the IoD

In order to effectively perform the authentication of network nodes and reject the
malicious ones, the IoD strives to pursue evolution in emerging technologies and trade
on the significant achievements in this research field. To this end, several software-based
methods have been employed to tackle authentication issues. In this section, recent research
efforts on this sector are outlined and summarized in Table 2.

4.1. Hash-Based Authentication

Simple hash cryptographic functions were used in [30] to minimize the computation
cost, and a resilient authentication protocol for IoD was proposed based on the Hash-based
Message Authentication code Secure Hash Algorithmic (HMASHAT1) function and ran-
domized keys. To significantly reduce the computation effort and energy consumption
during encryption and decryption operations, while retaining robustness against possible
attacks, an efficient Lightweight Privacy-Preserving Scheme (L-PPS) for a smart IoD en-
vironment was proposed in [35]. The IoD network comprised clustered drone-nodes that
gathered sensing information, intermediate cluster-heads, and a powerful server station.
The proposed scheme exploited the Chebyshev Chaotic-Maps and avoided complicated
cryptographic operations. More specifically, this scheme involved hash functions, Hash-
based Message Authentication Code (HMAC), and bitwise exclusive-OR (XOR) operations
to establish a secure channel, perform the mutual authentication between the network
nodes, and thus enable the secure exchange of sensing data. As the IoD has certain dynamic
characteristics owing to the inherent nature of drones, this scheme used a secret token
exchange in each session and persistently and also rapidly authenticated the network
nodes within a predefined time period. The performance of the L-PPS was tested using
Scyther and the Random Oracle Model (ROM) [36]. Based on the results, the L-PPS can
surpass other relevant existing schemes in terms of various metrics, such as end-to-end
delay, packet delivery ratio, required time for connection for each drone, and throughput
rate. In [37], a hash-based scheme based on random labels for the authentication of drones
in large swarm deployments was proposed. Specifically, the lightweight hash functions
SHA-256 and SPONGENT-128 were exploited to generate the random labels of the tasks,
whereas military applications were considered. In order to construct a network simulation
environment and test the delay and throughput of the aforementioned authentication
scheme, the OMNeT++ framework was used and verified that the authentication scheme is
accurate, cost-effective, and energy-efficient.

In [38], an Authenticated Key Exchange (AKE) protocol, the authenticated encryption
mechanism AEGIS [39], SHA-256, and a bit-wise XOR operation were successfully com-
bined to construct the LAKE-IoD (Lightweight AKE Protocol for IoD Environment) and
authenticate mobile users. An IoD scenario, where multiple drones fly in specific fly zones
and track the environment in their vicinity, was considered. In particular, the drones were
employed to forward valuable data to the ground management server and also to external
users. However, these users should be authenticated via the management server, in order
to avoid man-in-the-middle and replay attacks. By following the principles of the Dolev
and Yao (DY) [40] threat model, where an adversary is granted complete network control,
the security of LAKE-IoD was initially tested using formal security analysis through the
Burrows—-Abadi-Needham (BAN) logic and the Scyther software tool. Additionally, an
informal security analysis was realized. The simulation results underlined the effective-
ness of LAKE-IoD regarding the communication, computing, and storage cost. As the
authentication of single or multiple drones is prerequisite for becoming members of a
swarm, CoOMAD (Context-Aware Mutual Authentication Protocol for Drone Networks)
was proposed in [41]. More importantly, CoMAD was the first protocol to introduce context
information to carry out the information procedure and re-shape the swarm by adding or
removing groups of swarm members, where context information represents secret-mission-
based data that only the legitimate swarm members are aware of. An ad hoc drone network
without secure channels and secure storage was assumed, where a master drone performed
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the management operation of the swarm. As long as new nodes, for which there was no
antecedent context information, requested authentication, the SHA version 2 or 3 with a
minimum 256 bit output size was used to ensure resilience against collisions. The security
performance of COMAD was tested and verified informally by considering active and
passive attacks and also formally using Scyther. Moreover, a military application of the
IoD, where drones communicated with a Powerful Intelligence Computer System (PICS) or
an Airborne Control and Command Platform (AC2P), was considered in [42]. The pairing
cryptography was leveraged, which enables the generation of the public—private key pairs
and the one-way hash functions. In addition, the key exchange was facilitated by the Com-
putational Diffie-Hellman Problem (CDHP). In this regard, identity-based and aggregate
signature-based authentication frameworks were developed to ensure confidentiality and
data integrity.

4.2. PKI-Based Authentication

In [31], SENTINEL (Secure and Efficient autheNTIcation for uNmanned aErial ve-
hicLes), a lightweight mechanism for the IoD that facilitates the authentication between
drones and Ground Stations (GSs) was presented. SENTINEL was based on a PKI, used
registered flight session keys to authenticate the resource-constrained drones in a partic-
ular flying zone, and prevented unauthorized drones that act as potential attackers from
accessing the IoD infrastructure. In this respect, SENTINEL adopted a specially designed,
lightweight binary certificate format instead of the typical X.509 certificate to reduce the
size of the certificate. Using the Elliptic Curve Digital Signature Algorithm (ECDSA),
Password-Based Key Derivation Function 2 (PBKDF2), and HMAC-SHA256, a prototype
of SENTINEL was implemented, and its security was validated via ProVerif. The experi-
mental results indicated that SENTINEL could execute the authentication process about
3.1 times faster than the “Transport Layer Security (TLS) for IoT” protocol. In [43], a PKI-
based simple key agreement framework for the IoD was proposed, where a key exchange
realized during encryption/decryption and the public—private key pair generated at the
GCS was dynamically changed for each session. In this framework, a hash cryptographic
operation was supported, and an authentication process between GCS, civilian drones,
and users took place in six distinct phases, including: (i) the setup/initialization, (ii) the
user’s registration, (iii) the drones’ registration, (iv) the key agreement, (v) the dynamic
drone addition, and (vi) the drone revocation. The reliable ProVerif and Real-Or-Random
(ROR) model [36] validated the security of the aforementioned authentication method,
and indicative results were provided to demonstrate its efficiency with respect to com-
putation, storage, and communication costs. Although PKI stands for a typical security
method to authenticate network entities using certificates, potentially malicious drones
may penetrate the network using valid certificates. To overcome this drawback, UAVouch
was developed in [44]. In particular, UAVouch is a distributed authentication method with
low computing requirements that enables the identification of drones before entering a
specific group. This method can handle the authentication of drones by not only exploiting
the PKI principle, but also examining the trajectory and the position of the drones, in order
to detect abnormal mobility patterns. A military surveillance scenario with multiple cells
consisting of an armored ground vehicle and a swarm of drones was considered, whereas
both impersonation attacks within the cell and sybil attacks outside the cell were studied.
In this respect, a network simulator setup based on INET and OMNetCC was established
to assess UAVouch. Based on the results, UAVouch achieved a detection accuracy score of
over 85%.

4.3. ECC-Based Authentication

In [45], ECC, symmetric keys, and biometrics were the key enablers for resultful
authentication between drones and mobile devices on the ground via a public channel. As
previously stated, ECC uses shorter keys and leads to minimum memory requirements
and rapid arithmetic operations. Thus, ECC is ideal for devices with limited resources,
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such as UAVs. After registering drones and devices with a central server, the drones
were used for monitoring purposes of specific areas, whereas the users could acquire the
data collected by the drones. An eCK adversary model [46] was adopted to simulate the
potential threats. In addition, the performance of this method was formally tested using the
ROM [43], and the results revealed that there was a balance between efficiency and security.
Furthermore, the ECC with addition and multiplication operations was considered in [32]
and an authentication scheme for Wireless Sensor Networks (WSNs), where the UAVs acted
as mobile sinks, collecting data via sensors, was designed to mitigate security attacks (e.g.,
spoofing, key impersonation, replay, and password guessing). The performance evaluation
underlined that this scheme decreased the time needed for system registration and also
provided adequate protection against attacks with low computing costs. An authentication
scheme for UAV-assisted ITS that leveraged Hyperelliptic Curve Cryptography (HECC)
with an 80 bit key, a digital signature, and a hash function was presented in [47]. To
implement and test this scheme, a 5G wireless backhaul network with multiaccess edge
computing capabilities was considered, which consisted of UAVs equipped with sensors
and onboard units (OBUs), multiple clustered roadside units (RSUs), as well as vehicles
that forwarded event-driven messages to RSUs. Insecure communication links between
network entities were assumed, and the DY model was exploited. First, formal security
analysis was carried out, which was based on the ROR model, the Automated Validation
of Internet Security Protocols and Applications (AVISPA) tool, and the assumption of
an active and a passive adversary. Informal and comparative security analysis was also
conducted to highlight the superior performance of this scheme in terms of the computing
and communication cost.

The certificateless-based and ECC-based SLPAKA (Secure Lightweight Proven Au-
thenticated Key Agreement) authentication method, which can cope with the widely used
Canetti-Krawczyk (CK) adversary model [48], was presented in [49]. In this model, a prob-
abilistic polynomial adversary was considered that could totally affect the communication
channel. Apart from the drones that were dynamically added, the IoD network consisted
of the Trusted Authority Center (TAC) that facilitated the key generation, the MEC devices
that assisted the drones during computation tasks, and the GCS. To implement SLPAKA
and investigate its energy and computational efficiency, a python programming language
was used. In this regard, the security was analyzed both informally and formally (via
the ProVerif tool), and the advantages of SLPAKA were demonstrated. A certificateless
pairing-free aggregate authentication scheme, called CLAS, with elliptic curves for the
authentication between clusters of UAVs and the control center was proposed in [50]. In
this scheme, the key escrow problem in key allocation could be avoided, while the certifi-
cate management could be overcome. It was assumed that the trusted Key Generation
Center (KGC) was responsible for creating partial private keys for the UAVs, the aggre-
gator, and the Command Center (CMC). The aggregator performed as a cluster head and
aggregated the authentication responses, whereas the CMC verified these responses. In
order to realistically model the malicious entities for this scheme, two types of threats were
considered. The first extrinsic threat could only modify the public keys, whereas the second
threat had the role of KGC and could acquire the master secret key. In [28], a network
comprising a drone, a GCS, and a remote user was considered, and a user authentication
protocol for IoD was presented. This protocol leveraged the ECC-based FourQ for better
stability, enhanced efficiency, and lower required resources compared to conventional ECC
schemes [51]. FourQ was collaboratively used with the Boyko-Peinado—Venkatesan (BPV)
pre-calculation [52] for further performance improvement and a reduction in the number
of elliptic curve group operations using discrete log and factoring. Using a Raspberry
Pi 3B+, experimental results were obtained and depicted that this protocol improves the
multiplication operation by about 4-5 times.
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4.4. ML-Based Authentication

The authentication protocol proposed in [53] enabled the real-time identification of
UAVs by studying their flying behavior and performing data processing. More specifically,
this protocol modeled the behavior of trusted UAVs based on certain flying data (e.g., speed,
latitude, and longitude) transmitted by the airborne black box to a big data management
system server. In this regard, an online Bayesian learning method (i.e., Kalman filtering)
was adopted to approve or decline the UAVs based on their legal or illegal behavior.
Focusing on UAV-based IoT networks, the application of Federated Learning (FL) for
UAV authentication was investigated in [54], where the UAVs locally and collaboratively
trained the learning model. More specifically, an FL-based Deep Neural Network (DNN)
architecture comprising four hidden layers was developed, capable of accepting or rejecting
drones by learning the Radio Frequency (RF) features during signal transmission with
Orthogonal Frequency-Division Multiplexing (OFDM) modulation. Among the various RF
features, the symbol time, subcarrier spacing, Fast Fourier Transform (FFT) length, Cyclic
Prefix (CP) length, detection, and signal power were included. In addition, the drones
locally performed Stochastic Gradient Descent (SGD) optimization, whereas Homomorphic
encryption ensured secured model parameters. The proposed authentication scheme
was evaluated using an RF-based dataset from 3000 drones, and the results indicated
that this scheme outperformed other ML-based schemes in terms of accuracy. In [55],
an effective situational-aware authentication scheme for UAV swarm deployments was
presented. It was considered that a legitimate cluster head (CH) should be selected among
all candidate UAVs within a cluster. Since this selection procedure should be secure, the
proposed scheme exploited edge intelligence and Linear Discriminant Analysis (LDA) to
avert spoofing attacks. Application scenarios with unreliable communication links and a
high degree of variability were considered in urban and rural environments, varying flying
altitudes, and a different number of UAVs. Moreover, unique cross-layer attributes (e.g.,
Received Signal Strength Indication (RSSI), Packet Error Rate (PER), and latitude) were used
to strengthen the authentication process and hinder possible attacks. In addition, results
were provided to simulate the cross-layer attributes data and verify the accuracy and low
computational overhead of this authentication scheme. In order to enhance intruder drone
detection and optimize resource management, an ML-based Smart Drone Controller (SDC)
framework was also proposed in [56]. By adaptively selecting the proper ML algorithm
depending on the underlying scenario, this framework can facilitate the autonomous and
collaborative operation of multiple Wi-Fi-connected commercial drones without requiring
Visual Line-of-Sight (VLOS) connections. Overall, it is worth noting that the practical
feasibility of ML solutions is directly based on the availability of an adequate number of
sensor data and sufficient processing capabilities.

Table 2. Synopsis of recent research works on software-based authentication mechanisms for the IoD.
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4.5. Blockchain-Based Authentication

The simultaneous authentication of multiple entities in UAV-based networks was
addressed in [57], and a Blockchain-enabled Trustworthy UAV Network (BI-UAVN) was
demonstrated that relied on attribute-based voting. In the BI-UAVN, the Blockchain could
record and manage the transactions for the oncoming analysis of vulnerabilities. First,
blocks were built to validate point-to-point data transfer between UAVs as well as between
UAVs and the controller platform, and the required data was obtained using specialized
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sensors. Then, the voter was hierarchically classified to obtain distinct attributes (i.e.,
properties) of the UAVs and verify the identity of each UAV. Apart from the simulations,
real-world, hands-on experimentation evaluated the security of the BI-UAVN and two
attack scenarios were studied, including those related with the facilities and those associated
with the communication channel. Additionally, a Blockchain-based method, called ACSUD-
IoD (Access Control Scheme for Unauthorized UAV Detection and mitigation in an IoD
environment) was proposed in [58] to enable the detection of non-eligible UAVs. An IoD
system was considered, where mutual authentication between the GCS and the UAVs was
requisite and the decision-making process was aided by Al-inspired big data analytics.
In this respect, a private Blockchain was used to record both the trusted and potentially
untrusted data via the Practical Byzentine Fault Tolerance (PBFT) [59] by the following
voting events. The Multiprecision Integer and Rational Arithmetic Cryptographic Library
(MIRACL) [60], together with server and Raspberry PI 3 setups, were used to experimentally
test and confirm the robustness of ACSUD-IoD against typical attacks.

5. Hardware-Based Authentication Mechanisms for the IoD

Beyond software-based authentication protocols for the IoD, recently, there have been
various contributions towards hardware-based solutions, including TPM-based, HSM-
based, and PUF-based implementations. Although TPMs and HSMs can create a secure
and trusted environment to avoid unauthorized access, PUFs represent an alternative to
key storage and software-generated bitstreams. In this section, relevant authentication
schemes are discussed and synopsized in Table 3.

5.1. TPM-Based and HSM-Based Authentication

In [61], the ODOB (One Drone One Block) distributed network architecture was
presented, which relies on a decoupled Blockchain-based framework. Compared with con-
ventional Blockchain implementations, this framework intended to safeguard the network,
minimize the computation and communication overhead of preserving the Blockchain, and
also decrease the delay and storage requirements. An IoD scenario was considered that
involved the aviation authority, the intermediate GSs acting as connection points, and the
drones. Specifically, the aviation authority was charged with controlling the registration
and access of drones to the permissioned blockchain. In addition, the drones were coupled
with individual blocks and were equipped with TPM chips for secure identification. Each
drone had a unique identity, which was assigned by combining the hash of the serial
number and the onboard firmware. A Task-oriented Authentication Model (ToAM) for
UAV-based networks which exploited Blockchain technology and PKI was also proposed
in [62] to cope with weak connections and dynamic network topologies. In ToAM, TPM
chips were embedded in the UAVs to provide protected data storage, and a chord ring
was used to attain proper network operation under weak connections. In addition, the
authentication procedure invoked two separate stages for group building authentication
and intra-group authentication, while hash values stored in the Blockchain were used
to represent the authentication information. The management of identity information
and the registration of the network nodes was handled by the Certificate Authority (CA).
Additionally, the Blockchain Authentication Server (BAS) acted as the master node that
stored or queried the certificate information, while the Business Server published the task
information. The performance analysis demonstrated that the ToAM provided sufficiently
secure authentication of the UAVs with a notably low computation and communication
cost.

By adopting PKI, HSMs, and the widely accepted TLS protocol, a reliable and globally
operative cryptographic authentication system for commercial cellular-connected UAVs
was presented in [63]. In this system, the UAV coordinates, which determined the placement
of these UAVs in the airspace, were forwarded to a flight control server through a secure
communication channel. The UAVs granted conditional permission to fly in the airspace, as
soon as they were authenticated via X.509 certificates. This system ensured protected sensor
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values, which were resilient against remote attacks and also achieved global availability
and connectivity.

5.2. PUF-Based Authentication

In [26], a lightweight mutual authentication scheme for a software-defined UAV
network (SDUAVN) was proposed, where the drones were equipped with PUF chips
that generated CRPs. Specifically, the two-stage PUF-based Authentication for Remote
Hovering Devices (PARTH) protocol was developed to establish two unique session keys,
attain identity protection, and obtain mutual authentication in surveillance areas. In this
direction, three layers with distinct network entities were considered, i.e., the GS, the mini
drones with limited resources, and the powerful intermediate leader drones acting as relay
network nodes. Since the mini drones were not able to directly communicate with the
GS, which was the only trusted entity, the authentication process between the GS and
the leader drone took place in the first stage. In addition, the second stage was related
with the authentication between the leader drone and a mini drone. The performance
of the PARTH protocol was investigated with regard to the computing cost, latency, and
resilience against known threats. A performance comparison between this protocol and
previously proposed advanced protocols was also included. Although there were no
keys stored onboard the drones, the results indicated that the PARTH protocol is capable
of countering drone tampering, replay, man-in-the-middle, and impersonation attacks.
Moreover, an efficient two-stage authentication and key agreement protocol for three-layer,
UAV-enabled networks was introduced in [27], where each of the network layers was
associated with a specific entity, i.e., the member drones, the head drones, or the trusted
GS. The member drones were employed to gather critical data and forward the required
data to GSs via the intermediate head drones. PUF chips were embedded into UAVs to
protect their privacy against adversaries and produce two session keys in one session.
However, only hash and XOR operations were considered to reduce computation overhead
and energy consumption. On the other hand, the key agreement between member drones
and head drones, as well as the key agreement between head drones and GS, provided
confidentiality and integrity. In order to ascertain the security of this protocol against
various attack types (e.g., eavesdropping, tampering, replay, masquerading, and man-in-
the-middle attacks), the DY threat model was exploited, and relevant simulation tools were
used, including BAN logic, the ROR model, and the AVISPA tool. The simulation results
underlined the feasibility and efficacy of this protocol in terms of the function properties,
computing cost, and communication cost. To efficiently preserve privacy and handle the
authentication process in the MEC-enabled IoD, while avoiding the use of volatile memory
units to store cryptographic keys, a simple key agreement scheme was proposed in [64].
In this scheme, invasive and non-invasive attacks could be prevented, while minimum
computing resources were required by exploiting PUFs and hash functions. In particular,
an IoD consisting of multiple UAVs was considered. These UAVs used third-party edge
devices susceptible to various threats (e.g., authentication, privacy, location, session-key
security, and physical security threats). In this regard, the MEC operators could validate the
legitimacy of a particular UAV owing to a double-PUF-based configuration at each UAV,
where the first PUF was located in the memory unit and the second PUF was placed in the
main control circuit. The results verified the superior performance of this authentication
scheme in terms of the total authentication time for a varying number of UAVs.

Recently, the combination of the radio frequency identification (RFID) technology
and PUFs was suggested for efficient real-time recognition and tracking of UAVs that
embody RFID tags [65]. More specifically, a military application was considered, where
the authentication of the UAVs was essential for secure operation in a certain airspace. In
this respect, an interrogator or reader located on the ground scanned the tags to verify
the credentials of the UAVs, whereas these UAVs employed a weak Static Random-Access
Memory (SRAM) PUF capable of performing device-intrinsic fingerprint generation. In
order to attain a minimum computational complexity while avoiding man-in-the-middle
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attacks and eavesdropping, a SRAM PUF-based authentication protocol was proposed. In
this protocol, the analysis of the security and privacy was based on Ouafi and Phan’s secu-
rity model [66]. The performance evaluation results showed that this protocol outperforms
other RFID-based and PUF-based authentication protocols, whereas it is a viable security
solution for UAV-enabled scenarios. In addition, a WSN with multiple dispersed nodes
with sensors in specific locations of a remote and inaccessible area (e.g., a battlefield or a
dense forest area) was considered in [67]. In this WSN, a UAV was employed to gather data
from the nodes. In order to generate unique responses for specific challenges, the nodes
took advantage of delay-based arbiter PUF circuits that traded on the intrinsic properties of
hardware and the delay difference of signal propagation paths. In this regard, CoMSeC++,
a lightweight, PUF-based authentication protocol with hash functions was presented. This
protocol enabled secure wireless connectivity between the sensors and the cloud via the
UAV and included five separate phases: (a) pre-deployment of sensor nodes, (b) drone
registration, (c) authentication and key-agreement, (d) user registration with cloud server,
and (e) user login and authentication. The Scyther simulator was used to obtain indicative
results and confirmed that this authentication protocol can prevent the impersonation and
manipulation of private/sensitive information in the WSN by malicious attackers.

Although energy efficiency is a critical factor for practical IoD deployments, the major-
ity of the authentication protocols reported in the literature have not considered the energy
consumption of the network nodes. On the contrary, a lightweight identity security authen-
tication protocol, namely Optimized Identity Authentication Protocol (ODIAP), for the IoD
was presented in [68] and aimed to mitigate several security threats (e.g., impersonation
and replay attacks) in an energy-efficient manner. This protocol included three separate
operation phases (i.e., the initialization phase, the registration phase, and the authentication
phase) and considered four network entities (i.e., the sensors, the drones, the access point,
and the servers). Additionally, this protocol relied on the Chinese residual theorem to opti-
mize the computing resources at the UAV nodes and convey complex computation tasks
to powerful server nodes. Using the widely adopted ProVerif-based automated analysis
tools for protocol verification, performance analysis results were provided and showed
that ODIAP ensured adequate security. Furthermore, an authentication protocol that relies
on PUFs was developed in [69], aiming to handle influential physical security challenges in
monitoring, surveillance, and disaster management applications with UAV swarms and
multiple stationary and trusted base stations (BSs). Based on this protocol, confidentiality
was attained, whereas protection against DoS, replay attacks, man-in-the-middle attacks,
impersonation attacks, and node-tampering attacks was obtained. Unlike other similar
protocols, this protocol can enable the simultaneous authentication of multiple UAVs en-
dowed with unique PUFs at the lowest possible computation time and communication
cost by exploiting a spanning tree algorithm, while having a running time in order of O(n),
where 7 is the number of UAVs. In particular, this protocol facilitated authentication in
dynamic multi-hop propagation scenarios with varying mobility and topology, including
multi-UAV and UAV-to-BS communication links. Depending on the number of iterations
of the execution of the algorithm, single or multiple attacks could be opposed.

Table 3. Synopsis of recent research works on hardware-based authentication mechanisms for the
IoD.
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References Key Technologies Network Type Threat Model and Verification Benefits
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low authentication time

In [70], PUFs were used to strengthen the mutual authentication procedure in UAV-
to-GS and inter-UAV connections, while keeping this procedure less demanding in terms
of communication, computation, and storage requirements. In this regard, a lightweight
protocol, entitled SecAuthUAV, was presented, and a wireless network was considered
that consisted of a GS as well as legitimate and resource-constrained UAVs equipped with
PUFs. By applying a 32 bit challenge, these PUFs could give a response of 320 bit with a
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response time of 0.4 ps. In each session, this protocol aimed to generate unique secret keys
and maintain mutual authentication, anonymity, and forward secrecy. Additionally, this
protocol was resilient against typical security threats (e.g., masquerade, man-in-the-middle,
replay attacks, cloning attacks, and physical attacks) and was able to trace any tampering
attempt. A typical security analysis based on Mao and Boyd logic along with a traditional
cryptanalysis were used to validate the powerful security features of SecAuthUAV. In addi-
tion, simulation results were provided to ascertain the performance of this authentication
protocol in NodeMCUv3.0 and Raspberry Pi 3B simulation environments, when several
mathematical and cryptographic operations (e.g., XOR, pseudo-random number generation
(PRNG), and hash functions) were carried out. In [71], Drone-MAP, a mutual authentication
protocol for 5G UAV-aided backhaul networks, was proposed to avoid common security
attacks (e.g., eavesdropping, impersonation, and replay attacks). The goal of this protocol
was to establish secure sessions and meet the confidentiality and untraceability require-
ments in communication scenarios with a single BS and multiple UAVs. This protocol
could also avert unauthorized access without exploiting PKI or ECC encryption. In this
respect, this protocol generated unique secret keys via PUFs with 32 bit responses and
32 bit challenges. Thus, no typical memory units were necessary to store sensitive data.
A Raspberry Pi 3B was used to implement Drone-MAP, and a security analysis was pro-
vided along with performance results to reveal the benefits of this protocol with regard to
computation time. Moreover, PCAP, an energy-efficient and computation-efficient mutual
authentication protocol for secure UAV-to-GS communication links, was proposed in [72].
PCAP was related with a PUF unit and a chaotic system with non-linear behavior. More
importantly, the CRP of the PUF initialized the chaotic system that was highly sensitive
to initial conditions and could be used as a PRNG to facilitate the generation of the secret
session key. In this regard, a series of event driven simulations based on OMNeT++ were
conducted in a 150 x 150 m? square network region and demonstrated that PCAP could
effectively distinguish legitimate and malicious UAVs and clearly outperformed traditional
cryptographic methods without high computational and energy demands. In addition,
a Trusted Execution Environment (TEE) was developed in [73] using ARM’s TrustZone
technology and drones with built-in field-programmable gate array (FPGA)-based Ring
Oscillator (RO) PUFs as digital fingerprints of an onboard companion computer, LIght
Detection and Ranging (LiDAR) sensors, and a flight controller. In order to demonstrate the
two-phase (i.e., the enrollment phase and the device authentication phase) authentication
procedure, a RaspberryPi, a Pixhawk2, and a LiDAR Lite V3 by Garmin were used as
companion computer, flight controller, and LiDAR sensor, respectively. Additionally, a
Cmod A7 FPGA board was selected to implement the RO PUFs, which supported 8 bit
challenges and 8 bit responses.

In the context of PUFs, memristors have recently been proposed as effective entropy
sources for IoD scenarios. Memristors represent non-volatile electronic memory devices
that hold a memory in the form of programmable resistance and ensure more compact cell
size than typical Complementary Metal-Oxide-Semiconductor (CMOS) implementations.
Memristor-based PUFs maintain an internal resistive state that relies on previously applied
current and voltage values and exploit not only the process variations, but also the intrinsic
randomness. Although this type of PUF is less susceptible to several physical attacks,
e.g., microprobing and photoelectric attacks, it suffers from certain reliability issues (e.g.,
stability, retention loss, and thermal variation). In [74], a cost-effective and non-intrusive
hardware-based authentication mechanism for drones was proposed, where PUF units
based on a “twins” memristors deployment were placed on the UAV and the GS. In this
direction, the current or the resistance of the memristors was used as the response of the
PUFs. Beyond one-to-one authentication, a scalable authentication protocol for UAV-to-BS
communications that leverages the K-Means clustering algorithm and the efficacy of PUF
chips was introduced in [75]. Since the position of the UAVs dynamically changes, multiple
clusters for different distances between UAVs and BSs could be formed using the clustering
algorithm. By transmitting the messages to proximate UAVs in a specific cluster, the flow of
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protocol messages was designated, whereas the entire propagation time and propagation
distance decreased. As the UAVs were vulnerable to security attacks, an onboard computer
that integrated PUF-based digital fingerprints was installed on each UAV to realize the
identification procedure via a CRP check. In the simulation setup, the BS was placed
at the center of the region. In addition, 100 randomly deployed UAVs were considered,
and their operations were performed using a Raspberry Pi 3B device. The simulation
results indicated that the proposed authentication protocol could surpass other protocols
with respect to the total authentication time. Overall, based on the existing authentication
schemes described in Sections 4 and 5, a classification of these schemes can be defined in
the IoD. This classification is illustrated in Figure 4.
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Figure 4. Classification of the recently proposed authentication schemes for the IoD.

6. Conclusions and Future Research Directions
6.1. Conclusions

As drones will be integrated as flying things in IoD networks, several possibilities
for novel applications and services are envisioned in the forthcoming years. However,
numerous security challenges and barriers exist that may prevent the IoD from maximizing
its impact on industry and society. Although the authentication of network nodes is a
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cornerstone for future IoD deployments, the use of complex cryptographic methods may
be severely restricted in scenarios where drones have limited onboard processing resources
and limited battery capacity or where dedicated cloud/fog/edge computing infrastructures
do not exist to facilitate the processing of large amounts of data. In this regard, the
development of lightweight, software-based or hardware-based authentication mechanisms
entailing lower complexity is expected to give great impetus to the establishment and
evolution of the IoD ecosystem.

This paper aimed to provide a convenient framework for the successful authentication
of network nodes through the IoD. In this direction, this paper initially provided a dis-
cussion and comparison of relevant review and survey papers. Then, this paper outlined
current trends on node authentication for the IoD. Moreover, this paper presented an
extensive overview and classification of recently proposed software-based authentication
methods with low computing requirements. In addition, this paper reviewed hardware-
based implementations of authentication solutions that leverage TPMs, HSMs, or PUFs. To
this end, the major outcomes of this paper can be summarized as follows:

e A trade-off between security and performance should be obtained in practical IoD
implementations.

e  The communication, computation, and storage costs, as well as the energy consump-
tion represent primal performance metrics for various authentication schemes.

e  Traditional cryptographic techniques, such as hash functions, PKI, and ECC, can be
used to mitigate malicious attacks.

e ML-based methods have opened up new opportunities for safeguarding security

and distinguishing legitimate and malicious nodes under dynamic and complex IoD
scenarios. Although ML algorithms usually require significant computing power,
running these algorithms on the cloud drastically increases the response and efficiency
of the IoD system.
Blockchain technology can provide an extra layer of security in a distributed manner.
Although the performance of conventional hardware-based authentication solutions
based on TPMs or HSMs is satisfactory, the role of PUFs in providing robust, cost-
effective, and feasible authentication solutions for the IoV is significant.

e  Hybrid authentication strategies that combine diverse techniques can enhance the
security level and build scalable IoV network architectures.

6.2. Future Research Directions

Aiming to foster further developments in this research field, several critical aspects of
IoD should be taken into account in future work as follows:

e  Newer authentication strategies for decentralized scenarios should be proposed. Ad-
ditionally, the dynamic distribution of IoD nodes and the mobility of drones during
secure data exchange should be considered in upcoming authentication schemes.

e  Asfar as vast amounts of data from multiple sources are available for training, the im-
plementation of smart IoD authentication models with more complex ML approaches
is suggested, such as Convolutional Neural Networks (CNNs) that facilitate vision-
based object detection and the tracking of a target drone by analyzing visual imagery.

e  Future work could be devoted to the upcoming field of quantum-based cryptography
that intends to replace the public key cryptosystems.

e  The development of more sophisticated hybrid authentication schemes (e.g., Blockchain-
based and SDN-based hybrid schemes for robustness and scalability or chaos-based
and quantum-based hybrid schemes for enhanced security) along with traditional cryp-
tography schemes is another upcoming research topic in the IoD, which needs critical
attention.

e  The CRP behavior of different types of PUFs in various environmental and physical
conditions should be more extensively studied to minimize possible faults during
authentication.
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e  Finally, small-scale, realistic experimental testbeds that use different types of drones
and adversaries for the same experiments are necessary to validate the hitherto theo-
retical results.
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CLAS Certificateless Pairing-Free Aggregate Authentication Scheme
CMC Command Center
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CoMAD Context-Aware Mutual Authentication Protocol for Drone Networks
CP Cyclic Prefix

CPUF Controlled Physically Unclonable Function
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D-DoS Distributed Denial of Service

DNN Deep Neural Network

DoS Denial-of-Service

DY Dolev and Yao

ECC Elliptic-Curve Cryptography

ECDLP Elliptic Curve Discrete Logarithm Problem

ECDSA Elliptic Curve Digital Signature Algorithm
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FFT Fast Fourier Transform
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FPGA Field-Programmable Gate Array

GCS Ground Control Station
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ML
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ODIAP
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P2P
PARTH
PBFT
PBKDEF2
PER
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PKI

PLS
PRNG
PUF
ReRAM
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RFID
RIPEMD
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ROM
ROR
RPA
RPAS
RSA
RSSI
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SRAM
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TLS

Hyperelliptic Curve Cryptography

Hash-based Message Authentication Code
Hash-based Message Authentication Code Secure Hash Algorithmic
Hardware Security Module

Hardware Trojan

Integrated Circuit

Identity

Internet of Drones

Internet of Things

Intelligent Transportation Systems

Key Generation Center

Lightweight AKE Protocol for IoD Environment
Linear Discriminant Analysis

LIght Detection And Ranging

Lightweight Privacy-Preserving Scheme

Message Authentication Code

Message Digest

Mobile Edge Computing

Multiprecision Integer and Rational Arithmetic Cryptographic Library
Machine Learning

Onboard Unit

Optimized Identity Authentication Protocol

One Drone One Block

Orthogonal Frequency-Division Multiplexing
Peer-to-Peer

PUF based Authentication for Remote Hovering Devices
Practical Byzentine Fault Tolerance

Password-Based Key Derivation Function 2

Packet Error Rate

Powerful Intelligence Computer System

Public Key Infrastructure

Physical Layer Security

Pseudo-Random Number Generation

Physically Unclonable Function

Resistive Random-Access Memory

Radio Frequency

Radio Frequency Identification

RACE Integrity Primitives Evaluation Message Digest
Ring Oscillator

Random Oracle Model

Real-Or-Random

Remotely Piloted Aircraft

Remotely Piloted Aircraft System
Rivest-Shamir-Adleman

Received Signal Strength Indication

Roadside Unit

Smart Drone Controller

Software-Defined Networking

Software-Defined UAV network

Secure and Efficient autheNTIcation for uNmanned aErial vehicLes
Stochastic Gradient Descent

Secure Hash Algorithm

Secure Lightweight Proven Authenticated Key Agreement
Static Random-Access Memory
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ToAM Task-oriented Authentication Model
TPM Trusted Platform Module

UAV Unmanned Aerial Vehicle

VLOS Visual Line-of-Sight

WSN Wireless Sensor Network

XOR Exclusive-OR
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