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Highlights

What are the main findings?

• The paper proposes a collection of parametric models that can be used to simulate the
(range) performance of sensors employed in counter-drone systems (C-sUAS). These
sensors are based on different technologies (electro-optics, thermal infrared, acoustics,
radio frequency, radar, lidar).

• Standardised parameter values have been proposed for each model based on an exten-
sive review of the literature using publicly available data or commercially marketed
specifications. The proposed framework addresses the issue of malicious sUAS in its
entirety, balancing complexity and usability across its various models. This overview
of the problem provides a better understanding of the various factors affecting the
performance of the sensors employed in C-sUAS systems.

What are the implications of the main findings?

• The parametric nature of the models enables adaptable scenario-based simulations
under varying operational and environmental conditions, supporting mission plan-
ning, risk assessment, and large-scale system-level analyses. Therefore, the framework
provides a practical compromise between simplified empirical approaches and highly
detailed physics-based modelling.

• By enabling the use of default parameter values when detailed sensor specifications
are unavailable, the framework also supports realistic multi-sensor and sensor-fusion
studies in data-constrained environments.

Abstract

The primary objective of this document is to provide a structured reference for performance
evaluation of the different sensor technologies that can be found in counter-drone systems.
Standardised parametric models for the sensor(s), drone(s) and the external environment
are proposed, with the aim of predicting sensor performance under real-world conditions
in representative protective scenarios against hostile drones. In addition to defining these
models, the document introduces a set of standardised reference parameter values to ensure
consistency, comparability, and practical usability in cases where complete system data are
unavailable. A set of clearly stated assumptions will therefore be formulated, dictating the
boundary conditions for which the selected model can or cannot be used. The advantages
of the parametric and standardised approach are numerous. For example, it makes it
straightforward to compare the performance of different systems during a tender process,
given that a set of common parameters must be known and provided (supplier data or
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standardised default values) for each system. This modelling approach also reduces the
costs linked to practical field tests/deployment. Note that the focus is placed on developing
simpler models to ensure ease of use and practical applicability, while maintaining an
acceptable level of reliability and accuracy. The framework presented in this work is strictly
oriented towards the defensive sensing function of C-sUAS systems and does not address
effector design, kinetic engagement or offensive sUAS capabilities.

Keywords: sensors; modelling; performance evaluation; standardisation; CUAS; C-sUAS

1. Introduction
Unmanned aircraft systems (UAS), commonly referred to as drones, are becoming

prevalent in conflicts around the world [1–5], with NATO class 1 [6] small UAS (sUAS)
playing a particularly prominent role for both state and non-state actors [7,8]. In response
to the increasing use of sUAS, counter-small unmanned aircraft systems (C-sUAS), based
on various technologies, have been developed [9–11] to defend against this new threat.
These C-sUAS systems are used for security purposes, namely, to protect prisons [12],
airports [13] and critical infrastructures [14] from attacks by malicious drones. Due to the
limited number of standards regarding sensor performance evaluation, covering aspects
such as effective detection range under operational conditions, data encoding schemes,
and interoperability formats [15–17], the performance of these systems under operational
conditions cannot be reliably predicted from supplier-provided specifications alone. As
a result, it is difficult for the user to make a fair comparison of the claimed performances
of different C-sUAS systems based solely on the technical specifications (i.e., the system
datasheet) provided by the suppliers during a system selection process (i.e., procurement).

The main objective of this article is to provide a structured reference for evaluating
the performance of various sensor technologies employed in C-sUAS systems, in order to
facilitate decision-making and the selection of C-sUAS systems. The proposed framework
covers six sensor modalities commonly employed in C-sUAS systems: electro-optics (EO),
thermal infrared (TIR), acoustics (ACOU), radio frequency (RF), radar and lidar. By com-
bining sensor performance prediction models with various environmental models, it is
possible to simulate their actual performance (maximum detection range) once deployed in
the field, taking into account a generic sUAS model. Each parameter used in the different
models has been standardised according to specific criteria and is provided with a default
value that can be used to run the model.

To this end, this article addresses three research questions:

RQ1 How can the actual field performance (maximum detection range) of C-sUAS
sensors be simulated, considering the sUAS, the environmental conditions, and
the different sensor modalities employed in C-sUAS systems, and how does each
element of the scenario contribute to the final predicted performance?

RQ2 How can a generic sUAS and the external atmospheric factors (sun, rain, fog
and wind) affecting sensor performance each be captured through standardised
parametric models, with default values tied to identifiable input conditions?

RQ3 How can the detection performance of each sensor modality (electro-optics, thermal
infrared, acoustics, radio frequency, radar and lidar) be modelled, and how can
the influence of those environmental conditions be represented through modality-
specific loss models?

The remainder of the article is organised so as to answer these questions. Section 2
introduces the parametric sUAS model, with a default configuration derived from the DJI
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Mini 4 Pro. Section 3 defines the parametric models for the external atmospheric factors and
their condition-dependent default values. Section 4 presents the per-modality detection
and loss models used to evaluate the detection performance of sensors in C-sUAS systems,
together with a sensitivity analysis of the default parameter values (Section 4.9). Together,
these elements support the simulation of the field performance of C-sUAS sensors and the
contribution analysis of each element present in the scenario.

1.1. Standardisation Effort

Effectively addressing this issue requires the development of a comprehensive frame-
work dedicated to standardising all elements involved in a typical C-sUAS scenario. Within
this framework, several components must be considered. First, it requires the development
and formalisation of a parametric model capable of accurately representing the diverse
configurations and behaviours encountered in typical C-sUAS scenarios. Such a model
must be accompanied by clearly defined assumptions and boundary conditions, specifying
the context and limitations under which the model remains valid and applicable. Addition-
ally, the framework includes a set of standardised reference values and explicitly defined
default parameter values, proposed in this work, to support performance evaluation in
situations where complete system specifications are unavailable (a common challenge
in operational environments). These default values constitute a practical contribution
of this article, enabling consistent and reproducible assessments across C-sUAS systems.
A key contribution of this work is therefore the formal definition and provision of such
default parameter values within a coherent parametric modelling framework. While a
few isolated efforts exist—such as [18,19], which define the nominal range performance
for thermal imaging systems and test strategies with performance metrics to quantify the
capabilities of different C-sUAS systems—these efforts fall short of offering the comprehen-
sive, integrated approach required to ensure interoperability, consistency, and reliability
across the full spectrum of C-sUAS activities. A standardisation framework is built on the
following elements:

1. Standardised parametric modelling establishes a scenario-driven approach that incor-
porates drone characteristics, defines key system parameters, and ensures interoper-
ability with existing modelling and simulation tools.

2. Operational constraints and boundary conditions define the practical limitations of
deployment, including sensor placement and mobility, terrain and line of sight delim-
itations, environmental conditions, and temporal dynamics such as communication
and latency.

3. Sensor modality-specific standards integration builds upon existing Standardisa-
tion agreements (STANAGs) such as STANAG 4347 [18] and STANAG 4348 [20]
to promote consistency and harmonisation in performance metrics across different
sensing technologies.

4. Reference values and scenarios provide canonical threat profiles and standardised pa-
rameters for performance evaluation, supported by baseline configurations reflecting
representative operational contexts.

1.2. Sensors Goal Within DTIM Workflow

While this document focuses on modelling sensor performance, consideration of the
broader C-sUAS context, including the interplay of sensors, effectors, drones, and the envi-
ronment, remains essential. Because of their strong interdependence with sensing, related
aspects of drones and the environment are briefly examined in Section 2 and Section 3,
respectively. The proposed sensor models, presented in Section 4, can be integrated within
the variety of existing detection-to-mitigation frameworks [21,22]. This manuscript adopts
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the detection, tracking, identification and mitigation (DTIM) processing chain approach,
structured around four main steps. These four main steps, together with the transitions
linking them, are illustrated in Figure 1.

Figure 1. The DTIM processing chain represents the main tasks managed by the sensors and effectors
under the control of the C2 module in C-sUAS systems.

1. Detection (D): It relates to the fact that something has entered the area monitored by
the C-sUAS system. At this stage, the system is able to attribute a category to the
detected object such as sUAS, birds or insects.

2. Tracking (T): It refers to the action of keeping in memory an object’s movement over
time. Prioritisation rules on objects to follow and track are therefore implemented in
the core of the Command and Control (C2) module to ensure the strategy to adapt in
scenarios involving multiple sUAS.

3. Identification (I): It refers to the extraction and analysis of the main features of the
tracked sUAS. At this stage, the system is clearly able to distinguish and assign a class
to each detected sUAS (e.g., DJI Mavic 2, DJI Phantom 4, Parrot Anafi, . . . ) as well as
determine its side (i.e., cooperative vs. non-cooperative). Crucially, this identification
step relies on the use of an external database in most cases.

4. Mitigation (M): It relates to the physical interception of the sUAS platform, which
falls outside the scope of this work.

2. Drone Modelling
This section addresses the first part of RQ2 by defining a generic, parametric sUAS

model together with a standardised default configuration derived from the DJI Mini 4 Pro.
The main objective of this section is to introduce parametric models for the malicious

sUAS. These models are required to balance fidelity in representing sUAS signatures
with generality that ensures independence from specific sUAS platform. Characterising
these signatures provides the basis for evaluating the detectability of the target and, by
extension, the performance of C-sUAS systems during the design or evaluation of a given
defence system.

Section 2.1 first provides a classification of sUAS that characterises the types of plat-
forms considered in this study. Section 2.2 then uses this classification to highlight the
main reasons why such platforms are challenging for current C-sUAS systems. Finally,
Section 2.3 derives the corresponding sUAS signature models.

2.1. Drone Classification

In 2024, the multirotor and fixed wing drone markets were valued at approximately
$4.1 billion and $21.08 billion, respectively. Projections indicated that these markets are
expected to expand to $9.79 billion by 2029 and $170.95 billion by 2034 [23,24]. Given the
diversity of available sUAS models, this paper covers only a portion of them. From all
the classification schemes proposed for UAS classification [25,26], the NATO classification
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framework [6] has been selected. The sUAS considered in this manuscript fall within class 1,
specifically the micro and mini categories, whose main characteristics are summarised in
Table 1.

Table 1. Table containing the main characteristics of the Mini and Micro sUAS category, adapted
from [6].

Class Category Normal Operating Altitude Normal Mission Radius Example Platform

Class 1 (<150 kg) Mini (<15 kg) Up to 3000 ft. AGL Up to 25 km (LOS) DJI Mavic 3
Class 1 (<150 kg) Micro (<66 J) Up to 200 ft. AGL Up to 5 km (LOS) Black Hornet

2.2. Drone Challenges

The mini and micro sUAS categories, as defined in Section 2.1, represent low, small and
slow aerial drones that pose specific challenges for C-sUAS systems [27,28]. Due to their
low operating altitudes (up to 3000 feet above ground level (AGL)), the detection systems
require sensors to monitor airspace close to the ground, where significant environmental
clutter can degrade detection performance. Their reduced physical dimension, compared to
conventional airspace systems (manned aircraft for instance), further complicate detection,
as sensors must discriminate these small drones from background noise across multiple
spectral domains without significantly increasing the false alarm rate (FAR). Finally, the
relatively slow velocities of mini and micro sUAS, with the capability of hovering in static
positions, create additional detection difficulties, as such sUAS can seamlessly blend into
the surrounding environment and thus remain indistinguishable to C-sUAS systems.

2.3. Drone Signature

This section introduces the modelling parameters required to simulate a realistic mini
or micro sUAS. For each sensing modality, the characteristic signature of a generic sUAS is
first modelled independently, with its properties expressed through specific parameters.
These per-sensor parameters are compiled into reference tables at the end of each subsection
for clarity. Once all individual signatures have been established, they are all combined
to form a complete signature for a generic sUAS. This unified signature encapsulates all
relevant parameters, enabling the generation of drone models that can interact seamlessly
with any sensor described in Section 4. The number, type and fidelity of these parameters
scale with the complexity of the sensor model used in conjunction: a deliberate trade-off
privileges practical implementability over exhaustive physical fidelity so that the sUAS
model supports end-to-end DTIM processing chain simulation while yielding relevant
performance predictions.

2.3.1. Electro-Optics Signature

The term electro-optics (EO) encompasses the visible (VIS), near infrared (NIR), and
short-wave infrared (SWIR) spectral domains [29]. Within these domains, the detection
of a sUAS corresponds to an object detection task, a problem that has been well studied
in the computer vision and pattern recognition communities [30–33]. In this context,
geometric features such as size, shape and orientation directly determine its visibility
to EO sensors. To that extent, the parameter PCS, projected cross-section, is introduced.
This parameter refers to the silhouette that a 3D object would cast onto a perpendicular
plane to a given direction (i.e., direction of incoming radiation). The transformation
produces a two-dimensional projection characterised by horizontal dx_proj and vertical
dy_proj dimensions. Within this projected cross-section, another key parameter is the critical
dimension dcrit, which represents the effective size of a sUAS as seen on the sensor plane.
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Several methods exist to compute dcrit [34], each leading to different impacts on overall
sensor performance:

dcrit = min
(
dx_proj , dy_proj

)
(1)

dcrit =
√

dx_proj · dy_proj (2)

In the case of Equation (1), dcrit represents the minimum dimension of the sUAS
whereas in the case of Equation (2), the root method is used so that dcrit represents the
average dimension of the sUAS. Depending on the scenario, one model will be selected:
the minimum method is a great choice to model the worst-case scenario but could be
very penalizing in practice since one dimension (height) is often very small compared to
the others.

Contrast of the sUAS with respect to the background is also an important parameter
to consider as it represents how well the sUAS is visible compared to the background.
In the EO domain, the contrast of the sUAS, CEO, can be expressed in a comparable
way to the Michelson contrast [35], with radiance used in place of luminance in order to
preserve generality.

CEO =
LsUAS − Lbg

LsUAS + Lbg
(3)

where the quantities LsU AS and Lbg denote the radiance of the sUAS and the
background, respectively.

Assuming the same illumination conditions for both the sUAS and the background,
CEO can be estimated from the reflectance factors:

CEO =
ρsUAS − ρbg

ρsUAS + ρbg
(4)

where ρsUAS and ρbg are the reflectance factors of the sUAS and background, respectively.
As a summary, the parameters impacting the EO signature can be found in Table 2.

Table 2. Table containing the EO signature parameters, with their name, symbol, and unit.

EO Signature-Parameter Set

Name Symbol Unit

Critical dimension dcrit m
sUAS reflectance ρsUAS –
sUAS EO contrast CEO –

2.3.2. Thermal Infrared Signature

In the thermal infrared (TIR) domain, the sUAS signature is likewise governed by geo-
metric factors, as in the EO domain discussed in Section 2.3.1, and can thus be modelled in
the same manner. In this context, sUAS visibility relative to the background is characterised
by its thermal contrast. This thermal contrast CTIR is used to model the influence of the
thermal signature of a drone. Defining TsUAS and Tbg as the apparent temperature of the
sUAS and the temperature of the background, respectively, CTIR is calculated as follows:

CTIR =
TsUAS − Tbg

TsUAS + Tbg
(5)

An overview of the parameters defining the TIR signature is provided in Table 3.
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Table 3. Table containing the TIR signature parameters, with their name, symbol and unit.

TIR Signature-Parameter Set

Name Symbol Unit

Critical dimension dcrit m
sUAS apparent temperature TsUAS K

sUAS thermal contrast CTIR –

2.3.3. Acoustic Signature

In the acoustic (ACOU) domain, the sUAS is mainly characterised by the sound
emitted during its flight, a very distinctive noise produced by the motors driving the sUAS
propellers [36–38]. The intensity of the produced noise (i.e., source level (in dB)), will be
modelled by the parameter |SL|. In practice, the value of this parameter varies according
to the flightpath taken by the sUAS. Indeed, some actions require more power from the
motor, hence creating more sound. In this publication, |SL| will be considered as a constant
value along the entire flight of the sUAS. Note that each quantity expressed in dB will be
denoted using this “bar notation” (i.e., | . . . |) throughout the remainder of this publication.

Another parameter to take into account is the frequency band of the emitted sound
fsound,sUAS as it describes the rate at which the sound waves oscillate, yielding to a spectral
characteristic of the signal. Studies have shown that the measured acoustic emissions
of sUAS are dominated by propeller-related noise, comprising both narrowband tonal
components and broadband noise [39,40].

The relevant quantities characterising the ACOU signature are listed in Table 4.

Table 4. Table containing the ACOU signature parameters, with their name, symbol, and unit.

ACOU Signature-Parameter Set

Name Symbol Unit

sUAS sound level |SL| dB
sUAS sound frequency fsound,sUAS kHz

2.3.4. Radio Frequency Signature

In the radio frequency (RF) domain, the sUAS might communicate with its pilot and/or
GNSS constellation(s) during its flight, depending on the type of antenna (transmitting
(Tx) and/or receiving (Rx)) equipping the sUAS. Its RF signature is therefore governed
by the characteristics of these antennas, which constitute the interface responsible for
radiating or receiving electromagnetic waves [41,42]. The radiation pattern of an antenna is
a combination of two different contributions [43]:

• The main lobe which corresponds to the region of the radiation pattern which contains
the direction of maximum radiation.

• The (multiple) side lobes which correspond to the unwanted radiations in undesired
directions (i.e., losses).

In this manuscript, side lobe effects and relative position of the sUAS in space are
neglected in the modelling of the RF signature. For simplicity, the antenna main lobe is
assumed to face the detecting system and is denoted by |GsUAS,ant|. Using the index i to
denote the antennas equipping the sUAS, a baseline configuration is then characterised
by their power values PsUAS,anti , the corresponding gains |GsUAS,anti | and the operating
frequency bands fsUAS,anti covered by antenna i.

The set of parameters employed to represent the RF signature is summarised in Table 5.
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Table 5. Table containing the RF signature parameters, with their name, symbol, and unit.

RF Signature-Parameter Set

Name Symbol Unit

sUAS antenna power PsUAS,anti W
sUAS antenna gain |GsUAS,anti | dB

sUAS antenna frequency fsUAS,anti GHz

2.3.5. RADAR Signature

In the RADAR domain, the sUAS is mainly characterised by the reflection of the
incident signal, which depends on its spatial orientation as well as physical properties such
as size, material, and shape. The interaction is described by the radar cross-section (RCS),
noted σradar(θ, ϕ), a parameter quantifying the amount of reflected signal as a function of
the incident angle [44,45]. Due to its angular dependency, the RCS is typically represented
by a polar plot.

In the case of typical commercial sUAS, RCS variations are minimal. Therefore, a
constant average RCS value, denoted σ̄radar, can be used in the following, eliminating
the need to update it at each simulation step based on the drone’s relative position and
orientation in space. This average value is calculated as an integral over the full RCS
diagram, as illustrated in Equation (6):

σ̄radar =
1

4π

∫ 2π

0

∫ π
2

− π
2

σradar(θ, ϕ) cos ϕ dϕ dθ (6)

Alternatively, the mean RCS value σ̄radar can be used in cases where information
regarding RCS measurement is missing for a specific angular orientation (θ, ϕ). The use
of a single mean RCS value is a deliberate simplification that allows the range models to
remain simple and analytically solvable. In practice, the RCS of a sUAS varies with its
orientation relative to the radar, which can lead to important fluctuations depending on the
relative orientation between the sUAS and the radar. However, the parametric structure of
the framework accommodates this: readers with access to measured RCS data for a specific
aspect angle can substitute the corresponding value for ¯sigmaradar. The influence of the
RCS on the predicted detection range is quantified in Section 4.9. For clarity, the parameters
associated with the RADAR signature are reported in Table 6.

Table 6. Table containing the RADAR signature parameters, with their name, symbol, and unit.

RADAR Signature-Parameter Set

Name Symbol Unit

Mean RCS σ̄radar m2

2.3.6. LIDAR Signature

In the LIDAR domain, the interaction between the emitted laser pulse and the sUAS
is captured through the LIDAR cross-section (LCS) parameter, denoted σlidar(θ, ϕ) [46,47].
This parameter quantifies the intensity of the backscattered signal as a function of the
drone’s geometry (i.e., position and orientation) and physical characteristics (i.e., size and
material), following a formulation conceptually analogous to the radar cross-section (RCS)
introduced in Section 2.3.5.

Similarly to the RCS, a constant average LCS value, denoted σ̄lidar, can be obtained by
integrating over the complete angular response, as shown in Equation (7):
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σ̄lidar =
1

4π

∫ 2π

0

∫ π
2

− π
2

σlidar(θ, ϕ) cos ϕ dϕ dθ (7)

Alternatively, by approximating the sUAS as an equivalent sphere, the mean LCS
σ̄lidar can be estimated from the projected area Ap [46]. Denoting rsphere as the radius of the
sphere matching the sUAS dimensions and Tillum as the illumination factor accounting for
laser beam coverage, Ap can be expressed as follows:

Ap = π · r2
sphere · Tillum (8)

Finally, the proportionality between the mean LCS σ̄lidar and the projected area Ap

can be captured through a dimensionless scaling factor kLCS, which combines the object’s
diffuse reflectance with the directionality of its backscatter signal. A practical rule of thumb,
reported by Titterton [48], states that the LCS of an object is on the order of 10% of its
area projected towards the laser beam, i.e., kLCS ≈ 0.1. The mean LCS can therefore be
approximated such as

σ̄lidar ≈ kLCS · Ap (9)

Note that kLCS is an order-of-magnitude estimate, encapsulating the target’s diffuse
reflectance and backscatter directivity within a single coefficient that depends on the sUAS
materials, geometry, and aspect angle.

As discussed earlier for the RCS in Section 2.3.5, the use of a single mean value is a
simplification that neglects aspect-angle dependency. The same reasoning applies here:
readers with access to measured LCS data for a specific orientation can substitute the
corresponding value for σ̄lidar.

The parameters governing the LIDAR signature are summarised in Table 7.

Table 7. Table containing the LIDAR signature parameters, with their name, symbol, and unit.

LIDAR Signature-Parameter Set

Name Symbol Unit

Mean LCS σ̄lidar m2

2.3.7. Combined Signatures

By combining all the signature models developed in the previous sections, a general
signature of a generic sUAS can be obtained, as illustrated in Table 8. This general signature
table contains the set of required parameters that allows simulation of interactions between
any sUAS and any C-sUAS sensor developed in Section 4. In the context of standardisation,
standardised values (i.e., default values) are proposed in case where data related to sUAS
are not accessible/missing to the reader.

There are dozens of drone models that could have been chosen as the default model.
The methodology adopted in this article is to use a representative consumer sUAS for
which reliable technical data is publicly available, while ensuring that the selected sUAS
represents the characteristics of the most commonly deployed drones worldwide. Therefore,
market popularity, model representativeness and data availability were used as the main
selection criteria.
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Table 8. Table containing the complete signature parameters to model a generic sUAS, with their
symbol, unit and standardised value.

Generic sUAS Signature-Parameter Set

Parameter Standard Value

dcrit [m] 0.101 [49]
CEO [-] 0.5

TsUAS [K] 288.15 [49]
CTIR [-] 0.5
|SL| [dB] 80 [40,50]

PsUAS,anti [W] 0.1[49]
|GsUAS,anti | [dBi] 8 [51]
fsUAS,anti [GHz] 2.4 [49]

σ̄radar [m2] 0.01 [52–54]
σ̄lidar [m2] 0.006

Although exact sales figures for 2023/2024 are not yet available, DJI remains the
undisputed leader in the consumer drone market, with over 70% market share [55,56].
Models such as the DJI Mini 3 Pro, Mini 4 Pro and Air 3 have become the standard of choice
for the consumer and light professional sUAS markets

For the purposes of this document, the DJI Mini Pro 4 [49] has been selected as the
default model. This choice is motivated not only by its popularity, but also by the avail-
ability of detailed specifications required for the sUAS signature modelling (i.e., geometry,
mass, battery characteristics, . . .). Moreover, its physical and operational characteristics are
representative of the class 1 sUAS that constitute a large proportion of the platforms cur-
rently used by civilians. Therefore, the associated electro-optics, thermal infrared, acoustic,
radio frequency, radar and LIDAR signatures fall within the typical range expected for this
class 1 sUAS category.

The proposed framework is fully parametric. The DJI Mini 4 Pro serves only as
a default configuration used when platform-specific data are unavailable to the reader.
Conversely, if the specific data exist, they should be substituted directly into the model,
instead of the default values. In summary, the selected drone model should be evaluated as
a practical reference rather than a modelling constraint, ensuring the methodology remains
applicable as consumer drone designs evolve.

Assuming full illumination of the sUAS (Tillum = 1) and adopting the rule-of-thumb
value kLCS = 0.1 [48], the mean LCS is estimated at σ̄lidar ≈ 0.006 m2.

The contrast depends on a combination of scene-specific and target-specific factors
(background material, illumination angle, surface properties, thermal emissivity) that vary
considerably across operational scenarios and cannot be reduced to a single representative
default value. Setting the contrast to unity provides an upper-bound limit that isolates the
sensor and sUAS geometry from the scene-dependent variability.

In practice, the contrast value should be selected to reflect the complexity of the
background in the scenario. Representative values for different background conditions
are provided in Table 9. Readers can adjust these values to reflect their specific conditions,
and the impact on the predicted range can be assessed using the approach presented in
Section 4.9.

The minimum contrast Cmin defines the lowest contrast at which detection remains
possible (see Section 4.3.3). Laboratory experiments suggest a general perceptual thresh-
old of Cmin = 0.01 for a wide range of targets and conditions [57]. For small targets, a
higher value of Cmin = 0.05 is recommended [58]. This work adopts Cmin = 0.05 as the
standardised default value for the minimum contrast, as the framework focuses on sUAS
(i.e., small targets).
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Table 9. Representative contrast values for different background conditions and standardised mini-
mum contrast threshold.

Parameter Background/Condition Value Source

CEO/TIR [-]
Air/sky (clear) 1.0 Upper bound

Vegetation/buildings 0.5 –
Low-contrast clutter 0.2 –

Cmin [-] General perceptual threshold 0.01 [57]
Small targets (sUAS) 0.05 [58]

3. Environment Modelling
Continuing with RQ2, this section models the external atmospheric factors affecting

sensor performance as standardised parametric models, each assigned condition-dependent
default values.

The objective of this section is to define standardised environmental parameters and
quantify their influence on C-sUAS sensor performance. Following the methodology
established in Section 2, each environmental factor is first characterised independently
before being integrated into a unified environmental model. This provides a generic yet
flexible representation of environmental effects, allowing users to select context-appropriate
parameter values and simulate realistic sensing conditions.

This section is organised as follows. Section 3.1 defines the illumination conditions
considered in this study. Section 3.2 introduces specific models for the identified weather
conditions (sun, rain and fog). Section 3.3 defines the wind conditions considered in
this study. Section 3.4 provides a summary table of all parameters and their associated
condition-dependent default values introduced across the preceding subsections.

3.1. Day/Night Cycle

The ambient light has a direct impact on EO sensors performance as these sensors
rely on light reflections on an object to trigger a detection. The discrepancy between day
and night lies in the amount of light present within the scene. This phenomenon can be
modelled by introducing the concept of illuminance Ev for the sensors working in the
visible domain. This quantity reflects the amount of radiation that can reflect on any object
and/or environment so that we can pick them up after reflection. Illuminance values
corresponding to different states of an average day/night can be found in Table 10 [59,60].

To characterise any scene, three key states (from Table 10) of an average day/night
cycle will be selected:

• Clear and sunny sky: 70 klx
• Twilight: 3 lx
• Night: 10 mlx

The clear and sunny sky represents the average amount of sunshine on an average
day. It has been calculated by taking the average of the minimum and maximum values
observed in such conditions. The twilight value has been directly derived from Table 10.
This value marks the boundary between ambient light (higher values) and residual light
(lower values). Finding a specific value for the night case is more difficult than the previous
case, especially with the light pollution in many places. The value proposed in the standard
is considered to be a quarter moon illumination, separating the “normal” night illumination
(higher values) and the “limited” night illumination (lower values).
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Table 10. Table containing the illuminance values Ev corresponding to different states of an average
day/night.

Ev [lx] State of the Day

0.0001 Moonless overcast night sky
0.001 Moonless clear night sky
0.01 Quarter Moon
0.25 Full Moon on a clear night

1 Moonlight at high altitude at tropical latitudes
3 Dark limit of civil twilight under a clear sky

400 Sunrise or sunset on a clear day
32,000 Minimum sunlight on an average day
100,000 Maximum sunlight on an average day

In summary, any C-sUAS scenario involving EO sensors must include either the scene
illumination directly, or the state of the day from which an illumination value will be
derived, as illustrated in Table 11.

Table 11. Table summarising the standardised parameter values characterising different day/night
conditions.

Day/Night Cycle-Parameter Set

Parameter Condition Standard Value

Ev [lx]
Clear/Sunny 70,000

Twilight 3
Night 0.01

3.2. Weather

Weather conditions directly affect the propagation path, thereby reducing the effective
detection range of sensors. Three weather conditions are considered in this study: clear-sky
(sun), rain and fog. The first represents baseline propagation under optimal conditions,
while the latter two introduce additional attenuation that degrades sensor performance.
Section 3.2.1 introduces atmospheric attenuation under clear-sky conditions, establishing
the baseline propagation loss for an unobstructed scenario. Section 3.2.2 characterises
rainfall regimes and defines input conditions with specific parameter values assigned to
each case. Section 3.2.3 characterises visibility conditions and defines input conditions with
specific parameter values assigned to each case.

3.2.1. Sunny Weather

The sunny weather corresponds to the baseline scenario of the sensor performance
standard. In fact, sunny weather represents ideal weather since no disturbance is induced
with regard to the various sensor technologies.

The atmosphere is made up of several elements, which all contribute to the total
atmospheric attenuation. The power loss follows the exponential Beer–Lambert law [61].
For a signal propagating over a path length z at wavelength λ and at a given constant
height, the atmospheric transmittance τ(λ, z) is expressed as

τ(λ, z) = 10−σ(λ)·z/10 (10)

where τ(λ, z) represents a fraction of the signal power transmitted through the at-
mosphere (dimensionless, between 0 and 1) and σ(λ) is the atmospheric extinction
coefficient (dB/km).
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The attenuation coefficient σ(λ) is defined in terms of absorption and scattering
coefficients for molecules and aerosols:

σ(λ) = αm(λ) + αa(λ) + βm(λ) + βa(λ) (11)

where αm/a(λ) and βm/a(λ) are the attenuation and scattering coefficients for molecules
and aerosols, respectively.

In summary, any C-sUAS scenario involving sunny weather must include either the
total atmospheric attenuation coefficient, or the individual attenuation and scattering
coefficients for the different constituents. A standardised value for the total atmospheric
coefficient is proposed in Table 12 [62].

Table 12. Table summarising the standardised parameter value characterising the sunny weather.

Sunny Weather-Parameter Set

Parameter Condition Standard Value

σ(λ) [dB/km] Clear/Sunny 0.43

3.2.2. Rainy Weather

Under rainy conditions, all sensing modalities employed in C-sUAS applications expe-
rience performance degradation mainly due to scattering and absorption phenomena [63].
This results in a drop in the amount of signal received by the sensor, hence reducing
its range performance. For EO/IR sensors, it translates into a contrast reduction due to
’random’ fluctuations in lighting across the scene [64]. In RF and RADAR sensors, the
scattering and absorption becomes more pronounced at higher operating frequencies (X,
Ku and Ka bands) [65]. For ACOU sensors, rain introduces additional background noise,
thereby limiting the practical detection range [66]. The overall effects of rainfall on each
sensing modality are summarised in Table 13.

Table 13. Table containing the various rain impacts to be considered, according to the sensor technology.

Sensor Nature of Impact

EO Lower visibility, scatter and absorption
IR Lower visibility, scatter and absorption

ACOU Additional background noise
RF Scatter and absorption (frequency)

RADAR Scatter and absorption (frequency)
LIDAR Scatter and absorption

Rainfall conditions are characterised using the rainfall rate parameter, Rrain (mm/h),
which quantifies precipitation intensity over a given period of time [67]. In the context
of standardisation, three rainfall regimes, with their representative mean precipitation
rate [68], are considered:

• Slight rainfall regime: Rrain = 1 mm/h
• Moderate rainfall regime: Rrain = 6 mm/h
• Heavy rainfall regime: Rrain = 30 mm/h

Advanced models rely on the rain drop size to determine the backscatter and the
attenuation of the overall signal. The rain droplet size distribution could be represented by
an exponential or gamma distribution but will not be investigated within this article.

In summary, any C-sUAS scenario involving rain must include either the precipitation
rate values, or the rain class from which a standardised value will be derived, as shown in
Table 14.
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Table 14. Table summarising the standardised parameter values characterising different rainfall conditions.

Rainy Weather-Parameter Set

Parameter Condition Standard Value

Rrain [mm/h]
Slight 1

Moderate 6
Heavy 30

3.2.3. Foggy Weather

Unlike rain, fog does not impact all the C-sUAS sensors [69,70]. In fact, fog contains
water droplets that have similar effects to those described for rain. For EO and TIR sensors,
the reflected signal is scattered and absorbed by the water droplets contained in fog, hence
reducing the visibility and contrast, leading to a smaller detection range. Scattering of the
reflected signal severely affects LIDAR technology due to its small wavelength. On the
other hand, RF, RADAR and ACOU are unaffected by fog. The various effects mentioned
above are summarised in Table 15.

Table 15. Table containing the various fog impacts to be considered, according to the sensor technology.

Sensor Nature of Impact

EO Lower visibility, scatter and absorption
IR Lower visibility, scatter and absorption

ACOU Unaffected
RF Unaffected

RADAR Unaffected
LIDAR Scatter and absorption

Fog conditions are characterised using the visibility parameter, V (m), which quantifies
the maximum distance at which an object can be clearly seen. The extinction coefficient
σf og (km−1) models the quantity of light that is lost over distance. It can be estimated from
the visibility, by using the relationship established by Koschmieder [71,72] as shown in
Equation (12).

σf og ≈ − ln(0.02)
V

(12)

In the context of standardisation, three fog regimes with their representative mean
visibility value [73–75] and extinction coefficients are considered:

• Light fog: V = 800 m, σf og = 4.89 km−1.
• Moderate fog: V = 400 m, σf og = 9.78 km−1.
• Dense fog: V = 100 m, σf og = 39.12 km−1.

Advanced models rely on the characterisation of liquid water content within the fog.
Parameters such as the mass of water content or the droplets’ size distribution are used
to represent the water present within the fog. Following the same methodology, for each
fog class, a liquid water content LWC interval can be associated to each fog class [76–79].
Standardised values are proposed in Table 16.

In summary, any C-sUAS scenarios involving fog must specify either the visibility
value or the corresponding extinction coefficient as well as the liquid water content. If these
values are not provided, standardised values will be assigned based on the fog class of the
scenario, as shown in Table 16.
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Table 16. Table summarising the standardised parameter values characterising different fog conditions.

Foggy Weather-Parameter Set

Parameter Condition Standard Value

V [m]
Light 800

Moderate 400
Dense 100

σf og [km−1]
Light 4.89

Moderate 9.78
Dense 39.12

LWC [g/m3]
Light 0.05

Moderate 0.2
Dense 0.5

3.3. Wind

Among the various sensor modalities, the ACOU modality is uniquely susceptible to
external wind interference. Wind acts as an external source of noise, named background
noise, which alters the acoustic environment. This disturbance affects both the velocity
and trajectory of sound wave propagation, leading to phenomena such as refraction and
scattering [80]. As a result, it becomes challenging to distinguish the spatial localisation of
the original drone signal. In addition, the wind can partially mask the signal emitted by
the sUAS, making it more difficult for the ACOU sensor to detect the sUAS [81,82]. For all
the other C-sUAS sensor modalities, the nature of the impact due to the presence of the
wind is mainly indirect: the wind has no impact on the detection range of the sensors but
rather introduces small disturbances to the scene. For EO and TIR sensors, the wind may
disturb the sensor platforms, adding blur or artefacts to the images acquired [83]. In the
case of RADAR and RF sensors, the wind may interact with the small elements present in
the scene (for instance vegetation or loose objects), leading to the creation of clutter that
will trigger false alarms [84]. Finally, no major effects have been reported in the literature
related to wind on LIDAR measurements. The above effects are summarised in Table 17.

Table 17. Table containing the various wind impacts to be considered, according to the sensor technology.

Sensor Nature of Impact

EO Indirect: Blurring due to destabilisation
TIR Indirect: Blurring due to destabilisation

ACOU Direct: SNR reduction
RF Indirect: Creation of clutter

RADAR Indirect: Creation of clutter
LIDAR Indirect: No major effects

Wind conditions are characterised by the wind velocity parameter vwind (km/h),
representing the mean wind speed over a given period. According to the Beaufort wind
scale [85], 13 wind classes are defined, each associated with a specific speed range. However,
as this study focuses on class 1 sUAS, only operationally relevant conditions, corresponding
to wind forces up to level 6 (≈12.3 m/s), are considered, since higher intensities exceed
typical Commercial off-the-shelf (COTS) platform limits [86]. Within this restricted range,
representative wind categories and their corresponding standardised wind velocity values
are summarised in Table 18. Note that the wind velocity values were calculated as the
average of their respective intervals according to the Beaufort scale.
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Table 18. Table summarising the standardised parameter values characterising different wind conditions.

Wind-Parameter Set

Parameter Condition Standard Value

vwind [m/s]

Calm 0.3
Light Air 0.9

Light Breeze 2.45
Gentle Breeze 4.4

Moderate Breeze 6.7
Fresh Breeze 9.35
Strong Breeze 12.3

3.4. Environmental Model-Parameter Set

By combining all the environment models developed in the previous sections, a
general environment model can be obtained, whose parameters are gathered in Table 19.
This general environment table compiles the parameters required to simulate interactions
between the external environment and any C-sUAS sensor model described in Section 4.
Each environmental factor is divided into categories to quantify its impact across different
situations. Standardised values are also provided to ensure consistency in cases where
specific environmental data are unavailable.

Table 19. Standardised environmental parameters used to model external conditions and their
representative values. Each parameter is associated to the appropriate environmental factor.

Environmental Model-Parameter Set

Environmental Factor Parameter Condition Standard Value

Clear/Sunny 70,000
Day/Nigh Ev [lx] Twilight 3

Night 0.01

Sun σ(λ) [dB/km] Clear/Sunny 0.43

Slight 1
Rain Rrain [mm/h] Moderate 6

Heavy 30

Light 800
Fog V [m] Moderate 400

Dense 100

Light 4.89
Fog σf og [km−1] Moderate 9.78

Dense 39.12

Light 0.05
Fog LWC [g/m3] Moderate 0.2

Dense 0.5

Calm 0.3
Light Air 0.9

Light Breeze 2.45
Wind vwind [m/s] Gentle Breeze 4.4

Moderate Breeze 6.7
Fresh Breeze 9.35
Strong Breeze 12.3

4. Sensor Modelling
This section addresses RQ3 by presenting, for each sensor modality, a detection model

together with modality-specific loss models that capture the influence of the environmental
conditions defined in Section 3.
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The objective of this section is to evaluate the detection range performance of sensors
employed in defensive C-sUAS systems across the full electromagnetic and acoustic spec-
trum in order to assess their level of protection against malicious sUAS. For each sensor
modality, the operating principle is first introduced, followed by a parametric model for
predicting the detection range, and the corresponding loss model quantifying the influence
of environmental conditions on that predicted range. All models follow a deterministic
parametric approach: each parameter takes a fixed value, independent of any probabil-
ity distribution. Each model is also associated with a complexity level, defined by the
underlying hypotheses and the number of input parameters required.

The framework presented in this manuscript focuses on the prediction of maximum
detection range, which constitutes the most fundamental performance metric for any
C-sUAS sensor: a sUAS that cannot be detected cannot be tracked or identified, as illustrated
in Figure 1. However, the proposed models already provide some hints for evaluating
additional performance metrics. For instance, in the electro-optics and thermal infrared
models, the task parameter (lptask) can be set to different values (1, 4 or 8) to predict
detection, recognition or identification ranges through the Johnson model. Moreover,
the TTPF scaling factor (nTTPF) directly maps to the probability of detection through
the target transfer probability function. On the same page, in the acoustic and radar
models, the detection threshold (SNRmin) is linked to the probability of detection and the
probability of false alarm through classical detection theory. These parameters allow the
user to evaluate different operation points within the existing framework without requiring
structural modifications.

This section is organised as follows. Section 4.1 defines the predicted range metric R∗
used consistently across all sensor models. Section 4.2 introduces the classification of sensor
modalities into active and passive technologies, covering the six modalities considered in
this study: electro-optics (EO), thermal infrared (TIR), acoustics (ACOU), radio frequency
(RF), radar, and lidar. For each modality, a dedicated subsection presents its operating prin-
ciple (Sections 4.3–4.8), the corresponding range model with full mathematical derivation
and a standardised parameter table, and the applicable loss model with its impact on the
predicted range performance. Section 4.9 evaluates the robustness of the proposed frame-
work through a sensitivity analysis of three sensor modalities: EO, ACOU and RADAR.
The analysis identifies the parameters that are expected to have a strong influence on the
predicted detection range. The platform’s impact on the detection performance is also
quickly illustrated.

4.1. Predicted Range Definition

The predicted range R∗ corresponds to the Euclidean distance between the sUAS and
the sensor in 3D space. Denoting the coordinates of the sUAS as (xi, yi, zi) and the sensor
as (xj, yj, zj), the relationship is

R∗ =
√(

xi − xj
)2

+
(
yi − yj

)2
+
(
zi − zj

)2 (13)

Assuming an orthonormal reference frame where the x-axis is aligned with the line-
of-sight (LOS) between the sUAS and the sensor, the contribution along the y-axis is null:(
yi − yj

)
= 0. The term

(
zi − zj

)
represents the altitude difference between the sUAS and

the sensor. In typical sUAS scenarios, the horizontal distance significantly exceeds the
altitude difference (i.e.,

∥∥xi − xj
∥∥ ≫

∥∥zi − zj
∥∥). Therefore, the effect of altitude becomes

negligible, and the predicted range approximates the horizontal distance Rx between the
sUAS and the sensor:

R∗ ≈ Rx (14)
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4.2. Sensor Classification

In the context of C-sUAS systems, the sensors used in these systems are chosen from
one of the following six technologies: Electro-optics (EO), Thermal infrared (TIR), Acoustic
(ACOU), Radio frequency (RF), Radio detection and ranging (RADAR) and Light detection
and ranging (LIDAR). These sensing technologies can be categorised according to their
operating mode: active or passive [87–92]. Active sensors emit controlled energy towards
the environment or a detected object (thanks to a controlled artificial source), whereas
passive sensors do not emit energy and instead rely on naturally occurring radiation from
the environment or the detected object itself.

4.3. EO Sensor
4.3.1. EO Technology

An EO sensor is typically a passive sensor. This technology relies on light reflections
(i.e., reflected phenomenology): incoming light rays from an external light source (the
sun or the moon for instance) illuminate the drone. As the rays reach the drone, they
are reflected in various directions depending on their angle of incidence and the sUAS’s
properties. A portion of these rays is reflected and collected by the optics of the EO sensor,
hence receiving photons originating from both the sUAS and the external environment [93].
In this paper, EO systems are defined as systems that include the spectral region from
0.4 to 3 µm. This corresponds to the following bands:

• Visible (VIS): 0.38–0.78 µm
• Near infrared (NIR): 0.78–1.1 µm
• Shortwave infrared (SWIR): 1.1–3 µm

4.3.2. EO Range Models
Johnson’s Criteria

A first attempt to predict the maximum range of an EO sensor was realised by John
Johnson in the 1950s [94,95]. His model, known as the Johnson’s criteria, associates a
range performance with a particular DTI task that has a 50% chance of success. The model
imposes the minimum required spatial frequency, expressed in terms of line pairs across
the critical dimension of a sUAS, to a probability that an observer could realise the specified
DTI task, assuming that the sUAS visible contrast Cvisible is greater than the sUAS minimum
contrast Cmin required at the sensor’s image plane.

The first step of the Johnson’s criteria is to determine the critical dimension, dcrit of the
sUAS. This parameter has already been discussed in the section related to the EO signature
of the sUAS (see Section 2.3.1).

Once dcrit has been computed, the second step consists of computing the immediate
field of view (IFOV). For a generic EO system, the IFOV can be obtained by dividing the
horizontal field of view (HFOV) (resp. vertical field of view (VFOV)) by the number of
pixels in that direction NH (resp. NV) [96]:

IFOV =
HFOV

NH
=

VFOV
NV

(15)

Using the pixel on target method [97], the required number of pixels per meter (PPM)
is derived from Johnson’s criteria to determine the resolution necessary for a given detection,
recognition, or identification (DRI) task. This approach relies on the concept of line pairs
(lptask), representing the spatial frequency that must be resolved to achieve task success.
Based on Johnson’s original work, STANAGs [18,20] define typical thresholds as lp = 1, 3, 6
for D, R, and I tasks, respectively, corresponding to best-case performance conditions. To
provide a more realistic estimation, this study adopts the following standardised average
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values: lp = 1, 4, 8 for D, R, and I tasks, respectively. The results are summarised in
Table 20.

Table 20. Table summarising the line pair values, based on the task selected.

Task Mean Value STANAG Value Standard Value

Detection 1.0 ± 0.25 1 1
Recognition 4.0 ± 0.8 3 4

Identification 6.4 ± 1.5 6 8

Combining the values provided in Table 20 with the critical dimension of the sUAS,
the parameter PPM can be computed as follows:

PPM =
2 · lptask

dcrit
(16)

where the parameter lptask should be replaced by the line pair value corresponding to the
desired DRI task from Table 20. Note that the factor “2” represents the conversion rate for
converting a line pair into an equivalent number of pixels.

The last step is to determine the maximum range performance, Rmax,johnson of the EO
sensor from the IFOV and PPM parameters previously determined:

Rmax,johnson = PPM−1 · IFOV−1 =
dcrit

2 · lptask
· NH

HFOV
(17)

Target Transfer Probability Function

The predicted range performance calculated using Equation (17) corresponds to a 50%
probability of success for a given task. This value originates from Johnson’s experimental
studies, in which observers were asked to discriminate objects at specific levels. The
50% threshold thus reflects the statistical variability inherent to the human visual system.
Nevertheless, it is straightforward to extend the model to account for other probability
levels. To this end, Holst [98] introduced the concept of the target transfer probability
function (TTPF), which defines a scaling factor to achieve a specified detection probability.
Denoting Pdesired as the target probability level of interest, the corresponding discrete scaling
factors are summarised in Table 21.

Table 21. Table mapping the nTTPF multipliers from the target transfer probability function, used to
modify the default 50% probability of success in Johnson’s criteria.

Target Transfer Probability Function (TTPF)

Pdesired 1.00 0.95 0.80 0.50 0.30 0.10 0.02 0.00
nTTPF 3.00 2.00 1.50 1.00 0.75 0.50 0.25 0.00

Denoting nTTPF as the scaling factor for a given probability of success Pdesired, the
maximum range performance, Rmax,TTPF is calculated as follows:

Rmax,TTPF =
dcrit

2 · lptask · nTTPF
· NH

HFOV
(18)

EO Range Model Parameter Set

As a summary, the sensor parameters used to model the C-sUAS performance of EO
sensing system can be found in Table 22. In the context of standardisation, standard values
(i.e., default values) are proposed in case where data related to EO sensor are unavailable to
the reader. These reference values are inspired from the specifications of state-of-the-art EO
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sensing systems such as NERIO-URL from Leonardo [99], MX-10 from L3 WESCAM [100]
and ARGOS-II from HENSOLDT [101] gathered in Table 23. One general observation
concerns data, particularly its accessibility in open-source context. It is quite difficult to
collect data for the parameters identified in the modelling as they are rarely published in
marketing brochures.

Table 22. Table summarising the standardised parameter values, inferred from state-of-the-art
C-sUAS systems, used to model EO C-sUAS systems.

EO Range Model Parameter Set

Parameter Standard Value

HFOV [°] 10
VFOV [°] 5.625

NH [pixels] 1920
NV [pixels] 1080
Pdesired [-] 0.50

Table 23. Table containing different EO C-sUAS systems with some open-source data that can be
used for modelling.

EO C-sUAS Systems-Database

Parameter NERIO MX-10 ARGO-II

HFOV [°] 0.28–9.3 1.2–31.2 1–20
NH [pixels] 1280 1920 1920
NV [pixels] 720 1080 1080

4.3.3. EO Loss Models

Atmospheric gases, aerosols and water vapour absorb and scatter part of the optical
signal as it propagates through the atmosphere, reducing the effective range performance of
EO sensors. To estimate the losses induced by the atmosphere, a simplified model, known
as the Kruse model is used.

Kruse Model

The Kruse model [62,102–104] is derived from the Beer–Lambert law introduced in
Section 3.2.1. This empirical model provides an estimation of the atmospheric attenuation
coefficient σ(λ) [dB/km] without requiring data of absorption and scattering coefficients
but rather expresses σ(λ) as a function of visibility V and wavelength λ as follows:

σ(λ) =
3.912

V
·
(

λ

0.55 · 10−6

)−q
(19)

where the parameter q is related to visibility:

q =



1.6 V > 50 km

1.3 6 km < V < 50 km

0.16V + 0.34 1 km < V < 6 km

V − 0.5 0.5 km < V < 1 km

0 V < 0.5 km

(20)

Note that this model was empirically derived and validated for wavelengths within
the VIS and NIR range and is therefore not directly applicable for the SWIR region.

Using Equations (19) and (20), the total atmospheric attenuation coefficient σ(λ) can
be determined. This attenuation impacts the range performance of the EO sensing system
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and is translated into a contrast reduction in the drone. The atmospheric transmittance
τ(λ, R∗) over the detection range R∗ is obtained from σ(λ) using the Beer–Lambert law
(Section 3.2.1). By introducing Cred and C0 as the reduced contrast of the sUAS and its initial
contrast, respectively, the effect of atmospheric attenuation on sUAS contrast is expressed
through the transmittance τ(λ, R∗) as follows:

Cred = C0 · τ(λ, z) (21)

By reducing its contrast, the sUAS may no longer be detected by the EO sensing
system. Indeed, the sUAS contrast has to be greater than a minimum contrast value Cmin to
ensure detection: Catm ≥ Cmin. To determine the maximum range performance of an EO
C-sUAS system with atmospheric attenuation considered, the following iterative procedure
must be followed:

1. Calculate the range performance of the EO system, without considering the atmo-
sphere model, using the Johnson model expressed in Equation (17).

2. Calculate the atmospheric attenuation coefficient σ(λ) [dB/km] developed in
Equation (19).

3. Calculate the sUAS contrast reduction using Equation (21).
4. Check whether or not the contrast reduction is still valid (i.e., Catm ≥ Cmin). If not,

reduce Rmax and restart from step (iii).

EO Loss Model Parameter Set

In summary, the parameters involved in the EO loss model are gathered in Table 24.
Standardised values are provided for cases where specific data are unavailable to the
reader. The standardised visibility value is derived from experimental UAS detection
studies [58,105], while the default wavelength corresponds to the average value of the
visible spectrum and should be replaced by the EO sensor’s operating wavelength when
known by the reader. The initial and minimum contrast values have already been discussed
in Section 2.3.7 and representative values have been presented in Table 9. Regarding
standardisation, the values C0 = 0.5 and Cmin = 0.05 were selected to represent an
operational scenario involving complex backgrounds (vegetation and/or buildings) and
focusing on sUAS (i.e., small drones).

Table 24. Table containing all the parameters (with standardised values) involved in the EO loss model.

EO Loss Models—Parameter Set

Parameter Standard Value

V [km] 10
λ [nm] 550
C0 [-] 0.5

Cmin [-] 0.05

4.4. TIR Sensor
4.4.1. TIR Technology

A TIR sensor is a passive sensing system. Unlike EO sensors, which rely on reflected
light, TIR sensors exploit radiated energy in the form of heat (i.e., radiated phenomenology).
This fundamental difference allows TIR systems to operate independently of external
illumination sources and even in complete darkness, since the signal of interest is completely
and directly emitted by the drone itself. Once radiated, the thermal energy propagates
through the atmosphere, while undergoing attenuation, before being collected by the
TIR sensor.
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For the purpose of this work, TIR systems are defined as systems that operate in the
spectral region from 3 to 15 µm. This range is typically divided into two different categories:

• Midwave infrared (MWIR): from 3 to 8 µm
• Longwave infrared (LWIR): from 8 to 15 µm

4.4.2. TIR Range Models
Johnson Criteria

Given a specific DTI task, the range performance, at 50% probability, of a TIR sensing
system can be estimated by using the Johnson criteria. As this model has already been
discussed in Section 4.3.2, only the main results are repeated for completeness. Note that
for TIR systems, the IFOV can be approximated by dividing the detector pixel pitch p by
the optics effective focal length foptics, using the small angle approach [106]:

IFOV ≈ p
foptics

(22)

The maximum range performance, Rmax,johnson, of the TIR sensor is given by the
following expression:

Rmax,johnson =
dcrit

2 · lptask
· NH

HFOV
≈ dcrit

2 · lptask
·

foptics

p
(23)

Minimum Resolvable Temperature Difference (MRTD)

The minimum resolvable temperature difference (MRTD) is defined as the smallest
temperature contrast between an object and its background at which the TIR sensor can
still resolve the object for a given spatial frequency. All other factors being constant, a
lower MRTD corresponds to improved range performance: the smaller the MRTD, the
farther the object can be detected. This is because increasing distance results in greater
atmospheric attenuation, thereby reducing the apparent temperature contrast observed by
the TIR sensor. A system with lower MRTD requirements remains capable of resolving the
object under such conditions.

Experimentally, the MRTD curve of a given TIR sensor can be determined in the
laboratory. This is commonly achieved using a set of 4-bar test targets with varying spatial
frequencies. The temperature of the blackbody source is adjusted until the bars are just
resolvable, yielding a pair of values (spatial frequency, minimum temperature difference).
Repeating this procedure across multiple targets produces an empirical MRTD curve,
which characterises the sensor’s performance across spatial frequencies. Similarly to the
Johnson model, a 50% probability of success is associated to the MRTD measurements.
The TTPF table can be used to account for another desired probability as discussed in
Section Target Transfer Probability Function.

When such experimental data are unavailable, MRTD can still be estimated using the-
oretical models such as the simplified Ratches–Lawson model [107] but they are generally
unusable in practice as they require the modular transfer function (MTF), which is typically
not available for a TIR camera.

Assuming that the MRTD is accessible, the following model describes how to predict
the range performance of a TIR system based on its MRTD curve.

The first step consists of calculating the spatial frequency of the drone fs,sUAS. It can
be calculated from the sUAS critical dimension dcrit and the number of line pairs lptask

associated to the DTI task:
fs,sUAS =

lptask
dcrit

(24)
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In such configuration, the length of one line pair, L1lp,sUAS, is calculated as follows:

L1lp,sUAS =
1

fs,sUAS
=

dcrit
lptask

(25)

The second step consists of calculating the temperature difference ∆T between the
sUAS and the background. Assuming no attenuation by the atmosphere, ∆T is calculated
as follows:

∆T = ϵsUAS · TsUAS − ϵbgTbg (26)

where ϵsUAS/bg and TsUAS/bg are the emissivity coefficients and apparent temperature for
the sUAS and background. The temperature difference calculated in Equation (26) is a
linearised approximation of the radiance between the sUAS and the background. Therefore,
this approximation is valid in the regime where the Planck function can be approximated
as linear over the temperature range of interest. In other words, this approximation
holds for small temperature differences. In particular, in the LWIR, the sensitivity of the
Planck constant to temperature being nearly constant, the approximation is highly accurate.
However, in the MWIR, this approximation introduces larger errors due to the steeper
slope of the Planck function (i.e., wide temperature dynamics in the MWIR domain), and a
full radiometric treatment would be required for high-accuracy predictions [98,108].

The third step consists of extracting the spatial frequency of the sensor fs,sensor (ex-
pressed in [lp/rad]) is extracted from the MRTD curve, using the temperature difference
value calculated in Equation (26):

MRTD( fs = fs,sensor) = ∆T (27)

Therefore, the IFOV (expressed in [rad/lp]) is given by the inverse of fs,sensor:

IFOV =
1

fs,sensor
(28)

Finally, the maximum range performance, Rmax,MRTD, is given by

Rmax,MRTD =
L1lp,sUAS

IFOV
=

dcrit · fs,sensor

lptask
(29)

TIR Range Model Parameters Set

As a summary, the sensor parameters used to model the C-sUAS performance of
TIR sensing system can be found in Table 25. In the context of standardisation, standard
values (i.e., default values) are proposed in case where data related to TIR sensor are
unavailable to the reader. These reference values are inspired from state-of-the-art TIR
sensing systems such as Boson from FLIR [109], Tau2 from FLIR [110] and Gobi+ from
Xenics [111] gathered in Table 26. Based on the mks-Ophir lens catalogue [112], one of the
biggest thermal infrared lens manufacturers, it was decided to set the pixel pitch to 10 µm
and the focal length between 20 and 800 mm for typical C-sUAS applications. Assuming
an HD format (NH = 1280, NV = 720), HFOV (resp. VFOV) varies between [0.92°; 36.67°]
(resp. [0.52°; 20.63°]).
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Table 25. Table summarising the standardised parameter values, inferred from state-of-the-art
C-sUAS systems, used to model TIR C-sUAS systems.

TIR Range Model Parameter Set

Parameter Standard Value

HFOV [°] 36.67
VFOV [°] 20.63

NH [pixels] 1280
NV [pixels] 720

p [µm] 10
foptics [mm] 20
MRTD [K] curve
Pdesired [-] 0.50

Table 26. Table containing different TIR C-sUAS systems with some open-source data that can be
used for modelling.

TIR C-sUAS Systems-Database

Parameter Boson Tau2 Gobi+

HFOV [°] 4–95 45 –
NH [pixels] 640 640 640
NV [pixels] 512 512 480

p [µm] 12 17 17

4.4.3. TIR Loss Models

As it was already the case for EO sensing systems, the presence of gases, aerosols
and water vapour in the atmosphere degrade the signal (absorption, scattering). The
Beer–Lambert law will be used as well to model the reduction in signal due to
atmospheric effects.

Beer–Lambert Law

Under non-ideal conditions, the signal attenuation induced by the atmosphere has
to be introduced in Equation (26) when calculating the measured temperature contrast
∆T. This atmospheric attenuation is represented by a complex function, scaling with the
path length between the system and the sUAS. Therefore, expressing the atmospheric
attenuation function by σ and the path length by Lpath, the temperature difference ∆T
between the sUAS and the background is calculated is follows:

∆T =
(

ϵsUAS · TsUAS − ϵbgTbg

)
· σ
(

Lpath

)
(30)

Assuming that the atmospheric attenuation is only impacted by the distance between
the system and the sUAS, a generic exponential decay can be introduced in Equation (30)
to model the attenuation:

∆T(z) = ∆T(0) · exp(−σ(λ) · z) (31)

where σ(λ) is the path attenuation coefficient depending on the humidity, atmospheric
composition, etc., and z the distance between the TIR system and the sUAS.

In such configuration, the maximum detection range, Rmax,beer, is obtained through an
iterative process. Indeed, there is a range dependence for the ∆T term, which is used to
determine the spatial frequency of the sensor based on the MRTD measurements. Therefore,
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the procedure described to calculate the maximum range of the TIR system based on the
MRTD as to be adapted as follows:

1. Calculate fs,sUAS using Equation (24).

2. Assuming a theoretical range Rhyp, calculate the temperature difference ∆T
(

Rhyp

)
with atmospheric attenuation considered, as described by Equation (31).

3. Determine the spatial frequency of the sensor fs,sensor

(
Rhyp

)
based on the MRTD curve.

4. Calculate RMRTD,max using Equation (29).
5. Repeat from step 2 until Rhyp = RMRTD,max.

TIR Loss Model Parameter Set

As a summary, the parameters involved in the TIR loss models are gathered in Table 27.
Standardised values are provided for cases where specific data are unavailable to the reader.
The standardised path attenuation coefficient is set to 0.2–1 dB/km for good—limited
transmission conditions according to the NATO STANAG 4347 [18]. The spectral emissivity
depends on several factors (spectral band, materials, etc.). To select an appropriate emis-
sivity value for the sUAS, it has been decided to look at the emissivity range values [113]
for the main components used in COTS sUAS: plastic (ϵplastic = 0.9–1) [114] for the frame,
carbon fiber (ϵcarbon = 0.8–0.84) [115] for the arms, aluminium (ϵaluminium = 0.05–0.1) [116]
for supports, paints (ϵpaint = 0.8–0.95) [114] for finishing touch. This yields to an average
value ϵsUAS = 0.68. It is interesting to note that the emissivity for all parts is important,
except for the aluminium, which reduces the mean value. For the background, different use-
cases have been identified: clear sky (ϵsky = 0.61–0.83) [117], forest (ϵ f orest = 0.8–0.9) [118],
open space (ϵopen = 0.65–1) [119], sea (ϵsea = 1) [119], building (ϵbuilding = 0.45) [120]. This
yields to an average value ϵbg = 0.77, which can fluctuate rapidly during the sUAS flight
depending on the background. The discussion and elaboration of the sUAS temperature as
already been made in Section 2.3.7. For reminder, it was established that TsUAS = 288.15 K.
The standardised value for the background temperature is Tbg = 298.15 K considering a
clear sky condition [121]. Note that this value depends on the air temperature as well as
the relative humidity.

Table 27. Table containing all the parameters (with standardised values) involved in the TIR loss model.

TIR Loss Model Parameter Set

Parameter Condition Standard Value

ϵsUAS [-] – 0.68

ϵbg [-] – 0.77

TsUAS [K] – 288.15

Tbg [K] – 298.15

σ(λ) [dB/km] Good 0.2
Limited 1

4.5. ACOU Sensor
4.5.1. ACOU Technology

An ACOU sensor is a passive sensor. Similarly to a conventional microphone, this
technology relies on sound emission by the drone and sound propagation through the
atmosphere. During its propagation, the signal is attenuated by the atmosphere and
combined with the surrounding noise. This modified signal is then picked up by the ACOU
system which attempts to deconflict the initial signal from the externally added noise. Note
that the recovered signal will be usable only if its level is above a certain threshold, related
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to the sensor’s sensitivity. In this paper, ACOU systems are defined as systems having an
acoustic footprint from a few dB to 85 dB, the limit being the excessive noise level [122,123].

4.5.2. ACOU Range Models

Multiple ACOU sensors can be deployed together to form an acoustic array. In
the following, the configuration of a single ACOU sensor will be studied and modelled.
By expressing the correlation between the different microphones composing the array,
the spreading model described for a single ACOU sensor still stands for the complete
array [124–126].

Spherical Spreading

To predict the maximum range of an ACOU sensor, a sound propagation model has to
be used. Several models (spherical spreading, cylindrical spreading, etc.) have been created
over time. In the C-sUAS context, the spherical spreading model [127–129] is preferred
because it assumes that the sound is propagated in all directions, at the same amplitude,
which seems relevant for sound propagation in the air.

The initial step involves to characterise the acoustic emission of the sUAS. This sUAS
is idealised as a point source radiating sound isotropically in all directions. At a given
reference range r0, the acoustic power Psource emitted by the source is assumed to be
uniformly distributed over the surface of a sphere with radius r0. Consequently, the source
term, SsUAS, representing the acoustic distribution at this range, is given by

SsUAS =
Psource

4 · π · r2
0

(32)

The second step is to determine the acoustic intensity Isensor received by the acoustic
sensor. This is achieved by measuring the source power Psource at a specified distance r
from the point source. Given the assumption of spherical spreading, the intensity at the
sensor location is computed as

Isensor =

(
Psource

4 · π · r2
0

)
·
(

r2
0

r2

)
(33)

Equation (33) can be reformulated using the decibel (dB) convention commonly em-
ployed in acoustics to express intensity levels on a logarithmic scale. The expression becomes

10 log10(Isensor)︸ ︷︷ ︸
|RL|

= 10 log10

(
Psource

4 · π · r2
0

)
︸ ︷︷ ︸

|SL|

+10 log10

(
r2

0
r2

)
(34)

where the terms |RL| and |SL| represent the received level and source level, respectively.
By adopting the convention r0 = 1m, Equation (33) becomes

|RL| = |SL| − 20 log10(r) (35)

where the term 20 log10(r) represents the transmission losses.
To discriminate between meaningful acoustic signals and background noise or clutter

(i.e., low-amplitude, non-informative signal), the ACOU sensor uses a basic detection
threshold |thdetect|. The third step describes this thresholding mechanism which rejects any
received signal whose amplitude falls below the specified value [130]. Formally, a signal is
considered to be detected if

|RL| ≥ |thdetect| (36)
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The attenuation of the acoustic signal increases with the distance between the sUAS
and the sensor as it can be seen in Equation (35). Therefore, the maximum detection
range Rmax,spher.spread corresponds to the farthest distance at which the received level |RL|
remains above the detection threshold thdetect. In other words, the maximum detection
range Rmax,spher.spread is reached when

Rmax,spher.spread ⇐⇒ |RL| = |thdetect| (37)

However, the detection threshold parameter is rarely directly accessible. This parame-
ter expresses the acoustic level pressure received by the ACOU sensor at which the system
reaches a given detection probability Pd for a specific false alarm probability Pf a [131].
Defining |SNRreq| as the signal-to-noise ratio (SNR) required to achieve the requested
Pd/Pf a (without taking ambient noise into account), the detection threshold |thdetect| can be
expressed as follows:

|thdetect| = |SNRreq| (38)

Substituting Equations (37) and (38) into Equation (35), the maximum detection range
is computed such as

Rmax,spher.spread = 10
|SL|−|RL|

20 = 10
|SL|−|thdetect |

20 = 10
|SL|−|SNRreq |

20 (39)

ACOU Range Model Parameter Set

As a summary, the sensor parameters used to model the C-sUAS performance of
the ACOU sensing system can be found in Table 28. In the context of standardisation,
standard values (i.e., default values) are proposed in cases where data is unavailable to the
reader. These reference values are inspired by the specifications of state-of-the-art ACOU
sensing systems such as Discovair from Squarehead Technology [132] and ZD-EAR from
ZATA [133] gathered in Table 29. A general observation is that SNR and array gain data are
rarely accessible to the public. Therefore, it has been decided to set the detection threshold
to |SNRreq| = 10 dB as the standardised value. This choice is supported by empirical
evidence from an acoustic drone detection study [134] in which the detection accuracy was
measured above 80% for a SNR of around 10 dB. Note that similar detection thresholds
(around 10–12 dB) are also reported in the passive sonar domain [128].

Table 28. Table summarising the standardised parameter values, inferred from state-of-the-art
C-sUAS systems, used to model ACOU C-sUAS systems.

ACOU Range Model Parameter Set

Parameter Standard Value

|SNRreq| [dB] 10
fsound [kHz] 0.02–20

Table 29. Table containing different ACOU C-sUAS systems with some open-source data that can be
used for modelling.

ACOU C-sUAS Systems-Database

Parameter Discovair zd-Ear

|SNRreq| [dB] – –
fsound [kHz] 0.2–20 0.02–20
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4.5.3. ACOU Loss Models

The noise in the generic term affects the performance of the ACOU C-sUAS system
because it can partially mask the acoustic signature of the sUAS, hence reducing the SNR. In
this work, two different noise contributions will be considered: ambient noise, representing
the external noise contributions induced by the scene elements, and wind noise induced by
the wind itself. Noise models and their impact on the overall range performance will be
presented in the following.

Ambient Noise Model

The detection threshold |thdetect| is affected by the ambient noise. To account for this
effect, the parameter |thdetect,noise| is introduced to model its impact:

|thdetect| = |SNRreq|+ |thdetect,noise| (40)

In such configuration, the ambient scene noise degrades the range performance of the
ACOU array by masking sound emitted by the sUAS. Indeed, the addition of ambient noise
reduces the SNR, potentially leading to the non-detection of signals that would otherwise
be detectable under noise-free conditions. Defining |Garray| and |Nlvl | as the gain from
the array and the ambient noise level, respectively, their respective impact on the noise
detection threshold |thdetect,noise| can be expressed as follows:

|thdetect,noise| = |Nlvl | − |Garray| (41)

A common method to approximate the gain of the array is to use the number of micro-
phones Nmicro. Indeed, assuming that all microphones composing the array are identical,
the maximum array sensitivity is achieved by coherently combining the microphones [135],
which corresponds to the following array gain:

|Garray| = 10 log10(Nmicro · Gmicro) = 10 log10(Nmicro) + 10 log10(Gmicro) (42)

where Gmicro represents the gain of one microphone.
Note that although |Garray| could be substituted directly into the range equation

as a single parameter, Nmicro and Gmicro are kept separate in the following to preserve
the ability to independently assess the effect of the number of microphones and the
individual microphone gain on the predicted detection range. Therefore, substituting
Equations (41) and (42) in Equation (40), the detection threshold, with ambient noise, is
expressed as follows:

|thdetect| = |SNRreq|+ |Nlvl | − 10 log10(Nmicro)− 10 log10(Gmicro) (43)

Finally, substituting Equation (43) in Equation (37), the maximum detection range
considering ambient noise, Rmax,spread,noise, can be expressed in compact form as

Rmax,spread,noise = 10
|SL|−|SNRreq |−|Nlvl |+|Garray |

20 (44)

or equivalently, by expanding the term |Garray| using Equation (42):

Rmax,spread,noise = 10
|SL|−|SNRreq |−|Nlvl |+10 log10(Nmicro)+10 log10(Gmicro)

20 (45)

The ambient noise level |Nlvl | is also a parameter linked to the scene conditions. Its
value varies according to the type of environment in which the ACOU sensor is deployed.
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A subset of different scenes with associated ambient noise level [136–140] is available in
Table 30.

Table 30. Ambient noise level in different scene backgrounds.

Ambient Noise in Different Scenes

Parameter Scene Standard Value

|Nlvl | [dBA]

Wild area 25–30
Quiet urban area 30–40
Urban residential 45–55

City (high activity) 60–80

Wind Loss Model

Wind is typically described in terms of its speed rather than its associated noise.
However, the range performance model presented for an ACOU sensing system (see
Section 4.5.2) requires quantities expressed in decibels (dB). To bridge this gap, an experi-
mental model is introduced to convert wind speed (m/s) into wind noise (dB). This model
is derived entirely from measurement data reported in [141]. From that report, wind noise
values |Nwind| (in dB) corresponding to integer wind speeds vwind between 1 and 12 m/s
are compiled in Table 31.

Table 31. Table containing the measurement data used to convert wind speed (m/s) into wind
noise (dB).

Wind Speed-to-Wind Noise Mapping Data

vwind 1 2 3 4 5 6 7 8 9 10 11 12
|Nwind| 72 72 73 74 75 77.5 80 82.5 85 87.5 88.5 89

Assuming a constant wind speed at a given location within the simulated scene, the
first step of the wind loss model is to estimate the wind noise level (in dB) using the data
provided in Table 31. If the exact wind speed value is not listed in this table, interpolation
between the available data points can be used to estimate the wind noise for arbitrary wind
speeds in the range of 1 to 12 m/s.

Once the wind noise level has been determined, the next step is to model its propa-
gation from the emission point to the sensor location. This is achieved by applying the
spherical spreading model to the wind noise. The wind noise level at the sensor |RLwind|
can be derived from Equation (35) by replacing the source level term |SL| by the wind noise
level |Nwind|, as expressed in Equation (46):

|RLwind| = |Nwind| − 20 log10(r) (46)

where |RLwind| represents the wind noise level at the ACOU sensor position, and r denotes
the distance between the wind source and the sensor.

The detection threshold |thdetect| is affected by the ambient noise. To account for this
effect, the parameter |thdetect,wind| is introduced to model its impact:

|thdetect| = |SNRreq|+ |thdetect,wind| (47)

Replacing the wind detection threshold |thdetect,wind| by the wind noise |RLwind|, the
detection threshold with wind, is expressed as follows:

|thdetect| = |SNRreq|+ |RLwind| (48)
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Finally, substituting Equation (48) in Equation (37), the maximum detection range in
the presence of wind, Rmax,wind, is given by

Rmax,wind = 10
|SL|−|SNRreq |−|RLwind |

20 (49)

An accurate estimation of the distance between the wind source and the sensor location
is required to calculate the term |RLwind|.

The proposed acoustic model assumes a relatively stationary background noise envi-
ronment. In dense urban areas, additional non-stationary sources such as traffic, HVAC
systems, and construction activities may significantly affect the local noise floor and re-
duce the achievable detection range. Modelling such environments would require a more
sophisticated time-varying background noise representation and is therefore considered
outside the scope of the present work.

ACOU Loss Model Parameter Set

As a summary, the parameters involved in the ACOU loss model are gathered in
Table 32. Standardised values are provided for cases where specific data are unavailable
to the reader. First, the parameter SNRreq was previously discussed in the ACOU range
model section, where its value was standardised to SNRreq = 10 dB, as reported in Table 28.
For the “moderate breeze” case, the standardised wind speed value vwind = 6.7 [m/s]
was adopted, as reported in Table 19. Using the reference data provided in Table 31,
the corresponding wind noise level |Nwind| = 79.25 dBA was calculated through linear
interpolation. As an illustrative scenario, the environment is defined as a “quiet urban area”
with the corresponding ambient noise level |Nlvl | set to 35 dBA. The number of microphones
varies significantly across existing systems, typically ranging from 100 to 200 in the ACOU
systems identified in Table 29. In this work, a default value of Nmicro = 128 is proposed
for illustration purposes, without specific empirical justifications. Finally, the microphone
array gain |Garray| is estimated around 20 dB for this specific number of microphones.

Table 32. Table containing all the parameters (with standardised values) involved in the ACOU
loss model.

ACOU Loss Model Parameter Set

Parameter Condition Standard Value

SNRreq [dB] – 10
vwind [m/s] Moderate breeze 6.7
|Nwind| [dBA] Moderate breeze 79.25
|Nlvl | [dBA] Quiet urban area 35

Nmicro [-] – 128
|Garray| [dB] – 20

4.6. RF Sensor
4.6.1. RF Technology

An RF sensor is typically a passive system that monitors electromagnetic (EM) emis-
sions in its environment. Its working principle relies on the interception of radio commu-
nications exchanged between a sUAS and its remote control station. Command signals
are typically transmitted from the control station to the sUAS whereas data signals (video
streams for instance) are simultaneously sent by the sUAS to the control station through ra-
dio links. Communication between commercial sUAS and control stations generally occurs
over license-free frequency bands (2.4 GHz or 5.8 GHz) [142,143], although unauthorised
use of other bands may occur. Additionally, sUAS often rely on global navigation satellite
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systems (GNSS) operating on regulated bands assigned to specific satellite constellations
(GPS, Galileo, Beidou) [144–146]. Therefore, an RF sensor must monitor these frequency
bands and satellite constellations to ensure optimal detection coverage.

4.6.2. RF Range Models

A complete passive RF sensing system is composed of multiple elements, which are
all responsible for a specific task [147]. For instance, the goal of the receiving antenna is
to capture ambient RF signals whereas the RF front-end is responsible for preparing the
picked-up signal by amplifying and filtering the desired frequency. In terms of modelling,
the detection capabilities of a generic passive RF sensor are strongly linked to its receiving
antenna [148]. Therefore, in the following, a parametric model, focused on the RF receiving
antenna, will be presented.

Friis Transmission Equation

The Friis transmission equation estimates the RF power received by an antenna located
at a given distance from a transmitting source under free-space conditions [149]. By
accounting for propagation losses due to the distance and the environmental factors, the
received power at the RF sensor’s antenna can be compared with its sensitivity threshold
to determine whether the signal is sufficiently strong to be distinguished from ambient EM
noise, thereby enabling detection [150]. In this study, a bidirectional communication link is
assumed between the sUAS and its control station, implying that the RF sensing system
can detect emissions from both the sUAS and its control station when transmitting. In the
following, the sUAS is considered the transmitter (Tx) and the RF sensor the receiver (Rx).
Therefore, the range performance predicted by the Friis model corresponds to the distance
between the sUAS and the RF system. The same reasoning applies when the control station
acts as the transmitter, in which case the range prediction refers to the distance between the
control station and the RF system.

The first step of the model expresses the total radio power, denoted PRx, captured by
the RF sensor without attenuation [151]:

PRx = PTx · GTx · GRx (50)

where PRx/Tx and GRx/Tx are the powers and gains of the RF sensor (Rx) and sUAS (Tx)
antennas, respectively.

The second step introduces propagation losses, denoted Lp, which affect the received
power as

PRx =
PTx · GTx · GRx

Lp
(51)

Equation (51) can also be written in logarithmic form:

|PRx| = |PTx|+ |GTx|+ |GRx| − |Lp| (52)

Considering a finite distance dRx,Tx between the RF sensor and the sUAS, the generic
propagation loss term |Lp| can be developed as follows [42,152]:

|Lp| = −10 log10

(
λ2

(4π)2 · dn
Rx,Tx

)
(53)

where λ is the wavelength of the carrier and n denotes the path loss exponent characterising
the propagation environment.
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Under free-space conditions, n = 2 [153,154]. Substituting this value in Equation (53),
the free-space path loss (FSPL) is given by

|L f spl | = −10 log10

(
λ2

(4π)2 · d2
Rx,Tx

)
= 20 log10

(
4π · dRx,Tx

λ

)
(54)

Then, replacing |Lp| in Equation (52) with |L f spl |, the received radio power, under
free-space path conditions, is calculated as follows:

|PRx| = |PTx|+ |GTx|+ |GRx| − 20 log10

(
4π · dRx,Tx

λ

)
(55)

Last but not least, the parameter |Lmargin| is introduced to indicate the state of com-
munication, i.e., how much flexibility is left before receiving erroneous data packets or not
receiving them at all:

|Lmargin| = |PRx| − |SRx| (56)

where |SRx| represents the sensitivity of the Rx antenna.
This parameter is used as a threshold to ensure error-free communication: the margin

has to be positive (i.e., |Lmargin| ≥ 0) to ensure that the signal is sufficiently strong to be
distinguished from ambient EM noise.

Finally, the maximum detection range Rmax, f riis for an RF sensor is obtained by setting
|Lmargin| = 0, assuming that the received signal is at the threshold of detectability:

Rmax, f riis =
λ

4π
· 10

|PTx |+|GTx |+|GRx |−|SRx |
20 (57)

RF Range Model Parameter Set

As a summary, the sensor parameters used to model the C-sUAS performance of the
RF sensing system can be found in Table 33. In the context of standardisation, standard
values (i.e., default values) are proposed in cases where data is unavailable to the reader.
These reference values are inspired by the specifications of state-of-the-art RF sensing sys-
tems such as Aeroscope from DJI [155], H3-R from Drone Parts Center [156] and DM2 from
Terjin [157] gathered in Table 34. A general observation is that datasheets and brochures
cover operational frequency bands and detection ranges rather than the parameters re-
quested by the model. In that case, detailed RF specifications have to be requested directly
from the vendor instead. Finally, the sensitivity is rarely provided by the supplier but a
default value |SRx| ≈ −100 [dBm] has been observed in practice. The standardised gain
value is set to |GRx| = 14 dB as the Aeroscope from DJI.

Table 33. Table summarising the standardised parameter values, inferred from state-of-the-art
C-sUAS systems, used to model RF C-sUAS systems.

RF Range Model Parameter Set

Parameter Standard Value

|GRx| [dB] 14
fλ [GHz] 2.4/5.8

|SRx| [dBm] −100
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Table 34. Table containing different RF C-sUAS systems with some open-source data that can be used
for modelling.

RF C-sUAS Systems-Database

Parameter Aeroscope H3-R DM2

|GRx| [dB] 15.5–14 – –
fλ [GHz] 2.4–5.8 2.4–5.8 2.4–5.8

|SRx| [dBm] – −105 –

4.6.3. RF Loss Models

The performance of RF sensors is highly dependent on atmospheric conditions, which
can introduce additional propagation losses [158]. Among the different weather conditions,
the most dominant effects are observed during rainy or foggy events, both resulting from
the absorption and scattering by water particles in the atmosphere [65]. This section
presents two attenuation models: the rain attenuation model and the fog attenuation model.
Both are parametrised using the environment model introduced in Section 3, ensuring
consistency between meteorological characterisation and RF propagation loss estimation.

Rain Attenuation Model

Due to the size of rain droplets, which is comparable to the wavelength of radio
waves for some frequencies, rain can significantly impact RF sensors, primarily through
absorption and scattering. To model its effect, the International Telecommunication Union
(ITU) provides a widely accepted model for rain attenuation, known as ITU-R P.838-3 [159].
In the following, the different standardised cases identified in Table 14 within Section 3.2.2
will be applied to the ITU-R P.838-3 model in the context of standardisation.

At first, the model computes the specific attenuation γrain as a power law with respect
to the rain rate Rrain such as

γrain = k · Rα
rain (58)

where k and α are frequency and polarisation-dependent coefficients which can be obtained
from the lookup tables described in ITU-R P.838-3 [159].

Then, considering a path (from sensor to sUAS) through the rain of length drain, the
total attenuation |Lrain| can be computed as

|Lrain| = γrain · drain (59)

Using the rain class and precipitation rates identified in Table 14, the corresponding
specific attenuation γrain values are computed and listed in Table 35. The coefficients k
and α have been computed by linear interpolation for 2.4 and 5.8 GHz. In the context of
standardisation, it was decided to fix the polarisation to vertical while setting values for k
and α parameters, which are polarisation-dependent coefficients. Indeed, in typical counter-
drone scenarios, the antennas are aligned vertically, hence producing and/or receiving
vertical polarisation.

https://doi.org/10.3390/drones10070517

https://doi.org/10.3390/drones10070517


Drones 2026, 10, 517 34 of 63

Table 35. Table containing the specific rain attenuation values γrain [dB/km], according to the rain
precipitation Rrain [mm/h], the frequency f [GHz] and fitting coefficients k [-] and α [-].

Rain Attenuation Coefficients-Values

f 2.4 5.8

k 1.37 × 10−4 4.17 × 10−4

α 9.97 × 10−1 1.57

Rrain 1 6 30 1 6 30

γrain 1.37 × 10−4 8.17 × 10−4 4.06 × 10−3 4.17 × 10−4 7.06 × 10−3 8.97 × 10−2

Fog Attenuation Model

The fog attenuation has also been described by the ITU in the model entitled ITU-R
P.840-8 [160]. In the following, the different standardised cases identified in Table 16 within
Section 3.2.3 will be applied to the ITU-R P.840-8 model in the context of standardisation.

At first, the model computes the specific fog attenuation γ f og using an estimation
of the LWC, scaled by a specific attenuation coefficient Kl (frequency- and temperature-
dependent) that can be found in lookup tables described in ITU-R P.840-8 [160]:

γ f og = Kl · LWC (60)

Then, considering a path (from sensor to sUAS) through the fog of length d f og, the
total attenuation due to fog |L f og| can be computed as

|L f og| = γ f og · d f og (61)

Using the fog classes and liquid water content identified in Table 16, the corresponding
specific fog attenuation γ f og values are computed and listed in Table 36. The coefficient Kl

has been computed (linear interpolation) for 2.4 and 5.8 GHz. In the context of standardi-
sation, it was decided to fix the temperature value T = 293.15 K. The temperature value
has a significant influence on the fog attenuation coefficient γ f og. Therefore, it would be
important to use an adequate value that deviates from the standard reference to ensure
accurate estimation in very cold or very hot environments.

Table 36. Table containing the specific fog attenuation values γ f og [dB/km], according to the liquid
water content LWC [g/m3], the frequency f [GHz] and fitting coefficient Kl [dB · m3/km · g].

Fog Attenuation Coefficients-Values

f 2.4 5.8

Kl 3.08 × 10−3 1.80 × 10−2

LWC 0.05 0.2 0.5 0.05 0.2 0.5

γ f og 1.54 × 10−4 6.17 × 10−4 1.54 × 10−3 9.00 × 10−4 3.60 × 10−3 9.00 × 10−3

RF Loss Model Parameter Set

As a summary, the parameters involved in the RF loss models are gathered in
Table 37. Standardised values are provided for cases where specific data is unavailable
to the reader. For standardisation purposes, both the rain and fog path lengths were
fixed at 1 km, i.e., drain = d f og = 1 km. The attenuation induced by atmospheric con-
ditions should therefore be scaled relative to the RF performance range predicted by
propagation models, presented in Section 4.6.2. By default, moderate rain and fog condi-
tions (Rrain = 6 mm/h and LWC = 0.2 g/m3) and operating frequency f = 2.4 GHz were
adopted for this standardisation.
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Table 37. Table containing all the parameters (with standardised values) involved in the RF
loss model.

RF Loss Model Parameter Set

Parameter Standard Value

f [GHz] 2.4
k [-] 1.37 × 10−4

α [-] 9.97 × 10−1

Kl [dB · m3/km · g] 3.08 × 10−3

drain [km] 1
d f og [km] 1

Rrain [mm/h] 6
LWC [g/m3] 0.2

γrain [dB/km] 8.17 × 10−4

γ f og [dB/km] 6.17 × 10−4

4.7. RADAR Sensor
4.7.1. RADAR Technology

RADAR sensors may operate in either active or passive mode, although they are
mostly active systems. Its working principle relies on the emission of a microwave signal
via a transmitting antenna Tx, that will reflect on surrounding objects and/or background.
The reflected signal is captured by the receiving antenna Rx, and the time delay between
transmission and reception is used to estimate the distance between the detected object and
the RADAR sensor [161–163]. A monostatic RADAR typically employs a single antenna
for both emission and reception, whereas a bistatic RADAR uses two separate antennas
for emission and reception [164]. In the context of standardisation, this document focuses
on the principal frequency bands used by the RADAR C-sUAS systems. According to
the IEEE/Military framework [165], the spectral region of interest is defined between
4 and 40 GHz, as illustrated in Table 38.

Table 38. Table containing the different RADAR bands with associated frequency range fband [GHz],
as expressed in IEEE/Military standards [165].

RADAR Frequency Bands (IEEE/Military Standard)

Band Name C X Ku K Ka

fband [4; 8] [8; 12] [12; 18] [18; 27] [27; 40]

4.7.2. RADAR Range Models

A complete active RADAR sensing system comprises several key elements, each
fulfilling a specific role in the signal chain, from signal generation and transmission to the
interpretation of received echoes. The detection capabilities of an active RADAR sensor are
closely tied to the characteristics of its antennas. Accordingly, the following section presents
different parametric models to estimate the RADAR range performance from the antenna
parameters: the RADAR range equation offers a first-order estimate based on a basic set of
system parameters, whereas the SNR model extends this approach by incorporating noise
in the modelling. Finally, multiple pulse systems are also discussed.

RADAR Range Equation

The RADAR Range Equation provides a first-order approximation of the range perfor-
mance of a given RADAR sensing system [166–169].
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A transmitting antenna Tx emitting a peak power PTx in an isotropic radiation pattern
produces a non-directional power density QTx,nd inversely proportional to the square of
the propagation distance R [170]:

QTx,nd =
PTx

4π · R2 (62)

To improve RADAR efficiency in a specific direction, an antenna gain |GTx| is intro-
duced to concentrate radiated energy [171]. The corresponding directional power density
QTx becomes

QTx = QTx,nd · |GTx| =
PTx · |GTx|

4π · R2 (63)

The transmitted signal propagates through the atmosphere until it encounters an
object or obstacle on which it can reflect. Only a fraction of the reflected energy is captured
by the receiver, depending on the object’s characteristics. This is captured by the radar
cross-section (RCS) parameter σRADAR [172–174] as explained in Section 2.3.5. Using the
RCS, the reflected power Pre f l can be expressed as follows:

Pre f l = QTx · σ̄radar =
PTx · |GTx| · σ̄radar

4π · R2 (64)

After reflection on the object or obstacle, the signal travels back to the receiver, resulting
in a received power density QRx given by

QRx =
Pre f l

4π · R2 =
PTx · |GTx| · σ̄radar

(4π)2 · R4
(65)

Only part of this energy is actually collected by the receiving antenna, depending on
its effective aperture Ae. The received power PRx is expressed as follows:

PRx = QRx · Ae =
PTx · |GTx| · Ae · σ̄radar

(4π)2 · R4
(66)

The relation between the receiving antenna gain |GRx| and its effective aperture is
expressed as [42]:

|GRx| =
4π · Ae

λ2 (67)

where λ denotes the carrier wavelength.
By making use of the relation between |GRx| and Ae stated in Equation (67), the

received power can be rewritten as follows:

PRx =
PTx · |GTx| · |GRx| · λ2 · σ̄radar

(4π)3 · R4
(68)

The maximum range performance of the RADAR system can be derived from
Equation (68):

Rmax,radar_eq. =
4

√
PTx · |GTx| · |GRx| · λ2 · σ̄radar

(4π)3 · PRx
(69)

For a monostatic configuration (i.e., |GRx| = |GTx| = |G|), the expression simplifies to

Rmax,radar_eq. =
4

√
PTx · |G|2 · λ2 · σ̄radar

(4π)3 · PRx
(70)
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SNR Model

The previous model estimates range performance based on the received power PRx

parameter, which is generally unknown in practice. To overcome this limitation, a second
model, known as the SNR model, is introduced. By considering thermal noise, this model
allows the received power PRx to be expressed using SNR, which is a more accessible
parameter in practice.

Thermal noise primarily originates from the random thermal agitation of electrons.
The thermal noise power Pthermal_noise is expressed as [167]:

Pthermal_noise = kB · Ts · B (71)

where kB is the Boltzmann’s constant, Ts is the system noise temperature and B is the
instantaneous receiver bandwidth.

The system noise temperature Ts can be defined in terms of the standard noise temper-
ature T0 and the receiver noise figure |F| [175]:

Ts = T0 · |F| (72)

Substituting Equation (72) into Equation (71) yields

Pthermal_noise = kB · T0 · |F| · B (73)

The SNR is defined as the ratio between the received power PRx and the thermal noise
power Pthermal_noise:

|SNR| = PRx
Pthermal_noise

(74)

By injecting Equation (68) into Equation (74), the maximum detection range, Rmax,SNR,
can be calculated by considering the minimum SNR value, denoted |SNRmin|, required to
trigger a detection [163,169]. This is formulated as follows:

Rmax,SNR = 4

√
PTx · |GTx| · |GRx| · λ2 · σ̄radar

(4π)3 · |SNRmin| · kB · T0 · |F| · B
(75)

For a monostatic configuration (i.e., GRx = GTx = G), the expression simplifies to

Rmax,SNR = 4

√
PTx · G2 · λ2 · σ̄radar

(4π)3 · |SNRmin| · kB · T0 · F · B
(76)

Multiple Pulses

The preceding models assume a single-pulse RADAR configuration, in which a single
transmitted pulse is used for drone detection. On the other hand, multiple-pulse RADAR
systems employ a series of pulses to enhance signal processing and improve sUAS detection
performance through integration, ultimately leading to improved range performance.

In the context of signal processing for multiple-pulse RADAR systems, a clear distinc-
tion exists between coherent and non-coherent integration.

For coherent integration, the received pulses are summed in phase, resulting in an
SNR improvement, denoted |SNRc|, proportional to the number of integrated pulses np.
The corresponding relationship can be expressed as

|SNRc
(
np
)
| = np · |SNR(1)| (77)

where |SNR(1)| is the SNR value of a single-pulse RADAR configuration.
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In contrast, for non-coherent integration, the magnitude of the received pulses is
summed, which provides a smaller gain. This gain is harder to characterise than the
coherent case, but is bounded by [167]:

2
√

np · |SNR(1)| ≤ |SNRnc
(
np
)
| ≤ np · |SNR(1)| (78)

The maximum detection range performance for a multi-pulse RADAR system is ob-
tained by expressing the required single-pulse SNR (|SNR(1)|) as a function of the detection
threshold |SNRmin| (the minimum SNR required after integration) and substituting into
the single-pulse range equation expressed earlier in Equation (75).

For coherent integration, the required single-pulse SNR is

|SNR(1)| = |SNRmin|
np

(79)

Substituting Equation (79) into Equation (75) and rearranging, the maximum detection
range for a multi-pulse RADAR system using coherent integration can be expressed as

Rmax,c = 4

√√√√√ PTx · |GTx| · |GRx| · λ2 · σ̄radar

(4π)3 · |SNRmin|
np

· kB · T0 · |F| · B
(80)

For non-coherent integration, using the lower bound of Equation (78), the required
single-pulse SNR is

|SNR(1)| = |SNRmin|√np
(81)

Substituting Equation (81) into Equation (75) and rearranging, the maximum detection
range for a multi-pulse RADAR system using non-coherent integration can be expressed as

Rmax,nc = 4

√√√√√ PTx · |GTx| · |GRx| · λ2 · σ̄radar

(4π)3 · |SNRmin|√np
· kB · T0 · |F| · B

(82)

For a monostatic multi-pulse RADAR configuration, the above expressions simplify
by replacing |GTx| · |GRx| with |G|2.

RADAR Range Model Parameter Set

As a summary, the sensor parameters used to model the C-sUAS performance of
the RADAR sensing system can be found in Table 39. In the context of standardisation,
standard values (i.e., default values) are proposed in case where data is unavailable to
the reader. These reference values are inspired from the specifications of state-of-the-
art RADAR sensing systems such as EchoShield [176], NetRAD from University College
London [177] and Gamekeeper 16U from Aveillant [178] gathered in Table 40. A general
observation is that the received power PRx is rarely provided by the supplier. From [179], it
was established that SNR > 10 dB can accurately classify and extract useful features. The
default temperature is set to T0 = 290 K.
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Table 39. Table summarising the standardised parameter values, inferred from state-of-the-art
C-sUAS systems, used to model RADAR C-sUAS systems.

RADAR Range Model Parameter Set

Parameter Standard Value

PTx [W] 10
|GTx| [dB] 25
|GRx| [dB] 25

λ [m] 1.25 × 10−2

SNRmin [dB] 10
kB [J · K−1] 1.38 × 10−23

T0 [K] 290
|F| [dB] 10
B [MHz] 200

np [-] 10

Table 40. Table containing different RADAR C-sUAS systems with some open-source data that can
be used for modelling.

RADAR C-sUAS Systems-Database

Parameter EchoShield NetRAD 16U

PTx [W] – 1.99 × 10−1 2000
|GTx| [dB] – 18 –
|GRx| [dB] – 18 –
f req [GHz] 15.4–16.6 2.4 1–2

|SNRmin| [dB] – – –
|F| [dB] – – –
B [MHz] – 45 –

np [-] 10/s 5000/s –

4.7.3. RADAR Loss Models

For a RADAR sensing system, various types of losses can significantly affect over-
all range performance. These include (i) hardware losses, (ii) propagation losses, and
(iii) processing losses [180]. Each of these losses reduces the effective power available at
the receiver, thereby decreasing the maximum range performance. In this section, each
loss component is examined individually before being combined into a single loss factor.
The resulting loss factor can then be directly integrated into the range models presented in
Section 4.7.2.

Hardware Losses

Hardware losses, also known as system losses, describe the imperfections in sys-
tem components and electronics, such as antenna mismatches. They can be categorised
according to their predictability:

• Predictable: losses that can be estimated or calculated on known system characteristics
(e.g., component tolerances).

• Not predictable: losses caused by field degradation or operator-related effects that are
difficult to anticipate.

Although some individual losses may be small, their cumulative effect can significantly
degrade system performance. Based on [181], Table 41 summarises the different hardware
loss contributions and provides standardised default values.
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Table 41. Table containing the different hardware loss contributions with default values, based
on [181].

Hardware Los Parameters Set

Parameter Standard Value

Plumbing loss [dB] 3.4
Beam-shape loss [dB] 1.6

Limiting loss [dB] negligible
Nonideal equipment [dB] 2

Operator loss [dB] ∼0
Field degradation [dB] 3

Summing the standardised values from Table 41, the total hardware loss, denoted
|Lhardware|, can be approximated at 10 dB.

Propagation Losses

Propagation losses refer to the signal attenuation caused by environmental factors
such as rain or fog. It can reduce the effective power received by the RADAR system,
especially at higher frequencies (X- and Ku-bands). These effects are captured by the
parameter |Lpropagation|. Rain and fog attenuation models are derived from the ITU-R
recommendations [159,160]. Since their derivation follows the same procedure as the RF
loss models presented in Section 4.6.3, only the resulting tables of specific attenuations,
γrain and γ f og, are presented here for clarity. Note that the coefficients k and α are evaluated
at 8, 12 and 18 GHz to illustrate propagation losses across the X- and Ku-bands.

From the specific rain and fog attenuation values provided in Table 42 and Table 43,
respectively, the propagation loss can be expressed as

|Lpropagation| = drain · γrain + d f og · γ f og (83)

where drain and d f og are the path length in the rain or in the fog, respectively.

Table 42. Table containing the specific rain attenuation values γrain [dB/km], according to the rain
precipitation Rrain [mm/h], the frequency f [GHz] and fitting coefficients k [-] and α [-].

Rain Attenuation Coefficient-Values

f k α Rrain γrain

8 3.45 × 10−3 1.38
1 3.45 × 10−3

6 4.09 × 10−2

30 3.76 × 10−1

12 2.45 × 10−2 1.12
1 2.45 × 10−2

6 1.83 × 10−1

30 1.11

18 7.71 × 10−2 1.00
1 7.71 × 10−2

6 4.64 × 10−1

30 2.33
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Table 43. Table containing the specific fog attenuation values γ f og [dB/km], according to the liquid
water content LWC [g/m3], the frequency f [GHz] and fitting coefficient Kl [dB · m3/km · g].

Fog Attenuation Coefficient-Values

f Kl LWC γ f og

8 3.42 × 10−2
0.05 1.71 × 10−3

0.2 6.84 × 10−3

0.5 1.71 × 10−2

12 7.68 × 10−2
0.05 3.84 × 10−3

0.2 1.54 × 10−2

0.5 3.84 × 10−2

18 1.72 × 10−1
0.05 8.60 × 10−3

0.2 3.44 × 10−2

0.5 8.60 × 10−2

Processing Losses

Processing losses arise from non-idealities in signal processing, such as suboptimal
detection thresholds. The worst-case scenario occurs when scalloping loss combines with
the inherent processing loss. This happens when the signal frequency lies between the
centre frequencies of two adjacent filters. The scalloping loss corresponds to the difference
in gain between the peak of a filter response and the crossover point to the next filter in the
filter bank. Based on standard estimates in the literature [182], the overall processing loss,
denoted by |Lprocessing|, may be approximated at 3 dB.

Total Losses

The total loss in the RADAR sensing system, denoted by |Lradar,total |, is expressed (in
dB) by combining the hardware, propagation, and processing losses:

|Lradar,total | = |Lhardware|+ |Lpropagation|+ |Lprocessing| ≈ 13 + drain · γrain + d f og · γ f og (84)

Assuming a working frequency f = 12 GHz, a moderate rainfall rate Rrain = 6 mm/h,
a moderate fog with LWC = 0.2 g/m3, a rain path drain = 3 km and a fog path d f og = 3 km,
the specific rain and fog attenuation values can be extracted from Tables 42 and 43: 0.183
and 0.0154 dB/km, respectively. Therefore, the total loss can be estimated as follows:

Lradar,total = 13 + (3 · 0.183) + (3 · 0.0154) = 13.595 dB (85)

From Equation (85), it can be observed that |Lpropagation| is smaller than |Lhardware| and
|Lprocessing|. The propagation loss affects the overall result only under conditions of heavy
rain, dense fog or lager path lengths.

Using the RADAR range equation, the influence of the RADAR total loss on the range
performance is expressed as

Rmax,total_loss = 4

√
PTx · |GTx| · |GRx| · λ2 · σ̄radar

(4π)3 · PRx · |Lradar,total |
(86)

where |Lradar,total | is converted into its linear form.

RADAR Loss Model Parameter Set

As a summary, the parameters involved in the RADAR loss models are gathered in
Table 44. Standardised values are provided for cases where specific data is unavailable
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to the reader. For standardisation purposes, both the rain and fog path lengths were
fixed at 1 km, i.e., drain = d f og = 1 km. The attenuation induced by atmospheric condi-
tions should therefore be scaled relative to the RADAR performance range predicted by
propagation models, presented in Section 4.7.2. By default, moderate rain and fog condi-
tions (Rrain = 6 mm/h and LWC = 0.2 g/m3) and operating frequency f = 12 GHz were
adopted for this standardisation.

Table 44. Table containing all the parameters (with standardised values) involved in the RADAR
loss model.

RADAR Loss Model Parameter Set

Parameter Standard Value

|Lhardware| [dB] 10
|Lprocessing| [dB] 3

f [GHz] 12
k [-] 2.45 × 10−2

α [-] 1.12
Kl [dB · m3/km · g] 7.68 × 10−2

drain [km] 1
d f og [km] 1

Rrain [mm/h] 6
LWC [g/m3] 0.2

γrain [dB/km] 1.83 × 10−1

γ f og [dB/km] 1.54 × 10−2

|Lpropagation| [dB] 1.98 × 10−1

4.8. LIDAR Sensor
4.8.1. LIDAR Technology

LIDAR sensors are active systems that emit light and measure the reflected signal
from an object, after its propagation through the atmosphere. They operate similarly to
RADAR sensors, with the main distinction being the nature of the transmitted signal (light
instead of radio waves). A LIDAR system includes one or more lasers that are responsible
for emitting short light pulses into the environment. The reflected signal is then processed
to determine the drone’s distance based on the time of arrival (ToA). In this work, LIDAR
systems are defined as systems operating within the infrared spectral range from 850 nm to
1550 nm [183–185]. The 1550 nm wavelength is especially favoured because it lies outside
the visible spectrum (from 380 to 780 nm) and remains eye-safe at power levels where
905 nm or 1064 nm LIDAR would not, due to absorption in the eye’s vitreous humour.

4.8.2. LIDAR Range Models

For modelling purposes, a generic laser model is adopted to represent an active LIDAR
system. The LIDAR range model builds upon this generic laser model to estimate the range
performance of the LIDAR sensing system.

Generic Laser Model

A laser is characterised by several key parameters [186–188]: the aperture, dlaser, which
defines the diameter of the optical opening; the divergence angle, ϕdiv, representing the
rate at which the beam expands spatially; the transmitted laser power, Plaser, corresponding
to the emitted optical power; the laser wavelength, λlaser; and the beam quality factor, m2,
which quantifies the beam’s ability to be focused onto an object.
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Each laser obeys a physical constraint that defines the maximum diffraction-limited
divergence angle, ϕdiv,max. Assuming a laser spot with a circular cross-section, ϕdiv,max is
expressed as [189]:

ϕdiv,max = 1.22
λlaser
dlaser

(87)

where dlaser is the laser aperture diameter.
The parameters described above are illustrated in Figure 2.

ϕdivdlaser

Dlaser

Plaser, λlaser, M
2

laser system

laser spot

Figure 2. Illustration of the main parameters of a generic laser.

LIDAR Range Equation

The LIDAR range equation [190] is used to predict the range performance of a LIDAR
system for a given drone. The model estimates the intensity of the signal reflected by the
sUAS, which is then compared to a detection threshold to determine whether sufficient
optical energy (i.e., photons) has been collected at the receiver side to trigger a detection.
The maximum range corresponds to the limiting case in which the reflected signal just
equals this threshold condition. This model assumes far-field propagation, top-hat or
Gaussian beam profile of the laser spot, no losses and a monostatic configuration (i.e., a
single aperture used for both transmission and reception).

The first step consists in expressing PRx, the power received by the LIDAR system in a
generic form:

PRx = PTx · I · ϵe f f (88)

where PTx is the transmitted power, Ilaser represents the laser–drone interaction, and ϵe f f

models the efficiency of the receiver to capture reflected light. In the following, these terms
are developed to derive the complete LIDAR range equation.

The second step consists in developing the laser–drone interaction Ilaser parameter.
The sUAS is represented by the LIDAR cross-section (LCS), whose average value is denoted
by σ̄lidar as defined in Section 2.3.6. Similar to the RADAR case, the LCS represents the
fraction of the emitted optical power that is reflected towards the receiver due to the sUAS
geometry, material properties, orientation, etc. Introducing Aillum as the illuminated area
of the drone, the laser–drone interaction Ilaser is expressed as

Ilaser =
σ̄lidar
Aillum

(89)

Using the small-angle approximation, the relation between the laser beam diameter
Dlaser and the divergence angle ϕdiv can be expressed:

Dlaser = R · ϕdiv (90)

where R is the distance between the laser aperture and the sUAS.
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Assuming a laser spot with a circular cross-section, the illuminated area of the sUAS,
Aillum, can be expressed as

Aillum = π ·
(

Dlaser
2

)2
(91)

Substituting Equations (87) and (90) in Equation (91), the illuminated area of the object,
Aillum, can be rewritten as

Aillum = π ·
(

R · ϕdiv
2

)2
= π ·

R · 1.22·λlaser
dlaser

2

2

(92)

Finally, substituting Equation (92) in Equation (89), the laser–drone interaction is
expressed as

Ilaser =
4

1.222 ·
σ̄lidar · d2

laser
π · R2 · λ2

laser
(93)

The third step consists in developing the receiver efficiency ϵe f f parameter. Introduc-
ing Arec as the effective area of the receiver, the fraction of signal captured at the LIDAR
receiver is expressed as

ϵe f f =
Arec

4π · R2 (94)

where the factor 4π · R2 represents the geometric spreading loss.
Assuming a monostatic LIDAR configuration, the reflected light is considered to be

collimated towards the sensor, rather than spreading over the entire sphere. In this case, the
geometric spreading factor is reduced from 4π · R2 to π · R2 because the receiver effectively
captures radiation from a forward-facing hemisphere:

ϵe f f =
Arec

π · R2 (95)

Assuming a circular receiver aperture, the effective area Arec can be expressed in terms
of its diameter dlaser as

Arec = π ·
(

dlaser
2

)2
=

π · d2
laser

4
(96)

Finally, substituting Equation (96) in Equation (95), the receiver efficiency is
expressed as

ϵe f f =
d2

laser
4R2 (97)

Substituting Equations (93) and (97) in Equation (88), the received power PRx is
expressed as

PRx = PTx ·
4

1.222 ·
σ̄lidar · d2

laser
π · R2 · λ2

laser
·

d2
laser

4R2 (98)

Introducing PRx,min as the minimum received power required by the LIDAR system
to distinguish the drone signal from the ambient noise, the maximum range performance
Rmax,lidar of the LIDAR sensing system is expressed as

Rmax,lidar =
4

√
PTx

PRx,min
· σ̄lidar

1.222 · π
·

d4
laser

λ2
laser

(99)

LIDAR Range Model Parameter Set

As a summary, the sensor parameters used to model the C-sUAS performance of
the LIDAR sensing system can be found in Table 45. In the context of standardisation,
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standard values (i.e., default values) are proposed in cases where data is unavailable to the
reader. These reference values are derived from scientific experiments and representative
LIDAR-based C-sUAS systems, as quantitative information of such systems remains scarce.
The chosen parameters are therefore informed by a pulse LIDAR system [191] and a
generic low-power LIDAR [192] gathered in Table 46. The transmit power PTx corresponds
to the average power of the laser source. A default value of PTx = 1 W is adopted,
representative of commercial 1550 nm fibre laser systems used in ranging applications. A
minimum detectable received power PRx,min is set to a default value of 10−10 W. This value
is derived from the noise-equivalent power of a typical InGaAs avalanche photodiode
receiver module, reported at approximately 100 pW/Hz [193], combined with a receiver
bandwidth of 1 MHz, which leads to this 10−10 default value.

A general observation is that there are not many operational C-sUAS LIDAR systems
on the market, so it is difficult to collect data for models. One reason for this could be that
the technology is not yet mature enough.

Table 45. Table summarising the standardised parameter values, inferred from state-of-the-art
C-sUAS systems, used to model LIDAR C-sUAS systems.

LIDAR Range Model Parameter Set

Parameter Standard Value

PTx [W] 1
PRx,min [W] 10−10

dlaser [mm] 3
λlaser [nm] 1550

Table 46. Table containing different LIDAR C-sUAS systems with some open-source data that can be
used for modelling.

LIDAR C-sUAS Systems-Database

Parameter Pulsed Lidar Low Power Lidar

PTx [W] 700,000 1
PRx,min [W] – –
dlaser [mm] 3.07 –
ϕdiv [mrad] 0.62 –
λlaser [nm] 1560 1550

4.8.3. LIDAR Loss Models

In this section, two different loss models and their successive impact on the range
performance will be presented. The first model deals with losses due to the transmission of
signal over a finite distance R through the atmosphere, while the second model characterises
the imperfections of the sensing system.

Transmission Loss

During its travel through the atmosphere, the light is affected twice (back and forth)
over the distance R travelled. Introducing ηTL as the transmission factor loss on a single
path, the total transmission loss is equal to η2

TL [194,195].
Starting from Equation (88), the transmission loss impacts the received power in the

following way:
PRx = PTx · ILT · ϵe f f · η2

TL (100)

The atmospheric attenuation ηTL can either be calculated using the Beer–Lambert
law or the Kruse model as described, respectively, in Section 3.2.1 for the environment
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model and in Section Kruse Model for the EO sensors. Note that its impact on the range
performance is calculated using an iterative process.

The maximum detection range considering transmission loss, Rmax,lidar,TL, is
expressed as

Rmax,lidar,TL = Rmax,lidar ·
√

ηTL (101)

System Loss

As the LIDAR receiver is not perfect, the parameter ηSYS is introduced to model the
losses due to the system imperfections. Considering system loss, the received power is
expressed as

PRx = PTx · ILT · ϵe f f · ·ηSYS (102)

The maximum detection range considering system loss, Rmax,lidar,SYS, is expressed as

Rmax,lidar,SYS = Rmax,lidar · 4
√

ηSYS (103)

Total Loss

The maximum detection range considering both transmission loss and system loss,
Rmax,lidar,loss, is expressed as

Rmax,lidar,loss = Rmax,lidar · 4
√

η2
TL · ηSYS (104)

LIDAR Loss Model Parameter Set

As a summary, the parameters involved in the LIDAR loss models are gathered in
Table 47. Standardised values are provided for cases where specific data is unavailable to
the reader. For standardisation purposes, a LIDAR system with a wavelength λ = 1550 nm
has been considered. Assuming a visibility of 3 km, the Kruse model has been applied such
that σ(λ) = 5.57 × 10−1 dB/km. Therefore, the transmission loss is calculated using the
Beer–Lambert law: ηTL = 10−0.557·3/10 = 0.681. To the best of the authors’ knowledge, no
system loss data have been publicly reported for LIDAR-based C-sUAS systems. A generic
0.5 term is employed for standardisation purposes.

Table 47. Table containing all the parameters (with standardised values) involved in the LIDAR
loss model.

LIDAR Loss Model Parameter Set

Parameter Standard Value

ηTL [-] 0.681
ηSYS [-] 0.5

4.9. Sensitivity Analysis of Standardised Parameter Values

The parametric models proposed in this article rely on standardised default values
to enable consistent performance assessments. A natural question is how sensitive the
predicted detection range is to variations in these default values: if a small change in a
parameter produces a large change in the predicted range, that parameter is critical and
its default value must be chosen carefully. On the other hand, if the predicted range is
insensitive to a parameter, its exact value matters less for practical evaluations.

To address this question, a one-at-a-time (OAT) sensitivity analysis is conducted on the
detection range model of three representative sensor modalities: EO (Section 4.3), ACOU
(Section 4.5), and radar (Section 4.7). These three modalities cover the main families of
sensing technologies discussed in this article: passive electromagnetic, active electromag-
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netic and non-electromagnetic. For each modality, each input parameter is perturbed
individually over a physically realistic range while all other parameters are held at their
default standard values, and the resulting change in predicted maximum detection range
R∗ is recorded. The results are presented as tornado plots, which rank the parameters by
their influence on the predicted range and indicate the direction of the effect. In each plot,
parameters are sorted vertically by their total influence on the predicted range, defined as
the gap between the low and high range values.

This section is organised as follows. Section 4.9.1 presents the sensitivity analysis of
the EO sensor, based on the Johnson criteria model (Section 4.3.2). Section 4.9.2 presents
the sensitivity analysis of the ACOU sensor, based on the spherical spreading model
(Section 4.5.2). Section 4.9.3 presents the sensitivity analysis of the radar sensor, based on
the radar range equation model (Section 4.7.2). Finally, Section 4.9.4 extends the analysis
to a multi-parameter scenario by comparing the predicted detection ranges for two sUAS
platforms of different categories.

4.9.1. EO Sensor (Johnson Criteria)

The maximum detection range for the electro-optical (EO) sensor is given by

R∗ =
dcrit

2 · lptask · nTTPF
· NH

HFOV
(105)

The task parameter lptask is fixed at the detection level (lptask = 1) throughout this
analysis, as detection represents the main operational task covered by the proposed frame-
work. The impact of switching to recognition (lptask = 4) or identification (lptask = 8) is
multiplicative and will not be repeated here.

The default parameter values and the perturbation ranges used for the sensitivity
analysis are summarised in Table 48.

The perturbation ranges have been selected according to the nature of each param-
eter. The critical dimension (dcrit) is a continuous physical quantity: a symmetric ±20%
perturbation around the default value is applied, representing the typical size variation
within class 1 sUAS. The TTPF scaling factor (nTTPF) takes discrete values derived from the
target transfer probability function (Table 21): the perturbation ranges from nTTPF = 0.75
(P = 0.30) to nTTPF = 1.50 (P = 0.80) around the default value nTTPF = 1.00 (P = 0.50).
The horizontal pixel count (NH) follows standard imaging resolutions: HD (1280 pix-
els), Full-HD (1920 pixels) and 4K (3840 pixels). The horizontal field of view (HFOV)
is perturbed from 1° to 20° around the default standardised value (10°), reflecting the
range of lens configurations found in typical C-sUAS EO systems, from narrow-angle to
wide-angle optics.

Table 48. Default parameter values and perturbation ranges for the EO sensor sensitivity analysis.

Parameter Low Default High

dcrit [m] 0.081 0.101 0.121
nTTPF [-] 0.75 (P = 0.30) 1.00 (P = 0.50) 1.50 (P = 0.80)
NH [px] 1280 (HD) 1920 (Full HD) 3840 (4K)

HFOV [°] 1 10 20
HFOV [mrad] 17.5 174.5 349.1

The tornado plot in Figure 3 presents the results of the sensitivity analysis. Using the
default configuration, the predicted detection range is R∗ = 555.5 m.
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Figure 3. Tornado plot for the EO detection range model. The dashed vertical line indicates the
baseline detection range (R∗ = 555.5 m).

The sensitivity analysis shows a clear hierarchy among the different parameters
involved in the EO sensor model, which can be grouped into three influence levels.

The horizontal field of view (HFOV) is by far the dominant parameter. From the
default standardised value of 10°, increasing it to 20° reduces the predicted detection range
to 278 m, while decreasing it to 1° has the opposite effect and extends it to 5555 m. This
reflects the fundamental trade-off between spatial coverage and angular resolution in
EO systems: a narrow FOV concentrates the available pixels over a smaller angular area,
thereby increasing the range at which the object can be resolved, using the Johnson criteria,
at the cost of a reduced surveillance area. From a practical point of view, this result implies
that the choice of lens is the most critical design decision for the detection performance of
an EO C-sUAS system.

The horizontal pixel count (NH) and the TTPF scaling factor (nTTPF) have a moderate
influence on the predicted range. Improving the sensor resolution from HD (1280 pixels) to
4K (3840 pixels) increases the predicted detection range from 370 m to 1111 m, while the
default Full HD configuration (1920 pixels) lies in the midpoint. The correlation is positive:
more pixels provide finer angular sampling, which directly extends the detection range.
In contrast, increasing the required probability of success from P = 0.30 (nTTPF = 0.75,
predicted range of 741 m) to P = 0.80 (nTTPF = 1.50, predicted range of 370 m) reduces
the achievable range by half. The correlation is therefore negative: a more demanding
success criterion requires more line pairs across the object, which can only be resolved at
shorter distances.

The critical dimension of the object (dcrit) has the smallest influence within the perturba-
tion range considered, varying the detection range between 446 m and 666 m (±20% around
the default value of 0.101 m). The correlation is positive: a physically larger object contains
more pixels at any given range. This limited sensitivity is to be expected for class 1 sUAS,
which share similar physical dimensions. This parameter would become significantly more
influential when comparing across different sUAS classes, where sUAS dimensions can
vary by an order of magnitude.

In summary, for the EO modality, the choice of lens (HFOV) is the main factor de-
termining the achievable detection range, with a variation of approximately 20% across
the perturbation range considered. The sensor resolution and the chosen confidence level
have a moderate influence, either doubling or halving the predicted range. The object
characteristics play a secondary role within the class 1 sUAS, with a limited impact of
±20% on the final prediction. These findings highlight the importance of specifying the
lens configuration when reporting or comparing EO C-sUAS systems.
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4.9.2. ACOU Sensor (Spherical Spreading + Ambient Noise)

The maximum detection range for the acoustic sensor (ACOU) under calm condi-
tions is given by the spherical spreading model, in combination with the ambient noise
(loss) model:

R∗ = 10
|SL|−|SNRreq |−|Nlvl |

20 (106)

Under wind conditions, the detection range is degraded by the wind noise contribution:

R∗ = 10
|SL|−|SNRreq |−|Ntotal |

20 (107)

where Ntotal combines (without correlation) the ambient noise and the wind noise at the
sensor position:

|Ntotal | = 10 log10

(
10|Nlvl |/10 + 10|RLwind |/10

)
(108)

The sensitivity analysis is performed under two scenarios: (i) calm conditions (no
wind), using Equation (106), and (ii) windy conditions, using Equation (107). The de-
fault parameter values and perturbation ranges for both scenarios are summarised in
Tables 49 and 50.

Table 49. Default parameter values and perturbation ranges for the ACOU sensor sensitivity analysis
(calm conditions).

Parameter Low Default High

|SL| [dB] 65 70 80
|SNRreq| [dB] 5 10 15
|Nlvl | [dB] 25 (wild area) 30 (quiet area) 55 (urban area)

Table 50. Default parameter values and perturbation ranges for the ACOU sensor sensitivity analysis
(wind conditions).

Parameter Low Default High

|SL| [dB] 65 70 80
|SNRreq| [dB] 5 10 15
|Nlvl | [dB] 25 (wild area) 30 (quiet area) 55 (urban area)
|Nwind| [dB] 72 (light breeze) 79.25 (moderate breeze) 89 (strong breeze)

r [m] 10 50 200

The perturbation ranges have been selected according to the nature of each parameter.
The source level (|SL|) is perturbed from 65 to 80 dB, representing the range of acoustic
emissions observed across class 1 sUAS. The detection threshold (|SNRreq|) is a continuous
physical quantity: a symmetric ±5 dB perturbation around the default value is applied,
covering different trade-offs between probability of detection and probability of false
alarm. The ambient noise level (|Nlvl |) varies between 25 dB (quiet area) to dB (urban area),
following the different scene categories defined in Table 30. For the wind scenario, the
wind noise (|Nwind|) takes discrete values, from 72 dB to 89 dB, as reported in Table 31. The
wind sensor distance (r) is perturbed from 10 m (sensor near structure or vegetation) to
200 m (open-field deployment).

The tornado plots in Figure 4 present the results of the sensitivity analysis for
both scenarios.
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Figure 4. Tornado plots for the ACOU detection range model. The dashed vertical line indicates the
baseline detection range: (a) Calm conditions R∗ = 31.6 m, (b) Wind conditions R∗ = 5.4 m.

Under calm conditions, the source level (|SL|) is the dominant parameter, with a
positive correlation: increasing it from 65 dB to 80 dB extends the predicted detection
range from 17.8 m to 100 m. The ambient noise level (|Nlvl |) is the second most influential
parameter, with a negative correlation: moving from a rural area (25 dB) to an urban area
(55 dB) reduces the detection range from 56.2 m to 1.8 m. Finally, the detection threshold
(|SNRreq|) has a moderate influence, with a negative correlation: lowering it from 10 dB
to 5 dB extends the range to 56.2 m, while increasing it to 15 dB reduces it to 17.8 m. In
calm conditions, the achievable detection range for a sUAS therefore remains modest, not
exceeding 100 m even for the most favourable combination of parameters. Note that in a
scenario involving complete silence (|Nlvl | = 0 dB), the detection range is around 1 km.

Under wind conditions, the default configuration of parameters achieves a detection
range of 5.4 m. The wind sensor distance (r) becomes the dominant parameter, with a
positive correlation: increasing it from 10 m to 200 m extends the range from 1.1 m to 18 m,
as the wind noise at the sensor attenuates with distance from the source. The source level
(|SL|) remains the second most influential parameter. The ambient noise level (|Nlvl |) has
almost no influence in this scenario (detection range evolves from 1.7 m to 5.4 m), because
the wind noise completely dominates the total noise budget through the uncorrelated
power addition in Equation (108).

In summary, the ACOU modality is highly sensitive to both the drone’s acoustic
emission and the deployment environment. In calm conditions, the source level and the
ambient noise level are the main factors determining the achievable detection range. In
windy conditions, the detection range decreases dramatically, and the wind sensor distance
becomes the dominant parameter while ambient noise becomes irrelevant. These results
confirm the well-known operational limitation of ACOU C-sUAS sensors deployed in
windy environments.

4.9.3. Radar Sensor (Radar Range Equation)

The maximum detection range for the radar sensor is given by

R∗ = 4

√
PTx · G2 · λ2 · σ̄radar

(4π)3 · SNRmin · kB · T0 · F · B
(109)

where λ = c/ f is the wavelength corresponding to the operating frequency f . The
Boltzmann constant kB = 1.381× 10−23 J/K and the standard noise temperature T0 = 290 K
are physical constants and are not included in the sensitivity analysis.

Note that the default values for PTx, g, and B used in this analysis differ from those
defined earlier in the standardised parameter tables. The values of PTx = 100 W, G = 35 dB,
and B = 50 MHz have been adopted here to represent a more realistic operational C-sUAS
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radar system, rather than the compact, low-cost radar module described by the original
default configuration (PTx = 10 W, G = 25 dB, B = 200 MHz).

The default parameter values and perturbation ranges are summarised in Table 51.

Table 51. Default parameter values and perturbation ranges for the radar sensor sensitivity analysis.

Parameter Low Default High

PTx [W] 10 100 1000
g [dB] 25 35 40

f [GHz] 10 24 35
σ̄radar [m2] 0.001 0.01 0.1

SNRmin [dB] 5 10 15
F [dB] 3 10 15

B [MHz] 10 50 200

The perturbation ranges have been selected according to the nature of each parameter.
The transmit power (PTx) is perturbed from 10 W (compact module) to 1000 W (high-power
system), spanning two orders of magnitude. The antenna gain (g) is perturbed from 25 dB
(small antenna) to 40 dB (large antenna array). The operating frequency ( f ) is perturbed
from 10 GHz (X-band) to 35 GHz (Ka-band), covering the frequency bands commonly used
in C-sUAS radars. The radar cross-section (σ̄radar) is perturbed from 0.001 m2 to 0.1 m2,
representing the range of RCS values observed across Class 1 sUAS. The minimum required
SNR (SNRmin) is perturbed by ±5 dB around the default value, covering different detection
probability requirements. The receiver noise figure (F) is perturbed from 3 dB (high-quality
receiver) to 15 dB (degraded receiver). The receiver bandwidth (B) is perturbed from
10 MHz (narrow) to 200 MHz (wideband).

Figure 5 presents the tornado plot. Using the default configuration, the predicted
detection range is R∗ = 445.3 m.

Unlike the electro-optical and acoustic models, the radar range equation includes a
fourth root, which dampens the sensitivity to any individual parameter: a factor-of-two
improvement in any single numerator parameter only extends the range by a factor of
4
√

2 ≈ 1.19. This structural property produces a more balanced tornado plot, where no
single parameter dominates as overwhelmingly as HFOV did for the EO modality.
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SNRmin [dB]

f [GHz]

F [dB]

B [MHz]

PTx [W]

radar [m²]

G [dB]

15 5

35 10

15 3

200 10

100010

0.10.001

4025

Default Range: 445.3 m

Sensitivity Analysis  Radar Sensor (Radar Range Equation)

Parameter value increased
Parameter value decreased

Figure 5. Tornado plot for the radar detection range model. The dashed vertical line indicates the
default detection range (R∗ = 445.3 m).

The antenna gain (g) is nevertheless the most influential parameter, with a total span
of 651 m (from 140.8 m to 791.9 m). This is because g appears squared in the equation (the
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same antenna is used for transmit and receive in a monostatic configuration), amplifying
its effect relative to all other parameters. The correlation is positive: increasing the gain
from 25 dB to 40 dB nearly doubles the detection range from the default.

The transmit power (PTx) and the radar cross-section (σ̄radar) have identical sensitivity
spans (from 250.4 m to 791.9 m), which is expected since both appear linearly in the
numerator with the same perturbation ratio (two orders of magnitude). Increasing PTx

from 10 W to 1000 W, or increasing σ̄radar from 0.001 m2 to 0.1 m2, produces the same
improvement in range. Both correlations are positive. From a system design perspective,
this equivalence means that the inability to control the sUAS RCS (which depends on the
platform) can be compensated by increasing the transmit power accordingly.

The receiver bandwidth (B), noise figure (F), operating frequency ( f ), and minimum
SNR (SNRmin) form a group of moderately influential parameters with comparable spans
(from 260 m to 351 m). All four appear in the denominator: increasing any of them
increases the noise floor or the detection threshold, thereby reducing the detection range.
The correlations are negative for B, F, SNRmin (increasing them degrades performance),
and also negative for f (increasing frequency reduces λ2 in the numerator). Moreover, the
receiver noise figure and the bandwidth have nearly the same influence, reflecting the fact
that both contribute equally to the thermal noise power at the receiver input.

In summary, for the radar modality, the antenna gain is the primary factor determining
the achievable detection range due to its squared contribution in the monostatic configura-
tion. The transmit power and target RCS form a second tier with identical influence. The
receiver parameters (bandwidth, noise figure) and operating frequency constitute a third
tier of moderate but comparable influence. These results confirm that the most effective
approach to extending the detection range of a C-sUAS radar against small drones is to
invest in antenna gain (larger array, higher directivity), followed by transmit power.

4.9.4. Impact of sUAS Platform

To illustrate the flexibility of the framework across different sUAS categories, Table 52
compares the key signature parameters of the default class 1 sUAS (DJI Mini 4 Pro, SZ
DJI TECHNOLOGY Co., Ltd., Shenzhen, China) with those estimated from a class 1 nano-
category (Black Hornet 3 [196], Teledyne FLIR, Hvalstad, Norway). The Black Hornet 3
is a military nano sUAS (33 g, with a rotor diameter of 123 mm) designed for covert
reconnaissance with minimal detection signatures. Due to the restricted nature of its
signature data, the values below are order-of-magnitude estimates derived from its publicly
available characteristics.

Table 52. Comparison of key signature parameters and predicted detection ranges for two sUAS platforms.

Parameter DJI Mini 4 Pro Black Hornet 3 Range Impact

Weight [g] 249 33 –
dcrit [m] 0.101 0.025 ×0.25

σ̄radar [m²] 0.01 0.001 ×0.56
|SL| [dB] 80 ∼55 ×0.06

R∗,EO [m] 555.5 137.4
R∗,radar [m] 445.3 250.4

R∗,acoustic [m] 100 5.6

The predicted detection ranges confirm that a nano-category platform is significantly
harder to detect across all modalities. The EO range is reduced by a factor of 4 (proportional
to dcrit), reflecting the smaller angular extent of the target. The radar range is reduced by a
factor of 1.8 (proportional to σ1/4

radar), dampened by the fourth root. The acoustic range is
most severely affected, reduced by a factor of approximately 18, as the lower source level
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compounds with the logarithmic propagation model. These results demonstrate that the
parametric structure of the framework allows straightforward substitution of platform-
specific parameters to evaluate detection performance against different threat categories.

5. Conclusions
The C-sUAS domain is evolving rapidly, with innovation occurring on a daily basis.

In this context, standardised performance evaluation is essential to enable meaningful
comparisons between different systems during defensive mission planning, evaluation
of the current defence system, or procurement processes. This article aims to provide a
structured, transparent reference framework for evaluating the detection range performance
of the sensors employed in defensive sUAS systems intended to protect assets against
unauthorised sUAS. This approach, based on parametric modelling, would help to save a
lot of time without having to physically deploy the systems in the field to test them. To this
end, three research questions were formulated and addressed throughout the article.

RQ2 asked how a generic sUAS and the external atmospheric factors affecting sen-
sor performance could each be captured through standardised parametric models with
condition-dependent default values. Section 2 answered the first part of this question by
introducing a parametric model of a generic Class 1 sUAS characterised across multiple
spectral domains, with a default configuration derived from the DJI Mini 4 Pro. Section 3
addressed the second part by defining parametric models for illumination, weather (sun,
rain and fog) and wind conditions, each assigned default values tied to identifiable input
conditions. Together, these two sections provide a complete, standardised representation of
both the target and its operating environment.

RQ3 asked how the detection performance of each sensor modality could be mod-
elled, and how the influence of environmental conditions could be represented through
modality-specific loss models. Section 4 addressed this question by presenting, for each of
the six modalities considered (electro-optics, thermal infrared, acoustics, radio frequency,
radar and lidar), the operating principle, a parametric detection range model with full math-
ematical derivation, and the corresponding loss model. All models follow a deterministic
parametric approach in which each parameter takes a fixed value, and are accompanied by
standardised parameter tables with default values derived from state-of-the-art systems
and publicly available data.

RQ1, the central research question, asked how the actual field performance of the C-
sUAS sensors could be simulated by combining the sUAS environmental and sensor models,
and how each element of the scenario contributes to the final predicted performance. By
design, the framework answers this question through the composition of its three building
blocks: the target model provides the sUAS signatures required as input to the sensor
models, the environmental models supply the propagation losses that degrade sensor
performance under realistic conditions, and the sensor models convert these inputs into a
predicted maximum detection range. The depth of the parametric decomposition ensures
that the contribution of each individual element (target characteristics, environmental
conditions and sensor parameters) to the final range prediction is explicit and traceable.

Taken together, these contributions fulfil the main objective of the article: pro-
viding a structured, standardised reference for evaluating and comparing C-sUAS
sensor performance.

A key contribution of the proposed framework lies in its contrast with current prac-
tices in the C-sUAS domain. Today, performance evaluation typically relies on one of
two approaches: manufacturer-provided specifications, which are measured under ideal
conditions and rarely account for environmental degradation or target variability; or costly
field trials, which are scenario-specific, difficult to reproduce, and impractical for compar-
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ing large numbers of systems. The framework proposed in this article bridges this gap
by offering a model-based alternative that is transparent, reproducible and independent
of any single manufacturer. Because every parameter is explicitly defined and assigned
a standardised default value, evaluation can be conducted rapidly and fairly, even when
complete system specifications are unavailable. This enables decision-makers to perform
consistent comparisons across sensor technologies and system configurations before com-
mitting to field deployment, significantly reducing both the time and cost associated with
the evaluation and selection of defensive C-sUAS systems for the protection of critical
assets and sensitive areas. The flexibility of the framework is further demonstrated in
Section 4.9.4, where the substitution of platform-specific parameters for a nano-category
sUAS (Black Hornet 3) shows a significant reduction in predicted detection ranges across
all modalities compared to the default class 1 configuration.

The proposed framework has several known limitations that should be considered
when interpreting results. All models are deterministic and do not generate statistical
detection curves (probability of detection as a function of range). Multi-path propagation
and terrain masking effects are not modelled, which may lead to overestimation of detection
ranges in complex environments. The framework is restricted to NATO class 1 sUAS and
does not currently extend to fixed-wing platforms or swarming scenarios. These limitations
define the boundary conditions within which the standardised default values and range
prediction are valid.

However, it should be noted that the models proposed in this article have not yet
been validated against physical experiments. All detection range models are based on
well-established physical principles (the Johnson criteria, the radar range equation, the
Beer–Lambert law, etc.), and the standardised default values are derived from published
manufacturer specifications and publicly available data. This foundation provides con-
fidence in the theoretical robustness of the framework, but it does not replace empirical
confirmation under real operational conditions, where factors such as sensor calibration,
terrain effects, electromagnetic interference, and non-ideal propagation may introduce
deviations from the predicted performance. A planned follow-up study will address this
limitation by validating the proposed framework against field measurements collected on
an operational C-sUAS test bench, following established sensor performance evaluation
methodologies such as the scenario-based approach developed within the COURAGEOUS
project [69] and formalised in the CEN Workshop Agreement CWA 18150 [197]. This vali-
dation campaign will make it possible to quantify the accuracy of the predicted detection
ranges, to identify the parameters to which real-world performance is most sensitive, and
to refine the default values where necessary.

A second area for future extension concerns multi-sensor fusion. Operational C-sUAS
systems combine several sensing modalities to improve detection reliability and reduce
false alarm rates [198,199]. This manuscript deliberately models each sensor separately, as
a necessary first step: standardised single-sensor performance models are a prerequisite
for any rigorous fusion analysis, since the contribution of each modality must be individu-
ally characterised before their combination can be meaningfully evaluated. The modular
structure of the proposed framework (independent parametric models per modality, with
clearly defined inputs and outputs) has been designed to support this future composition.
Because each sensor model produces a predicted detection range as a function of the same
target and environmental parameters, the models can be composed within established
multi-sensor fusion architectures, such as decision-level or feature-level fusion [200], with-
out requiring structural modification. Extending the framework to evaluate combined
detection performance across multiple modalities is therefore a priority for future work.
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A third area for future extension concerns the evaluation of additional performance
metrics, including but not limited to detection range. Modern C-sUAS performance evalu-
ation typically involves metrics such as probabilistic detection, false alarm rate, tracking
performance and identification accuracy [16,201], which depend not only on the C-sUAS
sensor physics but also on the implemented signal processing algorithms (i.e., track-while-
scan, Kalman filtering, update rate, . . .) and the integration within a broader C2 architecture
(delays, communication links, . . .). These system-level metrics fall outside the scope of
the sensor-level parametric framework proposed in this article. Nevertheless, the detec-
tion range models presented in this manuscript provide the necessary foundation. The
predicted detection, recognition and identification ranges define the operational spatial
envelope for higher-level functions, while the framework’s parametric structure enables
the integration of additional models as they emerge.
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Abbreviations
The following abbreviations are used in this manuscript:

UAS Unmanned aircraft systems
sUAS small unmanned aircraft systems
C-sUAS Counter-small unmanned aircraft systems
STANAGs Standardisation agreements
DTIM Detection, tracking, identification and mitigation
DTI Detection, tracking and identification
C2 Command and Control
NATO North Atlantic Treaty Organization
AGL Above ground level
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LOS Line-of-sight
FAR False alarm rate
EO Electro-optics
VIS Visible
NIR Near infrared
SWIR Short-wave infrared
TIR Thermal infrared
ACOU Acoustic
RF Radio frequency
RCS Radar cross-section
LCS LIDAR cross-section
SNR Signal to noise ratio
COTS Commercial off-the-shelf
IFOV Immediate field of view
DRI Detection, recognition and identification
TTPF Target transfer probability function
MWIR Midwave infrared
LWIR Longwave infrared
MRTD Minimum resolvable temperature difference
EM Electromagnetic
GNSS Global navigation satellite systems
FSPL Free-space path loss
ITU International Telecommunication Union
IEEE Institute of Electrical and Electronics Engineers
ToA Time of arrival
OAT One-at-a-time
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