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Highlights

What are the main findings?
• A covert spoofing strategy that operates solely on external radar observations at infer-

ence without internal target state information redirected an unmanned aerial vehicle 
(UAV) to a target fake destination without triggering the PX4 flight control computer’s 
extended Kalman filter (EKF) integrity check.

• We verified full physical-layer operation on actual hardware, where real radiofrequency 
(RF) signals physically assume the tracking loop of the receiver and measured values 
are directly fused into the actual PX4 EKF, which cannot be tested through position-
injection simulations that merely inject location coordinates.

What are the implications of the main findings?
• Such covert spoofing attacks must be evaluated on physical hardware because position-

injection simulations that only inject position coordinates cannot reproduce the actual 
behavior of global navigation satellite system (GNSS) receiver spoofing via RF signals 
and firmware-level navigation filters.

• The policy learned in the simulation can directly apply to the actual hardware envi-
ronment of a unmanned aerial vehicle without retraining, demonstrating that such 
learning-based covert spoofing attacks can be developed and deployed at a low cost.

Abstract

Global navigation satellite system (GNSS) spoofing has emerged as an effective counter-
measure to address the growing threat posed by the malicious use of unmanned aerial 
vehicles (UAVs) against military and civilian infrastructure. Previous UAV redirection 
spoofing approaches relied on internal target information state or were limited to verifica-
tion through software simulations. This study integrates a Zynq UltraScale+ radiofrequency 
(RF) system-on-chip multi-constellation GNSS spoofer with a soft actor–critic covert spoof-
ing policy based on a dual-normalized innovation squared reward, providing an RF-level 
hardware-in-the-loop simulation closed-loop platform within an anechoic chamber and 
enabling real-time integration of an actual PX4-based Pixhawk flight control computer 
with a commercial GNSS receiver. Operating solely on external radar observations with-
out internal-target UAV information, the policy redirects the UAV within a 20 m capture 
radius of the fake destination across three scenarios. During this process, the manipulated 
measurements do not violate the innovation gate of the extended Kalman filter (EKF) even 
when the GNSS spoofing signal deceives the receiver. Experiments confirmed that the EKF 
continues to fuse these spoofed signals with normal measurements, demonstrating that, in 
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a physical hardware closed-loop environment, a learning-based covert spoofing policy can 
bypass flight control computer integrity checks and successfully redirect the UAV.

Keywords: hardware-in-the-loop simulation; covert global navigation satellite system 
spoofing; unmanned aerial vehicle redirection; soft actor–critic; reinforcement learning; 
global navigation satellite system/inertial navigation system

1.  Introduction
In addition to the recent geopolitical conflicts such as the Russia–Ukraine war [1], the 

Syrian civil war [2], the Israel–Hamas conflict [3], and the US–Iran conflict [4], attacks 
on key military [5] and civilian infrastructure [6] using unmanned aerial vehicles (UAVs) 
continue to rapidly increase the global UAV threat. Defense systems designed to counter 
UAV threats can be broadly classified into hard-kill and soft-kill approaches [7–9]. Hard-kill 
systems directly neutralize targets using physical means such as nets or missiles, whereas 
soft-kill systems neutralize a UAV’s flight system through electronic warfare techniques 
such as jamming or spoofing. For instance, global navigation satellite system (GNSS) 
spoofing involves transmitting counterfeit navigation signals to deceive a UAV’s receiver, 
manipulating its position and flight path [10–13]. As demonstrated by cases such as Russian 
electronic warfare equipment deployed in Syria for neutralizing US military UAVs [2] and 
Iran capturing a US UAV through GNSS spoofing [14], controlling UAV trajectories via 
GNSS spoofing has proven to be an effective countermeasure in actual conflict zones, and 
spoofing attacks against aircraft and ships continue to be reported [15–17].

GNSS spoofing signals can be effectively utilized as a countermeasure primarily be-
cause of the structural weaknesses of GNSS: their signal structures are publicly known, and 
the signal power reaching the Earth’s surface is extremely low [18–20]. To overcome these 
limitations and obtain stable position estimates, most UAVs integrate GNSS with an inertial 
navigation system (INS), referred to as GNSS/INS navigation systems [21,22]. However, 
sophisticated GNSS spoofing techniques can deceive these integrated navigation systems, 
covertly manipulating the integrated navigation solution and consequently disrupting the 
normal flight of the UAV. Accordingly, active research is underway to use GNSS spoofing 
signals to alter and control UAV flight paths toward the desired target locations.

Related studies can be broadly categorized into four groups based on the type 
of spoofing algorithm. Early studies used classical controllers such as proportional–
integral–derivative controllers to redirect the target receiver along a desired path [22–24], 
while numerous rule-based or greedy algorithms heuristically update spoofing signals by 
observing the responses of the target UAV [25–29]. Recently, optimization-based techniques 
such as model predictive control and genetic algorithms [30,31], as well as approaches 
that use reinforcement learning (RL) to train spoofing policies [21,32], have been reported. 
Table 1 presents a comparative analysis of these recent studies by focusing on technical 
characteristics such as spoofing algorithms applied to trajectory control, control loop struc-
tures, and the dependency on the dynamics of the target UAV and internal parameters of 
the GNSS/INS.
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Table 1. Comparison of recent studies on UAV trajectory control via GNSS spoofing.

Ref., Year UAV Dynamics INS Integration Experimental
Setup

Control
Loop

Spoofing 
Algorithm

Ma et al. [21], 2024 - - Simulation Closed RL
Guo et al. [22], 2019 Required Required Simulation Closed PD
Kerns et al. [23], 2014 - Required Real flight Open PD
Sathaye et al. [24], 2022 Required Required Real flight Closed PID
He et al. [25], 2019 - - Simulation Open Greedy
Ferreira et al. [26], 2022 - - Real flight Open Rule-based
Noh et al. [27], 2019 - Required Real flight + SILS Closed Rule-based
Chen et al. [28], 2022 Required Required SILS Closed Rule-based
Chae et al. [29], 2023 - Required HILS + Real flight Closed Rule-based
Hou et al. [30], 2024 Required Required Simulation Closed PID + MPC
Chen et al. [31], 2025 - Required Simulation Closed Genetic
Ma et al. [32], 2025 - - Simulation Closed RL
This study, 2026 - - HILS (RF) Closed RL

SILS: software-in-the-loop simulation; HILS: hardware-in-the-loop simulation; INS: inertial navigation system; 
RL: reinforcement learning; PD: proportional derivative; PID: proportional–integral–derivative; MPC: model 
predictive control.

Table 1 compares studies on GNSS spoofing redirection based on two key criteria: 
whether the spoofing redirection algorithm relies on the internal information of the tar-
get UAV and whether the validation phase extends to the actual hardware level beyond 
software simulation. A cross-analysis of these criteria highlights two limitations of the 
existing literature:
(1) Dependency on internal target information: Most classical control-, rule-, and 

optimization-based model-based techniques [22–24,27–31] assume that the dynamic 
parameters of the target or detection thresholds of its internal extended Kalman filter 
(EKF) are known in advance. In actual engagement scenarios, an attacker cannot 
obtain the UAV’s internal information in advance.

(2) Lack of hardware verification: RL-based techniques [21,32] address this dependency 
by learning policies that operate solely on external radar observations without relying 
on the internal information of the target. However, because verification in these studies 
was restricted to simulated environments, the efficacy of spoofing for actual physical 
navigation and control loops remains unproven.
Consequently, to the best of the authors’ knowledge, research focusing on approaches 

that can overcome the limitations of the two aforementioned criteria and are simultaneously 
independent of the target UAV’s internal information and closed-loop verification using 
actual hardware remain lacking.

Based on prior research, the authors independently developed two key technologies to 
address these gaps:

(1) A multi-constellation GNSS spoofer (hereinafter referred to as a “GNSS spoofer”) 
was implemented utilizing a multicore architecture based on the Zynq UltraScale+ radiofre-
quency system-on-chip (RFSoC), and its ability to manipulate the position of commercial 
GNSS receivers under both static and dynamic spoofing scenarios was demonstrated [33]. 
However, that study was limited to arbitrarily altering the navigation solution of the target 
receiver and did not propose an intelligent redirection algorithm for redirecting the flight 
path of a UAV using a GNSS receiver to a specific destination.

(2) We proposed a covert spoofing policy based on a soft actor–critic (SAC) [34], which 
applies a dual-normalized innovation squared (NIS) compensation structure that balances 
both the external NIS [18] estimated by the radar and the internal NIS of the UAV. This 
study confirmed that it is possible to effectively bypass the anomaly detection integrity 

https://doi.org/10.3390/drones10110855

https://doi.org/10.3390/drones10110855


Drones 2026, 10, 855 4 of 21

checks of the EKF in a simulation environment while simultaneously redirecting a target 
UAV to a target destination with a high degree of probability. However, the verification 
was limited to a purely software-based environment, identifying closed-loop verification 
via hardware-in-the-loop simulation (HILS), which integrates a GNSS spoofer with a UAV 
flight control computer (FCC), as a future task.

This paper integrates these prior studies and proposes an RF-level HILS platform 
that integrates a simulation-verified SAC-based dual-NIS covert spoofing policy with an 
existing GNSS spoofer and PX4-based Pixhawk FCC in real time. This framework simulta-
neously satisfies the two requirements outlined earlier: independence from target-internal 
information and closed-loop verification using physical hardware on a single platform.

The main contributions of this study are as follows:
• Based on the inference results of the trained SAC policy, we generated real-time RF 

GNSS spoofing signals and implemented an integrated HILS system that linked a 
physical GNSS receiver and an FCC in a closed-loop configuration.

• We verified that the spoofing position inferred by an RL agent could successfully 
redirect the target UAV even with the FCC and its EKF in the loop by demonstrating 
spoofing scenarios in an actual RF closed-loop environment. This confirms that the pol-
icy learned in the simulation applies directly to the actual hardware without retraining.

• To address the limitations of existing simulations that only inject position errors, 
we experimentally demonstrated the mechanism by which RF spoofing signals in 
the physical layer bypass the EKF integrity check of the FCC and are fused into the 
navigation solution.
The remainder of this paper is organized as follows. Section 2 describes the GNSS 

spoofer, SAC-based dual-NIS covert spoofing policy, and overall HILS platform architecture. 
Section 3 describes the interfaces, data flow, and physical hardware integration of the 
proposed HILS platform. Section 4 presents and discusses the field verification results of 
the covert spoofing method. Finally, Section 5 concludes the paper.

2.  System Architecture
2.1.  GNSS Spoofer

Spoofing signals are generated using a Zynq UltraScale+ RFSoC-based GNSS spoofer 
proposed in a previous study [33]. Three ARM Cortex-A53 cores operating in independent 
real-time operating system environments calculate signal generation parameters in parallel 
for the global positioning system (GPS), GLONASS, and BeiDou constellations. These 
parameters are transmitted in real time to the signal generator in the programmable logic 
area, where they are synthesized into RF spoofing signals. In this process, hardware delay 
compensation ensures a timing synchronization accuracy of ~0.03 chips (30 ns) relative to 
the actual GNSS signals [33]. For a detailed design of the spoofing device hardware, signal 
models, and delay compensation procedures, refer to [33].

For a GNSS spoofing signal to deceive a GNSS receiver, it must hijack the target re-
ceiver’s tracking loop, which requires precise code phase synchronization with the authentic 
signal and transmission power that exceeds the authentic signal [23]. GNSS receivers track 
code phase using three correlators (i.e., early, prompt, and late) spaced at 0.5 chip in-
tervals [18]. Consequently, the code-phase error of the spoofing signal must be within 
~0.5 chips relative to the authentic signal, and the spoofing signal must be transmitted 
with higher power than the authentic signal for the tracking loop to track the spoofing 
signal and receive it [10,35]. This spoofer possesses a temporal synchronization accuracy 
of ~0.03 chips, fully satisfying this spoofing condition; thus, it receives an authentic GNSS 
signal to align the code phase and determine the transmission timing of the spoofing signal.
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2.2.  Covert Spoofing Policy: SAC with Dual-NIS Reward
The covert spoofing policy implemented on this platform uses an SAC algorithm based 

on the dual-NIS reward, which was proposed and trained in our previous work [36]. We 
only briefly describe key elements essential to the HILS validation and results analysis; 
detailed trajectory generation processes and agent training procedures are provided in [36].

The spoofing problem is formalized as a Markov decision process defined by five 
tuples: state space 𝒮 , action space 𝒜 , transition probabilities 𝒫 , reward function ℛ , and 
discount rate 𝛾. Here, 𝒫  represents a model-free environment where the internal dynamics 
of the UAV are unknown, and 𝛾 follows the standard SAC setup. This section describes 
only 𝒮 , 𝒜 , and ℛ , which are necessary to interpret the results.

The state vector sk  observed by the agent at the kth step is a nine-dimensional nor-
malized vector based on the target state estimated externally by the attacker, as defined 
as follows:

s𝑘 = [𝑑, 𝜃, 𝜓, Δ𝐷, Δ𝑠
𝐷, 𝛾, 𝑣, 𝜃𝑣,fake, 𝜃𝑣,true]

𝑇
. (1)

The state vector includes geometric information, estimation indicators, and velocity 
errors. As relative geometric information based on radar observations, it includes the 
normalized distance to the UAV 𝑑, azimuth 𝜃, and elevation 𝜓. The relative angle between 
the true and fake destinations based on the estimated UAV position is defined as Δ𝐷, whereas 
the relative angle based on the fake position is defined as Δ𝑠

𝐷. This incorporates the externally 
estimated NIS index 𝛾 and normalized UAV velocity 𝑣, and it is represented by the velocity 
vector error 𝜃𝑣,fake, 𝜃𝑣,true between the current heading of the UAV and the direction of each 
destination. In this simulation environment, radar observations were simulated using an 
estimation filter that applied Gaussian observation noise to the true UAV position, instead 
of integrating physical equipment.

The agent’s action vector ak  is output as a spoofing position offset in the spherical 
coordinate system and includes the magnitude of the offset 𝜌k , azimuth 𝜃k , and elevation 
𝜓k , as follows:

a𝑘 = [𝜌𝑘, 𝜃𝑘, 𝜓𝑘]𝑇. (2)

Covertness is quantified based on NIS, which is an anomaly detection metric applied 
for navigation filters. For measurement innovation ỳ𝑘 defined as the difference between the 
measured and predicted values and its covariance Sk , NIS is defined as follows:

𝛾drone
𝑘 = ỳ𝑇

𝑘 S−1
𝑘 ỳ𝑘. (3)

An anomaly was detected if the value exceeded the 95% threshold TNIS  of the chi-square 
distribution with three degrees of freedom, as follows:

𝛾drone
𝑘 < 𝑇NIS, ∀𝑘. (4)

The reward function rk  has a dual-NIS structure, as follows: 

𝑟𝑘 = 𝛼1𝑟𝑥
𝑘 + 𝛼2𝑟𝑣

𝑘 + 𝛼3𝑟𝛾
𝑘 + 𝛼4𝑟drone

𝑘 + 𝑟term
𝑘 . (5)

This structure is composed of position redirection to the fake destination 𝑟𝑥
𝑘 , velocity 

direction alignment reward 𝑟𝑣
𝑘 , external NIS-based covertness term 𝑟𝛾

𝑘  predicted from radar 
observations, NIS-based covertness term 𝑟drone

𝑘  from the UAV’s internal navigation filter, and 
arrival-based termination reward 𝑟term

𝑘 . In addition, 𝛼1 , 𝛼2 , 𝛼3 , and 𝛼4  represent the relative 
weights of each term; the specific values are taken from [36].

The external NIS-based reward 𝑟𝛾
𝑘  is calculated entirely from the radar estimation filter 

and is used as observational information during both the training and inference phases. 
In contrast, the UAV’s internal NIS compensation 𝑟drone

𝑘  is applied exclusively during the 
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training phase to ensure that the agent achieves perfect covertness, which is not required 
during actual inference or deployment phases. Therefore, once training is complete, the 
policy can perform covert spoofing based solely on external observations without relying 
on internal target information.

The NIS metric used to optimize covertness during the learning phase is based on a 
mathematically defined ideal model. In contrast, the EKF of the FCC onboard the target 
UAV evaluates measurement innovations and performs integrity checks according to the 
internal criteria defined in the firmware [18,37]. The integrity check criteria within the 
firmware do not perfectly match the ideal NIS model defined in the simulation environment, 
and therefore, separate verification is required to determine if the covertness achieved at 
the simulation level is maintained in the actual hardware-based control loop.

2.3.  Overall HILS Architecture
This section describes the overall architecture of an RF-level HILS platform, which 

integrates the simulation-trained SAC-based covert spoofing policy with actual GNSS signal 
generators, GNSS spoofers, and FCC in real time. The platform was designed based on 
the HILS mode of open-source firmware PX4 [38]. However, unlike the PX4’s standard 
hardware-in-the-loop (HITL) approach, which injects GNSS measurements generated by 
the simulator into the navigation filter, this study extends the system using RF signals 
received by an actual GNSS receiver through an antenna as the navigation inputs. As 
mentioned in Section 1, a significant number of existing studies on UAV trajectory control 
using GNSS spoofing have been limited to verification at the software simulation level. 
In these studies, researchers obtained the estimation results by directly injecting position 
measurements into arbitrarily assumed navigation filter models. In contrast, this platform 
transmits the calculated spoofing position as actual physical RF signals, thereby causing 
the tracking loop of the target receiver to track the spoofing signal. Using this approach, 
we empirically verify if the entire spoofing process from RF signal tracking to navigation 
solution manipulation is valid in the physical layer.

The entire system includes three components, as illustrated in Figure 1. The first is 
a simulation and policy layer that operates in the personal computer (PC) development 
environment. This layer includes Gazebo [39], a physics simulator; a ground control station 
(GCS), which handles mission planning; and a robot operating system 2 (ROS 2) [40], 
which is a robot software framework. Gazebo simulated the flight dynamics of the UAV 
in real time and the data from navigation sensors such as an inertial measurement unit 
(IMU), magnetometer, and barometer. QGroundControl [41] was used as the GCS to set 
flight paths based on predefined mission plans, whereas ROS 2 performed the inference of 
the pretrained SAC policy and transmitted the target coordinates to the GNSS simulator 
and spoofer.

The Pixhawk 6C hardware equipped with PX4 firmware at the FCC layer computes 
EKF and the attitude and position control algorithms. At this stage, the navigation filter 
within the firmware performs an innovation-based integrity check on each incoming GNSS 
measurement, discarding any signals that fall outside the acceptable range. This indicates 
that the hardware performs checks based on the same principle as the NIS, which the agent 
uses as a covertness optimization metric during the training phase.

The GNSS signal layer includes a GNSS simulator that emulates normal satellite signals 
and a GNSS spoofer that generates spoofing signals. The RF signals generated by these 
two devices are radiated and coupled inside an RF anechoic chamber and applied to the 
commercial GNSS receiver mounted on the target UAV. The specific hardware configuration 
and system integration methods for this signal layer are described in Section 3.2.
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Figure 1. Overall architecture and closed-loop signal flow of the RF-level HILS covert GNSS 
spoofing platform.

The real-time closed-loop operational flow of the entire system is as follows: Virtual 
sensor measurements generated by Gazebo were transmitted to the FCC via MAVLink [42], 
which is a standard UAV communication protocol, and they were used as inputs for the EKF 
and the controller. Simultaneously, Gazebo calculated the ground truth, which represented 
the actual position of the aircraft within the simulation environment. This ground truth was 
transmitted to the policy node on the development PC via the uXRCE-DDS middleware [43], 
which connected FCC and ROS 2. As described in Section 2.2, Gaussian observation noise 
was added to the ground truth to form the radar observation provided to the SAC agent. 
The agent inferred the spoofing offset from this observation, and the offset was added to the 
ground truth to form the target coordinates for the spoofer. The hardware spoofer generated 
a corresponding precise GNSS spoofing signal, which was spatially coupled wirelessly 
with the normal satellite signal transmitted by the Spirent simulator inside the RF anechoic 
chamber and applied to the GNSS receiver onboard the UAV. The receiver converted this 
into GNSS measurements and transmitted them to the FCC, which the EKF misinterpreted 
as normal signals, successfully spoofing the UAV’s position estimate.

Ultimately, the actuator control commands calculated using the spoofed position 
estimate were fed back into Gazebo’s dynamic model because the FCC controls the flight 
based on the manipulated position estimate, causing the UAV to move physically in the 
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direction intended by the attacker. As the UAV moved, the updated ground truth was 
transmitted back to the policy node via FCC, completing the closed-loop system.

3.  Hardware-in-the-Loop Platform
3.1.  System Interfaces and Data Flow

The HILS platform was run on a host running Ubuntu 22.04 and deployed in a Docker 
container environment to ensure reproducibility. This container was created using the 
px4io/px4-dev-ros2-foxy [44] image, which includes the Gazebo Classic 11 [39], ROS 2 
Foxy [40], and ARM toolchain. Through the running container, simulation, policy inference, 
and PX4 firmware [45] builds were performed in a single environment. The serial device 
of the host was exposed to the container, directly connecting the physical Pixhawk 6C 
and facilitating communication between the development PC and FCC in real-time via 
uXRCE-DDS [43] and the MAVLink router [46].

Table 2 summarizes the main communication links and data flows that comprise this 
platform; all transmission cycles listed in the table are actual measurements obtained from 
the implemented platform. The data-update cycles within the system were set according to 
the default update cycles of each interface. For the Gazebo–FCC segment, which requires 
the fastest cycle, simulated IMU measurements and ground-truth data were transmitted 
to the FCC via the MAVLink protocol at 250 Hz. Meanwhile, geomagnetic data were 
updated at 100 Hz and barometric data at 50 Hz and subsequently merged into the inertial 
measurement frame and transmitted. Conversely, the actuator commands generated by the 
FCC were fed back to Gazebo at a rate of 200 Hz.

Table 2. Key interfaces and data flows of the HILS platform.

Interface Direction Transport Data Rate

HIL sensors Gazebo → FCC
MAVLink

USB (2 Mbps)

Inertial (IMU) 250 Hz
Magnetometer 100 Hz

Barometer 50 Hz
Ground truth 250 Hz

UAV actuator FCC → Gazebo MAVLink
USB (2 Mbps) Actuator commands 200 Hz

Telemetry FCC → ROS 2
uXRCE-DDS

serial (921,600 bps)

Ground truth 10 Hz
GNSS fix 10 Hz

Integrity monitor 10 Hz
True-signal 
command ROS 2 → Spirent SimREMOTE

Ethernet (TCP) Ground truth 10 Hz

Spoofing command ROS 2 → Spoofer JSON
Ethernet (UDP)

Spoofed target coordinates 
(truth + offset) 5 Hz (ZOH)

GNSS fix Receiver → FCC UBX
serial (115,200 bps) GNSS position solution 5 Hz

The telemetry segment connecting the FCC and ROS 2 policy nodes is subject to the 
bandwidth limitations of a serial-based wired link. To prevent communication delays that 
occur when short-cycle data are transmitted without changes, the 69 default topics in the 
uXRCE-DDS middleware were reduced to the number necessary for communication, and 
the publishing cycle was limited to 10 Hz. This 10 Hz limit applied only to the policy 
input and logging segments. The UAV’s flight control loop, comprising the IMU and GNSS, 
operated at its original cycle; therefore, it did not affect the actual flight. Consequently, the 
GNSS position and EKF integrity monitor values (ground truth data essential for policy 
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inference and logging data for post-flight performance evaluation) were transmitted to the 
ROS 2 node at a 10 Hz cycle. Among these, Gaussian observation noise was added to the 
ground truth to form the radar observation for the SAC agent, whereas the raw ground 
truth was relayed to the Spirent simulator via the transmission control protocol (TCP) to 
synchronize the normal GNSS signal trajectory.

Finally, the ROS 2 policy node transmitted the spoofed position inferred by the agent 
to the GNSS spoofer, generating a GNSS signal corresponding to the spoofed position. The 
inference cycle of the agent was 1 Hz, which was slower than the 5 Hz navigation solution 
output cycle of the GNSS receiver. The output of the inferred SAC policy was transmitted 
at a 5 Hz rate using the zero-order hold (ZOH) technique to synchronize with the 5 Hz 
cycle of the GNSS receiver. The generated spoofing and normal signals synthesized by the 
Spirent simulator were spatially combined within the RF anechoic chamber and applied to 
a GNSS receiver mounted on the target UAV. Finally, the position solution calculated from 
the GNSS RF signal received by the receiver was transmitted to the FCC at a 5 Hz rate via 
the UBX protocol and fused with the navigation filter measurements, enabling the HILS 
system to operate in a closed-loop configuration. Because the integrity monitor telemetry 
was logged at 10 Hz while the GNSS solution was fused at 5 Hz, every GNSS fusion update 
and its accept or reject outcome were recorded in the log.

3.2.  Hardware Integration
This section describes the hardware integration approach for combining spoofing 

policies learned in the simulation environment with a GNSS spoofer and FCC in a real-time 
closed-loop system. The development of this platform is a key contribution of this study 
because it overcomes the limitations of previous research, which was confined to simple 
algorithm verification. Further, it demonstrates the effectiveness of covert spoofing in an 
RF environment incorporating physical hardware. The target UAV used in this platform is 
the 3DR Iris model, which is Gazebo’s standard quadcopter; it is simulated based on the 
full 6-degree-of-freedom dynamics and PX4’s cascaded control architecture. This contrasts 
with the environment of a previous study [36], which approximated the UAV as a point-
mass translational model with a fixed attitude and a PD controller to train the policy. This 
confirms that the attitude and rotor dynamics of the UAV abstracted during the training 
phase directly affect the actual closed-loop control process.

3.2.1.  Physical Integration in the RF Anechoic Chamber
The entire hardware system was set up in an RF anechoic chamber (Figure 2) to 

create a test environment in which the leakage of spoofing signals to the outside and 
interference with GNSS signals were effectively blocked. Figure 2a shows the interior of the 
RF anechoic chamber, which contained eight simulator antennas that transmitted normal 
GNSS signals, a spoofing antenna that transmitted spoofing signals, and a target UAV. 
The simulator antennas were arranged to mimic the geometric configuration of the actual 
satellites, whereas the spoofing antenna was installed separately on the ground. The target 
UAV was positioned at the center of the chamber, where the antennas were directed, and 
the GNSS receiver installed on the target UAV was a Holybro Micro M8N. The Holybro 
Micro M8N can receive only GPS L1 data.
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Figure 2. Physical integration of the RF-level HILS testbed. (a) RF anechoic chamber: target UAV, dis-
tributed antennas that radiate the authentic GNSS signals, and spoofer antenna. (b) Signal generation 
and control equipment: RFSoC-based GNSS spoofer, development PC, and Spirent GNSS simulator.

Figure 2b includes a Spirent simulator that generates normal GNSS signals, a GNSS 
spoofer that generates GNSS spoofing signals, and a PC that controls them. The Spirent 
simulator includes a GSS9000 series [47] as the signal generator and is equipped with a 
C50r as the control PC. Using the SimGEN [47] control software to configure the simulator 
path, a signal containing the ground truth position estimate of the UAV was generated, and 
only the GPS L1 band was activated considering the operational specifications of the GNSS 
receiver onboard the UAV. The GNSS spoofer was implemented using a ZCU111 board, 
which is a Zynq UltraScale+ RFSoC. As described in [33], precise GNSS spoofing signals 
can only be generated by synchronizing with the normal GNSS signal; therefore, the device 
directly receives the signal emitted by the GSS9000 to synchronize with the 1 pulse-per-
second time reference. Through this process, the system achieved a precise code phase 
synchronization condition of ~0.03 chips, as described in Section 2.1. The development PC 
serves as the host running the px4io/px4-dev-ros2-foxy container on which the Gazebo 
simulation and SAC policy nodes are executed.

3.2.2.  Decoupled Sensor Injection and Coordinate-Frame Alignment
In the PX4’s HITL simulation mode, all sensors, including the GNSS, transmit the 

virtual measurements generated by the Gazebo simulator to the FCC. This platform blocks 
the injection of Gazebo’s virtual GNSS navigation solutions and extends the system to 
replace them with measurements from a real GNSS receiver that receives the actual RF 
signals in a physical radio wave environment. Consequently, inertial, geomagnetic, and 
barometric sensors are supplied by the physical simulator, whereas the position solution 
comprises actual measurements from the GNSS receiver.

This separate injection of sensor data is implemented by making minor modifications 
to the PX4 “mavlink_receiver” module. In the standard PX4 HITL mode, HIL_GPS mes-
sages, which are the navigation solution data transmitted by the Gazebo simulator, are 
accepted unconditionally and fed into the navigation filter. In contrast, in this study, we 
configured PX4’s HITL mode such that HIL_GPS was not accepted and a real GNSS receiver 
served as the sole source of position measurements. This modification does not affect the 
injection paths for the virtual inertia, magnetometer, and barometric measurements or the 
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ground truth. Therefore, the remaining sensor layers supplied by the physical simulator 
remain unchanged.

Furthermore, the alignment of the coordinate system origins must be considered 
because of the separate injection of sensor data. In practice, FCC EKF sets the first acquired 
GNSS position as the origin of the local coordinate system. The initial GNSS measurement 
on this platform is a signal generated by the simulator, and therefore, the origins of the 
GNSS simulator scenario and Gazebo simulation must coincide exactly. If there is even 
a slight discrepancy between these coordinate systems, errors accumulate between the 
position integrated by the INS and the position indicated by the GNSS solution, resulting in 
an integrity error that causes EKF to continuously reject GNSS fusion. This system prevents 
fusion–rejection issues by precisely aligning initial coordinate systems.

4.  Results and Discussion
4.1.  Experimental Setup

We demonstrated the covert spoofing performance of the RF-level HILS platform de-
scribed in Section 3 using the SAC-based dual-NIS policy proposed in prior research [36]. In 
the experimental scenario, the UAV performed autonomous flight toward a preplanned true 
destination, and the attacker redirected it toward three fake destinations. All coordinates 
followed the north-east-down frame with the takeoff point as the origin. Spoofing is domi-
nant in the horizontal plane; therefore, only the horizontal components of the coordinates 
were specified and the altitude was held constant throughout the flight.

• Case A: True destination (0, 1200) m → fake destination (200, 900) m;
• Case B: True destination (1200, 0) m → fake destination (800, −200) m;
• Case C: True destination (1200, 0) m → fake destination (800, 200) m.

The measured data were collected in an RF anechoic chamber using a single GNSS 
receiver tuned to the GPS L1 C/A band. Each session was initiated after undergoing an 
independent hardware initialization procedure. The success of each trial was assessed 
against two independent criteria that were evaluated and reported separately. The first 
criterion, redirection, was satisfied when the UAV’s ground-truth trajectory entered within 
a 20 m radius of the fake destination. The second criterion, covertness, was satisfied when 
no GNSS horizontal-position measurement was rejected by the EKF’s innovation gate while 
the spoofing was active.

The covertness of the spoofing was quantified using axis-specific test ratios, which 
served as criteria through which the actual EKF determined whether to accept each mea-
surement. The test ratios for the horizontal plane (north and east) 𝛾N  and 𝛾E  are defined as 

𝛾𝑁 =
𝜈2

𝑁
𝑔2𝑆NN

,        𝛾𝐸 =
𝜈2

𝐸
𝑔2𝑆EE

, (6)

where 𝜈N  and 𝜈E  represent the components of the measurement innovation along the 
corresponding axis, SNN  and SEE  represent the diagonal component of the innovation 
covariance matrix along the corresponding axis, and g represents the gate parameter that 
determines rejection. In this validation, g was maintained at the PX4 default value for 
the GNSS horizontal position (5.0), and all other EKF parameters were maintained at the 
defaults of PX4-Autopilot v1.17.0 [45], ensuring that the covert redirection was evaluated 
on the default firmware configuration running on an actual UAV. If the test ratio 𝛾N  or 
𝛾E  exceeded the rejection threshold of 1.0 for the two axes in the horizontal plane, the 
corresponding measurement was considered an outlier and rejected. These test ratios and 
rejection rules were not arbitrarily defined in this study. Instead, they were adopted directly 
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from the gating algorithm used by PX4’s EKF to filter outliers before fusing each GNSS 
measurement [37].

Unlike the NIS-based criterion used for training in Equation (3), which applies a chi-
square threshold of approximately 7.815 to the full three-dimensional innovation vector, 
the innovation gate of this EKF evaluates each horizontal axis separately from the diagonal 
covariance and allows a standardized squared innovation of up to g2  = 25 per axis. The 
EKF innovation gate therefore uses a more permissive rejection criterion, and a policy that 
remains covert under the NIS-based criterion used during training should satisfy it. The 
hardware measurements were evaluated directly with respect to this gate.

The main operating conditions of the experiment were as follows. The spoofing policy 
inferred a position offset at 1 Hz, which was then transmitted at 5 Hz using the ZOH 
method. The change in offset per inference cycle was limited to a maximum of 1.8 m, 
ensuring that the spoofed position changed gradually instead of jumping significantly. 
Because the redirection was governed by the 1 Hz inference and the 5 Hz transmission only 
aligned the spoofed position with the receiver’s update cycle rather than adding control 
information, the update rate did not affect the accuracy or reliability of the redirection. 
The UAV flew along its route in the auto-mission mode at a cruising speed of 5 m/s. For 
each scenario, the number of trials was fixed in advance at 20. Each trial was preceded 
by an independent hardware reinitialization procedure. All metrics were computed over 
the airborne phase of the flight, during which the spoofing was active. The success rates 
are reported with 95% Wilson confidence intervals, which remain reliable at small sample 
sizes [48].

4.2.  Covert Redirection
In all three scenarios, the learning policy redirected the UAV to a fake destination 

without violating the EKF integrity check. To quantify this behavior, each scenario was 
repeated N = 20 times, and the aggregate outcomes are summarized in Table 3. Redirection 
succeeded in 20/20, 19/20, and 19/20 trials for Cases A, B, and C, respectively. Across all 
three scenarios, none of the 111,981 GNSS horizontal-position samples recorded while the 
spoofing was active was rejected by the EKF innovation gate. The two trials that did not 
reach the capture radius still satisfied the covertness criterion.

Table 3. Per-scenario evaluation over N = 20 trials. The redirection and covertness criteria are reported 
separately; confidence intervals are 95% Wilson intervals. The rejected-samples count is pooled over 
the 20 trials of each scenario, taken from the GNSS horizontal-position samples logged over the 
airborne phase.

Case Trials
(N)

Redirection Success 
(n/N [95% CI])

Covert Success 
(n/N)

Rejected Samples 
(n/Total)

A 20 20/20, 100% [83.9–100] 20/20 0/36,837
B 20 19/20, 95% [76.4–99.1] 20/20 0/43,736
C 20 19/20, 95% [76.4–99.1] 20/20 0/31,408

Figure 3 shows the measured trajectories for the three scenarios. The UAV maintained 
its initial mission course along the mission path before being diverted by the spoofing 
signal toward each fake destination, ultimately entering the 20 m capture radius for each 
fake destination. In contrast, the manipulated GNSS trajectory remained close to the flight 
mission path, suggesting that the position reported by the receiver appeared normal even 
when the spoofing operation was underway.
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Figure 3. Ground truth trajectories of the representative (median) session for the three covert-
redirection cases: (a) Case A, (b) Case B, and (c) Case C. The UAV (blue) departed toward the true 
destination; however, it was redirected into the 20 m capture radius of the fake destination while the 
spoofed GNSS track (red dashed) remained close to the true course.

During trajectory redirection, spoofed GNSS measurements were not rejected by the 
navigation filter during any successful session. Figure 4 shows the superimposed trends 
of the maximum envelope curves for 𝛾N  and 𝛾E  across all three successful sessions. The 
endpoints of each curve correspond to the time at which the respective case ended. All 
three curves exhibit stable values below the rejection threshold of 1.0 throughout the entire 
scenario, demonstrating that the proposed spoofing strategy was effectively concealed at 
the actual EKF level.

Figure 4. Test ratio envelope max (𝛾N ,𝛾E ) for the representative (median) session of the three 
successful cases. All three maximum envelope values remained well below the rejection threshold 
(𝛾 = 1.0) throughout the runs. The spoofed horizontal-position measurements were not rejected by 
the EKF’s innovation gate.

Table 4 summarizes the quantitative metrics of three representative successful sessions. 
The cumulative spoofing offset reached peaks of more than 200 m in all three sessions, while 
the EKF within the FCC accepted the displaced measurements as normal and incorporated 
them into the fusion.
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Table 4. Quantitative summary of a representative (median) session for each case. Peak offset is the 
maximum horizontal distance between the spoofed position and ground truth over the run. Max 𝛾
represents the peak of max (𝛾N ,𝛾E ).

Case Duration Min. Distance Peak Offset (m) Max 𝜸 Rejected

A 184.6 16.3 215.7 0.330 0
B 207.8 17.6 271.1 0.152 0
C 155.4 15.9 226.2 0.057 0

In the repeated trials for each scenario, covert redirection was consistently observed, 
indicating that the stochastic policy sustained its redirection performance even in the HILS 
environment. However, in some sessions, instances were observed in which the target UAV 
could not be redirected to the fake destination.

4.3.  Failure Mode
In this validation, two of the 60 trials were observed in which the spoofing remained 

covert but physical redirection failed. The flight trajectories and test ratio trends for these 
two cases are displayed in Figure 5.

Figure 5. Two failed redirection trials from the repeated experiments. (a,c) The ground-truth 
trajectory passed the fake destination, missing the 20 m radius by 21.5 m and 24.7 m, respectively. 
(b,d) Innovation envelope max (𝛾N ,𝛾E ) during the covert spoofing; in both trials it remained below 
the rejection threshold (𝛾 = 1.0) throughout.
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In the Case C (Figure 5a,b) and Case B (Figure 5c,d) scenarios, the UAV followed the 
spoofing signal and approached the fake destination but failed to enter the 20 m radius, 
by margins of 21.5 m and 24.7 m, respectively, and flew past it. Furthermore, as indicated 
in Figure 5b,d, the innovation envelope peaked at approximately 0.6 in both trials and did 
not reach the rejection threshold throughout the entire flight segment. Thus, even though 
both layers (manipulation of GNSS measurements and passing the EKF integrity check) 
functioned as intended, the spoofing policy failed to redirect the actual trajectory into a fake 
destination by the end of the policy period. This is because the integrity check determines 
only whether each spoofed measurement is accepted and fused into the position estimate, 
and the resulting physical trajectory is then shaped by both the FCC’s response to that 
estimate and the UAV dynamics. Because the offset shifted gradually (within 1.8 m per 
inference cycle) to remain covert, the redirection that accumulated during the policy period 
was insufficient, and the cruise inertia of the UAV caused the actual trajectory to pass the 
fake destination. The same failure to reach the fake destination had been observed in the 
prior simulation study [36], and it manifested in the same manner in the present HILS 
setting, with the FCC and its EKF in the loop and the UAV dynamics simulated in Gazebo.

4.4.  EKF Fusion Analysis
The physical RF closed-loop verification revealed the behavior of the actual RF signal 

path and firmware navigation filter that position-injection simulations do not model. During 
a successful session, the cumulative spoofing offset grew to over 200 m, indicating that 
the EKF within the firmware recognized the displaced measurement as valid and fused it 
into the estimate. This is because the integrity check of the EKF gates considered only the 
innovation at each update point rather than the cumulative absolute offset relative to the 
ground truth. This policy limits the offset change per decision cycle to a maximum of 1.8 m, 
gradually shifting the spoofed position. Therefore, the innovation for each epoch does not 
exceed the rejection threshold even as the cumulative offset becomes large, enabling the 
measurements to continue to be fused.

Figure 6 illustrates this pattern for the representative (median) session of Case B. 
As shown in Figure 6a, the cumulative spoofing offset increased continuously, reaching 
271 m. In Figure 6b, the horizontal-position test ratio max (𝛾N ,𝛾E ) remained below the 
rejection threshold throughout, whereas the velocity test ratios 𝛾vN ,𝛾vE , and 𝛾vD , which 
correspond to the north, east, and down velocity components, occasionally exceeded the 
threshold. Whenever a velocity test ratio exceeded the threshold, the velocity measurement 
was rejected, as shown in Figure 6c, while the horizontal-position measurement was fused 
at every sample without rejection.

The velocity rejections arose from how the spoofed velocity is produced. Because the 
policy manipulates only position, the velocity reported in the spoofed GNSS measurement 
is computed as the time derivative of the spoofed position offset. This keeps the position 
and velocity mutually consistent, but the gradual ramp of the offset occasionally produced 
a velocity innovation that exceeded the velocity gate, which accounted for the 40 velocity 
rejections in this session. In the EKF, the horizontal-position and velocity measurements 
are fused as independent updates, each with its own rejection decision, and hence these 
velocity rejections did not interrupt the horizontal-position fusion. The redirection was 
driven by the spoofed horizontal-position estimate, which was fused throughout, and the 
UAV reached the fake destination. The height measurement was not rejected.
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Figure 6. Synchronized EKF fusion log for the representative (median) session of Case B. (a) Cumu-
lative spoofing offset relative to the ground truth, reaching a peak of 271.1 m. (b) Test ratios of the 
horizontal-position channel max (𝛾N ,𝛾E ) and the velocity channel max (𝛾vN ,𝛾vE ,𝛾vD ) relative to the re-
jection threshold (𝛾 = 1.0). (c) GNSS horizontal-position fusion status and velocity rejection samples.

Analyzing the innovation margin for each channel also quantifies how large the error 
injected into a single measurement can be. From Equation (6), a measurement is rejected 
once its test ratio exceeds 1.0; that is, once its innovation exceeds 𝑔√𝑆 on an axis, where 
g = 5 is the default GNSS gate of the PX4 EKF [37] and S is the innovation covariance 
computed by the filter. For the horizontal position, the logged innovation covariance 
gives √𝑆NN ≈ √𝑆EE ≈ 2.2 m; hence, a single measurement can be displaced by up to 
approximately 10.9 m before rejection, whereas the observed position innovation peaked at 
approximately 4.3 m, which is a test ratio of 0.15. For the velocity, the same gate corresponds 
to approximately 2.0 m/s, and the north-velocity innovation reached 2.73 m/s, a test ratio of 
1.82, which is the reason why the velocity, not the position, crossed its gate. The magnitude of 
the error that can be covertly injected per measurement is therefore bounded by the velocity 
channel, which reaches its rejection threshold far more quickly than the position channel.
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4.5.  Discussion
These experimental results validate the predictions of the previous simulation 

study [36] even for the physical layer. The high redirection success rate and low gate-failure 
rate reported in [36] after 1000 inferences are consistent with the hardware measurements 
of the PX4 FCC, in which redirection succeeded in 58 of 60 trials (96.7%) and all successful 
sessions remained within the rejection threshold throughout their duration. In other words, 
we confirmed that covertness learned in the simulation environment was maintained even 
when passing through the EKF gating of the actual hardware.

These results are distinctive because they integrate and validate previous studies that 
focused on individual technical elements at the closed-loop HILS level. GNSS spoofers [33] 
are limited to open-loop validation using commercial receivers, whereas SAC-based covert-
ness policies [36] are evaluated only at the simulation level and confined to translational 
motion models. This study fused these two elements and verified that the learned covert 
spoofing policy not only passes integrity checks but also achieves redirection in a closed-loop 
environment, including actual RF paths and the EKF of the FCC.

The learned policy exhibits stochastic characteristics, and therefore, not every episode 
results in the successful capture of the fake destination. The cases shown in Figure 5 
demonstrate that covertness and redirection are distinct conditions for success. In other 
words, even if the manipulated measurements are properly fused into the navigation filter, 
there is no guarantee that the actual flight trajectory enters the capture radius.

These results offer insights from a defensive perspective. This empirical study demon-
strated that optimized spoofing signals can manipulate the flight trajectory of an UAV 
without violating the standard EKF innovation gate. Thus, it is difficult to prevent sophis-
ticated covert spoofing using only a single innovation check at the navigation and data 
layers. This check validates only the per-epoch consistency between each measurement and 
the EKF prediction, and thus cannot consider the signal-level characteristics of incoming 
GNSS signals. Therefore, complementary hierarchical defenses such as multiantenna-based 
direction-of-arrival verification, received power and C/N0 monitoring, and RF signal fin-
gerprinting are required [11,12]. Because these defenses operate at the physical signal layer 
independently of the navigation-layer innovation gate, they can detect such covert spoofing 
even when the injected position passes the innovation check. For example, direction-of-
arrival verification identifies that the spoofing signals originate from a single direction, 
unlike the spatially distributed directions of authentic satellite signals, whereas received 
power and C/N0 monitoring and RF fingerprinting detect the anomalous signal power and 
hardware characteristics of the spoofer.

4.6.  Limitations and Future Work
The validation in this study was conducted under a controlled scope, and the following 

conditions remain to be addressed in future work.
First, the validation used a single GPS constellation. On a receiver that integrates several 

constellations, spoofing only one constellation would leave the authentic signals of the 
others in the navigation solution, which would reduce the achievable covert offset and could 
expose the inconsistency between signals. Therefore, reproducing the redirection would 
require the simultaneous manipulation of every constellation used by the receiver. The 
GNSS spoofer has already been shown to have this multi-constellation capability, generating 
GPS, GLONASS, and BeiDou signals above the authentic power level [33], and closed-loop 
validation against a multi-constellation receiver is left for future work.

Second, the policy operated on a simulated radar observation rather than measure-
ments from a physical radar. A physical radar would add non-Gaussian errors, latency, and 
tracking uncertainty, such as temporary track loss, which would degrade the quality of the 
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observation and could lower the redirection success rate, although the covertness, which 
depends on the EKF innovation, would not be directly affected. The policy already acts on 
a noisy, filtered estimate rather than the ground truth, and hence it retains some robustness 
to such degradation. Characterization with a physical radar remains future work.

Third, the experiments were performed inside an RF anechoic chamber, which elimi-
nates multipath, signal obstruction, and interference. In an outdoor environment, these 
effects degrade the signal tracking and C/N0, which could affect both the spoofer’s capture 
of the receiver and the test ratios reported here. Validation under these conditions is a 
necessary next step.

Finally, in both training [36] and present experiments, the UAV flew a linear mission 
trajectory toward the true destination at a constant cruising speed, and redirection was 
demonstrated only for this case. Redirection of a UAV flying a non-linear mission trajectory 
in which the flight direction changes over time was not examined, and such a trajectory lies 
outside the policy’s training distribution. Because the redirection is driven by a spoofed 
position offset that grows gradually within the covert per inference cycle limit, it may fail to 
divert such a UAV into the fake destination, as illustrated by the failure mode in Section 4.3, 
where a UAV flew past the destination because of its own motion. Retraining and validating 
the policy for non-linear mission trajectories is therefore left for future work.

5.  Conclusions
This study integrated a Zynq UltraScale+ RFSoC-based GNSS spoofer [33] and an 

SAC-based dual-NIS covertness policy [36] incorporated into an HILS closed-loop system 
that included actual RF paths and a physical PX4 FCC. Further, in the HILS environment, the 
redirection of a UAV was verified using a learning-based covertness spoofing technique that 
operated solely on external radar observations. In all three scenarios, the UAV was redirected 
into the capture radius of the fake destination, and the manipulated GNSS measurements 
were fused as valid measurements without violating the innovation gate of the real-hardware 
EKF. This confirmed that the covertness predicted in the simulation [36] is consistent with 
that in actual hardware. The covertness was maintained even as the cumulative spoofing 
offset increased to over 200 m. The experimental verification in the HILS environment 
indicated that the learned covert GNSS spoofing policy achieved redirection under the 
integrity checks of an actual FCC.

This study has the limitation of being a case study because it was conducted using a 
single GNSS receiver, the L1 C/A band, an anechoic chamber, and redirection conditions in 
three directions. Future research should include multi-frequency and multi-constellation 
receivers, outdoor multipath environments, a wider variety of redirection geometries, and 
expanded validation through a statistically sufficient number of repetitions.
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