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Highlights

What are the main findings?

¢ We analyze the relationship between the detection error probability of swarm war-
dens and the communication and sensing beams within an ISAC network. More-
over, we derive the constraints that the UAV in an ISAC network can successfully
conduct covert communication when the adversary employs the optimal receiver and
signal-processing algorithms.

* We propose a novel approach for generating AN to maximize interference with swarm
wardens while avoiding its impact on ground users.

What are the implications of the main findings?

* Our scheme takes into account the issue of covert communication under the most stringent
conditions and successfully boosts the performance of covert communication, which can
provide new insights for covert communication in less stringent scenarios.

* We propose a novel approach for generating AN that can maximally interfere with
the adversary’s receiver without affecting ground users. This approach can offer some
new perspectives for the design of AN in communication systems with interference
and surveillance.

Abstract

Unmanned aerial vehicle (UAV)-enabled integrated sensing and communication (ISAC)
systems have been widely applied in various scenarios recently. This paper aims to max-
imize the total secure communication rate (SCR) of multiple users while ensuring the
minimum beamforming gain towards sensing targets under the surveillance of multiple
UAYV warden swarms. To reduce the risk of detection, a novel type of artificial noise (AN)
is introduced to interfere with swarm wardens. We conduct an analysis of the detection
error probability (DEP) of these wardens and subsequently establish a mathematical model.
In this model, the SCR is maximized subject to power, trajectory, sensing performance, and
secure communication constraints. Since the problem is non-convex and the variables to be
optimized are numerous and complex, we decompose the problem into three sub-problems.
Then, an overall algorithm is proposed to solve these sub-problems separately. Simulation
results demonstrate that the proposed scheme leads to a significant increase in the SCR.
Moreover, the system exhibits highly stable performance in both communication and sens-
ing tasks over time, indicating its robustness and reliability. Additionally, communication
fairness among users is ensured, and energy efficiency is enhanced.
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1. Introduction

UAV-enabled communications systems have been extensively employed in diverse
scenarios owing to their flexible deployment, satisfactory channel characteristics, and the
ability to serve as relay nodes [1,2]. To further improve spectrum utilization efficiency,
ISAC has recently become a widely investigated research topic [3]. For instance, the
integration of ISAC and space-based unmanned platforms is emerging as a critical enabler
for 6G networks, addressing the requirements of the Internet of Everything (IoE) and high-
precision environment awareness [4]. Furthermore, in emergency firefighting scenarios,
drone swarms can be dispatched to scout the scale of the fire and perform fire-extinguishing
tasks. Through mutual exchange of fire distribution information, drones in a swarm achieve
real-time optimization of firefighting resource allocation [5]. Reference [6] focuses on UAV
group communication applications that demand reliable media delivery and extended sky-
ground line-of-sight coverage. The work pioneers research on fast and resource-efficient
UAV transitions for such group communications. The proposed ETF algorithm is capable
of handling diverse transition scenarios.

The non-convexity of communication beam tracking, UAV trajectory planning, and
secure communication poses a significant design challenge for ISAC networks. Thus, nu-
merous studies have comprehensively investigated numerous algorithms and technologies
for this problem. Communication beam tracking effectively reduces power dissipation
in unnecessary spatial directions. The authors of [7] seek to reduce the dependence on
information about mobile users’ locations based on space platforms while simultaneously
maintaining positioning accuracy. They propose a hybrid positioning method that inte-
grates user position obtained by satellite-based navigation signals with estimated user
position through an extended Kalman filter (EKF) algorithm. The researchers of [8] inte-
grate a novel dual-identity association (DIA)-based ISAC approach and an EKF scheme.
References [7,8] both present improvements to the traditional EKF to achieve beam focusing.
This approach is well-suited to dynamic scenarios. Trajectory optimization also plays a
crucial role in ISAC networks. The researchers in [9] transform the optimal UAV trajectory
design problem into a catenary shape determination problem. This transformation allows
for flexible and continuous adjustment of UAV trajectories when user locations are uncer-
tain. The advantage of this method lies in its adaptability to scenarios where user positions
are ambiguous, and it also features low computational complexity. A dual-UAV system
scheme is proposed in reference [10] to tackle the trajectory optimization and resource
allocation problems by solving a series of quadratic programming problems. The paper
presents a method to address the resource allocation problems in a multi-UAV system. The
existing literature also includes in-depth research on secure communication. The authors
of reference [11] investigate the secrecy energy efficiency problem in a scenario with a
single UAV, a single user, and a single eavesdropper by employing the successive convex
approximation (SCA) algorithm and Dinkelbach’s scheme. Specifically, their approach falls
into the category of traditional optimization algorithms for finding sub-optimal solutions.
Its advantage lies in its high determinacy, but it suffers from high algorithmic complexity.
Therefore, some researchers have explored algorithms that utilize machine learning for
optimization. In reference [12], the authors design a long short-term memory (LSTM)-based
meta-learner to predict eavesdroppers’ channels. Subsequently, they develop SCA-based
and zero-forcing secure precoding algorithms to maximize the sum of the SCRs.
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Given that UAV-assisted communication primarily operates in open environments,
ensuring transmission security in ISAC networks has emerged as a crucially important task.
One approach is to perform information processing within the data packets for encrypted
communication. However, this will introduce some additional communication overhead
in terms of transmitted information. Another approach is to dispatch a jammer UAV to
interfere with eavesdroppers [13]. Nonetheless, the additional UAV brings about extra
costs and presents challenges for system optimization. In contrast to physical-layer security
technologies, numerous studies focus on hiding communication signals, which offers a
robust and low-system-complexity approach to secure communication. Extensive literature
reviews indicate that investigations into covert communication in ISAC predominantly
revolve around the following technologies: signal masking, directional communication,
trajectory optimization, and power control. In [14], the authors conceal the presence of
transmissions from eavesdroppers by masking the communication signal with sensing sig-
nals. In reference [15], covert communication is achieved through trajectory optimization.
In reference [16], covert communication is realized via a combination of trajectory optimiza-
tion, user scheduling, and power control. The authors of reference [17] propose a precoding
optimization algorithm to evade warden detection. However, their algorithm, which is
based on traditional optimization methods, suffers from high complexity. Thus, in [18],
the researchers propose a beam optimization scheme based on Deep Graph Reinforcement
Learning. In references [19,20], a method that combines beam optimization with trajectory
optimization is employed to achieve covert communication. However, both papers lack a
comprehensive analysis of wardens. Additionally, to address the issue of warden position
detection, the authors of [21] use a method that utilizes multiple base stations to predict the
wardens’ real-time location.

Based on a comprehensive review of the aforementioned studies, we have identified
two main issues. Firstly, there is a lack of rigorous scientific analysis regarding wardens.
For example, the authors in reference [19] construct a simplistic model where the com-
bined strength of communication and sensing signals received by the wardens should
not exceed a specific threshold. Secondly, the consideration of the enemy’s monitoring
rigor is insufficient. Most of the previous studies primarily focus on scenarios where the
wardens are on the ground or there is only one warden in the air. However, the adversary
can significantly enhance detection performance by leveraging multiple distributed aerial
monitors for joint detection.

By replicating the simulations of previous studies, we found that when the adversary
employs more stringent surveillance methods, even with radar signal masking, the presence
of sidelobes in directional communication renders the communication signals vulnerable to
detection by wardens [22]. Moreover, the trajectory optimization of UAVs fails to completely
evade the monitors’ surveillance. Instead, it compresses the flyable area of the UAVs [15],
significantly affecting the communication performance. Additionally, when both users
and wardens are distributed in a scattered manner, it is challenging to apply interference
without affecting the communication among users. Our research study investigates the
impact of multiple aerial swarm wardens on a UAV-enabled ISAC network and introduces
a novel AN scheme to boost the performance of secure communication. We combine
trajectory optimization, beam optimization, and AN to achieve covert communication
in the scenario where the most stringent measures are applied by wardens. The main
contributions of this paper are outlined as follows:

*  Comprehensive System Analysis and Modeling. We rigorously analyze the relation-
ship between the DEP of swarm wardens and leaked signals (including communica-
tion signals, sensing signal, and AN signal) of UAVs (in the ISAC network) when a
power-based detection scheme is adopted by swarm wardens. It is assumed that the
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wardens adopt the most stringent measures to enhance the detection performance,
which includes using the optimal criterion for DEP minimization, deploying multiple
batches of UAV swarms in a distributed configuration, and equipping each UAV in
the swarm with a single antenna. To ensure that the UAVs (in the ISAC network) can
effectively perform sensing and communication tasks, a mathematical framework
is established for dynamic beam alignment, trajectory optimization, and power al-
location among communication, sensing, and AN generation. The sum of the SCRs
is maximized by jointly optimizing beamforming vectors, UAV trajectory, and the
AN ratio.

e  Optimization of Algorithm Design. The problem of maximizing the sum of the
SCRs is inherently non-convex and computationally intractable due to stringent con-
straints and high-dimensional beamforming vectors. To address this challenge, we
decomposed the original problem into three sub-problems and solved them iteratively.
We integrated the generation of the novel AN into the semidefinite programming
(SDP) of the beamforming vectors, enabling the simultaneous generation of AN and
communication-sensing signals. In trajectory optimization, the objective function,
covert communication constraints, and minimum sensing performance constraints
pose a complex non-convex problem. To tackle this challenge, we introduced auxil-
iary variables and adopted mathematical model approximation techniques. Through
these approaches, we successfully transformed the initially intractable problem into
a solvable convex optimization problem. Consequently, we effectively resolved the
optimization problem of covert communication under the surveillance of multiple
UAV warden swarms. Lastly, we propose an alternating optimization-based algorithm
that enables the original problem to converge to an optimal solution.

*  Performance Validation and Insights. Simulation results demonstrate that the pro-
posed algorithm not only outperforms benchmark schemes in terms of achievable sum
of the SCRs but also maintains consistent performance over time for communication
and sensing. Specifically, it ensures fair multi-user resource allocation and eliminates
the bias in the system where excessive resources are often assigned to specific users to
enhance total channel capacity. Compared with the scheme without AN, our approach
improves both energy efficiency and communication security.

2. System Model and Problem Formulation
2.1. Overview of the Scenario

As shown in Figure 1, in an urban scenario, under the surveillance of several swarm
wardens, secure communication is conducted between a UAV and multiple legitimate users
in ISAC, while a sensing task over a specified area also needs to be performed. For distinc-
tion, the UAV in the ISAC network is denoted by UAV_C, and the UAV swarm wardens
are referred to as UAV_W. To increase the DEP of the wardens while avoiding interference
with legitimate users, UAV_C continuously emits an AN signal that is orthogonal to the
user channels.

The legitimate users are located on the ground and are denoted by the set
C={c1,02,¢3,...,0p}. UAV_C conducts downlink communication with the users while
simultaneously performing sensing tasks for multiple sensing targets within a specific area.
The sensing targets are represented by the set S = {s1,52,53,...,5w}-

From the wardens’ perspective, to obtain satisfactory channel gain, UAV_Ws are
deployed as monitors and utilize an air-to-air channel for accurate surveillance. To conduct
more comprehensive surveillance in different directions, the wardens deploy multiple
batches of swarms, which are positioned in designated areas to continuously monitor the
transmit power of UAV_C. To enhance surveillance performance, each UAV_W within
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a swarm is equipped with a single, mutually independent antenna for detection. Then,
the collected data are transmitted to the swarm leader for joint processing. Since data
transmission occurs within each swarm, each swarm independently determines whether
communication is performed or not. The swarms are denoted by the set ] = {j1, j2,j3,. .., ju}-

Linear w
array L d
. antenna gnal w
== Leaked
 signaliges T
Leaked i
signal hai Ww
Sensing W Swarm

signal
£ wardens

Figure 1. System model of ISAC networks.

To ensure reliable communication with legitimate users, UAV_C operates at a fixed
altitude H and follows an optimal trajectory between the legitimate users and the sensing
area. Fixed start and end positions are set for UAV_C. For analytical convenience, the flight
time T of UAV_C is divided equally into N time slots, each with a duration of At = % Each
time slot is sufficiently short such that UAV_C’s position can be considered unchanged [23].
The trajectory of UAV_C is defined as Q = (x[n],y[n], H), where 1 < n < N. x[n]denotes
the x-coordinate of the communication UAV in time slot n, y[n] represents the y-coordinate
of the communication UAV in time slot 1, and H stands for the z-coordinate (i.e., the flight
altitude) of UAV_C. The speed of UAV_C is denoted by V = (Vi[n], Vy[n]). Vi[n], V[n]
represent the velocity components of the communication UAV’s flight speed on the x-axis
and y-axis, respectively.

The coordinates of legitimate users are denoted by (x,y.,0), and the coordinates
of sensing targets within the sensing area are represented by (xs,ys,0). To simplify the
analysis, each swarm is treated as a single point, with the coordinates of the swarm leader
representing the entire swarm. The coordinates of swarms are denoted by (x;, y;, H1).

The antenna of UAV_C simultaneously emits communication signals, sensing signals,
and AN. The radar signals and AN serve to mask the communication signals, while the
communication signals and radar signals are jointly utilized for sensing services. This
approach achieves a mutual enhancement effect between communication and sensing. The
relevant analyses are as follows.

2.2. Communication Channel Model

UAV_C is equipped with an M-element linear array antenna mounted orthogonally
to the horizontal plane such that the impact of UAV_C'’s flight orientation on the antenna
radiation pattern can be avoided. And it is assumed that each legitimate user is equipped
with a single antenna. These legitimate users are located in urban areas with dense high-rise
buildings. Considering the need to communicate with numerous legitimate users and
perform sensing tasks in a specific area, it is impossible for UAV_C to provide an LOS link
for each legitimate user. Additionally, environmental factors such as reflections, scattering,
and multi-path effects will have a significant impact on the channel quality between UAV_C
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and users. Therefore, the UAV_C—user channel is modeled as an NLOS link, characterized
by severe path loss and multi-path fading. According to [22], the channel model is

he,[n] = \/ BD,” [n]ac, [n]ci[n], (1)

D[] =/ (x[n] — x6)? + (y[n] — ye,)? + H2, @)

where B is the channel power gain with unit distance and D, [n] is the Euclidean distance
between UAV_C and the legitimate users. Parameter -y represents the path loss exponent
of the UAV_C-user link. a,[n] € CM*! is the steering vector of the linear array antenna
targeting the legitimate user. c;[n] € C'*! is the communication signal transmitted by
UAV_C, which follows a circularly symmetric complex Gaussian (CSCG) distribution with
zero mean and unit variance. The steering vector ac, [n] is given as

2mdH 2mdH omdn H
ag (] = (1,¢ /30l ¢~ iben g~ (MTaBe

/ )

where j is the imaginary unit, d is the inter-element spacing, and A denotes the wavelength
of the transmitted signal.

2.3. Analysis of Sensing Targets

Traditional sensing and communication equipment is typically deployed separately. In
contrast, ISAC technology can significantly cut down hardware costs and enhance energy
efficiency. Similar to the approaches in other papers, the communication and sensing signals
are jointly utilized for the ISAC sensing mechanism. According to [24], to maintain the
required sensing performance, UAV_C’s sensing signal power must satisfy a lower-bound
constraint; i.e., the radar power at the sensing target s, must exceed a certain threshold,
which is

Y, [n] > D3 [n], (4)

where ¢ denotes the minimum required gain at unit distance to achieve target detection
and parameter estimation and Y, [1] is the power of the joint sensing signal transmitted by
the antenna, which is given as

Ys, [1’1] = ||ds, [n]ws[ + as, ch, ’ (5)

where s[n] € C'*! denotes the sensing signal, as,[n] € CM*1 is the steering vector of the

linear array antenna targeting the sensing area, ws[n] € CM*1

represents the beamform-
ing vector of sensing signals, and w,[n] € CM*! represents the beamforming vector of

communication signals for legitimate user c;.

i 27T 27 . o H
a5, [1] = (1,¢ 0500 ¢ H B~ M-Iy (6)
and
Dy [n] =/ (x[n] — x5, )2 + (yln] — )2 + H2. %

Xs,, Vs, represent the x-coordinate and y-coordinate of sensing target s,, respectively.

2.4. Analysis of Wardens

Each swarm consists of L members that are equipped with single, mutually indepen-
dent antennas. The decision on communication activation for each swarm is determined by
the received signal strength via binary hypothesis testing. Null Hypothesis (Hp): No valid
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communication signal detected. Alternative Hypothesis (H;): Valid communication signal
detected. Based on [25], they are specifically expressed as follows:

Ho : W] (s [m)s[i] + wo nlon]) + o?

- 8
Hy : i [n] (ws[n]s[n] + we[n] +ch + 0%, (8)

where w;[n] € CM*1, w,[n] € CM*1, and w, [n] € CM*! denote the beamforming vectors
of the sensing signals, AN signals, and communication signals which are used to steer
the radiation pattern of the linear array antenna. The variable ¢ [n] denotes the AN signal,
and (7]-2 is the additive white Gaussian noise (AWGN) of the wardens. Considering that
the power of antenna elements can be controlled through their beamforming vectors, for
convenience of analysis, we set ||o[n]||* = 1, ||s[n]||* = 1.

Maximum ratio combining (MRC) with a phase-coherent calibration scheme is em-
ployed by swarm leaders to optimally aggregate multi-sensor signals captured by mul-
tiple winged UAV_Ws. As a result, the hypotheses presented in (8) follow a gamma
distribution [26], as detailed below:

po(A) ~ Gamma(L, Ag) o
p1(A) ~ Gamma(L, A1),
= Hhﬁ [n](ws[n]s[n] + we[n]o(n]) Hz + (7].2, (10)
v 2
A= h;: [n](ws[n]s[n] + wen]oln] + ) we[nlcln])| + (7].2‘ (11)
i=1

The probability density functions (PDFs) of the Null Hypothesis (Hp) and the Alterna-
tive Hypothesis (H;) are

— 73(/ 0
f(x/Ho) = e Lle ' , (12)
ALT(L)
xL—le—X/)Ll
f(x/H1):7/\%r(L) . (13)

I'(L) is the gamma function with the independent variable L. Considering the missed
detection probability and false alarm probability, the DEP for each warden swarm is
denoted by

P, = P(Hy)Pra + P(H1)Ppyip. (14)

P(Hy) represents the probability of the Null Hypothesis occurring, P(H7) represents
the probability of the Alternative Hypothesis occurring, P4 represents the probability of
false alarm, and Py;p represents the probability of missed detection. Referring to [27], the
following inequality is satisfied by the DEP:

Pe > 1—=TVD(po(A), p1(2)), (15)

where TV D is the total variation distance of the distributions corresponding to the two
hypotheses, which satisfies

TVD(po(A) =3 / F(x|Ho) — f(x|Hy)|dx. (16)

To ensure robust secure communication, we consider the worst-case scenario, where
the wardens employ the Bayesian criterion to minimize the DEP. If the communication

https://doi.org/10.3390/drones10010023


https://doi.org/10.3390/drones10010023

Drones 2026, 10, 23

8 of 26

remains undetectable even under such circumstances, it is certain to evade detection in
other scenarios. In this case, the DEP satisfies

Pe=1- TVD(FO(/\)/ pl(/\))' (17)

Due to the fact that the TV D is difficult to handle, Pinsker’s inequality is employed to
transform it into KL divergence [27].

TVD < |/ A Dac (N I (1), as)

TvD < /2D (pWlIpo(1), (19)

where Dk (p1]|po) and Dgr(pol/p1 ) denote the KL divergence of the distributions corre-
sponding to the two hypotheses; they satisfy

Dk (p1(A)][po(A / f(x/Hy) 108?53(;2;” (20)
Dk (po(A)][p1(A / f(x/Hy) 108?536;;);‘196 (21)

To achieve the required covert communication corresponding to ¢, i.e.,
P, e 2 1- £ (22)

the minimum KL divergence in (20) and (21) should be selected to obtain a tighter up-
per bound on the TVD. With the contribution of (17)-(19), and (22), we can obtain the
inequality as

max[Dxz (p1(A)[[po(A)), Dir(po(A)[pr(A))] < 2%, (23)
Based on (12), (13), (20), (21), and (23), we can derive that

A 2
59 < T 1)
$(x) =In(x) + = 1. 25)

The detailed derivation process of Equations (24), (25) is presented in Appendix A.
By substituting (10) and (11) into (24) and (25), we can obtain the constraint of covert
communication, which is

2
< (| s sl + 1l oo o+ ), @)

iy le el

where ( is the correlation coefficient, whose expression is
(27)
2.5. Problem Formulation

To avoid mutual interference among users, UAV_C employs Frequency Division

Multiple Access (FDMA) for communication with legitimate users. The AN signal is
transmitted over a subspace channel that is orthogonal to the communication channels,
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effectively preventing interference with legitimate users. According to [27], under the
assumption of AWGN at all user receivers, we can derive the SCR of each user in slot n
as follows:
o 2
|t ), ]|
R[] = log,(1 + 11—

. 8)

It is assumed that prior knowledge of the swarm’s member count and approximate lo-
cation is accessible through adversarial reconnaissance before task execution. Subsequently,
we formulate the optimization problem aiming to maximize the total communication rates
of legitimate users by jointly designing UAV_C's trajectory, beamforming vectors, and
AN ratio. This is subject to constraints on fixed start and end positions, energy budgets,
maximum flight speed, and AN power limits. Moreover, it is required that UAV_C avoid
detection by wardens (according to (26)) and meet all the sensing performance thresholds
(according to (4)) for the specified targets. Consequently, the problem can be formulated

as follows:
2
e[ ’hg[n]wci[n]H »
st. q[1] =q1, q[N]=qp, (29b)
lg[n] — q[n—1]| < VmAt,n € z%,n € [2,N], (299)
v
ws[n]||* + Y [lwe [n]|> < (1 —a)P,n € 2F,n € [1,N], (29d)
i=1
|we[n]||* = aP,0 <a < 1,nezt,nell,N], (29)
2

> ¢D2 (q[n]), ¥n, Vs, € S, (291)

all[n)(wsn] + ) we[n])
2
< g(”h}j[n]ws[n] 1 ]| + ajz)

(29g)

Regarding Issue (29), the following clarification is provided. Equations (29b) and (29¢)
represent trajectory constraints. The symbol g; denotes the start position of the trajec-
tory, g represents the end position of the trajectory, V,, is the maximum flight speed of
UAV_C, and Equation (29¢) represents the maximum flight speed constraint. The symbol
P represents the maximum power of UAV_C in each slot, and Equations (29d) and (29)
represent power constraints; i.e., the power of the communication, sensing, and AN signals
cannot exceed P in each slot, where « is the ratio of AN to total transmit power. To reduce
system complexity, « is set as a time-invariant constant. Equation (29f) is the minimum
sensing performance constraint, which requires that in each time slot, the sensing beam
for any target within the specific area can achieve the requirement for target detection and
parameter estimation. Equation (29g) is the constraint for secure communication under
the surveillance of wardens, demanding that in each time slot, the communication service
cannot be detected by any swarm warden.

This computationally intensive non-convex optimization problem, characterized by its
high-dimensional constraints, is inherently intractable due to its combinatorial complexity.
To tackle this challenge, a block coordinate descent (BCD) framework is employed to
decouple the original problem into multiple interdependent sub-problems. Then, each
sub-problem is reformulated by approximating it to a convex problem. Through successive
iterations across blocks, updating one variable subset while fixing others, the algorithm
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progressively drives the original problem to converge to an optimal solution that satisfies
all the constraints.

3. Proposed Joint Optimization Algorithm

The problem involves three variables to be optimized, namely, Q, W, and a. Due
to the complexity and non-convex nature of the problem, directly finding the optimal
solution is extremely challenging. Using the SCA and BCD algorithms to find sub-optimal
solutions proves to be a feasible approach. Therefore, the original problem is divided into
three sub-problems for solution. Specifically, starting from a given initial feasible point,
each sub-problem is solved iteratively by fixing the remaining variables to approach the
optimal solution.

3.1. Beamforming Vector Optimization

Given feasible trajectory Q and the ratio of AN «, the beamforming vector optimization
problem can be simplified as

2
B, (1 TRl }
max |, c1,C9, -+ ,C
[ o8 o7 l b ’ (30)

st (29d), (29¢), (29f), (295).

As the communication channels vary with time slots, the AN vector should be different
for each time slot. The method of generating AN at a specific time slot n is presented,
and the generation methods for other time slots are the same as this one. Firstly, by
performing the Householder Transformation on matrix Hc[n] € CM*? composed of user
channel vectors, we obtain subspace matrix Qc[n] € CM*(M=?) shich is orthogonal to any
communication user channel h, [n] € CM*1. Subspace matrix Qc[n] is used to generate the
AN vector, as shown in Equation (32). Then, the extreme value property of the Rayleigh
quotient is employed to generate matrix A[n] as shown in Equation (31), whose function is
to make the projection of AN on the wardens’ channels maximum. Afterward, eigenvector
decomposition is performed on A[#n], and the eigenvector corresponding to the maximum
eigenvalue is represented by V4[N]. Finally, the AN vector is obtained by (32) and (33),
where (33) aims to perform power normalization and make the AN vector satisfy the power
constraint in Equation (2%).

Aln] = Q€ n](Hw [n]Hyy[n])Qcln],

(31)
iy QLM Qc(n] = I(M—v)x (M—2)s
HW [n] = (h]l [ﬂ],]’l]‘2 [1’1], veey hj14 [T’lD,
Vn.
Ve[n] = Qc[n]Va[N],
(32)

St {A[”] Valn] = Amax(A[n])Valn],
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Ve 1]

Wy [n] = aP
Ve ln]|1®

,Vn. (33)

Given that the Signal-to-Noise Ratio (SNR) ||, [n]w, [1]]|* /02 must exceed unity in
standard communication systems, the objective function shown in (30), which can be
decomposed into concave sub-functions, is also concave. But we note the non-convexity
of (29f) and (29g); to address this challenge, we let

We[n] = wg[n]wg[n],g € {C,S}. (34)

Considering that time slots are independent of each other, we individually handle the
beamforming vector optimization problem for each slot. Then, the semidefinite relaxation
(SDR) method is employed, and the problem of (30) is transformed as follows:

max ilogz(l + hc’[ }W;Z[ Jhe;[n] ),ci € {c1,¢2,¢3,...,Cv} (35a)
i=1 c
s.t. trace(W;) + i trace(W,,) < (1 —«)P, (35b)
i=1
n) + 2 W, [n | > ¢D? (q[n]), Vs, € S, (35¢)
Xchz < (! [n)(Ws[n] + wo [n]wg! [n])j [n] + 0F) 35d)
vn, Ve €],
Ws[n] = 0, W,,[n] > 0,Vc; € C, (35e)
rank(Ws[n]) = 1, rank(W,,[n]) = 1,Vc; € C. (351)

Through the SDR method, the left-hand sides of (29f) and (29g) are reformulated into lin-
ear functions, so constraints (29f) and (29g) become convex sets as shown in (35c) and (35d). But
we observe that constraint (35f) is non-convex. Thus, the relaxation approach is adopted [28].
By disregarding constraints (35f), problem (35) is transformed into the following form:

0 hE [n)We, [n)he, [n]
1 1 Ci ! ! ;
mV?X 1221 ng( + O'C2 )/ Cl € {Cll Cp,C3, /CU} (36)

s.t. (35b), (35¢), (35d), (35¢).

Problem (36) is a standard convex problem; then, we can use the CVX toolbox to solve
it. Once problem (36) is solved, the Hermitian matrices W;[n], W, [n], c; € {c1,c2,¢3,...,¢0}
are obtained. To obtain the beamforming vectors, Gaussian randomization is employed to
provide an effective approximate solution to the rank-1 problem in (35).

3.2. Communication UAV Trajectory Optimization

Given beamforming vector W, the ratio of AN &, and Q;, UAV_C trajectory optimiza-
tion can be simplified as

we. [n]]|?
max Z Zlog2 (1—!— HH'””),Q € {c1,c2,.-.,00}

n=1i= 0¢

s.t. (29b), (29¢), (29f), (299).

(37)
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We observe that the objective function is non-concave and that constraints (29f) and (29g)
are non-convex. Based on [25], two auxiliary variables are introduced as follows:

looln] = ay [n]Weas[n], 8 € {S,],C},© € {S,C}. (38)
) 2
Te[n] = ?(H + llgln] —gcll”). (39)
For objective function (37), it can be expressed as
max > Zlogz cycs 1] + T, [n]) — log, (7, [n]). (40)
n=1i=

It is a non-concave function, so we can obtain its concave approximate function by the
first-order Taylor expansion as follows:

N v
msxnzl
Ry, [n] = logz(ﬁlc. C.[n} + Te; [n])
lici,[) = af [n] W, [n]ay,[n] (41b)
T, ] = %(Hz +lgi[n] = qel?),
R(,[n] = Ry, [n](x[n] — x1[n]) + R,yc,[ nl(y[n] = yiln])

(Ric;[n] + R¢, [n]), (41a)
1

i=

R/ [ ] _ ( ;Ei,ci [n]+TJ,cci [”]) lOgZ e _ XCi [”] 10g2 e

xci flci,ci [HH’TICI- [n] TIC- [n] (41C)
R’ [ ] _ (elyc ci [n ]+T,€ci [n])log, e N Tyc [n]1og, e

yei élc < [”]JFTICI- 1] T, (n] 7

where R;{Ci [n] and R/ycl. [n] denote the partial derivatives of a certain user’s communi-
cation rate with respect to UAV_C’s coordinates x[n] and y[n] in time slot n. ¢, [n]
and T [n] are the values of (38) and (39) corresponding to Q;. The expressions for

!

Cre, e nl, g/yci,ci [n], T;‘Ci [n], T;C’_ [n] in (41c) are shown as (42a), (42b), and (43).

M iord(m rd(m—)H
xcl,cZ Z 2 ]AD?)—#)WCI-(WL, V)e W (%1 [1’1] - xci)/ (42a)
m=1pu=1 { ]
, M M ooV rd(m—H
gyc,-,c,- [7’[] = Z Z N ])Lé)S[Tl]]J)WCi (Tl’l, .u)g /\chi (yl [T’l} - yci)’ (42b)
m=1pu=1 le;

where W, (m, i) is the element in the m-th row and p-th column of matrix W, [n] =
we, [n]w [n], we,[n] is the beamforming vector obtained by beamforming vector optimiza-
tion, Dj..[n] is the Euclidean distance between users c; and Q; in time slot n, x;[n], y;[n]
represent the given initial feasible position or position obtained in the last iteration of
UAV_C in time slot n, and x,; and y,, represent the X-axis and Y-axis of user c;.

207

xc; [}’l} = B (xl [1’1} - xCi)/

’ 2(762

Tyci[n] = ?(yl[n] _]/Ci)'

(43)

By substituting (41b), (41c), (42a), (42b), and (43) into function (41a), non-concave
function (40) is approximated as a linear function.
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For constraint (29f), the left-hand side of the inequality is neither convex nor concave,
and the right-hand side is a convex function. Consequently, the constraint does not form a
convex set. The first-order Taylor expansion is performed on the left-hand side of (29f) to
transform it into a linear function.

For convenience, we introduce

Wa[n] = W, [n] + iWci, [n] = ws[n]awi! [n] + iwci, [n]we; [n]. (44)

By adopting this approach, constraint (29f) becomes a convex set as follows:

gSj,(C,"S]') [7’1] 2 CDszj (q [Tl]), Vn’ Vs] € S (45)

where

gsj,(cl-/sj) [I’l] = els]-,(cl-/sj) [n] + exs]-,(cl-,sj) [n] (X[I’l] - X [n]) + eys]-,(ci/sj) [n] (y[l’l] - yl[nD (46)

For brevity, please see Appendix B for more details on (46).
For constraint (29g), neither side is convex. By transposing terms, we derive the new
constraint as

< go?,n, Vji € J. (47)

We introduce

Wonfin] = Y- We,[n] — £(Ws[n] + W)
o (48)
— Y- e, et ] — G (aos o ]+ [l ],
i=1

where w,, [n], ws[n], and w [n] are beamforming vectors obtained by beamforming vector
optimization. Inequality (47) is transformed into

hfk{[n]ng [n]hj, [n] < @(TJ-Z,Vn, Vike]. (49)

We deploy the same method of tackling constraint (29f) in combination with the help
of auxiliary variable (38). We transform (49) into

¢

ks

(i) (1) < ED [n]o?, n, Vj € J. (50)

Then, by applying the first-order Taylor expansion to both sides of the inequality, we
can derive their convex approximations, and constraint (50) is transformed as

~ 0'2
Cieisnln] < ?]D jelnl, Vn, Vi € J. (51)

The detailed Taylor series expansion is expressed as follows: The left-hand side
of (51) is

Cinteisn 1) = L (oo (1] + 6 e, 1) (x[] = 2y [n]) (52)
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For brevity, please see Appendix C for more details on (52). The right-hand side of (51) is

D 1] = D2, [n] +2(xi[n] — ) (x[n] — x/[n])
+2(y1[n] = ys) (y[n] — yin]),
D}, [n] = \/(xiln] — x;,)2 + (waln] — v, )2 + H2. (53b)

(53a)

To mitigate approximation errors induced by the first-order Taylor expansion and
prevent the algorithm from missing the optimal solution due to oversized iteration steps,
an additional constraint (54) is introduced to ensure stable algorithm performance [25]:

||Q[11] - Q [1’[] ||2 < Omax- (54)
Problem (37) is transformed and presented as problem (55) through the above analysis.
N v ,
max )} (Rig[n]+R ¢ [n]) (55)
Q nZ1im

st. (29), (29¢), (45), (51), (54).

Problem (55) is a standard convex problem. Therefore, we can use the CVX toolbox to
solve it.

3.3. Optimization of Ratio of AN

Given beamforming vector W, UAV_C trajectory Q, and «; derived from the last
iteration or the initial setting, the optimization of the ratio of AN can be simplified as

11—« hg[n}wci [n]wg[n}hci [1]

N v
1 1 ; ..
mQaX n; 1221 ng( + 1 — le 0_(:2 )/ Cl € {Cll CZI C3/ 12 C‘U} (563)
2
1 o v
st 3 f all [n](ws, [n] + Y we,[n])|| > EDZ(q[n]),Vn, Vs, €S, (56b)
- Al i=1
1—« v ?
1 o ]Ij[n] (Z wci [Tl] Ws [Tl] — Wo [7’1]) S égjzl Vn, v]k S ]r (56C)
-l i=1
AT o1, (56d)
aq
O<a<l. (56€)

If the ratio of AN declines too rapidly after optimization, there will be no solution
to the convex optimization of beamforming vectors and UAV_C’s trajectory in the last
iteration due to the stringent covert communication constraint. Additionally, if there is
a sudden increase in the ratio of AN after optimization, the SCR tends to exhibit a sharp
drop. Thus, a new constraint (56d) is introduced to ensure algorithm stability. Specifically,
objective function (56a) is monotonically decreasing with respect to &, so we only need
to find the minimum value of « that satisfies (56b), (56¢), (56d), and (56e) for each slot.
Therefore, problem (56) is a relatively simple convex problem, and we can use the CVX
toolbox to solve it.

3.4. Joint Optimization Algorithm

By solving the three sub-problems, a joint optimization algorithm is given to solve
problem (29). The core idea is to leverage the BCD algorithm to transform the multi-
variable optimization problem into a series of single-variable optimization problems and
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continuously update the variables through successive iterations. The objective function
SCR will increase in each iteration. When the growth value of the SCR is lower than
a certain threshold, it is considered that the algorithm has converged to a sub-optimal
solution of the original problem. More details are shown in Algorithm 1.

Algorithm 1 Joint optimization algorithm for Problem (29).

1. Initialize Qy, g, P. Set the number of iterations k = 0 and SCR R_C = 0.
. Repeat step3-step”

. Given {Qy, ax, P}, solve problem (36) to obtain Wy 1.

. Given {Wj.,1, Qk, Omax, &k, P}, solve problem (55) to obtain Qy. 4

. Given {Wj.11, Qx11, &k, P}, solve problem (56) to obtain ay,1.

Q= W DN

(o))

; N oo hf n]w, [n]H2
.R_C=x; 21 '):1 log, (1 + ——L — )
n=1i= ¢
. Update k = k + 1.

8. Until the increase of the objective function of problem (29) is below the threshold «.

N

3.4.1. Analysis of Algorithm Convergence

Conclusion 1: The SCR increases after each beamforming optimization (step 3).
Problem (36) aims to realign the beams after UAV_C trajectory updates. Typically, as
UAV_C’s trajectory continuously moves towards the users, the total SCR will increase due
to the realignment of the main lobe in each iteration. However, if the updated trajectory
falls into an area that is susceptible to detection by the wardens, the SCR tends to decline
after step 3. But by introducing AN, this adverse situation can be avoided. Thus, the SCR
increases after each beamforming optimization.

Conclusion 2: The SCR increases after each trajectory optimization (step 4). For
problem (55), which aims to maximize the SCR, UAV_C’s trajectory will naturally approach
each user after step 4. So, the SCR increases after each trajectory optimization due to the
improvement in the SNR. To ensure algorithm stability, the iteration step-size constraint is
introduced in problem (55), which can further ensure that the SCR increases in each iteration
after step 4.

For the entire algorithm, although AN ratio optimization in step 5 may cause a
temporary decrease in the SCR, steps 3 and 4 play a dominant role in the growth of the
SCR. By integrating steps 3, 4, and 5, the SCR is expected to increase in each iteration. Thus,
this algorithm enables the original problem to converge to the optimal solution.

3.4.2. Analysis of Algorithm Computational Complexity

Step 3 comprises three core components: AN vector generation, convex optimiza-
tion, and Gaussian randomization. AN vector generation and Gaussian randomiza-
tion introduce negligible computational overhead compared with the dominant con-
vex optimization module. Therefore, the algorithm computational complexity is de-
termined by the convex optimization module. Referring to [29], the convex optimiza-
tion module, when applied to large datasets, exhibits a computational complexity of
Ly = hNIn(H)O(u+w+1+ (v +1)M3)>
verged solution and /; denotes the number of iterations of step 3. Also, the complexity
of step 4is L, = LIn(L)O2+ N(v+w + 1))>°, where I, denotes the number of itera-
tions of step 4. Given the simplicity of constraints and objective functions in AN opti-

, where ¢ denotes the precision of the con-

mization (step 5), the overall algorithm complexity is determined by step 3 and step 4:
LNIn(H)O(u+w+1+ (v +1)M3)> + LIn(1)02 + N(v + w +1))>.

Algorithm 1 solves the original multi-variable non-convex problem by using the SCA
and BCD algorithms. It is proved that the algorithm converges correctly, and its complexity
primarily depends on the number of antenna elements and the flight time.
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4. Numerical Results

To concretize ambiguous scenarios and evaluate the performance of the proposed
algorithm, numerical simulations are conducted with the following configuration. We focus
on an urban scenario where there are four communication users located at coordinates
(0, 600, 0), (300, 700, 0), (650, 700, 0), (1000, 600, 0), and three sensing targets are distributed
at (450, 20, 0), (500, 20, 0), (550, 20, 0). Additionally, three warden swarms, each comprising
16 members, are deployed in designated airspace with positions (0, —200, 110), (500, —150,
100), and (1000, —200, 110). All coordinates are measured in meters. Other parameter
settings are given in Table 1.

Overview of results: Based on numerous simulation experiments, we find that when
the most stringent measures are applied by wardens, optimizing a single variable is insuf-
ficient to achieve covert communication, especially in the absence of AN. Therefore, we
focus our analysis on the scenarios where three variables and two variables are optimized.
Figure 2 shows the environmental map and the optimized trajectory of UAV_C. Following
Figures 3-5, the communication performance, sensing performance, and the DEP of war-
dens are analyzed, respectively. The discussion of Figures 6 and 7 analyzes the role of beam
optimization. Figure 8 examines the balance between sensing and communication and the
fairness among users. Figure 9 gives the performance analysis of different schemes. Fol-
lowing Figure 10, the role of trajectory optimization is analyzed. The paragraphs following
Figures 10 and 11 analyze the influence of AN on trajectory and beam optimization.

Table 1. Parameter settings.

Parameter Set Value
Flight time of UAV_C T =100s
The inter-element spacing of liner array antenna d=0.05m
The wavelength of the transmitted signal A=01m
Variance of AWGN (T]-Z =02 = —110 dBm
Channel power gain with unit distance g =—-37dB
Number of elements in a linear array antenna M=16
The path loss exponent ¥=35
The maximum power in each slot of UAV_C P =3dbW
Maximum flight speed of UAV_C Vm =40m/s
The fixed flight altitude of UAV_C H =100 m
Maximum iteration step in trajectory optimization Qmax = 10,000 m?
Minimum required gain at unit distance for sensing ¢ = —48 dBw
The DEP threshold of drone swarms P, = 0.005
Number of drones in each swarm L=16
Algorithm minimum growth rate x = 0.02

Symbols and abbreviations in figures: “‘WQA'’ represents ‘Scheme WQA'’, which is the
scheme proposed to maximize the SCR by the joint optimization of trajectory, beamforming
vectors, and AN ratio. “WQ’ denotes ‘Scheme WQ’, which maximizes the SCR via the
joint optimization of beamforming vectors and trajectory. “"WA’ stands for ‘Scheme WA’,
which optimizes beamforming vectors with the utilization of AN. ‘QA’ represents ‘Scheme
QA’, which maximizes the SCR by jointly optimizing the trajectory and the AN ratio. In
Figure 11, ‘sensing’ refers to the power allocated for the sensing function, abbreviated
as ‘sen’. Similarly, ‘communication’ refers to the power allocated for the communication
function, abbreviated as ‘comm’.

Figure 2 shows the distribution of legitimate users, sensing targets, and wardens. Red
squares represent legitimate users. Green triangles represent wardens. Purple circles represent
sensing targets in the specific area. According to the simulation, UAV_C initially approaches
the users at the maximum speed. Subsequently, it maneuvers at slow speed to maintain stable

https://doi.org/10.3390/drones10010023


https://doi.org/10.3390/drones10010023

Drones 2026, 10, 23

17 of 26

link quality. Finally, it returns to the end position at full speed. UAV_C continuously evades
adversarial surveillance throughout the mission while jointly optimizing power allocation
and trajectory to satisfy the minimum sensing performance threshold.

2D Trajectory (50 Points)

800
700 | | 1
6001 |
—o0— UAV Trajectory i
500 Start Point
End Point 4
. 400 @ Sensing Targets
3 l Users |
g 300 Passive Wardens
©
> 200 r d
100 © [} 4
ol eoeo ]
-100 [ 1
A
—200* *
0 200 400 600 800 1000
X axis (m)

Figure 2. Environmental map and optimized trajectory of UAV_C.

Figure 3 illustrates the average SCR of four legitimate users per slot. The vertical
axis represents the average communication rate of all the users. The blue line denotes
Scheme ‘“WQA’, which demonstrates superior performance. In the initial and final time
slots, the SCR is comparatively low, around 2 bps/Hz. As UAV_C moves towards the
users, the SCR gradually increases, reaching a maximum value of 6.41 bps/Hz. Observably,
when combining trajectory optimization, beam optimization, and AN to achieve covert
communication in the scenario where the most stringent measures are applied by wardens,
the system performs the best. When only two of the variables are optimized, the scheme
without the application of AN performs the worst.

(2]

(6]

IS

w

Average communication rate (bps/Hz)
n

10 20 30 40 50 60 70 80 90 100
Time slot (s)

Figure 3. Average secure communication rate per slots.

Figure 4 illustrates the average sensing power of the targets in the specific area. The
vertical axis represents the power reaching the sensing targets after path loss, obtained
by averaging over the three targets. The blue line denotes the scheme deploying AN.
According to the constraint { = —48 dBw set previously, the minimum power reaching
the sensing targets is —47.2 dBw, demonstrating that the sensing performance meets the
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minimum requirements across all time slots. By making a comparison with the previous
figure, we can find that when the power allocated for communication is limited, the other
schemes tend to allocate more power to sensing targets under the stringent constraints of
the warden swarms.

Average sensing power (dbw)

50 | | | | | | | | | |
10 20 30 40 50 60 70 80 90 100

Time slot (s)

Figure 4. Sensing performance analysis.

Figure 5 depicts the DEP of three wardens in each slot. The vertical axis in each sub-plot
denotes the DEP of the wardens. The three plots, arranged from top to bottom, represent the
DEP corresponding to wardens 1, 2 and 3. For clarity, the DEP is converted from the linear
scale to decibels (dB). The swarm wardens operate based on the relative power levels of
leaked signal, which can ensure performance stability regardless of path loss. Considering
the dense distribution of users, the sidelobes of communication signals are numerous and
unpredictable, making it difficult to determine the strength of leaked signals in different
directions. This presents a challenge to conduct a clear-cut analysis on the trend of the DEP.
However, some limited analysis is possible, as presented below. Wardens 1 and 3 exhibit
a similar trend in DEP due to their geometrically symmetric positions in the surveillance
area. Meanwhile, warden 2, located along the central axis, demonstrates self-symmetric
DEP variation over time. According to the constraint P, = 0.005 set previously, the
maximum DEP of the three wardens is —23 dB (i.e., 0.005), demonstrating that the covert
communication performance meets the requirements across all time slots.

Wardens detection threshold
—O— Warden 1
Warden 1 = = = :detection threshold

-30

10 20 30 40 50 60 70 80 90 100

Time slot (s) —B— Warden 2
- Warden 2 = = = -detection threshold
- T T ! :

U

n
=
"

Communication covertness (dbw)

Time slot (s) —&— Warden 3
Warden 3 = = = detection threshold
T T T

Time slot (s)

Figure 5. DEP of wardens.
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Figures 6 and 7 give the azimuth and elevation radiation patterns of the linear array
antenna equipped on UAV_C. The radial coordinate represents the gain of the beam, while
the angular coordinate represents the orientation in the side view (Figure 6) and top view
(Figure 7). The antenna radiation patterns are derived from the gain of the communication
beam in different directions. Specifically, after obtaining a certain beamforming vector, we
calculate the received signal power by fixing the optimized beam and varying the user
positions to obtain the gain in different directions. Then, it is normalized by the reference
power, which is the signal power received at the original user location. The radiation pat-
terns exhibit high similarity across different users and time slots, with the main difference
lying in the elevation angle of the main lobe. The main difference lies in the elevation
angle of the main lobe. So the communication beam for user 4 in time slot 40 is selected
as a representative case. As shown in Figure 7, the vertical linear array configuration of
the antenna produces uniform azimuthal gain, resulting in omnidirectional beam leakage
beyond the intended user direction. This inherent beam leakage allows swarm wardens
to conduct surveillance. From Figure 6, we can find that UAV_C optimizes beamforming
vectors to align the main radiation lobe (i.e., the lobe with a maximum gain of one) with
users. Our simulation indicates that the 16-element linear array antenna achieves focused
beam coverage with a 3 dB main lobe width of approximately 7.5° when the half-power
beam width criterion is applied. However, sidelobes still remain in the radiation pattern.
Specifically, the peak gains of the first and second sidelobes are 0.63 and 0.29, respectively,
which will lead to the decrease in energy efficiency and unintended signal leakage. In
summary, optimizing the beamforming vectors will improve focusing performance and
substantially reduce the leakage of signals in unnecessary directions. However, when the
adversary employs more rigorous surveillance techniques, the inherent limitations of linear
arrays unavoidably make the communication signals easily detected by the wardens. Thus,
it is of great necessity to jointly optimize the trajectory, beam, and AN.

0°above
30° 30°

60° 60°
0.5

main lobe main lobe

- e

120° 120°

150° 150°
180°below

Figure 6. Elevation radiation patterns of the antenna.

Figure 8 shows the power allocation of each slot. The vertical axis denotes the power
allocated to sensing beams, communication beams of users 1-4, and AN signal. Specifically,
the maximum available power of UAV_C in each slot is 3 dBw, which corresponds to 2 watts.
Since the ratio of AN is kept constant, its power appears as a straight line in the figure.
The results demonstrate balanced power allocation between communication and sensing
beams, which dynamically adapts to UAV_C’s mobility to achieve optimal communication
rates. The power fluctuations over time are designed to mitigate signal leakage. For
instance, when the leakage of a user’s communication signal toward wardens exceeds
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a predefined threshold in specific time slots, UAV_C redistributes its power, reducing
the communication power of this user while allocating more energy to other users. This
beamforming optimization not only ensures precise beam alignment but also achieves
fair power allocation among multiple users. Moreover, we observe that the presence of
swarm surveillance does not force UAV_C to allocate most of the power to sensing while
suppressing the power for communication to a very low level. Therefore, the proposed
scheme with AN achieves good, secure communication performance.

north
1.5

0.5

west UAV east

south

Figure 7. Azimuth radiation patterns of the antenna.
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Figure 8. Power allocation.

Figure 9 illustrates the maximum achievable SCR across different communication
schemes versus iteration counts, where the vertical axis represents the time-averaged
and user-averaged secure communication rate. ‘Scheme WQA’ converges after the 11th
iteration, achieving an averaged communication rate of 4.8 bps/Hz. The result of ‘Scheme
WQA' reveals that when AN and beam optimization are employed, the SCR attained by the
random trajectory after a single iteration is approximately 3 bps/Hz. It can be concluded
that the optimized trajectory exhibits a performance enhancement compared with the
random trajectory. ‘Scheme WQ’ converges at the fourth iteration with an average rate
of approximately 1.3 bps/Hz. ‘Schemes WA’ and ‘QA’ exhibit immediate convergence,
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reaching rates of 2.5 and 2.4 bps/Hz, respectively. ‘Scheme WQ’ exhibits poor channel
capacity performance due to stringent warden constraints in the AN-free scenario. ‘Scheme
QA achieves limited SCR improvements since static beam misalignment occurs after
optimization of UAV_C’s trajectory. The underperformance of ‘Scheme WA' is attributed to
the fixed trajectory of UAV_C, which restricts the signal power received by the users. The
proposed ‘Scheme WQA’ surpasses all benchmarks, demonstrating a higher SCR by jointly
optimizing the ratio of AN, the beamforming vectors, and UAV_C’s trajectory.

_‘_A-A-A-A—A—A-A-A-A-AH&-A-A—A-A-A-A-A

-
1.5
! 895000060 000%%c090
1r —6— WQA
=06 WQ
0.5 WA
—Ac- QA
ok ‘ ‘ ‘ ‘
0 5 10 15 20

Number of iterations

Figure 9. SCR of different schemes.

Figure 10 compares four UAV_C trajectories. “Trajectory WQA’ is the optimized
trajectory of Scheme WQA. ‘Trajectory WQ'’ is the optimized trajectory of Scheme WQ.
“Trajectory straight line’ is the direct flying trajectory directly from the starting point to the
destination. “Trajectory random’ is the initial trajectory Qg that we set randomly before
optimization. From the figure, it can be observed that the optimized trajectory tends to
move towards the users to enhance the channel capacities and away from the wardens
for covert communication. This demonstrates the role of trajectory optimization. To
illustrate the role of AN, we conduct the following analysis: When AN is employed, it
provides a higher degree of freedom for the trajectory than without AN, allowing UAV_C
to move as close to each user as possible. Conversely, as shown in “Trajectory WQ’, the
absence of AN significantly restricts the degrees of freedom for the trajectory. Especially
at y = 300 m, it appears that there is an obstacle restricting the trajectory, causing it to
expand horizontally in a very disorganized manner. This affects the improvement in
channel capacities. Therefore, introducing AN expands the feasible region for the trajectory,
enabling UAV_C to provide a better service for each user. In summary, the introduction of
AN can boost covert communication performance by affecting trajectory optimization.

Figure 11 analyzes the impact of the AN ratio on power allocation in three scenarios:
‘zero AN injection’ (« = 0), ‘optimal AN injection’ (« = 0.155), and ‘excessive AN injection’
(e« = 0.3). The vertical axis denotes the power allocated to sensing and communication.
The figure shows that when the proportion of AN in each slot is fixed for each scheme, the
sum of communication and sensing power remains fixed. First, the performance stability
is analyzed as follows: Without AN, UAV_C’s power allocation is subject to the stringent
constraint imposed by the wardens, leading to instability. In detail, specific regions of
the flight path are easily detectable, forcing UAV_C to reduce communication power
to compensate for covert communication. This leads to significant fluctuations in both
communication and sensing performance. Moreover, frequent power fluctuations impose
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significant demands on hardware. Second, we consider the energy efficiency of different
schemes. In the absence of AN, both the communication power and the sensing power
are higher in the ‘zero AN injection” scheme than in the other two schemes for most of
the time slots. However, as analyzed in Figure 9, ‘Scheme WQA’ outperforms ‘Scheme
WQ'’ in terms of channel capacities. The reason is that the restricted trajectory of UAV_C,
which prevents UAV_C from freely moving towards the users, leads to a consistently
low level of received signal power at the user end. When the amount of AN is excessive,
although UAV_C’s trajectory can move towards users freely, the total power allocated to
communication and sensing decreases, which in turn diminishes channel capacities. Based
on the above analysis, sacrificing an appropriate proportion of power for the AN signal
can enhance the stability of system performance and boost energy efficiency. In summary,
the introduction of AN can boost covert communication performance by affecting power
allocation, i.e., beam optimization.
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Figure 10. Influence of AN to trajectory.
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Figure 11. Influence of AN on power allocation.

5. Conclusions

This work addresses the challenge of maximizing the total SCR in a multi-user UAV-
enabled ISAC system over NLOS communication channels under the surveillance of multi-
ple adversarial wardens. We conduct a rigorous analysis of the relationship between the
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DEP of warden swarms and leaked signals from the UAV in the ISAC network. And the
constraint for covert communication is obtained. We assume that the wardens adopt the
most stringent measures, which include using the optimal criterion for DEP minimization,
deploying multiple batches of UAV swarms in a distributed configuration, and equipping
each UAV in the swarm with a single antenna. To ensure communication covertness, we pro-
pose a novel approach for generating AN that can maximally interfere with the adversary’s
receivers without affecting ground users. In addition, an algorithm that jointly optimizes
trajectory, beamforming vectors, and the ratio of AN is proposed. It is demonstrated to be
an effective method. Furthermore, we conduct an in-depth analysis of the performance of
the proposed scheme and examine the effects of trajectory optimization, beamforming, and
AN on system performance. It is anticipated that these measures can provide new insights
for covert communication in less stringent scenarios.
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Appendix A

To obtain the minimum value of the two Kullback-Leibler (KL) divergences, we first
evaluate the expression in Equation (21). We substitute (12) and (13) into (21). We can
obtain that
Lflefx//\o efx//\o/\L

1 Lydx
ey o8l

Dxr(po(A)llp1(A)) = /_o:o -

0 x x/)\o A A L
- / ALF In(e~*/%) — In(e~*/M) + In(Ab)dx
—ln(/\o)dx

o yL=le=x/do _x = x
*/ )LLF (TO+71+LIH(/\1) —th()\o))dx

AN 11

T (- 1)!)\3’()71 Ty

N+l _ 1\t
W(Lln(/\l) ~ Lin(Ao))
A A
~Lam(3h + 20
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and thus A A
D (po(M) I (4)) = Llin(32) + 32 = 1). (an
Similarly, we can obtain
Aov  Aq
D (P (W) Ipo(A)) = Llin(32) + 5 = 1) (12
We let 1
¢g(x) =In(x) + T 1. (A3)
Taking the derivative of it, we get
/ -1
g (x)= xx2 : (A4)

After a simple analysis, we can conclude that the function g(x) is decreasing when
x < 1 and increasing when x > 1, with a steeper slope on the left-hand side of x = 1 than
on the right-hand side. Since Ay < Aq, we can get < 1land /\1 > 1. When Ag and A
are fixed, (A1) always lies to the left of x = 1, and (A2) always hes to the right of x = 1.
Upon further analysis, we find that when Ag and A; are fixed, (A1) is always less than (A2).
So (23) is transformed into

D1 (p1(A)||po(7)) < 262 (A5)
2
ie., g(:\\—?) < 2% (A6)

The derivation of Equation (24) is completed.

Appendix B
Here are the details on (46):
Zs,v,(c[,s/) [1’1] = gls/-,(c,v,s/-) [Yl} + éxsj,(ci,sf) [1’1] (x[n] - X [”]) + éys,,(c,-,s]) [”] (y[ﬂ] — Vi [”]) (A7)
where
gls, (cisr) [”} = a{_sl [n]WQl [n]als, [”] (A8a)
27Td m f27rd(m—’;,l)H
xsr,(ci,Sr) Z Z %Wﬂ(ﬂl, }l)e APie; ] (xl [n] — xsy), (A8b)
m= 1;4 1
, M 27Td m ]/l) j27r\d[§m—;4)H
A ) Pt~ IOy m, e O (]~ ys,), Asc
yerleren) mzl AT : (A89)
;27 :_2md .27 H
ags, [n] = (1,¢”/ "2’311}[1”],[2] T, 1o~ (M) ‘ZD:}[I]) , (A8d)

Wy (m, p) is the element in the m-th row and p-th column of matrix Wy [n], ajs, [n] is
the steering vector of UAV_C in trajectory Q) targeting s, in time slot n, and ws[n], w, [1]
are the beamforming vectors obtained by beamforming vector optimization.

Appendix C
Here are the details on (52):

Citeisn 1 =L oo [0+ 6 oo (1) (2] = xp[m]) + 0y 5 o () (yln] — i), (A9)
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where
fzjk,<cls,)[”] —ﬂz]k[ |Wan [n]a;, [n], (A10a)
M
j2med(m — u)H
ool = Z Z T[]Wsm(m/#)
m=1p=1 L (A10b)
j2md(m—p)H
e ADjj, Tn] (xl[n] 7xjk)’
M
j2red(m — u)H
gy]k/ (cisr) Z Z T[]Wzm(mrﬂ)
m=1p= (A10c)
jz:tgﬂ.lf[}i])H
e U (yi[n] = vy,
i 2mdH_ _pi 2miH _(M—1)j2ma_ H
aj [n] = (e 5y, R TAL B M=z, iy, (A10d)

Wan (m, i) is the element in the m-th row and p-th column of matrix Way 1], Dy;, [1]
is the Euclidean distance between warden j; and Q; in time slot , x;, and y;, represent
the X-axis and Y-axis of warden ji, and a;;, 1] represents the steering vector of UAV_C in
trajectory Q; targeting ji in time slot n.
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