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Abstract: This study investigated the stability of bipartite nonlinear fractional-order multi-agent
systems (FOMASs) in the presence of false data injection attacks (FDIAs) in a hostile environment. To
tackle this problem we used signed graph theory, the Razumikhin methodology, and the Lyapunov
function method. The main focus of our proposed work is to provide a method of stability for
FOMASs against FDIAs. The technique of Razumikhin improves the Lyapunov-based stability
analysis by supporting the handling of the intricacies of fractional-order dynamics. Moreover,
utilizing signed graph theory, we analyzed both hostile and cooperative interactions between agents
within the MASs. We determined the system stability requirements to ensure robustness against
erroneous data injections through comprehensive theoretical investigation. We present numerical
examples to illustrate the robustness and efficiency of our proposed technique.

Keywords: fixed signed directed network; switching signed directed network; bipartite containment
control; fractional-order multi-agent systems; false data injection attack; Lyapunov function

1. Introduction

Networked system cooperation has been greatly improved through the fast devel-
opments of network and communication technologies [1,2]. In the field of multi-agent
systems, cooperative control has received significant interest in areas such as automation [3],
Mathematics [4], and Computer science [5]. This kind of technology has been utilized
extensively in the military and the civilian sector for a range of operations, including
designing smart power grid systems [6], controlling unmanned spacecraft [7], adjusting
satellite placements [8], and guiding mobile robot formations [9]. In a multi-agent system,
containment control having more than one leader is a specific field of interest. The use
of this approach has gained greater attention in recent years. The primary object is to
establish a control protocol to ensure that followers eventually converge to a desired region
defined by the convex hull created by the leaders [10,11]. The research mentioned above
explored traditional communication networks that encompass cooperative interactions.
These networks are represented by directed graphs with non-negative adjacency weight
matrices. However, practical situations, such as social networks [12], trust networks [13],
natural predator—prey dynamics [14], games [15], and biological systems [16], commonly
involve relationships that can be either cooperative or hostile. These interactions can be
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represented by signed digraphs, where positive weights show cooperative or trust rela-
tionships, and negative weights indicate hostile relationships between connected agents.
The existence of hostile interactions leads to more complex actions in signed digraphs
in contrast to conventional non-negative directed graphs [17]. Additionally, without a
secure network and preservation, the system becomes susceptible to potential infiltration
by adversaries who may interrupt communication channels. This could result in compro-
mised control performance, such as a slow convergence rate, significant convergence error,
and instability [18]. Additionally, the adversary’s capabilities are typically limited. Decep-
tion attacks [19] and DoS attacks [20] are two main categories of attacks on multi-agent
dynamical systems based on their impact. Deception attacks involve manipulating trans-
mitted information, while DoS attacks result in the loss or delay of transmitted information.
Dibaji et al. highlighted that deception attacks, particularly false data injection (FDI) at-
tacks [21], cause the most severe damage in such systems. Therefore, it is crucial to study
deception attacks, especially FDI attacks, in multi-agent dynamical systems to safeguard
against the manipulation of transmitted information [22]. In this overview, we provide a
summary of the current research on coordinating the control of fractional-order multi-agent
systems. Within the domain of continuous-time systems, several protocols have been
suggested to address coordination issues in fractional-order multi-agent systems [23]. For
example, in reference [24], researchers explored consensus mechanisms in the context of
fractional-order multi-agent systems dealing with communication delays using frequency
domain theory. Moreover, in [25], the academic community introduced conditions based on
Linear Matrix Inequalities (LMIs) to facilitate containment control strategies designed for
uncertain linear multi-agent systems. In a similar vein, [26] utilized a sliding-mode control
approach to tackle the complex task of distributed consensus tracking within fractional-
order multi-agent systems. These efforts collectively shed light on the ongoing work aimed
at improving the understanding and implementation of effective coordination control
mechanisms for fractional-order multi-agent systems within continuous-time frameworks.
We examine several critical studies addressing the security of multi-agent systems in cyber-
physical environments. Notably, the research on multi-agent systems for detecting false data
injection attacks against the power grid provides essential methodologies for identifying
and mitigating such threats [27]. Additionally, the observer-based event-triggered secure
synchronization control for multi-agent systems under false data injection attacks offers
valuable insights into maintaining secure synchronization in the presence of data corrup-
tion [28]. Furthermore, the cooperative control for cyber-physical multi-agent networked
control systems with unknown false data injection and replay cyber-attacks highlights
strategies for managing and securing networked control systems against sophisticated
cyber-attacks [29]. These foundational studies form the basis of our approach, informing
our strategies for enhancing the security and resilience of multi-agent systems. Motivated
by the above study, we will address hostile-based nonlinear bipartite containment control
fractional-order multi-agent systems under false data injection attacks (FDIAs). We will
discuss both fixed and switching signed directed networks under FDIAs. Furthermore,
we will check the stability of the system in the presence of false data injection attacks, and
for this purpose, we use the Lyapunov function, Razumikhin methods, and signed graph
theory. Our special contributions are listed below:

* In contrast to [28], our work contributes to the field by integrating delayed controllers
to enhance the resilience and effectiveness of multi-agent systems against false data
injection attacks.

*  The use of false data injection in the dynamics of followers improves the detection and
mitigation of such attacks in multi-agent systems, which were not considered in the
previous study [17].

e  Utilizing fractional-order multi-agent systems can enhance the robustness and accuracy
of detecting and mitigating false data injection attacks as compared to [29].

The rest of this paper is as follows:
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1. Section 2: Provide background knowledge about multi-agent systems of fractional
order, covering foundational concepts and initial details.

Section 3: Present the formulation of the main result.

Section 4: Present the stability analysis of the proposed multi-agent system.

Section 5: Present practical examples to illustrate the effectiveness of our work.
Section 6: Present the conclusion of the overall study.

SR

2. Background Knowledge
This section presents the background knowledge about the study:

2.1. Signed Graph Theory
Consider a weighted signed digraph G = {V, £}, where V = {v1,0;,...,v0} and
€ C VY x V are the vertices and edge set, respectively. The adjacency matrix J = [juo] pmxm
is defined such that j,;, # 01if (v, vy) € &, and juu = 0 otherwise. In this matrix, j,, > 0
and j,, < 0 represent cooperative and hostile relationships between nodes, respectively.
The Laplacian matrix of the graph G, denoted by L = [{,u] p1x A1, is defined as follows:
® euv:_]'uvifu#v
* lw= szi\il,vyéu ol if u = v
A signed graph G is said to be structurally balanced if the set of nodes V can be
partitioned into two disjoint subsets, V; and V;, such that
* ju > 0forany vy, v, € Vyoro, v, € Vo
*  juw<O0foranyv, € Vyand v, € V,

2.2. Necessary Lemmas and Definitions

Several essential definitions and lemmas are addressed in this section.

Definition 1 ([30]). The Caputo derivative of order « for the function h(k) of order s, which is
continuous and also differentiable, is defined as

1 § R (u)
o <s-— <
Dh(k)_r(s )/50 s )“sldu 0<s—-1<a<sse”’

Lemma 1 ([31]). A function h(k) belonging to the set of absolutely continuous functions in R"
adheres to the following:

D¥(hT (k)h(k)) < 2hT (k)D*h(k), « € (0,1)

Lemma 2 ([32]). If U, V, and W are matrices, then the inequality

(4 1) <o .

is equivalent to inequalities U < 0 and W — VTU~1V < 0.

Lemma 3 ([33]). The following inequality holds for positive scalar ¢ and W1, Wp € R™:

1
QWL W, < W W, + szTwz
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Consider the Banach space B = B([—7,0] — R") of functions that exhibit conti-
nuity for interval [—r,0]. Also, consider a delayed system that is of a fractional order
incorporating delays:

D*x(k) = G(k,x¢) forO0 <a <1 )
Xk, = @(0), where xi(¢) = x(k+ ), ¢,0 € [—1,0] 3)

where G : (R x bounded set of B) — (bounded set of R") satisfies condition G(k,0) = 0.
This condition holds for each k > kg , time delay r > 0, and ¢ € B.

Lemma 4. For a quadratic Lyapunov function V : R" — R, there exist some y > 1 and
a1,az,a3 > 0 such that the following inequality holds:
m|[s(K)|2 < V(s(K)) < azlls(k)|2 and akways
V(s(k+1)) <nV(s(k)), 0€[-r0]
D*z(s(k)) < —asl|s(k)[|?
Hence, the necessary solution of the system defined by (2) and (3) may be made stable.

3. Issue Identification
Consider a bipartite fractional-order multi-agent system (FOMAS) with the following
definitions:
*  Follower: F agents labeled as F = {1,2,3..., F};
e Leaders: M — F agentslabeledas R = {F +1, F+2..., M}.

The uth agent state z, (k) € R" is governed by fractional differential equations that are
defined as follows:

D%z, (k) = Bz, (k) + g(k, zu(k)) + W 70/ zy(k+0)dd+w,(k—7"), ueF (4)
D%z, (k) = Bz, (k) + g(k,zu(k)) + W 70/ zu(k+9)dd9, ueR (5)

Here, wy, (k) represents the control input for agent u, and r" and " are the delay in
time and distributed delay, respectively. Matrices B and W belong to R"*", and g with
¢(k,0) = 0 is the continuous odd function such that g : R x R" — R".

Definition 2 ([34]). The function 1 € R" is called convex if for each x1,x, € 5, for0 <p <1,
the following condition holds:

(1=p)xi+px2 €9
And the convex hull formed by x1,xy, ... x, € R". is defined as
n n
Co{x1/x2- ~-/xn} = {Z 77uxu|77u >0, Z Nu = 1}

u=1 u=1

Definition 3. The bipartite containment control FOMAS defined by (4) and (5) will be obtained if
some followers converge to co{z,,u € R}, and others converge to the negative of it.

For the main result, we need the following assumptions.

Assumption 1. For nonlinear function g, the following inequality holds:
M-F M-F
gk, x) = 3 gk, xu)ll < bllx = 3 suxull- ©6)
u=1

u=1

where x,, € R" b>0, and 1, is obtained from EuM:I]: fy = 1.
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Assumption 2. G is a structurally balanced signed directed graph.
Assumption 3. In G, each follower has a directed link with at least one leader.

All followers will be split into two subsets if Assumption 2 is true, with agents in
subsets F1 and F, interacting cooperatively while these subsets are in hostile connection
with other subsets. Now, the FMAS implements bipartite containment control if, by
Definition 3,

klim |z (k) — co{z;(k),i € R}|| =0, Yu € Fy

—00

klim |z (k) + co{z;i(k),i € R}|| = 0 Yu € F,.
—00

3.1. Attack Model
3.1.1. Identification of Compromised Agents

Firstly, we define a subset A that includes all the compromised agents. If an agent u is
compromised, it belongs to subset .4, denoted as u € A C F. To indicate which agents are
compromised, we use an indicator vector v4 € {0,1}". The vector v is defined such that
vA = [1/14, vﬁ‘l, VT, The element v;! = 1 if and only if agent u is compromised, and
vyt =0 if agent u is not compromised. This can be formally expressed as

A _
vlA=1ifucA
vA=0ifu ¢ A

3.1.2. Characteristics of Vulnerable Agents

The specific characteristics that make agents vulnerable to attacks depend on various
factors, including but not limited to the following:

1.  Connectivity: Agents with high connectivity or central roles in the network might
be more vulnerable because compromising them can have a larger impact on the
overall system.

2. Lack of Security Measures: Agents that lack adequate security measures, such as en-
cryption, authentication, or anomaly detection systems, are easier targets for attackers.

3. Resource Constraints: Agents with limited computational resources might not be able
to run advanced security algorithms, making them more susceptible to attacks.

4.  Behavioral Patterns: Agents with predictable or easily detectable patterns of behavior
can be targeted more effectively by adversaries.

3.1.3. Attack Strategy Design

1. State Update Equation: For any selected subset A of compromised agents, agent u
will update its state according to the following equation:

D%z, (k) = Bz, (k) + g(k, zu(k)) + W 70/ zy(k+8)dd +wy (k—1") + l(k), ueF )

where w (k) represents the false data injected by an adversary.
2. False Data Injection: The false data w? (k) are designed as follows:
k), if
1) =  $O HHue ®
0, ifug A.

The term (k) € R™ is the concrete attack strategy.

3. Attack Space Expansion: The dynamical interaction between agents with m-dimensional
states greatly expands the attack space, allowing for more sophisticated and coordi-
nated attack strategies.

We need the following assumptions regarding this type of attack.
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Assumption 4. The adversary is capable of injecting false data undetected, and these false data
are bounded.

Assumption 5. The attack is time-invariant.

3.2. Hostile Interactions in Signed Digraph

To better understand the practical implications of hostile interactions in signed di-
graphs, we consider a social network scenario where users exhibit both supportive and
antagonistic relationships. This example illustrates the complexities and challenges intro-
duced by such interactions.

3.2.1. Network Structure and Interaction Dynamics

In this social network, nodes represent users, and edges represent interactions. Positive
edges (+) indicate support, while negative edges (—) indicate opposition. Consider the
following network structure:

* Node A supports Node B (+);
* Node B opposes Node C (—);
* Node C supports Node D (+);
* Node D opposes Node A (—).

3.2.2. Dynamics of Hostile Interactions

e Feedback Loops: The presence of a negative feedback loop (A - B —-C —- D — A)
introduces instability. Such loops can lead to persistent conflicts, making it difficult
for the network to reach a consensus.

e Influence Propagation: If Node A is a key opinion leader, their opposition to Node B
can trigger a cascade of antagonistic interactions, polarizing the network and hindering
cooperative behavior.

3.2.3. Practical Implications

¢  System Design: Understanding these hostile interactions helps in designing inter-
ventions to promote stability and cooperation, such as targeted conflict resolution
strategies or enhanced moderation policies.

¢  Policy Making: For policymakers, mitigating the effects of negative interactions is
crucial in maintaining harmony and functionality in critical infrastructure networks.

4. Stability Analysis of Bipartite Containment Control under FDIA
In this section, we propose a stability analysis for both fixed and switching signed
directed networks.

4.1. Fixed Signed Directed Networks

For attaining the bipartite containment control of the system defined by (4) and (5),
first, we construct a controller that is under FDIAs:

M
wu(k=7") = K Y |juol(sgn(juo))zo(k — ") — zu(k = ¥") + wi(k), ueF )

v=1

The gain constant K used in the above equation is taken to be positive, j,, € J where
J is an adjacency matrix that is defined as

(1) (2)
j:( Trer ‘7]-'><(./\/lf]-') ) (10)
Om-r)xr  Om—F)x(M-F)
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Here, w, = 0Vu € R. Now, in using (10), the Laplacian matrix is defined as

L= ( Lr Lz ) (11)

Om—ryxF  OM-—F)x(M-F)

In the above equation, Ly and Lg belong to R”*/ and R¥*M=F) respectively.
Suppose that Assumption 2 holds. Then, one can select

A= diag(A1,A2,...,A;,A;H,...,AM)

where

(12)

Ay =—1 if ueF,

From Equation (12), we have
L= < Lr Lz ) (13)
Om-rF)xr OM-F)x(M-F)

where L = ALA, and referring to [35], we have

Njuol, u#o, u=1,23...F
Lr—1[7 — M 14
F = lwlFrxF Y iwl wu=0v, v=F+1,F+2,..., M (4
v=1,0#u
and ER = [zuv]]—'x(/\/lf]:) with Zuv = _|juv| <0.

4.1.1. Control Objective

The control object ensures that the states of followers remain within a region defined
by the states of leaders despite the presence of compromised agents.

4.1.2. Detection and Mitigation of FDIA
Detection Mechanism:

*  Implement residual analysis to detect anomalies in the state trajectories of agents.
*  Employ statistical or machine learning-based methods to identify deviations indicative
of FDIAs.

4.1.3. Control Design

*  Redundancy: Incorporate redundant measurements and control paths to cross-verify
data and control actions.

*  Observer-Based Techniques: Design observers to estimate the true state of the system,
reducing reliance on potentially compromised data.

* Adaptive Control: Implement adaptive control strategies that can adjust control
parameters in real time to mitigate the effects of detected attacks.

*  Fault-Tolerant Control: Develop control laws that are less sensitive to false data,
ensuring system performance even when some agents are compromised.

4.1.4. Control Assumptions

*  The set of compromised agents A is known or can be estimated.
e The system dynamics B, g(k, z,(k)), and W are accurately known.
e The attack method (k) is either known or can be bounded.

4.1.5. Control Limitations

*  High computational complexity of detection and control algorithms.
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M

|juv|5gn(juv)hv(k - 1’”) —hy (k — r”) =

v=1

e  Potential trade-offs between robustness and system performance.
*  Assumptions on the attack model may not cover all possible FDIA scenarios.

Lemma 5 ([34]). If Assumption 3 is satisfied, Lz is an invertible matrix. Moreover, the matrix
—f}lfR is non-negative, and each of its rows sums to 1.

Theorem 1. Under Assumptions 1, 2, and 3, the bipartite containment control of the fractional-
order multi-agent system defined by (4) and (5) using controller (9) will be achieved if there exist a
scalar IC > 0 and symmetric matrices A > 0 and X > 0 satisfying the following inequalities:

O 0
( . Oz> <0 (15)
Q3 I]: ®R AW
(If OWTA  —Ir® 1n> <0 (16)

where

Oy = Tr @ (AB + BTA+ A2 4 B2L, + 7L, + X — KA A + 422400,

Qz = I]: ® (—ICA — ’)/In);

O3 =Tr ® (7l — 5 X), where v > 0 for any scalar, and Ay = Apax [f].'f;].

Proof. Consider the coordinate transformation h,(.) = A,z (.) specified in (12) being valid
forany u = 1,2,..., M. By applying the control protocol described in (9) to the system
defined by Equations (4) and (5), we achieve the following result:

¥y (K) = Bl (K) + g(k () + W [ I (k + 6)d6

—y!

M
+ KA, Z |juo| (587 (uo ) Doho(k —¥") — Ayhy(k — ")) + 200 (k) u e F (17)
v=1
D (k) = Bl (K) + g(k, (k) + W [ u(k+ 9)d6 u e R (18)

J—r!

Notice that

Mz

|juol5gn (uo)ho (k =7") = Y |juo|hu(k —1")

v=1,0#u v=1,0#u
M M
= Z |juo | o (k — 7’//) - Z |juo | (k — ”H)
v=1,0#u v=1,0#u
M

= — Euvhy (k — 1’//) - Euuhu (k — 1’//)
v=1,0#u

= — Z guvhy(k _ 1’//)
v=1
Using this in Equations (17) and (18), we obtain

D%y (K) = Bl (K) + gk (k) + W [ Ik + 0)dd

71’/
M
— K Y AuluoBohy(k—1") + 205 (k), u e F (19)
v=1

D%y (k) = Bhy (k) + g(k, by (k) + W " hu(k+ 9)d0, uc® (20)

o
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Let Hr(.) = (h{ (), h3 (), .. ()T, HR () = (M1 (), hE o (), - B ()T,
G(k,h]:) = (gT(k,hl),...gT(k,h]:))T, and G(k hR) (gT(k,hp+1> ..... gT k,hM))T
from (19) and (20):

D*Hy(k) = (Zr ® B)Hr (k) + G(k, HF (k)) — K(Lr ® I.)Hr (k —1")
—K(Lg ® I,)Hr (k — ") + 70/(If @ W)Hz(k+9)dd +2v4 @ p(k)  (21)
D*Hg (k) = (L5 ® B)Hg (k) + G(k, Hg (k)) + /f/(zM_f ©W)Hg(k+ 9)dé  (22)
Consider the bipartite containment control error as f(.) = Hz(.) — (—f}lfR ®
I,)HR (.). Then, the system defined by (21) and (22) becomes
D*B(k) = (Ir ® B)Hz(k) + (L7 Lr ® B)Hg (k) + G(k, Hr (k) + (L7 Lr ® L,)G(k, Hr (k)
- (’CZF ® In)(Zr @ In)Hr(k - 7’//) - (’CZ}‘ ® In)(z;‘lzR ® In)Hp (k — 7'//)
+ /_O,(I; © W) H(k + 9)d6 + /_OI(Z?ZR © W) Hg (k + 8)do + 20  p(k)
D*B(k) = (Zr ® B)B(K) + G(k, Hr (k) + (L7 L © L)G(k, Hr (k)
(KLr @ L)B(k—1") + /j/ (Zr @ W)B(k + 9)dd + 2v* @ (k) (23)
We formed the following Lyapunov function:
V(B(K) = BT (K) (Zr ® A)B(K)
Now, in applying Lemmas 1 and 3 on Equation (23):
D*V(B(K)) = D*[B" () (Zr ® A)B(k) < 28 (k) (Zr © A)[D*B(K)]
=287(k)(Zr ® A)[(Zr © B)B(K) + G(k, Hr (k) + (L5 Lr ® 1)G(k, Hr (k)
—(KLr @ L) B(k —7") + /j/ (Zr @ W)B(k + 0)dd + 2v* @ p(k)].
= BT (K)[ZF ® (AB+ BT A)|B(k) + 27 (k) (Z7 © A)[G(k, HF (k) + (L7 L @ L,)G(k, Hr (k))]
28T (k)(KLy @ A)B(k —1") + 28T (k) (Zr @ A) [/_()/(IJr ® W)B(k + 9)dd] + 487 (k)vA @ Ay(k)
< BT (k)[Zr © (AB + BT A)|B(k) — 28" (k) (KL ® A)B(k —1") + BT (k)(Zr ® AT)B(k)
+[G(k Hr (k) + (Lr Lr ® L) G(k, Hr (k)] [[G(k, Hx (k) + (L5 Lr @ L) G (k, Hr (k))]

28T (k) (Zr © A)] /f (T @W)B(k -+ 0)do] + 487 (k) © A (k) (24)

Suppose that LA TR = [pg] 7 x (M), and from Assumption 1,

[G(k, HF(k)) — (~LF Lr ® I,)G(k, Hg ()] T [[G(k, H <>> (—~LF Lz ® L,)G(k, Hy (k)]

F M-=F F -F
= Z[g(k,hu) - Z euvg(krhfw)] [28 (k, hy) — Z luog (k, hf+q)]
u=1 u=1 v=1
F F —F
< 2 b hu Z guvh}'+q Z hu - Z guvh}'+q]
=1 v=1 u=1 v=1

= VP[Hr(k) — (~LF L © L) Hr ()T [HF (k) — (L7 Lg © I,) Hg (k)]
= b*B" (k)B(k) (25)
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Consider
267 (k) (KLr ® A)B(k — ") = K287 (k)(Lr ® A)(Tr © A7) (T5 © AD)(k — 1)
<KBTR(ILroA)TroAT)(Iro AL @ A)BK)
+KBT (k=) Lr® A)(Ir® A2)(Ir® A2)B(k—1"
= BT (KLrLy @ A)B(K) + KT (k—1")(Zr © A)B
Using Equations (25) and (26) in Equation (24), we obtain
D*V(B(k)) < BT (k)[Zr @ (AB+ BT A)]B(k) + B (k)(Zr ® AT)B(k) + b*B" (k) B(k)
— BT () (KLrLy' © A)B(k) — KB (k— ") (T © A)p(k — ")
287 (k) (TF ® A) [/OI(I; 2 W)B(k + 0)d9] + 487 (k)v4 @ Ap(k)

)
(k—1") (26)

By Lemma 5, L7 is invertible. Then, L#L r is a positive definite matrix. Therefore, we
define A; as the largest eigenvalue of L 7L, defined as

/\1 /\max{LFLF}
D*V(B(k)) < BT (K)[Zr ® (AB+BTA+ AT + b1, — KM A + 4M®5A‘P(k>)]ﬁ(k)
— KB (k—1")(Zr @ A)B(k—1") + 28T (k) (Zr ® A) [/j/ (Zr @ W)B(k + 9)]dd (27)

where § = (k) whenever

Vik+egk+e)) <oV(ikgk)V—r<e<o0 (28)

where r = max[r’,r""]. Now, for some ¢ > 1, we can conclude that for any v > 0,

D*V (k) < BT(k)[Zr ® (AB+BTA + AT + V*Ipy — KM A + 4‘@5‘%)][3(@ — KB (k—7")(Zr® A)(k—1")

+2p7 (k) /0 (Zr ® A)(Zr @ W)B(k + 8)dd + (0" (k) (Zr © 1n)B(k) — " (k — ") (Zr @ In) (k — 1"")]

4 [ 1o () (Zr © )B(K) — BT (k-+ 0)(Zr @ ) Blk + 0)]d0

A
= BT()[Zr © (AB+ BT A+ AT + 121, + ol + X — Kay A+ 472288y

BT ) (T © ANk~ )~ 2T (k) (Lr @ 1Bk — ") [ 1B () (Tr © (el — £ X))B0)
+267(K) (Tr © A)(T5 © W)B(k+ 8) — 78T (K + ) (Tr @ L)B(k + )}d9

o7 (Zr @ (AB+ BTA+ AT 421y + 7ol + X — KAy A + 42500 0 o
g 0 Tr@(—KA—qI,) )"

/0 oI (T el —5X)  Ir@AWN
! I]:@WTA —’)/I]:(X)In
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where ¢,» = (BT(k), BT (k —1")), 99 = (BT (k), BT (k+ 1)), and & € [—7,0]. Let 0 — 1.
Then, we can obtain

« T ((h 0
D V(k) < (Pr”( 0 O, (2

0 o) Ir® AW
T 3 F
/_,/ Po (If QWTA  —AIr® 1n> Pod?

Now, from Lemma 2,

Q)] 0
( 0 Qz> <0 (29)
O3 Ir®@ AW
(erdira 5220 < ‘30)

where A| = Aygx[L ;f;] . By Lemma 2, relationships (15) and (16) hold, which indicates
that D*V (k) < 0 whenever V(k+e¢€,g(k+¢€)) < oV (k,g(k)) for some ¢ > 1and € € [—r,0].
Lemma 4 states that system (23) is asymptotically stable, which means that control law (9)
can attain the stability of the system defined by (4) and (5). O

Remark 1. In (9), we use delayed controllers because it can enhance the robustness of a multi-agent
system. Delayed controllers allow agents to continue their work effectively even in scenarios where
communication is disrupted or delayed.

Remark 2. In contrast, the irreqularity in space and the restricted occurrence of extreme points
in the gradients of fractional derivatives, compared to traditional integer-order systems, presents
significant difficulties when studying fractional multi-agent systems (FMASs), especially with
temporal delays. In traditional systems with integer-order derivatives, analyzing how they per-
form under delays often involves using a Lyapunov function that includes an integral component.
However, when dealing with delayed FMASs, through using Caputo derivatives, this Lyapunov
function becomes ineffective because fractional operators do not follow the same composition property
as integer derivatives. That is, the derivative of a derivative may not be equal to the combined
derivative of the sum. To address this issue, we propose a novel approach that leverages signed graph
theory and the fractional Razumikhin method to control delayed FMASs with a bipartite contain-
ment objective. Our method overcomes the challenges posed by delays and fractional derivatives
by employing a straightforward quadratic Lyapunov function. This technique is also adaptable
to fractional-order multi-agent systems experiencing both communication and various types of
distributed delays [36,37].

4.2. Switching Signed Directed Network

Let G7) = (V, £70)) be a switching signed directed graph, and at k ; (switching point),
the switching signal (piecewise) ¢ determines the interval [ko,c0) for the set
N = {1,2,3,...n}. For any k;, there exists a small point t such that k]H —k; > t, pre-

venting Zeno behavior. This ensures that the nth topology is activated for k € [k, k;;1)

when (k) = n € N. The adjacency matrix is represented as J7*) = [;i',f,”] Mx M, and

Lotk — [ZZS,")] Mx M represent the Laplacian matrices of G(%) . Furthermore, G' = G for
any (k) =1 € N.

To achieve the bipartite containment control of fractional-order multi-agent systems
as described in (4) and (5) for a switching signed network, some assumptions are necessary.
Here, we discuss them.:

Assumption 6. The graph G7%) is structurally balanced for any o(k) € N.

Assumption 7. Every follower has a directed link to at least one leader in G7(F).
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We construct the delayed control protocol under FDIAs for attaining the bipartite
containment control of the system defined by (4) and (5), which is defined as

wy (k =K Z ]](7<k |(sgn(juo )))zv(k — "=z (k=" +wl(k), ueF (31)

Remark 3. In using (10) and (12) for o(k) € M, the Laplacian matrix of G°%) is denoted by

k k
Lot ( L5 Lz ) @)
Om-ryxr OMm—F)x(M-F)

In the above equation, L‘;(k) and L%(k) belong to R”*% and RF*M=F) yespectively. We can
choose a matrix
A" = diag(Aqy, Ay, ..., Ax,AF +1,...,A 0 )

with L
Ay, =1 lf ue F1UR (33)
Ay, = — lf uc fz
Also,
_ o (k) o (k)
'Y = ( Ly R ) (34)
Om-r)xE  OMm—F)x(M-F)
where
770 _ Ac(k)poll) Ao(h)
—j, u#o w=1,.,F
To(k) _ o)
= [l xF — M o 35
7l Yo, wu=0v o=F+1,F+2,.,M %)
v=1,0#u
—o(k) ok — .
and TR = [0 ) with Ty = —jes?] < 0

Remark 4. If Assumption 3 is satisfied, f(]f_-(k) is an invertible matrix. Moreover, the matrix
(f(}(k)) U(k) is non-negative, and each of its rows sums to 1 for any o(k) € N.

Theorem 2. Under Assumptions 1, 2, and 3, the bipartite containment control of fractional-order
multi-agent systems (4) and (5) for switching signed network using controller (31) shall be achieved
if there exist a scalar IC > 0 and symmetric matrices A > 0 and X > 0 satisfying the following

inequalities.
O 0
( 0 02) <0 (36)
Q3 Ir® AW
(zrowra  tven) <0 7
where

A
Oy = Tr @ (AB+ BTA+ AT + 0L, + vl + X — KAg A + 4222400 .

M =Tr @ (—KA—17l);

Q3 = Ir @ (vl — %X), where vy > 0 for any scalar, and A, = max,en

Donax (T30 (T5) T,
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Proof. The containment control error system is defined as f(.) = Hz(.) — ((—f‘jf(k))’lf%(k) ®

I,)HR (.). Then, the system using controller (31) is defined as

D*(k) = (T @ B)B(k) + H(k, Hr (k) + (TX)) 'TR" @ 1) H(k, Hg (k)

— 0
(KT @ 1)Bk— 1) + [ (Ir© A)(Tr @ W)Bk+ 8)dd + 204 @ p(k).  (38)
We formed the following Lyapunov function for the purpose of stability:

V(B(k) = BT (k)(ZF @ A)B(K)

The Lyapunov function was selected based on its ability to handle the complexities
of fractional-order systems and the particular characteristics of bipartite structures. This
function provides a robust framework for stability analysis in such dynamic environments.
Now, by using Theorem 1, one can obtain

A
Tr @ (AB+BTA+ AT + 01, + I, + X — KAy A + 4~ ®§W(k)) 0 <0 (39)
0 Ir® (KU - vl)
Ir@(ylh—%X)  Ir®AW
( IroWlA  —yZzpol,) <° 4o

where A, = maxa(k)eN[Amux{fgf(k) (faf(k))T}]. According to Lemma 2, relationships (36)

and (37) hold, which indicates that D*V (k) < 0 whenever V(k+¢,g(k+¢€)) < oV (k,g(k))
for some ¢ > 1 and € € [—r,0]. Lemma 4 states that system (38) is asymptotically stable,
which means that control law (31) can attain the leader-following consensus of systems (4)
and (5) when arbitrary switching is realized. [

5. Numerical Illustration

Example 1. In the context of the bipartite containment control of a fractional-order multi-agent
system defined by (4) and (5) for a fixed signed network containing two leaders and five followers,
the topology of the problem is described in Figure 1. Take two bipartite subgroups that are defined as
F1={1,2} and F, = {3,4,5} for the structurally balanced signed directed graph G.

FDIA Attack \

Figure 1. Signed directed network of G under FDIA.

—6.3 0 —0.35 0.05
Now, let B = < A —8)' W= ( 06 —0.6)' (k) = (0.23 0.45),6 =0.3,and

g(k,zu(k)) = 3sin(zu(k)),u = 1,2,3...7, and we can take k = 0.6, which satisfies (6).
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Now, from Figure 1, the adjacency matrices are as follows:

0 0 -050 0 1 0
03 0 0 0 0 0 12
0 0 0 0 04 -1 0
J=10 0 02 0 0 0 -08
0 -03 0 0 0 O 0
0 0 0 0 0 O 0
0 0 0 0 0 O 0
10 0 0 0 00O
01 0 0 0 00O
00 -1 0 0 00
A={0 0 0 -1 0 00
00 0 0 —-100
00 0 0 0 10
00 0 0 0 01
15 0 05 0 0 -1 0
-03 15 0 0 0 0 -12
0 0 14 0 —-04 1 0
L= 0 0 -02 1 0 0 08
0 03 0 0 03 © 0
0 0 0 0 0 0 0
0 0 0 0 O 0 0
1.5 0 -050 0 -1 0
-03 15 0 0 0 0 -12
0 0 14 0 —-04 -1 0
andL=ALA=| 0 0 —-02 1 0 0 -08
0 -03 0 0 03 0 0
0 0 0 0 O 0 0
0 0 0 0 0 0 0
where
1.5 0 —-050 0 -1 0
-03 15 0 0 0 0 -12
Lr=1] 0 0 14 0 —-04|andLr=|-1 0
0 0 -02 1 0 0 -08
0 -03 0 0 03 0 0

where A = Apay[LFLF] = 3.2348
If we take v = 1.2 and ¥’ = 0.625 and then solve inequalities (15) and (16), we can obtain

3.54 261 1.21 0.32 . P o
X= (2.61 3'74> , A= <0.32 1'21) ,and KC = 1.14, which satisfy inequalities (15) and (16).

Take & = 0.6 and initial conditions
=05 -03)" =(1)=(04 -1)7

(1> 0.6, -04]" z3(1) = [0.8,-2]"

4(1) =[03,-0.1]7  z5(1) = [0.5,—0.6]"

z6(1) = [0.2,—0.6]T z7(1) = [0.5,—1]F

and then solve the system using ADAM’s optimizer. Then, the error trajectories of the
FOMAS defined by (4) and (5) for a fixed signed directed network are given in Figure 2.
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Figure 2. For fixed trajectories, the error trajectories of the FOMAS defined by (4) and (5).

For error trajectories

Bp1(k) = zp1(k) — co{ze1,271},

Bp2(k) = zpa(k) — co{ze1, 271},

and

Bpi(k) = —(zp1(k) + co{ze1,271}),
Bp2(k) = —(zpa(k) + co{ze1,271}),

we are now able to conclude that

klim ||z (k) — co{z;i(k),i € R}|| =0,
— 00

klim llzu(k) + co{zi(k),i € R}| =0, u€{3,4,5}.
— 00

This indicates that the system continues to operate under FDIAs and delays, but a
larger number of delays and attacks can affect the speed of the convergence of the system.
An attack signal is presented in Figure 3.

3 T T

25 I

v ~

Signal Value

~

T T

Original Signal
— — — Attack Signal

4

/\
6 8

Time (s)

Figure 3. False data injection attack signal.

10
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Example 2. In the context of the bipartite containment control of a fractional-order multi-agent
system defined by (4) and (5) for a switching signed network containing two leaders and five
followers, the switching topologies of digraphs Gy, Ga, and Gs are described in Figure 4, Figure
5, and Figure 6, respectively. Take two bipartite subgroups that are defined as F1 = {1,2} and
Fo = {3,4,5} for the structurally balanced signed directed graphs Gy, Gy, and G3. Now, from
Figures 4—6, we have the following matrices:

0 0 -020 0 13 0
2 0 0 0 0 0 21
0 0 0 0 05 -2 0
JU=10 0o 01 0 0 0 -08
0 .15 0 0 0 0 0
0 0 0 00 0 0
0 0 0 00 0 0
0 0 0 —-03 0 0 2
050 0 0 -11 0 0
0 0 0 0 0 -11 0
J?P=10 001 o0 0 0 0
00 0 07 0 —04 —08
0 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0 -0300 11 0
17 0 0 00 0 2
0 0 0 00 —-12 0
J®=10 o0 01 00 0 0
0 -15 0 10 0 -05
0 0 0 00 0 0
0 0 0 00 O 0
10 0 0 0 00
01 0 0 0 00
00 -1 0 0 00
A=A =AB® =f0 0 0 -1 0 0 0
00 0 0 —-100
00 0 0 0 10
00 0 0 0 01

/ FOIA Artack \

Figure 4. Under FDIA, communication topology of Gj.
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/ FoIA Atk \

Figure 6. Under FDIA, communication topology of Gs.

Then,
15 0 -02 0 0 ~13 0
2 41 0 0 0 0 21
LPV=]0o o 25 0o —o5|CW=| -2 o
0 0 -01 09 0 0 -08
0 -15 0 0 15 0 0
23 0 0 -03 0 0 -2
05 16 0 0 11 0 0
L=l 0o o 11 o o |[EP=[-11 o
0 0 -01 01 0 0 0
0 0 0 -07 19 —04 08
13 0 -03 0 0 11 0
17 19 0 0 0 0 -2
L= 0o o 12 o ofEP=|-12 o
0 0 -01 01 0 0 0
0 -15 0 -1 3 0 —05

Givent Apax L (LN T] = 23.2612, Apax[L2 (LP)T] = 6.8258, and Amax[L2 (L))
=13.4871, from these three values, we have Ay = 23.2612. Now by solving inequalities (36) and (37),
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) 1.31 042 3.64 271 ) .
we can obtain A = (0.42 1.31>, X= (2'71 3.84)' and IC = 1.25, which satisfy (36) and (37).

Let & = 0.6. Then, the error trajectories of the FOMAS defined by (4) and (5 for a switching signed
directed network are given in Figure 7.

15+ B — by
— By ; B
B3 } B3s
1 — B | By
Z e % 05f i P2
s ~ [
« 0.5 m /
—_ “\1 ;‘F .
= I i
= 07 3 |/
<3 3 I
<

0.5

Figure 7. Error trajectories for FMASs (4) and (5) under switching signed directed network.

Practical Example: Autonomous Warehouse Robots for Task Coordination

0.5 ff

In a warehouse automation scenario, we consider a multi-agent system consisting of
two leader robots and seven follower robots, designed to illustrate the proposed work. The
communication topology is given in Figure 8. The system is organized into two groups:
Group A includes robots 1, 2, and 3, while Group B consists of robots 4, 5, 6, and 7. The
leaders are tasked with directing their respective groups to complete different sections
of the warehouse, such as picking and sorting tasks, while managing potential conflicts
between the two groups. In this setup, we apply the proposed control strategy to ensure
that each follower robot maintains a desired formation around its leader and that the two
groups manage their interactions effectively. From Figure 8, we have the following matrices:
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>
I
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[N eNeoloNoloNelN =)
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1 0 0 0 0 0 O -1 0
-1 2 0 0 -1 0 0 0 0
0 -1 2 0 0 0 0 0 -1
andLr=|0 0 0 1 0 0 0 |Lg=|[-1 o0
0 0 0 -1 2 0 -1 0 0
0 0 0 0 —-12 0 0 -1
0 0 -1 0 0 0 1 0 0

where A1 = Ay [f ff]Tc] = 9.7354. Now, let the values of the other parameters involved in
the system be the same as in Example 1. These parameters are chosen to satisfy the stability
conditions of the system and ensure convergence to the desired formations. Then, through
. e . 3.04 2.01 1.11 022

solving inequalities (15) and (16), we can obtain X = (2'01 3.14> ,A = <0.22 121) , and
K = 1.13, which satisfy inequalities (15) and (16). The Lypnove function stability graph
is given in Figure 9. A series of experiments could be conducted using physical robots
equipped with sensors and communication systems to enable real-time position tracking
and control. The robots would be programmed to follow specified routes, maintaining
their formations and managing interactions between Group A and Group B as they per-
form their tasks. These experiments would aim to demonstrate that the fractional-order
control strategy can effectively manage both task completion and group interactions. It is
anticipated that the followers will maintain stable positions relative to their leaders and
that the two groups will avoid interference despite their competing objectives. The results
of these experiments validate the theoretical findings from the fractional-order bipartite
containment control model. The practical implementation confirms that the theoretical
stability criteria are met, with the robots maintaining the desired formations and effectively
managing the hostile interactions between groups. These results highlight the practical
effectiveness of the fractional-order control strategy in real-world robotics applications,
proving that the theoretical model can be successfully translated into a functional system.

Robot 8 1 Robot 3
1
1
-1
-i- fl ——== 1 - | '_) |
1| &g ° g W ' - el
. R 9 —
Robot 1 Robot 2 x A
obo \
\ Robot 7 Robot 9
-1
1 -1
L S I
= —— A [
L;a Ll i Iy
: 1 Ap = 1 A =)
Robot 4 Robot 5 Robot 6

Figure 8. Communication topology of autonomous warehouse robots for task coordination.
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6. Conclusions

Hostile-based nonlinear bipartite containment control (FOMASs) under FDIA is pro-
posed in this paper. Both fixed and switching signed directed networks have been used
for describing the interaction between agents. In assuming that the structural balance of
the associated signed digraph remains intact when each follower is directed by at least
one leader, robust controllers were developed to address bipartite containment control
facing the issue of false data injection. These controllers can work in the presence of small
delays and FDIAs. To check the stability of the system, we used the fractional Razumikhin
technique and typical Lyapunov function approach. A reliable and feasible solution is pro-
posed to tackle the problem arising from system delay switching topologies and fractional
calculus. The validity and feasibility of the main findings are illustrated through concrete
numerical examples. Practical examples are also provided for the effectiveness of our work.
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