big data and

4

cognitive computing

Article

Proposal of a Blockchain-Based Data Management System for
Decentralized Artificial Intelligence Devices

Keundug Park !

check for

updates
Academic Editors: Yang-Im Lee and
Peter R. J. Trim

Received: 23 June 2025
Revised: 10 August 2025
Accepted: 11 August 2025
Published: 18 August 2025

Citation: Park, K.; Youm, H.-Y.
Proposal of a Blockchain-Based Data
Management System for
Decentralized Artificial Intelligence
Devices. Big Data Cogn. Comput. 2025,
9,212. https://doi.org/10.3390/
bdcc9080212

Copyright: © 2025 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license

(https:/ / creativecommons.org/
licenses /by /4.0/).

and Heung-Youl Youm 2*

Al & Blockchain Research Center, Seoul University of Foreign Studies, Seoul 60745, Republic of Korea;
jacepark926@gmail.com

Department of Information Security Engineering, Soonchunhyang University, Asan 31538, Republic of Korea
Correspondence: hyyoum@sch.ac.kr

Abstract

A decentralized artificial intelligence (DAI) system is a human-oriented artificial intelligence
(AI) system, which performs self-learning and shares its knowledge with other DAI systems
like humans. A DAI device is an individual device (e.g., a mobile phone, a personal
computer, a robot, a car, etc.) running a DAI system. A DAI device acquires validated
knowledge data and raw data from a blockchain system as a trust anchor and improves
its knowledge level by self-learning using the validated data. A DAI device using the
proposed system reduces unreliable tasks, including the generation of unreliable products
(e.g., deepfakes, fake news, and hallucinations), but the proposed system also prevents
these malicious DAI devices from acquiring the validated data. This paper proposes a new
architecture for a blockchain-based data management system for DAI devices, together
with the service scenario and data flow, security threats, and security requirements. It also
describes the key features and expected effects of the proposed system. This paper discusses
the considerations for developing or operating the proposed system and concludes with
future works.

Keywords: blockchain; decentralized artificial intelligence; Al device; data management;
knowledge sharing; self-learning; human-oriented Al; trust anchor; responsible Al

1. Introduction

The existing centralized artificial intelligence (Al) system (e.g., ChatGPT [1], Gemini [2],
DeepSeek [3], etc.) has been trained by its developer using raw data such as articles, papers,
pictures, videos, audio, and documents. The raw data collected by the developer could
include personally identifiable information (PII), false and manipulated information, biased
information, and IPR (intellectual property rights) infringement information. The raw data
have not been disclosed to any third party, nor have they been validated by any third party.
The products generated by Al systems are unreliable and can result in deepfakes, fake
news, and hallucinations [4].

The development of Al semiconductors (e.g., neural processing unit (NPU) [5], graphic
processing unit (GPU) [6], high bandwidth memory (HBM) [7]), agentic Al [8], physical
Al [9], and on-device Al [10] technologies are accelerating the realization of a decentralized
artificial intelligence (DAI) system. For example, on-device Al can generate products on a
mobile device without connecting to an Al server over the internet. A DAI system runs
on an individualized device (e.g., a mobile phone, a personal computer, a robot, a car,
etc.) and performs operations, including self-learning, knowledge generation, knowledge
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exchange, knowledge initialization, knowledge backup, and knowledge recovery. As the
DAI system can perform self-learning with data collected from the device, it is redundant
for a developer of a DAI system to continuously train the DAI system and incur huge data
costs. A DAI device is an individual device running a DAI system.

A DAI device improves its knowledge level by self-learning internal raw data continu-
ously collected and generated by the individualized device, but the DAI device needs more
data to improve the speed and depth of the knowledge level. The DAI device can receive
knowledge data and raw data from suppliers and perform self-learning with the data to
improve its knowledge level. Knowledge data are the result generated by the learning of
DAI devices. Raw data may be the creation of producers. DAI devices should use data
validated by third parties for their self-learning to generate reliable products. The integrity
of the knowledge data and raw data should be maintained during transfer between DAI
devices and suppliers.

This paper proposes a blockchain-based data management system for DAI devices. The
proposed system prevents tampering with knowledge data and raw data validated by a third
party and provides the validated data to DAI devices for lifelong learning. A malicious DAI
device that has generated an unreliable product has limited access to the validated data in the
proposed system, which prevents the malicious DAI device from improving its knowledge level
by self-learning using the validated data. Identity management for DAI devices should include
the credentials and lifecycle of DAI devices and should distinguish between malfunctioning
and malicious DAI devices. A supplier who has distributed malicious knowledge data or raw
data is restricted from distributing their data to DAI devices using the proposed system, so a
producer who has generated the malicious knowledge data or raw data could be restricted
from providing their data to the supplier.

The contribution of this paper is as follows. This paper proposes a blockchain-based
data management system for DAI devices, including a new architecture for the system,
security threats, and security requirements. The proposed system provides a solution
for the self-learning of DAI devices with data management among consumers (i.e., DAI
devices), producers, suppliers, and validators. It decreases data costs for training DAI
compared to existing centralized Al and improves the speed and depth of knowledge level
of DAI by using reliable data.

This paper is organized into the following sections: Section 1 introduces DAI and its
trends. Section 2 describes the related studies, including problems with existing centralized
AL Section 3 proposes a blockchain-based data management system for DAI devices to
solve the problem identified in Section 2. Section 4 identifies security threats to the proposed
system and specifies the security requirements mitigating the identified security threats.
Section 5 describes the key features and expected effects of the proposed system. Section 6
discusses considerations of the policy, technology, service, and standardization aspects for
developing or operating the proposed system and concludes the paper.

2. Problems Statement and Related Studies

This section describes the problem with existing centralized Al systems, and it exam-
ines other studies related to the problem.

2.1. Problems with Existing Centralized Al Systems

The existing Al systems work on Al servers that have been trained by developers
using raw data such as articles, papers, pictures, videos, audio, and documents. Al clients
must connect to Al servers over the internet to perform tasks requested by users. Al clients
cannot perform self-learning and rely solely on the knowledge of Al servers to perform the
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tasks. However, if the Al client does not connect to the Al server due to internet connection
failure and/or the Al server failure, the task cannot be performed in time.

The raw data used to train Al servers are not trustworthy. The raw data collected by
the developers of the Al servers could contain personally identifiable information, unreliable
information, and illegal information. Since the raw data have not been disclosed to any third
party, nor have they been validated by any third party, the products generated by Al servers
trained with raw data are unreliable, resulting in deepfakes, fake news, and hallucinations.

2.2. Other Approaches for DAI Systems

This paper refers to studies that address the challenges discussed in Section 2.1 and
focuses on analyzing other studies to identify similarities between blockchain-based data
management systems for DAI device learning.

A systematization of knowledge (SoK) for blockchain-based DAI solutions and a
taxonomy for existing DAI protocols based on the model lifecycle were proposed in [11].
This paper included the functionalities of blockchain for DAI and its contribution to
enhance the security, transparency, and trustworthiness of Al processes, including whether
it provides incentives for contributors to Al data and models.

A blockchain-based DAI dismissed the central orchestrator in federated learning
in [12]. This paper included implementation of a prototype for training AI models on the
data contributor side. The prototype demonstrated that Al models are trained on the data
contributor side and smart contracts provided the specifications for generating AI models.

Ref. [13] provided a systematic literature review of existing studies in the field of DAI
that addresses issues such as digital privacy, ownership, and control. This paper focused
on identifying the components of DAI solutions and networks.

A blockchain-Al integrated framework (BAII) was proposed in [14], which enables
Al to be trained, verified, and applied on a decentralized blockchain in the construction
industry. This paper addressed knowledge about the security vulnerabilities of Al in the
construction field and the decentralization of Al using blockchain.

Ref. [15] investigated the contributions of decentralized technologies to DAI’s self-sovereignty
and potential unstoppability and the implications of DAI's unstoppability for development of
governance frameworks. This paper identified intrinsic characteristics of DAI that challenge
traditional oversight, including immutability, global reach, and adaptive survival strategies.

Ref. [16] investigated the fundamentals and consequences of DAI for edge devices in
Internet of Things (IoT) networks. This paper demonstrated the balance between model
performance and data privacy by combining DAI with federated learning.

Ref. [17] investigated the potential and limitations of decentralized architectures that
impact users, markets, and civic participants. This paper included the technological and
legal developments needed to enable decentralized machine learning systems to realize
their liberating potential.

Ref. [18] investigated technical architectures, consensus mechanisms, token utilities,
and fundamental business models by providing a comprehensive review of major Al-token
projects. This paper provided emerging developments for the next generation of DAI
systems, including blockchain-based federated learning, on-chain verification approaches
for Al results, and more robust incentive frameworks.

Ref. [19] analyzed the challenges and opportunities of blockchain technology and
potential advantages and difficulties of DAI in cybersecurity. This paper focused on the
integration of DAI with blockchain technologies and provided a taxonomy of DAI and
blockchain technologies for cybersecurity and the use cases of blockchain-based DAL

A decentralized artificial intelligence model network (DaiMoN) was proposed in [20].
DaiMon improved the accuracy of machine learning models with peer collaboration. This
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paper included a system which keeps a decentralized ledger containing records related to
model training and accuracy and the location of newly updated models.

An alternative path for the development of Al based on distributed ledger technology
(DLT) was proposed in [21], which included a distributed, decentralized, and democratized
market for Al This paper provided a case study where a system used SingularityNET for
coordination between Als.

A decentralized Al-driven recruitment system was proposed in [22]. This paper
evaluated the performance of the system by measuring scalability, latency, accuracy, and
user trust. The system enhanced user autonomy, security, and privacy.

DAI Guardians were proposed in [23], a framework that integrates lightweight Al
models and blockchain technology to transfer privacy control from corporations to users.
This paper provided the core of the framework that embeds Al guardians into blockchain
nodes to enable real-time, context-aware decision-making about data access.

Ref. [24] reviewed the research issues, conceptual map, and technical opportunities
of DAI and edge intelligence. This paper assessed the areas where decentralized Al
and edge intelligence can enable and promote metaverse, Web3, smart blockchain, and
decentralized science.

Swarm learning (SL) was proposed to avoid data transfer and monopolistic data
governance in [25]. This paper demonstrated that Al models with SL outperform locally
trained models and perform on par with models trained on a merged dataset.

A blockchain-based DAI training platform was proposed in [26], which is designed to
democratize Al development and alignment through incentive mechanisms. The platform
creates an environment where participants can contribute models and computing resources,
and it rewards the participants based on their contributions.

The framework of decentralized emergency intelligence was proposed in [27], which
protects patient privacy using blockchain-based smart contracts and optimizes the accuracy
of machine learning models by balancing minority classes with diagnostic datasets. This pa-
per demonstrated the impact of technologies on healthcare efficiency and patient outcomes.

A blockchain-based DAI data-market framework was proposed in [28], which balances
economic security with sub-second finality using a layered hybrid consensus algorithm.
This paper includes a token-based incentive model that seeks to discover data value and
suppress low-quality data by weighting the data volume, data quality, and staking risk.

A DAl-based platform for the authenticity and protection of digital creation was proposed
in [29], which ensures the immutability and transparency of digital assets using blockchain
and detects the unauthorized use or replication of registered creative works using AL

A framework for next-generation edge Al systems was proposed in [30]. This paper
included a literature review covering privacy-centric DAI, IoT system scalability, and
quantum-enhanced optimization methods, and it argued that combining federated learning
with quantum technologies can improve the scalability and effectiveness of edge AL

DAL for privacy protection with confidential computing was proposed in [31], which
protects user data and the parameters of Al models using a hardware-based trusted execu-
tion environment that provides isolation for processing sensitive data.

A DAI and blockchain framework for smart cities was proposed in [32], which focuses
on enhancing data optimization and data integrity. This paper mentions that blockchain
keeps a record of the data generated in smart cities, and Al models use the data to predict
trends, optimize service delivery, and improve resource allocation.

A comprehensive survey of the integration of blockchain technologies for securing
space-air-ground IoT (SAG-IoT) applications was presented in [33]. This paper discussed
the architecture and security threats to SAG-IoT systems and focused on blockchain-based
solutions for SAG-IoT security.
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A secure and auditable private data sharing (SPDS) scheme in a smart grid was proposed
in [34]. This paper presented a blockchain-based framework for trustless personal data computa-
tion and data usage tracking, using smart contracts to specify detailed data usage policies.

Based on the research and analyses in other studies, the conclusion was that no previ-
ous study exists focusing on a blockchain-based data management system for DAI devices.
This paper proposes a new architecture for a blockchain-based data management system
for DAI devices, identifies potential security threats to the proposed system, and specifies
the security requirements mitigating the identified security threats. As the proposed system
focused on data management for DAI device learning compared to SingularityNET [21],
which facilitates the development and deployment of Al models. Compared to swam
learning [25], which enables collaboration between multiple Al models without sharing
raw data, the proposed system demonstrates advantages in device-level autonomy by
off-chain learning and data traceability by on-chain hash evidence storage.

3. A Blockchain-Based Data Management System for DAI Devices

This section proposes a new architecture for a blockchain-based data management
system for DAI devices and provides a service scenario and data flow to understand the
roles of entities that comprise the proposed system.

3.1. System Architecture

A blockchain-based data management system for DAI devices includes consumers
(i.e., DAI devices), producers, suppliers, validators, and a blockchain system (i.e., a reposi-
tory for validated data) acting as a trust anchor [35,36]. The blockchain system consists of a
single on-chain and multiple off-chains. A DAI device could be a producer. The producer
and supplier could be the same entity.

In Figure 1, the role-based entities of the proposed system are described as follows:

e  The consumer is a DAI device. The DAI device is an individual device (e.g., a mo-
bile phone, a personal computer, a robot, a car, etc.) running a DAI system which
performs operations including self-learning, knowledge generation, knowledge ex-
change, knowledge initialization, knowledge backup, and knowledge recovery. The
DALI device performs self-learning using the raw data collected and generated by
itself (i.e., the owned raw data) and using the validated knowledge data and raw
data received from the blockchain system. The DAI device performs tasks such as
the generation of products (e.g., images, videos, documents, etc.), interpretation and
translation, human-machine dialogue, delivery of food and goods, and autonomous
driving based on its knowledge. Knowledge data and raw data could be commercially
traded between a consumer and a supplier. For example, a consumer could purchase
the knowledge data and raw data related to the travel sector from a supplier.

e  The producer generates and creates raw data for training DAI devices. If the producer
is a DAI device, the producer generates knowledge data by self-learning. The producer
provides the supplier with knowledge data and raw data, which could be commercially
traded between the producer and the supplier. For example, if a producer and a
supplier are not the same entity, the producer’s knowledge data and raw data related
to the travel sector could be sold to the supplier.

e  The supplier collects knowledge data and raw data from the producer, which could
be commercially traded between the supplier and the producer. For example, if a
supplier and a producer are not the same entity, a supplier could purchase a producer’s
knowledge data and raw data related to the travel sector. The supplier stores the
knowledge data, information for verifying the integrity of the knowledge data, raw
data, and information for verifying the integrity of the raw data in the blockchain
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system. The supplier removes unreliable knowledge data and raw data from the
blockchain system in accordance with the validation results. The knowledge data and
raw data could be commercially traded between a supplier and a consumer (i.e., a DAI
device). For example, the knowledge data and raw data related to the travel sector
could be sold to a consumer.

The validator validates knowledge data and raw data received from the blockchain
system. The validator inspects and analyzes the raw data to determine whether they
contains personally identifiable information (PII), false and manipulated information,
biased information, and intellectual property rights (IPR) infringement information.
The validator tests and evaluates the knowledge data to determine whether they
contains knowledge about privacy, bias, violence, addiction, cruelty, sexuality, and
gambling. The testing and evaluation involve conducting a questionnaire survey and
reviewing the results of the task using a DAI device that has learned the knowledge
data to be validated. The validator stores the validation history and results for the
knowledge data and raw data in the blockchain system.

The blockchain system including a single on-chain and multiple off-chains identifies
and authenticates the consumers (i.e., DAI devices), the suppliers, and the validators.
The blockchain system prevents the DAI devices that have performed unreliable
tasks, including the generation of unreliable products (e.g., deepfakes, fake news, and
hallucinations) from accessing knowledge data and raw data. The blockchain system
prevents the suppliers that have distributed unreliable knowledge data and raw data
from storing their data. The on-chain stores information for verifying the integrity of
the knowledge data and information for verifying the integrity of the raw data received
from the supplier, and it stores the validation results for the knowledge data and the
validation results for raw data received from the validator. The history of knowledge
data and raw data processing (e.g., uploading, downloading, and removing) is stored
in the on-chain. The off-chain stores knowledge data and raw data received from the
supplier, and it stores the validation history for the knowledge data and the validation
history for raw data received from the validator. The blockchain system keeps the
validated knowledge data and raw data as a trust anchor. The type of on-chain should
be public, which allows anyone to access the ledger and can comprise permissioned
nodes. The on-chain requires consensus mechanisms (e.g., PoW, PoS, DPoS, BFT, PBFT,
PoA, etc.) and smart contracts to process the ledger.

m———————————————y
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Figure 1. The architecture of a blockchain-based data management system for DAI devices.
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3.2. Service Scenario and Data Flow

The service scenario includes knowledge data and raw data management using a

blockchain system among consumers (i.e., DAI devices), producers, suppliers, and validators.

In Figure 2, the service scenario of data management for DAI devices is described as follows:

""" Blockchain system |

Tasks H (Repository for validated data) |I
1 Il
== I

6. *IA

8. Storing validation

H ///? Ss :: summary for data v
Il
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] ~So = )
Consumer 9. *A IIs. storing up\lo:d=hi§ory;f data ! e "a\.\da‘\ Knowledge
. 10. il I hi P 2
(*DAI device) c?f ggc:;m download history \\l\“g data Raw data
Il 1.
3. K i
11. 10. Receiving H == o So Il NS L deaetzlng
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and validation details 1 Y 2\ Il
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Il I 5. Storing data
1l \ 4 [
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H S===== :l 4.*IA 2. Providing data
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creating data

Raw data
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*DAI (Decentralized artificial intelligence) device = Al phone, Al PC, Al robot, Al car, etc.
*IA = Identification and authentication

*IVDI = Information for verifying data integrity

*IVIVD = Information for verifying integrity of validation details

Knowledge
data

Figure 2. The service scenario of data management for DAI devices.

1.

The producer creates raw data. For example, the producer creates pictures, photos,
movies, music, papers, and documents on their mobile phones and personal com-
puters. The producer collects data by browsing the internet on their mobile phones
and personal computers. The producer collects text message data and voice and
video call data on their mobile phones. If the producer is a car or a delivery robot,
it collects road data. If the producer is a DAI device, it generates knowledge data
on an individualized device (e.g., a mobile phone, a personal computer, a robot, a
car, etc.) using self-learning. The producer should remove or de-identify personally
identifiable information (PII) within the raw data.

The producer provides the supplier with their knowledge data and raw data, which
could be commercially traded between the producer and the supplier. For example, if
a producer and a supplier are not the same entity, the producer’s knowledge data and
raw data related to the travel sector could be sold to the supplier. The supplier should
encrypt the raw data to prevent the leakage of PII during transmission between the
supplier and the producer.

The supplier keeps the knowledge data and raw data received from the producer,
which could be commercially traded between the supplier and the producer. For
example, if a supplier and a producer are not the same entity, a supplier could
purchase a producer’s knowledge data and raw data related to the travel sector. The
supplier should remove or de-identify PII within the raw data.

The blockchain system identifies and authenticates the supplier and prevents the
supplier that has distributed unreliable knowledge data and raw data from storing
their data in accordance with the authentication result.

The authorized supplier stores data including their identifier, knowledge data, and
raw data in the off-chain and stores information including their identifier, a hash value
of the knowledge data, and a hash value of the raw data in the on-chain. The hash
value should be generated by secure hash algorithms [37] (e.g., SHA-256, SHA-512,
etc.). The off-chain stores the upload history of the knowledge data and raw data,
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10.

11.

which includes the identifier of the supplier, the identifier of the knowledge data, and
the identifier of the raw data.

The blockchain system identifies and authenticates the validator and prevents the
unauthorized validator from accessing knowledge data and raw data in the off-chain,
in accordance with the authentication result.

The authorized validator receives knowledge data and raw data from the off-chain
and receives a hash value of the knowledge data and a hash value of the raw data
from the on-chain. The validator verifies the integrity of the knowledge data and the
raw data using the hash values. If the integrity verification is successful, the validator
validates the knowledge data and the raw data. The validator tests and evaluates
the knowledge data to determine whether it contains knowledge about privacy, bias,
violence, addiction, cruelty, sexuality, and gambling. The testing and evaluation
involve conducting a questionnaire survey and reviewing the results of the task using
a DAI device that has learned the knowledge data to be validated. The validator
inspects and analyzes the raw data to determine whether it contains personally
identifiable information (PII), false and manipulated information, biased information,
and intellectual property rights (IPR) infringement information. The validator could
introduce zero-knowledge proofs or lightweight machine learning (ML) models to
automatically detect biased and violent content. The validator generates validation
details for the knowledge data and raw data. The validator removes the knowledge
data and the raw data after validation is complete.

The authorized validator stores data, including their identifier, validation details
for knowledge data, and validation details for raw data, in the off-chain and stores
information, including their identifier, a hash value of the validation details for the
knowledge data, and a hash value of the validation details for the raw data, in
the on-chain. The hash value should be generated by secure hash algorithms [37]
(e.g., SHA-256, SHA-512, etc.).

The blockchain system identifies and authenticates the consumer (i.e., a DAI device)
and prevents the DAI device that has performed unreliable tasks, including the
generation of unreliable products (e.g., deepfakes, fake news, and hallucinations),
from accessing the validated knowledge data and raw data, in accordance with the
authentication result.

The consumer (i.e., a DAI device) receives the validated knowledge data and raw data
from the off-chain and receives hash values of the knowledge data and raw data from
the on-chain. The off-chain stores the download history of the validated knowledge
data and raw data, which include the identifier of the consumer, the identifier of the
validated knowledge data, and the identifier of the validated raw data. The consumer
verifies the integrity of the knowledge data and raw data using the hash values. If
the integrity verification is successful, the consumer receives validation details for
the knowledge data and raw data from the off-chain and receives a hash value of
the validation details for the knowledge data and a hash value of the validation
details for the raw data from the on-chain. The consumer verifies the integrity of the
validation details for the knowledge data and raw data using the hash values. If the
integrity verification is successful and the validation result is positive, according to
the validation details, the consumer proceeds to the next step.

The consumer (i.e., a DAI device) keeps the validated knowledge data and raw
data received from the off-chain. The DAI device performs self-learning using the
knowledge data and raw data and performs self-learning using the owned raw data.
The owned raw data kept in the DAI device represent the data collected and created
by the device itself.
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12.  The consumer (i.e., a DAI device) performs tasks such as the generation of products
(e.g., images, videos, documents, etc.), interpretation and translation, human-machine
dialogue, delivery of food and goods, and autonomous driving based on their knowledge.

4. Security Threats and Requirements

The potential security threats to the proposed blockchain-based data management
system for DAI devices are identified, and the security requirements mitigating the security
threats are specified in this section. In Figure 3, entities related to the security threats and
requirements of the proposed system are identified.

Il Blockchain system

l
I idati
H (Repository for validated data) || Validating data
Tasks I H ST-3,5
I | Validator

I
Z AN
“ /// \\\\\ H SR-3, 5
Performing Receiving validated data I YA . W\ i
Tasks “ « On-chain I I Knowledge
I \ //// I data 9 Raw data
L AY 2 I
ST-1, 2, 4 H \§§=_;¢¢/ H Keeping data i
Consumer | . . .
(*DAI device) I Storing data|processing history H Storing and rem""i"gféT_.l r
SR-1, 2, 4 H _e=m==g | data _
i 7 AN | Supplier
Keeping data I //// ST-1 \\\\ H *IA SR-1
and .
self-learning H « Off-chains //" H Providing data
| LN SR S
i Ssel 2?7 I
Owned Validated I T I Producer
raw data data Il H
b e m y
T Generating and
creating data |

.
Trust anchor
Knowledge Raw data
data
ST = security threat, SR = security requirement

*DAI (Decentralized artificial intelligence) device = Al phone, Al PC, Al robot, Al car, etc.
*|A = Identification and authentication

Figure 3. Security threats and requirements of the proposed system.

4.1. Security Threats

The potential security threats (STs) to the proposed blockchain-based data manage-
ment system for DAI devices are identified as follows:

e  Data theft (ST-1): Massive knowledge data and raw data can be stolen from a supplier
and a blockchain system and then illegally sold to consumers (i.e., DAI devices). The
DALI devices that learned using the stolen and unvalidated knowledge data and raw
data from the suppliers can perform unreliable tasks, including the generation of unre-
liable products (e.g., deepfakes, fake news, and hallucinations). High-quality knowl-
edge data can be stolen from a DAI device and then illegally sold to other consumers.

e Contamination of knowledge data (ST-2): Knowledge data on a DAI device can be
contaminated by malware. The DAI device using contaminated knowledge data can
malfunction or shut down.

e  Abuse of validator authority (ST-3): Collusion between a validator and a supplier
can lead to the validator falsely validating knowledge data and raw data on purpose.
The falsely validated knowledge data and raw data can be distributed to consumers
(i.e., DAI devices) using a blockchain system. The DAI devices that learned using
falsely validated knowledge data and raw data can perform unreliable tasks, including
the generation of unreliable products (e.g., deepfakes, fake news, and hallucinations).

o  Consumer identity theft (5T-4): The identity of a consumer (i.e., a DAI device) can be
stolen. A malicious DAI device that has stolen the identity can receive knowledge



Big Data Cogn. Comput. 2025, 9, 212

10 of 17

data and raw data from a blockchain system and the DAI device that had its identity
stolen could pay for the cost of the data.

Validator identity theft (ST-5): The identity of a validator can be stolen. The malicious
entity impersonating the validator can distribute falsely validated knowledge data
and raw data to consumers (i.e., DAI devices) using a blockchain system. The DAI
devices that learned using falsely validated knowledge data and raw data can perform
unreliable tasks, including the generation of unreliable products (e.g., deepfakes, fake
news, and hallucinations).

The security threats are specific to the proposed blockchain-based data management

system for DAI devices; they are not related to general IT services, including existing

Al tools such as chatbots, video generation and editing, image generation, presentations,

music generation, voice generation, search engines, etc.

4.2. Security Requirements

The security requirements (SRs) mitigating the security threats identified in Section 4.1

are specified as follows:

Data encryption (SR-1): Suppliers should encrypt and store knowledge data and raw
data using secure encryption algorithms (e.g., AES [38], SEED [38], etc.). Knowledge
data and raw data in off-chains should be encrypted and stored using secure encryp-
tion algorithms. Consumers (i.e., DAI devices) should encrypt and store knowledge
data using secure encryption algorithms. The stolen data that is encrypted cannot be
used without decryption. SR-1 mitigates ST-1. Decryption keys for encrypted data in
off-chains should be shared with authorized validators and consumers.

Integrity management for knowledge data (SR-2): The hash value of knowledge
data on a DAI device should be generated and stored using secure hash functions
(e.g., SHA-256 [39], SHA-512 [39], etc.) to verify the integrity of the knowledge data.
The DAI device should use the knowledge data after integrity verification. SR-2
mitigates ST-2.

Security audit for validators (SR-3): The validation history for knowledge data and
raw data should be logged and reviewed regularly (e.g., at least once a month). The
validation summary and details for knowledge data and raw data should be reviewed
regularly (e.g., at least once a quarter). The auditor should review any problems
with the validation procedure and method. In accordance with the audit results, it
should prevent malicious validators from accessing the blockchain system that keeps
knowledge data and raw data. SR-3 mitigates ST-3. Security audit mechanisms should
comply with security regulations or information security management systems (ISMSs)
such as the ISO/IEC 27000 series [40—43].

Identity management for DAI devices (SR-4): Credentials for DAI devices should be
issued and managed using a decentralized identity (DID) [44,45]. A DAI device should
present its credential to a blockchain system that keeps knowledge data and raw data,
and the blockchain system should verify the authenticity of the credential. The DAI
device includes a developer, an owner, and an operator. The owner and the operator of
the DAI device could be the same entity. A credential for a DAI device should include
information about the developer, owners, and operators. The owner and operator
of a DAI device could be changed. The credential should include the history of the
changes in the owner and operator. The blockchain system should identify the current
owner and operator of the DAI device through credential verification. In accordance
with the verification results, it should prevent malicious DAI devices from accessing
the blockchain system. SR-4 mitigates ST-4.
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e  Identity management for validators (SR-5): Credentials for validators should be issued
and managed using DID. A validator should present their credential to a blockchain
system that keeps knowledge data and raw data, and the blockchain system should
verify the authenticity of the credential. In accordance with the verification results,
it should prevent malicious validators from accessing the blockchain system. SR-5
mitigates ST-5.

5. Key Features and Expected Effects of the Proposed System

Developers and operators of the proposed system can consider the key features and
expected effects described in this section.
The key features of the proposed system are as follows:

e  Enhancing privacy protection: As DAI devices perform self-learning using internal
raw data collected and generated by the individualized devices and using the external
knowledge data and raw data validated by third parties, the DAI devices do not share
personally identifiable information (PII) with other DAI devices. The validator of the
proposed system validates knowledge data and raw data.

e  Mitigating bias: As DAI devices improve their knowledge level by self-learning using
external knowledge data and raw data validated by third parties, the bias of the DAI
devices is mitigated. It supposes that hundreds of millions of DAI mobile phones and
DAI PCs (personal computers) around the world exchange their knowledge data and
raw data using the proposed system.

e  Scalability: As soon as newly released DAI devices are connected to the proposed
system, the DAI devices immediately improve their knowledge level by self-learning
using the external knowledge data and raw data validated by third parties. As a
repository for validated data, blockchain systems facilitate the expansion of nodes
across countries or regions.

e  Sustainability: As DAI devices continuously perform self-learning using the internal
raw data collected and generated by the individualized devices and using the external
knowledge data and raw data validated by third parties, the knowledge level of the
DALI devices is sustainable leveled upward. On the other hand, as DAI devices that do
not use the proposed system perform self-learning using only internal raw data, the
knowledge level of the DAI devices declines.

The expected effects of the proposed system are as follows:

e  The data costs for training DAI devices could be reduced. As DAI devices could
perform self-learning using the internal raw data collected and generated by the
individualized devices and using the external knowledge data and raw data validated
by third parties, the developers of DAI devices could reduce the data costs for training
them. The developers would not need to continuously train DAI devices compared to
the existing centralized Al

e  The learning time of DAI devices would be shortened. As DAI devices could perform
self-learning using only external knowledge data validated by third parties, DAI
devices would not spend time collecting and generating raw data. It is anticipated
that the learning time using knowledge data would be shorter than the learning time
using raw data.

e  The knowledge level of DAI devices could be increased. As DAI devices could perform
self-learning using external knowledge data and raw data validated by third parties,
the knowledge level of the DAI devices would be higher than that of the existing
centralized Al systems. For example, if a DAI device wants to improve its knowledge
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level about travel, the device can perform self-learning using external knowledge data
and raw data about travel expertise.

e  The generation of unreliable products could be reduced. As DAI devices that have gen-
erated unreliable products would have limited access to external knowledge data and
raw data validated by third parties, this could prevent DAI devices from improving
their knowledge level by self-learning using the data. The DAI devices could perform
self-learning using only internal raw data, which decreases their knowledge levels.
Therefore, even if DAI devices generate unreliable products (e.g., deepfakes, fake news,
and hallucinations), the unreliable products will be sloppy and more easily identified.

e Individual raw data could be traded. Raw data collected and generated by individ-
ual devices (e.g., mobile phones, personal computers, robots, cars, etc.) could be
sold to DAI devices following the validation of the raw data, for example, raw data
(e.g., photos, videos, maps, travel records, transportation and accommodation infor-
mation, etc.) of travel expertise collected and generated by a travel expert’s mobile
phone. DAI devices could select and purchase raw data for expertise in a specific field.

e Knowledge data of DAI devices could be traded. Knowledge data generated by
self-learning performed on a DAI device (e.g., a mobile phone, a personal computer,
a robot, a car, etc.) could be sold to other DAI devices following the validation of
the knowledge data, for example, knowledge data of travel expertise generated by
self-learning performed on a travel expert’s DAI device (i.e., a mobile phone). DAI
devices could select and purchase knowledge data on expertise in a specific field.
Knowledge data could even be exchanged among DAI devices.

o DAI devices could perform lifelong learning without centralized Al servers running
on a cloud system. A DAI device could continuously perform self-learning using
internal raw data and using external knowledge data and raw data validated by third
parties, and it could share its knowledge data with other DAI devices so that DAI
devices could improve their knowledge level. This is very similar to the model of
human learning.

e  The existing centralized Al systems would be decommissioned. High-cost and low-
efficiency centralized Al systems would no longer be developed. Developers of
centralized Al systems have incurred huge data costs for continuous Al training [46,47].
Operators of centralized Al systems have faced huge costs in increasing Al servers
running on cloud systems so that the Al servers can accommodate many Al clients
(e.g., Al apps [48] and Al devices [49]). Nevertheless, Al clients cannot perform
anything if they cannot connect to the Al servers over the internet. This vulnerability
is especially prevalent in the mobility environment.

6. Discussion and Conclusions

DALI devices can improve their knowledge level by self-learning using the internal
raw data continuously collected and generated by the individualized devices (e.g., mobile
phones, personal computers, robots, cars, etc.), but DAI devices need to improve the
speed and depth of knowledge level by using external knowledge data and raw data. The
proposed system can provide DAI devices with knowledge data and raw data validated
by third parties so that DAI devices improve their knowledge level by self-learning using
the knowledge data and raw data on the individualized devices. The proposed system
can also restrict the exchange of malicious knowledge data and raw data between DAI
devices and suppliers so that DAI devices reduce unreliable tasks, including the generation
of unreliable products (e.g., deepfakes, fake news, and hallucinations).

The considerations of policy, technology, service, and standardization aspects for
developing or operating the proposed system are as follows:
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e  Policy aspect: Developers, owners, and operators of DAI devices should consider na-
tional or international laws and regulations related to artificial intelligence (AI) [50-54],
which should be mandatory to develop secure DAI devices and to securely utilize DAI
devices. Developers and operators of the proposed system and developers, owners,
and operators of DAI devices should consider the responsible development and use
of DAI devices, which can be implemented using international standards on Al man-
agement (e.g., ISO/IEC 23894 [55], ISO/IEC 42001 [56], etc.). Al regulators should
consider the potential for market monopoly of the proposed system.

e  Technology aspect: Developers and operators of the proposed system should consider
the identification and authentication of DAI devices, which can be implemented
using decentralized identity (DID) [44,45]. Developers and operators of the proposed
system should consider the non-repudiation of the behaviors of consumers (i.e., DAI
devices), producers, suppliers, and validators, which can be implemented using digital
signatures based on the public key infrastructure (PKI) [57,58]. Developers of DAI
devices should consider lifelong learning of DAI without degradation in performance,
which can be implemented using continual learning [59]. Developers and operators
of the proposed system should consider a trust anchor for the validated knowledge
data and raw data, which can be implemented using blockchain technology including
on-chain and off-chain [60,61].

e  Service aspect: Operators of the proposed system should consider the use cases
and best practices of DAI devices, which can be key factors in expanding services.
The developers and operators of the proposed system should consider the classifi-
cation and ranking of knowledge data, which can be key factors for building new
business models.

e  Standardization aspect: Developers of DAI devices and operators of the proposed
system should consider the national and international standardization of the archi-
tecture and framework, service models, security and privacy, interoperability, use
cases, etc., which can be key references to promote the use of DAI devices and the
proposed system.

Al watermarking [62] is a cryptographic technique used for accurately identifying Al-
generated multimedia content. Al watermarking can be used to detect unreliable products
such as deepfake videos and manipulated images. On the other hand, the proposed system
can prevent malicious DAI devices from generating unreliable products. Combining the
proposed system with Al watermarking can identify and expel unreliable products and
malicious generators (i.e., malicious DAI devices).

Future work includes addressing the national and international standardization of the
proposed system, studies on the lifecycle management of the credentials for DAI devices
and identity management of DAI devices, and studies on validation methodologies for
knowledge data and raw data. The proposed system will be developed as an international
standard by ISO/TC 307 /JWG 4 (security, privacy, and identity for blockchain and DLT).
Security and privacy requirements for the proposed system will be developed as a Ko-
rean ICT standard by TTA (Telecommunications Technology Association) PG502 (privacy,
identity management, and blockchain security). Studies on the lifecycle management of
credentials for DAI devices and identity management of DAI devices will enhance the
identification and authentication of DAI devices that have performed unreliable tasks,
including the generation of unreliable products (e.g., deepfakes, fake news, and halluci-
nations). Studies on the validation methodologies for knowledge data and raw data will
enhance the knowledge level of DAI devices that perform self-learning. Studies comparing
the energy efficiency differences in federated learning schemes will quantify the impact of
blockchain storage overhead on the resource occupation of DAI devices. Private companies
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