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Abstract: Federated learning (FL) has emerged as a transformative framework for collab-
orative learning, offering robust model training across institutions while ensuring data
privacy. In the context of making a COVID-19 diagnosis using lung imaging, FL enables
institutions to collaboratively train a global model without sharing sensitive patient data.
A central manager aggregates local model updates to compute global updates, ensuring
secure and effective integration. The global model’s generalization capability is evaluated
using centralized testing data before dissemination to participating nodes, where local
assessments facilitate personalized adaptations tailored to diverse datasets. Addressing
data heterogeneity, a critical challenge in medical imaging, is essential for improving both
global performance and local personalization in FL systems. This study emphasizes the
importance of recognizing real-world data variability before proposing solutions to tackle
non-independent and non-identically distributed (non-1ID) data. We investigate the impact
of data heterogeneity on FL performance in COVID-19 lung imaging across seven dis-
tinct heterogeneity settings. By comprehensively evaluating models using generalization
and personalization metrics, we highlight challenges and opportunities for optimizing
FL frameworks. The findings provide valuable insights that can guide future research
toward achieving a balance between global generalization and local adaptation, ultimately
enhancing diagnostic accuracy and patient outcomes in COVID-19 lung imaging.

Keywords: federated learning; data heterogeneity; non-IID; global model; skew types;
generalization metric; personalization metric

1. Introduction

The COVID-19 pandemic has underscored the urgent need for effective diagnostic
tools, particularly in medical imaging. Variability in clinical observations and the testing of
virus-related and patient-specific cases across diverse populations has led to ambiguous and
inconsistent information [1]. Radiologists have relied on imaging and scanning technologies
to analyze the causative virus’s behavior and its effects on the lungs. However, the variety
of imaging equipment used, and a lack of standardized acquisition formats have resulted
in disorganized and fragmented datasets worldwide [2]. Moreover, privacy concerns
surrounding patient data further complicate the integration of these heterogeneous datasets,
leading to biased outcomes when deep learning models process such data locally [3].

To address these challenges, federated learning (FL) has been employed as a promising
solution, enabling collaborative model training while preserving patient data privacy [4]. FL
represents the next generation of artificial intelligence (Al), providing a privacy-preserving
approach to machine learning (ML) model development [5]. By facilitating model training
across distributed healthcare institutions without requiring data centralization, FL ensures
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secure, remote, and parallel learning. This innovative framework encourages researchers to
implement collaborative learning systems that comply with patient privacy regulations [6].

FL’s capacity to generate learning models from large, diverse datasets makes it particu-
larly effective in mitigating the widespread distribution challenges pertaining to COVID-19
imaging data. For instance, FL systems have successfully identified potential COVID-19
cases before the first reported patient date [7]. However, despite its effectiveness in analyz-
ing distributed data, FL faces significant challenges related to data heterogeneity, which
can negatively affect overall model performance.

The authors of many studies have evaluated non-independent and non-identically
distributed (non-IID) data by redistributing multiple resources into one or more non-I1ID
settings. These studies have yielded varying results, with some demonstrating consistent
global model performance [8]. In contrast, Nguyen et al. [9] noted that performance can
degrade by up to 50% due to non-IID data. Such discrepancies often arise from differences
in the type of skewness within distributed data. Each imaging dataset presents unique
characteristics, including patient demographics, imaging equipment, acquisition protocols,
and storage formats. These variations must be carefully considered during the partitioning
process in FL simulations to accurately interpret results under non-IID conditions.

This study focuses on a horizontal FL architecture, which provides enhanced control
over data privacy, security, and participant evaluation. In this architecture, two key metrics
are used to assess model performance: The generalization metric evaluates the global
model’s performance on new, unseen data, particularly an external testing sample [10]. The
personalization metric assesses how well the updated model aligns with the specific char-
acteristics of the local data used during training, ensuring it meets the unique requirements
of each participating institution [11]. While several studies have concentrated on enhancing
the generalization metric at the central node [2,12,13], others have explored improvements
to the personalization metric [11]. Achieving an optimal balance between these metrics is
essential for robust FL model performance. This paper shows the challenges posed by data
heterogeneity in FL by defining real-world data distributions for COVID-19 lung imaging
and analyzing their impact under different types of skewness. The primary contributions
of this study are given below.

e  Defining data heterogeneity: We provide mathematical definitions and illustrate the
effects of various types of skewness on both generalization and personalization metrics.

e Interpreting results: We highlight the implications of real-world data heterogeneity
for FL model performance across all participating institutions and evaluation metrics.

e Identifying research opportunities: We outline areas requiring further investigation
for each type of skewness to guide future research in optimizing FL systems for
medical imaging.

By addressing these critical aspects, this study provides a comprehensive analysis
of data heterogeneity’s impact on FL performance, offering valuable insights into model
robustness under varying conditions. These findings will advance the development of FL
systems in COVID-19 lung imaging and beyond.

The remainder of this paper is structured as follows. We discuss related work in
Section 2. We present an FL algorithm and the different types of non-IID data in Section 3.
Our implementation scenario is revealed in Section 4. Then, we present our non-IID data
partition strategies and evaluation metrics in Section 5. Section 6 presents the experimental
results, followed by a discussion in Section 7, and conclusions and future work are discussed
in Section 8.



Big Data Cogn. Comput. 2025, 9, 11

30f24

2. Related Work

The COVID-19 pandemic facilitated the creation of extensive medical imaging datasets
using modalities such as computed tomography (CT) scans and X-ray and ultrasound
images. These resources have motivated researchers to apply federated learning (FL)
frameworks to COVID-19 imaging datasets for various medical purposes, including lung
disease classification [8,14], COVID-19 diagnosis [12,15], severity identification [16,17],
lung damage segmentation [11,18], and oxygen-need prediction [2]. Despite this broad
applicability, in this study, we focus on COVID-19 imaging datasets for diagnostic purposes,
aiming to understand how different non-IID data scenarios impact FL performance.

The existing studies have addressed the challenges regarding data heterogeneity in
FL through various approaches. For instance, it has been found that preprocessing meth-
ods ensure uniformity in data size and format [2,11], adaptive hyperparameter tuning
enhances model performance [19,20], and aggregative strategies can optimize global model
updates [21-23]. These approaches have been applied to specific types of data skewness
to evaluate and improve global and personalized models. However, comprehensive eval-
uations of both global and personalized models across all common skewness types in
horizontal FL (HFL) remain limited [24].

2.1. Evaluation-Metric-Based Studies

Researchers have employed evaluation metrics to assess FL performance in non-1ID
scenarios, focusing on both generalization and personalization. To evaluate generalizability,
two partitioning methods are commonly employed. In the first, datasets are redistributed
randomly across sites, while subsets of local data are retained for central evaluation.
Florescu et al. [7] demonstrated effective generalizability under such settings. In the second
method, realistic scenarios are simulated by assigning unique training resources to each site,
as Bhattacharya et al. [14] achieved through P2P communication without central evaluation.
However, Peng et al. [15] reported significant accuracy degradation when using external
testing data in the central node, highlighting the challenges posed by high heterogeneity
across sites.

Similarly, personalization metrics evaluate local model performance by tracing the
compatibility of updated models with local data. Some studies use subsets of local data
for both validation and testing [25], while others rely on external testing data to assess
personalization [12,15]. Zhou et al. [11] proposed strategies for mitigating the degrada-
tion of personalization metrics, while Dou et al. [26] evaluated both generalization and
personalization metrics, focusing solely on acquisition skew.

2.2. Skewness-Study-Based Research

Studies exploring data heterogeneity often focus on specific types of skewness, such
as label distribution, quantity, or feature skew. The studies [8,27] considered quantity
which the simplest skewness type. However, label distribution skew is the most frequently
examined [23,28-30]. Adhikari et al. [31] explored feature skewness in novel settings, while
others have investigated acquisition skew in clustered architectures using ultrasound and
X-ray modalities [32] or combined CT and X-ray modalities within FL frameworks [33]. De-
spite these efforts, there has not been a comprehensive evaluation of all common skewness
types in HFL using both generalization and personalization metrics.

To address the gaps in the literature, in this study, we evaluate FL performance across
all major types of non-1ID data distributions, providing a comprehensive interpretation
of the analyzed models’ behavior in relation to distributed training sites. By simulating
real-world data heterogeneity scenarios in COVID-19 lung imaging, this research highlights
the challenges and opportunities for improving FL systems. The findings can bridge the
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gap between technical results and practical implementation, offering insights that can help
FL designers and managers identify, mitigate, and plan for worst-case scenarios (Table 1).

Table 1. A comparison of related studies that evaluated non-IID types along with their measured metrics.

Ref. Heterogeneity Type Evaluated Factor Findings
Focused on a personalized metric fixed by
[1] Acquisition skew Personalization metric an adaptive local epoch is an effective
method.
[2] Acquisition skew Generalization and Distributed data used for training were
q personalization metrics made visible by pretrained CNN models.
Quantity and label Maximizing the size of data is an effective
[3-6] e Generalization metric way of improving the generalization
distribution skew metric.
[7] Extreme label skew Generalization metric Skew can be manage.d via hyperparameter
settings.
[8] Feature skew Generalization metric Non-IID data ha.d a significant negative
impact.
[9] Data acquisition and Generalization and The global model could be successful
modality skew localization metrics regardless of the image modality
FL exhibited effective performance when
. Generalization, there was a maximum of one skew type.
Our work IID vs. 6 different personalization, and However, a mixture of different skew

skewness types

localization metrics types caused high divergence of the

training model for all metrics.

3. Background

In this study, we used FL to study different data heterogeneity settings, as briefly
described in the following subsections.

3.1. Federated Learning

FL is a technique that can be used to increase the generalizability of learning results
for distributed data. It facilitates distributed deep learning that can be used to train models
without requiring access to local data in distinct sites. In FL, the parameters of models are
only exchanged between parties and aggregated to build a global model in a private and
secure manner. It provides a global model that can overcome model bias generated by
training local data without considering the heterogeneity of data from different resources.

Assume that N is the number of hospitals or medical institutions that participate in an
FL system, all of which are connected to server S. Each participating site i receives an initial
model M§ to train with a learning rate of A; parallelly for a given number of rounds, T. In a
situation involving real medical data, the system considers the issue of non-I1ID, where each
site i uses a given data sample D; to train the local model and update the weights of the
received model 6; and produce a new version of the local model Mé 41+ All N sites I send
back the local models to the server and aggregate them by using the classic optimization
global model Fed Avg [34], as shown in Equation (1):

M§+1: Zzlil (Mé+1/Di) 'M?g 1)

3.2. Data Heterogeneity

The heterogeneity of medical imaging data extends beyond the differences in dataset
sizes among hospitals. The scope of heterogeneity in medical imaging data includes
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variations in imaging equipment, protocols for annotation and labeling, and the distribution
number of labels. The danger lies in the averaging of local models generated from training
distributed data. FL updates the global model over a number of rounds. Each local
model trains its own data to construct an optimal model objective, which converges the
model’s weight to capture the useful features of the local data. Therefore, each local model
undergoes a distinct convergence process in which unique model weights are computed to
achieve a given optimization goal based on local image data. This leads to the divergences
of the models being averaged after the training round, and it could make the global model
less accurate over time, harming the generalizability metric [35].

On the other hand, after each round, the hospital receives the latest update of the
global model to train the local data further, allowing for adjustments based on the latest
global weights. The goal of this iterative process is to improve the local models, with a
trade-off between local specificity and global coherence. This will improve the federated
learning system’s overall performance when data distributions are harmonized. However,
in the case of heterogeneous data, the challenge intensifies, as variations in local datasets
can lead to significant discrepancies in model performance across different sites, degrading
the personalization metric. This could also pose a fairness problem for sites that contribute
effectively but do not benefit from the collective knowledge of the global model [36].

In this study, we investigate various types of data skew, focusing on how they impact
both generalization and personalization metrics within the context of federated learning
(FL) in relation to COVID-19 medical imaging. Below, we describe several common types
of data skew, providing concrete examples and real-world case studies for each to illustrate
their implications more clearly.

3.2.1. Quantity Skew /Label Distribution Skew

Quantity skew occurs when larger hospitals have access to larger datasets simply
because they have more patients. For example, a large urban hospital with a significant
patient population may have a much larger dataset than a smaller rural clinic. On the other
hand, label distribution skew refers to a situation where the total quantities of data across
all FL sites are similar, but the distribution of labels varies. For instance, at one site, the
majority of a dataset might be labeled as COVID-19-positive, while the majority might be
COVID-19-negative cases at another site. This skew could lead to imbalanced training,
wherein a model becomes biased toward the more frequent labels, hindering its ability to
generalize across different sites.

3.2.2. Extreme Label Skew

Extreme label skew arises when one or more labels are completely absent from the
local datasets used for FL rounds. For instance, during the early phases of the COVID-19
pandemic [37], some medical facilities were overwhelmed by a high volume of patients
and had limited resources, so images were only labeled as “COVID-19-positive” or not
labeled at all for other conditions. This was often the case when using testing kits that
could only archive and label images for confirmed COVID-19 cases due to restricted storage
and patient volumes [38]. Such a scenario can make it difficult to differentiate between
COVID-19 pathology and other diseases like pneumonia or SARS, which share similar
symptoms. The lack of diversity in training data can severely affect a model’s ability to
accurately classify images with ambiguous conditions, leading to poor performance for
both global and local models in an FL framework.

3.2.3. Data Acquisition Skew

Data acquisition skew occurs when medical imaging equipment differs across sites,
leading to variations in the quality and characteristics of the corresponding images. For
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example, one hospital may use high-resolution CT scanners, while another may use older
equipment that produces lower-quality X-ray images. These differences can introduce
variations in image size, resolution, color intensity, noise levels, and even the background
in the images, all of which can negatively impact the performance of FL. models. The
corresponding model may struggle to generalize across these diverse imaging modalities,
and local models may fail to account for the unique characteristics of each site’s data.

3.2.4. Modality Skew

Modality skew arises when different imaging modalities are used across sites or
even within the same site in the FL framework. For example, one medical center may
primarily use CT scans to diagnose COVID-19, while another may use X-rays or ultrasound
images. In some cases, a single site may use a combination of these modalities for diagnosis.
These varying modalities lead to different features in the corresponding medical images,
potentially confusing a model during training, especially when it has to integrate and
generalize knowledge from multiple imaging sources. Modality skew is particularly
challenging because each modality has unique properties (regarding, e.g., image size,
resolution, and content), requiring a model to learn to adapt to these differences across
different sites and local datasets.

In providing these specific examples, we aim to offer a clearer understanding of the
types of data skew encountered in medical imaging for COVID-19 and how each may
affect the performance of FL models. These cases highlight the importance of addressing
data heterogeneity and implementing strategies for mitigating the negative impact on both
global and personalized model performance in federated learning systems. In this study,
we evaluate each type of skewness as a simple type of skewness or a mix of more than one
type of skewness, as described in Section 5.1.1.

4. System Design

As described in the previous Section, the proposed system was designed to study the
non-IID issue pertaining to medical imaging in the FL framework. Figure 1 provides an
overview of the system’s design, comprising four components, each with distinct roles, as
outlined below:

e  Central server

The central server is considered a trusted node containing a central manager module
to control communication between distributed sites and fine-tune the aggregation of local
models. Central data serve as a crucial component of the server, enabling the measurement
of the global model’s generalization based on out-sampled data.

e  Hospital nodes

The participating hospitals have three tasks: training the local data, validating the
local model, and, finally, testing the received global model.

e Models

All the models in the proposed system share similar architectures, with the only
difference being that the weights update according to the local data of the hospital node.
The model employs a convolutional neural network (CNN) architecture consisting of
seven primary layers, excluding the input layer. The model’s first layer is a convolutional
layer featuring six filters with dimensions of 5 x 5; it processes the input’s three channels,
typically representing RGB images. This is followed by a max-pooling layer with a2 x 2
kernel and a stride of 2; it down-samples the feature maps. Subsequently, there is a
second convolutional layer, which utilizes sixteen 5 x 5 filters and receives the six channels
generated by the previous layers. After this layer, a second max-pooling layer is applied
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with the same configuration as the first one. The output from the convolutional block is
then flattened and passed to the first fully connected layer, which is dynamically initialized
based on the output of the previous layers and includes 120 neurons. This layer is followed
by a second fully connected layer with 84 neurons. Finally, the output layer is another fully
connected layer, with several neurons corresponding to the number of classes specified for
the classification task. The activation function of the fully connected layers is ReLU.

Central Server
Training data 8 @ Global
s (D - Model
(,entral
M'ln-lger
;v
@
® ®
2% ® ®
Loacl Local Loacl “Local Local Loacl Local
Data Model Data @ Model Data Model Data @ Model ~
G | (3; ) -’ \3 ; al
| IS [— L U
Hospital 1 Hospital 2 Hospital 3 Hospital 4
Figure 1. Overview of the proposed FL system architecture.

In this study, we employed a simple CNN, as depicted in Figure 2, to explore the
behavior of both local and global models with respect to non-IID data acquired through
federated learning. Notably, the choice of a CNN architecture was not our primary concern
with respect to achieving higher accuracy; a simple model is enough to achieve our goal.

224
12
53
2245 | %
@ =i

53

Class
Number

120

Figure 2. CNN model used for training distributed hospital datasets in FL framework.

e Distributed local datasets

We divided each local set of data into two subsets: training data and testing data. The
testing data were used to validate the updated models twice per round. The first validation
occurred after the local models had been trained, aiming to measure the accuracy of the
localization model. The second validation was performed using the same test data used
for the model that was generated after the global model was averaged over all the models
from other participating training nodes.

In this study, we leveraged a combination of seven datasets to evaluate the FL frame-
work, comprising five X-ray and two CT datasets. Among the X-ray datasets, the COVID-19
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Radiography Dataset [39,40] contains 21,165 images across four classes: COVID-19 (3616 im-
ages), normal (10,192 images), viral pneumonia (1345 images), and lung opacity (6012 im-
ages). The COVID-19 X-Ray Dataset [41] features 1512 images divided equally among
three classes, namely, COVID-19, pneumonia, and normal, each containing 504 images. We
also used a variation of the COVID-19 X-Ray Dataset that includes 3555 images spanning
five classes: COVID-19 (711 images), bacterial pneumonia (711 images), viral pneumonia
(711 images), lung opacity (711 images), and normal (711 images). The COVID-QU-Ex
Dataset [42] comprises 33,920 X-ray images, categorized into COVID-19 (11,956 images),
pneumonia (11,263 images), and normal (10,701 images). Additionally, we used a dataset
of chest X-rays from Pakistani patients [43], including 450 images, with 390 images of
COVID-19-positive patients and 60 images of normal cases.

The CT datasets include the Large COVID-19 CT Dataset [44], which consists of
17,104 images divided into three classes: COVID-19 (7593 images from 466 patients), Nor-
mal (6893 images from 604 patients), and CAP (2618 images from 60 patients). The MedRxiv
Dataset [45] provides 4,964 CT scans, including COVID-19-positive scans (1252 images),
normal scans (1230 images), and additional scans for COVID-19 pathology (2482 images).
All the datasets used in this study are publicly available and were accessed via the Kaggle
repository APL

The proposed system could achieve its functional requirements based on the following
scenario, as illustrated by the numbered steps in Figure 1.

1.  The system’s scenario begins with sending simple CNN model architecture and
configuration settings to hospitals or medical institutions in parallel.

2. Once the participant node receives the model, the CNN model is trained on local data,
and the weights of the received model are updated using the number of concurrent
local training epochs.

3. Each participating node evaluates the last version of the local model after updating it
for the last epoch to gauge locality performance.

4. All distributed nodes send the locality evaluation metrics, local training sizes, and the
latest versions of their models back to the central server.

5. After the training session, the central manager provides a new update of the global
model using FedAvg and evaluates it against the central testing data to determine the
generalization metric.

6.  All participating nodes share the computed global model.

7. Finally, each local site evaluates the global model using local testing data to measure
the personalization metric. Then, we increase the round number by one, starting a
new training session from step 2.

5. Methodology

The aim of the proposed system is to allow the design of realistic experiments in
medical situations, potentially assisting in delivering more commendatory clinical treat-
ments. It introduces datasets with different acquisition devices, formatting, annotation
protocols, and data skewness in seven different experiment settings. These settings are
crucial for understanding how the models generalize and personalize in the distributed
environments based on the real data heterogeneity settings. Furthermore, this Section
underscores the significance of experiment reproducibility in validating and enhancing
findings in subsequent research.

This Section outlines the phases of FL implementation. It describes the datasets used
to simulate FL using the FLOWER framework, discusses the experiments conducted to
evaluate FL performance in different non-IID cases and the variables considered during the
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execution of the proposed work across different experiments, and defines the evaluation
metrics required to evaluate the local and global models.

5.1. Experiment Settings
5.1.1. Data Settings

To evaluate the performance of the proposed federated learning (FL) framework,
the experimental setup was categorized into three groups based on the degree of data
distribution skewness. These groups simulate diverse and realistic scenarios to comprehen-
sively analyze the framework’s performance. The experiments were categorized into three
groups based on data distribution: (1) IID settings for benchmark comparison, distribut-
ing data equally across four hospital nodes; (2) simple non-IID scenarios, including data
quantity skew and extreme label skew to simulate real-world hospital variations; and (3)
hyper-skewness scenarios with acquisition and modality skew to assess generalization in
heterogeneous conditions. The central testing datasets remained consistent across all the
experiments, with additional external datasets used for hyper-skewness evaluations. In all
the experimental configurations, no patient overlap was allowed between hospital subsets
to ensure data authenticity.

Group A: Benchmark Data Distribution (IID Settings)

In this experiment, we simulated an IID (independent and identically distributed)
data distribution across four hospital nodes. The testing set was held centrally, as depicted
in Figure 3, to assess the global model’s performance. The training data were divided
almost equally among the four hospitals, with each hospital receiving a balanced number
of images for each class, as shown in Figure 4. The dataset was manually distributed across
the nodes, ensuring that each node contained fewer than 100 images per class, as per the
distribution guidelines [24].

The Number of Testing Images for A and B Experiment Groups

g 2000
[a]
t_‘t_) Dataset
€ 1000
)
S L8
® v R

Figure 3. Testing set assigned in central node, experiment A and B.

The Number of Training Images in IID
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© =
a 1400 ‘3
= =
o= —
S Dataset 3 + 1200 S
] 5
x =
1000 E
Dataset 4 =
800
>
S
<

Figure 4. IID data setting, experiment A.

To evaluate the locality and personalization of the FL models, each hospital excluded
10% of its local training data, which were assigned as a validation set. This validation set
was used to test the model’s ability to generalize locally at each hospital site. The primary
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objective of this experiment was to establish a benchmark for the FL framework’s perfor-
mance, allowing for comparisons with subsequent experiments where data distributions
were skewed or non-IID. Because of its use of a uniform distribution, this experiment serves
as a baseline for understanding how the framework performs under ideal conditions with
balanced data across all nodes.

Group B: Simple Non-IID Scenarios

The second group explores non-IID distributions by introducing two types of hetero-
geneity:
1.  Data Quantity Skew Experiment

In this experiment, we simulated a non-IID (non-independent and identically dis-
tributed) setting wherein the data distribution across the hospital sites varies in size.
Specifically, Hospitals 1 and 2 were assigned larger datasets, while Hospital 3 had the
smallest dataset, and Hospital 4 had a medium-sized dataset, as shown in Figure 5. This
distribution reflects real-world scenarios, as shown in Figure 5, where larger urban hos-
pitals (Hospitals 1 and 2) typically have access to more medical data, while smaller rural
hospitals (hospital 3) have fewer patient records across all classes [46]. To evaluate the FL
framework’s performance under these conditions, 10% of the local data for each hospital
were excluded from the training data for validation; these data were used to test the locality
and personalization of the updated FL models. The central testing data used to assess
global model performance remained the same as in the first experiment.

The Number of Training Images in Quantity/ Label Distribution Skew
5000

4000
3000

2000

Hospital Datasets
mber of Training Sample

1000 5
=z

Figure 5. Quantity/label distribution skew data setting, experiment B (1).

2. Extreme-Label-Skew Experiment

This experiment was conducted to explore label distribution skew across different
hospital sites. Each hospital had a unique set of labels, with the following distribution:
Hospital 1 only had data labeled as COVID-19; Hospital 2 included COVID-19 and normal
labels; Hospital 3 had COVID-19, lung opacity, and normal labels; and Hospital 4 had
all three labels (COVID-19, normal, and lung opacity), as shown in Figure 6. This setup
introduced extreme label distribution skew across the hospitals, which challenged the FL
framework to adapt to such imbalanced label distributions. As in the previous experiment,
we used the same central testing data to evaluate the global model’s performance. This
experiment helps assess how the framework handles label imbalance across distributed
datasets in a real-world medical scenario.
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The Number of Training Images in Extreme Label Skew
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Figure 6. Data settings for extreme label skew, experiment B (2).

Group C: Hyper-skewness Experiments

In the hyper-skewness scenarios, experiments were designed to reflect realistic condi-
tions, wherein each hospital site trains its model on datasets exhibiting multiple dimensions
of variability, such as differing capture protocols, types of imaging equipment, label dis-
tributions, and storage formats. These experiments were divided into two categories:
one assumed that all training sites use similar imaging modalities, while the other intro-
duced modality variations across at least one site. The primary aim was to assess the FL
framework’s ability to handle extreme data heterogeneity in distributed environments.

1.  Experiments Involving Acquisition Skew with and without Extreme Label Skew

In this experiment, we evaluated generalization and personalization metrics in relation
to fully distributed datasets with and without extreme label skew. Each hospital site was
assigned distinct dataset resources, comprising the COVID-19 Radiography dataset, the
COVID-19 X-ray datasets (with three and five classes), and the COVID-QU-Ex dataset, with
no data reserved for central testing. The central server instead evaluates the global model
using external testing datasets.

a.  Extreme label skew: Each site contains varying numbers of labels. The data for each
label are split into 90% for training and 10% for local validation, as shown in Figure 7.
For central testing, an external dataset of COVID-19 Pakistani patients, comprising
two labels, was utilized, as illustrated in Figure 8.

The Number of Training Images per Class in Data Acquisition Skew with External Testset

Datasetl

Dataset2

Hospital Datasets

Dataset3 3000

Number Training Sample

2000

Dataset4 1000

> QL
2 N
) & o '\
\;c‘é\ & © 2 &

Figure 7. Training data settings used in data acquisition, experiment C (1.a).
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The External Testing Images per Class

Dataset

Central Datasets
~N
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o
Image Number

Figure 8. External data for testing the central model, experiment C (1.a).

b.  Fixed label distribution: The same experiment was repeated with a standardized
label set across all sites, retaining only “normal” and “COVID” cases. This fixed-label
setup ensured a consistent evaluation of the model’s ability to handle reduced label
variability, as shown in Figures 9 and 10.
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Figure 9. External testing data in the central node, experiment C (1.b).
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Figure 10. Training data settings for data acquisition, which have the same modality without extreme
label skew, experiment C (1.b).

This comprehensive setup simulates diverse real-world scenarios, providing insights
into the robustness and adaptability of the proposed FL framework.

2. Experiments regarding Modality Skew with Internal and External Data for Central
Test Set

In this series of experiments, we investigated the impact of modality skew on the
performance of FL by simulating scenarios where different hospital sites utilize datasets ob-
tained using varying imaging modalities. Inspired by similar work conducted by Qayyum
et al. [31], in which X-rays and ultrasounds were used across distributed nodes, we ex-
tended this approach by incorporating both X-ray and CT modalities into our experiment.
Each hospital site was assigned a unique dataset resource: three sites used X-ray modalities
sourced from the COVID-19 Radiography dataset and the COVID-19 X-ray datasets (with
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three and five classes), while one site used CT modality data, specifically from the large
COVID-19 CT Scan dataset.

a.

Internal data testing: In the first step of this experiment, the four datasets mentioned
were distributed across four hospital sites, as shown in Figure 11. Subsequently,
20% of each dataset was reserved for testing at the central server using internal data
settings, allowing the evaluation of the global model’s performance, as depicted in
Figure 12.

The Number of Training Images per Class in Modality and Acquisition Skew with Internal Testset

8000

Datasetl 7000

6000

Dataset2 5000

Datasets

Dataset3

]
<1
<]
Number of Training Sample

Dataset4

Classes

Figure 11. Modality Skew experiment with internal testing set, experiment C (2.a).
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Figure 12. Central testing data for experiment C (2.a).

b.

External data testing: Here, the same experiment setup was repeated, but this time,
the training data across the four sites consisted of the full datasets with common
labels (normal and COVID-19), as shown in Figure 13. External datasets—comprising
images obtained via both X-ray and CT modalities—were then used for testing at
the central server, as illustrated in Figure 14. This approach evaluated the model’s
ability to generalize across modalities, with the global model being tested on external
data sources.

This experiment setup was designed to assess the robustness of the FL framework in

handling data heterogeneity, specifically when imaging modalities vary across distributed

sites. It provides valuable insights into how the framework performs when faced with
modality skew and external testing conditions.
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Figure 13. Modality skew with external data test, experiment C (2.b).
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Figure 14. External central test data with modality skew x-ray and CT datasets, experiment C (2.b).

5.1.2. Hyperparameters Settings

All the image datasets were resized such that they had dimensions of 224 x 224,
collectively representing the three-color channels commonly associated with RGB images
and making up the input data. The images were then subjected to common advanced data
augmentation techniques [47], such as random rotations, flips, and scaling, to enhance the
diversity of the training data.

The hyperparameters were the same for all experiments, as summarized in Table 2,
FL was used to train the distributed data for 15 rounds to prevent any disruption to the
Google collab time limit. The local epoch was set to 10 to prevent overtraining bias [48].
The batch size for all training sites was set to 32 to prevent RAM overflow and crushing,
and the batch size for central testing was set to 64. The learning rate was tuned with a
cost-consuming consideration of 0.001 and an SGD optimization function, resulting in a
lower loss value [49]. In order to prevent randomness in sampling [2], we assumed there
was a complete sampling of all training sites in each round. This allowed us to evaluate the
aggregated model centrally and across all hospital sites, allowing for precise measurements
of generalization and personalization.

Table 2. The settings of the model hyperparameters.

Parameters Values
Round number (R) 15
Local epoch (1) 10

Train/Test batch size (BS) 32 for distributed training/64 for central testing
Learning rate (%) 0.001
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Table 2. Cont.

Parameters Values

Optimizer function SGD

Number of participants 4, assumed to be working in parallel
Aggregation strategy FedAvg

Image size 224 x 224

Training set: Images undergo random horizontal flips

and are normalized with the specified mean and standard
Augmentation methods deviation for each channel (RGB).

Testing set: The procedures applied are similar to those

used in training but exclude random horizontal flips.

5.2. Evaluation Metrics

To evaluate the FL system of categorizing lung diseases and COVID-19 infection based
on lung image datasets, we used statistical performance metrics like accuracy, which is
commonly used in epidemiological and medical research, for all sites [50]. The confusion
factors are the true-positive (TP), false-positive (FP), false-negative (FN), and true-negative
(TN) values, which are defined below:

o  TP—correctly predicted result;

e  FP—incorrectly predicted result;

e  TN—correctly predicted no-event value;

e  FN—incorrectly predicted no-event value.

Based on the aforementioned factors, the accuracy metric regarding FL was calculated
for each site, as shown in Equation (2):

TP + TN
TP + TN + FP + FN

Accuracy = (2)

Furthermore, the loss value is a numerical value generated and calculated via the loss
function during the training process. It serves as a crucial indicator, revealing whether a
model effectively converges towards an optimal solution. Loss values provide vital insights
into the performance and learning path of a model over the training rounds in the FL
framework. The optimizer then receives these values, identifying updated weights that
enhance the model’s accuracy and overall performance, thereby ensuring a robust and
efficient learning process is maintained [7]. We used a multiple cross-entropy function,
as shown in Equation (3), where y denotes the true labels for class i, p is the predicted
probability for class i, and the summation is taken over all classes C.

C
H(y,p) = —;yi-ZOg(Pi) 3)

6. Results

We categorized the framework implementation results based on the experiments
discussed in the Methodology Section. As mentioned earlier, our goal was not to improve
the performance of the FL system. This Section presents a comparative analysis of the global
model’s generalization performance and localization performance and the personalization
performance of the updated models across all training sites in each experiment, organizing
them into the following result groups.
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6.1. Group a Results (11D Setting)

The local model evaluations were similar for all hospitals (85-87), as shown in
Figure 15. At most hospital sites, the personalization model evaluations were slightly better
than the local ones after aggregation, indicating an improvement in the global model’s
ability to highlight a useful lung disease feature collected from distributed sites. The IID
setting led to a generalization metric that closely matched the average personalization
accuracy across all sites. All the metrics yielded similar results, indicating the applicability
of model updates for local data, both before and after aggregation, across all sites as well as
for the central testing data. These findings reveal the stability of the improvements at all
sites over the training rounds in the case of IID homogeneously distributed data.

M Local-Eval Personalization M Generalization

o
)
S
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0.86

©
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HOSPITAL 1 HOSPITAL 2 HOSPITAL 3 HOSPITAL 4
TESTING DATA SITE

CENTRAL

Figure 15. Results regarding IID distribution.

6.2. Group B Results (Simple Skew)
6.2.1. Results Regarding Quantity/Label Distribution Skew

The evaluations of the local model vary depending on the specific set of hospital
data. Figure 16 shows that most hospital sites (0, 1, and 3) achieved a higher level of
personalization, while Hospital 3 experienced a reduction in personalization due to local
overfitting in training caused by limited training data. The accuracy of the generalization
metric was lower than the average of personalization across all sites, namely, 91. This
suggests that the global model is more suitable for sites with numerous and varied data,
such as Hospitals 1, 2, and 3.

M Local-Eval Personalization M Generalization
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Figure 16. Results regarding non-1ID distribution with quantity label distribution skew.

This finding indicates that the reported generalization metric, with a quantity /label
distribution skew, yields performance similar to that under IID settings, while a personal-
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ization metric yields better results for this skew type. The generalization metric achieved
similar results in the IID case; references may have been made to the same datasets with
different partitioning strategies.

6.2.2. Results Regarding Extreme Label Skew

As shown in Figure 17, most hospitals are missing one or more labels, and the locality
metric exhibits overfitting in training, leading to a biased model. Personalization models
address the issue of bias for sites with fewer data and labels. Hospital 1 has little data
and only one data label, causing overfitting in the local model (reported accuracy = 100).
However, the aggregative approach mitigated the impact of model bias and resulted in a
more robust model, as demonstrated by the reported result of 93% for the personalization
model. At Hospital 2, there are two labels, namely, normal and COVID-19, and the results
of the local evaluation and personalization are convergent. Also, Hospital 3 has two labels
but shows variations between the local and personal models. Hospital 4 has all data labels
and shows convergent results for both local evaluation and personalization.

- )
o
| S
A

HOSPITAL 1 HOSPITAL 2 HOSPITAL 3 HOSPITAL 4 CENTRAL
TESTING DATA SET

M Local-Eval Personalization M Generalization
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ACCURACY

I 0.94
I 091
I 0.84

Figure 17. Results regarding non-IID distribution with extreme label skew.

Thus, Hospitals 1 and 3 have more data falling under the normal class in their datasets;
therefore, the aggregative model was trained to a greater degree on the features of normal
images at distributed sites. So, higher accuracy was achieved on the testing set that contains
normal images. However, the smaller size of lung opacity images at the distributed sites
resulted in a larger gap between the global and local models.

The experiments showing results with extreme non-IID reveal the lowest accuracy
in terms of generalization. However, the global averaging model can enhance the local
model’s performance for participants trained on a specific label. Because the variety of
their own data is very limited (i.e., their data are split from the same resource), overfitting
during the training process leads to high bias in the DL model. This type of skewness
necessitates further investigations into the behavior of updated models at each site, both
before and after aggregation.

6.3. Group C Results (Hyper-Skewness)
6.3.1. Results Regarding Acquisition Skew with and Without Extreme Labels

The results of the experiments with and without extreme label skew revealed the great
stability of the training process over the rounds in the case of removing the extreme label
skew from the FL framework, as shown in Figure 18. In the case of ELS, the prediction
process for external data decreased to 1% (as shown by the blue curve in Figure 18 for
rounds 7 and 15) due to distractions in the training process caused by variant labels across
distributed data with insufficient numbers, which were often available in one place and
absent in another. Moreover, Figure 19 shows a comparison between the loss prediction
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values for the central model and the average of the personal model in all training sites with
and without ELS, revealing lower loss prediction in the internal data locally and centrally
in the external data without ELS. Also, in this case, ELS led to an oscillating loss curve,
which reflects bad training data. Therefore, in the case of data acquisition skew, it could be
helpful to generalize the global model on a new dataset that has the same training labels in
all distributed sites and has undergone more training rounds.
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Figure 18. Generalization accuracy with and without extreme label skew (ELS).
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Figure 19. Generalization and personalization loss values with and without ELS.

6.3.2. Results Regarding Modality Skew with Internal and External Data

In Figure 20, the local internal data seems similar to the local external data for all
hospitals, except that Hospital 3’s local internal accuracy was reduced to 0.19%, which
might have occurred because there were more labels in this hospital’s dataset. Moreover,
the values of the personal external data for all the hospitals are significantly higher than
those for the personal metric subjected to internal data testing. However, the personalized
metric that underwent internal testing in Hospital 3 was used to train a model using one
more unique label: bacterial pneumonia. This site combined two skew-type extreme labels
with acquisition skews. The generated personalization model could not accurately classify
the local data. Also, the ratio of the locality to personalization metrics in the external testing
case better reflects the ability of all sites to contribute to building a global model and benefit
from the resulting local updates. The generalization metric for the internal testing data is
6% higher than that for the external test data. This result was expected because the global
model was tested on the same data that it was previously trained on. However, both of
them exhibited insignificant improvements over 10 local epochs and 15 rounds.
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Figure 20. Accuracy results regarding modality skew testing for internal vs. external data.

Figure 21 shows a comparison between the loss prediction values for the central model
and the average loss of the personal model at all training sites with internal and external
testing data. It reveals lower loss prediction locally and centrally for the external. This
result might be due to the limited prediction labels in the external data, which consist of
only two labels in each modality, while there were five prediction labels for the internal data.
Therefore, modality skew with ELS led to higher degradation in the performance accuracy
of FL, especially for the personalization metric. Figure 22 shows the confusion matrix of
the internal testing data; it predicts five labels, and the image with the truest prediction
has the viral pneumonia label. The prediction number for the bacterial pneumonia label
is zero, and most images were erroneously predicted to be viral pneumonia. That means
the aggregative model could not generalize features that appear at the hospital site. On
the other hand, the confusion matrix for the external testing data revealed a higher true-
positive prediction rate for the CVOID-19 label, as Figure 23 shows. Therefore, unique label
prediction in FL is an unsolved issue that requires further investigation.
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Figure 21. Results regarding generalization and personalization loss for internal and external datasets.
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Figure 23. Confusion matrix for modality skew regarding testing on the internal dataset.

7. Discussion

When federated learning is used for COVID-19 lung imaging data, data heterogeneity
can significantly impact classification performance. In our results, we observed that the
generalization metric yielded similar results in the IID case, indicating that a skew in
the quantity/label distribution for similar features of distributed data—such as in this
experiment, where a single dataset was distributed across multiple sites—does not have a
negative impact on the global model. However, an extreme label distribution was found
to have a more negative impact on the generalization metric. The averaging equation
interpreted this by aggregating data of the same size and model architecture in various
ways throughout the rounds. Therefore, the global models appeared to be similar in
experiments 1, 2, and 3, all of which were conducted using internal central data. This
issue primarily affected the personalization metric, potentially leading to biased results for
certain sites. By the end of the experiments on groups A and B, there were infinite settings
between both skews; to avoid a trivial variant between the two skews, we followed the
same method for limiting the skew ratio, as mentioned in [24]. In contrast, to transition
from ELS to label distribution skew, the number of images per label in each local datum
was 0: 30 images, as in experiment 2.

From the results, we gleaned that the larger gap between the results of locality and
personalization metrics indicated an issue in the training process for the site in question;
if the locality accuracy was higher, that means there was local model overfitting and
aggregation models from the other site would be able to overcome this locality issue.
However, if the personalization metric was higher, then the aggregation strategy of the
updated models succeeded in creating robust global models, and the opposite of the above
is true. Thus, FL provides a solution to two common issues: trying to obtain a better balance
of biased weights for sites with overfitting when training using a small dataset and when
sites have a large dataset with scarce or vague features.

Therefore, hospital sites with limited datasets can acquire significant benefits from
participating in FL partnerships. This is most likely a result of FL’s ability to reduce bias
in models trained on homogenous data and capture greater variation than local training.
In one hospital or population, a demographic or age group that is underrepresented may
be well-represented in another, such as children who may reflect features different from
COVID-19, including other diseases detected via lung imaging [2].

An instance where data acquisition skew may occur is when one has two X-ray images:
one from a hospital with modern, high-resolution equipment and another from a hospital
with older, less sophisticated technology. The image from the first hospital might have
clear, sharp features, making lung abnormalities like opacity more visible, whereas the
image from the second one could appear grainy or blurred, obscuring those same features.
This variation in image quality directly influences how well a model can classify the data.
A model trained primarily on high-resolution images may perform well for similar high-
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quality data but struggles when faced with lower-quality images. This mismatch can
reduce a model’s ability to generalize across different hospitals with varying imaging
systems. Such challenges have been extensively observed in medical imaging studies,
where equipment and protocol differences can lead to biased model performance, favoring
data from higher-quality sources while neglecting others [51].

Another example pertains to label distribution skew, as in the experiment on group
B, where there was an imbalanced number of images per label. Differences in label distri-
bution can significantly affect model outcomes. A model trained on Hospital A’s dataset,
dominated by COVID-19 cases, might become overly specialized in detecting this condition
and struggle with other diagnoses, such as lung opacity. This imbalance can precipitate
biased predictions, especially in hospitals with a more varied or balanced case distribution.
Ensuring a model performs well across all hospitals requires addressing these skews in
label representation during training [52].

In regard to modality skew, shifting the application of FL training from X-ray to CT
data challenges a model’s adaptability. A model trained exclusively on one modality often
struggles to interpret data from another, as features appear in different forms. This gap
highlights the necessity of training across multiple modalities to ensure robust performance
across varying imaging technologies [32].

In the hyper-skewness experiments, we dealt with medical imaging data that were
highly varied because they were obtained from various sources and using different modali-
ties, such as X-ray and CT imaging. Aggregation methods such as FedAvg are likely to fail
when extreme label skew is accompanied by data acquisition or modality skew. The results
show that broadcasting the model from the central node to the distributed sites with differ-
ent modalities led to worse performance, leading to findings that indicate the infeasibility
of training a model using distributed data obtained with varying data modalities. We could
even conduct an infrared experiment with a clustering architecture [32] or by integrating
more than one modality at a training site [33]. This is because sharing the same global
model with different modalities leads to significant differences in the updated models
over various training rounds. Variations in image texture and lung view angle and the
incorporation of different organs across modalities lead to the creation of bad training data
and, thus, the generation of an unstable prediction model. Most image classification models
update weights based on detecting edges during the convolutional process of the training
model. The local training model repeats this process over several epochs to optimize the
weights corresponding to the features of edge pixels. Over rounds, the aggregation strategy
averages these weights, resulting in a global model that suffers from underfitting. This
explains the significant decline in the generalization metric for group C’s outcomes.

Furthermore, training with hyper skew types with extreme label skew led to significant
degradation in the personalization metric. The results of experiments 4 and 5 revealed
there were no predictions of a unique label for a single site because of the aggregation of
distributed models averaged over the size of the data. Therefore, the unique label size that
exists for one site across all the training samples might have a low ratio. This requires more
investigation with variant data samples to make a fair judgment about the feasibility of
training real distributed data with ELS without preprocessing to unify the prediction labels.

The final finding supports the notion that the purpose of distributed training data is
to enhance the model’s generalization and lessen the influence of overfitting caused by
acquiring variable data obtained with similar modalities. However, we should prioritize
preserving the specialization of local features like labeling, annotation, acquisition protocols,
and capture devices, all of which are associated with personalization models.
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8. Conclusions and Future Work

Federated learning is a technique that provides an efficient and secure framework for
training distributed and scattered data across hospitals and medical institutions. However,
the variety of modalities, dimensions, and characteristics, as well as factors like acquisition
variations, medical device company, or area demographics within a certain protocol, lead
to heterogeneous data or non-IID in an FL framework. Categorizing and classifying data
heterogeneity types via extensive experiments based on real situations was the main aim
of this study. Another aim was to investigate the effect of common essential performance
metrics in FL on all distributed sites in depth. We found that using hyper-skewed data
in training, but not simple skew cases, challenges FL performance. While the variable
factors of data increased, the contributions of distributed training are only slightly apparent.
Overcoming data issues by proposing methods of rendering data uniform or keeping track
of metrics across rounds based on the skew type requires further investigation.
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