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Abstract: Organizations may examine both past and present data with the aid of information man-
agement, giving them access to all the knowledge they need to make sound strategic choices. For
the majority of contemporary enterprises, using data to make relevant, valid, and timely choices has
become a must for success. The volume and format of data have changed significantly over the past
few years as a result of the development of new technologies and applications, but there are also
impressive possibilities for their analysis and processing. This study offers a bibliometric analysis
of 650 publications written by 1977 academics on the use of information management and big data
analytics. The Bibliometrix function in the R package and VOSviewer program were used to obtain
the bibliographic data from the Scopus database and to analyze it. Based on citation analysis criteria,
the top research journals, authors, and organizations were identified. The cooperation network at
the author level reveals the connections between academics throughout the world, and Multiple
Correspondence Analysis (MCA) identifies the research holes in the area. The recommendations for
further study are influenced by the findings.

Keywords: agile management; business model; data analytics; decision-making; efficiency;
information management; operational performance; SMEs

1. Introduction

The corporate climate might be characterized as sumptuous in terms of novel prospects
and chances, as well as challenges brought on by the recent COVID-19 crisis. The modern-
ization of administrative procedures and the enhancement of decision-making processes
have been essential for businesses to properly address these new issues [1-3]. Thorough
insights into the environment, the business, and the timely implementation of crucial
information are prerequisites for making better judgments; however, many academics
throughout the world concur that one of an organization’s most significant assets is infor-
mation. The aforementioned explains why information management (IM) has lately been
the focus of attention in the corporate sector [4,5].

Information management (IM) is a strategy used by organizations to maximize the
efficiency with which they plan, gather, organize, use, control, store, distribute, and dispose
of their information. It also ensures that the information’s value is recognized and fully
used [6]. Additionally, IM allows a company to learn, assess circumstances and events,
forecast trends and upcoming occurrences, and innovate [7]. The gathered data is converted
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into knowledge that the administrative team uses to take suitable actions, enabling the
development and successful completion of business objectives. Systems used by IM are
specialized data systems that offer reliable information. The data used to create the infor-
mation is qualitative and aggregated, and it is analyzed using software. The capabilities
of these systems, which enable speedier information access, simpler system querying and
report creation, enhanced data analysis, and improved data quality, are responsible for the
improvement in information quality [7].

The services that may be offered that are connected to information management are
changing as a result of advances in software and modern technology. Since improper data
organization will undoubtedly result in higher costs and inadequate business alignment,
the overall architecture and organizing principles are more crucial. In the last several
years, there has been a great increase in the use of big data and analytical technologies as
firms have brought more data under management and done more with that data through
analytical discovery. Big data is a phrase typically used to describe data sets that are too big
to be efficiently acquired, managed, and handled by widely used software solutions. A new
class of technologies and techniques to address it have emerged as a result of the sheer bulk
of the data, complexity of analysis, and economic necessity to produce value from it [8-10].
Descriptive, predictive, and prescriptive analytical techniques, as well as data-mining
technologies, have become well-known in business analytics along with advancements
in data creation and administration. As a result, the variety of applications used by
enterprises to handle their information positively enhances operational effectiveness and
productivity [11].

Business operations at several levels, including supply chain management, risk man-
agement, product management, and financial controls, can be facilitated by IM and big
data. When applied to the supply chain, for instance, IM and big data techniques can
offer data on inventory levels and costs difficulties at various points throughout the chain.
Customer satisfaction is assured, and the proper administration of revenues and costs is
carried out [12]. Moreover, all the actions that organizations make entail some level of risk,
therefore IM can offer the tools that allow for a better assessment of these risks by analyzing
past data and developing customer “risk profiles” against which to analyze potential new
clients. According to the logic of product management, one of the main goals of businesses
in the product manufacturing industry is to cut production times so that their products can
keep up with consumer demand. Profits quickly grow as a result of doing this. At this stage,
IM and big data provide precise and prompt feedback on the degree of the product-related
decisions’ success. Financial controls are also crucial for a corporation, to summarize [13].
In order to increase profit margins and decrease expenses, IM and big data might be used.
The quantity of items, customers, and geographical regions that are lucrative for the firm
are identified using extensive information about every aspect of corporate operations. All
things considered, the aforementioned benefits of IM may guarantee firms a simple boost
in their productivity and operational effectiveness.

Nevertheless, none of the academics, scholars, or practitioners have applied a bib-
liometric analysis in the context of the investigation of the relationship between big data
analytics and management phenomena, specifically information management and the
decision-making process. Only the contribution of big data analytics to the transition of
businesses to big data analytics and firm resources, capabilities, and performance has been
briefly discussed in the scientific article, entitled “A bibliometric analysis of research on big
data analytics for business and management” by Ardito et al. The above research paper
was one of the first attempts to comprehend the research streams which, over time, have
paved the way to the intersection between big data analytics and management fields [14].
Therefore, the goal of this study was to demonstrate, for the first time through bibliomet-
ric analysis, how the incorporation of big data analytics has changed the academic field
of information management in the digital era. Simply, this study aims to illustrate how
information management has changed as a result of the incorporation of big data analyt-
ics and to demonstrate how these two concepts—information management and big data
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analytics—help businesses become more operationally efficient and improve their decision-
making processes [4]. The investigation of information management and big data analytics
as a self-sufficient research topic and the presentation of the key journals, organizations,
and authors in the field under study were conducted using a six-step methodological
approach that is based on bibliometric analysis. The results of the bibliometric analysis
aid in mapping the theoretical underpinnings of the subject area and suggest potential
directions for future study. Additionally, bibliometric analysis demonstrated the global
network of author collaboration while outlining and examining the research clusters that
have evolved in the field under study. Additionally, as was already noted, the last phase
involved integrating the results and moving forward with suggestions for additional re-
search. As previously noted, 650 articles” worth of bibliographic information were taken
from the Scopus database from the years 2013 to 2022 and examined using the Bibliometrix
function in the R package and the VOSviewer program.

The rest of this study is organized as follows. The review of the literature is presented
in Section 2. The materials and methods used are described in Section 3. The bibliometric
analysis and results are presented in Section 4, and the discussion of the results, a list of
restrictions, suggestions for further study, and a conclusion are all presented in Section 5.

2. Big Data Analytics and Information Management for Operational Effectiveness and
Decision-Making

We are currently living in cutting-edge information ecosystems built on big data.
Organizations are searching for ways to efficiently collect and analyze information to
provide valuable information for better information management. Information is key
in computer science, management, accounting, and decision sciences. Information can
refer to “any news that is transferred from one system to another or describing what
happened or did not happen or used as a tool for the investigation of a phenomenon
or a set of phenomena” [15,16]. Creating information begins with collecting facts and
primary data. Subsequently, these data are processed and analyzed appropriately and
used in decision-making and problem-solving [15]. A dynamic business model used by
companies in the last decade for information management, especially in the accounting
field, is that of the Accounting Information System (AIS) [17]. The AIS, like all information
systems, registers, collects, stores, and processes data of accounting interest to provide
information to the executives of businesses and proceed to a rational decision-making
process. The complex information from a quantity and value invoice that indicates an
accounting event is transformed by the AIS into information and knowledge that will
be processed and reproduced to spread messages that can ensure the viability of the
business [18]. The functions of AIS are: (i) the transformation of data into information such
as the classification, calculation, grouping, and comparison of data in order to provide
appropriate and valuable information to the executives of the company, as well as third
parties who are interested in it, (ii) the promotion and reliability of necessary controls in
order to protect the company’s assets from risks and external threats, and (iii) the accuracy
and control of information [19].

Moreover, Enterprise Resource Planning (ERP) systems are integrated information
systems that aim to support all business activities [20]. These systems integrate all the
important activities of the business as well as all the processes in a central control system,
providing an overall picture of the operation of the business. In the 1970s, we saw the emer-
gence of Material Requirement Planning (MRP) systems based on the concept of planning
production. In the following decade, MRP systems which included other functions such
as production and distribution were developed. The integration they incorporated made
them particularly attractive to other functions and thus gradually spread their influence
into finance, human resources, and project management. MRP II, therefore, gradually
evolved into ERP systems [21,22]. The utility and power of ERP systems lie beyond the
functional limits of MRP II. Today ERP systems play an important role in supporting busi-
ness activities as they automate business operations and unify business processes through
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a common database. The flow of an ERP system consists of functional programs (functional
modules), allowing the company to install only those it deems necessary. An ERP system
provides the ability to support and organize information related to the following business
activities: (i) finance and accounting, (ii) management, (iii) human resources, (iv) produc-
tion planning, (v) workflow management, (vi) inventory and materials management, and
(vii) purchasing management [23].

The Paris Industrial Exhibition in 1801 is where the history of information management
can be found. Punch cards were invented there by Joseph Marie Charles Jacquard. These
cards, which were used in weaving machines to create detailed patterns in cloth, were
comparable to the punch cards used by computers for most of the 20th century. The origins
of management information systems might be disputed, even though the history of IM can
be broken down into five distinct periods (Figure 1).

First Era

Mainframe and minic
omputer computing

Fourth Era Fifth Era

» Enterprise computing » Cloud computing

Second Era Third Era

=

Personal computers Client/server networks

DATA

BIG DATA

Figure 1. Timeline of information management.

However, recent studies have received a lot of traction to help businesses navigate
the numerous organizational and technological opportunities and difficulties that come
with using big data analytics (BDA) and information management (Figure 2). BDA, often
described as a firm’s capacity to handle, process, and analyze big data, is becoming a
popular topic among academics and in information management. The benefits of BDA
within organizations are being highlighted in a rapidly growing body of literature. For
instance, Hagel (2015) demonstrated how BDA is rapidly becoming an important part of
decision-making processes in many types of enterprises, as a part of a new proactive and
forward-looking attitude [24]. The value that may be derived from data, though, partly
depends on the effectiveness of the many procedures used to gather and analyze the data.
Numerous participants from various disciplines, as well as various procedures and tech-
niques, are frequently needed for this [25,26]. Managers must coordinate the organizational
culture and competencies already in place throughout the whole organization in order
to fully benefit from big data. The primary difficulty in utilizing big data, according to
Barton and Court (2012), is ensuring that all employees can trust and comprehend it [27].
They served as an example of how front-line workers in the retail sector were hesitant
to embrace big data because they either did not rely on a big-data-based model or were
unable to comprehend how it worked. Shah et al. (2012), for instance, stated that business
analytics knowledge is still restricted to the “expert” level and has not yet been shared
throughout organizations [28]. Although, in order to maximize the benefits of using big
data, it is imperative that all levels of employees are knowledgeable about big data, which
can be achieved through training. Without the ability of staff members at all levels to
comprehend and use data in their decision-making, the return on investment in big data

will not materialize.
L

::ANALYTCS : e - m

Figure 2. The convergence of information management and big data analytics.
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Consequently, the new decision-making process brought about by big data analysis
results in a shift in how choices are made and by whom. It made sense to delegate the
task to well-positioned individuals up until this point, without taking into account the
information provided by big data, because these individuals typically base their decisions
on patterns and relationships they have noticed, as well as experience they have gained
through their careers. The decision-maker and the so-called highest-paid person’s opinions
will lose value as a result of the shift brought on by big data because of its analytical
knowledge [29]. In essence, managers may focus on more successful interventions in areas
where gut instinct and intuition have previously reigned rather than facts and rigor. By
developing the habit of asking, “What do the data say?” executive managers may make
decisions based on big data. Despite this, some researchers believe that just two in three
corporate executives have confidence in the data they use to make choices. Therefore, “if
information is not of adequate quality by the time it has been merged with other data and
information, a spurious correlation might result in the company making an inaccurate
interpretation of a business opportunity” [25,30].

Moreover, according to Yiu (2012), BDA enables more inventive methods to organize,
learn, and develop as well as better data-driven decision-making. This leads to better man-
agement of various company operations, such as CRM, operational risks, and production
efficiency, which improves performance. Information management (IM) and resource-based
view (RBV) research from the past have demonstrated that an organization’s capacity to
process information has a favorable impact on company performance, such as improved
profitability or return on investment [31]. Organizational capacities may comprise practices
and skills for converting knowledge inputs into more valuable outputs. The capacity
of an organization to gather, prepare, and analyze massive data might therefore make a
difference, especially if the organization makes these procedures challenging to mimic due
to quirks or route dependence effects. Businesses should integrate and utilize a variety
of firm-level resources and competencies in order to gain a competitive edge. Big data
is not enough in this scenario to develop BDA skills [32]. Therefore, in order to develop
these superior, uncommon, and difficult-to-imitate capabilities, a complex interrelationship
between various financial, human, physical, and organizational resources is necessary. This
leads to better performances, such as improved customer retention or return on investment,
as well as an increase in sales growth and profitability.

Finally, information management may be set up and managed to improve the per-
formance of the organization through efficient action. The three recognized primary IM
processes are information gathering, conversion, and application. Information conversion
refers to making the gathered information valuable for the organization by arranging it
or turning it into explicit information. Information acquisition is the procedure utilized
to produce new knowledge from the received data [33]. Accordingly, IM encompasses
the company’s procedures for gathering new information, transforming it into a form that
can be used and easily accessed, and using this information throughout the organization
to affect firm performance. In order to increase customer happiness, market share, and
financial success, businesses can use information management (IM) techniques to efficiently
collect, store, and transmit information [34].

3. Materials and Methods

As it enables them to manage huge amounts of data and provide a high level of re-
search impact, bibliometric analysis is a widely accepted study approach among academics
and researchers throughout the world. Using a set of criteria to examine and classify the
articles, this approach seeks to categorize the published materials in a study field [35]. With
regard to the current study, we based our analysis on Bibliometrix, which provides all the
resources necessary to carry out a comprehensive bibliometric analysis in accordance with
the Science Mapping Workflow. Its reputation is founded on a number of attributes, such
as the creation, availability, and use of a large number of bibliometric tools included in
the R package, a computer language used for statistical computation and graphics. The R
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package and its software-based bibliometric application, Biblioshiny, were both utilized.
Acquiring the data from the Scopus bibliographic database was the initial stage in the R
process. The data was then uploaded into R studio, which is the R environment that aids in
performing the analysis on the study topic and exporting dynamic graphics [35-37].

3.1. Bibliometric Analysis Method

The research issue for the current study was addressed using a six-step bibliomet-
ric methodological approach (Figure 3). The information gathered through a thorough
literature study is referred to as Step 1. Step 2 is divided into two sections: the first (2a)
focuses on a thorough evaluation of the field through bibliometric citation analysis, and the
second (2b) presents a network analysis to identify the research trends of the publications
of the most influential journals, research works, institutions, and authors, with the goal
of highlighting the network of collaboration between scholars around the world. Content
analysis is demonstrated in Step 3, while bibliographic coupling analysis is presented in
Step 4. Moreover, cluster analysis is illustrated in Step 5 and combines MCA and factorial
analysis. Finally, the results and potential future study areas are presented and discussed
in Step 6.

£ N\ - )
Literature Review:
keyword szarch in Scopus
T aem ) T sem 0\

databass -» 550 articles

Eibliometric citation analysis:

metwork analysis:

Number of publications and
citations > Lotka's law, trend

Three Fields Plots -» visualization of
journals, keywords, and countries

topics, mast impactful relationship
journals, institutions, and
authors Thematic map -= Identification of
the four typologies of themes

Collaboration world map-=
llustrate the collaboration
between scholars

Network visualization-» co-accurrence
af authors' keywords

Step 3

Content analysis

Thematic map, Thematic evolution map

¥

Step a
Bibliographic coupling

Multidimenzsional scaling

¥

Step 5

Cluster analysis

Multiple correspondence anzahysis (MCA) -= identification of groups
with similar profile

Factorizl analysis-» identification of the gap in the research field.

¥

Step &
synthesize findings

Critical review of findings -»
future research directions.

Figure 3. Methodological workflow for bibliometric analysis.
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In order to: (i) test Lotka’s law; (ii) illustrate an overview of the research trends;
(iii) find the most pertinent journals and articles, as well as the most influential authors
globally; (iv) illustrate the thematic map; and (v) develop the collaboration world map, var-
ious bibliometric citation analysis measures were applied after retrieving the bibliographic
data of 650 articles from the Scopus database [38]. Authors’ frequency of publishing in the
scientific literature is described by Lotka’s law. Its main premise is that, while a sizable
portion of authors only create one article, very few authors are very productive in any
given topic area. According to Lotka’s law, the number of authors who publish x number
of articles is approximately 1/x? of those who publish only one article [39,40]. Thus, a high
b value highlights a higher degree of concentration of authors, and a low value indicates
the absence of a specific group of authors in a particular scientific discipline. The general
formula of Lotka’s law is the following;:

XMty =c¢ ey

where c: a constant term,

y: relative frequency of authors with frequency x number of articles,
n: illustrates an exponent that is a constant for a given set of data,
x: indicates the number of the published articles.

In addition to Lotka’s law, a three-fields-plot based on a Sankey diagram has been
developed and helped to illustrate the relationships between journals, keywords, and
nations. Additionally, the underpinning research cluster was investigated, and a map
of current research trends was created using the bibliographic coupling technique. The
method of Multiple Correspondence Analysis (MCA), the major objective of which was
to examine the bibliographic data and combine it into a collection of components, was
finally implemented. Using this technique, authors may emphasize the research gap in a
particular scientific field and summarize the bibliographic data.

3.2. Data Extraction

The well-known database Scopus served as the basis for this study’s data collection
for the bibliometric analysis. Elsevier established the Scopus database in 2004. It serves as a
multidisciplinary repository for reports. It is one of the biggest “peer-reviewed” databases
in the world, including more than 24,000 active academic journal titles on a variety of
subjects with a high level of research interest, including life, social, and health sciences.
More than 230,000 book titles and more than 10,000,000 conference papers are also included
in Scopus [37,41]. Scopus has the fewest “inconsistencies” in content verification and quality
compared to other academic-research databases (like Google Scholar or Web of Science).
Accurate information is available through Web of Science and Google Scholar; however,
they include double copies of certain citations, even triple copies in some situations. As
a result, the same information can appear in a large number of reports, which results in
erroneous statistics. Additionally, Scopus offers its customers access to online bibliometric
analysis tools for their publications, including the h-index calculation and statistical analysis
tools like frequency charts of publications over time and more.

While the key-word search is shown and thoroughly explained in Table 1, the biblio-
graphic data were retrieved from Scopus in May 2022. In Step 10, a final keyword with four
parts emerged. Big-data-analytics-related articles are contained in the first portion (“big
data analytics” OR “big data” OR “data analytics”). The second portion (“information
management”) discusses big data analytics’ important role in revolutionizing the informa-
tion management industry. The third part of the formula (“operational performance” OR
“operational productivity” OR “efficiency” OR “productivity”) demonstrates the contribu-
tion of the transformation of information management with the use of big data analytics to
the enhancement of operational performance. The fourth and final element of the Boolean
function, “decision-making process”, highlights the close connection between operational
effectiveness, contemporary information management based on big data analytics, and the
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decision-making process. Thus, 650 papers were still available after research purification
for evaluation and bibliometric analysis. Only articles were included in the chosen papers,
hence all other document types have been disregarded (i.e., conference paper, review,
book, book chapter, editorial). Additionally, only publications from the years 2013 to 2022
were chosen for the analysis. The following information was combined with the data
from the bibliometric search: (i) the title of the paper, (ii) the date of publication, (iii) the
main author details (name/s and affiliation/s), (iv) the title of the article, (v) the authors’
keywords, (vi) the abstract, and (vii) the number of citations. The data was analyzed and
presented using R Studio’s Biblioshiny packages and VOSviewer [36,42]. Both tools pro-
vided graphs and maps, such as thematic maps, country cooperation maps, and network
visualizations, that demonstrate the research scenario and the dynamics of the new model
of information management, which improves the operational effectiveness of enterprises all
over the world.

Table 1. Keyword search process in Scopus database.

Step Keyword Search Articles
1 “big data” AND “information management” 8902
2 “data analytics” AND “information management” 1865
3 “big data analytics” AND “information management” 802
4 “operational performance” AND “information management” 149
5 ((“big data analytics” OR “big data” OR “data analytics”) AND 901

"o

“information management” “operational performance”)

((“big data analytics” OR “big data” OR “data analytics”) AND
6 “information management” AND (“operational performance” OR 902

“operational productivity”))

((“big data analytics” OR “big data” OR “data analytics”) AND
7 “information management” AND (“operational performance” OR 1354

“operational productivity” OR “efficiency”))

((“big data analytics” OR “big data” OR “data analytics”) AND
8 “information management” AND (“operational performance” OR 1454
“operational productivity” OR “efficiency” OR “productivity”))
((“big data analytics” OR “big data” OR “data analytics”) AND
“information management” AND (“operational performance” OR

? “operational productivity” OR “efficiency” OR “productivity”) 3210
AND “decision making”)
((“big data analytics” OR “big data” OR “data analytics”) AND
10 “information management” AND (“operational performance” OR 650
“operational productivity” OR “efficiency” OR “productivity”)
AND (“decision making process”) (LIMIT-TO (DOCTYPE, “ar”))
4. Results

This research aims to review the transformation of information management through
big data analytics, which helps businesses improve their operational efficiency and decision-
making processes globally. The reviewed sample includes 650 related studies that were
published in the period 2013-2022. These documents were written by 1977 authors, with
an average of 4.027 citations per document. Most of the authors (96.6% of the total sum) are
part of multi-authored studies (1910 authors), while only 3.4% are single-authored studies
(67 authors).

4.1. Information Management and Big Data Analytics: A Discrete Research Domain

Authors’ scientific productivity (Table 2), calculated based on the theorem of Lotka’s
Law in information management and big data analytics research, shows that 1801 authors
have produced only one scientific paper in the studied field. However, findings present
that those two authors have contributed to a maximum of six published articles. Thus,
information management and big data analytics and their contribution to the operational
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efficiency of businesses can be characterized as discrete research domains but with a high
degree of authorship concentration.

Table 2. Author productivity through Lotka’s Law.

Documents Written N. of Authors Proportion of Authors
1 1801 0.911
2 140 0.071
3 22 0.011
4 10 0.005
5 2 0.001
6 2 0.001

4.2. Annual Publication and Timespan Trend

Figure 2 shows the number of studies in the subject of big data analytics and infor-
mation management that have been published, along with how these studies have helped
firms operate more effectively and make better decisions. Prior to 2017, there was very little
research growth, but after 2018, publications began to rise. To be more precise, 51 articles
were produced over the first four years of study (2013-2016), which is much less than the
602 publications produced during the previous five years (2017-2022). The most publica-
tions were made in the year 2021, but 2022 appears to have a high record of publications as
well, as evidenced by the findings in Figure 4, which indicate that in the first half of 2022,
the number of publications was nearly equal to that of the prior year. This indicates that
there is a persistent increase in interest in IM and big data analytics research. Additionally,
Figure 2 depicts the impact of publications that have been published through the number
of citations (TCPY and TCPA) in the research area each year. The overall citation per year
is shown in the first measure, while the total citation per article is shown in the second.
Results from both measures indicate that there are not many citations for publications that
were published recently, which is predicated on time, as new research takes time to sink in
and have an influence on the academic community.

169

144

146

87

' g 58
)
2014 2015 2016 2017 2018 2019 2020 2021

Annual Scientific Production  e=@==TCPY =@ T(CPA

Figure 4. Annual research growth (TCPY: total citation per year, TCPA: total citation per article).

4.3. Most Influential Journals, Institutions, Authors, and Documents

For the period of 2013 to 2022, Table 3 lists the journals that have published the most
papers on big data analytics and information management that have a positive impact
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on operational effectiveness and corporate decision-making. The corpus of knowledge
on information management and big data analytics has been significantly impacted by
“Sustainability,” which is in the frontier journal with the most papers published in the study
subject (68) throughout the research timespan 2013-2022. The journal “Benchmarking”
came in third with 50 articles, while the “International Journal of Production Economics”
came in second with 56 published papers. There were 42 articles in the “Production
Planning and Control” journal. The list of the top five research-related journals was
completed by the “International Journal of Supply Chain Management”. Additionally,
Scopus, Sci-mago, and ABS list have indexed a large number of the most widely read
journals in information management and big data analytics.

Table 4 lists the most significant companies that disseminate research on information
management and big data analytics to help enterprises operate more effectively and make
better decisions. The top five universities, which account for the majority of research-related
publications, have offices in various locations. The Politecnico Di Milano in Milan, Italy, is
the institution that has published the most (20 papers) in the subject of research. The Hong
Kong Polytechnic University is in third place with eighteen published papers, followed by
the Najran University in fourth place with thirteen articles, and the Universiti Kebangsaan
Malaysia in fifth place with five publications. The Universiti Kebangsaan Malaysia ranks in
second place overall (eleven articles). The fact that technical colleges make up the majority
of the institutions illustrates the significant impact that new technologies, such as big data
analytics, have made to information management.

Examination of the most prominent writers can help shape the research domain after
the bibliometric analysis [42]. Table 5 illustrates the authors with the highest impact in the
research community of the studied field, while the metric of the articles fractionalized of
the individual authors has been integrated and presents the fraction of their co-authored
publications. According to Table 5, Dwivedi Yk is recognized as the most related author
in the research domain, and Akter S. is ranked in second position in the list of the most
relevant authors of the studied field. Figure 5 represents the authors’ collaboration network.
Each node highlights an author, and the edges indicate the co-authorship relation between
them [43]. The blue cluster can be characterized as the most impactful and essential collab-
oration network between authors. The purple cluster consists of four authors” networks,
while the red, orange, and brown clusters consist of three authors” networks. Moreover, the
green cluster indicates the weakest collaboration network, as it consists only of two authors’
networks. It is noteworthy that neither of the clusters are linked, so there is enough space
for improving the overall author collaboration within the information management and

big data analytics field.
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Table 3. Most relevant resources in the research field.
Sources Subject Area Number of Articles h-Index Ranking by ABS List Ranking by Scimago List
Sustainability (Switzerland) Management, Monitoring, Policy and Law 68 109 Q1
Internat.lonal J ourna.I of Decision Sciences 56 197 3 Q1
Production Economics
Benchmarking Business and International Management 50 66 1* Q1
Production Planning and Control Decision Sciences 42 85 3 Q1
Internatlona.l Journal of Decision Sciences 41 20
Supply Chain Management
International Journal of .. . ot
Production Research Decision Sciences 37 153 3 Q1
International Journal of Operations - . s
and Production Management Decision Sciences 36 146 4 Q1
Journal O.f Enterprise Decision Sciences 35 67 2% Q1
Information Management
Internffltlonal Journal of Business and International Management 33 80 1* Q1
Logistics Management
Supply Chain Management Business and International Management 33 125 3 % Q1
Business Process Management Journal Business and International Management 29 87 2 ** Q1
Internatlgnal Journal of Decision Sciences 28 132 2% Q1
Information Management
TQM Journal Business and International Management 26 72 1* Q2
Industrial Management and Decision Sciences 25 109 2% Q1
Data Systems
Journal of Cleaner Production Strategy and Management 24 232 2% Q1
Uncertain Supply Chain Management Decision Sciences 19 19 Q2
International Journal of Productivity and Business and International Management 18 67 1* Q2
Performance Management
Technolpglcal Forecasting Business and International Management 18 134 3wk Q1
and Social Change
Journal of Operations Management Business and International Management 17 199 4 Q1
International Journal of Logistics Decision Sciences 15 38 1+ Q

Research and Applications

* This symbol is referred to those scientific papers that are published by Journals that are indexed by the Academic Journal Guide and produced by the Chartered Association of Business

Schools (CABS). The journals are given a star rating from 1 * to 4 * (the highest).
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Table 4. Most relevant institutions.

Affiliations Articles
Politecnico Di Milano 20
Universiti Kebangsaan Malaysia 20
The Hong Kong Polytechnic University 18
Najran University 13
Lut University 11
Norwegian University of Science and Technology 11
University of Minho 11
Universiti Teknikal Malaysia Melaka 10
Universiti Teknologi Malaysia 10
University of Malaya 10
Notreported 9
Rmit University 9
Spiru Haret University 9
Swansea University 9
University of Ljubljana 9
University of Lorraine 9
Cefet/Rj: Federal Center for Technological Education of Rio De Janeiro 8
Chang’an University 8
Dalian University of Technology 8
De Montfort University 8

Table 5. Most impactful authors.

Authors Articles Articles Fractionalized
Dwivedi Yk 6 1.62
Akter S 5 1.37
Mikalef P 5 1.25
Gunasekaran A 4 1.20
Hawash B 4 0.78
Krogstie ] 4 1.00
Kumar A 4 1.20
Macchi M 4 1.08
Polenghi A 4 1.08
Teixeira L 4 1.50
Wang H 4 1.05
Yusof Zm 4 0.78
Zhang Z 4 1.33
Ali S 3 0.83
Chatterjee S 3 0.83
Foropon C 3 0.92
Gupta S 3 0.75
Ismail Z-A 3 3.00
Jayakrishnan M 3 0.83

Finally, the most influential academic papers in the fields of big data analytics and
information management are presented in Table 6. The table below contains published
scientific publications that were based on both qualitative and quantitative analyses. Ad-
ditionally, some of them have investigated how big data analytics can help businesses
perform better, as described in the paper “Big data analytics and firm performance: Find-
ings from a mixed-method approach”, which draws on complexity theory to look into the
resource configurations and environmental variables that contribute to performance gains
from big data analytics investments. However, neither paper has discussed how big data
analytics might help manage information or enhance the decision-making process.
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Table 6. Most impactful scientific articles in the field of big data analytics and information management.

Paper Total Citations TC per Year Normalized TC
Critical analysis of Big Data challenges and analytical methods [44] 931 133 7.1261
Big data analytics in E-commerce: a systematic review and agenda for future 347 13,375 46344
research [45]
The Internet-of-Things: Review and research directions [46] 305 43,571 2.3345
Assessing business value of Big Data Analytics in European firms [47] 228 32,571 1.7452
Exploring the relationship between big data analytics capability and competitive 204 56 74692
performance: The mediating roles of dynamic and operational capabilities [48] '
Agr.1-food 4.0: A survey of the supply chains and technologies for the future 213 53,25 71024
agriculture [49]
A unified foundation for business analytics [50] 210 21 1.7872
Big Data Analytics Capabilities and Innovation: The Mediating Role of Dynamic 207 414 5.6573
Capabilities and Moderating Effect of the Environment [51] ! ’
Big data analytics and firm performance: Findings from a mixed-method 203 106 55479
approach [52]
The Effect of Big Data and Analytics on Firm Performance: An Econometric 177 295 41788
Analysis Considering Industry Characteristics [53] ’ '
Rc.)l.es of ar't1f1c1a1 intelligence in construction engineering and management: A 172 57.333 14,5858
critical review and future trends [54]
¥dent1f1cat10n of critical success factors, risks and opportunities of Industry 4.0 167 41,75 55686
in SMEs [55]
Industrial information integration—A literature review 2006-2015 [56] 161 20,125 2.1503
Operafaonal research from Taylorism to Terabytes: A research agenda for the 158 17,556 3.1349
analytics age [57]
Getting value from Business Intelligence systems: A review and research 157 22,429 1.2017
agenda [58]
A framework for Big Data driven product lifecycle management [59] 156 22,286 1.1941
The impact of big data analytics on firms’ high value business performance [60] 143 23,833 3.3761
Leveraging Customer Involvement for Fueling Innovation: The Role of 142 20286 1.0869
Relational and Analytical Information Processing Capabilities [61] 4 ’
Consumers’ Decision-Making Process on Social Commerce Platforms: Online
Trust, Perceived Risk, and Purchase Intentions [62] 139 34,75 4.6349
Understanding the determinants of big data analytics (BDA) adoption in
logistics and supply chain management: An empirical 139 23,167 3.2816

investigation [63]
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4.4. Network, Content, Bibliographic Coupling, and Cluster Analysis

Visualizing the linkage between authors, countries, and research topics can offer
interesting insights into the scientific community [43,64]. Thus, Figure 4 presents the
innovative three-field plot, which presents the interchange among the most related authors
(left), countries (middle), and keywords (right) within the research domain of information
management and big data analytics. Results show that American, British, and Indian
scholars mostly author studies on big data analytics. However, emerging technologies
such as artificial intelligence (Al) and machine learning (ML) seem to be integrated into the
information management search domain. Figure 6 presents Italian and Chinese scholars
with the most publications in Al and ML. Generally, the USA, UK, and India have excellence
in big data analytics, Italy in ML, and China in AL
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Figure 6. Three-Fields Plot.

Moreover, Figure 7 presents the geographical collaboration of the authors in the
research domain of information management and big data analytics [37]. The visualization
of this scientific collaboration was actualized using the tool Bibliometrix, denoted as
Biblioshiny. This geographical collaboration analysis aims to highlight the social structure
of the research community in the studied field. The nodes in the graph represent the
authors, while links represent their co-authorship. The map shows that the USA is the
origin of most of the scientific collaborations in the field. The most robust scientific channel
is between USA—China and USA—India. Additionally, American scholars have developed
a strong scientific collaboration with the Europeans. Specifically, the British and Italians are
linked with the Americans, as well as with the Indian and Chinese scholars in the subject
area of information management and big data analytics with a view on the contribution
of operational performance and decision-making process. Furthermore, the collaboration
map between the scholars confirms the findings of the three-fields plot and bibliographic
coupling based on countries (Figure 8).
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Keyword analysis, which is a component of network analysis, is a useful technique
that offers insightful information. The goal of a keyword analysis is to draw attention to
the distinction and important trends within a study topic. Based on the co-occurrence of
the writers” keywords, Figure 9 shows a network visualization. The VOSviewer program
was employed to show the co-occurrence of the writers” key terms. VOSviewer is software
that aids in the development of a bibliometric network and the display of the data inside it.
Each circle in the graph represents an instance. The greater the co-occurrence of writers’
terms, the larger the circle size [36,65]. The circles of a similar color signify a cluster of
keywords, and the lines connecting the circles illustrate a connection between the keywords.
120 keywords in total were chosen, and five clusters were created, each with a unique color.
The blue cluster draws attention to the close connection between information management
and decision-making. The significance of big data in the field of information management
research is shown by the cluster in green.
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Figure 9. Network visualization—co-occurrence of author keywords.

In contrast, the yellow and red clusters draw attention to the new trends in the in-
formation management field, which are the Internet of Things and artificial intelligence,
respectively. Additionally, the purple cluster emphasizes how closely information manage-
ment and the decision-making process are related to the Knowledge-Based System (KBS).
KBS is a type of artificial intelligence that aims to synthesize the expertise of human experts
to aid in decision-making. The fact that these systems depend on human CEOs gives them
the name “expert systems”.
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Although big data analytics has a strong linkage to information management and
improvement, the operational research and decision-making of an organization and bib-
liometric analysis of the studied field indicate new research paths in the domain [66,67].
Figure 8, which presents the thematic map of authors” keywords, describes the above.
This figure illustrates the research themes obtained from the conceptual structure of the
documents included in the Bibliometrix analysis. The map is divided into four quadrants,
and each quadrant represents a different research theme regarding the studied research
topic. In addition, the clusters’ sizes highlight the proportion of the number of keywords.
The thematic map uses two dimensions: density and centrality. The dimension of den-
sity illustrates the degree of the development of each theme, as measured by the internal
linkages between the authors’ keywords. The second dimension, the centrality, stipulates
the relevance of each theme, as measured by the external linkages between the authors’
keywords. Furthermore, the map presents four themes: (i) the motor themes, shown in the
quadrant in the upper-right position and characterized by both high density and centrality,
are the themes that are most developed in the literature, (ii) the basic themes, shown in the
quadrant in the lower-right position and defined by high centrality but low density, are
the themes that are not yet well developed, (iii) the niche themes, shown in the quadrant
that is positioned in the upper-left of the map and characterized by high density and low
centrality, are the themes that are well developed and very specialized but are marginal
in the overall studied field, and (iv) the emerging themes, which are positioned in the
bottom-left of the map and are characterized by low centrality and density [68].

The basic themes of the thematic map presented in Figure 10 indicate emerging
technologies like big data analytics and artificial intelligence, which play a crucial role in
the decision-making process of companies. However, uncertain factors, such as the COVID-
19 pandemic, have enhanced the role of big data analytics. The COVID-19 pandemic
has obliged many businesses to transform their operational systems by crossing to a new
environment dominated by different procedures and rules. Moreover, the contribution
of big data analytics in the management of e-business complaints is noteworthy, which
helps an organization improve its operational efficiency and productivity. Consumer
complaint behavior and management have been studied in different forms in the literature,
but e-complaint business management has not been thoroughly studied. Following the
role of the e-complaint and its importance for businesses, it is crucial to highlight the
relationship between e-complaints, which are based on big data analytics, and SMEs.
Gaining insights into client behavior that would not be attainable using conventional data
analysis techniques is one of the main advantages of big data. Large data sets can be swiftly
analyzed using big data technology, allowing for the discovery of trends and patterns that
smaller data sets would not be able to reveal. SMEs may then utilize this knowledge to
enhance their goods and services and better serve their clients. SMEs may also leverage big
data to improve marketing campaigns, better target consumers, and provide customized
customer experiences. The above can also be confirmed by the thematic map, as the
e-complaint factor is dominated by the other niche themes.

Furthermore, to fully examine the research problem, we proceeded with the content
analysis by developing a number of maps based on the usage of keywords plus terms. Based
on the principles of Bibliometrix, keywords plus terms are categorized in the metadata
that can help to perform content analysis [69]. Keywords plus are generated automatically
by the index keywords from the names of the referenced articles. In addition, keywords
plus terms should be applied more than once and are sorted from multi-word phrases to
single terms [69,70]. Additionally, these words enhance the retrieval of titles or keywords
that are typically used. For the purpose of the current research thematic map, the thematic
evolution and research trends maps have been developed based on the above word type.
Figure 11 presents the thematic map based on keywords plus terms. As described above,
the thematic map consisted of four quadrants with each of them illustrating a different
theme (niche, emerging, motor, and basic themes). Figure 11 highlights predictive analytics,
as a branch of analytics that can contribute to information management. Predictive ana-
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lytics uses real-time and historical data mining, among other methods, to forecast events
and assist corporations and other organizations in decision-making processes [71]. Even
though predictive analytics are crucial, it was discovered that bibliographies combining
predictive analytics and information management are rare. By linking predictive analytics
and information management, businesses can achieve not only the ability to manipulate
data for analysis, but also the ability to learn to communicate their analysis and results to
decision-makers, become leaders in using data, and facilitate the decision-making process.
Furthermore, emerging themes illustrate that the neural network is an important factor
for information management. The neural network is a technique used in artificial intelli-
gence which instructs computers to analyze data in a manner modeled after the human
brain [72,73]. Deep learning is a type of machine learning that employs linked nodes or
neurons in a layered structure that resembles the human brain.
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Figure 10. Thematic map based on authors” keywords.
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Figure 11. Thematic map based on keywords plus terms.

Moreover, the research field of multi-criteria decision-making (MCDM) is of particular
relevance to big data analytics and information management. Figure 12 presents the
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thematic evolution map based on keywords plus terms and illustrates the importance of big
data analytics and information management in the multi-criteria decision-making process.
Complex information management is a critical component of modern decision-making.
Nowadays real-world situations require a variety of data sets, some exact or objective and
others unclear or subjective. To simulate complicated commercial or engineering processes,
a variety of statistical and non-statistical decision-making strategies have been offered in
the literature. Multiple-criteria decision-making (MCDM) procedures are among those that
have recently gained enormous popularity and widespread use and can be facilitated by
the contribution of big data analytics and information management.
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Figure 12. Thematic evolution map based on keywords plus terms.

Instead, scholars have noticed the importance of big data analytics in the domain
of information management, which leads to operational efficiency and decision-making
process; there is limited research on the contribution of other emerging technologies such as
artificial intelligence [74]. Additionally, academics have not yet looked at the contribution
of developing technologies to achieving a lasting competitive advantage. Along these
lines, this bibliometric research emphasizes how important the aforementioned phrases are
in incorporating new emerging technologies into enterprises” information management
systems. The Internet of Things, blockchain, and other technologies, when combined
with big data analytics, may provide an agile decision-making process and a long-lasting
competitive advantage, according to a factorial study using the Multiple Correspondence
Analysis (MCA) approach (Figure 13) [75]. In terms of the MCA method, this is a grid
that combines co-word analysis (Document Word) with the keywords mapped out on a
two-dimensional map. According to the following dimensions: (i) the frequency of each
keyword and (ii) the joint reference of the keywords in each recovered document, the MCA
approach categorizes the keywords of the original retrieved articles. The results of the
MCA approach are interpreted in terms of the locations of the points and the distribution
of those points along each dimension. Therefore, the closer the terms are depicted on the
Conceptual Structure Map, the more similar they are in their distribution.
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Figure 13. Factorial analysis based on the MCA method.

The cluster in red color highlights the strong connection between emerging tech-
nologies (cloud computing, deep learning, Internet of Things, blockchain, and artificial
intelligence) and information management. Both can contribute to the facilitation of the
decision-making process of businesses and help them achieve sustainable competitive
advantage, increase their value, and adopt agile management practices. The above can
be achieved in many ways. Tracking employees’ efficiency and productivity can be in-
tegrated into the multiple advantages that the combination of information management
and emerging technologies can offer. Adopting both can help businesses guide the human
resource department to hire someone new or find ways to boost the existing workforce’s
confidence and make them more proactive and productive within the company. Moreover,
the integration of technology and information management systems can contribute to the
detection of illegal practices in the workforce, such as fraud, money laundering, corruption,
and bribery. However, businesses should concentrate their efforts on two key areas where
agility may make a significant impact, rather than trying to be “more agile.” Access to
networks comes first. Prior to COVID-19, a sufficient number of employees were connecting
to the network using their own devices. This has become the norm now. Researchers have
found that fraudsters are targeting home gadgets more than ever before in an effort to
break into corporate networks. All businesses that have a substantial number of remote
employees ought to make this one of their top priorities. IT teams can simply implement
the proper network controls with the aid of a more adaptable cybersecurity architecture,
which can also guarantee that such controls are continuously and automatically updated
even in the face of never-before-seen threats. If used properly, it may assist in establishing
a foundation where employees can securely log in from any place using any device, giving
IT staff peace of mind.

On the other side, the blue cluster illustrates the resource-based view as a fundamental
managerial framework applied to determine the strategic resources an organization can
exploit to accomplish a sustainable competitive advantage. Furthermore, the resource-
based view theory provides a valuable way for academics and researchers of the studied
field to consider how Information System Management can be related to the strategy
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and performance of a business. In addition, this theory provides direction on how to
differentiate among various types of information systems, such as emerging technologies
and information systems, and how to study their separate influences on performance.

5. Discussion and Conclusions

Information is the new “oil”. This statement is frequently used by experts to convey
the significance of digital information to the corporate sector [76]. However, ‘water’, the
resource we all rely on for our existence and well-being, is a better metaphor for the crucial
function of data. In the modern economy, everyone has access to data, but, as with water,
this depends on their capacity to access it, comprehend how it flows, and accept the source’s
reliability. Water becomes polluted and worthless if it is not handled properly. People suffer
when water access is restricted, therefore data breaches, misuse, and access management
are significant concerns. The same is true for how data is now organized [77,78].

Organizations in the modern business world, which is defined by its digitization,
are required to handle a massive volume of data from many data sources in a timely,
effective, and qualitative manner [79]. Any business information system, including those
used by customers, production, warehouses, sales, suppliers, website users, or even social
media platforms, may be used to gather this information [13]. Executives and analyst
specialists should have a productive approach to organize and evaluate the millions of
transactions that come from various databases each month. Businesses may now use
specialized information systems thanks to new technologies, which also make it simpler to
write reports, perform complex data analysis, and obtain information more quickly [80].
A significant part in the processing of a huge volume of data is played by information
management. Information management techniques are a collection of technologies and
analytical methods that are intended to analyze the available data and extract meaningful
information from it in order to help corporate decision-making processes. A company may
also learn, perceive circumstances and occurrences, forecast trends and future events, plan,
and develop thanks to information management [81,82]. The collected data is transformed
into knowledge that management may utilize to take the proper actions that will result in
the definition and accomplishment of company objectives.

Information management relates to all enterprises and has an impact on all organiza-
tional activities. Information management systems, namely, have an impact on a company’s
personnel as well as its clients or suppliers. However, efficient user usage of information
management systems is the only way for them to benefit the company [74,83]. Performance
of organizations is not impacted by just having greater access to data; rather, the difference
is in how they handle the data. However, a variety of approaches based on cutting-edge
technology, from big data analytics to artificial intelligence, have greatly enhanced the
overall process of data while also enhancing the accuracy of customer-specific data [84].
Consequently, this might provide companies with the assurance that the data they have ac-
cess to will be pertinent to their clients” needs. The aforementioned can serve as a roadmap
for businesses to help them make better operational decisions.

The findings of the bibliometric analysis indicated the crucial role of big data analytics
in the transformation of the research domain of information management. Integrating such
emerging technologies in the field of information management can offer organizations a
couple of benefits, such as collecting data regarding their customers, like demographic
and psychographic data, which are related to their preferences, purchasing habits, and the
amount they consume. Especially, for the SMEs big data may be used by them to enhance
their operations. Businesses may utilize big data, for instance, to streamline operations,
spot inefficiencies or waste, and enhance decision-making. Big data may also assist SMEs
in having a better understanding of their target markets and clientele. The competitiveness
of SMEs may then be increased by using this knowledge to make more educated business
decisions. Big data offers small and medium-sized businesses a wide range of chances to
enhance their operations and more successfully compete in the modern market. Although
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big data technologies may initially appear intimidating, SMEs may rapidly pick them up
and put them to great use.

It is noteworthy that the current study’s findings emphasize the role of predictive
analytics, as a branch of analytics that can contribute to information management and big
data analytics. Predictive analytics uses real-time and historical data mining, among other
methods, to forecast events and assist corporations and other organizations in decision-
making processes. Even though predictive analytics are crucial, it was discovered that
bibliographies which combine predictive analytics and information management are rare.
By linking predictive analytics and information management, businesses can achieve not
only the ability to manipulate data for analysis, but also the ability to learn to communicate
their analysis and results to decision-makers, become leaders in using data, and facilitate
the decision-making process. Furthermore, the results of the current analysis demonstrate
that big data analytics play a role in capturing client concerns through e-complaint. By man-
aging, processing, and providing data analyses of the complaint, the service e-complaint
automates the manual procedure and offers transparency [85]. Additionally, the ability of
online complaints adds to: (i) improving customer satisfaction, (ii) enhancing customer
communication, (iii) improving policies and processes, and (iv) improving company im-
age [86]. The above information may also help firms stand out from the competition, giving
them a competitive advantage and empowering them to make business decisions that
will optimize their earnings. To sustain a company’s competitive edge, however, and to
significantly increase an organization’s operational efficiency, big data analytics must be
integrated into the systems of information management [87]. The investigation of techno-
logical developments in the online complaint procedure, as well as their contribution to the
assurance of transparency and the prevention of any fraud occurrence, might be suggested
as a topic for future research based on the current findings.

Nevertheless, the past two years (since the COVID-19 pandemic started) can be char-
acterized as years of building information management [6]. To promote future economic
growth, businesses are continuously attempting to regain some of their prior normalcy
and to increase their operational effectiveness. Thus, in addition to big data analytics, the
results of the current bibliometric analysis demonstrate that the technological advance-
ments of artificial intelligence, machine learning, Block-chain, and the Internet of Things
are significant tools and can assist executives in making rational decisions [81,88]. Artificial
intelligence is likely going to be utilized more by businesses in the future since it provides
applications in many business fields that aim to provide employees and management with
the best judgments. One illustration is the use of artificial intelligence in the field of supply
chain management [9,89]. Information management is necessary for a variety of jobs in this
industry so that choices may be made quickly. One of the most crucial aspects of supply
chain management (SCM) is supply chain planning (SCP), which addresses the scheduling
of production, demand, and sales.

Managers must be able to monitor and access all data in order to make choices since
supply chains change quickly and business demands are always changing [12]. Hence, a
company has to have trustworthy tools available to it in order to create successful plans
and make wise judgments. Supply chain decision-makers may dramatically improve their
selections by utilizing Al. A large number of data sets are analyzed by Al algorithms, and
the results are then presented to management automatically. Additionally, as Al programs
examine previous data and offer pre-made recommendations, firms may effectively esti-
mate the demand for their items. One of a company’s most important tasks is demand
forecasting since a deficit in one area may lower sales and increase turnover. Nevertheless,
flaws can negatively impact how customers perceive a company [90]. Al offers useful
algorithms that forecast trends. In spite of this, artificial intelligence (AI) can forecast
demand patterns based on a variety of factors, including weather, seasonality, holidays,
real-time sales and any restrictions that the business may impose. Therefore, future studies
should examine how big data analytics and artificial intelligence work together to enhance
operational research and decision-making processes. [91].
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Further, Figure 14 offers a number of interesting ideas for subsequent investigation.
Information technology, according to a sizable proportion of researchers in the scientific
field of decision-making, may help businesses be more agile in their decision-making
processes. Additionally, agility enables firms to react quickly to shifting market situations
while facilitating internal and external communication. As the real time to notice and re-
spond to attacks increases, so do the frequency and intensity of the cyberattack phenomena.
Businesses must create IT solutions that might enhance cyber response skills, such as cyber
agility, in order to handle the aforementioned concerns. The fact that cyberattacks happen
instantly and have equally instantaneous and destructive impacts makes this element
vital. Therefore, a suggestion for future study may be to look at how companies’ agility in
cyberspace affects the effective security and safeguarding of their essential information. Ad-
ditionally, no matter the size of the business, the rising frequency of cyberattacks increases
the complexity of cyber security. Businesses have direct access to various data sources and
regularly evaluate a vast amount of data. However, they are unable to adequately evaluate,
utilise, and assure the security of this data. Because it allows for fast analysis and storage,
which increases the danger of leakage, traditional data storage and analysis methodologies
have been found to be ineffective by organizations. In order to enhance the technologies
related to cyber security, it is required to adopt a new method of storing and analyzing
the data. Businesses can immediately and affordably handle and analyze a large volume
of data with the aid of big data analytics. Big data analytics enhances the diagnostic and
automated data analysis required to produce insights and respond to difficult security
problems by using analytical techniques including data/text mining, machine learning,
and pattern matching. In general, massive data analysis methods provide a substantial
contribution to stopping harmful conduct. Therefore, in future study, the analysis of big
data analytics’ contribution to better cybersecurity might be expanded upon.

Finally, we may note at least three theoretical contributions to this work. In this paper,
we outline another advantage of enhancing IM skills and orientation, which adds to the
body of IM research. By dynamically selecting and managing critical knowledge that is
both internal and external to the company, these abilities may optimize the benefits of BDA
on firm performance while lowering the risks associated with big data management. The
proposed business model’s ability to strike a balance between cyber security agility and
digital transformation might serve as the second theoretical contribution. To maintain bal-
ance, one must be aware of the possibility of an attack and use integrated network security
policy management to lessen the likelihood of a compromise. Recognizing the advantages
and disadvantages of digital transformation initiatives is one aspect of this. The third
theoretical contribution refers to the importance of the three significant capabilities, and
the beneficial links between them are addressed in this study, which may add to the body
of knowledge on dynamic capabilities. Prior research supporting the idea that information
management, big data analytics, agility, and business performance are positively correlated
may be used to supplement this.
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