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Abstract: Patients, hospitals, sensors, researchers, providers, phones, and healthcare organisations
are producing enormous amounts of data in both the healthcare and drug detection sectors. The real
challenge in these sectors is to find, investigate, manage, and collect information from patients in
order to make their lives easier and healthier, not only in terms of formulating new therapies and
understanding diseases, but also to predict the results at earlier stages and make effective decisions.
The volumes of data available in the fields of pharmacology, toxicology, and pharmaceutics are
constantly increasing. These increases are driven by advances in technology, which allow for the
analysis of ever-larger data sets. Big Data (BD) has the potential to transform drug development
and safety testing by providing new insights into the effects of drugs on human health. However,
harnessing this potential involves several challenges, including the need for specialised skills and
infrastructure. In this survey, we explore how BD approaches are currently being used in the
pharmacology, toxicology, and pharmaceutics fields; in particular, we highlight how researchers
have applied BD in pharmacology, toxicology, and pharmaceutics to address various challenges
and establish solutions. A comparative analysis helps to trace the implementation of big data in the
fields of pharmacology, toxicology, and pharmaceutics. Certain relevant limitations and directions
for future research are emphasised. The pharmacology, toxicology, and pharmaceutics fields are still
at an early stage of BD adoption, and there are many research challenges to be overcome, in order to
effectively employ BD to address specific issues.

Keywords: big data; drug development; healthcare pharmacology; pharmaceutics; toxicology

1. Introduction

The field of research involving analysis of the functioning of drugs in the human
body is referred to as pharmacology. It details a class of medical science intended to
address the employment of drugs in preventing, analysing, and treating diseases. As such,
pharmacologists research the chemical properties of drugs and their impacts on the human
body, in order to develop novel drugs and test them for efficacy and safety. Toxicology
is the study of poisons, and relevant research helps to identify the effects of toxins and
toxicants on the human body. It is a branch of pharmacology that aids in addressing the
characterisation, identification, and quantification of the biological agents and chemicals
that are responsible for creating adverse effects of the chemical agents on the human body.
They develop novel methods to test for toxicity, and identify and quantify the toxicants in
provided samples [1,2]
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Pharmaceutics is a branch of pharmacy that manages the process of turning new
chemical agents or old drugs into medications that can be used safely and efficiently by
patients. It is also referred to as the science of dosage, which informs the design. Many
chemicals with pharmacological properties require special measures to assist in attaining
therapeutically related amounts at their sites of action. Pharmaceutics also helps in relating
the formulations of drugs to their disposition and delivery in the body. Pharmacology,
pharmaceutics, and toxicology are all categorised as interdisciplinary sciences [3,4]. They
involve the extraction of knowledge from several disciplines, such as chemistry, biology,
mathematics, and physics. BD has been one of the most researched topics in recent decades.
BD denotes large or complex data sets that render the use of existing data-processing
methods inadequate. Challenges associated with BD analysis include data storage, data
capturing, sharing, searching, visualising, transferring, information privacy, and data
source updating.

BD in health and medical care has attracted the attention of researchers owing to its
various benefits. BD-based solutions for clinical decision support systems have revealed
promising results in treating diseases such as Alzheimer’s disease [5]. BD approaches
have also been used for optimising electronic medical records [6]. The data generated
in pharmacology, toxicology, and pharmaceutics include outcomes regarding the clinical
behaviours, pharmacokinetics, chemical properties, associated toxicity of drugs. Data from
cell culture experiments and animal studies are also included in this category. Thus, the vol-
ume of data generated in pharmaceutics, pharmacology, and toxicology has been increasing
rapidly. This is primarily due to the employment of next-generation sequencing (NGS)
and high-throughput screening (HTS). HTS is a technology that enables the simultaneous
testing of millions of chemical elements. Additionally, NGS enables the efficient sequencing
of RNA or DNA molecules.

It has been estimated that the global data volume generated by the toxicology, phar-
maceutics, and pharmacology fields is approximately 2.5 zettabytes, where one zettabyte
is equal to one sextillion bytes. BD is generally useful in pharmacology, pharmaceutics,
and toxicology, as it can help to improve the prediction rate and accuracy of the effects
of the researched drugs. It has helped to enhance the accuracy and speed of drug dis-
covery and development. Although there are certain associated advantages of using BD
in pharmacology, toxicology, and pharmaceutics, there are also certain drawbacks. BD
can be challenging and overwhelming to navigate, and it may be difficult to trace useful
data from the vast database. In addition, the implementation of BD is generally expensive,
due to the overheads related to data collation, transformation, and analyses/modelling.
The challenges and the overwhelming nature of BD can be resolved through the use of
a data visualisation tool. Such an approach allows users to see the data and filter the
necessary data, making it easier to understand, navigate, and extract the specific necessary
information. Figure 1 shows a generic workflow representation of BD in the Hospital and
Pharmacology ecosystem, based on the studies [7–9].

Hospital and clinics are the touchpoints for patients, that provide the symptom anal-
ysis, pre-diagnosis, physician advice, case history, and preliminary investigations from
both the patient and physician perspectives. The data repository is the data store that
collates data from all entities in the ecosystem, which are stored for further analytics, and
as data sets used for prediction. In the scenarios presented in Figure 1, hospitals, clinics,
and pharmacies provide the data that will eventually be stored in the big data repository.
The repository possesses a big data nature, due to the data velocity and the heterogeneity
of the data that are collated. The data from the BD repository are used for analytics such as
identifying illness patterns, trends, and pre-emptive prediction of pandemics. Furthermore,
BD analytics can be used to develop predictive models, which may be used to identify
high -risk patients. Predictive model and pattern analytics can be used to model and
develop targeted interventions. The use of a monitoring system coupled with BD models
can form a proactive monitoring platform that can provide feedback to physicians. Based



Big Data Cogn. Comput. 2022, 6, 161 3 of 19

on Figures 1 and 2, a graph-based representation of Scenario 1—Drug efficacy monitoring
system using BD—was derived.

Figure 1. Generic representational workflow of big data in the Hospital and Pharmacology ecosystem.

Figure 2. Flowchart for drug efficacy monitoring system using big data.

Scenario 1 considers a dataflow graph path for the drug efficacy monitoring system,
one of the applications of BD in the healthcare domain. 1. The patient is attended at the
clinic for pre-investigation; 2. the patients referred for specialist consultation are received
at the hospital; 3. the required prescribed drug is collected from the pharmacy; 4. data of all
patient activities are collected in the BD repository; 4.1. data cleaning and transformation
are carried out as a continuous process; 6. the trend of the patient is analysed; 9. the
patient is monitored in real-time during the drug course; 14. check whether hospitalisation
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is required; 15. drug efficacy is improved based on all the data that is collected; 13. an
efficacy report is shared with the drug discovery team, in order to improve the drugs; 14.
the patient is recoursed with an improved drug; and 2. feedback is sent to the physician for
recommendation of a new prescription and dosage. This is one example scenario of the
use of BD in the healthcare and pharmaceutical ecosystem. BD has extensive uses, and its
potential has still not been fully discovered and practically implemented in real scenarios.

Another scenario based on Figure 1 is shown in Figure 3, which depicts the represen-
tation of Scenario 2: Drug discovery for a pandemic situation using BD.

Figure 3. Flowchart for drug discovery in pandemic situation using big data.

Scenario 2—Drug discovery for a pandemic situation—uses BD, following the path
3–2–4–6–7–10–6–9–12–14–15–2. First, when a sudden surge of patients with unknown
illness is reported at (3.) clinics and (2.) hospitals, (4.) a new set of big data is rapidly
created for diagnosis. Prescriptions and pathological reports are generated, (6.) the trends
are matched with existing pool to find similar of any historic pandemic; and (7.) the data
are quickly modelled to present a pandemic containment prediction predicated on the
speed for the contagion vector, as well as its time to mutate, time to outgrow the available
medical facilities, and similar data useful for prediction of pandemic containment. Then,
the data from 9, 12, and 10 are used recursively used for prediction and drug discovery
and provided to (14.) and monitored at (15.) These scenarios represent the application of
BD in healthcare and related domains. As data plays the dominant role in the era of data
analytics, BD has great scope in health science and related fields.

Through extensive research, it was confirmed that very few studies have attempted to
review existing works to analyse the implementation of BD in the pharmacology, toxicology,
and pharmaceutics fields. Thus, the present study is expected to greatly contribute to
upcoming research, by providing clear knowledge regarding the implementation of BD
in the field of drug development, and will also encourage the development of different
big data-based models to serve the medical community. Therefore, the main goal of the
present study is to review the literature regarding the employment of BD in pharmaceutics,
pharmacology, and toxicology.

1.1. Objectives of the Study

The present study has the following objectives:
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• To review the implementation of BD in the toxicology, pharmacology, and pharmaceu-
tics fields;

• To offer a comparative analysis regarding the implementation of BD in pharmacology,
toxicology, and pharmaceutics;

• To provide directions for future researchers and end-users to facilitate the usage of BD.

1.2. Paper Organization

The introduction section describes the importance of the topic, and the remainder
of the article is organised as follows: Section 2 investigates the literature related to the
work. Section 3 discusses the benefits of BD. Sections 4 and 5 present the survey analyses.
Section 6 presents the limitations of the paper. Finally, Section 7 concludes our survey.

1.3. Definitions and Concepts of BD

BD can be defined as a huge and complex database that stores data that are hetero-
geneous and featuring multiple scales of information retrieved from many sources. BD
can be related to healthcare in terms of electronic healthcare reports, clinical trial data, and
administrative claims. The processing of BD includes feeding the data to the system, data
preservation for storage, data analysis, and visualization of outcomes. Grouping the BD
and smaller machine resource, offers many advantages, such as high availability, pooling
of resources, and scalability [10]. As healthcare information is becoming digitalized, there
has been widespread development in healthcare BD, and value-based care has motivated
the healthcare sector to use BD analytics to make strategic professional decisions. The
healthcare sector is handling many challenges based on the variety, volume, and veracity
of data in this sector. Thus, BD plays a huge role by motivating healthcare innovation,
influenced by many financial systems, considering factors such as the requirements of
patients, motivations of the developers, and technical development. It has been observed
that BD can offer optimal treatment decisions for patients and healthcare providers, based
on population statistics [11].

1.3.1. Why BD?

Large volumes of data are generally available in two formats: Structured or unstruc-
tured. Structured data can be generated by machines and humans using a particular model
or schema, and are usually accumulated in a database. Structured data are ordered around
outlines with the data types that are clearly defined. Certain examples that characterise
structured data include data, time, numbers, and strings stored in the database’s columns.
On the other hand, unstructured data do not possess any pre-defined model or schema.
Associated examples of unstructured data are log files, mobile data, social media posts, text
files, and other media. These media do not have any pre-defined schema set, so they are
categorised as unstructured data [12].

The amount of data generated by popular corporations, small-scale industries, and
scientific projects has been growing at an extraordinary level. These high volumes of data
produced present incredible processing, storage, and analytical challenges that must be
carefully dealt with and considered. Furthermore, traditional relational database man-
agement systems (RDBMSs) and the associated data processing tools are inadequate in
dealing with huge data effectively, where the data size is typically measured in petabytes or
terabytes. These existing tools lack the ability to deal with a large amount of data effectively
when the size is enormous. Fortunately, paradigms and BD tools such as Hadoop and
MapReduce are available to solve these BD challenges.

Certain features of BD are explained in the following.

Value

This allows for the extraction of beneficial information from large data sets [13]. The
mechanism is designed based on how the data are added to create the knowledge. It has
been stated that having access to the data is good, but it may be useless if it cannot be
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converted into values. Thus, it is the most important feature of BD that many institutions
and enterprises invest the most into, in order to generate income and knowledge [14].

Variability

This particular characteristic represents the consistency of the data over time [15].

Variety

This represents the kinds of information associated with structured, unstructured,
or semi-structured data. Key values include web clicks, relational tables, articles, e-mail
messages, streamed audio and videos, and other media. This information may be gathered
through sensors, smartphones, and social networks. In the healthcare sector, the infor-
mation is gathered from unstructured and semi-structured sources, such as clinical trial
outcomes, electronic health records, and physiological and chemical sensors [16].

Volume

This refers to the amount of data available from the various related resources. The
data volume in BD typically starts at the Terabyte level. An example of this characteristic
associated with the biomedical field is the proteomics database generated by the University
of Munich, which has collected a data volume of approximately 5.17 TB, possessing 92% of
unknown genes. In medical imaging, the visible human project has archived 5189 female
anatomical images and 1871 male cryosections [16].

Velocity

This is the speed of data processing, transfer, generation, and collection. The content of
the data is constantly changing with the addition of new data and various forms of streamed
data from many sources at varying speed levels. Sequencing technologies have recently
allowed for the production of billions of DNA sequences at low cost; this information is
stored on desktop computers and shared within institutions worldwide.

Veracity

This denotes the accuracy and reliability of the information, the correctness of the
data, quality, and data governance. This particular attribute is completely dependent on
the data source.

1.4. Growth of BD

There has recently been a huge shift in the volume and speed of the data, beyond
the comprehension of human minds. In 2013, the total volume of data in the world
was estimated at 4.4 Zettabytes. This volume experienced an enormous increase, up to
44 Zettabytes by 2020. Although there has been a steady rise in technology, at present, it is
not easy to analyse such enormous data. The demand for analysis of large data sets has
paved the way for the rise of BD over the past decade. Data analytics, data analysis, and
BD originate from the long-standing database management domain, which is completely
dependent on the extraction, storage, and optimisation methods that are usually used
for data stored in RDBMSs. Since the early 20th century, the internet has offered unique
data analysis and data collection opportunities [17]. With the expansion of web traffic and
online stores, companies such as Amazon, Yahoo, and eBay began analysing customer
behaviours by investigating their clicking rates and tracking customer locations through
their IP addresses, revealing a new world of possibilities. In addition, HTTP-based web
traffic has increased the volume of unstructured and semi-structured data. To analyse these
data, organisations require new approaches and solutions for storage issues, in order to
investigate these new data efficiently.
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1.5. Development of BD in the Medical Sector

There has been a constant increase in the demand for solutions regarding efficient
analytical tools. This trend has also been noticed with regard to analysing large volumes of
data. Organisations and institutions are searching for approaches to make use of the power
of BD to enhance their competitive advantage, decision making, or business performance.
BD provides potential solutions for private and public organisations; however, regarding
outcomes, the practical employment of BD in various kinds of organisations requires
domain-level adoption and re-structuring. Specifically, the healthcare industry has started
shifting from a disease-centred to a patient-centred model, which is applicable in value-
based healthcare delivery systems. To meet the demand and provide efficient patient-
centred care, it is important to address and investigate a large amount of data from the
healthcare sector. Many issues arise when healthcare data are considered. Healthcare has
always produced large amounts of data. In addition, the introduction of electronic medical
records and the large amount of data collected by different sensors or the data that the
patients generate through social media has created many data streams. The appropriate
use of such data can enable healthcare organisations to support clinical decision-making,
public health management, and disease surveillance [18].

Classification provides a significant approach for bringing intelligence to medical data.
Due to the simplicity of the kNN classification algorithm, it has been widely employed in
several sectors. However, when the sample size is large and the features of the attributes
are large, the effectiveness of the kNN algorithm will be reduced. A study [19] has pro-
posed a novel kNN algorithm and compared it with the other existing kNN algorithms. In
particular, the classification was made in the query instance neighbourhood of the existing
kNN classifiers, and weights were allocated to each class. The recommended algorithm
considered the class distribution around the query instance, in order to ensure that the
assigned weights do not impact the outliers. The results of the considered study revealed
that the recommended algorithm could efficiently enhance the effectiveness of the clas-
sification of the kNN algorithm when processing large data sets while maintaining the
classification accuracy of the KNN algorithm, as well as providing better performance
in terms of classification. However, the considered study only researched single-class
classification while, in terms of application, multi-class classification is more popular and
necessary. Additionally, healthcare data typically have a high missing rate, where these
missing fields have been shown to greatly impact the classification results in existing works.

Similarly, another study [20] has developed a BD analytics-enabled transformation
system based on the practice-based view. This revealed the causal relationships among BD
capabilities, benefit dimensions, IT-enabled business values, and transformation practices.
This model was then validated in a medical setting, offering a strategic view of BD analy-
sis. Three vital paths for value chains were detected for medical organisations, through
implementing a model that offers practical insights for managers. This study revealed
the important elements and links for understanding the transformation of BD. One major
limitation of the considered study was the data source. Additionally, better validation
could have been performed by collecting and investigating primary data.

To date, the healthcare sector has not completely utilised the potential of BD. While
the constantly developing academic research on the concepts of BD analytics has been
technically oriented, there is an increasing demand for understanding the strategic implica-
tions of BD. Intending to address this lack, the study [21] has attempted to investigate the
historical development, component functionalities, and architectural design of BD analyt-
ics. They identified 5 BD analytical capabilities from 26 BD implementations, including
unstructured data, analytical capability for pattern, decision support capability, traceability,
and predictive capability. The main limitation of the considered study was that IT adoption
usually lags, when compared with other sectors, which is one of the main reasons why
such cases are difficult to find. Although many cases have been found from various sources,
the majority of cases were detected from vendors.
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Wearable medical tools with sensors continuously generate a large amount of data,
which can be considered as BD, in the form of unstructured and semi-structured data. Due
to the complexity of the data, it is not easy to investigate valuable information that could
help in decision making. Alternately, data security is another major requirement of BD
in the healthcare sector. To address this issue, traditional research [22] has attempted to
recommend novel architectures for implementing IoT, in order to accumulate and process
scalable sensor data for healthcare applications. The recommended architecture consists
of two main frameworks: Grouping and choosing (MC) and metafog redirection (MF-
R) frameworks. MF-R frameworks employ BD technologies such as Apache HBase and
Apache Pig to collect and store the sensor data produced from various sensor devices.

On the other hand, various security frameworks have been studied in the attempt to
build models that combine multi-variate and non-stationary data. The obtained models
utilize a log-normal distribution for the margins with linear trends and peak series [23].

2. Applications of BD

This section briefly reviews the body of related work that is available and indexed by
reliable databases such as SCOPUS and WoS. The keywords used were under the subject
categories of ‘BD’, ‘pharmacology’, ‘toxicology’ and ‘pharmaceutics’.

The employment of BD for safety management in various areas, such as traffic
safety [24], public safety [25], food safety [26], and patient safety [27], has recently been
extensively studied. In addition, the influence of BD on drug discovery and design has
been explored, in terms of future developments of medicine [6]. The core points in the
discussion were the challenges that arise while implementing BD technologies, preserving
the quality and privacy of data sets, and how the industry should adapt to welcome the
BD era. It was concluded that, while BD has a significant impact on the advancement of
pharmaceutical science, there are still many challenges to overcome.

The perspective of BD analytics in adapted medicine, focusing on how it could improve
patient care, has been discussed in [25]. It was emphasised that the advancements in
information technology have made this possible, but challenges remain to be addressed.
BD analytics provide the potential to improve patient care, but more research is required to
make this a reality.

The author in [26] has noted that current in vitro toxicity data could be used to
develop models and tools to help in chemical toxicity research. The core points of the
discussion were that the data are rich in information that can be used to evaluate complex
bioactivities, and that a BD approach is necessary for relevant processing. It was found that
the data are valuable for chemical toxicity research, but more tools need to be developed
to help researchers use it. The pharmaceutical industry is facing a challenge in terms of
productivity, in light of which BD initiatives may provide the insights needed to turn the
industry around [28].

BD and translational medicine have evolved, and disruptive technology is bringing
them together. The evolution of BD and translational medicine has been discussed, as well
as the hindrances in applying BD techniques to translational medicine and the future of
translational medicine. The author concluded that the future of translational medicine is
bright and that the “Complete Health Record” concept will revolutionise the way in which
translational medicine is practised [29]

BD is essential in safety sciences [27], and can be used to find similar substances and
clusters of properties. Moreover, the need for safety BD [30] has been rapidly growing with
constant development, and integration with science and technology has added more life to
safety science research [31].

The author in [27] has sought to better understand the interactions between BD and
Dynamic Simulation Modelling (DSM), as well as how incorporating them could be useful
to healthcare decision-makers. The core points in the discussion were the benefits of BD
and DSM, and how they can be used together to improve healthcare delivery. Integrated
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BD and DSM offer complementary value in healthcare, in terms of addressing complex,
systemic health economics and outcomes questions.

2.1. BD in Toxicology

The rate of data generation associated with toxicology continues to multiply, and the
volume of data that is generated has been growing drastically. This is due to advancements
in software solutions and the chemical-informatics method, which increase the accessibility
of open resources such as biological, chemical, and toxicology data. Thus, the significant
necessity for BD analytics to store and access the data associated with the toxicology
domain has surged. Concerning this aspect, a conventional study [32] has proposed a
machine learning method for raw HRMS-DIA (High-resolution mass spectrometry-Data
independent acquisition) data. They evaluated the machine learning model by training,
validating, and testing on sets of solvents and blood samples containing drugs considered to
be usual in forensic toxicology, with the aim of categorical prediction using a feed-forward
neural network framework. With the application of the employed machine learning
approach, the specificity and sensitivity of the validation process and the test set for the
prediction sample classes were observed to be in a suitable range for routine use in the
laboratory. The study clearly emphasised the efficacy of employment of BD along with
machine learning algorithms.

Probabilistic topic modelling has been used to analyse large-scale genomic data to
uncover hidden patterns; in particular, this method was used to analyse a toxic genomic
data set, and it was found that patterns related to the impact of doses and time points of
treatment could be identified. The authors concluded that this method can reduce animal
use in research [33].

A better understanding of how BD helps to delineate personalised approaches in
severe mental illness and the provision of a quantitative synthesis of BD approaches for
metabolomics in severe mental illness is necessary [34]. Notably, BD has the potential to
improve our understanding of the developmental trajectories of mental disorders.

The considered existing research has used broad data utilized in clinical studies con-
ducted from the perspectives of neurology, tumours, cardiovascular disease, psychiatric
diseases, and other implementations [35]. Traditional research has emphasized the advan-
tages of BD, in that it enables the study of diseases at the genetic level, thus offering more
valuable treatments than traditional or usual treatments, as well as providing the ability
to discover the evolution trajectory of humans. BD has an optimistic impact on medical
studies, and its growth continues.

2.2. BD in Pharmacology

The implementation of BD in precision medicine has been welcomed. Pharmacog-
enomics—that is, the study of the effect of genes on a person’s reaction to certain drugs—
is within the realm of precision medicine. This new area combines pharmacology and
genomics to improve valid and safe drugs and doses that respond to variations in individual
genes. Precision medicine has a relatively limited role in daily care; however, researchers
expect that this approach will encompass many healthcare sectors in the coming years. In
addition, BD has the potential to facilitate personalised precision medicine [27].

Various analysis techniques [29] and tools are being implemented for genetic/genomic
discovery in pharmacogenomics. However, the BD-related issues faced by pharmacoge-
nomics need to be addressed, in order to maximise the potential in the field. Compared
with applications in IT fields, such as social network analysis, the data sets used for drug
discovery research are relatively small. However, with the development of combinatorial
chemistry synthesis, HTS techniques, and genomics/genetics knowledge, the databases for
drugs and drug candidates are growing rapidly.

New modelling approaches are needed to handle these larger data sets [36]. The exist-
ing research [37] has attempted to investigate the feasibility of BD analysis on 3290 approved
drugs and formulations, for which 1,637,499 adverse events have been recorded in both
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human and animal species for approximately 70 years. A BD technique was utilized in this
study, which is known to be a powerful analytic approach. However, it was revealed that
the principle feasibility of a combined text mining and statistical method also led to numer-
ous pitfalls, such as inadequate arrangement of pre-clinical ontologies and insufficiency of
controlled vocabulary.

A conventional study [27] has attempted to identify the factors associated with the
success of hypertension drug treatment, using BD approaches along with machine learning
methods. As a result, it was disclosed that proton-pump inhibitors (PPIs) and hydrox-
ymethylglutaryl coenzyme (HMGCoA) reductase inhibitors could significantly enhance
the success rate of hypertension. In addition, new machine learning methodologies with
BD have helped in identifying the prominent anti-hypertension therapy by re-generating
medications available for new symptoms.

In a previous study [38], the author has attempted to determine standard methods
that would likely help to increase the usability of (publicly available or privately produced)
biological data. It was identified that data integrity is significant during pre-clinical drug
development, and that investigators should use consistent methods to exploit the functions
of privately and publicly created biological data. The author also emphasised that the
increasing interest in and the interpretation of cross-platform approaches is significant.

BD can be used in paediatric drug [31] development. The use of BD for clinical trial
design, efficiency, and safety of data has been attained in clinical trials. Therefore, exploring
the current opportunities and challenges of BD in future paediatric drug development must
be enriched. Although BD has the potential to play a significant role in paediatric drug
development, and there are still many challenges that need to be addressed.

BD can be used in drug research to determine efficacy and safety signals [39]. The steps
involve data acquisition, extraction, aggregation, analysis, modelling, and interpretation.
BD can leverage and improve clinical decisions at the point of care, uncovering or validating
drug efficacy and safety.

The steps of pharmacogenomics studies, [38] has considered data collection for inter-
pretation and highlighted the bioinformatics aspects that can pose problems. The major
challenges of data processing and analysis can lead to inaccurate results. Therefore, pay-
ing careful attention to these steps is important, in order to avoid mistakes and produce
accurate pharmacogenomics studies.

The author in [40] have discussed the discovery of novel bromodomain BRD4 binders.
It was inferred that public databases are useful for predictive model building, and that
machine learning can allow for the extraction of real knowledge, despite the noise present
in structure-activity data. Therefore, public databases are key assets in drug discovery, and
machine learning plays a significant role in mining real data.

BD has changed the field of drug development [41]. Novel methods for therapeutic
drug discovery, inference of clinical toxicity, candidate drug prioritisation, and machine
learning techniques for drug discovery are becoming familiar. Experts from various plat-
forms should conduct closer collaborations to translate the analysis results for treatment
and prognosis in medical practice [42].

BD is significant for medical use and requires re-thinking, regarding the data storage
infrastructure, the analysis growth, and the associated tools to drive advancements in the
considered field [43]. In addition, BD is undoubtedly important for clinical practice, and
physicians are responsible for developing and using BD to enhance patient care.

Machine learning has been utilized to predict psychiatric outcomes [44] in humans,
where these techniques are more powerful than traditional statistical approaches. The
author also discussed ways to optimise machine-learning techniques in the context of
psychiatric research. BD has transformed natural product research and helped researchers
both ask and answer new questions [45]. The author also highlighted the limitations
regarding our current engagement with large data sets.
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2.3. BD in Pharmaceutics

Clinical behaviours are important in pharmaceutics and life science, as they can be
employed to evaluate whether a particular treatment is efficient and to check whether it
is safe for human beings. In addition, clinical behaviours are costly and time-consuming
to assess, and many clinical traits may fail to be observed during testing; furthermore,
recruiting the right patients is also crucial. The entire trial process is also difficult. With
the assistance of BD analytics, pharmaceutical industries can recruit the right patients
for clinical traits, employing data such as genetic information, the status of the disease,
and personality traits to increase the drug’s success rate. This also helps in precisely
determining the appropriate medicine(s) for treatment and the diagnosis of the considered
disorders, performed using the most related and relevant data along with analysis of
certain characteristics, such as behavioural patterns and genetic makeup. Using this BD,
pharmaceutical companies can design personalized medicines in line with a particular
patient’s genetics and lifestyle.

The construction of medical BD involves not just a simple application and collection of
medical data but, instead, is a complex systematic model. An existing research study [46]
has discussed China’s experience in constructing a regional medical BD ecosystem. The
construction of the medical BD includes several institutions and high-level management,
and cooperation was observed to enhance innovation and effectiveness. Compared with the
construction of infrastructure, it is more time-consuming and challenging to develop proper
data standards, data mining tools, and data integration. Similarly, another traditional
study [47] has attempted to construct a proof-of-concept illustrating that BD approaches
possess the capability to enhance the safety of drug monitoring in hospitals and, as such,
can highly aid pharmaco-vigilance professionals to determine adverse drug events through
data-driven targeted analysis of Drug–Drug Interactions (DDI). They also designed an
automatic DDI detection model based on the treatment of the data and the laboratory
analysis from electronic health records accumulated in a clinical data warehouse. The
research results revealed that the developed DDI model worked effectively and that the
time required for computation was manageable. This developed model can be used for
regular monitoring processes.

Likewise, another traditional paper [48] has attempted to address data quality issues
in electronic patient records using a computerized electronic patient report system with the
abstraction of Map reduce and Apache HIVE of BD technology. The existing research also
attempted to analyse which patients are spending more money, compared to patients with
reduced maps. The data were obtained through a traditional system of Hadoop, through
the functions of extract, transform, and load (ETL). The considered model was observed
to resolve issues related to the use of conventional manual models. Security was also
observed to be improved, as the system demands appropriate authentication for access.
However, the developed model does not seem to send any alert regarding the expiration
dates of drugs. In addition, factors such as assets and security were not included in the
existing system.

The body of work presented in the literature survey indicates the growing importance
and trend towards adapting BD in the fields of pharmacology, toxicology, and pharmaceu-
tics. The existing literature has demonstrated that BD can solve various problems and, so,
the application of BD in these fields needs to be reinforced.

3. Benefits of Big Data

The data associated with the healthcare sector are enormous. They are stored in and
withdrawn from clinics, hospitals, and insurance companies, resulting in the under-use of
resources, data redundancy, and inadequacy. However, stakeholders have increased their
voices and requirements to improve the exploitation and exploration of traditional data.
With the employment of BD:

• Healthcare organizations can construct networks to bring about extensive changes in
the educational field of medicine, practice, and research;
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• the sorting, storage and analysis of patient information can be supported;
• the identification of therapeutic assessments, disease identification and prevention,

surgical planning, and outcome predictions can be enhanced.

With clinical semiology, computer science, advanced imaging, radiology, biochemistry,
and genomics, BD has emerged as a promising tool that can assist in developing a wide
range of technical devices, surgical approaches, pharmacological therapies, and others.

3.1. Economic Benefits

Although well-developed countries spend a large amount of their gross domestic
products on healthcare systems, the expenditures spent may not help to boost health out-
comes. Furthermore, the increases in medical care expenses and health benefits indicate
that additional strategies should be incorporated to enhance the efficiency of healthcare
systems and protect public investments [49]. Despite having the highest healthcare ex-
penditures, the U.S. has reported that it has not increased its life expectancy or last-day
quality of life [50]. There is a rapid increment in relative economic demands, due to the
sharp elevation in the age of the population and increasing chronic diseases. It has been
estimated that the senior population will increase from 14 million to 19 million in 2020 and,
by 2050, it will increase to 40 million. The impact of these demands has been observed
in European regions. By employing BD as a tool for forecasting models, the economy of
the healthcare sector can be improved, in order to develop expenditure projections for
potential medicinal hazards, discover various policies that can assist in resolving intricate
circumstances, and implement the most efficient approaches against various threats. It has
been reported that BD might produce more than 300 billion in savings per year for the U.S.
healthcare sector [50].

3.2. Technological Benefits

Social media and portable devices have become a common source of data collection
and feedback results, due to their familiarity in the present population, closeness, and
portability. In the medicinal sector, physiological sensors and electronic health records
(EHRs) are the main aspects for the follow-up and monitoring of patients. All of these tools
have generated a movement towards the revamping of resources. Thus, the mechanism
to analyse and manage the information should also evolve. This hectic demand may be
met through the use of BD analytics. For example, in hospitals, BD on smartphones can
create an effective tool to forward inspirational and medicinal messages to patients, in
order to enhance their lifestyles and accomplish a prominent treatment that will enhance
their health and welfare [51].

BD has had a significant impact on the advancement of pharmaceutical science, but
there are still many challenges to overcome. Our survey indicated the impact of BD on drug
discovery and design, and allowed for speculation on future developments in the field. The
challenges are related to implementing and maintaining the quality and privacy of data sets,
and how the industry must adapt to welcome the BD era. Especially in the pharmaceutical
industry, the challenges related to BD initiatives could provide the insights needed to turn
the industry around. The anticipated future of BD applications demonstrates their potential
for use in drug discovery to speed up drug manufacturing, improving productivity, drug
performance, drug safety, clinical analysis, clinical study, and drug personalisation in drug
efficacy, as represented in Figure 4.

Drug discovery is expected to be the most benefited field. By using BD, the following
advantages can be achieved: 1. BD can help to identify new drug targets; 2. identifying new
drug candidates; 3. improving the efficiency of drug discovery processes; 4. improving the
accuracy of drug discovery predictions; 5. identifying potential drug interactions; and 6.
identifying adverse drug reactions.

As for drug efficacy and performance, there are many benefits of BD in drug efficacy,
including detecting patterns in large data sets, identifying new drug targets, and improving
the accuracy of predictions regarding how a drug will behave in the body. There are
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also many benefits of BD relating to drug performance. The prime benefit is that BD can
help researchers and doctors to better understand how drugs work and how they can be
improved. BD can also help doctors and patients make more informed decisions about
which drugs to use and how to use them. Additionally, BD can help researchers to identify
new drug targets and develop new drugs quickly and efficiently.

Figure 4. Benefits of BD in Pharmacology, Toxicology and Pharmaceutics.

The benefits of BD in clinical study analysis are as follows: 1. Increased data accuracy,
due to the volume and variety of data sources; 2. faster identification of trends and
correlations; 3. more efficient and effective clinical trial design and execution; 4. better
understanding of patient populations and their needs; and 5. improved decision making,
including more timely and effective interventions.

The benefits of BD in drug safety analysis are as follows: 1. Increased accuracy and
precision in identifying potential safety concerns; 2. earlier detection of potential safety
concerns; 3. more efficient and effective safety surveillance; and 4. better understanding
the safety profiles of drug.

There are many benefits of BD in drug personalisation. The key benefit is that it can
help improve the accuracy of predictions regarding how a particular drug will work in
a particular person. This is because BD can help to improve our understanding of the
complex interactions between drugs and the human body. It can also help identify which
patients are most likely to respond to a particular drug and which patients may experience
adverse effects.

4. Comparative Analysis

Based on the literature survey, Table 1 below presents the domains, the purposes, the
broad areas of application, and the core advantages related to BD.
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Table 1. Summary of BD in Pharmacology, Toxicology and Pharmaceutics.

Purpose Broad Area Core Area

Pharmaceutical science [41]

Highlight the benefit by
capturing the
multi-dimensional
contributions

Quality and privacy of data
sets

Advancement in
pharmaceutical

Biomedicine [43]
Improve patient care through
personalised medicine
programs.

Information technology and
its impact on biomedicine.

Biomedicine to improve
patient care.

Chemical toxicity [34]
Build a modern chemical
toxicity research using
historical data repositories.

Synthesis of bioassays and
biological proteins/receptors.

Complex bioactivity
evaluation

Toxicogenomics [33]
Store and channelise
biological data in biomedical
science.

High-throughput screening
technologies

Explore hidden patterns of
genomic data.

Pharmaceutics [28]

Productivity in the
pharmaceutical industry by
providing insights into
improving output while
reducing costs.

Pharmaceutical industry Productivity

Translational Medicine [29] Understanding the evolution
of Translational Medicine. Alternative methods Translational medicine.

Toxicology [35] Reveal patterns, trends, and
associations of substances. Substances exploration Predict toxic properties.

Health Economics [27]

Informed patient-centred care
and with healthcare
decision-making and
improving healthcare.

Dynamic simulation
modelling (DSM) Synergies

Drug development [39] Identify novel drugs or
repurposed existing drugs. Drug development Personalised precision

medicine

Pharmacogenomics [44]
Identify genetic and genomic
factors for drug treatment
response.

Pharmacogenomics Drug efficacy

Drug efficacy [45] Machine language-based drug
efficacy on patient BD sets. Machine learning techniques Drug performance

Drug discovery [38] Improve pre-clinical drug
discovery and development. Life sciences Data integrity.

Drug efficacy [52] Improve the clinical trial
design and improve safety. Paediatric drug development Clinical trials

Drug Safety and Efficacy [53]
Enhance clinical decisions and
uncover the efficacy and
safety of drugs.

Healthcare Medication safety &
effectiveness.

Pharmacogenomics/
Bioinformatics [54]

Bioinformatics aspects of
pharmacogenomic. Pharmacogenomics BD bioinformatics.

In Silico Mining/
Inhibitor-Predictive
modelling [40]

Find new Bromodomain
BRD4 binders and build
predictive BRD activity
models.

Drug discovery Predictive model building.

Drug development [39]

Therapeutic target discovery,
candidate drug prioritisation,
and inference accuracy
improvement.

Drug development Precision medicine
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Table 1. Cont.

Purpose Broad Area Core Area

Neurocritical Care [55] Improve patient care Healthcare industry Neurocritical care unit

Mental illness [56] Mental illness data analysis
and inference.

Early detection and
intervention strategies Personalised approaches

Biomedicine [57]
Study human origins and
migration and develop better
treatments for diseases.

Medical industry BD in medical research.

Psychiatry [58]
Uncover psychiatric disorders
based on pathophysiological
data

Machine learning Deep learning

Natural products [59] To enable discoveries that
were impossible before. Natural product sciences. Natural product sciences.

5. Critical Analysis

The critical analysis was conducted with the aim of tracing which particular field has
implemented BD. The results of the critical analysis are graphically represented in Figure 5.

Figure 5. Analysis of BD implementation in Pharmacology, Toxicology and Pharmaceutics.

From Figure 5, it is clear that the pharmacology sector is observed to employ BD
more than the other two fields. This is because this sector produces more data while
developing drugs for the identified chronic diseases. Additionally, through extensive
research, it has been found that very few researchers have attempted to conduct research on
the implementations of BD in the considered fields. Therefore, it might be more beneficial
for the medicinal community to have investigators attempt to execute research regarding
the technical implementation of BD in the drug development sector.

6. Limitations of BD

The limitations of BD include cases where the quality of the data is compromised and
when the users fail to utilise BD analytics approaches correctly. In addition, certain other
limitations are discussed in this section.

The main limitation of BD is mostly associated with the quality of data. The main
determinant of this aspect is completely dependent on the source of the data. In addition,
the management and storage of data also play a vital role in the characteristics of the
data. Some significant features regarding data quality are data completeness, accuracy,
and adequacy. The modification of these features may pose a threat to users, especially



Big Data Cogn. Comput. 2022, 6, 161 16 of 19

when using BD, as it can endanger the integrity of the associated results of the analysis [51].
Thus, BD is said to return inaccurate results due to corruption of the quality of the data,
resulting from the generation of false assumptions. These false assumptions might produce
weak knowledge with large errors. This does not result only from the data quality, but
also the data selection approach and the sample size. Large data sets with a high number
of attributes can enable statistically significant results to be obtained; however, on the
other hand, due to the huge data size, users may choose data arbitrarily while neglecting
information regarding the data representativeness, resulting in selection bias. In both cases,
the results and the accuracy of a BD-based approach might be compromised [51].

These aforementioned limitations also involve the user. It is significant to understand
when to implement BD to resolve certain issues. Users should be well-aware of the features
of the data and perceive compatibility among the data sets to obtain an appropriate and
beneficial analysis, and should be well-aware of the underlying difficulties that arise when
data are compared within domains without similar features and attributes [60]. To correctly
utilise BD analytics, the main objectives and implementation results should be understood
a priori. Additionally, users should educate themselves, in order to understand the possible
mechanism(s) behind the researched phenomenon or object, in order to hypothesise the
possible results. Finally, they should estimate the outcomes with the presumed objective
at the initial step. If the users neglect or commit any mistakes in the steps above, the BD
mechanism will likely produce erroneous results [60].

Table 2. Challenges and future directions.

BD Impacting Domain Benefits Challenges

Drug discovery

• Identify new drug targets •
Identify new drug candidates
• Efficiency of drug discovery
processes • Drug discovery
predictions • Potential drug
interactions • Adverse drug
reactions

• BD initiative process •
Privacy protection of data sets
• Data governance • Regional
data compliance law • Data
storage • Data security • Data
sharing • Data collaboration

Drug efficacy & performance

• Detect patterns in large
datasets • Identify new drug
targets • Accuracy of
predictions • How drugs work
• Informed decisions • Faster
development of new drugs

• General Data Protection
Regulation • Data capturing
process • Data protection •
Data analytics • Data
digitisation process • Data
exploration and navigation

Clinical study analysis

• Increased accuracy •
Identification of safety
concerns • Effective safety
surveillance • The safety
profile of a drug

• Data authenticity • Identity
governance • Human errors •
Data maintenance • Data
interpretation techniques

Drug safety analysis

• Increased accuracy and
precision • Detection of safety
concerns • Efficient safety
surveillance • Understanding
the profile of a drug

• Data transformation • Data
benchmark • Data trend &
pattern development

Drug personalisation

• Understanding human &
drug interactions • Identify
the patient’s response to drug
• Equivalent risk of adverse
effects

• Real-time data inference •
Real-time Data collection
infrastructure • Real-time
pre-processing algorithms •
Real-time mining and
extraction
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Based on the summary presented in Table 2, future research lines to address the
existing challenges may be gleaned to take the domain in new directions, helping to
advance the considered fields and, thereby, indirectly helping to better humankind.

7. Conclusions and Discussion

The pharmaceutical industry is facing a challenge in productivity, and BD initiatives
may provide the insights necessary to turn the industry around. Considering this, the
present study detailed a substantial attempt to review the existing literature regarding
the implementation of BD in the pharmacology, pharmaceutics, and toxicology sectors.
The pharmacology, toxicology, and pharmaceutics fields are still in the early stage of BD
adoption. Additionally, according to the critical analysis, the pharmacology sector has
employed BD more than the other two sectors. Based on our survey, the key inferences
were as follows: first, BD can help researchers better understand the effects of drugs and
other chemicals on the human body, which can help to improve the safety and efficacy of
drugs and other chemicals; second, BD can help to improve the accuracy of predictions re-
garding the effects of drugs and chemicals, which can improve safety in drug development
and help to avoid potential adverse drug interactions; finally, BD can help improve our
understanding of how the body metabolises drugs and other chemicals, which can improve
the safety and efficacy of drugs and other chemicals. The domains considered in our survey
are ultimately necessary for humanity, and BD may significantly impact the betterment of
these domains. BD has revolutionary potential, providing new ways to understand and
predict the effects of drugs. However, BD in this domain also poses new challenges, which
should be taken up as key research problems. Despite these challenges, in the future, BD
will likely play an important role in pharmacology, toxicology, and pharmaceutics, critically
helping to improve drug safety and efficacy.
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