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Abstract: This paper proposes a solution to the transfer problem between blockchain-based heteroge-
neous cryptocurrencies and CBDCs, with research derived from an analysis of the existing literature.
Interoperability between heterogeneous blockchains has been an obstacle to service diversity and
user convenience. Many types of cryptocurrencies are currently trading on the market, and many
countries are researching and testing central bank digital currencies (CBDCs). In this paper, existing
interoperability studies and solutions between heterogeneous blockchains and differences from
the proposed service model are described. To enhance digital financial services and improve user
convenience, transfer between heterogeneous cryptocurrencies, transfer between heterogeneous
CBDCs, and transfer between cryptocurrency and CBDC should be required. This paper proposes an
interoperable architecture between heterogeneous blockchains, and a decentralized peer-to-peer (P2P)
service model based on the interoperable architecture for transferring between blockchain-based
heterogeneous cryptocurrencies and CBDCs. Security threats to the proposed service model are
identified and security requirements to prevent the identified security threats are specified. The
mentioned security threats and security requirements should be considered when implementing the
proposed service model.

Keywords: blockchain; cryptocurrency; central bank digital currency; virtual asset; transfer; payment;
blockchain interoperability; decentralized finance

1. Introduction

About ten thousand cryptocurrencies are being traded on cryptocurrency exchanges [1],
and about one hundred countries are exploring central bank digital currencies (CBDCs)
in one form or another. For example, some countries are researching, some are testing,
and some have already distributed CBDCs to the public [2-4]. To enhance digital financial
services and improve user convenience, transfer between heterogeneous cryptocurrencies,
transfer between heterogeneous CBDCs, and further transfer between cryptocurrency and
CBDC should be required.

However, due to the lack of interoperability between heterogeneous blockchains, there
is a problem related to the transfer between blockchain-based heterogeneous cryptocurren-
cies (e.g., Bitcoin [5], Ether [6], etc.) and CBDCs (e.g., US CBDC, UK CDBC, Korean CBDC,
Chinese CBDC, etc.). For example, it is difficult to transfer between a Bitcoin wallet and an
Ether wallet, between a US CBDC wallet and a Korean CBDC wallet, or between a Bitcoin
wallet and a US CBDC wallet. Existing studies to address the lack of interoperability be-
tween heterogeneous blockchains have progressed towards centralized architectures where
intermediaries handle ledger data sharing between blockchains. The sharing of ledger data
that records the transaction history of cryptocurrencies and CBDCs is an essential operation
for the interoperability between heterogeneous blockchains.
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This paper proposes a decentralized peer-to-peer (P2P) service model for transferring
between blockchain-based heterogeneous cryptocurrencies and CBDCs. The proposed
service model provides a solution for transferring between blockchain-based heterogeneous
cryptocurrencies and CBDCs without centralized intermediaries, such as cryptocurrency
exchanges, banks, transfer service providers, and so on.

The contribution of this paper is as follows: to the best of our knowledge, there has
been no previous study on a decentralized P2P service model for transferring between
blockchain-based heterogeneous cryptocurrencies and CBDCs, and the proposed service
model, based on an interoperable architecture that shares ledger data without intermedi-
aries between heterogeneous blockchains, provides a solution for transferring between
blockchain-based heterogeneous cryptocurrencies and CBDCs. The proposed decentralized
P2P service model improves user convenience and ledger data security compared to the
existing centralized service model.

This paper is organized into the following sections. Section 1 introduces cryptocur-
rency market trends and CBDC-related activities. Section 2 proposes an interoperable ar-
chitecture to share ledger data without intermediaries between heterogeneous blockchains.
Section 3 describes related studies including a problem with the transfer between blockchain-
based heterogeneous cryptocurrencies and CBDCs. Section 4 proposes a decentralized P2P
transfer service model to solve the problem identified in Section 3. Section 5 identifies secu-
rity threats to the proposed service model and specifies security requirements to counter
those security threats. Section 6 discusses the results and concludes the paper.

2. Interoperable Architecture between Heterogeneous Blockchains

This section proposes an interoperable architecture to share ledger data without inter-
mediaries between heterogeneous blockchains. Interoperability between heterogeneous
blockchains should be required to transfer between blockchain-based heterogeneous cryp-
tocurrencies and CBDCs.

The proposed interoperable architecture is based on the proposed service model in
Section 4 for sharing ledger data between heterogeneous blockchains. The proposed in-
teroperable architecture is a decentralized architecture without intermediaries, whereas
existing interoperable architectures, such as the inter-blockchain communication (IBC) pro-
tocol and the heterogeneous multi-chain framework described in Section 3.2, are centralized
architectures with intermediaries.

In Figure 1, the blockchain-based interoperable management system (BIMS) maintains
the registered information of blockchains and distributes common operations (COPs) to
the contact nodes running on the blockchains. The BIMS does not store and maintain the
ledger data from blockchain-1 and blockchain-2. Blockchain-1 and blockchain-2 can directly
share ledger structure and ledger data through contact node-1 and contact node-2. The
registered information of the blockchains includes the names of the blockchains, names
of the consensus algorithms, names of the cryptocurrencies, IP addresses of the contact
nodes, and more. The contact nodes running on the heterogeneous blockchains share data
between the heterogeneous blockchains by common operations.
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Figure 1. The interoperable architecture between heterogeneous blockchains.

The common operations are described as follows:

(COP-1) Identification and authentication: operation for mutual identification and
authentication between heterogeneous blockchains;

(COP-2) Requesting ledger structures: operation to request the ledger structures of
other blockchains;

(COP-3) Responding with ledger structure: operation to provide the ledger structure of
one’s own blockchain in response to operation ‘(COP-2) Requesting ledger structures’;
(COP-4) Requesting ledger data: operation to request ledger data from other blockchains;
(COP-5) Responding with ledger data: operation to provide the ledger data of one’s
own blockchain in response to operation ‘(COP-4) Requesting ledger data’;

(COP-6) Transforming ledger data: operation of converting (e.g., processing, com-
bining, etc.) ledger data provided from other blockchains according to the ledger
structure and data format of one’s own blockchain;

(COP-7) Adding ledger data: operation to add the data converted (e.g., processed,
combined, etc.) by operation ‘(COP-6) Transforming ledger data’ to the ledger of one’s
own blockchain;

(COP-8) Removing ledger data: operation to delete ledger data provided from other
blockchains.

In Figure 2, the ledger data sharing process based on the interoperable architecture

between heterogeneous blockchains is described as follows:

1.

w

Contact node-1 and contact node-2 register the information (e.g., the names of
blockchains, names of the consensus algorithms, names of the cryptocurrencies, the IP
addresses of the contact nodes, etc.) of blockchain-1 and blockchain-2 with the BIMS;
BIMS distributes the common operations to contact node-1 and contact node-2;
Contact node-1 and contact node-2 identify and authenticate each other by COP-1;
Contact node-1 requests contact node-2 for the ledger structure of blockchain-2 by the
COP-2;

Blockchain-2 provides its own ledger structure to contact node-2;

Contact node-2 responds to contact node-1 with the ledger structure of blockchain-2
by COP-3;

Contact node-1 requests contact node-2 for the ledger data of blockchain-2 by COP-4;
Blockchain-2 provides its own ledger data to contact node-2;

Contact node-2 responds to contact node-1 with the ledger data of blockchain-2 by
COP-5;
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10. Contact node-1 transforms the ledger data of blockchain-2 by COP-6, and then contact
node-1 stores the transformed ledger data to blockchain-1 by COP-7. Contact node-1
removes the transformed ledger data and the ledger data of blockchain-2 by COP-8.
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Figure 2. The ledger data sharing process based on the interoperable architecture between heteroge-
neous blockchains.

3. Related Studies

This section describes the problem with the transfer between blockchain-based hetero-
geneous cryptocurrencies and CBDCs and examines other studies related to the problem.

3.1. Problem with the Transfer between Blockchain-Based Heterogeneous Cryptocurrencies
and CBDCs

It is easy for users to transfer cryptocurrencies within the same blockchain (e.g.,
Bitcoin blockchain [7], etc.). For example, when an originator with a Bitcoin wallet wants
to transfer to a beneficiary with a Bitcoin wallet, the originator can easily transfer Bitcoins
to the beneficiary using the beneficiary’s wallet addresses within the Bitcoin blockchain.

However, it is difficult for users to transfer cryptocurrencies between heterogeneous
blockchains (e.g., a transfer between Bitcoin blockchain and Ethereum, etc.). For example,
when an originator with a Bitcoin wallet wants to transfer to a beneficiary with an Ether
wallet, the originator cannot transfer Bitcoins to the beneficiary using the beneficiary’s
wallet addresses within the Ethereum. This problem is due to the lack of interoperability
between heterogeneous blockchains. Due to the nature of blockchain, transfer between
blockchain-based heterogeneous CBDCs has the same problem as cryptocurrency. Addi-
tionally, transfer between blockchain-based cryptocurrencies and CBDCs encounters the
same problem.

3.2. Other Approaches for the Transfer between Blockchain-Based Heterogeneous Cryptocurrencies
and CBDCs

Several organizations and studies have made proposals to solve the problem men-
tioned in Section 3.1, but their proposals differ from the proposed service model in terms of
concept and concreteness.
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The inter-blockchain communication (IBC) protocol is proposed in [8]. The Cosmos is
a network of independent parallel blockchains with a Tendermint [9] consensus algorithm,
such as the practical byzantine fault tolerance (PBFT [10]) consensus algorithm. The
Cosmos Hub will be the first blockchain in the Cosmos network. Many other blockchains
are connected by the Cosmos Hub using the IBC protocol. The Cosmos Hub can track
many token types and record the total number of tokens for each connected blockchain.
All inter-blockchain coin transfers go through the Cosmos Hub, allowing tokens to be
transferred from one blockchain to another without a liquid exchange between blockchains.
The Cosmos Hub is an intermediary that connects heterogeneous blockchains.

The heterogeneous multi-chain framework Polkadot is proposed in [11]. Polkadot
is a sharded blockchain, meaning it connects several blockchains together in a single
network, allowing them to process transactions in parallel and exchange data between
blockchains [12]. Polkadot allows any type of data to be sent between any type of
blockchains [12]. Polkadot is an intermediary connecting heterogeneous blockchains,
which is very similar to the Cosmos Hub.

The hub-and-spoke payment route called universal payment channels (UPC) is pro-
posed in [13]. UPC can be used to support digital currency transfers of funds across
different networks through payment channels. UPC hub can be useful in the context of
CBDCs to support cross-border payment flows between CBDCs that may run on different
blockchains [13]. UPC hub can also play an important role between private stablecoins [14]
and public CBDCs by providing permissioned access for whitelisted stablecoins to be
interoperable with CBDCs. The UPC hub concept that emerged would connect different
blockchains by establishing dedicated payment channels between them—whether that
means connecting CBDC blockchains between countries or connecting CBDC blockchains
with vetted private stablecoin blockchains [15]. UPC hub is an intermediary that connects
heterogeneous blockchains for CBDCs and stablecoins.

The blockchain implementation method for interoperability between CBDCs is pro-
posed in [16]. This paper focuses on a blockchain system and management method, based
on the ISO/IEC 11179 metadata registries (MDR) [17], for exchanges between CBDCs that
records transactions between registered CBDCs. Furthermore, this paper describes imple-
menting the blockchain system and experiment with the operation method, measuring the
block generation time of blockchains using the proposed method.

The blockchain interoperability towards a sustainable payment system is proposed
in [18]. This paper investigates different blockchain interoperability approaches, including
industrial solutions, categorizing them, identifying the key mechanisms used, and listing
several example projects for each category. As examples of the underlying technologies for
cross-blockchain transactions, this paper describes the notary schemes such as centralized
cryptocurrency exchanges (e.g., Coinbase [19], Binance [20], etc.), the sidechain-based
solutions, the blockchain routers, the hashed time locks, and the industrial solutions (e.g.,
Cosmos Hub [8], Polkadot [11], etc.).

The formation and development of Von Hayek’s theory of private money is analyzed
in [21]. This paper concludes that when the national currency is replaced by digital currency,
due to the international nature of digital currencies, both developing and developed
economies will be vulnerable to ‘digital dollarisation’. Moreover, this paper describes
how governments can ask central banks to use a CBDC, which is preferable to a national
currency for forecasting, computation, and accounting.

The main objective of this paper is to propose an interoperable architecture between
heterogeneous blockchains without intermediaries, and a new decentralized P2P transfer
service model based on the proposed interoperable architecture between blockchain-based
heterogeneous cryptocurrencies and CBDCs.
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4. Decentralized P2P Transfer Service Model and the Service Scenarios

This section proposes a decentralized P2P service model based on an interoperable
architecture for transferring between blockchain-based heterogeneous cryptocurrencies
and CBDCs to solve the transfer problem mentioned in Section 3.1.

4.1. Service Model

The decentralized P2P service model, based on the interoperable architecture for trans-
ferring between blockchain-based heterogeneous cryptocurrencies and CBDCs, includes
transfer between cryptocurrencies, transfer between cryptocurrency and CBDC, and trans-
fer between CBDCs. In the proposed service model, the transfer agent is an entity that
receives cryptocurrency and CBDC from the originator and sends another cryptocurrency
and CBDC to the beneficiary. Any entity can be a candidate for the transfer agent.

In Figure 3, cryptocurrency-1 (e.g., Bitcoin) is transferred from the originator’s wallet
to the transfer agent’s wallet-1 on blockchain-1. Contact node-1, running on blockchain-1,
directly provides the ledger data for the transfer of cryptocurrency-1 to contact node-2,
running on blockchain-2, without any intermediaries (see Figure 2). Cryptocurrency-2
(e.g., Ether) is transferred from the transfer agent’s wallet-2 to the beneficiary’s wallet on
blockchain-2.

In Figure 4, cryptocurrency-1 (e.g., Bitcoin) is transferred from the originator’s wallet
to the transfer agent’s wallet-1 on blockchain-1. Contact node-1, running on blockchain-1,
directly provides the ledger data for the transfer of cryptocurrency-1 to contact node-2,
running on blockchain-2, without any intermediaries (see Figure 2). CBDC-1 (e.g., Korean
CBDC) is transferred from the transfer agent’s wallet-2 to the beneficiary’s wallet on
blockchain-2.
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//// _‘ Originatoy. \\\ //// |Beneficiary. -— \\\
Il t@ Il t@

//// == \\\\ Providing the ledger data for //// b \\\\
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Figure 3. The service model for the transfer between cryptocurrency-1 and cryptocurrency-2.
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In Figure 5, CBDC-1 (e.g., Korean CBDC) is transferred from the originator’s wallet
to the transfer agent’s wallet-1 on blockchain-1. Contact node-1, running on blockchain-1,
directly provides the ledger data for the transfer of CBDC-1 to contact node-2, running
on blockchain-2, without any intermediaries (see Figure 2). CBDC-2 (e.g., US CBDC) is
transferred from the transfer agent’s wallet-2 to the beneficiary’s wallet on blockchain-2.

The key features of BIMS are included in Figures 3-5. BIMS registers and maintains the
information of the blockchains (e.g., the names of the blockchains, names of the consensus
algorithms, names of the cryptocurrencies, IP addresses of the contact nodes, etc.), and
distributes common operations (COPs) to the contact nodes running on the registered
blockchains. The transfer agents are elected by a consensus algorithm. The transfer records
are stored and maintained.
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Figure 5. The service model for the transfer between CBDC-1 and CBDC-2.
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4.2. Service Scenarios and Data Flow

The service scenarios include the transfer between cryptocurrency-1 and cryptocurrency-

2, the transfer between cryptocurrency-1 and CBDC-1, and the transfer between CBDC-1
and CBDC-2. The service scenario for the transfer between cryptocurrency-1 and CBDC-1
and the service scenario for the transfer between CBDC-1 and CBDC-2 are very similar to
the service scenario for the transfer between cryptocurrency-1 and cryptocurrency-2.

In Figure 6, the service scenario for the transfer between the cryptocurrency-1 and

cryptocurrency-2 is describes as follows:

1.

2.

BIMS elects transfer agents with wallets on blockchain-1 and blockchain-2 by a con-
sensus algorithm;

Cryptocurrency-1 is transferred from the originator’s wallet to the transfer agent’s
wallet on blockchain-1. In the transfer between CBDC-1 and CBDC-2, CBDC-1 is
transferred from the originator’s wallet to the transfer agent’s wallet on blockchain-1.
This process is performed by the originator;

The ledger for the cryptocurrency-1 transfer from the originator’s wallet to the transfer
agent’s wallet is stored in the blockchain-1. The ledger data include the transfer date,
the originator’s wallet address, the transfer agent’s wallet address, cryptocurrency-1
amount, and the fee amount for blockchain-1. In the transfer between CBDC-1 and
CBDC-2, the ledger for the CBDC-1 transfer from the originator’s wallet to the transfer
agent’s wallet is stored in blockchain-1. The ledger data include the transfer date, the
originator’s wallet address, the transfer agent’s wallet address, CBDC-1 amount, and
the fee amount for blockchain-1;

The record for the cryptocurrency-1 transfer from the originator’s wallet to the transfer
agent’s wallet is stored in BIMS. Examples of the record data include the transfer
date, the originator’s wallet address, the beneficiary’s wallet address, the amount of
cryptocurrency-1, the fee amount for blockchain-1, and the fee amount for the transfer
agent of blockchain-1. In the transfer between CBDC-1 and CBDC-2, the record for the
CBDC-1 transfer from the originator’s wallet to the transfer agent’s wallet is stored in
BIMS. Examples of the record data include the transfer date, the originator’s wallet
address, the beneficiary’s wallet address, the amount of CBDC-1, the fee amount for
blockchain-1, and the fee amount for the transfer agent of blockchain-1;

Contact node-1, running on blockchain-1, directly provides the ledger data to contact
node-2, running on blockchain-2, without any intermediaries. The ledger data are
for the cryptocurrency-1 transfer from the originator’s wallet to the transfer agent’s
wallet on blockchain-1. In the transfer between CBDC-1 and CBDC-2, the ledger data
are for the CBDC-1 transfer from the originator’s wallet to the transfer agent’s wallet
on blockchain-1;

Cryptocurrency-2 equal to the amount of cryptocurrency-1 is transferred from the
transfer agent’s wallet to the beneficiary’s wallet on blockchain-2. In the transfer
between CBDC-1 and CBDC-2, CBDC-2 equal to the amount of CBDC-1 is transferred
from the transfer agent’s wallet to the beneficiary’s wallet on blockchain-2. In the
transfer between cryptocurrency-1 and CBDC-1, CBDC-1 equal to the amount of
cryptocurrency-1 is transferred from the transfer agent’s wallet to the beneficiary’s
wallet on blockchain-2. This process is performed by the transfer agent or an applica-
tion that can use the transfer agent’s private key;

The ledger for the cryptocurrency-2 transfer from the transfer agent’s wallet to the
beneficiary’s wallet is stored in blockchain-2. For example, the ledger data include
the transfer date, the transfer agent’s wallet address, the beneficiary’s wallet address,
the cryptocurrency-2 amount, and the fee amount for blockchain-2. In the transfer
between CBDC-1 and CBDC-2, the ledger for the CBDC-2 transfer from the transfer
agent’s wallet to the beneficiary’s wallet is stored in blockchain-2. Examples of ledger
data include the transfer date, the transfer agent’s wallet address, the beneficiary’s
wallet address, the CBDC-2 amount, and the fee amount for the blockchain-2. In the
transfer between cryptocurrency-1 and CBDC-1, the ledger for the CBDC-1 transfer
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from the transfer agent’s wallet to the beneficiary’s wallet is stored in blockchain-2.
For example, the ledger data include the transfer date, the transfer agent’s wallet
address, the beneficiary’s wallet address, the CBDC-1 amount, and the fee amount for
the blockchain-2;

8.  The record for the cryptocurrency-2 transfer from the transfer agent’s wallet to the
beneficiary’s wallet is stored in BIMS. Examples of the record data include the trans-
fer date, the transfer agent’s wallet address, the beneficiary’s wallet address, the
cryptocurrency-2 amount, the fee amount for the blockchain-2, and the fee amount
for the transfer agent of blockchain-2. In the transfer between CBDC-1 and CBDC-2,
the record for the CBDC-2 transfer from the transfer agent’s wallet to the beneficiary’s
wallet is stored in BIMS. Examples of the record data include the transfer date, the
transfer agent’s wallet address, the beneficiary’s wallet address, the CBDC-2 amount,
the fee amount for the blockchain-2, and the fee amount for the transfer agent of the
blockchain-2. In the transfer between cryptocurrency-1 and CBDC-1, the record for the
CBDC-1 transfer from the transfer agent’s wallet to the beneficiary’s wallet is stored
in BIMS. Examples of the record data include the transfer date, the transfer agent’s
wallet address, the beneficiary’s wallet address, the CBDC-1 amount, the fee amount
for the blockchain-2, and the fee amount for the transfer agent of blockchain-2.

[

Blockchain-1 Originator's Transfer agent's Transfer agent’s Beneficiary’s Blockchain-2
with contact wallet on the wallet on the BIMS wallet on wallet on the with contact
node-1 blockchain-1 blockchain-1 the blockchain-2 blockchain-2 node-2

1. Election of X
transfer agent 1. Election of
- transfer agent
2. Transfer of
3. Storing cryptocurrency-1
the ledger for o _
the transfer of 4. Storing
cryptocurrency-1 the record for

< the transfer of
cryptocurrency-1

5. Providing thle ledger data for the cryptocurrency-1 transfer from originator’s wallet to trgnsfer agent’s wallet on fhe blockchain-1

6. Transfer of
cryptocurrency-2
equal to the amount
of cryptocurrency-1

8. Storing 7. Storing the Igdger for

the record for the transfer of crygtocurrency-2
the transfer of

cryptocurrency-2

Figure 6. The service scenario for the transfer between the cryptocurrency-1 and cryptocurrency-2.

5. Security Threats and Requirements

Security threats (STs) to the proposed service model for the transfer between cryp-
tocurrencies and CBDCs are identified and security requirements (SRs) countering the
security threats are specified in this section.

5.1. Security Threats

Security threats to the proposed service model for the transfer between blockchain-
based heterogeneous cryptocurrencies and CBDCs are identified as follows:

e  (ST-1) Breach of contract by originator’s transfer agents: If the originator’s transfer
agents and the beneficiary’s transfer agents are not the same entity (for example, see
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Figure 3), the originator’s transfer agents may not pay the transfer amount exclud-
ing the transfer fee to the beneficiary’s transfer agents. This threat may lead to the
beneficiary’s transfer agents not transferring the cryptocurrencies and CBDCs to the
beneficiary. As a result, the transfer between cryptocurrencies and CBDCs will fail;
(ST-2) Ledger data leakage during transmission between contact nodes: The ledger
data can be leaked during transmission between the contact nodes running on hetero-
geneous blockchains. The leaked ledger data can be misused to steal cryptocurrencies
and CBDCs;

(ST-3) Massive ledger data leakage from blockchains: The massive ledger data can
be leaked from blockchains registered with BIMS. The contact nodes running on
blockchains which is registered with BIMS can request massive ledger data from the
contact nodes running on other blockchains registered with BIMS. The leaked massive
ledger data can be misused to track cryptocurrencies and CBDCs transfers. This threat
can cause privacy issues related to the originators and beneficiaries;

(ST-4) Monopoly by specific transfer agents: The transfer between cryptocurrencies
and CBDCs can be monopolized by specific transfer agents. This threat can allow
transfer agents that monopolize transfers to control transfers between cryptocurrencies
and CBDCs. Ultimately, this threat can force the originators and beneficiaries to pay
higher transfer fees;

(ST-5) Data request by unauthorized blockchains: The contact nodes running on a
blockchain which is not registered with BIMS can request ledger data from the contact
nodes running on a blockchain registered with BIMS. The ledger data obtained from
the blockchains registered with BIMS can be misused to steal cryptocurrencies and
CBDCs.

The security threats are specific to the proposed service model for the transfer between

cryptocurrencies and CBDCs, not to the general IT services.

5.2. Security Requirements

Security requirements countering the security threats identified in Section 5.1 are

specified as follows:

(SR-1) Stablecoin deposit: The proposed service model should allow the originator’s
transfer agents to deposit stablecoins equal to the amount of transfer prior to the trans-
fer. As soon as the transfer from the originator’s wallet to the transfer agent’s wallet
occurs, the stablecoins are automatically held in escrow by the smart contract [22,23]
for the beneficiary’s transfer agents. The smart contract runs on blockchains for
stablecoins, such as Tether coin (USDT) on Ethereum;

(SR-2) Data encryption in transmission: The proposed service model should provide
safe cryptographic protocol (e.g., TLS) [24,25] to prevent ledger data leakage during
transmission between the contact nodes running on heterogeneous blockchains. The
ledger data should be protected with the cryptographic protocol in the transmission;
(SR-3) Minimization of the amount of retrieved ledger data: The proposed service
model should allow the contact nodes to minimize the amount of ledger data retrieved
from the blockchains. More specifically, this can be implemented by narrowing the
query conditions to seek ledger data;

(SR-4) Election of transfer agents by a consensus algorithm: The proposed service
model should elect the transfer agents by a consensus algorithm prior to the transfer.
The elected originator’s transfer agent and beneficiary’s transfer agent may or may
not be the same. Depending on the type of transfer (e.g., transfer between Bitcoin and
Ether, transfer between Bitcoin and Korean CBDC, transfer between Korean CBDC and
US CBDC, etc.), the transfer agents should be elected in consideration of the transfer
agent’s properties (e.g., wallet type, stablecoin deposit amount, transfer fee, etc.);
(SR-5) Identification and authentication between the contact nodes: The proposed
service model should provide an identification and authentication mechanism between



Big Data Cogn. Comput. 2022, 6, 159

110f13

contact nodes. The contact nodes running on heterogeneous blockchains should
identify and authenticate each other before sharing ledger data.

In Table 1, SR-1 (stablecoin deposit) can prevent ST-1 (breach of contract by originator’s
transfer agents). This means that if the originator’s transfer agent does not pay the transfer
amount, excluding the transfer fee to the beneficiary’s transfer agent, the stablecoins
deposited by the originator’s transfer agent are automatically paid to the beneficiary’s
transfer agent by the smart contract. SR-2 (data encryption in transmission) can prevent
ST-2 (ledger data leakage during transmission between contact nodes). This means that
although the ledger data are leaked during transmission between the contact nodes running
on heterogeneous blockchains, it is difficult to use the leaked ledger data encrypted with
a cryptographic algorithm. SR-3 (minimization of the amount of retrieved ledger data)
can prevent ST-3 (massive ledger data leakage from blockchains). This means that it
is possible to prevent leakage of massive ledger data from blockchains by narrowing
down the query conditions to seek ledger data in the contact nodes. SR-4 (election of
transfer agents by a consensus algorithm) can prevent the ST-4 (monopoly by specific
transfer agents). This means that the monopoly of specific transfer agents can be prevented
by electing transfer agents based on the consensus algorithm for each transfer. SR-5
(identification and authentication between the contact nodes) can prevent ST-5 (data request
by unauthorized blockchains). This means that the contact nodes running on blockchains
which are not registered with BIMS cannot request ledger data from the contact nodes
running on blockchains registered with BIMS, in accordance with the results of mutual
authentication between contact nodes.

Table 1. Relationship between security threats and security requirements.

SR-5

SR-3 SR-4 (Identification

SR-1
(Stablecoin
Deposit)

SR-2
(Data Encryption
in Transmission)

(Minimization of
the Amount of
Retrieved Ledger
Data)

(Election of
Transfer Agents
by a Consensus

Algorithm)

and
Authentication
between the
Contact Nodes)

ST-1
(breach of contract
by originator’s
transfer agents)

ST-2
(ledger data
leakage during
transmission
between contact
nodes)

ST-3
(massive ledger
data leakage from
blockchains)

ST-4
(monopoly by
specific transfer
agents)

ST-5
(data request by
unauthorized
blockchains)

(Note: ST = security threat; SR = security requirement).
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6. Discussion and Conclusions

The main objective of this paper is to propose an interoperable architecture between
heterogeneous blockchains, and a new decentralized P2P service model for the transfer
between blockchain-based heterogeneous cryptocurrencies and CBDCs. The experimental
evaluation of the proposed service model could be done as future work.

This paper identifies potential security threats to the proposed service model and
describes security requirements to prevent the identified security threats. The proposed
service model should be implemented to meet the security requirements.

The interoperable architecture enables the exchange of transaction ledger data of
cryptocurrency and CBDC without intermediaries between heterogeneous blockchains.
This enables cryptocurrency and CBDC to be transferred by decentralized transfer agents,
even if the originator’s blockchain and the beneficiary’s blockchain are different.

The service scenario in Figure 6 demonstrates that the transfer between an originator
and a beneficiary with heterogeneous cryptocurrency and CBDC can be processed very
conveniently and usefully. This is because the originator does not have to consider what
the beneficiary’s wallet type is. Thus, the proposed service model based on the proposed
interoperable architecture solves the transfer problem between heterogeneous blockchain-
based cryptocurrencies and CBDCs.

There are several advantages of the proposed service model: (1) The proposed interop-
erable architecture allows the sharing of ledger data between heterogeneous blockchains
without intermediaries. (2) BIMS provides the common operations for sharing ledger data
between the blockchains, rather than storing and maintaining the ledger data retrieved from
the blockchains. (3) The proposed service model allows the transfer between cryptocur-
rencies, between cryptocurrency and CBDC, and between CBDCs without cryptocurrency
exchanges and banks.

There are several reasons why BIMS service provider and transfer users would be
interested in accepting the proposed service model: (1) The originator can directly transfer
cryptocurrencies and CBDCs regardless of the beneficiary’s wallet type. (2) The originator
does not need to exchange the cryptocurrency and CBDC to be transferred for the same
cryptocurrency and CBDC as the beneficiary’s wallet type. (3) Transfer fees to be paid
by the originators and beneficiaries are lower than the centralized organization, such as
cryptocurrency exchanges, banks, transfer service providers and so on. (4) BIMS service
providers are not burdened with storing and maintaining the ledger data retrieved from
other blockchains for interoperability.

The proposed interoperable architecture will be developed as an international stan-
dard by ITU-T (International Telecommunication Unit) SG17, and the proposed service
model will be developed as Korean ICT standard by TTA (Telecommunications Technology
Association) PG1006. Private companies will be able to implement the proposed service
model based on the interoperable architecture as a decentralized P2P transfer system by
technology transfer in the future.
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