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Abstract

Phishing attacks exploit human vulnerabilities through social engineering techniques;
therefore, a multidimensional framework integrating personality and cognition is crucial
for tailoring personalized defenses against phishing threats. To prevent phishing attacks,
focusing on psychological mechanisms has become the primary approach to address the
human-centric nature of these threats. In response, we propose an integrated framework
that synthesizes dimensions from the Five-Factor Model (FFM) and the Myers-Briggs
Type Indicator (MBTI), grounded in Dual Process Theory to explore the cognitive drivers
underlying decision-making under threat. To operationalize this framework, we developed
a decision tree classifier to quantify the predictive significance of various personality traits
and their hierarchical interactions. The results indicate that the personality types associated
with the highest phishing risk profiles are ENFP, ESFP, ESTP, and ENEF]. These hierarchical
classification results are projected onto the C.O.R.E. Quadrant (Cognition Orientation
Risk Evaluation Quadrant) which enables the systematic representation of risk patterns
across all 16 personality types. By providing a structured visualization of personality-
driven risk patterns, the C.O.R.E. Quadrant offers a practical foundation for developing
personalized defense mechanisms and tailored cybersecurity training strategies, moving
beyond one-size-fits-all security protocols.

Keywords: phishing attacks; human vulnerability; social engineering; MBTI; Dual Process
Theory; cybersecurity

1. Introduction

According to Lastdrager’s definition, phishing is an act of deception whereby imper-
sonation is used to obtain information from a target [1]. Such attacks commonly involve
a range of social engineering techniques, including persuasion, manipulation, deception,
and inducement [2]. Unlike conventional cyberattacks, phishing attacks predominantly
target human vulnerabilities in cognitive judgment, emotional responses, and social in-
teraction. Empirical cybersecurity reports consistently indicate that phishing ranks as the
fifth leading cause of security incidents globally and remains a leading contributor to data
breaches worldwide [3]. Moreover, contemporary phishing techniques have grown increas-
ingly sophisticated, encompassing email phishing, short message service (SMS) phishing
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(smishing), social media phishing, voice phishing (vishing), and even cross-media social
engineering attacks incorporating deepfake technologies [4]. Research has shifted from
system-level defenses to psychological and behavioral mechanisms, as technical measures
fail to counter evolving threats effectively.

For example, aligned with Dual Process Theory, in phishing contexts, attackers strate-
gically deploy psychological cues—such as urgency, authority, and social validation—to
elicit rapid responses that circumvent scrutiny. These tactics disproportionately trigger
heuristic processing in susceptible individuals, thereby suppressing systematic reasoning
and rigorous risk evaluation. This mechanism conceptualizes human cognition as operating
through two parallel modes: heuristic processing, characterized by intuitive, automatic,
and low-effort judgments, and systematic processing, which entails deliberate, analytical,
and cognitively demanding evaluation [5]. Empirical studies further indicate that individu-
als with different personality traits exhibit variation in information-processing strategies,
risk perception, and behavioral responses when confronted with phishing scenarios [6-8].
Collectively, these findings suggest that personality traits play a pivotal role in determining
how cognitive pathways are activated under deceptive conditions, ultimately shaping
phishing susceptibility.

Since personality traits influence judgment under stress conditions, time pressure,
authority cues, and emotional stimulation, many studies have adopted the Five-Factor
Model (FFM) as an analytical framework. Butavicius et al. [9] reported that individuals
high in Extraversion and Openness were more capable of identifying phishing emails.
In contrast, Albladi and Weir [10] and Lawson et al. [11] found that higher Extraversion
increased susceptibility to phishing. These conflicting findings suggest that, within the
FFM framework, empirical evidence remains contradictory [12,13]. Such inconsistencies
indicate that trait-based models alone may be insufficient to capture the complex human-
factor dynamics inherent in phishing scenarios. Understanding personality traits has
become essential in cybersecurity research, as seen by prior research highlighting the
profound impact of personality on security policy compliance and protective measures
adoption [14-16].

While FEM is effective in describing who an individual is, it is considerably less capa-
ble of explaining how personality dimensions influence final decision-making behavior
dynamically, as information-processing styles. Exclusively relying on trait-oriented analysis
overlooks the critical interaction between personality dimensions and cognitive processes.
To address this limitation, this study argues for the adoption of another personality frame-
work that more directly reflects cognitive processes and behavioral tendencies involved
in decision-making. Unlike FFM, the Myers-Briggs Type Indicator (MBTI) focuses on
individuals’ preferential patterns of cognition and behavior when processing information,
coping with pressure, and making decisions.

There is an obvious convergence between MBTI and FFM. Based on the correlation
coefficients established in three seminal studies [17-19]. In the field of information security,
integrating MBTI with phishing strategies provides a robust framework for identifying the
sensitivity of specific personality types to manipulative tactics. Personality traits play a
dual role within an organization’s security defense architecture. Cybersecurity errors do
not randomly occur; rather, they are closely coupled with cognitive biases stemming from a
specific personality. This study confirms that distinct MBTI dimensions exhibit significant
variances in susceptibility when confronted with cyber threats. In information security,
integrating MBTI with phishing tactics offers a framework to identify personality-specific
sensitivities to manipulative strategies [20].

Accordingly, this study adopts MBTI as the primary personality framework and ex-
amines phishing message processing. This framework offers a comprehensive perspective
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that captures how individuals allocate attention, favor heuristic or systematic processing,
and respond to time pressure and persuasive cues when encountering phishing messages.
Building on this theoretical shift, the study integrates MBTI dimensions and Dual Process
Theory to propose an integrated risk assessment framework: the C.O.R.E. Quadrant (Cog-
nition Orientation Risk Evaluation Quadrant). This quadrant systematically categorizes
MBTI personality types into distinct risk groups based on cognitive processing tenden-
cies, providing an interpretable and theory-driven representation of personality-based
differences in phishing susceptibility.

The primary objective of this study is to model and predict the correlation between
personality traits and phishing susceptibility by leveraging the C.O.R.E. Quadrant. The
necessity of this integrated approach is driven by the critical need to bridge the gap
between technical detection and human vulnerabilities. While Al and Large Language
Models (LLMs) have demonstrated advanced semantic analysis capabilities in identifying
subtle social engineering patterns [21,22], purely technical countermeasures often overlook
the ‘Human Factor.” Empirical evidence [23,24] underscores this limitation, proving that
personality traits serve as pivotal indicators for predicting high-risk online behaviors.

Consequently, the paradigm of cybersecurity defense is shifting from static technical
filtering toward behavioral risk prediction. Incorporating personality traits into risk models
not only addresses the blind spots of conventional detection but also represents a definitive
trend in future research.

2. Materials and Methods

This study seeks to quantify the relationship between MBTI personality types and
phishing susceptibility by integrating machine learning and statistical analysis. The pro-
posed approach is structured into four principal stages, as illustrated in Figure 1.
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Figure 1. Flowchart of proposed method.

2.1. Preprocessing

The ‘Personality Classification Data: 16 Personalities” dataset, a large-scale synthetic
dataset specifically engineered for machine learning classification tasks, was adopted for
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analysis in this study. This dataset is from Kaggle [25], providing a diverse sample of
59,999 individual profiles. The author utilized a Likert Scale distribution to map ques-
tionnaire responses onto a numerical interval between —3 and 3. Responses are encoded
on a 7-point scale: 3 (Fully Agree), 2 (Partially Agree), 1 (Slightly Agree), 0 (Neutral),
—1 (Slightly Disagree), —2 (Partially Disagree), and —3 (Fully Disagree). This process
generates high-dimensional features that provide a clear classification of complex person-
ality traits. The dataset samples contain questionnaire features corresponding to various
MBTI dimensions. During the data preprocessing phase, this study established a theo-
retical correlation between MBTI dimensions and FFM traits through an extensive litera-
ture review [17-19], further deriving a cross-model weighted transformation mechanism.
This research integrated mapping data from multiple datasets in the construction of the
Weighted Aggregation Mapping Model as defined in Equation (1). By incorporating the
sample size (n) from each respective source as a weighting coefficient (wicjombme‘j), to ensure
statistical stability and cross-study consistency, the formula calculates aggregated weights
that facilitate a robust personality model transformation.

nAxwfj*—i—anwg—i-anw%
1)

combined __

nap +ng + nc¢

combined
1
association between the i dimension of MBTI and the j trait in FFM. The terms w

w denotes the final aggregated mapping coefficient, representing the overall

A
ij 7
and w% correspond to the correlation coefficients. The variables na, ng, and nc indicate

W,
the sample sizes of these studies. The denominator, ny + ng + nc, represents the total
sample size, ensuring that the aggregated coefficient is properly normalized. Based on the
aggregated weights, the raw MBTI categorical data are translated into continuous FFM
feature vectors via Equation (2). This linear combination model operates on the four binary
dimensions and their corresponding weighting coefficients (wj), introducing an error term
(&) to account for residual variances inherent in the mapping process.

4
BF] = 2121 Wij X MBTIL; + ¢ (2)

2.2. Generation of Correlation Heatmaps

This stage aims to validate and illustrate the cross-theoretical mapping relationship
between MBTI dimensions and FFM traits through visualization. This approach visualizes
correlation intensities and establishes statistical feature vectors for decision tree training.
To address the limitations of combined personality dimensions found in existing research,
this study deconstructs MBTI pairings into eight discrete binary variables, facilitating their
inclusion in linear statistical modeling. Upon establishing this framework, we utilized
Equation (1) to aggregate data, with weighting levels determined by the respective sample
sizes of the reviewed studies. This approach gives more weight to studies with larger
sample sizes, ensuring that they have a greater influence on the results. Finally, leveraging
Python 3.13-based computational tools, the weights were projected onto the MBTI samples
to generate continuous FFEM feature vectors following Equation (2).

In the visualization of the model, the color gradient serves as an analytical indicator:
intense red denotes a strong positive correlation, deep blue reflects a strong negative corre-
lation, and neutral tones suggest negligible association. Specifically, a rigorous inspection of
the heatmap revealed that the Neuroticism trait exhibited consistently near-zero correlation
coefficients across all eight MBTI dimensions. Consequently, to refine the predictive power
of the model, the Neuroticism feature was strategically removed during the feature pruning
phase, ensuring that only the most relevant personality constructs were involved. The
heatmap generated during this phase offers two primary contributions to this study. First, it
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enhances the model’s capacity to interpret individual cognitive processes by transforming
categorical personality labels into mathematically meaningful continuous vectors. Second,
it enables researchers to rapidly identify the various personality dimensions to cybersecu-
rity risk, thereby establishing the empirical data foundation for the subsequent construction
of the C.O.R.E. Quadrant.

2.3. Generation of Decision Tree

This model specifically aims to measure how different personality constructs influence
the cognitive shift between heuristic intuition and systematic processing during threat
assessment. This study employs a decision tree algorithm to perform machine learning
analysis on the 59,999 samples, aiming to identify which personality dimensions possess
the highest predictive contribution toward phishing susceptibility. During the modeling
and feature engineering phase, this study utilized MBTI binary encoded features (E-I, S-N,
T-F, J-P) extracted from raw samples as the primary model inputs.

To enhance predictive precision, this stage incorporates the interaction effects between
personality dimensions. The generated decision tree utilizes Extraversion as the root
node for initial branching, followed by hierarchical filtering based on the Sensing-Intuition
dimension and decision-making functions (Thinking-Feeling). This structure illustrates how
various personality traits form distinct risk pathways. The classification and construction
process of the model is formalized in the following steps:

1.  Let X = {xq,Xp,...Xn} denote the sample set, where each sample x; consists of a feature
vector Feearure = {E,LS,N,T,E],P} derived from MBTI binary encoding.

2. Let Sgusceptibility be the set of individual phishing susceptibility scores, with the calcu-
lation function defined as Equation (3):

n
Ssuscep‘ribility = Uk:1 {ZjeP Wy X X + ASinteraction + E} ®)

The set Sgysceptibility Serves as the output of the algorithm, representing the set of phish-
ing risk scores calculated for all individual samples in the dataset; | J;_ (union symbol)
represents the compiled set of individual scores computed for all 59,999 samples in
the dataset; wj represents each MBTI dimension (e.g., E, I, S, N). A positive weight sig-
nifies an increase in susceptibility, whereas a negative weight indicates a contribution
to risk mitigation; x;; represents the value of the kth sample on the jth personality
dimension, utilizing binary encoding (1 or 0) to indicate the presence of a specific
personality trait. This value is used to compute the weighted sum of the sample across
the entire feature set Frearure; ASinteraction accounts for the additional impact generated
by specific combinations of personality traits.
For instance, the simultaneous presence of Feeling (F) may trigger a multiplicative
effect that further amplifies an individual’s vulnerability beyond the sum of individ-
ual traits; ¢ denotes the error term for factors outside the model and the behavioral
uncertainty found in practical decision-making.

3. G(pow) denotes the function used to evaluate and execute splits at each node within
the decision tree structure, defined as Equation (4):

p, if Optimal_Split(S, Param) = p

4
p', if Grid_Search(depth,...) = p’ @

G(pow) {
Gini Impurity serves as the evaluation criterion for node splitting, aiming to identify
the personality dimensions that most effectively discriminate between “high-risk” and
‘low risk” samples; Optimal_Split (S, Param) serves as the searching for the specific
attributes, such as Extraversion (E), that minimizes node impurity and maximizes
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classification gain within the dataset Sqysceptibility; P represents the core splitting di-
mension with the highest feature importance weight. In this model, Extraversion (E)
is frequently identified as the primary splitting factor for the root node; Grid_Search
(depth, ...) represents an automated identification of optimal model hyperparameters,
such as tree depth and minimum samples per leaf node; p” denotes the state of node
distribution that possesses the optimal generalization capability.

4. Lgjsk = {Low, Medium, High} defines the risk categories, which are mapped through
the percentile threshold function Z (pow):

Low : Ssusceptibility(k) < Ps3
Z(pow) = { Medium : P33 < Sqysceptibility (k) < Peg ©)
High : Ssusceptibility (k) > Pes

where P33 and Py represent the 33rd and 66th percentiles of the phishing susceptibility
distribution, respectively.

Visualized through the decision tree, the algorithmic output facilitates the accurate
identification of high-risk trait combinations. Visualization establishes the quantitative
foundation for mapping individual risks within the C.O.R.E. Quadrant.

2.4. Generation of C.O.R.E.

In this stage, the predictive outputs of the model are further transformed into a
cybersecurity risk map with practical significance, named the Cybersecurity Orientated
Risk Evaluation Quadrant (C.O.R.E. Quadrant). By mapping personality vectors and
cognitive preferences onto a two-dimensional system of Risk and Resilience, this study
precisely positions trainees within four risk quadrants. Specifically, the quadrant is pri-
marily composed of individuals characterized by high social influence susceptibility and a
preference for heuristic processing, typically associated with Extraverted (E) and Feeling (F)
types. Conversely, the Resilient Defense quadrant corresponds to Sensing (S) individuals
who tend toward systematic processing and maintain a high level of alertness toward
anomalous information.

Analysis of predictive significance demonstrates that Extraversion is the most influ-
ential determinant of phishing vulnerability. The decision tree utilizes Extraversion as its
primary splitting factor to account for trust-driven cognitive biases in threat assessment. De-
tection performance is subsequently governed by the Sensing-iNtuitive dimension, while
its predictive efficacy is moderated by Feeling (F) characteristics, which frequently fluctuate
for an individual’s vigilance during threat evaluation. In this study, feature importance is
defined as the weighted sum of the total reduction in Gini Impurity generated during the
node-splitting process. Features with negligible correlations to MBTI dimensions, such as
Neuroticism, are filtered via significance thresholds to optimize predictive performance.
The decision tree flowchart generated by this research is shown in Figure 2, with detailed
experimental parameters, which are discussed in Session 3.
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Extraversion (E)
E<=0.5
True (1) False (E)
Sensing (S) Q4: High Risk
S <=0.5 Low Resilience
True (N) False (S)
Feeling (F) Q2: Low Risk
F<=0.5 High Resilience
True (T) False (F)
Q1: High Risk Q3: Low Risk
High Resilience Low Resilience

Figure 2. The decision tree flowchart.

3. Results
3.1. Experimental Environment

The experimental workflow was designed to handle large-scale psychometric data.
The experimental procedures (encompassing data preprocessing, MBTI binary encoding,
and the construction of the decision tree model) were implemented using the Python
programming language. The primary execution environment was Google Colaboratory, a
cloud-based platform that provides the necessary computational resources for handling
extensive datasets without local hardware constraints.

Most existing empirical MBTI datasets exhibit inherent skewness or imbalances in per-
sonality type distributions. Such imbalances can introduce significant bias when validating
theoretical mappings established in the literature. To meet the rigorous requirements of
large-scale data analysis and to demonstrate the scalability of our model, we selected the
“Personality Classification Data: 16 Personalities” synthetic dataset due to its substantial
volume (59,999 samples) and relatively balanced distribution of personality types [25] as
Dataset 1 (DS1). This dataset provides a comprehensive repository of 59,999 individual
responses to an MBTI-based assessment, offering a diverse and representative sample for
analyzing personality-driven behaviors. To ensure model evaluation, the dataset was split
into a training set, validation set, and test set according to a ratio of 8:1:1. The large-scale
nature of this dataset ensures that the resulting risk patterns and the structural differences
in susceptibility identified in the C.O.R.E. Quadrant are statistically significant.

The dataset effectively translates original items from the ‘16 Personalities Test” into
numerical features using a 7-point Likert scale. By encoding responses within a range
from ‘Fully Agree (+3)" to ‘Fully Disagree (—3),” the data preserves the granular inten-
sity of the original psychometric instrument. Although the data is synthetic, its core
logic involves meticulous feature scaling and calibration tailored to specific personality
dimensions, such as Intuition, Judging, and Thinking. To verify its empirical utility, the
dataset underwent iterative training and hyperparameter optimization via an Automated
Machine Learning (AutoML) framework. Consequently, the feature of engineering en-
sures that interdimensional statistical correlations remain intact, establishing this dataset
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as a reliable statistical foundation for evaluating complex personality classification and
cybersecurity susceptibility.

The primary role of this synthetic dataset in our study is to serve as a theoretical
baseline. It was specifically employed to validate the projection of MBTI types onto the
Five-Factor Model (FFM) based on foundational research, rather than to directly validate the
final C.O.R.E. quadrants. This baseline provides a standardized reference that is essential
for future researchers when assessing the model’s generalizability across diverse real-world
datasets that may exhibit varying degrees of environmental noise.

3.2. Heatmap of MBTI-FFM Mapping

To visualize the magnitude of each MBTI dimension’s contribution to FEM traits, a
heatmap was generated using Python based on Equation (2). In Figure 3, the color gradient
depicts positive and negative correlations, illustrating the linear correspondences between
MBTI and FFM traits. As indicated by the correlation heatmaps, notable differences were
observed in the relationships between the primary MBTI dimensions (E-I, S-N, T-F, J-P) and
the FFM traits. Extraversion, Openness, Agreeableness, and Conscientiousness showed
moderate to strong correlations with at least one MBTI dimension, reflecting stable cross-
theoretical mappings. By contrast, Neuroticism displayed consistently low correlations
across all MBTI dimensions, suggesting a weak linear association with the MBTI framework.

0.8

0.6
- 0.4
g -0.2 "
° &=
Q
£ -00 &
a ©
- -0.074 -0.120 0.093 [3
= 5
-] o
= --0.2
-0.4
-- 0.068 0.081 -0.014 -0.030
-0.6
a - -0.075 -0.085 0.034 0.004
' ' ' ' -0.8
Extraversion Openness Agreeableness Conscientiousness

Figure 3. Heatmap of the mapping between MBTI dimensions and the four retained FFM traits.

Considering theoretical consistency and statistical stability, Neuroticism was excluded
from feature engineering and subsequent machine learning analyses to enhance predictive
performance. Accordingly, only Extraversion, Openness, Agreeableness, and Conscien-
tiousness were retained as mapping to four MBTI dimensions. This selection ensures that
the input variables exhibit sufficient psychological validity and statistical relevance. The
results demonstrate strong theoretical coherence and meaningful correspondences between
MBTI dimensions and the four retained FFM traits. For instance, Extraversion in MBTI
shows a moderate positive correlation with FFM'’s Extraversion, Intuition exhibits a stable
and significant positive association with Openness, and the Feeling dimension displays a
moderate positive relationship with Agreeableness. In contrast, the Thinking dimension is
negatively correlated with Agreeableness.
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Notably, among the four FFM traits, Conscientiousness exhibits generally weak corre-
lations with most MBTI dimensions, with only marginal positive associations for specific
dimensions such as Judging. This pattern can be explained from two perspectives. First,
The J-P dimension lacks direct conceptual equivalence to Conscientiousness, as it priori-
tizes lifestyle structure (flexibility vs. order) over behavioral discipline. Then, the MBTI's
emphasis on cognitive styles, rather than the responsibility-driven attributes of the FFM,
constrains its predictive reliability for this specific personality dimension.

3.3. C.O.R.E. Quadrant of MBTI Types to Phishing Susceptibility

In Figure 2, a decision tree was conducted to examine the effects of MBTI dimensions
on phishing susceptibility. The tree is rooted at Extraversion, with the left branch further
split by Sensing and subsequently by the Feeling dimension, leading to being classified as
low susceptibility. This decision path indicates that individuals with lower Extraversion
and specific perceptual tendency are consistently categorized into the low-risk groups. This
pattern indicates that individuals with higher levels of Extraversion, when combined with
specific perceptual and decision-making styles, are more likely to fall into moderate-to-
high phishing susceptibility groups. Table 1 lists the hyperparameters configured for the
generation of the decision tree.

Table 1. Decision tree hyperparameter table.

Parameter Value Description
criterion gini Function to measure split quality (gini = Gini impurity).
max_depth 3 Maximum depth of the tree (limits overfitting).
min_samples_split 500 Minimum samples required to split an internal node.
min_samples_leaf 1000 Minimum samples required to be at a leaf node.
max_features 0.3 Number of features to consider for best split.
random_state 42 Seed for random number generator (reproducibility).
max_leaf_nodes 8 Maximum number of leaf nodes (None = no limit).
min_impurity_decrease 0.001 Minimum impurity decrease required for split.
ccp_alpha 0.05 Cost-complexity pruning parameter (larger = more pruning).

Specifically, the interaction between Extraversion and Sensing, with a third interaction
involving Feeling, can effectively differentiate susceptibility groups. This finding implies
that susceptibility emerges from specific combinations of personality traits. Prior studies
also indicate that personality traits modulate individuals’ sensitivity to persuasive cues
and risk detection capabilities [26,27]. This study first compared the 16 MBTI personality
types in terms of heuristic and systematic information-processing tendencies.

To enhance interpretability, this study constructed a four-quadrant risk Quadrant,
termed the Cognitive-Oriented Risk Evaluation (C.O.R.E.) Quadrant (Figure 4). The quad-
rant utilizes dual-processing theory to identify cognitive styles that predict phishing suscep-
tibility. These styles govern how individuals process information and make decisions when
encountering phishing messages, thereby serving as critical indicators of vulnerability. The
horizontal and vertical axes represent phishing risk and defense resilience, respectively.
Positions closer to the lower-right quadrant indicate greater reliance on rapid, intuitive
decision-making, serving as potential phishing susceptibility. This visualization integrates
personality traits and dual-processing theory, providing an empirical basis for personalized
cybersecurity education and risk prediction models.
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Figure 4. The Cognitive-Oriented Risk Evaluation (C.O.R.E.) Quadrant utilizes a dual-axis framework
where the x-axis quantifies phishing risk, and the y-axis represents defense resilience. The arrows in
the figure represent stronger phishing risk and defense resilience. Individuals categorized into the
fourth quadrant exhibit the most significant phishing risk among all MBTI types. Notably, the colored
data points in the fourth quadrant represent the personality types with the highest risk profiles (ENFP,
ESFP, ESTP, ENF]J).

3.4. Evaluation and Statistical Validation

To validate the statistical reliability of the MBTI-FFM mapping model proposed by
Furnham et al. [17] within the large-scale dataset used in this study, reliability analyses
were conducted using Python. Detailed outcomes are summarized in Tables 2-5.

Table 2. Split-half reliability of personality mapping model.

Personality Traits Split-Half Reliability Interpretation
Extraversion 0.041 Low
Openness 0.011 Low
Agreeableness —-0.012 Negative
Conscientiousness 0.029 Low

Table 3. Construct validity of personality mapping odel.

Dimensions Extraversion Openness Agreeableness  Conscientiousness

E 0.880 0.647 0.048 —0.611

| —0.880 —0.647 —0.048 0.611

S —0.355 —0.733 0.027 0.583
N 0.355 0.733 —0.027 —0.583

T —0.242 —0.175 —0.997 0.527

F 0.242 0.175 0.997 —0.527

] 0.203 0.119 —0.055 —0.095

P —0.203 —0.119 0.055 0.095
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Table 4. Primary feature contributions of personality mapping model.
Personality Traits Primary Feature Contributions Interpretation
Extraversion 18.507 Important
Openness 18.875 Important
Agreeableness 17.585 Important
Conscientiousness 19.920 Important
Table 5. Factorial validity of personality mapping model.
Analysis Type Correlation Coefficient(r) Interpretation
Theory-Empirical Consistency 0.911 Very High Consistency

The proposed research framework and the integrated mapping model exhibit mean-
ingful alignment with theoretical expectations. Regarding the reliability indices, although
the split-half reliability scores for traits such as Conscientiousness (0.029) and Openness
(0.011) appear lower than conventional psychometric thresholds, these outcomes are not
uncommon when dealing with the aggregation of diverse datasets and the conversion of
typological variables into linear models.

Specifically, the construct validity analysis reveals an alignment between MBTI dimen-
sions and their FFM counterparts, as evidenced by significant loading patterns in the factor
analysis. The unstandardized primary feature contributions (or feature weights) range from
17.585 for Agreeableness to 19.920 for Conscientiousness, indicating a substantial represen-
tation of the underlying personality constructs within the large-scale dataset. Although
these values in Table 4 exceed 1.0, this mathematical outcome stems from the fact that
the scikit-learn module computes unstandardized loadings by default. Coupled with the
highly structured multicollinearity resulting from the linear mapping of MBTI dimensions
through a fixed weight matrix, the underlying eigenvalues are naturally scaled upward.
Consequently, these results should be conceptualized as indicators of eigenvalue-based
structural importance rather than traditional standardized correlations. Rather than a sta-
tistical anomaly, this expansion underscores that the framework possesses an exceptionally
high degree of construct validity. A critical highlight of the model is its theoretical consis-
tency, which yielded a correlation coefficient (r) of 0.911. This high level of consistency
indicates that the transformation from MBTI typological data to FFM continuous vectors
aligns well with the psychological constructs established in the previous literature.

Beyond statistical validation, model efficacy was measured using key performance in-
dicators, confusion matrices, and ROC-AUC analysis, with corresponding results presented
in Figures 5 and 6 and Table 6.

Table 6. Model evaluation metrics of DS1 [25].

Set Accuracy Precision Recall F1-Score
Training 0.9425 0.9416 0.9433 0.9425
Validation 0.9407 0.9388 0.9426 0.9407
Test 0.9395 0.9419 0.9366 0.9392
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Figure 5. The ROC-AUC curve of DS1 [25].
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Figure 6. Confusion matrices of training, validation, and test sets of DS1.

The binary phishing risk classification model demonstrates exceptional predictive
accuracy, as evidenced by the Receiver Operating Characteristic (ROC) curve reaching
an Area Under the Curve (AUC) of 0.9845. As illustrated in Figure 5, the ROC curve
(represented by the orange line) exhibits a steep ascent toward the upper-left coordinate,
indicating a high true positive rate (sensitivity) maintained at a very low false positive rate
(1-specificity).

As illustrated in Figure 6, the diagonal elements representing true positive and true
negative predictions dominate each matrix, indicating a minimal occurrence of Type I
(false positive) and Type 1I (false negative) errors. Specifically, the test set confusion
matrix (right) reflects the model’s robustness, achieving a balanced distribution of correct
classifications with 2832 High-Risk and 2805 Low-Risk samples accurately identified. The
marginal variance in error rates across the three sets suggests that the model is effectively
regularized and avoids overfitting. These results confirm that the personality-driven
features integrated into the decision tree provide stable and discriminative signals for
binary phishing risk assessment.

As evidenced by consistent accuracy and Fl-scores exceeding 0.93 across the training,
validation, and test partitions summarized in Table 6, the model achieved a high Accuracy
of 0.9425 and an F1-Score of 0.9425 on the training set. Critically, the performance remained
stable upon transition to the validation and test sets, yielding accuracies of 0.9407 and 0.9395,
respectively. The marginal discrepancy (less than 1%) between the training and test metrics
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indicates that the model is effectively regularized and avoids overfitting. Furthermore, the
balanced Precision (0.9419) and Recall (0.9366) observed in the test set confirm the model’s
reliability in accurately identifying phishing susceptibility while maintaining a low false
positive rate. These results validate that the integrated personality features provide highly
discriminative and stable signals for risk classification.

3.5. Robustness and Generalizability of the C.O.R.E. Framework

To further evaluate the discriminative power of the binary phishing risk classifier,
Figure 7 illustrates the Receiver Operating Characteristic (ROC) curve alongside its cor-
responding Area Under the Curve (AUC) value. The model achieves an exceptional
ROC-AUC score of 0.9486. It proves that transforming discrete typological data into inte-
grated continuous feature dimensions provides stable, structured, and reproducible signals
for behavioral risk classification.
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Figure 7. The ROC-AUC curve of DS2 [28].

To validate the proposed C.O.R.E. framework within empirical datasets, this study
utilized a real-world dataset from Kaggle [28], which comprises over 7800 individual
records sourced from Twitter via the Twitter API. To enhance labeling accuracy as Dataset
2 (DS2). A heuristic filtering strategy was applied, targeting explicit self-disclosures such
as “I am an [MBTI Type],” “My MBTI is...,” and “My personality type is...,” thereby
identifying users who explicitly reported their MBTI profiles. To ensure linguistic richness
and data quality, the inclusion criteria were restricted to users who contributed a minimum
of 200 words across their posts, facilitating the analysis of their communication patterns
and behavioral tendencies. Figure 8 depicts the distribution of data within the C.O.R.E.
Quadrant after applying the empirical dataset. While this empirical dataset provides a
diverse representation of personality types within a naturalistic social media environment,
we acknowledge the presence of inherent methodological constraints. Specifically, reliance
on self-reported personality types and predefined search tags may introduce sampling
biases, favoring individuals who are more actively engaged in personality-related dis-
course. Furthermore, all data collection and utilization procedures were conducted in strict
adherence to established ethical standards governing social media research and public
data privacy.
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Figure 8. The Cognitive-Oriented Risk Evaluation (C.O.R.E.) Quadrant of MBTI Personality Type
Twitter Dataset [28]. The arrows in the figure represent stronger phishing risk and defense resilience.

The reduced sample size results in higher sampling variance, increased sensitivity
to outliers, and potential class imbalance across MBTI types. Collectively, these factors
contribute to unstable estimations of both phishing risk and defense resilience, leading
to observable local shifts in the positional distribution of personality types within the
quadrant space. In addition, the presence of a non-normal (skewed) distribution constitutes
a critical source of variation. When the data exhibits either positive or negative skewness,
the meaning no longer serves as a reliable measure of central tendency, which may system-
atically bias the estimated scores. Consequently, certain MBTI types may be overestimated
or underestimated along the risk and resilience dimensions.

This dataset was deliberately selected due to its distributional bias and small-scale
characteristics. In sharp contrast to the original large-scale synthetic dataset, it serves
as an ideal test case for validating the model’s generalizability. The results demonstrate
that, within the small empirical dataset, MBTI profiles exhibit pronounced positional shifts
and increased dispersion across quadrants, whereas the synthetic dataset yields a more
concentrated and structurally stable distribution. Nevertheless, despite these coordinate
fluctuations, all personality types remain within the same risk quadrant, indicating that the
quadrant-level classification remains invariant.

By integrating real-world behavioral data with large-scale synthetic benchmarks, this
study aims to bridge the gap between theoretical personality mapping and the practi-
cal complexities of cybersecurity susceptibility in the digital age. Overall, although the
specific coordinates of MBTI types vary across datasets due to sampling variance, distri-
butional skewness, and real-world noise, the quadrant-level classification results remain
substantially consistent.

The empirical validation and classification performance of the developed decision
framework on the empirical dataset (DS2) are summarized in Table 7 and Figure 7, pro-
viding evidence of the model’s predictive capability and generalization across real-world
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behavioral samples. The model achieves an Accuracy of 0.9491 on the training set, which re-
mains remarkably stable upon transition to the validation set (0.9424) and the independent
test set (0.9501). The marginal variance across these partitions indicates that the classifier is
effectively regularized and avoids overfitting artifacts.

Table 7. Model evaluation metrics of DS2 [28].

Set Accuracy Precision Recall F1-Score
Training 0.9491 0.9527 0.9205 0.9363
Validation 0.9424 0.9306 0.9277 0.9291
Test 0.9501 0.9373 0.9403 0.9388

4. Applications and Limitations

4.1. Applications
4.1.1. Handling Internal Threats

Organizational cybersecurity culture can be strengthened through risk-stratified ed-
ucational interventions that enable HR and IT departments to deploy differentiated and
resource-efficient training strategies. The C.O.R.E. Quadrant enables a strategic transition
toward tailored cybersecurity education by mapping individual cognitive vulnerabilities
to specific training workflows. This framework ensures that high-risk individuals receive
prioritized vigilance training, thereby strengthening the reinforcement of secure behaviors
against phishing attacks triggers. Similarly, individuals identified as low risk may be culti-
vated as “Security Defenders,” receiving advanced instruction to enhance their ability to
detect sophisticated anomalies and high-fidelity deceptive cues that often evade automated
technical controls. By allocating intensive training resources to high-vulnerability groups
while strategically empowering low-risk cohorts, organizations can establish a proactive
and adaptive defense architecture grounded in data-driven risk differentiation.

4.1.2. Designing Cybersecurity Training

The results of this study indicate that personality traits and information-processing
preferences are critical determinants of phishing susceptibility. Therefore, the C.O.R.E.
Quadrant can serve as a foundational tool for establishing personalized educational in-
tervention strategies, moving away from the limitations of traditional, uniform training
materials. The C.O.R.E. Quadrant facilitates a proactive security culture by aligning cyber-
security training with individual cognitive profiles derived from an integrated personality
framework. This enables organizations to optimize resource efficiency, prioritizing high-risk
groups while maintaining a resilient defense architecture among low-vulnerability employ-
ees. These applications improve organizational cybersecurity management, personalized
employee training, and design intelligent security platforms, aiming for the transition of
research findings from theoretical validation to actionable operational workflows.

4.2. Limitations

While the C.O.R.E. framework demonstrates strong methodological consistency, its
predictive outputs must be interpreted with caution, as they are inherently constrained by
the characteristics of the evaluation datasets. The near-perfect performance observed in
the synthetic Dataset 1 (DS1) reflects its controlled, noise-reduced design, which supports
theoretical validation but does not represent real-world predictive capability. Instead, these
results indicate structured behavioral tendencies rather than operational effectiveness in
dynamic attack scenarios.

Dataset 2 (DS2), derived from Twitter, introduces more realistic yet challenging condi-
tions. Its reliance on unverified self-reported MBTI profiles introduces self-presentation
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bias and label noise, while natural data distributions further affect precision by causing
positional variability within the C.O.R.E. Quadrant. Although quadrant-level classifica-
tions remain relatively stable, fine-grained spatial accuracy is sensitive to data quality and
environmental noise.

To enhance validity, future work should prioritize primary data collection, including
standardized psychometric assessments, behavioral experiments, and real-world security
training data. The C.O.R.E. framework should be applied alongside externally validated
behavioral measures to ensure robust and contextually grounded risk evaluation.

5. Conclusions

The proposed model serves as a core tool for employee cybersecurity training, enabling
differentiated and personalized educational interventions. In our research, E-S and E-F
types, like employees whose MBTI types are ENFP, ESFP, ESTP and ENFJ, should receive
training beyond basic cybersecurity concepts, emphasizing advanced attack techniques
and response strategies. Training design may incorporate scenario simulations of com-
plex attacks and social engineering, such as spear phishing, deepfake-based deception,
cross-platform social manipulation, and Business Email Compromise (BEC). Overall, the
model overcomes the “one-size-fits-all” limitation of conventional corporate cybersecurity
training by providing a framework for personalized interventions. Cybersecurity resilience
is strengthened when organizations utilize the C.O.R.E. Quadrant to calibrate training
content against employee risk profiles, ensuring that defenses are adaptive to individual
cognitive vulnerabilities.

Although this study successfully constructed a highly effective predictive model using
a large-scale synthetic dataset (N = 59,999), achieving strong classification performance
(AUC = 0.9845), potential discrepancies between synthetic data and real-world conditions
must be interpreted with caution. Despite the use of Likert-scale encoding and rigorous
feature standardization to enhance realism, the inherently simulated nature of the dataset
may not fully capture the psychological dynamics exhibited by individuals under high-
pressure, real-world phishing attack scenarios. Accordingly, the risk assessment outcomes
produced by the C.O.R.E. Quadrant should be interpreted as indicators of behavioral intent
rather than definitive psychological diagnoses.

Future research will focus on empirical validation and dynamic deployment of the
proposed framework to further strengthen human-centered cybersecurity defenses. First,
through industry—academia collaboration, longitudinal data collected from real-world
operational environments will be leveraged to evaluate the external validity of the cross-
model transformation mechanisms, ensuring that the weighted integration of FFM and
MBTI dimensions accurately reflects observable behavioral patterns. Second, in response
to the growing threat of deepfakes and generative-Al-driven social engineering attacks,
the C.O.R.E. Quadrant will be extended into an adaptive intelligent training system. By
integrating real-time cognitive load indicators with personality traits, the framework aims
to enable dynamic intervention, evolving from static risk assessment toward a proactive
and responsive defensive architecture.
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