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Abstract

Urban mobility is undergoing a rapid transition driven by digitalization, electrification, and
automation. However, current research remains largely fragmented across specific techno-
logical domains, obscuring the interactions required for city-scale deployment. To address
this gap, we conducted a literature review (2018–2026) adhering to the PRISMA 2020 guide-
lines. Using Google Scholar as an aggregate search engine, we screened and synthesized
162 peer-reviewed studies across four foundational pillars: intelligent transportation sys-
tems, resilient infrastructure, electric mobility, and autonomous/connected vehicles. The
methodological evaluation of the literature reveals a prevalent overreliance on simulation
models compared to large-scale field trials. Through a narrative synthesis of the selected
studies, we derive a comprehensive five-layer conceptual framework that integrates the
infrastructure, mobility, energy, digital, and governance layers. The findings indicate
that scaling smart mobility is frequently constrained by institutional fragmentation and
infrastructure rigidity, which often act as bottlenecks equal to or greater than technological
capability. The review concludes by outlining targeted research priorities to guide the
integration of sustainable urban mobility.

Keywords: smart cities; intelligent transportation systems; autonomous and connected
vehicles; energy-mobility nexus; vehicle-to-grid

1. Introduction
The convergence of digitalization, electrification, and automation is fundamentally

reshaping urban mobility [1–3]. While these transformations offer important opportunities
to reduce emissions, improve traffic efficiency and enhance accessibility [4], they also
place significant pressure on transport systems that were originally designed for a very
different technological and institutional context, as shown in Figure 1. Traditional urban
planning, shaped by long investment cycles and hardware-oriented infrastructures, often
struggles to accommodate the speed and flexibility required by contemporary digital and
energy transitions.

A growing body of literature highlights substantial progress in specific technical
domains. Artificial intelligence [5] is increasingly used to optimize traffic flow [6,7]; vehicle-
to-grid (V2G) [8] and related energy–mobility models [9] explore new forms of interaction
between electric vehicles and power systems [10]; and vehicle-to-everything (V2X) com-
munications [11] continue to support the development of connected and autonomous

Urban Sci. 2026, 10, 326 https://doi.org/10.3390/urbansci10060326

https://crossmark.crossref.org/dialog?doi=10.3390/urbansci10060326&domain=pdf&date_stamp=2026-06-11
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/urbansci
https://www.mdpi.com
https://orcid.org/0009-0002-1560-0079
https://orcid.org/0000-0003-4095-9438
https://orcid.org/0000-0003-3639-8340
https://doi.org/10.3390/urbansci10060326


Urban Sci. 2026, 10, 326 2 of 32

mobility [12]. Yet much of this research remains fragmented across separate disciplinary si-
los. Studies often focus narrowly on traffic optimization, energy management, autonomous
vehicles, or infrastructure resilience, without sufficiently addressing the systemic inter-
actions that emerge when these technologies are deployed together at city scale. As a
result, important questions related to infrastructure readiness, data integration, governance,
and policy adaptation remain only partially answered.

Figure 1. The convergence challenge of digitalization, electrification and automation in urban mobility.

To address this gap, this paper conducts a systematic review of recent literature
published between 2018 and 2026. The analysis is organized around four core pillars: intel-
ligent transportation systems (ITS) [13,14], sustainable and resilient infrastructure [15,16],
renewable energy integration and electric mobility [17], and autonomous and connected
mobility [18,19]. On this basis, the paper proposes a five-layer conceptual framework that
integrates the infrastructure, mobility, energy, digital, and governance layers, with the
aim of offering a more coherent interpretation of the interdependencies that shape smart
city mobility [20–23]. In the context of this framework, “sustainable mobility” is explicitly
defined as the integration of electrified transport with renewable energy grids to mini-
mize urban carbon emissions and optimize resource efficiency. In parallel, a “resilient”
mobility network is operationalized as an infrastructure capable of dynamically absorbing,
adapting to, and rapidly recovering from systemic disruptions, such as severe meteoro-
logical events, traffic anomalies, or cyber–physical threats, thereby ensuring continuous
service availability.

The selection of the 2018–2026 timeframe is deliberately designed to capture the
critical surge in large-scale machine learning applications for intelligent transportation and
the accelerated standardization of 5G/V2X communication protocols. Similarly, the four
foundational pillars were selected because they represent the fundamental, interdependent
layers strictly required to operationalize the energy–mobility nexus at a city scale.

Furthermore, while existing review papers extensively cover these domains in isola-
tion, frequently focusing solely on V2G optimization algorithms or AI-driven traffic models,
this manuscript addresses the structural frictions occurring at their intersections. As re-
cently demonstrated in the context of digital supply chains and complex ecosystems [24],
interconnected technological systems suffer from severe empirical fragmentation, coor-
dination barriers, and data-driven integration issues. Aligning with these findings on
multidisciplinary convergence, our review highlights that overcoming institutional silos
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and establishing cohesive data governance are just as critical as technological advancement
for scaling smart mobility.

Beyond structuring the existing knowledge, this review critically evaluates prevail-
ing methodological trends, noting a persistent overreliance on simulation models at the
expense of standardized, large-scale field data. We also navigate diverging hypotheses
within the field, such as the ongoing debate regarding the long-term impact of Vehicle-
to-Grid (V2G) [25] operations on battery degradation [26,27]. Ultimately, our synthesis
yields a clear overarching conclusion: scaling smart mobility is deeply constrained by
institutional and infrastructural bottlenecks, which present challenges just as formidable
as those in the technological domain. By identifying these barriers, this article outlines
a prioritized research agenda and offers actionable policy recommendations to help ur-
ban planners, utilities, and researchers in driving the transition toward equitable and
sustainable urban mobility [28].

2. Methodology
This study employs a review methodology adhering to the PRISMA 2020 guidelines

to examine the energy–mobility–infrastructure nexus. Literature searches were conducted
primarily using Google Scholar as an aggregate search engine to identify and retrieve
articles published across major academic databases (including Scopus, Web of Science,
IEEE Xplore, ScienceDirect, and SpringerLink), focusing on publications from 2018 to 2026
to capture the most current developments in smart mobility and urban energy systems.
To ensure reproducibility, literature searches were executed using formulated search strings
constructed with Boolean operators (e.g., (“intelligent transportation systems” OR “au-
tonomous vehicles”) AND (“vehicle-to-grid” OR “renewable energy EV charging”) AND
“urban resilience”) that combined core keywords relevant to the four pillars of this study.
This primary search was supplemented by backward and forward snowballing from key
review articles to capture any relevant literature initially missed.

The initial database searches yielded an estimated 324,000 records. This high volume
was inherently driven by the use of the aggregate search engine Google Scholar, which
indexes vast amounts of literature across the aforementioned publisher databases (e.g., IEEE
Xplore, ScienceDirect, MDPI). Following standard practices for managing exceptionally
high-volume returns from aggregate databases, the screening process was restricted to the
400 most relevant records identified by the search algorithms, removing the remaining
323,600 results prior to the manual screening phase.

Inclusion criteria were strictly restricted to peer-reviewed journal articles, conference
proceedings, and empirical or simulation studies explicitly addressing urban mobility,
infrastructure, or energy integration. We excluded non-English publications, opinion pieces
lacking empirical data, and component-level engineering studies without clear urban ap-
plications. We acknowledge that the exclusion of non-English publications represents a
limitation of this study, potentially leading to the underrepresentation of critical advance-
ments from global leaders in smart mobility, such as China, South Korea, and Singapore.
Future reviews should incorporate multilingual databases to ensure a more globally repre-
sentative synthesis.

Of the 400 records manually screened by title and abstract, 180 were excluded. The re-
maining 220 reports were successfully retrieved as full texts and thoroughly assessed for
eligibility. During this full-text assessment, 58 records were excluded based on the estab-
lished criteria (e.g., 37 were deemed off-topic and 21 lacked an appropriate methodological
framework for urban applications). Consequently, 162 studies met all criteria and were in-
cluded in the final review. A formal PRISMA flow diagram visually mapping the complete
study selection process is provided in Figure 2.
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Identification of new studies via databases and registers

Records identified from:
Databases (n = 1):

Google Scholar (n = 324,000)
Registers (n = 0)

Records removed before screening:
Duplicate records (n = 0)

Records marked as ineligible by automation
tools (n = 0)

Records removed for other reasons (n =
323,600)

Records screened
(n = 400)

Records excluded
(n = 180)

Reports sought for retrieval
(n = 220)

Reports not retrieved
(n = 0)

Reports assessed for eligibility
(n = 220)

Reports excluded:
Off topic (n = 37)

Wrong methodology (n = 21)

New studies included in review
(n = 162)

Reports of new included studies
(n = 0)

Figure 2. PRISMA 2020 flow diagram detailing the literature search and study selection process.
The diagram illustrates the progressive phases of identification, manual screening, and full-text
eligibility assessment, culminating in the final inclusion of 162 peer-reviewed articles. Note: In the
identification phase, the 323,600 records categorized as “Removed for other reasons” represent those
algorithmically pre-filtered by aggregate search engine relevance prior to the manual screening phase.

While the literature search was conducted systematically, the subsequent analysis
employs a narrative and interpretive synthesis to map the convergence of these themes,
rather than a formal quantitative meta-analysis of barrier severity.

3. Systematic Challenges in Smart and Sustainable Urban Mobility
The transition toward sustainable smart mobility is hindered by a complex web of

interrelated bottlenecks [29]. Rather than stemming from a lack of technological innovation,
these barriers are deeply systemic, spanning physical, digital, and institutional dimensions.
To provide a structured and comprehensive analysis of these obstacles [30,31], the current
literature has been synthesized and categorized into five critical areas. Section 3.1 examines
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the physical constraints and the temporal mismatch between rapid technological cycles and
legacy infrastructure. Section 3.2 explores the technical and socio-economic complexities
of integrating electric vehicle fleets with urban energy grids. Section 3.3 addresses digital
limitations, specifically focusing on data fragmentation and the difficulty of scaling Intelli-
gent Transportation Systems (ITS). Section 3.4 highlights the operational data requirements
and security challenges introduced by connected and communicating vehicles. Finally,
Section 3.5 discusses the overarching governance and institutional barriers that frequently
dictate the success or failure of these deployments. Together, these subsections outline
the multifaceted challenges cities must face before achieving smart mobility throughout
the city [32,33].

3.1. Infrastructure Rigidity and Lifecycle Mismatch

A fundamental barrier to smart urban mobility is the timing mismatch between
rapid technological innovation and long-term infrastructure investment. While digital
technologies, artificial intelligence, and autonomous systems evolve in cycles of months
or a few years, urban transport infrastructure [34,35] (like roads and bridges) is built to
last for decades. This creates a “temporal asymmetry” that makes it extremely difficult for
cities to adapt to new mobility paradigms [36]. Traditional road networks, parking spaces,
and energy grids [37,38] were designed for conventional internal combustion vehicles
and centralized power models. Today, the shift toward electrification, vehicle automation,
and vehicle-to-grid (V2G) integration demands digital and functional layers that these
existing structures simply do not have. Upgrading or retrofitting these physical assets is not
just expensive; it involves immense regulatory complexity and technical uncertainty [39].

This physical rigidity is made worse by organizational “silos”. Transportation, energy,
and urban planning departments [40] usually operate under entirely different governance
structures, funding mechanisms, and timelines. For instance, a city might have the technol-
ogy for advanced smart-charging networks, but deployment stalls because the transport
department and the local energy utility do not share the same strategic plan. As a result,
a structural inertia slows down the diffusion of innovation. The primary challenge is not a
lack of new technology, but the physical and institutional conservatism of the environments
where this technology must operate. Addressing this requires a shift toward modular infras-
tructure design, flexible regulations, and investment strategies that can handle technological
uncertainty [36]. In this context, additive manufacturing (3D printing) [41] is emerging as
a critical enabler for next-generation smart infrastructure, offering unprecedented design
flexibility to redefine the constructed environment’s adaptability. By employing modularity
and prefabricated components, 3D printing can significantly reduce construction time
and labor costs while promoting sustainability through the use of recycled concrete and
bio-based polymers [42].

Furthermore, this technology allows for the rapid fabrication and direct integration of
customized, monolithic sensors into infrastructure components, facilitating data-driven ur-
ban planning and robust Internet of Things (IoT) [43] applications. However, despite these
conceptual advantages, fully overcoming physical rigidity remains technically challenging.
Current 3D printing systems struggle with multi-material fabrication [44], particularly in
achieving structurally sound bonding between materials with vastly different mechanical or
thermal properties. For example, embedding conductive materials within concrete for the
real-time monitoring of structural integrity remains largely theoretical due to unresolved
adhesion and long-term durability concerns [42].

To synthesize these challenges, Table 1 outlines the main contributions and limitations
identified in the key literature regarding the physical infrastructure layer.
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Table 1. Summary of key literature addressing systemic challenges, physical upgrades, and temporal
asymmetry in the infrastructure layer.

Author Intersecting Layer Main Contribution Key Limitation

F. Alanazi [45] Infrastructure and
Digital Layers

Highlights the need for physical
upgrades (e.g., bidirectional
chargers, adaptive signals) and
evaluates large scale ITS
implementations like the
Riyadh Metro.

Capital intensive upgrades face
structural inertia; massive
infrastructure alone struggles to
solve congestion without
systemic integration.

H. Inac et al. [46] Infrastructure and
Mobility Layers

Proposes a 4 tier conceptual
framework tracking the evolution
from traditional road networks to
fully autonomous
“Mobility 4.0” systems.

Limited by a significant lifecycle
mismatch (temporal asymmetry)
between rapidly evolving
technologies and long-lived
physical infrastructures.

A. Oad et al. [47] Infrastructure and
Energy Layers

Analyzes the operational
prerequisites for smart microgrids,
focusing on the physical
availability and deployment
challenges of public
charging stations.

The massive physical rollout of
charging infrastructure faces
severe logistical bottlenecks and
hardware limitations within legacy
distribution networks.

3.2. Energy–Mobility Integration Complexity

The electrification of transport [48], ranging from private electric vehicles (EVs) to
shared fleets and electric buses, offers a clear opportunity to reduce urban emissions and
improve air quality [49,50]. However, integrating massive numbers of EVs into the urban
energy system [51] introduces deep technical, economic, and organizational complexities.
A prominent example of this complexity is the electrification of public transit. In large-scale
electric bus depots, simultaneous charging operations generate significant localized load
peaks; if these aggregate loads exceed the capacity of local substations, costly new infras-
tructure investments become unavoidable [52]. To mitigate these impacts, operators must
employ sophisticated charging management strategies aimed at load peak minimization,
energy cost reduction, and battery lifetime optimization. This involves generating predic-
tive charging schedules based on forecasted energy consumption [53], often supported by
quasi-real-time co-simulation tools, such as “Bus Depot Simulators”, that factor in dynamic
variables like traffic delays, ambient temperature, and varying arrival times to continuously
monitor and adjust the depot’s load profile [52].

Beyond centralized fleets, at the core of the broader city-wide integration problem
is a fundamental shift: mobility is no longer merely an energy consumer, but a potential
energy resource. Under the right conditions, EV batteries can act as mobile storage systems
that feed power back to the grid (Vehicle-to-Grid, or V2G) or function as flexible loads [54].
While V2G technology offers significant benefits for grid flexibility and renewable energy
integration, concerns regarding battery degradation [55,56] remain an important considera-
tion. While the long-term impact of V2G operations remains a subject of ongoing debate,
some recent modelling studies offer optimistic projections, suggesting that participation in
V2G services may increase battery degradation by approximately 9–14% over a ten-year
period, with specific estimates of around 0.3% per year in capacity loss under controlled
conditions [57]. However, it is crucial to note that these figures are highly sensitive to
specific charging patterns, participation intensity, and battery chemistry, and therefore
should be interpreted as illustrative scenarios rather than a definitive consensus. These
findings indicate that, when properly managed through smart charging strategies and bat-
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tery management systems, V2G participation can be integrated without causing substantial
reductions in battery lifespan.

From a systems perspective, three interdependent challenges emerge from this transition:

• Variability and peak demand: Charging patterns are highly heterogeneous. Many
users prefer to charge after work, concentrating demand into a few evening hours
and creating new load peaks that local distribution networks were not sized for.
Unmanaged, these peaks can lead to grid instability and accelerated asset aging. Si-
multaneously, the growing penetration of intermittent renewable energy (such as solar
and wind) means that low-carbon energy is variable. As smart grids integrate these
fluctuating sources to reduce CO2 emissions [58], traditional energy flows are funda-
mentally modified, often changing direction suddenly. Furthermore, the replacement
of traditional synchronous generators with these distributed systems removes inherent
inertial responses, exacerbating grid stability issues related to voltage control and
load flows [59]. While matching EV charging to times of high renewable generation is
technically attractive, it remains operationally complex.

• Grid capacity and hardware limits [60]: Traditional distribution networks (transform-
ers, low-voltage lines) were designed for one-way electricity flows from the grid to the
consumer. Two emerging trends complicate this legacy architecture: the bidirectional
flows required by V2G and the clustering of EV chargers at public hubs or depots.
Enabling V2G requires specialized bidirectional Electric Vehicle Supply Equipment
(EVSE) and advanced control systems to regulate electricity flow [61,62]. Further-
more, repeated battery cycling for grid services risks accelerating battery degradation,
creating economic disincentives for vehicle owners.

• Coordination and business models: A critical barrier is determining who controls
the charging schedules: utilities, charging operators, mobility platforms, or the users
themselves. Currently, incentives are misaligned. Drivers prioritize convenience
and low costs; in particular, overcoming “range anxiety” [63] is paramount for V2G
adoption [64]. Studies indicate that guaranteeing a “minimum range” for drivers is
a far more critical factor for their participation than financial remuneration. Utilities
need to flatten demand peaks to stabilize voltage, and cities aim for equitable access
and low emissions. While emerging theoretical concepts like Mobile-Energy-as-a-
Service (MEaaS) [39,65] offer promising frameworks to coordinate these actors, they
currently lack large-scale empirical validation. Furthermore, regulatory frameworks,
tariffs, and commercial contracts severely lag behind these conceptual technological
capabilities. This regulatory lag, alongside an insufficiently developed charging
infrastructure, currently hinders the widespread application of otherwise mature
V2G technologies [66].

To overcome this inertia and move toward scalable integration, the literature suggests
several actionable pathways:

• Smart charging and demand response:Implementing intelligent charging protocols [67]
can dynamically adjust charging rates based on grid conditions. By leveraging real-time
monitoring and automation [68], these systems can lower system costs and allow EVs to
absorb excess renewable energy as distributed storage [59].

• Local storage and charger aggregation: Deploying off-grid or hybrid charging
stations equipped with local renewable generation (e.g., solar canopies) and sta-
tionary battery storage can buffer the grid from sudden peak demands caused by
fast-charging clusters [49].

• Time-of-use tariffs and incentive design: Creating dynamic pricing mechanisms and
incentive-based coordination schemes is essential to align user behavior with grid
needs, encouraging off-peak charging or discharging. While conceptual models such
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as the MEaaS framework propose viable theoretical pathways for this coordination,
their practical efficacy remains to be rigorously tested and validated in real-world
deployment settings.

• Standards and interoperability: A fragmented hardware and software landscape
prevents seamless integration. Adopting universal communication protocols and
robust, multi-layer security frameworks (such as the NIST cybersecurity framework)
is critical to protect bidirectional energy networks from vulnerabilities and ensure
network security [59].

• Pilot projects and staged upgrades: Given the high costs of grid upgrades, cities
must transition from purely simulation-based planning to real-world, large-scale field
trials. Staged infrastructure rollouts, tailored to specific city archetypes, can help
municipalities test viability before committing to massive capital investments [69].

To synthesize the complex dynamics of energy–mobility integration discussed above,
Figure 3 provides a conceptual visual summary.

Figure 3. A conceptual mapping of the systemic challenges inherent in energy–mobility integration
to their corresponding layered operational responses.

Beyond technical integration challenges, the electrification of urban mobility raises
important social and distributional considerations. Access to charging infrastructure is
often unevenly distributed across urban areas, reflecting existing socio-economic disparities.
Households without private parking or residing in peripheral districts face higher barriers
to EV adoption due to the limited availability of public charging points. Furthermore,
while dynamic pricing mechanisms and smart charging strategies are technically efficient,
they may disproportionately affect users with limited flexibility in their daily mobility pat-
terns. Therefore, energy–mobility integration strategies must incorporate equity-oriented
planning principles and community involvement to ensure that the transition toward
sustainable mobility does not reinforce existing urban inequalities [70]. In summary, the in-
tegration of energy and mobility systems represents not merely a technical upgrade, but a
systemic socio-technical transformation deeply embedded within the broader concept of
the Smart City [59,71]. It requires coordinated infrastructure planning, intelligent control
mechanisms, regulatory alignment, and socially inclusive policy design [72]. Without such
integrated governance, large-scale electrification risks introducing new structural stresses
rather than delivering its full environmental, economic, and societal benefits.

Table 2 summarizes the core contributions and systemic limitations identified in the
literature regarding these physical, mobility, and energy domains.
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Table 2. Summary of key literature addressing systemic challenges in the mobility and energy layers.

Author Intersecting Layer Main Contribution Limitation

H. Becker et al. [73] Mobility Layer

Demonstrates that
integrated MaaS credits
reduce private car usage
and adjust travel demand.

Highlights
context-dependent
ecological impacts but
lacks a comprehensive
life-cycle assessment to
quantify the exact net
emission changes.

S. Qiao; A.G.O. Yeh [70] Mobility and
Governance Layers

Exposes spatial justice
issues in
Mobility-on-Demand
(MOD), showing how
shared services directly
compete with public transit
in urban centers.

Identifies severe user
inequality in core areas but
fails to empirically model
the exact transit
accessibility gaps in
underserved
peripheral districts.

N.S.e. Silva et al. [59] Energy and Digital Layers

Analyzes power system
modernization via ICT and
distributed EV storage to
absorb fluctuating
renewable energy.

Replacement of
synchronous generators
removes inertial response,
exacerbating grid stability,
voltage control,
and bidirectional
flow issues.

J. Geske et al. [66] Energy and
Mobility Layers

Identifies that
guaranteeing a “minimum
range” is a stronger driver
for V2G user participation.

Low penetration rates of
EVs and insufficiently
developed charging
infrastructure currently
hinder widespread
V2G application.

3.3. Data Fragmentation and ITS Scaling Limits

While energy–mobility integration highlights physical and infrastructural constraints,
the digital layer introduces a different but equally critical set of systemic limitations. Digital
technologies and data analytics are often presented as the “brains” of smart mobility. Inter-
net of Things (IoT) devices [74,75], including an array of sensors and actuators, are critical
for continuously monitoring urban environments and executing automated responses [76].
These devices, alongside vehicle telematics and mobile apps [77], generate huge amounts
of information about traffic flows, energy use, vehicle location, and travel demand. When
used well, these data enable faster decisions, smoother traffic, better public transport
planning, and adaptive services that respond to real-time conditions [78].

However, realizing these benefits is heavily constrained by data fragmentation. Data
are typically scattered across municipalities, energy utilities, private mobility companies,
and individual vehicles and stored in proprietary formats. Each entity processes infor-
mation within its own closed system, preventing the seamless data sharing required for
city-wide optimization. For example, a traffic control center [79] might have live counts
from road sensors but lack access to charging station availability or transit occupancy data,
making coordinated energy and mobility decisions nearly impossible.

A second, related problem is scaling [80,81]. What works in a controlled pilot envi-
ronment does not automatically translate into reliable performance at a metropolitan scale.
Many ITS solutions [82] perform well in lab tests or pilot projects, but they often fail to de-
liver the same benefits when scaled across cities. Reasons include inconsistent data quality,
network latency in communication, interoperability gaps between vendors, and insufficient
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sensor density. The latter is largely an economic barrier. Real-time data from roadside
infrastructure is essential for intelligent vehicles to obtain external references and enhance
the safety of automated driving systems [83]. However, establishing and operating highly
accurate sensors, such as LiDAR, is cost-intensive [84]. Consequently, cities often face trade-
offs: utilizing cheaper alternative sensors (like thermal cameras or radar [85]) can reduce
installation costs but simultaneously impact data quality, thereby limiting the addressable
user groups and the overall reliability of the automated system. Small pilots can be tightly
managed and tailored; city-wide rollouts must work across many neighborhoods, types of
roads, and user behaviors, which increases complexity dramatically.

There are practical ways to reduce fragmentation and enable scaling. Common
standards and open data formats allow different systems to “speak the same language”.
To achieve true interoperability for data exchange across heterogeneous service domains,
systems must align at the interface, syntactic, and semantic levels. Interface-level interoper-
ability, for instance, can be successfully achieved using common APIs and middleware that
connect legacy systems without replacing them wholesale [86]. Building on these technical
foundations, advanced solutions like the “Mobility Data Space” [87,88] are emerging. This
concept involves creating an open, horizontal data space that links existing proprietary
platforms, offering secure access to real-time and sensitive mobility data on a national level.
Participation in such secure data spaces, facilitated by standardized technical connector
components, provides intelligent systems with sufficient information to optimize traffic
flows, increase safety, and protect the environment [89]. Furthermore, these platforms
can evolve into “data marketplaces”, acting as enablers that allow data producers (like
municipalities or private fleets) to securely provide or sell their data, while consumers
can find and utilize datasets tailored to their specific analytical needs [86]. Finally, staged
scaling, starting with district-level pilots, building common interfaces, and progressively
adding services, reduces risk and produces learning that improves later deployments [90].

Greater data sharing and the integration of AI raise legitimate concerns regarding privacy,
cybersecurity, and surveillance [91]. Connected and autonomous vehicles represent one of the
most significant sources of real-time mobility data [92] within smart city ecosystems. Through
Vehicle-to-Everything (V2X) communication [93], vehicles continuously exchange informa-
tion with other vehicles, road infrastructure, and digital platforms. While this connectivity
can greatly enhance traffic management and safety, it also amplifies challenges related to
data interoperability, cybersecurity, and system governance. Connected and autonomous
vehicles are vulnerable to malicious attacks, raising significant data security and certification
concerns [94,95]. In this sense, data are not scarce in smart mobility systems; rather, they
are insufficiently integrated. The core challenge lies in building coordinated architectures,
shared standards, and institutional trust mechanisms that allow data to operate as a systemic
resource. Without these enabling conditions, digitalization risks remaining fragmented and
underutilized, limiting its transformative potential at urban scale.

Another critical challenge concerns the transparency and fairness of algorithmic
decision-making within smart mobility systems. Artificial intelligence and machine learn-
ing models are increasingly used to optimise traffic signals, allocate mobility resources [96],
and manage urban transportation flows. However, these systems may unintentionally
reproduce or amplify existing spatial inequalities and raise significant ethical concerns
regarding algorithmic bias [90]. For example, traffic optimisation algorithms trained pri-
marily on data from high-traffic commercial districts may prioritise congestion reduction
in economically central areas while neglecting peripheral or residential neighbourhoods.
This can limit equitable access to transportation services for marginalized populations.
As a result, travel times and service accessibility in less monitored districts may deteriorate
despite overall improvements in network efficiency. To synthesize these hurdles, Table 3
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outlines the main contributions and technological limitations identified in the key literature
concerning the digital layer and data-driven mobility ecosystems.

Table 3. Summary of key literature addressing systemic challenges, data integration, and algorithmic
vulnerabilities in the digital layer.

Author Intersecting Layer Main Contribution Key Limitation

L. Kloeker et al. [84] Digital and
Infrastructure Layers

Evaluates economic
trade-offs of roadside ITS
sensors (LiDAR vs.
thermal/radar) for
automated driving.

Evaluates hardware
trade-offs without
empirically quantifying the
specific impact of
degraded data on overall
system reliability.

S. Pretzsch et al. [89] Digital and
Governance Layers

Proposes the “Mobility
Data Space” framework for
secure, national-level
data sharing.

Presents a conceptual
architecture but lacks a
quantitative assessment of
the latency required for
real-time data exchange.

Z. Mahrez et al. [78] Digital and
Mobility Layers

Demonstrates V2I big data
applications achieving
tangible emission and
wait-time reductions.

Models rely heavily on
high-density pre-existing
digital infrastructure.

A. Rudskoy et al. [97] Digital Layer

Conceptualizes the Urban
Digital Twin integrating
real-time telemetry
and simulation.

Remains highly conceptual;
does not provide empirical
frameworks to resolve
interoperability issues
across vendor-specific
legacy systems.

D. Mirindi et al. [98] Digital and
Governance Layers

Identifies algorithmic bias
risks in AI-driven traffic
optimization models on
affluent district data.

Diagnoses spatial
inequality risks but does
not empirically validate a
specific XAI methodology
to audit these biases.

To address these risks, recent research highlights the importance of algorithmic trans-
parency, explainable AI (XAI), and regular auditing procedures to evaluate potential biases
in data-driven mobility management systems. Future implementations must prioritize
these ethical frameworks and explainability to ensure the equitable deployment of AI
for sustainable transportation [98]. In this context, connected vehicles represent a crucial
extension of intelligent transportation systems, as they transform vehicles into mobile data
nodes capable of continuously interacting with infrastructure, other vehicles, and urban
digital platforms.

3.4. Connected and Automated Vehicles

An additional layer of complexity in smart mobility systems arises from the evolution
of vehicles into connected, communicating entities. Modern vehicles increasingly engage
in continuous data collection, processing, and transmission across a network of connected
objects, acting as the foundation for the Internet of Vehicles (IoV) paradigm. The IoV
essentially serves as a customized convergence of the broader Internet of Things (IoT) and
the mobile Internet, enabling independent devices (Internet of Autonomous Things, IoAT)
to function autonomously and improve data collection across urban environments [99].

These interactions are often described under the umbrella concept of Vehicle-to-
Everything (V2X) communication, which encompasses several complementary communi-
cation modes [78]. As depicted in Figure 4, this V2X ecosystem transforms the connected
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vehicle into an active node capable of bidirectional data and energy exchange across
multiple domains. The Vehicle-to-Vehicle (V2V) exchange facilitates cooperative driv-
ing and significantly reduces chain collision risks by alerting drivers to sudden braking
ahead [78,90]. Beyond that, the literature identifies several crucial V2X sub-categories:

• Vehicle-to-Infrastructure (V2I): Connects vehicles with elements like smart traffic sig-
nals. The integration of V2I with big data analytics has demonstrated tangible results
in optimizing traffic flow; for example, data-driven synchronization of traffic lights has
been shown to reduce gas emissions and wait times by up to 20%, while real-time pre-
dictive models in cities like Vienna successfully manage parking occupancy [78,100].

• Vehicle-to-Grid (V2G): Allows EV batteries to safely supply electricity back to the grid,
helping to balance peak renewable energy loads without compromising mobility [54].
Standardized protocols, such as ISO 15118, are crucial in this context to ensure smooth,
automated interactions between the vehicle and the energy network during smart
charging events [99].

• Vehicle-to-Pedestrian (V2P) and Vehicle-to-Network (V2N): V2P systems detect
vulnerable road users to provide collision warnings, while V2N connects vehicles to
cloud services for remote diagnostics and advanced routing [100].

Figure 4. The connected vehicle as an active node within the smart mobility ecosystem. The diagram
highlights the bidirectional flows of both information (V2X communication, supporting intelligent
transportation) and electricity (including V2G, V2B, and V2H integration, supporting grid flexibility,
resilience, and local energy management).

Enabling this complex web of interactions requires robust technical foundations.
The literature emphasizes that Cellular Vehicle-to-Everything (C-V2X) chipsets, fully com-
patible with 5G networks, are foundational for seamless integration with Advanced Driver
Assistance Systems (ADAS) [100]. Furthermore, establishing unified architecture and
communication standards, such as IEEE 802.11p for cooperative systems and ISO 21217
for ITS connectivity, is an absolute prerequisite. In post-crash scenarios, standards like
ISO 15628 drastically expedite emergency response interventions [99]. To navigate these
complex environments intelligently, vehicles also rely on a sophisticated hardware sensor
suite, including LiDAR, RADAR, and GNSS, to share real-time spatial data and dynamically
adapt to urban traffic disruptions [101,102].

However, beyond these operational benefits, the transition to full IoV and autonomy [103]
introduces profound vulnerabilities and temporal constraints. As vehicles evolve into so-
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phisticated mobile computing platforms, they face significant security challenges across their
multi-layered architecture [104]. The deep integration of information and communication
technologies (ICT) means that the power grid components and utility servers of a smart
city are increasingly susceptible to malware attacks originating from the connected EVs
themselves. Furthermore, critical infrastructure, such as public charging stations, can be
hacked, potentially leading to catastrophic damage to the city’s broader energy management
systems [105]. These threats range from passive cyberattacks, where attackers gain unau-
thorized access to sensitive user information without actively disrupting normal oper-
ations, to active malicious interventions that compromise physical vehicle safety and
data integrity [104–106]. Although tools like Deep Learning (DL) [107,108] are being de-
veloped to protect against these threats [99], establishing robust, multi-layered cybersecurity
mechanisms remains a daunting and critical prerequisite for safe deployment [104].

Beyond digital threats, physical and behavioral challenges persist. Achieving Level 5
autonomy remains highly constrained by unpredictable environmental factors and adverse
weather conditions [101]. Consequently, expectations regarding the rapid deployment of
these technologies must be tempered. While timeline projections vary widely across the
literature, some estimates indicate that the complete market penetration of Autonomous
Vehicles (AVs) and the realization of associated benefits may not be fully realized until
the late 2050s or 2060s [109]. These dates remain speculative and highly dependent on
overcoming the regulatory, safety, and infrastructural hurdles.

Ultimately, while V2X technologies hold significant potential for improving safety,
efficiency, and sustainability [100], their effectiveness depends heavily on interoperability
standards, communication reliability, strict cybersecurity protections, and coordinated
governance frameworks [90]. In this sense, connected vehicles must not be viewed merely
as standalone technological innovations, but as highly vulnerable active nodes that require
secure integration into both transportation infrastructure and urban energy networks.
Building on these vulnerabilities, Table 4 outlines the critical challenges and technological
limitations associated with the digital layer and connected vehicle ecosystems.

Table 4. Summary of key literature addressing systemic challenges and cyber–physical vulnerabilities
in connected and autonomous vehicles domains.

Author Intersecting Layer Main Contribution Key Limitation

O. Apata et al. [105] Digital and Energy Layers
Identifies EVs as potential
malware vectors for
utility servers.

Lacks quantitative risk
assessment for cascading grid
failures originating from
public EVSE nodes.

K. Alkaabi; J. Sarrau [101] Digital and Mobility Layers
Maps hardware sensor suites
(LiDAR, RADAR) to V2X
navigation protocols.

Relies on idealized sensor
performance; fails to
empirically model data
degradation under adverse
meteorological conditions.

B. Ji et al. [90] Digital and Mobility Layers
Demonstrates V2V data
exchange effectiveness in
reducing chain collision risks.

Strict interoperability
standards, communication
reliability, and
robust cybersecurity.

Z. Yang et al. [102] Mobility and
Infrastructure Layers

Frames autonomous vehicles
as active nodes for dynamic
traffic disruption adaptation.

Focuses on conceptual
network topology without
providing empirical
stress-testing for legacy
infrastructure integration.
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Table 4. Cont.

Author Intersecting Layer Main Contribution Key Limitation

P. Mishra; G. Singh [99] Digital and
Governance Layers

Highlights IEEE/ISO
protocols for interoperability
and emergency
response management.

Underestimates the
computational overhead and
latency introduced by
DL-based security
architectures on edge devices.

G. Sharma [100] Digital and
Infrastructure Layers

Classifies V2X spectrums and
highlights the necessity of 5G
C-V2X chipsets for ADAS.

Overlooks network fallback
strategies and latency
mitigation during 5G
coverage dropouts in
peri-urban zones.

3.5. Governance and Institutional Barriers

A successful smart-mobility transition [110] does not depend on hardware or software
alone: it is fundamentally a governance challenge. While Sections 3.1–3.4 detailed the physi-
cal, energy, digital, and cybersecurity constraints, this section examines the institutional and
policy conditions that determine whether technical solutions can be effectively deployed,
scaled, and maintained to deliver public value. Governance shapes who decides, who
pays, who benefits, and who bears the risks; a misalignment in any of these dimensions
can effectively block otherwise promising innovations.

A primary barrier is regulatory lag. Lawmaking and standards development move
inherently slower than rapid technology cycles. New business models (e.g., mobility
platforms, charging aggregators) and technical capabilities (V2G, real-time traffic con-
trol, automated driving) [111] often arrive long before the legal frameworks governing
safety, liability, data protection, and commercial operations are firmly in place. This un-
certainty discourages investment, leading to cautious, localized pilots rather than bold,
city-wide deployments. Consequently, governments face a difficult dilemma: act too
early and risk locking in suboptimal standards, or act too late and cede control entirely to
market actors [36].

A closely related barrier is the persistent lack of cross-departmental coordination.
Responsibility for mobility, energy, and digital infrastructure is typically dispersed across
multiple isolated agencies, transport departments, utilities, planning offices, regulators,
and private operators, each operating with its own objectives, budgets, and timelines. This
siloed structure generates enormous coordination costs. For instance, the deployment of
electric vehicle charging stations requires grid reinforcement managed by utilities, yet the
physical locations are planned by urban mobility teams [112]. Without formal coordination
mechanisms and shared targets, investments remain piecemeal [113].

Misaligned incentives and conflicting business models present another recurring
obstacle. Utilities, municipalities, mobility operators, and users all respond to different
price signals and regulatory incentives. A utility may prefer “time of use” pricing to smooth
peak demand [114,115], whereas a mobility operator prioritizes service reliability and
customer convenience. Meanwhile, private EV owners often prioritize fast charging, even
if it exacerbates grid stress. Designing tariffs, subsidies, and contracting arrangements that
balance these competing interests is technically and politically fraught. New intermediary
roles, such as aggregators and Virtual Power Plant (VPP) operators [116], can help bridge
these gaps, but they require clear rules and stable market designs to emerge at scale [39].
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Furthermore, traditional financing and procurement practices actively hamper digital
transformation. Standard infrastructure procurement favors large, one-off capital contracts
focused on physical assets with long lifecycles. In contrast, smart mobility requires iterative
investment: continuous software upgrades, data platform maintenance, and ongoing
service management. Rigid procurement rules and risk-averse financing mean that cities
struggle to fund experimentation or build the internal staff capacity needed to oversee
complex, adaptive contracts [36].

Finally, governance challenges are highly context-dependent. The literature empha-
sizes that optimal investments vary significantly by city archetype, classifications typically
defined by the complex interaction between urban form, public transit density, and infras-
tructural layout [117]. A policy or market design that succeeds in a dense “High-Compact
Middleweight” city (e.g., Berlin) may fail entirely in a sprawling “Car-Centric Giant”
(e.g., Detroit). This operational divergence occurs because the physical characteristics
and localized traffic dynamics of a city fundamentally dictate its resilience to disruptions.
Recent methodological advances demonstrate that structural topology alone cannot ac-
curately capture a transportation network’s vulnerability without integrating specific,
context-dependent operational attributes, such as localized volume-to-capacity ratios and
travel times [118]. Because networks degrade differently based on these unique urban
characteristics, this underscores the absolute necessity for locally adapted governance and
infrastructure strategies rather than generic, one-size-fits-all solutions [117,118].

Alongside local adaptation, public legitimacy and social acceptance cannot be under-
estimated. Decisions regarding where charging stations are deployed, how sensitive data
are utilized, and which neighborhoods receive automated services directly impact daily life
and urban equity. If residents feel excluded from decision-making or perceive that benefits
accrue only to affluent populations, public opposition can stall critical projects. Transparent
decision processes, participatory planning, and clear accountability over data governance
are essential to secure the “social license to operate” and ensure equitable access.

The institutional architecture frequently determines whether technological solutions
translate into lasting public value. Tackling governance and institutional barriers is there-
fore just as critical as solving technical engineering problems; both must advance simulta-
neously to achieve an equitable, resilient, and sustainable smart mobility transition.

While our interpretive synthesis highlights these governance challenges, quantifying
their exact severity relative to technical barriers requires structured analytical approaches.
The literature on socio-political barriers to smart mobility adoption has developed method-
ologies for comparative barrier assessment, such as the TISM-MICMAC approach [31].
Future research should engage with these methodological precedents to formally measure
and compare the causal weight of institutional versus technical constraints.

To address and systematically overcome the institutional and regulatory bottlenecks
diagnosed above, the literature points to several actionable policy directions. Rather than
isolating them here, these operational solutions are directly integrated into the Governance
Layer of our proposed conceptual framework, detailed in Section 4.5.

Table 5 outlines the main contributions and limitations identified in the key literature
regarding governance and institutional barriers.
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Table 5. Summary of key literature addressing systemic challenges in governance, regulatory
frameworks, and institutional barriers.

Author Intersecting Layer Main Contribution Key Limitation

I. Docherty et al. [110] Governance Layer

Identifies the smart-mobility
transition as a governance
challenge driven by the lag
between lawmaking and
technology cycles.

Outlines the regulatory timing
paradox but lacks a
quantitative policy-evaluation
framework to determine the
optimal intervention window.

S. Kussl; A. Wald [36] Governance and
Infrastructure Layers

Highlights how rigid
infrastructure procurement
practices hamper digital
transformation, advocating
for performance-based
investments.

Diagnoses municipal
financing barriers but does
not empirically test a specific
agile procurement model to
overcome risk aversion.

M.A. Richter et al. [117] Governance and
Mobility Layers

Demonstrates that optimal
smart mobility investments
are context-dependent and
vary by specific
city archetypes.

Generic, one-size-fits-all
policy solutions frequently
fail; strategies must be strictly
localized, complicating the
broad, standardized scaling of
smart technologies.

C. Georgouli et al. [119] Governance Layer
Advocates for innovation into
urban planning via active
citizen participation.

Emphasizes collaborative
frameworks but fails to
provide a standardized,
reproducible metric to
quantify the impact of public
legitimacy on policy success.

4. Integrated Smart Mobility Solutions
Traditional urban transport systems are increasingly strained by congestion, air pollu-

tion, and inefficient resource utilization, necessitating a paradigm shift rather than mere
incremental improvements [120]. Consequently, smart mobility has evolved into a central
pillar of smart city development, aiming to enhance transportation efficiency, sustainability,
and accessibility through coordinated planning. Rather than focusing solely on physical
infrastructure expansion, the literature emphasizes a transition toward interconnected,
data-driven mobility ecosystems [121].

In these emerging ecosystems, technologies such as artificial intelligence, big data
analytics, and the Internet of Things (IoT) fundamentally transform urban transportation.
IoT infrastructures facilitate continuous communication between vehicles, users, and the
built environment, while AI-driven systems enable real-time traffic optimization and
predictive analytics [122].

From a system-level perspective, this integration blurs the distinction between indi-
vidual transport modes, increasingly delivering mobility as a unified, multimodal service.
The progressive deployment of autonomous vehicles further accelerates this transformation
by profoundly altering operational dynamics and information management within trans-
port networks [123]. Despite these advancements, significant hurdles persist. Advanced
mobility networks introduce critical vulnerabilities, including data privacy concerns, cyber-
security risks, and the potential exacerbation of social inequalities if access to these services
is not equitably distributed.

The analysis of the literature reveals that addressing these challenges and transform-
ing urban mobility within smart cities cannot rely on isolated technological solutions.
Instead, the reviewed studies consistently highlight the need for integrated approaches
that combine intelligent transportation systems [124], electrification, digital infrastructure,
and coordinated governance frameworks. Building on these findings, this study proposes
a comprehensive five-layer conceptual framework to align these interdependent elements.
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While recent literature proposed frameworks such as models coupling road network robust-
ness with environmental stressors (e.g., sea-level rise) and adaptation governance [125],
these antecedent models predominantly isolate physical transport systems from the broader
electrical and digital ecosystems. The framework proposed in this study explicitly positions
itself beyond these prior models by formally integrating the Energy and Digital layers
as foundational pillars. Vehicle-to-Grid (V2G) dynamics and real-time data interoperabil-
ity must be treated as core structural components rather than external variables, thereby
offering a more comprehensive architectural model for smart city mobility.

It must be acknowledged that this five-layer framework is primarily calibrated for
highly digitized, well-resourced urban environments. In cities lacking basic digital infras-
tructure or mature regulatory capacity, particularly in developing or lower-income contexts,
the adoption dynamics of shared and electric mobility differ substantially. In such settings,
the framework should not be viewed as an immediate operational blueprint, but rather as
a progressive target state. For these municipalities, initial efforts must prioritize capacity
building within the foundational Governance and Infrastructure layers before advanced
digital and automated integration can be successfully realized.

To ensure the framework does not worsen existing urban inequalities, equity must be
a core principle guiding all five layers. For the infrastructure layer, EV charging networks
and mobility hubs must be actively planned to serve lower-income neighborhoods, rather
than focusing only on wealthy areas. For the digital layer, algorithms used for route
optimization and dynamic pricing must be audited to prevent unfair costs or reduced
access for vulnerable groups. Finally, within the governance layer, cities must implement
inclusive policies and subsidies to ensure that smart mobility benefits all residents equally.

As illustrated in Figure 5, this model maps the essential structural interdependence
between the foundational physical infrastructure, mobility services, energy networks,
and digital data systems, all operating under a cohesive governance umbrella. While visu-
alized hierarchically for expository clarity, it is crucial to emphasize that the interactions
between these five layers are fundamentally bidirectional. For instance, while physical
infrastructure supports mobility, top-down governance decisions directly dictate infras-
tructure funding, and energy layer dynamics continuously feed back into infrastructure
planning priorities. To accurately reflect these complex sociotechnical feedback loops,
the framework operates as a continuous cycle where influence, regulatory constraints,
and data flow dynamically across all levels.

When operationalizing this framework, it is imperative to distinguish the varying
levels of technological readiness across the domains. For instance, while algorithmic traffic
signal optimization (Digital Layer) represents a mature, commercially deployed technology,
large-scale bidirectional V2G integration (Energy Layer) remains an emerging paradigm
hindered by regulatory uncertainty. Furthermore, advanced conceptual models such as
Mobile-Energy-as-a-Service (MEaaS) must currently be classified as speculative future
concepts, requiring extensive controlled trials before city-scale implementation.

4.1. The Infrastructure Layer

The foundation of the smart mobility ecosystem is the physical infrastructure, en-
compassing road networks, parking facilities, and hardware installations. Existing built
environments, primarily designed for conventional internal combustion vehicles, face sig-
nificant lifecycle mismatches when adapting to new paradigms. Overcoming this physical
inertia requires a fundamental digital transformation, shifting traditional, product-oriented
road networks toward systems that inherently incorporate digital products and integrated
mobility services [36]. This infrastructural transformation can be conceptualized through a
multi-tier evolution, moving from legacy systems to digitalized networks, and ultimately to
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“Mobility 4.0” [46], which features intelligent, autonomous systems capable of self-decision-
making with minimal human intervention [46].

Figure 5. The five layers conceptual framework for integrated smart mobility. The model illus-
trates the essential interdependence between foundational physical infrastructure, mobility services,
energy networks, and digital data systems, all operating under a comprehensive governance and
institutional umbrella.

Achieving this highest tier of smartness relies on intelligent infrastructure that merges
physical assets with virtual capabilities. By leveraging artificial intelligence, inexpensive
cloud computing, and ubiquitous sensors, city authorities can continuously collect and
analyze transport-related data, allowing the built environment to learn and adapt to the
cognitive and physical states of its users [45]. Upgrading this foundational layer, such as
installing bidirectional chargers, adaptive traffic signals, and edge computing nodes, is
capital-intensive but strictly necessary. These physical upgrades form the backbone of Intel-
ligent Transportation Systems (ITS), which link vehicles directly to network infrastructure
to foster cost-effective and environmentally friendly urban transport [126].

A critical component of this ecosystem is Vehicle-to-Infrastructure (V2I) [127] commu-
nication, enabling vehicles to exchange real-time data with traffic lights, road signs, and de-
centralized roadside ITS stations [45,126]. To support the vast data requirements of compre-
hensive Vehicle-to-Everything (V2X) communication [128], infrastructure must be equipped
with exceptionally high computing power and robust connectivity [45]. As infrastructure
becomes deeply interconnected, ensuring security, privacy, and data integrity is paramount.
Decentralized technologies, particularly “Directed Acyclic Graph” (DAG) [129], offer the
scalability and low latency required for real-time mobility applications, such as autonomous
vehicle coordination, decentralized traffic management, and rapid microtransactions for
EV charging and ride-sharing. Concurrently, the physical maintenance and operation
of this infrastructure are evolving through robotics; drone swarms [130] and automated
vehicles are increasingly deployed for infrastructure monitoring, aerial logistics, and public
transport efficiency [131].

Ultimately, while the integration of digital capabilities is transformative, it must be
matched by comprehensive urban planning. As evidenced by large-scale deployments,
such as the Riyadh Metro project, massive infrastructure investments equipped with central
traffic monitoring, automated electrification, and extensive surveillance can still struggle
to resolve foundational traffic congestion if broader systemic integration is lacking [45].
Therefore, these intelligent infrastructure investments must be carefully coordinated to
support and enable the operational mobility systems described in the following layer.
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4.2. The Mobility Layer

Operating upon the physical infrastructure is the mobility layer, characterized by
the integration of connected, autonomous, and shared vehicles [18]. This convergence
articulates a new paradigm for road transportation, representing not merely a series of
technical innovations, but a comprehensive socio-technical and economic transition [36].
In this framework, vehicles are no longer isolated transport devices but active nodes within
a broader ecosystem. At the core of this transition are intelligent vehicles equipped with
computerized control systems that enable autonomous navigation, allowing them to make
real-time route decisions and carry passengers or goods without human interference [45].
Operating in varying autonomy levels, going from no automation (Level 0) to full au-
tomation (Level 5) as defined by the National Highway Traffic Safety Administration,
these vehicles rely on an extensive array of embedded sensors. This hardware suite typi-
cally includes Light Detection and Ranging (LiDAR) [132], Radio Detection and Ranging
(RADAR) [133], ultrasonic sensors, infrared cameras, and Global Navigation Satellite Sys-
tems (GNSS) [134]. Despite these profound advancements, achieving full Level 5 autonomy
remains highly challenging, primarily due to unpredictable environmental factors and
weather-related constraints that limit operational capabilities [101].

To overcome these operational limitations and ensure safe navigation, intelligent vehicles
must continuously interact with their surroundings through Vehicle-to-Everything (V2X)
communication protocols. Technologies such as Dedicated Short-Range Communication
(DSRC) [135,136] and Vehicle-to-Infrastructure (V2I) [137] links are expected to play a critical
role in this dynamic data exchange [101]. This highly connected environment is essential
because traditional urban transport networks are inherently vulnerable to a wide range of
disruptions, including traffic congestion, severe weather conditions, accidents, and natural
disasters [102]. By functioning as interconnected nodes that share real-time spatial and
environmental data, connected and autonomous vehicles can dynamically adapt to these
disruptions, thereby enhancing the overall resilience, safety, and efficiency of the urban
mobility network [45,102].

Beyond the hardware and communication protocols, the fast-paced development of
Information and Communication Technology (ICT) has catalyzed the evolution of Shared
Mobility and Mobility as a Service (MaaS). With tens of thousands of travel applications
currently available, the complexity of navigating urban transit has driven the need to
“servicize” mobility, integrating diverse transport modes into a single, unified digital
environment [138]. MaaS aims to turn travelers into mobility consumers by combining tra-
ditional collective transportation with emerging shared services, creating a highly attractive
alternative to private car ownership [73]. For MaaS providers, capturing the heteroge-
neous travel needs of users and seamlessly integrating strategic planning, fleet sizing, fare
structures, and user interfaces across multi-modal systems remains a critical research and
operational challenge [73,139].

The operational success of these shared services heavily relies on understanding user
behavior and spatial requirements. Research indicates that travel choices are strongly
dictated by distance categories: walking and bike-sharing are predominantly favored for
short trips (under two km), while car-sharing and taxis serve middle to long-distance
routes. By integrating these complementary systems, cities can cater to diverse mobil-
ity demands [140]. Urban environments that already possess a robust public transport
backbone alongside a proliferation of diverse shared mobility services, such as Madrid,
which exhibits high levels of both public and non-motorised transport use, serve as ideal
candidates for successful MaaS deployment [138].
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However, the transition toward MaaS and Mobility-on-Demand (MOD) [70,141] intro-
duces complex environmental and socio-economic dynamics. On one hand, effective MaaS
implementation has demonstrated the potential to substantially reduce private car usage,
increase public transport ridership, and lower greenhouse gas (GHG) emissions, provided
the system is sufficiently attractive to users [73,139]. For instance, a six-month field test
in Gothenburg revealed that users provided with integrated monthly mobility credits
actively shifted away from individual car use and overestimated their prior travel demand.
On the other hand, ecological and social impacts remain highly context-dependent. While
bike-sharing can reduce emissions in car-centric cities [142], it might paradoxically increase
them in transit-oriented areas [73].

Furthermore, MOD services can introduce profound spatial justice issues. These ser-
vices often compete directly with bus and rail systems in city centers, leading to severe
user inequality; for example, data from New York City indicates that a vast majority of
ride-hailing services are monopolized by a small fraction of wealthy residents, leaving
the rest of the population underserved [70]. Finally, external systemic shocks have high-
lighted the fragility of shared models. During the COVID-19 pandemic, the need for
physical distancing and safety temporarily drove user preferences back toward private
vehicle ownership, underscoring the ongoing challenges in maintaining sustainable shared
mobility habits [139].

4.3. The Energy Layer

The widespread adoption of electric mobility introduces new pressures on electricity
grids, tightly coupling the mobility layer to the urban energy network [143]. As global initia-
tives, such as the International Energy Agency’s (IEA) net-zero emissions by 2050 scenario,
push countries to re-evaluate their renewable energy targets, the gradual replacement of
fossil-fueled automobiles with electric vehicles (EVs) will inevitably increase both the range
of operating conditions and the peak demand on power systems [47,144].

Within the proposed framework, the Energy Layer acts as the critical bridge between
the urban power grid and the mobility ecosystem. To resolve the challenges of variability,
grid capacity limits, and peak demand identified in Section 3.2, this layer employs several
integrated strategies designed to transform electric vehicles from a potential burden into
flexible, decentralized storage assets. Modern urban areas rely on smart grids: advanced
electricity networks utilizing digital technology, automation, and real-time data, to execute
these strategies and optimize energy distribution [145].

A primary function of the energy layer is managing the bidirectional flow of elec-
tricity. Technologies such as smart charging and vehicle-to-grid (V2G) systems enable
electric vehicles to function as distributed and mobile energy storage units [144]. While
unidirectional Grid-to-Vehicle (G2V) systems simply charge the vehicles, the implementa-
tion of V2G, Vehicle-to-Building (V2B), and Vehicle-to-Home (V2H), collectively referred
to as V2X technologies, allows EVs to return power to various entities [146,147]. Con-
sequently, electric vehicles act as flexible assets capable of supporting grid stability and
renewable energy integration. For instance, EV batteries can store excess photovoltaic
(PV) [148] or renewable energy during periods of high generation, absorbing extra energy
to reduce curtailment, and redistribute it during peak demand or grid failures, providing
essential resilience [144,146].

Since the deployment of the first V2G unit in the UK in 2015, the environmental
and economic benefits of this technology have become evident, offering strategies to
decrease the impact of renewable energy fluctuations and reduce reliance on fossil fuels [47].
However, the integration of EVs into smart microgrids that are small, independent power
systems capable of operating in both grid-connected and islanded modes, presents several
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operational challenges [146]. These include the availability of charging stations, charging
times, the high cost of the communication chips required to control power streams between
the EV and the grid, and the impact of EV operations on overall grid reliability [47].

A particularly critical issue in V2X systems is accelerated battery degradation caused
by frequent charging and discharging cycles [147]. To overcome these highly complex,
nonlinear optimization problems, the integration of Artificial Intelligence (AI) and Machine
Learning (ML) approaches is becoming crucial for enhancing scalability, data processing,
and automation within smart grids [149,150]. Metaheuristic algorithms, such as Artificial
Bee Colony Optimization (ABCO), have emerged as powerful tools to manage energy
exchange. By exploring potential solutions for State of Charge (SoC) [151] levels and
charging/discharging schedules, ABCO can minimize battery degradation, maximize
revenue from energy trading, and enforce constraints (e.g., maintaining 20% ≤ SoC ≤ 80%),
ensuring that EVs remain sufficiently charged for user mobility needs [147].

Ultimately, ensuring that the best available technologies are used for engine design,
alternative fuels, and renewable energy is a fundamental pillar of the sustainable mobility
paradigm. Yet, technological advancements alone are insufficient. Achieving true sustain-
ability requires overcoming significant socioeconomic barriers, such as the high costs of
insurance and the deep-rooted symbolism of private car ownership, while simultaneously
promoting active and healthy transport. A comprehensive approach to the energy and mo-
bility layers must therefore parallel strong political and social actions, such as the creation
of exclusive routes for pedestrians and cyclists, and the promotion of structured travel
plans for schools and businesses to effectively separate people from vehicular traffic [152].

4.4. The Digital Layer

Within the proposed framework, the Digital Layer acts as the “central nervous system”,
serving as a critical enabling infrastructure that transforms raw data from the physical
world into actionable intelligence and automated processes. To resolve the challenges of
data fragmentation, scaling, and algorithmic bias identified in Section 3.3, this layer fulfills
its role along two main operational lines:

• Resource Integration and Automation (ITS Perspective): In the context of Intelligent
Transportation Systems, the digital layer serves as a centralized collector for infor-
mation from physical infrastructure, such as cameras, IoT sensors, and traffic lights.
By fueling technologies such as artificial intelligence and the Urban Digital Twin [97],
this layer enables autonomous traffic optimization and predictive emergency man-
agement, effectively overcoming the limitations and potential errors associated with
human intervention alone. Functioning as a dynamic virtual mirror of the physical
environment, a digital twin fuses real-time telemetry, simulation algorithms, and ana-
lytical tools to facilitate urban forecasting and decision-making [153].

• Resilience and Predictive Urban Planning (Smart City Perspective): At a more ad-
vanced level of maturity, the digital layer relies on layered digital architectures that
include 5G networks, big data analytics, and edge-to-cloud computing [154,155] to
enable distributed processing and real-time decision-making. Far exceeding the capa-
bilities of a static digital replica, it establishes a multidimensional testing ground
where city authorities can evaluate complex planning strategies, across various
temporal and spatial scales, prior to physical deployment. This systemic maturity
makes the digital layer a true predictive urban planning tool, giving cities the re-
silience needed to adapt and rapidly redeploy resources during crises, pandemics, or
infrastructure disasters [156].
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Rather than treating digital tools as an encyclopedic list, scaling smart mobility requires
prioritizing three critical, interacting systems: AI-enabled Digital Twins, V2X communica-
tion, and Edge-to-Cloud architectures. Because Digital Twins demand massive IoT data,
often causing severe network latency, Edge computing is essential to process data locally,
transmitting only critical insights to the Cloud. Similarly, V2X networks depend on low-
latency 5G for real-time operations. Other promising technologies, like blockchain, remain
secondary until these foundational connectivity bottlenecks are resolved.

Finally, to counteract the risks of spatial inequality and algorithmic bias, the digital
layer must be governed by robust ethical frameworks. Establishing algorithmic trans-
parency, integrating explainable AI (XAI), and mandating regular bias audits are indis-
pensable prerequisites for equitable governance [98]. Ultimately, the metric of success
for digital twins extends beyond raw computational efficiency; it hinges on their human-
centric application. Sustainable digital innovation must actively bridge the digital divide
and elevate urban inclusivity, prioritizing genuine quality-of-life improvements over pure
economic optimization [157].

4.5. The Governance Layer

Responding directly to the regulatory lag, institutional silos, and procurement rigid-
ity diagnosed in Section 3.5, the Governance Layer dictates how policies, stakeholders,
and decision-making mechanisms must converge to systematically overcome these barriers
and foster innovation. Transitioning away from rigid, top-down regulation, modern urban
governance demands highly collaborative, multi-stakeholder frameworks. A core man-
date of this layer is systematically embedding innovation into the urban planning fabric.
As evidenced by metrics like the Urban Mobility Innovation Index (UMii) [158], successful
transitions require multidimensional strategies that seamlessly integrate regulatory reforms,
infrastructure planning, and data-driven service delivery [119].

Executing this vision depends heavily on the municipality’s financial and organi-
zational agility. Pioneering cities actively underwrite experimentation, such as first and
last mile autonomous vehicle pilots, thereby absorbing the inherent risks of failure to
iteratively scale viable solutions. This capacity for institutional trial-and-error necessitates
the creation of regulatory sandboxes and flexible procurement protocols, without which
the broader smart mobility ecosystem cannot operate. Simultaneously, effective gover-
nance must actively dismantle the institutional silos that fragment the urban mobility
landscape. Aligning diverse public and private actors requires rigorous standardization
and interoperability mandates [122]. To this end, open digital platforms are increasingly
functioning as vital governance instruments; by establishing shared data environments,
they provide an objective, real-time baseline for collaborative policy formulation and
iterative stakeholder engagement [159].

To move beyond conceptual models, these governance tools must be grounded in
real-world practice. A prominent example is Singapore’s tiered Autonomous Vehicle
(AV) regulatory sandbox [160]. This framework operates through a strict progression
from enclosed private testing to complex public road trials, further supported by the
“Sandbox Plus” initiative [161], which provides rapid approvals and funding to foster a
collaborative public–private ecosystem. Similarly, Amsterdam demonstrates effective cross-
sector governance through network organizations like “Amsterdam InChange”. By actively
coordinating disparate municipal departments, academia, and NGOs, this collaborative
infrastructure co-produces pilot projects that balance technological innovation with civic
needs [162]. These empirical examples demonstrate how agile governance moves beyond
theoretical concepts to deliver actionable urban integration.
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Above all, institutional frameworks must guarantee that technological deployment re-
mains socially inclusive. Forward-looking policies must actively dismantle spatial inequali-
ties, ensuring that next-generation transit solutions are universally accessible. Integrating
citizens and non-traditional stakeholders throughout the conceptualization phase is there-
fore paramount to align technical trajectories with authentic community needs [119,122].
Ultimately, navigating the transition toward sustainable, connected mobility relies on a
sustained commitment to regulatory adaptability, transparent data stewardship, and deeply
participatory urban planning.

While this review approaches the energy–mobility nexus from a macroscopic and
institutional perspective, it must be explicitly acknowledged that the practical deploy-
ment of the proposed five-layer framework is entirely contingent upon resolving severe
micro-level engineering constraints. As highlighted in specialized literature, the technical
feasibility of autonomous mobility and dynamic V2G integration requires overcoming
critical bottlenecks related to data latency in V2X communications, the computational
burden of real-time AI optimization, and the seamless integration of edge-to-cloud ar-
chitectures. Furthermore, establishing zero-trust cybersecurity frameworks and ensuring
grid stability under dense urban charging scenarios remain non-negotiable prerequisites.
Future localized techno-economic assessments must explicitly evaluate these hardware and
software parameters to translate this conceptual integration into operational reality.

5. Conclusions
This review has systematically navigated the complex intersection of intelligent

transportation systems, resilient urban infrastructure, renewable-powered electromobility,
and connected autonomous vehicles. While the literature showcases remarkable leaps in
isolated technologies, ranging from AI-driven traffic optimization and Mobility-as-a-Service
(MaaS) models to advanced V2G applications, our synthesis exposes a critical reality: the
smart city paradigm is stalling not due to a lack of technical innovation, but because of
profound systemic fragmentation.

As explored throughout this study, the true bottlenecks to scalable deployment are the
temporal asymmetry in infrastructure lifecycles, a lack of data interoperability across pro-
prietary platforms, and deeply entrenched institutional silos. Furthermore, the prevailing
reliance on simulation models over real-world, large-scale field trials continues to obscure
these practical friction points.

To move beyond these fragmented, sector-based approaches, this paper proposed
a comprehensive five-layer conceptual framework. This model illustrates that simply
superimposing digital tools onto legacy road networks is insufficient. Technological ad-
vancement must evolve in strict parallel with infrastructure adaptation and collaborative
institutional redesign.

Ultimately, the transition toward sustainable, equitable, and resilient urban mobility
is fundamentally a governance challenge. Coordinating the physical, mobility, energy,
and digital layers requires courageous policymaking, adaptive procurement, and trans-
parent data sharing. Only by aligning these integrated components under a cohesive
institutional framework can cities transform the theoretical promise of smart mobility into
lasting, tangible public value.

5.1. Limitations of the Study

While this review provides a comprehensive synthesis of the energy–mobility nexus,
several methodological and conceptual limitations must be explicitly acknowledged. First,
the reliance on a narrative and interpretive synthesis, rather than a formal quantitative
meta-analysis, inherently introduces a degree of subjectivity in the thematic categorization.
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Second, although the systematic search utilized comprehensive Boolean strings, managing
exceptionally high-volume returns by restricting screening to the most relevant records
from aggregate search engines (e.g., Google Scholar) may introduce algorithmic selection
bias and limit absolute reproducibility. Third, as previously noted, the proposed five-layer
framework operates as a conceptual diagnostic tool and currently lacks experimental or
urban-scale validation. Consequently, the “solutions” presented in this review, specifically
the five-layer framework, should be interpreted as strategic and architectural pathways to
guide policy and research, rather than immediately deployable engineering fixes. Finally,
the findings are highly sensitive to regional variability, being primarily calibrated for well-
resourced municipalities, and are inevitably subject to the rapid obsolescence characteristic
of the constantly evolving technological landscape. Recognizing these boundaries is essen-
tial for properly contextualizing the proposed framework and accurately guiding future
empirical research.

Furthermore, much of the reviewed literature relies heavily on simulation-based
modeling rather than real-world field trials. While simulations are invaluable for archi-
tectural design, they inherently abstract away unpredictable human behaviors, physical
infrastructure failures, and complex political frictions. Consequently, simulation-heavy
studies may overestimate system efficiency, underscoring the urgent need for real-world
pilot testing. Recognizing these boundaries is essential for properly contextualizing the
proposed framework and accurately guiding future empirical research.

5.2. Future Works

To guide future academic inquiry and assist policymakers, the dispersed research
gaps identified in this review are consolidated below, structured according to the
five-layer framework:

• Infrastructure Layer: Future research must focus on modular and adaptive con-
struction techniques (e.g., 3D printing of infrastructure) and evaluate strategies for
retrofitting legacy road networks to support bidirectional V2I communications.

• Mobility Layer: There is a critical need for empirical studies assessing the spatial
equity of Mobility-as-a-Service (MaaS) and Mobility-on-Demand (MOD) deployments,
ensuring that algorithmic routing does not systematically marginalize peripheral
urban districts.

• Energy Layer: Research priorities include large-scale field validations of Mobile-
Energy-as-a-Service (MEaaS) concepts and the optimization of V2G charging schedules
to definitively quantify and mitigate long-term battery degradation.

• Digital Layer: Practitioners must prioritize the development of open, interoperable
“Mobility Data Spaces” to overcome proprietary silos, alongside the implementation
of Explainable AI (XAI) and rigorous bias audits in traffic optimization algorithms.

• Governance Layer: Future studies should employ structured analytical approaches
(e.g., TISM-MICMAC) to formally quantify the severity of institutional barriers. Addi-
tionally, research must explore agile procurement models and regulatory sandboxes
capable of accommodating rapid software lifecycles.
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