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Abstract

The nascent quantum computing brings unprecedented threats to the security roots of
blockchain technology, potentially compromising cryptographic protocols securing decen-
tralized systems. This review paper discusses the developing quantum threat scenario,
focusing on the effect of quantum algorithms on traditional cryptographic systems. We
critically examine current blockchain architectures, highlighting their vulnerabilities in
a post-quantum future. The paper explores newer quantum-resistant cryptographic and
modular architectural techniques to enhance blockchain resilience. This review supports
comprehensive comprehension of cutting-edge strategies and research gaps by combining
the literature addressing quantum threat modeling and post-quantum cryptography in
decentralized systems.

Keywords: quantum-resistant cryptography; post-quantum blockchain; lattice-based
signatures; hybrid cryptographic schemes; consensus re-engineering; blockchain migration
strategies

1. Introduction

Blockchain technology is built on a decentralized ledger system, ensuring the integrity
and security of data through cryptographic techniques. Consensus algorithms employed
in blockchain protocols are essential to ensure the safety and efficacy of blockchain systems.
The choice of consensus algorithms can play a crucial role in the operation of blockchain ap-
plications, and hence, well-established mechanisms should be selected to enhance security
and effectiveness [1].

Blockchain security is also enhanced by its immutable nature, which will not permit
unauthorized data modification in the ledger [2,3]. This aspect is particularly beneficial
in sectors such as supply chain management, where traceability and transparency are
the highest priority. Helo and Hao [4] point to how blockchain technology can be used
in operations and supply chains and demonstrate how immutable ledgers can enhance
transaction report reliability.

Blockchain technology is not free from vulnerabilities. Fraga-Lamas and Ferndndez-
Caramés [5] emphasize the need for robust cybersecurity measures in the automotive
industry, in which Blockchain can improve data protection and privacy. As a combination
with other technologies such as IoT, blockchain has other security threats that must be
addressed for these systems’ development to be resilient [6]. Research studies have already
begun analyzing these threats in an organized manner. Kearney and Pérez-Delgado [7]
provide a vulnerability assessment of top cryptocurrencies, Bitcoin, Ethereum, Litecoin,
and ZCash, quantifying exposure to quantum attacks and approximating quantum threat
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timetables. A survey by Khodaiemehr et al. [8] also scopes the threat to public-key schemes
and hash functions in blockchains and discusses potential countermeasures. More recent
literature also addresses the threat vectors (consensus, wallet security, signature schemes)
and the requirement of quantum resilience in cryptographic design [9].

The advent of quantum computing introduces a new paradigm that threatens the
cryptographic basis of blockchain technology. Quantum computers can execute algorithms
like Shor’s and Grover’s that can compromise broadly deployed cryptographic systems,
including those found in blockchain networks [10].

Developing secure blockchain architectures is essential to offset the threat posed by
quantum computing. This involves incorporating post-quantum cryptographic techniques
and developing robust consensus protocols immune to upcoming attacks. Gai et al. [11]
mention the incorporation of Blockchain with cloud computing, pointing to the potential
for better security and performance using distinctive architectural designs. Blockchain
integration with upcoming technologies such as digital twins and IoT can contribute
to creating more robust systems. Hemdan et al. [12] explain how digital twins can be
integrated with Blockchain for data integrity protection in various applications. This may
allow real-time asset monitoring and control, further strengthening the security position of
blockchain networks.

Although such advancements are available, adapting blockchain ecosystems to
quantum-resistant architectures remains in infancy. Challenges come in the form of large
overheads (computation, bandwidth, and storage) that come with most PQC schemes; how
they can be integrated into existing blockchain protocols and consensus algorithms; inter-
operability between classical and post-quantum components; and governance issues, such
as how to make live upgrades without disrupting network operations. There are concerns
about the timing when quantum computers will be “cryptographically relevant” (i.e., able
to break widely used cryptographic schemes in practical scenarios), with implications for
how rapidly the transition needs to occur [13].

The recent literature includes several surveys addressing blockchain security and post-
quantum cryptography. These works differ in analytical focus, coverage of architectural
issues, and treatment of migration pathways. Some studies emphasize cryptographic
primitives, while others focus on consensus, system design, or attacker capabilities. Table 1
summarizes representative surveys and clarifies their scope relative to this work.

Table 1. Comparative summary of prior surveys on quantum-era blockchain security.

Survey Year Scope Methodology Key Conclusions
Kearney & Pérez-Delgado [7] 2021 Vulnerability (?f major Quant}tatlve exposure Estimates t}melmes for
cryptocurrencies modeling quantum risk
Fernandez-Caramés & PQC readiness of Cryptographic/architectural Highlights need for
2020 . ; .
Fraga-Lamas [10] blockchain review cryptographic upgrades
Comparison of quantum Discusses quantum-native
Yang et al. [13] 2023 and post-quantum Layer-based analysis q
. vs. PQC-enhanced systems
blockchains
Threats to public-key and Provides countermeasures
Khodaiemehr et al. [8] 2023 hash systems in Structured threat mapping  and technical
blockchain considerations

Quantum-resistant Architecture-centric Emphasizes modularity,
This Review 2025 architectures and synthesis migration frameworks, and
migration design Y system-level resilience

This survey aims to distill current understanding about quantum attacks on blockchain
systems, and more importantly, to canvass quantum-resistant cryptographic architectures
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and modular blockchain design methodologies that enhance resilience. We focus on
blockchain-specific impacts: digital signatures, consensus algorithms, transaction format,
smart contract security, and key management. We do not attempt to cover the complete
gamut of decentralized systems outside blockchains (e.g., some IoT-only DLTs or exclusively
quantum network blockchains) except for comparative purposes only. The exact objectives
of this paper are:

1. To survey the quantum computing algorithms (e.g., Shor’s, Grover’s) and threat
models as they apply to blockchain layers.

2. To analyze the vulnerabilities in existing blockchain architectures, public-key infras-
tructure, consensus, hashing, transaction verification, smart contracts, when exposed
to quantum-era adversaries.

3. To present and evaluate the major post-quantum cryptographic primitives and
schemes applicable in blockchain settings, including their performance, cost, and
integration trade-offs.

4. To describe architectural design patterns and migration strategies blockchains can
adopt to become quantum-resistant, with minimal disruption to security, performance,
and decentralization.

5. Developing a taxonomy or framework of research gaps, across theory, implementa-
tion, interoperability, standardization, and governance, requires further work before
widespread quantum-resistant blockchain deployment is feasible.

By doing so, we aim to provide a technical audience (cryptographers, blockchain
protocol developers, security engineers) with a brief overview of the state-of-the-art in
blockchains’” quantum-resistance, define areas for future research, and enable practical
decisions for projects anticipating transitioning to quantum-safe systems. The rest of the
paper begins with a detailed discussion of quantum algorithms and corresponding threat
models (Section 2), followed by identifying blockchain vulnerabilities (Section 3). Section 4
summarizes quantum-resistant cryptographic foundations, and Section 5 overviews archi-
tecture patterns and migration techniques. Section 6 introduces our research gap taxonomy,
Section 7 summarizes future research directions, and Section 8 concludes with suggestions
to practitioners and researchers.

2. Quantum Threats to Blockchain Systems
2.1. Quantum Algorithms and Their Impact

Quantum computing has introduced significant threats to blockchain system security,
primarily due to what Shor’s and Grover’s algorithms are capable of. These two algorithms
use the principles of quantum mechanics to calculate what otherwise would be impossible
for traditional computers to do, thereby introducing much risk to traditional cryptographic
systems implemented on blockchain technology (Figure 1). Shor’s algorithm, built by
Peter Shor in 1994, is most notorious for how it can factor large integers efficiently, which
has the immediate effect of compromising the security of most popularly used public-key
cryptosystems like RSA and ECC (Elliptic Curve Cryptography) [14-16]. Shor’s algorithm
enables efficient factorization and discrete-logarithm computation on a sufficiently large
quantum computer, breaking RSA and elliptic-curve cryptography by allowing an adver-
sary to derive private keys from publicly exposed information [17]. Shor’s algorithm’s
applications extend past basic decryption; its impact undermines the basis for trust that
blockchain systems are founded upon. Many studies indicate that if quantum computers
are developed with the ability to execute Shor’s algorithm, current blockchain security so-
lutions may be obsolete, and development will begin towards post-quantum cryptographic
solutions [18,19].
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Figure 1. Attack surface diagram showing how Shor’s and Grover’s algorithms affect blockchain layers.

On the other hand, Grover’s algorithm gives quadratic speedup to unstructured
search problems, which can be very detrimental to the security of hash functions used
in blockchain systems. Grover’s algorithm allows a quantum computer to search for an
element in a database of N items in about /N steps, in contrast to N steps for classical
algorithms [20,21]. This means that the effective security of symmetric key sizes is cut in
half with quantum computing. For instance, a 256-bit key currently considered secure
would provide the same level of security as a 128-bit key against a quantum attacker [18,19].

The applications of Grover’s algorithm are especially noteworthy for blockchain
proof-of-work mining protocols, where the efficiency of finding valid blocks can be greatly
enhanced, presenting the opportunity for faster mining and greater centralization risks [18].
As blockchain systems widely use proof-of-work schemes, the ability of quantum comput-
ers to apply Grover’s algorithm could disrupt the power equation in these systems, shifting
the balance in favor of those with large-scale access to quantum resources.

Evidence supporting the severity of the quantum threat has been documented in recent
cryptanalysis studies. Shor’s algorithm has been shown to factor 2048-bit RSA and solve
elliptic-curve discrete logarithms in polynomial time once sufficient quantum resources are
available, directly compromising the signature schemes used in major blockchains [22-24].
Research groups have estimated that classical public-key schemes fall once quantum
processors reach a scale of several thousand logical qubits, a threshold projected by multiple
national laboratories and commercial quantum research units. Independent assessments
of Bitcoin, Ethereum, and other leading blockchains have quantified exposure timelines
by modeling attacker capabilities against signature reuse, transaction latency, and address-
derivation patterns. These studies demonstrate that a quantum adversary can extract
private keys from exposed public keys, forge signatures, and alter or replay transactions.
Grover’s algorithm further reduces the effective strength of widely deployed hash functions,
presenting risks to mining difficulty calibration and block discovery. Together, these
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findings constitute concrete evidence that quantum computing poses a structural threat to
the cryptographic foundations that ensure blockchain integrity (Table 2) [25-27].

Table 2. Vulnerability of classical cryptographic algorithms to quantum attacks.

Algorithm Type Quantum Threat Vulnerability Level
RSA-2048 Public-key Shor’s algorithm Fully breakable
ECDSA/EdDSA Public-key Shor’s algorithm Fully breakable
SHA-256 Hash Grover’s algorithm Security reduced by half
AES-256 Symmetric Grover’s algorithm Reduced to AES-128 equivalent
Keccak-256 Hash Grover’s algorithm Reduced preimage/second

preimage resistance

2.2. Blockchain Vulnerability Landscape

The landscape of blockchain system vulnerability is intricate and encompasses multi-
ple attack surfaces within its reach that are exploitable to malicious actors. Cryptographic
mechanisms underpin traditional blockchain systems and are increasingly susceptible
to quantum attacks. For instance, cryptosystems such as RSA and ECDSA, forming the
foundation of digital signature schemes and message encryption, are vulnerable to being
attacked by quantum algorithms such as Shor’s algorithm, capable of factorizing large
numbers and discrete logarithms with optimal efficiency [28]. This vulnerability requires a
thorough risk analysis of blockchain components like network, mining pools, transaction
verification mechanisms, and smart contracts [29].

Transaction authentication is among the most basic aspects of blockchain security. The
application of public-key cryptography for verifying transactions means that quantum
computers can potentially forge signatures and manipulate the records of transactions.
Efforts are being made to develop post-quantum cryptographic techniques that can with-
stand quantum attacks. For example, integrating quantum key distribution (QKD) within
blockchain frameworks has been proposed to secure the signing of transactions and give
tamper-resistant key exchange [28]. Another solution would be adaptive consensus pro-
tocols in which mining difficulty is adjusted based on network load such that transaction
authentication against quantum attackers can be further strengthened [30].

Consensus mechanisms are important in maintaining the integrity of decentralized
networks. Traditional mechanisms like Proof of Work (PoW) and Proof of Stake (PoS) do
not work in the quantum computing era, in which attackers can utilize their computational
power to affect the consensus outcome. The creation of quantum-resistant consensus
algorithms, such as the Quantum Byzantine Fault Tolerance (Q-BFT) mechanism, aims
to address these vulnerabilities by incorporating quantum random number generation to
enhance security and reduce Sybil attacks [28]. Furthermore, the General Secure Consensus
Scheme (GSCS) has been proposed as a superior version of PoW with strong resistance
against resource centralization and quantum attacks [31].

Smart contracts perform transactions on blockchain platforms and are the most vul-
nerable to quantum attacks. The immutability of smart contracts once deployed means
that they cannot be updated to patch the weaknesses [32]. The DAO security breach in
2016 proved the risk of unsafe smart contracts at the expense of huge financial losses [33].
Researchers have developed frameworks like SoliAudit to mitigate such risks, which apply
machine learning and fuzz testing to identify smart contract vulnerabilities [33]. Second,
integrating quantum-resistant cryptographic practices into smart contracts can assist with
making them more quantum-resistant (Table 3) [34].

https:/ /doi.org/10.3390/sci8020047


https://doi.org/10.3390/sci8020047

Sci 2026, 8, 47 6 0f 18
Table 3. Blockchain components and vulnerabilities under quantum attack.
Component Dependency Attack Vector Potential Impact
Digital Signatures ECDSA/EdDSA Shor’s algorithm Key extraction, transaction forgery
Hash Functions SHA-256, Keccak Grover’s algorithm Reduced preimage resistance
Consensus Signature-based validation Signature forgery Block manipulation, double-spending
Wallets Public-key exposure Private-key recovery Asset theft
Smart Contracts Signature-gated operations Forged calls or state changes =~ Unauthorized execution

3. Current Blockchain Architectures Under Quantum Pressure

Current blockchain architectures rely heavily on cryptographic primitives that lose
their security guarantees in the post-quantum environment. Public-key mechanisms such as
RSA, ECDSA, and EdDSA can be compromised by Shor’s algorithm, allowing attackers to
derive private keys and forge valid signatures. This risk affects transaction authentication,
wallet security, and the immutability of historical records. Hash functions used in proof-of-
work models also face reduced security levels under Grover’s algorithm, lowering effective
resistance against preimage attacks and enabling faster block discovery by adversaries with
quantum resources. Consensus mechanisms that depend on signature validation, validator
authentication, or committee formation become vulnerable to key extraction and signature
forgery, which can disrupt block finality or enable double-spending attacks. Smart contracts
are similarly exposed to the risk of signature forgery and state manipulation, as quantum
adversaries can exploit weaknesses in underlying cryptographic operations that govern
contract execution. These vulnerabilities demonstrate that existing blockchain architectures
require systematic reinforcement to remain secure in the quantum era [35,36].

Legacy blockchain architectures, such as those for Bitcoin and Ethereum, rely on
hash functions and public-key cryptography susceptible to quantum attack. As Kiktenko
et al. [37] note, applying digital signatures and cryptographic hash functions on these
systems is a significant risk, since quantum computers can use this vulnerability to alter
blockchain information or gain an unfair advantage in mining. In addition, the increasingly
complex use of Blockchain, particularly in sectors like supply chain management and
Internet of Things (IoT), creates an even more demanding security scenario. For instance,
Ruta et al. [38] describe how conventional trust models for supply chains are limited by the
centralized control of information, something that blockchain technology aims to address
via decentralized trust models. Nevertheless, the underlying cryptographic vulnerabilities
are an urgent concern.

To counter the quantum attacks, developers are developing post-quantum blockchain
architectures. Li et al. [39] present a lattice-based signature scheme that enhances quan-
tum security for blockchain networks against quantum attackers. Not only does it fix the
vulnerabilities of existing systems, but it is also more efficient compared to traditional
cryptographic practices. A possible remedy is integrating quantum key distribution (QKD)
into blockchains. Kiktenko et al. [37] outline an experimental quantum-safe blockchain plat-
form based on applying QKD to authenticate securely, promising blockchain applications
scalable and secure in a quantum world.

With the development of blockchain technology, hybrid structures are increasingly
needed to combine classical and quantum-resistant elements. Wessling et al. [40] refer to
the need to identify the areas in the application architecture that may leverage blockchain
technology, proposing a softer approach of Blockchain interweaving with current systems.
In addition, the concept of blockchain interoperability is gaining popularity, as documented
by Qasse et al. [41]. Interoperability allows different blockchain networks to share informa-
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tion and cooperate, supporting scalability and connectivity in response to challenges posed
by quantum threats.

4. Quantum-Resistant Cryptographic Foundations
4.1. Lattice-Based Cryptography

Lattice-based cryptography is presently the leader of post-quantum cryptographic
systems due to its conjectured resistance against quantum attacks. The beginning point
of the foundational work was Ajtai’s groundbreaking efforts, which laid the foundation
for many cryptographic schemes with the hardness of lattice problems [42]. Lattice-based
schemes make use of problems such as the Shortest Vector Problem (SVP) and Learning
With Errors (LWE), which are believed to be hard even for a quantum computer [43]. Those
efficient constructions that have been recently developed, such as the NTRU encryption
scheme and the Falcon signature scheme, both of which were found in the NIST post-
quantum cryptography standardization process [44], rely on lattice-based schemes.

Desirable features of lattice-based cryptography are worst-case intractability assump-
tions, security, parallelism, and asymptotic efficiency [43]. New structures like bonsai trees
have introduced innovation in identity-based encryption and lattice-based signatures [45].
These showcase the potential of lattice-based cryptography to provide robust security in a
post-quantum world.

4.2. Hash-Based Signatures

Hash signatures are another potential quantum-resistant cryptography line. Hash
signature schemes utilize hash functions to produce secure digital signatures, one of the
most well-known being the Merkle signature scheme. The security of hash signatures is
based directly on the underlying hash function; thus, hash signatures are also resistant
to quantum attacks based on weaknesses in traditional public-key schemes [46]. Studies
recently have focused on enhancing the reliability of hash-based signatures by developing
reliable hash trees, which have embedded error-detecting mechanisms that protect against
malicious and natural faults [46,47].

4.3. Code-Based Cryptography

Code-based cryptography is mature and has existed for some time. It is also quantum-
resistant. One of the most well-known code-based schemes is the McEliece encryption
system based on the Syndrome Decoding Problem (SDP). It is derived from the hardness
of decoding random linear codes, which remains hard for quantum computers. Current
research in code-based cryptography has focused on optimizing implementations for perfor-
mance and efficiency, particularly in embedded devices [48]. The standardization process at
NIST has also pushed code-based schemes as front-runners for post-quantum cryptography,
highlighting their potential for secure communication in a quantum world [49].

4.4. Multivariate & Isogeny-Based Approaches

Multivariate cryptography and isogeny-based cryptography are additional paradigms
in the search for quantum-resistant solutions. Multivariate schemes, such as the Unbalanced
Oil and Vinegar (UOV) signature scheme, are founded on the hardness of the problem
of solving systems of multivariate polynomial equations, which are believed to be hard
for both quantum and classical computers [50]. Isogeny-based cryptography, on the other
hand, relies on the difficulty of calculating isogenies between supersingular elliptic curves.
This line of research has gained popularity due to its unique mathematical properties
and potential for secure key exchange protocols. However, issues with implementation
efficiency and key size must be resolved to make it practical [49].
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Lattice-based schemes offer the best balance of efficiency and security for Blockchain,
hash-based signatures provide strong but bulky alternatives, while code-based, multi-
variate, and isogeny-based approaches face significant scalability or security limitations

(Table 4).

Table 4. Comparative assessment of quantum-resistant cryptographic families for Blockchain.

Scheme Family Key Size Signature Size Verification Speed Blockchain Suitability
Highly suitable: Efficient,
Moderate (e.g., Moderate (e.g., High (Dilithium fastest, mature, selected by NIST
Lattice-based Dilithium Dilithium signatures verification very standards, good
897-1760 bytes) ~1-2 KB) efficient) security / performance
balance
Suitable: Strong security
Hash-based Small to Moderate Large (.SPHINCS+ has Moderate to Slow fr.om hash functlons,
large signatures) signature size trade-off
limits throughput
Large (McEliece public Limited suitability: Large
Code-based keys are very large, Moderate to Large Moderate to Slow key sizes pose
sometimes >10 KB) storage/transfer challenges
Experimental/limited:
. Some schemes broken, but
Multivariate-based =~ Moderate to Large Moderate to Large Moderate .
potential for quantum
resistance
Slow (recent attacks L'imited suitability: Key
Isogeny-based Small have undermined size compactness is good,

but recent cryptanalysis

securit
y) has made them less secure

5. Architectural Approaches for Quantum-Resilient Blockchains

The advent of quantum computing necessitates a blockchain architectural re-
engineering that transcends the simple substitution of cryptography. Since quantum
adversaries can theoretically compromise elliptic curve digital signatures (ECDSA, Ed-
DSA) and undermine the security assumptions of proof-of-work or proof-of-stake chains,
researchers have explored holistic approaches to making blockchains quantum-resistant.

One of the earliest architectural considerations is the use of modular security layers.
Most legacy blockchains have cryptographic primitives tightly coupled with consensus,
transaction validation, and network layers. For instance, Bitcoin integrates ECDSA directly
into transaction formats, and Ethereum has elliptic-curve operations as part of the virtual
machine opcodes. The tight integration ensures that cryptographic agility is difficult, as
upgrading means changing consensus-critical components. A modular security model,
by contrast, separates cryptography from higher-level blockchain functionalities. In this
design, consensus, transaction validation, and key management are decoupled into their
own layers, each free to evolve independently. This modularity mirrors the separation
of concerns in traditional network security systems, where TLS and IPsec are beneath
application protocols. Modular architectures such as these facilitate the transition to post-
quantum cryptography (PQC) and future-proof systems against unforeseen cryptanalytic
breakthroughs, enabling blockchains to switch algorithms as standards evolve [35,36].

The second approach is the deployment of hybrid cryptographic primitives, where
classical and post-quantum algorithms are executed in parallel. Because of uncertainty
about the long-term effectiveness and security of PQC candidates, a transition mechanism
is necessary to ensure both backward compatibility and forward security. Hybrid cryp-
tography, a concept already adopted by groups like the Internet Engineering Task Force
(IETF) and NIST for TLS, is also relevant to blockchain signatures and key exchanges. For
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example, a transaction might require two signatures in parallel: one with ECDSA (classical)
and the other with CRYSTALS-Dilithium (post-quantum). Verification succeeds only if
both are valid, offering security against classical and quantum attackers [51]. Similarly;,
hybrid key encapsulation mechanisms can combine elliptic-curve Diffie-Hellman with
lattice-based KEMs such as Kyber. While this approach incurs signature size and veri-
fication costs, it does provide a safety net during the uncertain standardization of PQC.
Regarding blockchain deployment, hybrid schemes can be deployed incrementally, on a
phase-by-phase basis, where dual validation during a transition period would be man-
dated by smart contracts or wallet software before the retirement of classical primitives.
Hybridization, therefore, trades off risk reduction against operational continuity, but must
be designed carefully to avoid inflating transaction sizes and network traffic [52].

A third architectural approach entails migration frameworks to move incumbent
blockchains to quantum-safe primitives. Migration is perhaps the most difficult issue, as
blockchains are immutable and decentralized by construction. As opposed to traditional
systems in which cryptographic updates can be centrally enforced, blockchain networks
require community consensus to implement protocol updates. Several migration paths
have been proposed. One possibility is a hard fork, in which the Blockchain splits into
two versions: one that adopts PQC and one that retains the legacy schemes. This provides
a clean break but risks fragmentation and loss of trust, as seen in previous forks like
Ethereum/Ethereum Classic. Soft forks make the subtler solution, adding new rules while
remaining backward compatible with current blocks. New addresses, for instance, would be
spent with PQC signatures, but legacy addresses would still be spendable and only phased
out over time. However, soft forks have limits in enacting universal adoption without
sacrificing decentralization. Another strategy is backward-compatible transaction formats,
where addresses support multiple signature verification scripts, allowing wallets to migrate
incrementally. For example, Bitcoin’s Segregated Witness (SegWit) introduced flexible
scripting that can, in theory, support PQC alongside ECDSA. Migration also requires key
rotation methods, enabling users to move funds from classical keys to PQC keys without
exposure to “store now, decrypt later” attacks, where attackers intercept classical signatures
today for quantum use later. Migration to Blockchain is thus not a solely technical process
but a socio-technical process involving governance, incentives, and user education [26].

Re-engineering of consensus is a fourth architectural direction. Quantum attacks
do not directly threaten traditional proof-of-work (PoW) consensus protocols since the
quadratic speedup provided by Grover’s algorithm is for hash preimages and not ex-
ponential. However, proof-of-stake (PoS) and Byzantine fault-tolerant (BFT) consensus
protocols heavily depend on digital signatures for block validation, committee formation,
and message authentication. For example, Ethereum 2.0’s PoS requires validators to sign
attestations and blocks; if quantum adversaries break ECDSA, attackers can forge validator
votes, undermining finality. Re-designing consensus protocols with PQC is therefore neces-
sary. One answer is replacing signature schemes with lattice-based ones that provide fast
verification and batch aggregation, allowing scalability. Dilithium or Falcon signatures, for
instance, can be integrated into BFT-style consensus systems, where message complexity
is already high. Another path is the study of quantum-secure randomness beacons for
validator selection, which would avoid manipulation risks in stake-based systems. Consen-
sus redesign can also consider PQC-friendly threshold signature schemes, where validator
groups jointly produce signatures based on post-quantum primitives. The challenge lies
in minimizing the performance overheads, since BFT systems are already susceptible to
communication bottlenecks that can be compounded with more computationally intensive
cryptographic operations [53,54].
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Finally, scalability and performance trade-offs must be dealt with holistically. Post-
quantum proposals usually have larger key sizes, signature sizes, and computational
overheads than classical elliptic-curve cryptography. For example, a Dilithium-III signature
is approximately 2.7 KB, while an ECDSA signature is 64 bytes, and SPHINCS+ signatures
can be 16-30 KB. These overheads significantly affect block size, propagation latency, and
storage requirements for high-throughput blockchains with thousands of transactions per
second. Also, consensus protocols relying on frequent signature verifications may see
throughput reductions if PQC operations are computationally intensive.

Trade-offs among the security level, efficiency, and decentralization goals exist. Low-
weight PQC schemes, such as Falcon with small signatures (~666 bytes), offer promising
bandwidth cost savings but impose tight constraints for floating-point arithmetic that
make implementations difficult. Similarly, code-based proposals like McEliece enjoy fast
decryption but enormous public keys, which are poorly suited to lightweight wallet hard-
ware or blockchains with high address churn. Scalability concerns extend from transaction
signing to the execution of smart contracts, where PQC can bloat gas fees and deter complex
operations. Batching and aggregation techniques, like lattice-based aggregate signatures
or Merkle tree compression, have been proposed by researchers to counteract scalabil-
ity. However, these optimizations introduce further complexity in verification logic and
can affect interoperability with existing smart contract languages. Balancing quantum
resilience with performance remains an open research question with careful parameter
tuning and benchmarking across blockchain environments [55]. Table 5 compares various
post-quantum cryptography approaches based on their security, scalability, performance,
governance and adoption challenges, and integration complexity.

Table 5. Comparison of post-quantum cryptography approaches.

. - . Integration
Approach Security Scalability/Performance Governance/Adoption Complexity
Modular Security High: Easy upgrades & Medium: Slight Medium: Requires xsg;; ICIE;JETEdS
Layers algorithm swaps overhead standardization .
refactoring
. Very High: Dual Low-Medium: Larger High: Incremental Medium: Dual

Hybrid Cryptography protection signatures adoption verification logic

High: Maintains Medium: Possible Medium-High: .
Migration Strategies security across throughput/storage Community Slgcll;;ceI)sritezoec(:(l)elcft wallet

upgrades impact coordination required p
Consensus High: PQC in validator Il\r/feegsl:r:; I:Iagﬁzza tion Medium: Validator High: Consensus
Re-Engineering signatures cost €S/ adoption needed modifications

s Medium-High: . . . o

Scalability /Performance Balances security & Low-Medium: Larger Medium: User Medium: Optimization
Trade-offs ty keys/signatures acceptance required techniques needed

efficiency

6. Taxonomy of Research Gaps and Challenges
6.1. Theoretical Gaps

Traditional security models used to analyze cryptographic protocols, such as the ran-
dom oracle model (ROM), might not be able to realize the security picture when quantum
attackers are considered. In the classical ROM, hash functions are modeled as perfectly
random oracles, but in a quantum world, the oracles may be superposition queried by
quantum attackers, and therefore, information might be leaked that would be hidden in
the classical scenario. This entails using the quantum random oracle model (QROM) for
more secure proofs [56].
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Quantum random oracle proofs are far more challenging than traditional ROM proofs.
Fukumitsu and Hasegawa [56] note the complexity of programming the random oracle
in the security proof within the QROM. They counteract this by proposing novel proof
techniques, combining existing methods with new programming techniques. Their work
provides a lattice-based multisignature scheme whose security is proven in the QROM,
advancing post-quantum cryptography on blockchains. Yang et al. [57] note that much
work has been carried out on examining subversion attacks (delicate manipulation of
cryptographic implementation to leak information), but work on the subject within the
context of post-quantum cryptography is not much. They exhibit a subversion attack
against an encryption scheme constructed from lattices, demonstrating the need for more
robust security models accounting for such attacks in the post-quantum world.

6.2. Technical Gaps

Many PQC schemes require significantly more computational resources than their clas-
sical counterparts. This extra use of resources can lead to decreased processing speeds for
transactions and higher operating costs, which are critical factors for blockchain networks
that are concerned about speed and cost-effectiveness. For instance, PQC can demand
larger key sizes and more complex mathematical calculations, which can overwhelm the
limited computation capacity of specific blockchain nodes [58].

In addition to efficiency, the design of key cryptography and blockchain system
architecture sizes can also be a limitation. The higher key sizes of PQC can be a source of
increased space and bandwidth consumption, which may not be feasible with all blockchain
applications. Most present-day blockchain systems are not designed to accommodate the
peculiar requirements of PQC, leading to incompatibility that can make the integration
process challenging [59].

More sophisticated architectural designs for blockchain systems aim to enhance scal-
ability, security, and interoperability. Such proposals typically have their trade-offs that
ultimately limit their practical application. In some architectures, for example, enhancing
transaction throughput can mean adding increasing complexities that make them less
user-friendly or more difficult to deploy [60].

One of the normal trade-offs in blockchain architecture is security vs. scalability. Most
likely solutions, such as sharding or layer-2 protocols, aim to increase transaction capacity
at the possible expense of security guarantees that support blockchain technology. This
trade-off can deter organizations from adopting these solutions since they may put security
first and sacrifice performance [61].

Interoperability between multiple blockchain systems is another significant issue. As
multiple blockchain networks emerge, the ability to talk and conduct business over these
networks is of utmost significance. However, significant alterations to existing architectures
must be implemented to achieve interoperability, which will be expensive and formidable.
This can discourage organizations from adopting new systems, particularly if they are
already invested in existing technologies [62].

Technical gaps remain in integrating PQC into blockchain environments, including
substantial increases in key and signature sizes, higher computational overhead for trans-
action validation, and limited support within current block formats and virtual machines.
These constraints affect network throughput, block propagation, and node resource require-
ments. Several studies emphasize the need for optimized PQC implementations, hardware
acceleration, and protocol-level redesign to support post-quantum primitives on scalable
decentralized systems.
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6.3. Implementation Gaps

Implementation gaps can be due to many reasons, including technological limitations,
regulatory complexities, and the indigenous nature of blockchain complexity. For instance,
blockchain technology, as decentralized and secure, actually reveals loopholes and inef-
ficiencies that are not apparent during prototyping [63]. Migration strategies must be in
place to shift from one blockchain protocol to another or upgrade existing systems with-
out significant disruptions. The concept of “live gang migration,” studied by Deshpande
et al., highlights the importance of optimizing the migration of multiple colocated virtual
machines (VMs) for minimizing downtime and resource usage [64].

The challenges of upgrading the blockchain system include data integrity, consensus
maintenance, and network traffic management. Zhao et al. highlight the requirement for
innovative solutions to facilitate simple upgradeability in blockchain applications, partic-
ularly in finance and supply chain management [65]. Several studies have investigated
actual deployments of blockchain technologies that highlight the necessity of bridging
implementation gaps. For instance, Pustisek et al. [66] explain the implementation of
Blockchain in self-driving electric charging station choice, where they point out the role of
smart contracts in facilitating real-time decision-making within a decentralized system.

Similarly, Chen and Zhu [67] provide a blockchain personal archive service system
emphasizing secure and effective data handling in decentralized systems. The problems
faced in such applications tend to mirror those found in broader blockchain systems, further
justifying the necessity of proper migration and upgradeability planning.

6.4. Adoption & Governance Gaps

The social context in which blockchain technologies are introduced is important to
their adoption. Their perception and cognitive frames heavily drive the users’ adoption of
new technologies. Lin and Silva [68] state that adopting information systems is a political
and social process. The stakeholders frame and reframe their perceptions based on their
experience and the context in which they evaluate the technology. This dynamic nature of
cognitive frames suggests that for quantum-resistant blockchain systems to be adopted,
stakeholders must be engaged in a way that addresses their concerns and perceptions about
the technology.

Social structure and technology adoption have been extensively documented to be
related. Damanpour et al. [69] firmly established that changes in social structure, such as
utilizing administrative innovations, can result in subsequent technical system changes.
This, in turn, implies that there must be a conducive environment to facilitate the successful
implementation of quantum-resistant blockchain technologies.

Organizational readiness and support are among the foremost determinants of tech-
nology adoption. Research conducted by Clohessy and Acton [70] points out that top
management support and organizational readiness are the enablers of adopting Blockchain.
For quantum-resistant systems, organizations must be technically, structurally, and cultur-
ally prepared to implement innovations of this kind. The findings of Kamble et al. [71] also
indicate that ease of use and perceived usefulness are key drivers for blockchain adoption,
and these can be extended to quantum-resistant technology.

According to Lee et al. [67], organizational innovation commitment is central. Organi-
zations that considerably invest in research and development in advanced technologies
have a greater chance of adopting quantum-resistant technologies. This commitment can
be achieved through training and sensitization programs that equip employees with the
necessary capacity and knowledge to comprehend and apply such technologies effectively.
Jurisdictions differ in regulating Blockchain, which can cause confusion and detract from
the adoption cause. For quantum-resistant blockchain systems, regulatory clarity is nec-
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essary to provide confidence and guidance to organizations considering their adoption.
Inadequate legal and regulatory support has been identified as the major inhibitor of
Blockchain within e-government contexts [72]. Figure 2 shows a taxonomy diagram for
blockchain security in the quantum era.

(Resea rch Gaps & Challengesj

Theoretical Gaps (Technical Gaps) Gmplementationj Adoption &
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Figure 2. Taxonomy diagram mapping gaps into four categories with subnodes.
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security reductions

7. Future Directions and Open Questions

With quantum computing evolving at a high speed, there is a pressing need for
the blockchain community to prepare for and mitigate potential threats. Although post-
quantum cryptography (PQC) has developed a lot, there are still various open issues
concerning its practical implementation in decentralized networks. One of the main future
directions is the standardization of quantum-resistant primitives. The ongoing NIST PQC
process has already selected some candidate algorithms for standardization, including
lattice-based key encapsulation mechanisms (Kyber), digital signatures (Dilithium, Falcon),
and stateless hash-based signatures (SPHINCS+). While these selections provide a foun-
dation for quantum-resistant blockchains, the implications on deployed systems are not
straightforward. Rolling out these algorithms to live blockchain networks requires careful
handling of transaction formats, block size limits, signature verification throughput, and
backward compatibility. Standards development may also necessitate continuous updating
of blockchain nodes, wallet software, and smart contracts. Therefore, there is a motivation
for developing agile, modular blockchain architectures that can readily accommodate new
post-quantum algorithms as standardization evolves.

Another promising direction is the exploration of new consensus mechanisms for
the post-quantum world. While classical proof-of-work (PoW) and proof-of-stake (PoS)
protocols rely heavily on elliptic-curve cryptography and hash-based proofs, quantum
adversaries can undermine signature schemes used in block validation and validator
selection. It is important to develop consensus protocols that either minimize the reliance
on compromised primitives or inherently encompass post-quantum cryptography. Potential
solutions include threshold signatures with PQC, lattice-based VRFs for validator selection,
or hybrid consensus protocols that combine some quantum-resilient primitives. Additional
research is necessary to quantify trade-offs in security, throughput, and decentralization for
such reengineered protocols to ensure that quantum-resistant consensus protocols remain
feasible for large-scale deployments.

Interdisciplinary approaches will also be critical to the achievement of quantum-
resistant blockchains. Hardware acceleration is one direction, leveraging special-purpose
processors such as FPGAs or GPUs to speed up the computationally intensive operations
of lattice-based or code-based schemes. Quantum-safe network protocols, including se-
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cure key exchange and encrypted communication channels between nodes, are another
vital layer of defense. Combining cryptography, hardware, and network-level protection
will require collaboration among computer science, electrical engineering, and applied
mathematics collaboration. In this way, interdisciplinary research can achieve performance
improvement, low latency, and energy efficiency, which are particularly important for
high-throughput blockchains and IoT-integrated decentralized networks.

Finally, the long-term vision for blockchain research is the realization of blockchain net-
works that are simultaneously quantum-secure, scalable, and energy-efficient. Bringing this
vision to fruition entails addressing several open questions. Can post-quantum signature
schemes be streamlined for compact transaction size and verification costs without compro-
mising security? How can blockchain protocols maintain high throughput and low latency
while supporting larger keys and signatures inherent in PQC? What are the best incremen-
tal adoption and governance strategies for decentralized networks with heterogeneous
participants? Energy consumption remains a primary concern: quantum-resistant schemes
need to at least equal or improve the energy efficiency of existing protocols, especially as
the environmental footprint is increasingly a concern.

8. Conclusions

The rapid emergence of quantum computing poses a profound challenge to the se-
curity underpinnings of blockchain technology. Old cryptographic primitives, such as
elliptic-curve signatures and RSA key exchanges, supply decentralized systems’ integrity,
authenticity, and unchangeability. But quantum algorithms, above all, Shor’s algorithm, are
likely to be able to crack the underlying mathematical hurdles of these primitives, opening
up present blockchains to forgery, double-spending, and network compromise. In principle,
even modestly sized quantum computers would enable attackers to retroactively manip-
ulate stored blockchain information retroactively, highlighting the need for pre-emptive
quantum-resistant practices. The scale of the quantum risk is amplified by the decentralized
and unalterable nature of blockchains: global edits post-deployment require coordinated
migration and public consensus, which are by their very nature gradual processes. There-
fore, it is imperative to know the extent of the threat and prepare for robust architectures to
protect blockchain environments before the advent of massive-scale quantum computers.

To meet this looming danger, numerous quantum-resistant cryptographic protocols
have emerged. Lattice-based ones, such as CRYSTALS-Kyber and Dilithium, have proven
to provide decent performance-security trade-offs for key exchange and digital signatures.
Hash-based signatures, such as XMSS and SPHINCS+, provide provable security under
reasonable assumptions solely on the preimage security of hash functions, but with higher
signatures and computational overhead. Code-oriented approaches like Classic McEliece
provide fast encapsulation and excellent long-term security at the expense of extremely
large public keys. Multivariate and isogeny-based cryptography, while theoretically fasci-
nating and compact in certain applications, possesses open cryptanalytic problems or is too
complicated to realize. At the same time, architectural compromises like modular security
layers, hybrid cryptography, migration frameworks, and consensus re-engineering provide
windows into deploying these post-quantum building blocks into live blockchain networks
without undermining decentralization or operational continuity. The combined strength
of cryptographic innovation and architectural flexibility is the most promising route for
rendering blockchain networks immune to existing and future quantum assaults.

One of the insights of this review is that the problem of post-quantum blockchain
security is wider than choosing a single cryptographic algorithm. Mitigation must be
holistic, balancing performance, scalability, governance, and energy efficiency. Modular
architectures enable blockchains to implement new algorithms piecemeal and minimize
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disruption when migrating. Hybrid architectures provide double security during times of
transition, whereas migration schemes, hard forks, soft upgrades, or backward-compatible
variants, address the challenges of decentralized decision-making. Consensus algorithms
must be rearchitected to accommodate quantum-resistant signatures and threshold schemes
with guaranteed validator selection and block finality. Scalability parameters like signature
size, verification latency, and block propagation must be approached cautiously, not to
degrade throughput or user experience. These strategies illustrate that a successful post-
quantum transition necessitates harmonization among cryptographic research, system
architecture, and community governance.

In the future, the ratio of innovation to safe migration is crucial. While quantum-
resistant primitives need to be rapidly adopted on one hand to pre-empt adversaries
and provide trust in blockchain networks, uncoordinated or premature migration risks
fragmentation of the network, bad performance, or unintended vulnerabilities on the other
hand. Standardization efforts, particularly the NIST PQC process, are the critical foundation
for informed decision-making, enabling blockchain developers to select tried algorithms
with well-established security and performance characteristics. Research will continue to
mature cryptographic primitives and system designs, including hardware acceleration,
quantum-resistant networking, and scalable consensus algorithms. They aim to create
secure, efficient, and adaptable blockchains that are resilient against quantum attacks and
evolving technological and regulatory landscapes.

Quantum computing is both a threat and a potential for blockchain networks. The
threat points to the weakness of classical cryptographic assumptions, while the opportunity
lies in redesigning blockchain architecture with innovative, quantum-resistant designs.
With the integration of lattice, hash-based, and code-based cryptography into modular,
hybrid, and performance-optimized architectures, the blockchain ecosystem can chart
a path to safe, scalable, and sustainable networks. The ultimate objective is to ensure
that Blockchain is still a dependable, decentralized book of records in the era of power-
ful quantum adversaries, finding a balance between innovation and robust and secure
migration strategies.
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