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Abstract: Digital electrical substations (DESs) represent a significant development for the
electrical industry. New communication technologies and architectures have emerged
alongside the development of DESs. This paper presents an analysis of typical communica-
tion architectures used in DESs. In addition, some optimization alternatives are identified,
assessing the possible impacts on companies. Experimental tests were conducted in a
laboratory to support the analysis performed in this research. Finally, some emerging topics
and technologies supporting infrastructure optimization and technological adaptability
are included. This study has revealed various impacts that companies must consider to
effectively incorporate these architectures into the design and implementation processes of
DESs. Finally, effective cybersecurity and access control policies should be implemented
across all components of a DES to ensure successful implementations.

Keywords: digital substations; IEC 61850; communication architectures; communication
redundancy protocols; process bus; station bus; intelligent electronic device—IED

1. Introduction
Digital electrical substations (DESs), also called digital substations or smart substations,

represent a transformative advancement in the electrical sector, integrating digital com-
munication technologies into traditional substation infrastructure to improve operational
efficiency, reliability, and adaptability. Often embedded within Substation Automation Sys-
tems (SASs), DESs leverage standards such as IEC 61850 in addition to the digitalization of
signals and functions to replace conventional analog wiring with high-speed data commu-
nication networks. This shift benefits network owners, operators, and maintenance teams
by enabling real-time monitoring, advanced automation, and optimized resource use [1].
However, this type of system also brings significant technical challenges in cybersecurity
and interoperability, from the design stage to its implementation and final configuration.
The transition to a digital environment has multiple implications, such as system concep-
tualization, knowledge acquisition, performance analysis, and optimization [2]. This can
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only be achieved when the engineering teams have sufficient knowledge to contribute to
the planning, design, and implementation of DESs.

DESs introduce critical implications, including increased vulnerability to cyberattacks
on communication channels. Studies such as Aljohani and Almutairi (2024) highlight how
distributed denial-of-service (DDoS) attacks can disrupt traffic in digital energy systems [3],
while Ashraf et al. (2021) note delays in IEC 61850-based protection responses under such
threats [4]. However, Efiong et al. (2025) further emphasize the need for robust defenses,
simulating cyber risks in virtual DES environments [5].

Therefore, when implementing DESs, companies must consider factors such as the
security and reliability of the power system [6]. Hence, robust substations are designed
with redundancy in multiple pieces of equipment, such as merging units (MUs), intelligent
electronic devices (IEDs), and communication switches [7]. In addition, it is generally
complemented with redundant communication protocols, such as Rapid Spanning Tree
Protocol (RSTP), Parallel Redundancy Protocol (PRP), and High-availability Seamless
Redundancy (HSR). These alternatives are selected based on the operational conditions
and the criticality level of each electrical substation.

When implementing DESs, the IEC 61850 standard recommends specific technologies
and communication protocols depending on the application [8]. At the same time, different
operation levels defined as (i) Level 0—process, (ii) Level 1—bay, and (iii) Level 2—station
are defined within the electrical substation. The concepts of process bus and station bus are
established as communication buses that allow integration between Level 0 and Level 1,
or between Level 1 and Level 2 [9].

For example, the process typically uses sampled values (SVs) and generic object-
oriented substation event (GOOSE) messages [10]. They link the information obtained in
the substation bay and the response of the protection, control, and measurement equipment,
accompanied by synchronization protocols such as the Precision Time Protocol (PTP) [11].
In addition, Manufacturing Message Specification (MMS), GOOSE, PTP, and Network
Time Protocol (NTP) messaging are observed mainly at the station level [12]. MMS and
GOOSE are used to supervise and monitor the status of elements or variables in the system.
PTP and NTP are used to synchronize the DES infrastructure [13,14]. The use of these
protocols depends on the implementation characteristics and performance requirements
of the company, according to the relevance of the information transmitted [15,16]. There-
fore, in the component of the station bus and the process bus, technologies, architectures,
and communication schemes are implemented to achieve the desired system reliability [17].

However, as the architecture becomes more robust, there is also a direct impact on in-
vestment costs and the use of engineering resources [18]. Therefore, performing an analysis
of different technologies and architectures applicable to DESs becomes relevant to study
risks and implications, and, in addition, to develop optimization solutions [19,20]. For this
reason, the optimization of the digital substation infrastructure becomes a determining
factor when planning or developing any project of this type [21].

Emerging technologies available in the market might be used in these systems. A clear
example is traffic optimization complemented by the analysis and selection of network
interfaces suitable for the level of traffic expected in a substation [22]. This selection can be
achieved based on saturation tests in the communication infrastructure [23]. The evaluation
of interoperability and performance can be accomplished based on new technologies for
the protection, control, measurement, and registration of signals in substations [24,25].

Nevertheless, one of the main limitations of studies and research related to the op-
timization of DESs is the use of standard communication architectures and conventional
technologies for these systems [13,26]. Furthermore, research on this subject focuses on
the requirements of local operators or utilities established by the IEC 61850 standard and
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the base infrastructure of the DESs, leaving aside the design of architectures, components,
or particular technologies of the communication system [27–29]. Finally, a key limitation in
this analysis is the limited availability of published material, as most of the results from
DES design and implementation remain restricted to private documentation [30].

Therefore, the typical architectures implemented in DESs and emerging implementa-
tion solutions are examined in this paper. In addition, information and suggestions from
the IEC 61850 standard are considered. Furthermore, architectures based on optimizing
DES resources and using emerging technologies are proposed, with a positive economic
impact on companies and without threatening the operation of the power system. Pos-
sible improvements and impacts of implementing emerging technological solutions are
identified. The results show that the integration of emerging technologies can impact the
efficiency of engineering processes, leading to the development of new architectures that
enable better traffic management while reducing costs. These are promising results for
improving the optimization processes of companies.

The contributions obtained from the research are the following:

• The work provides a comprehensive and objective analysis of emerging technological
trends and communication architectures in DESs, identifying optimization opportu-
nities from both technical and operational perspectives. This study benefits from a
collaborative approach between academia, research institutions, and industry experts,
ensuring a balanced and practice-oriented vision.

• Qualitative and quantitative analyses of communication architectures in DESs are
performed, demonstrating a potential reduction of up to 50% in communication equip-
ment through a proposed universal bus architecture, validated by laboratory tests.

• An empirical evaluation of centralized protection and control (CPC) systems reveals
response times up to 60% faster (e.g., <1 ms for GOOSE messaging) than some dis-
tributed IEDs in multivendor setups, improving scalability and efficiency.

• Traffic optimization strategies using Software-Defined Networking (SDN) are iden-
tified, reducing bandwidth saturation risks under high traffic conditions, and in-
troducing cybersecurity improvements that would support the development of
universal buses.

2. Background
This section presents the background of technological alternatives for DESs. Hence,

the section is structured as shown in Figure 1, where details about conventional technolo-
gies, communication architectures, and emerging technologies are exposed.

Figure 1. Structure of the background.

2.1. Conventional Technologies in DES

The integration of new technologies has led to significant changes in technological
substations. A DES is an integral evolution of the entire substation, where all systems are
digitized and converge towards an architecture based on data, digital communications,
and virtualization, which demands robust and reliable communication to operate the
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system; in this case, selecting, analyzing, and identifying aspects such as communication
interfaces, communication channels, and especially communication equipment that will be
part of the infrastructure [31]. However, to make informed decisions about the selection
of these components, it is crucial to have a deep understanding of the infrastructure that
will be part of the DES. The communication protocols associated with the different devices
that can be part of a DES provide valuable insight into the capabilities required for the
communication system [32,33]. This emphasis on understanding the infrastructure will
make the audience feel informed and prepared to select components.

For DESs, the best communication channels are those that use optical fiber. It has the
option of using single mode or multimode, depending on the characteristics of the system
and the information flow with which it operates [34]. In turn, using this channel type
requires appropriate communication interfaces that can be ST (Straight Tip) or LC (Lucent
Connector or Little Connector) type; the latter being the preferred and most used in DESs.

Switch (SW) communication devices must be considered from a conventional point of
view. They must have a good processing capacity, a sufficient number of communication
interfaces, and compatibility with the different protocols implemented in DESs. At this
point, the validation of this type of technology is highlighted according to the suggestions
in the IEC 61850 standard, particularly considering Sections 3 and 90-4, where fundamental
aspects are identified for this type of device [8,34,35]. The number of communication
switches will depend on the size of the DES, depending on the number of devices, and the
communication protocols selected for this type of system. These are fundamental factors for
design processes, with an emphasis on optimizing resources in DESs. These technologies
and protocols are the foundation of DES functionality, and their deployment is based on
specific communication architectures, as explained below.

2.2. Communication Architectures

Although each DES infrastructure is defined based on its components, they have com-
mon characteristics. Hence, a reference can be established for communication architectures,
equipment, and integration of elements [36]. In addition, the IEC 61850 standard exposes
several types of DES architectures, highlighting some of their benefits and limitations.

In a DES, there is typical equipment, such as Gateways (GWs) and Human–Machine
Interface (HMI) (Level 2); protection, control, and measurement IEDs (Level 1); and MUs
or signal processing equipment (Level 0). Typically, these devices are integrated at two
communication levels: the station bus (Level 2 and Level 1) and the process bus (Level
1 and Level 0) [15,37,38]. Figure 2 shows a base architecture for a DES, which links the
aforementioned equipment to the corresponding communication levels.

The amount of equipment used depends exclusively on each substation, according to
its operational and technical conditions. This architecture implements a single-star topology
by integrating devices into the station bus. In the process bus, a single star complemented
by a ring, comprised of communication equipment (switches—SWs), is observed. This
type of connection can be used to implement an RSTP redundancy, considered in the IEC
61850 standard, but it is recommended only for the station bus level due to performance
requirements and response times.

Companies or engineering teams carefully design and implement the final architecture
that integrates various components. The decision is based on the operational characteristics
and availability criteria of the system, ensuring compliance with the necessary security and
stability requirements [36]. To ensure the availability of information flow and to adhere to
the IEC 61850 standard for messaging, there is an opportunity to develop communication
architectures that enhance the availability, stability, and flexibility of DESs. This can help to
guarantee the continuity of communication between the system devices [39].
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Figure 2. Example of a base communication architecture for a DES.

Local companies have chosen to start and extend the implementation of station bus
components in DESs. They have integrated IED devices for protection, control, mea-
surement, and registration with the infrastructure to perform monitoring (HMI and
GW) in the electrical substation. At this level, different redundancy schemes have been
evaluated, both at the hardware level (switches, IEDs, etc.) and at the protocol level
(RSTP/PRP/HSR) [38,40]. Therefore, this study considers these implementations to show
the typical communication architectures in local companies, without neglecting that there
may be combinations of these to improve power system reliability.

Figure 3 shows the base devices for the level of the station bus in a DES. In this case,
the PRP redundancy scheme is implemented. Here, a double-star architecture is identified
in which at least two switch-type communication equipment are required as central nodes
(LAN A and LAN B). All published information must have two simultaneous output channels
in this architecture, and the devices that integrate it must be compatible with the protocol.
The information that is transmitted is practically the same, with the only difference being
the LAN tagging to which it belongs. In some cases, this architecture is complemented by
redundancy in communication equipment (similar to what is described in Figure 2).

Similarly, Figure 4 shows the same station bus devices but employing HSR redun-
dancy. This illustrates a ring-type architecture between the IEDs, without considering
intermediate switch-type communication equipment. In HSR redundancy, each device
publishes identical messages simultaneously via two communication interfaces, adding the
Line A and Line B tags to these messages so that they are verified, approved, or discarded,
regardless of the sequence in which they arrive at the receiving device.

Redbox devices can be included in an HSR network due to the lack of communication
equipment (SW). This device enables non-compliant equipment to connect to HSR or PRP
redundant networks in digital substations (e.g. management computer or traffic analyzer),
ensuring high availability and continuity of critical communications. Redbox lacks enough
communication interfaces or compatibility with the implemented redundancy protocol,
but allows the flow of information within the ring to be analyzed.
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Figure 4. Communication architecture for DES with HSR redundancy on station bus.

In both cases (Figures 3 and 4), when an event ends with the loss of one of the commu-
nication channels, the network is not affected. It has a parallel channel for simultaneous
information transfer and identical characteristics. Therefore, the subscriber device or end
user of the information is guaranteed to always have access to it. Implementing these
protocols is related to the compatibility that devices that are part of the infrastructure may
have with them and the technical and economic characteristics of the substation and/or
those provided by the company for its systems [41].

Companies must also consider the advantages and drawbacks of typical communi-
cation architectures, such as star, double-star, and ring configurations, when choosing
components, designing, and implementing these systems [32,42].

It should be noted that at this point, there is an important gap in the literature,
leaving aside the design of communication architectures and generally focusing on traffic
control or using devices that improve system performance. Therefore, it is an important
opportunity to expose the different alternatives that can be developed by combining designs
with emerging technological solutions. In this way, companies implement innovation
processes that impact the efficiency of operations and implement systems that positively
impact investment, operation, and maintenance costs. At the same time, processes such as
technological appropriation and the generation of new knowledge are encouraged.

The hardware-intensive nature of these communication architectures drives the adop-
tion of emerging technologies to improve efficiency and flexibility. Thus, emerging tech-
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nologies, coupled with engineering processes and tools, allow conventional architectures
to be adapted to a more reliable and secure environment based on their performance needs.

2.3. Emerging Technologies for DES

Technological development is a continuous process, and alternative devices are emerg-
ing that can be used at different levels for the operation of DESs [43]. Software-Defined
Networking (SDN) can be used as the first alternative in a communication system. This type
of system is an emerging paradigm that has been used in IT systems, with excellent results
in terms of information flow control, process automation, and optimization of resources
and response times in such systems [44].

These systems can be considered as a novel and timely alternative to optimize infras-
tructure in a DES [45]. SDN decouples the control logic of the network (control plane) from
the underlying devices that handle traffic (data plane), which requires network devices,
such as switches, to become data exchangers or devices that host the control logic imple-
mented by a logically centralized controller, known as a network operating system [46].
SDN transforms network switches into efficient data forwarders or hosts for centralized
control logic.

Recent studies that have evaluated the benefits of using SDN in DESs have shown
improved cyber resilience by implementing advanced security controls and network seg-
mentation. It reduces the attack surface and enables rapid response to cyber threats [47,48].
It also facilitates resilience to failure, with fast failover capabilities that ensure operational
continuity [49]. At the security level, SDN helps meet standards such as IEC 62443, au-
tomating critical functions to ensure compliance [50,51]. In addition, SDN enables flexible
traffic management, optimizes performance, and minimizes downtime through dynamic
reconfiguration. Bandwidth optimization is another key benefit, prioritizing critical data
such as GOOSE messages [48]. SDN also promotes scalability and adaptability, enabling
the integration of new devices and services without significant changes to physical infras-
tructure [52]. In general, SDN improves the efficiency, security, and resilience of DESs,
supporting the modernization of critical infrastructure.

SDN is a potential alternative to better manage traffic in digital substations, as it
might provide greater automation, management, and supervision of the communication
system with a reduction in infrastructure. It might also improve cost, quality of service,
resilience, and cybersecurity [44,53]. Some opportunities to improve DESs with SDN are
summarized below.

• Flexibility in management: It allows centralized and dynamic network reconfiguration
according to traffic needs.

• Enhanced security: It facilitates network segmentation and automatic real-time re-
sponses to possible cyberattacks.

• Resource optimization: It reduces hardware complexity and minimizes operating
costs by eliminating complex local configurations.

• High availability and resilience: It detects failures and automatically redirects traffic,
ensuring operational continuity.

• Real-time monitoring: it allows continuous network monitoring, identifying potential
failures and bottlenecks.

• Interoperability: It promotes compatibility between devices from different manufac-
turers, simplifying integration.

• Integration of new technologies: It facilitates the adoption of new technologies without
disrupting the existing infrastructure.

However, few documents expose experiences related to real applications in DESs.
Thus, in the electricity sector, there is not enough confidence in its implementation. In this
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way, the use and application of this paradigm in digital substation communication systems
can be explored to consolidate accurate results and determine if the benefits are applicable
in a real environment.

Another technology that has generated significant interest in recent years is a cen-
tralized protection and control (CPC) system [54]. This type of technological solution
represents a significant change and perhaps the greatest opportunity for DESs to reduce
infrastructure, physical space, and engineering processes [55]. A CPC, by consolidating
a set of protection and control equipment within a single device (see Figure 5), offers
the potential to streamline operations and improve control in DESs [56]. This promising
technology instills a sense of optimism about the future of DESs [57].

From an analysis of the characteristics of this technological solution, the reduction
in operating and maintenance costs can be seen by eliminating the need for multiple
distributed protection relays and consolidating the functions in a single device [58]. This
also contributes to optimizing the space in the control room by reducing the number of
control panels and relays required [59]. In addition, it improves the flexibility and scalability
of the system, allowing new protection and control functions to be implemented through
software without hardware changes [60,61]. The CPC also facilitates greater interoperability
between devices from different manufacturers, as it is based on standards such as IEC 61850,
improving integration and communication within the substation [58,62]. Finally, it offers
resilience and operational efficiency, centralization of critical operations, and optimization
of response to system failures [60].

Bay 1

Bay 1

Bay n

Bay 2

-------
------

--------

Prot 1

-------
------

--------

Prot 2

-------
------

--------

Ctrl

CPC 

Conventional P&C - 1 Bay Centralized P&C - n Bays

Figure 5. Conventional P&C vs. centralized P&C.

This type of solution allows the development of logic systems, interlocks, and engi-
neering processes to have greater control over the operation of DESs and electrical systems,
focusing on the confidence of the same device [63,64]. Some potential benefits derived from
CPCs in digital substations are described below.

• Equipment reduction: It decreases the number of physical devices in the substation.
• Space optimization: It allows the reduction of physical space and simpler installations.
• Simplified maintenance: It facilitates lower maintenance costs and more efficient

management.
• Increased flexibility: It facilitates adaptation to operational or technological changes

through software, without the need to modify the hardware.
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• Improved resilience: It enables faster response to failures and more efficient
system recovery.

• Interoperability: It provides an improved integration of devices and technologies from
multiple manufacturers by standardizing communications and functions.

• Scalability: It enables faster growth without large investments in physical infrastructure.

However, while this represents an excellent opportunity, it also implies more signifi-
cant risks to the operation of the system. Failure or violation of one of these devices can
cause more problems for electrical systems [62]. In addition, it is also important to consider
that the use of these devices must be supported by the local regulatory framework, which
in some countries is a weak point because the use of certain equipment (separately) can be
required by law that can allow the use of CPC in DESs [60].

It would be important to examine the future implementation of distributed or central-
ized protections according to local standards and technical specifications. At the same time,
proposing parallel implementation strategies for CPC with distributed protections might
be an essential initiative to update and support regulations that establish precise rules for
using CPC without exposing the electrical system.

Furthermore, machine learning (ML) has emerged as a powerful tool for DES opti-
mization and security [65,66]. Techniques such as supervised learning (e.g., regression for
traffic prediction) and unsupervised learning (e.g., clustering for anomaly detection) enable
predictive maintenance and real-time fault analysis [67]. Early access studies suggest that
ML can complement SDN by forecasting bandwidth saturation or enhance CPC by opti-
mizing protection logic, and use digital twins for process validation [68]. These methods
expand the scope of DESs beyond traditional protocols and applications.

The analysis of architectures and system optimization proposed in this article con-
siders the emerging technologies mentioned and discusses their use and main benefits,
as well as some impacts and considerations to be taken into account in the digitization of
electrical substations.

3. Methodology
This section addresses the methodological proposal implemented in this research.

The aim is to establish base criteria to characterize the communication systems of DESs.
From this, the implementation of DES schemes is proposed to optimize the use of resources
from communication architectures and new technologies, or to integrate both aspects.

Table 1 shows three types of architecture implemented in DESs. This is in line with the
explanation in the previous section. In turn, each architecture is related to the minimum
amount of equipment required for the correct implementation and operation in an electrical
substation bay. It should be emphasized that each company or engineering group may have
additional communication equipment (switches or Redbox) to strengthen its architecture
and provide greater reliability and security to its systems.
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Table 1. Initial characterization of the base infrastructure for a DES bay.

Architecture Type (Conventional Digital Systems)

DES Infrastructure
requirements per bay

Basic star—simple
(non-redundant)

Double star—PRP
redundancy

Ring—HSR
redundancy

Gateways at least 2 *

IEDs at least 2 or 3 *

Merging Units at least 2 *

GPS at least 1

Switches at least 2 at least 4 none

Communication channels at least 8 at least 16 at least 8
* Depends on local or corporate regulations (e.g., CREG standards in Colombia).

Additionally, Tables 2 and 3 present the reference costs and energy consumption, taken
as approximate average values. The final costs may vary depending on the technology
provider, the location of the project, and local economic factors. The power consumed
may vary depending on the brand and model of the devices, the scheduled tasks, and the
information traffic that they must process. The values presented here are obtained from the
multiple technological offers analyzed for each type of device or infrastructure necessary
for a digital substation. In addition, a survey of information from technology suppliers and
information from utilities and engineering teams that participated in this project is consid-
ered. To better understand the process, this table uses the same reference infrastructure to
establish the types of architecture in a digital substation used in Table 1.

Table 2. Initial characterization of infrastructure costs for a DES bay.

Architecture Type (Conventional Digital Systems)

DES Infrastructure
requirements per bay

Basic star—simple
(non-redundant)

Double star—PRP
redundancy

Ring—HSR
redundancy

Gateways US$21,000

IEDs US$19,000–US$28,000

MUs US$12,000

GPS US$8000

Switches US$8000 US$16,000 none

Communication channels US$2000 US$4000 US$2500

Table 3. Initial characterization of infrastructure power consumption for a DES bay.

Architecture Type (Conventional Digital Systems)

DES Infrastructure
requirements per bay

Basic star—simple
(non-redundant)

Double star–PRP
redundancy

Ring—HSR
redundancy

Gateways 150 W

IEDs 160–240 W

MUs 90 W

GPS 40 W

Switches 140 W 280 W none

Communication channels none none none
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The procedures delineated within this document, along with the data presented in
the various tables and results, relate to the implementation of a bay in a digital substation.
Therefore, these data could be multiplied depending on the number of substation bays to
calculate the cost and consumption of a larger system under the same scheme.

Under this premise, the alternatives that might be developed are analyzed in a DES
with one or more bays. This is performed with resource optimization as a priority without
generating risks in system operation. Therefore, in this research, the occupation of the
communication network is considered based on the different communication protocols
exchanged between the devices that are part of the DES. For this, the occupancy sizes
considered by the standard or obtained from practical experience in laboratory tests are
considered as a reference. The values presented in Table 4 are used as a reference. However,
they do not necessarily coincide with any system because the number of variables and the
mapping of signals in the data sets created for the publication of messages on each device
may cause these reference values to vary.

Table 4. Communication protocol characterization for DES.

Communication Protocol Size [Bytes/s] *

MMS 12.5 k

GOOSE Heavy (burst/Trips) (e.g., “during fault events”) 125 k

GOOSE Lite (steady state) 125

Sampled Values 4.8–6.2 M
* Values per message type from IED or MU in DES.

The proposed implementation alternatives for DESs consider the type of architecture
(with a redundancy scheme, as suggested in IEC 61850-90-4), the number of devices, and the
number of messages published by each device. The proposed solutions are based on the IEC
61850 standard, which suggests having a maximum occupancy of 60% of the bandwidth
for the interfaces and communication channels used in the DES architecture as a limit.

Furthermore, it should be noted that the development of these architectures was
carried out based on a joint work between the private sector (Enel Colombia), academia,
and research, supported in turn by test results in the laboratory. The test was conducted in
the Laboratory of Automation and Industrial Communications—LACI—of the National
University of Colombia, Medellín. Different communication architectures for digital sub-
stations were implemented, integrating devices from multiple manufacturers and with
various operating capabilities. As a product of this research process, several aspects were
analyzed and some relevant results were found, as defined next.

• Integration and interoperability (according to IEC 61850) between protection, control,
and supervision devices, focusing on multivendor systems.

• Performance evaluation of protection and control equipment (IEC 61850-10).
• Evaluation of protocol conversion to supervisory systems.
• Evaluation of interoperability and performance in communication systems.
• Evaluation of the performance of the CPC system.
• Traffic analysis, packet loss, or anomalies in information transfer.
• Application of traffic management (Quality of Service—QoS) through segmentation

using VLAN and MAC-Multicast filtering.

Finally, the test considers performing various analyses for events such as redun-
dancy protocols (PRP and HSR), network traffic saturation, failure events in the electrical
system, loss of synchronization, and cyberattacks. Some products of the research and
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testing progress made can be found in the following data sets [69,70], in addition to the
complementary publications that will be reviewed in the presentation of the results.

Although numerical simulations were not performed due to resource constraints,
the experimental setup in the LACI laboratory replicated real-world DES conditions using
multivendor devices. These tests, detailed in Section 4, provide empirical insight into
architecture performance, serving as a practical alternative to simulation-based analysis.

4. Results and Analysis
This section addresses the different alternatives considered as opportunities for re-

source optimization in DESs. For this, the evolution processes of the companies for the
assimilation of DESs have been considered. Consequently, the revision begins with the
transition from the digitization of the station bus to the digitization of the process bus
to achieve a full DES, where it is possible to include emerging technologies for protec-
tion, control, and automation. In addition, this section includes the results of the tests
carried out in the laboratory, along with the technologies that support the approach of the
proposed architectures.

4.1. Lab Test—Preliminary Results

Effective interoperability with GOOSE, SV, MMS, and PTP messaging was validated
using equipment from different manufacturers, including ABB, GE, SEL, and SIEMENS.
In some cases, background configurations in the IEDs were required to achieve interoper-
ability. Some of these experiences and considerations to ensure interoperability between
multi-manufacturer technologies are evidenced in [9,15]. These results highlight the impor-
tance of knowing the substation configuration language (SCL) files in detail, identifying
structures, data types, data objects, logical nodes, data sets, and the association of signals
for the publication schemes required in each protocol.

Once integration and interoperability were guaranteed, GOOSE trip messaging in
multivendor architectures measured equipment performance. The estimated transfer times
in GOOSE messaging for IEDs met the requirements outlined in the IEC 61850 standard.
Some of the results associated with this process can be seen in [71,72]. In addition, Figure 6
shows the results obtained in the multiple performance tests carried out with the IEDs of
the manufacturers that participated in this research process. The blue box shows where
the middle 50% of the data measured falls, giving a sense of the typical range. The red line
inside marks the median, or the results’ midpoint. The thin black lines, or whiskers, extend
to the most typical values, while any dots beyond them are outliers — unusual values that
fall outside the expected range.

Figure 6. GOOSE performance for IEDs under test.
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This graph shows that all the devices under test have transfer times of less than
5 ms. This indicates the good performance of the devices that execute protection and
control operations with GOOSE messaging in different scenarios, varying traffic levels,
and operating systems. These results show that even though the test scenarios considered
integration and interoperability, there are no difficulties in meeting the requirements
established in the standard.

The conversion of MMS protocols from the substation to IEC 60870-5-104 (typically
named 104) in control centers was evaluated, with gateway equipment as devices under
test. The results showed a signal mapping related to the scenarios under test, according
to IEC 61850-80-1. However, in some cases, there are limitations with particular attributes
that could be required from the control center. These limitations are generally associated
with specific requirements established by each company or constraints it may have from
the SCADA system or control center with which the signals are exchanged.

This research evaluates the integration capability of communication devices from dif-
ferent vendors. In addition, it assesses the feasibility of building multibrand architectures,
implementing redundancy protocols, measuring reset times, and ensuring compatibility
with various communication protocols. Furthermore, performance tests were conducted
with communication equipment from vendors such as Bitstream, CISCO, GE, Hirschmann,
and SIEMENS. This study also examines redundancy schemes in communications, such
as RSTP, and redundancy protocols such as PRP. However, some manufacturers use pro-
prietary protocols or variations of existing standards, leading to better interoperability
between devices of the same brand compared to those of different vendors.

A CPC system was evaluated, which performed better than the IEDs evaluated in
equivalent scenarios [73]. Performance was measured with GOOSE trip messaging in
multivendor architectures. The scenarios under test were the same as those considered
in the IED performance evaluation. Thus, the test is performed to establish whether the
performance of the CPC is adequate or presents limitations compared to that of the IEDs.

Figure 7 shows the average performance times of the CPC and the IEDs. These results
show that the CPC has a response time lower (less than 1 ms) than distributed IEDs.
In addition, this reveals CPC response times up to 60% faster than some distributed IEDs
in multivendor configurations, enhancing scalability and efficiency.

Figure 7. CPC vs. IEDs: GOOSE performance.

Based on the above results, it is evident that the CPC is an attractive solution for digital
substations. It does not present interoperability risks and brings benefits in terms of cost
reduction and optimization of engineering processes.

Traffic analysis showed that packet loss can occur in systems saturated with informa-
tion. Similarly, when proper data flow analysis is not performed, response times can be
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higher than the desired performance for each message type. This is a common denominator
for all systems, indicating that traffic management is essential in digital substations [9].

Figure 8 shows a sample of GOOSE traffic, with the flow of these messages with the
digital substation in steady state at the top of the graph. Here, messages vary as a function
of time due to the number of messages present in the network for the scenarios analyzed
and the periodicity of the retransmission of each message. This sample shows that the
maximum size reached is always less than 200 bytes, representing a bandwidth occupation
close to 1.5 Kbps.

Figure 8. Traffic analysis with GOOSE message.

Similarly, this graph includes an analysis of the GOOSE messaging traffic in the occur-
rence of failure events at the digital substation. It shows the dynamics of this protocol and
the increased occupation generated from the bursts of messages in each event. Therefore,
the graph shows how a size close to 1500 bytes is reached for these scenarios, representing
an occupation of approximately 11.7 Kbps in the bandwidth of the digital substation.

These results help identify that although the GOOSE messaging flow is highly relevant
for the operation of the digital substation, it does not represent a high risk of reaching traffic
saturation in the digital substation communication system. Moreover, a stream of sampled
values is considered to range between 4.8 and 6.2 Mbps, which is considerably higher than
the maximum flow achieved in the analysis of the GOOSE message. Figure 9 shows a
sample with four MUs publishing sampled values to a system, evidencing different levels
of bandwidth occupancy. These variations are due to the length of encapsulation of each
sampled value, with the understanding that there are attributes that are free to choose for
companies, so some may or may not be published depending on the needs of each client.

To evaluate the response of the communication system according to different saturation
levels, a traffic volume close to 40% (IEC 61850-90-4) of the theoretical bandwidth of a fast
system (100 MBits) was selected. MUs were added as SV publishers in a digital substation.
Figure 10 shows the packet loss behavior in the system. In turn, these same scenarios
were tested with a Giga communication system, which, in the graph, shows the normal
information flow in the different scenarios considered for the saturation test. This process
shows the importance of executing a rigorous planning and design process of the digital
substation, both new and in an upgrade or expansion, because the amount of equipment or
data flows that are part of it may represent a limitation for its proper operation.
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Figure 9. Analysis of bandwidth occupied by different MUs.

Figure 10. Sampled values’ saturation test results using multiple MUs.

Figure 11 shows the behavior of a flow of sampled values where packet loss occurs.
This image represents the capture of two signals to show how the information would be
perceived in the IEDs subscribed to the SV of the MU with packet loss. Naturally, this will
be reflected in an operation failure, which in turn may trigger unwanted events with an
impact on the digital substation. This could represent a high risk to the operation of the
electric system to which it belongs.

Figure 11. Packet loss in traffic saturation tests with sampled values.

In turn, in the research process, it was shown that using QoS in digital substations
significantly improves system performance, reduces response times, and provides cyber-
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security improvements (e.g., through network segmentation and real-time threat detec-
tion) [74]. This aspect, evaluated in conventional communication systems, can be an even
more significant advantage using SDN, considering the characteristics highlighted above
for this communication paradigm.

4.2. Initial Optimization Alternatives

When selecting an electrical substation architecture, companies and engineering teams
must consider the economic factor without neglecting security and integrity. Different
aspects are evaluated to optimize resource usage. Optimizing means reducing the amount
of equipment needed or maximizing the use of current devices without compromising
the operation of the system. A high-level complementary configuration also impacts the
complexity and costs of implementing DESs.

Ensuring seamless adoption of DES architectures is critical for operational continu-
ity. Then, it is assumed that companies with a station bus will evaluate their process
bus. Hence, the first recommendation for implementation is to have a low impact on the
typical station bus architecture. Thus, Figure 12 illustrates the DES architecture with the
station bus and the process bus. At the supervision level (station), a redundancy scheme
with PRP is implemented, while, in the process bus, it enters the system with an HSR
redundancy scheme.

Although simulation results are not performed, laboratory tests emulate operational
scenarios such as traffic saturation and packet loss to assess architecture efficacy.

GW 2

Station Bus - PRP

Level 1

Level 2

-------
------

--------

IED n
-------
------

--------

IED 3

-------
------

--------

IED 1

-------
------

--------

IED 2

LAN A LAN B

HMI

HMI

GW 1

Level 0

Process Bus - HSR

MU 1 MU nMU 2

Line A        Line BLine A        Line BLine A        Line B

Figure 12. Inclusion of process bus via HSR redundancy in a DES with PRP implementation on
station bus.

An architecture of this type allows companies and engineering teams to perform an
initial evaluation of the performance of IEDs, MUs, and communication infrastructure.
This assessment is based on the volume of data and performance times required for the
response of electrical protections operating with SV and the exchange of GOOSE messages
on trips [71]. The above acts without directly intervening in a new or existing redundant
architecture (PRP) for the station bus. Therefore, complementary configurations are not
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necessary for IEDs, as there is no communication equipment present in the ring process
bus. The communications engineering work in this implementation is also reduced.

In this case, it is important to mention that the viability of this execution is related
to the compatibility of the devices with the HSR redundancy protocol and a preliminary
evaluation of the maximum volume of traffic that would take place on the process bus.

4.3. Proposed Architectures

As a result of the study carried out around communication architectures for DESs,
some technical characteristics are determined that can be optimized. Intervening in the
processes of communication engineering and performing adequate management of in-
formation can maximize the use of resources, with low risk in power system security,
and guarantee reliability and stability in the operation. The proposed case studies consider
the imminent integration of devices at Level 0 or those typically part of the process bus.

Figure 13 presents an alternative unification for a process bus and a station bus,
identified as a universal bus. Level 0, Level 1, and Level 2 are connected to the interior of a
DES, forming a system where the information and communication equipment (switches) are
centralized. Therefore, the corresponding management must be carried out to segment the
total traffic seen in the electrical substation, directing communication exclusively between
the devices that require it.

GW 2

Universal Bus

Level 1

Level 2

-------
------

--------

IED n

-------
------

--------

IED 3

-------
------

--------

IED 1
-------
------

--------

IED 2

LAN A LAN B

HMI

HMI

GW 1

Level 0 MU 1 MU 2 MU n

Figure 13. Architecture for DES with universal bus and PRP redundancy.

The proposed architecture would have at the same point the information on IEDs, MUs,
synchronization, and supervision information required by Gateways and HMI. Therefore,
it is necessary to perform a parameterization that limits the access to information from and
to each device, preventing them from being saturated by a volume of traffic that is not
useful for their operation.

With this type of implementation, there is evidence of a reduction in the use of commu-
nication infrastructure, considering switches, fiber optic channels, and even redundancy in
time synchronization. Furthermore, preliminary analysis of communication architectures in
DESs demonstrates a potential reduction of up to 50% in communication infrastructure (e.g.,
switches) through a proposed universal bus architecture and validated via laboratory tests.

At the same time, from the point of view of failure analysis in this architecture,
the number of points of failure is reduced, as the number of connections with intermediate
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equipment between one level of operation and another is reduced. For cases like this, in in-
formation management processes, the use of SDN is also considered, where it is possible
to automate operating rules for traffic control, unauthorized access control, automate the
organization of the infrastructure, and other benefits derived from this application.

For the architecture proposed in Figure 14, the possibility of implementing new or
recently emerging systems, such as protection servers or centralized protection and control
(CPC) systems [54,75], is also contemplated. The architecture establishes the creation of
a universal bus with a PRP redundancy scheme. Devices in Level 0 (merging units or
signal processing equipment) are integrated, delivering to this common node the sampled
values obtained from current transformers (CTs) and potential transformers (PTs) in the
electrical substation. An advanced computing device or a main protection server makes
use of the variables necessary to perform protective functions oriented towards several
bays of a substation. In addition, centralized protections considerably reduce the amount
of equipment in the DES because a single device can control several bays.

As a complementary system of hardware redundancy, a backup protection server is
proposed to operate synchronously with the server arranged as the main one. The protec-
tion, control, measurement, and registration of IEDs are not employed, and the economic
impact of this type of architecture is relevant in substations with a large number of IEDs.

GW 2

Universal Bus

Level 2

LAN A LAN B

HMI

HMI

GW 1

Level 0 MU 1 MU 2 MU n

CPC 1 CPC 2Level 1

Figure 14. Architecture for DESs with universal bus, PRP redundancy, and centralized protection.

In both alternatives, the greatest use of the initial available infrastructure and the
improvement of engineering processes are encouraged to guarantee the reliability, security,
and stability of the operation of DESs. In addition, depending on the type of substation
and its technical characteristics, the benefits and difficulties in these new processes will be
reflected in a higher or a smaller average.

It should be noted that the architectures proposed in this document are based on the
capabilities of the technologies considered for integration, such as CPC or communication
equipment. This implies that, when selecting architectures and equipment for a system, it
is essential to carry out performance, integration, and interoperability tests, as suggested
by the IEC 61850 standard.

Devices used at each level of DES operation may have particular operating characteris-
tics. These devices can present significant challenges for corporations or engineering teams
in terms of system integration and achieving interoperability. Consequently, the use of
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specific information within each company or region may require a comprehensive analysis
to achieve the implementation of a feasible technological solution. In addition, during the
decision-making process, it is recommended to perform a thorough examination of the char-
acteristics inherent to each system and technology, as well as to select relevant standards
applicable for use.

5. Discussion
This section presents a comparative analysis of the evolution of DESs. For this purpose,

aspects of the new technological trends that are currently in the market, such as CPC or
VPAC (Virtualization Protection, Automation, and Control), are considered [57,76].

The discussion considers multiple factors, including implementation costs, ease of
maintenance, operating costs, security, interoperability, and implementation challenges.
This type of system has been extensively studied by utilities and academia working groups
and is analyzed according to a rigorous bibliographic study.

Table 5 shows the comparison between a traditional architecture and a centralized
protection and control architecture used in substations. This approach is taken from the
IEEE PSRC-WG CPCWS K15 group.

Table 5. Comparison of substation with traditional architecture and centralized protection and
control architecture.

Approach Traditional Architecture Substation Centralized Equipment

Relay Asset Management Device
Management

Many relays must be identified, specified,
configured, tested, and maintained
separately, along with separate records
for each device. Each protection IED in a
substation usually has numerous
configuration options to enable various
features.

A limited number of devices need to be
identified, specified, configured, tested,
and maintained, along with separate
records for each device. A small number
of devices makes it easy to manage,
and also the feature set is reduced and
limited compared to traditional methods.

Maintenance

Routine maintenance can be frequent and
require experienced and well-trained
personnel along with expensive
calibrated test equipment. P&C IED
maintenance per bay is easily
accomplished due to the bay-separated
IEDs.

Limited maintenance is required as the
entire substation P&C system uses fewer
physical devices, although experienced
personnel are still required for
maintenance. More robust and reliable
systems can be designed at a lower cost.

Security Multitude of protection IEDs Provides
more access points for cyber threats.

Very limited number of access points that
can also be better managed.

Interoperability
Disparate protocols that are difficult to
standardize. Substation Automation
System modifications can be complicated.

It primarily leverages IEC 61850
technology and can be more easily
adopted than the distributed protection
IED model. Substation engineers are
required to have networking knowledge.

Substation Master Interface

Depending on the technology,
the protection IED may not be able to be
monitored by an RTU or data
concentrator. Newer technologies have
protective IEDs with limited computation
and communication interfaces to transfer
data in and out of the substation.

The CPC becomes the “Gatekeeper” of
dynamic device models. Relays are
ubiquitous. This provides a master smart
node for interaction between substations
and control centers. Tremendous
reduction in communication needs.

In this study, a comparative analysis is performed, contrasting the different architec-
tures and including a typical architecture with only a station bus. The analysis considers the
variables cited in various scientific articles on the subject, considering the assets currently
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recognized by the Colombian regulation CREG (Table 6). The evaluation is carried out
using experience in the construction of different types of substations.

Table 6. Comparison between traditional architecture and proposed architectures.

Approach Current Architecture
Architecture 1
Optimization
Alternative

Architecture 2
Universal Bus

Architecture 3
Universal Bus
and CPC

Relay Asset
Management Device
Management

Reduced Reduced only in
communications

Reduced single bus
process Significantly reduced

Maintenance Low Low Low Very low

Security High Medium Medium High

Interoperability Medium Medium Medium High

Substation Master
Interface Unique

It depends on the
technology of each
IED

It depends on the
technology of each
IED

Unique

Built area High High Medium Low

IED quantity Medium Medium–high Medium Low

Implementation
time * 6 to 8 months 6 to 8 months 4 to 7 months 1 to 3 months

Deenergization is
required for
maintenance

Yes No (redundant
protection)

No (redundant
protection) No

Implementation Cost Middle Medium–High Medium–Low Very Low
* Implementation time: process from engineering to commissioning in SAT tests.

A key consideration in DES optimization is the trade-off between cost reduction and
resource improvement. Table 7 quantifies this balance for the proposed architectures.
The universal bus reduces switch costs by approximately USD 8000 per bay (from USD
16,000 in PRP to USD 8000) and power consumption by 240 W, but requires increased switch
processing capacity to handle integrated traffic. In contrast, the CPC-based architecture
reduces IED costs by USD 19,000–28,000 per bay and reduces implementation time to
1–3 months, yet demands higher initial investment in a centralized server (estimated at
USD 30,000) and robust cybersecurity measures. These trade-offs suggest that while
cost savings are significant, companies must weigh them against increased engineering
complexity and potential risks, such as single points of failure.

Table 7. Trade-off analysis between cost reduction and resource improvement.

Architecture Cost Reduction (US$/bay) Resource Improvement Trade-Off Considerations

Current (PRP) Baseline (US$70,000) High redundancy High equipment count

Universal Bus ∼US$8000 (switches) Up to 50% less equipment Higher traffic load

Universal Bus + CPC ∼US$27,000 (IEDs) 50% faster response Centralized failure risk

Impacts and Risks Derived from the Proposed Alternatives

The analysis of optimization alternatives has revealed various impacts and considera-
tions that companies must consider to effectively incorporate these architectures into their
DES design and implementation processes. Some of the most relevant impacts considered
in this study are as follows.
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• Greater simplicity of the system: In the proposed architectures, by integrating all
devices with connection to a universal communication bus, their integration is con-
siderably simplified, and their accessibility is improved, from the same central point
that can be any of the communication equipment (LAN A or LAN B) proposed in the
architecture.

• Greater flexibility: By combining the information with the DES, it becomes feasible to
improve protection, control, and measurement systems. This includes incorporating
new bays or parallel technologies for performance assessment or integration with the
current system.

• Cost reduction: Leaving aside the separation of process and station buses in the DES
implies a decrease in equipment and communication channels and spaces in boards
destined for the infrastructure. In turn, this can have a greater impact, if a centralized
protection system is implemented or, as shown in Figure 14, a main protection server
with its corresponding backup.

• Greater volume of traffic: A common point for integrating all devices into the system
implies that the information from this equipment converges at that point. This is why
the volume of traffic increases considerably in space if the integration of multiple
bays with the process bus in a DES is considered. In this case, it is required that
the communication infrastructure used be able to tolerate and process the levels of
information that it will face.

• Greater information management: A large traffic volume requires greater control,
particularly when its totality is not necessarily relevant for all devices that are part of
the DES infrastructure. Therefore, it is necessary to perform engineering work that
optimally guides the information to be exchanged exclusively between the devices
that require it. This reduces the processing load and mitigates the risks of loss or
saturation in the network due to high volumes of data.

• Greater IT security management: The simplicity of the system and its accessibility to its
devices also imply a risk that must be controlled in DESs. Therefore, it is necessary to
implement effective cybersecurity and access control policies for the different devices
to mitigate the risks of vulnerability or unwanted actions in the operation of DESs.

However, the use of emerging solutions and the development or implementation of
communication architectures optimized for DESs also bring aspects that can be considered
as possible challenges or risks associated with these processes. The following are some of
the most important aspects.

• Cybersecurity: By centralizing control and using programmable networks, substations
become more vulnerable to cyberattacks, which could compromise critical protection
and control systems.

• Single point of failure: Consolidating functions on a single device or server (CPC or
SDN) means that a failure in the centralized system could affect multiple protections
and controls simultaneously.

• Implementation complexity: SDN networks and programming protections in CPC
require advanced architecture and trained personnel, which can initially increase the
complexity of deployment and maintenance.

• Latency: In solutions such as SDN and CPC or VPAC, network latency can affect the
response time of protection systems, compromising the speed of actions in the event
of power grid failures.

• Interoperability: Although SDN and CPC improve interoperability, the integration of
technologies from multiple manufacturers can generate incompatibilities or communi-
cation problems if standards are not met adequately.
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• Virtualization reliability: Virtual environments could generate risks related to the sta-
bility and performance of the underlying hardware, compromising critical operations
if infrastructure failures occur.

To mitigate this, it is essential to implement advanced cybersecurity measures and
continuous monitoring to detect threats. In addition, it is advisable to ensure redundancy in
hardware and software to avoid a single point of failure. In turn, it is essential to adequately
train personnel to handle the technical complexity of these technologies. Network opti-
mization is crucial to ensure fast response times in protection systems. It is also essential to
conduct thorough interoperability testing between devices from different manufacturers
before implementation and maintain constant monitoring of the overall system. These
strategies will ensure the safety, resilience, and operational efficiency of DESs.

6. Conclusions
This paper presented an analysis of the conventional communication architectures

used in DESs. The study was carried out locally, where cost reduction and resource
improvement are required for construction and operations. The results obtained in this
study lead to the following conclusions:

• The study and characterization of communication technologies and architectures
currently applied to DESs show that companies incur significant costs associated with
excessive redundancies in communication equipment and protocols. Limitations of
this research include reliance on laboratory tests, limiting generalizability, and cost
estimates based on average vendor data.

• DESs require experts to design, operate, and maintain facilities. Knowledge of the
communication component is relevant for selecting technologies, designing, and con-
figuring different elements of DESs. Therefore, specialized courses are required to
qualify people for employment in these facilities.

• The appropriate use of technology and knowledge on topics such as SDN or centralized
protections can represent an important advance in optimizing the use and performance
of these systems.

• Communication architectures for DESs, which integrate conventional architectures
with redundancy protocols, efficient traffic management, and technologies for cen-
tralized protection in electrical substations, reduce costs in new implementations,
and evaluate the performance of the different components of a DES to make imple-
mentation viable.

• It is crucial to communicate the knowledge gained from the experience in utilities to
regulatory entities. These entities are important in incentivizing investments in such
topologies, leading to improved service quality, CO2 emission indicators, cybersecurity,
and overall profitability of companies. These findings support improved service
quality and profitability through optimized DES designs.
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